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Bepcua pokymeHTa

[ara Bbinycka

CofepkaHue M3MeHeHui

Bepcua 2.19

01.02.2016

JobasneHo onvcaHne dpyHKLmMM Layer 2 Protocol Tunneling (L2PT)
MN3meHeHnA B pasgenax:

- 5.10 KoHourypupoBaHune nHTepdeiicos

- 5.12 KoHTpO/b WMPOKOBELLATE/IbHOIO «LUITOPMA»

- 5.13 M'pynnbl arperaymmn kaHanos — Link Agregation Group (LAG)

- 5.18 'pynnosana agpecauma

- 5,19 ®yHKuumM ynpasneHuna5.19.4 MpoToKkon ynpaBaeHUA CeTbio
(SNMP)

- 5.27.2 MNpoBepKa NOANMHHOCTM K/MEHTA Ha OCHOBE NopTa (CTaHaapT
802.1x)

- 5.27.3 KoHTponb npoTtokoaa DHCP u onuua 82

- 5.27.5 KoHTponb npoTokona ARP (ARP Inspection)

- 5.27.6 Hactpoiika pyHkumm MAC Address Notification

- 5.31.1 KoHourypuposaHume ACL Ha 6a3se IPv4

- 6.2 O6bHOBNEHME NpOrpammMmHoro obecnevyeHns c cepsepa TFTP

Bepcua 2.18

23.11.2015

[dobasneHo onucaHne MES2124F

Bepcua 2.17

20.10.2015

MN3meHeHuAa B pasgenax:
- 5.23.1 lnarHocTMKa megHoro Kabens

Bepcua 2.16

31.08.2015

[JobasneHo onwucaHue yctponcte MES1124MB, MES1124M DC,
MES2124M DC

N3meHeHunA B pasgenax:

- 2.2.8 flononHutenbHble GyHKLUK

- 2.3 OCHOBHbI€e TEXHUYECKME XapaKTEPUCTUKHN

- 2.4 KOHCTPYKTMBHOE NCMONHEHME

- 5.5 KomaHabl ynpaBaeHus cuctemom

- 5.10 KoHourypupoBaHune nHtTepdeiicos

- 5.11 Selective Q-in-Q

- 5.12 KOHTPO/Ib LUMPOKOBELLATENIbHOTO KLUTOPMA»
- 5.13 I'pynnbl arperaymun kaHanos — Link Agregation Group (LAG)
- 5.16.6 Hactpoiika dyHKumu flex-link

-5.19.1 MexaHusm AAA

- 5.21 3epkanunpoBaHue (MOHUTOPUHT) NOPTOB

- 5.33.1 HacTtpoiika QoS

[OobasneH pasgen:

- 5.24 |P Service Level Agreements (IP SLA)

Bepcua 2.15

18.05.2015

[obasneHo onuncaxue yctpocte MES1124M, MES2124M.
[JobasneHbl pasgesnsbi:

- 2.4.3 BHewHWN BUA W ONUCaHWE NaHenewW YCTPOMCTB cepum
MES1124M, MES2124M

- 5.29 KoHdurypuposaHue DHCP cepsepa

N3meHeHuA B pasaenax:

- 2.2.7 OyHKUUM yNpaBAEeHUA KOMMYTAaTOPOM

- 2.8 OCHOBHbIe TEXHUYECKME XapaKTEPUCTUKMN

- 5.5 KomaHabl ynpasaeHus cuctemom

- 5.8.1 OnncaHne aprymeHTOB KOMaHA,

- 5.8.3 KomaHgabl Ans pesepBUpoBaHNA KOHOUTypauum

- 5.10.1 MapameTpbl Ethernet-uHtepdeiicoB u uHTepdeicos Port-
Channel

- 5.10.2 Hactpoliika uHtepoeiica VLAN

- 5.16.4 MexaHu3am obHapyxeHus netenb (loopback-detection)
-5.16.5 CemelicTBO NpoTOKO/10B STP

- 5.16.6 Hactpoiika ¢yHKumm flex-link

- 5.16.11 Hacrtpoiika npotokona CFM

- 5.19.2 NMpoTtokon RADIUS

- 5.19.4 NMpoTtokon ynpasneHus cetbto (SNMP)

- 5.26.2.2 PacwmpeHHas npoBepKa NoA/IMHHOCTH

- 5.26.3 KoHTponb npotokona DHCP u onuua 82:

FnobanbHasa KomaHaa Ana 3agaHua dopmaTa remote id B onumm 82
- 5.27 ®dyHKumn DHCP Relay nocpeaHmka

Bepcus 2.14

17.02.2015

[JobasneHo onucaHue yctpoiicte MES2124MB
[JobasneH pasgen:
- 3.3 NogkntoueHne AKb Kk MES2124MB
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MN3meHeHus B pasgenax:

- 5.10.2 Hactpolika nHtepdeiica VLAN

- 5.12 KOHTPO/b WMPOKOBEL,ATENbHOIO KLTOPMa»

- 5.18.2 dyHKUMA NnocpegHMKa npoTokona IGMP (IGMP Snooping)
-5.19.4 MpoTokon ynpasneHus cetoio (SNMP)

- 5.26.2.2 PacwupeHHasa npoBepKa NOAJIMHHOCTM

Bepcusa 2.13 14.01.2015 M3meHeHUA B pasgenax:

- 5.8.3 KomaHzbl A1a pe3epBMpoBaHMA KOHOUIypauum
[ob6asneHbl pasgensi:

- 5.15.3 Hactpotiika ¢yHKumm IPv6 ra guard

- 5.15.4 Hactpoiika ¢yHKummn DHCPv6 guard

- 5.16.6 Hactpolika ¢yHKumm flex-link

Bepcusa 2.12 21.10.2014 M3meHeHUsA B pasgenax:
- 5.10.2 Hactpolika nHtepdeiica VLAN
- 5.12 KOHTpOAb WKPOKOBELLATENbHOrO «LIITOPMa»

Bepcusa 2.11 27.08.2014 M3meHeHusA B pasgenax:
- 5.10 KoHdurypumposaHue nHtepdeicos
- 5.16.6 NpoTtokon EAPS
- 5.27 dyHKumm DHCP Relay nocpegHuKa

Bepcua 2.10 28.07.2014 M3meHeHuA B pasgenax:

-5.19.7.1 Telnet, SSH, HTTP n FTP
Bepcua 2.9 12.05.2014 Jo6asneHo onucanue yctponcts MES2124P, MES2208P
Bepcusa 2.8 06.05.2014 M3meHeHusA B pasgenax:

- 5.5 KomaHapl ynpaB/ieHns cuctemom
- 5.19.2 ®yHKUMA nocpegHuKa npoTtokona IGMP (IGMP Snooping)

Bepcua 2.7 27.03.2014 M3meHeHUA B pasaenax:
5.24.1 inarHoct1Ka megHoro Kabens
5.25.6 KoHTponb npoTtokona DHCP n onuwnsa 82

Bepcus 2.6 09.01.2014 M3meHeHusA B pasgenax:

- 5.18.2 dyHKUMA nocpesHMKa npoTokona IGMP (IGMP Snooping)

- 5.18.4 ®yHKUMM orpaHuyeHna multicast-tpadmka

[ob6asneHbl pasgensi:

- 4.3 Pexxnm paboTbl KOMMYyTaTOpa

- 5.18.5 AyteHTudmkaums IGMP yepes RADIUS

HacTtpolika aBTOpU3aLMMK IGMP-3anpocos yepes RADIUS
(npunoxkeHune A)

Bepcusa 2.5 22.11.2013 M3meHeHusA B pasgenax:

-5.16.5 CemeitctBo npotokonos STP (STP, RSTP, MSTP)

- 5.9.1 NMapametpbl Ethernet-uHtepdeiicos u uHTepdeicos Port-
Channel

- 5.16.6 NpoTokon EAPS

- 5.19.2 NpoTokon Radius

[obasneHbl pasgensi:

- 5.3 dunbTpauma coobLeHnii KOMaHLHOM CTPOKM

Bepcusa 2.4 15.08.2013 M3meHeHUsA B pasgenax:

- 5.26.1 KoHourypmposarue ACL Ha 6ase IPv4
- 5.26.2 KoHdurypuposaHue ACL Ha b6ase IPv6
- 5.26.3 KoHdurypuposaHme ACL Ha 6aze MAC

Bepcusa 2.3 05.07.2013 [obaBneHbl pasaenbi:

- 6.27 KoHburypuposaHue 3awmTtbl ot DoS-aTak

MN3meHeHus B pasgenax:

- MNpunoxenne A lMpumepbl NpUMeEHEHUA U KOHOUTypUpoBaHUA
yCTpOMCTBa

Bepcusa 2.2 18.06.2013 [ob6asneHbl pasgensi:

- 5.14.9 HacTpolika npotokona OAM

-5.14.10 Hactpoitka npoTtokosna CFM

N3meHeHwuA B pasgenax:

- 4.1 HacTpoitka TepMmMHana

- 5.9 KOHTpOAb WKMPOKOBELLATENbHOrO «LUTOPMa»
-5.17.1 MexaHusm AAA

-5.17.7.1Telnet, SSH, HTTP u FTP

- 5.17.7.2 KomaHAbl KOHPUTYPUPOBAHUA TEPMUHANA

Bepcusa 2.1 28.05.2013 [ob6aBneHbl pasaensi:
- 5.6.3 KomaHzabl AnA pe3epBMpoBaHUA KOHOUIypauuu
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- 5.15.7 Hactpoliika npotokona G.8032v2 (ERPS)
MN3meHeHnA B pasgenax:

- 5.18.2 NMpoTtokon RADIUS

- 5.18.3 NMpoTtokon TACACS+

- 5.18.4 NMpoTtokon ynpasneHus ceTbto (SNMP)

- 5.21.2 InarHOCTMKa ONTUYECKOro TpaHcuBepa

Bepcua 2.0

03.04.2013

JobasneHo onvcaHue ycTpoictea MES1124

Bepcusa 1.6

20.03.2013

[obaeneHbl pasgenbl:

- ®yHKUMK orpaHnyeHuns multicast-Tpaduka

N3meHeHWA B pasaenax:

- dyHKUMA nocpegHuMka npotokona IGMP (IGMP Snooping)
- MexaHusm AAA

- Hactpoitka goctyna

- KoHTponb npotokona DHCP n onuna 82

- KoHdurypmposaHue PPPoE Intermediate Agent

Bepcua 1.5

06.03.2013

MN3meHeHuA B pasgenax:

- 5.4 KomaHgbl ynpaBieHna cuctemoi;

- 5.9 Selective Q-in-Q;

- 5.17.2 dyHKuma nocpegHuKa npotokona IGMP (IGMP Snooping)
JobasneHo:

- MpunoxeHune b TunoBble cxembl NOCTPOEHUA ceTelt Ha base
npotokona EAPS

Bepcua 1.4

28.12.2012

M3meHeHwnA B pasgenax:

- 5.4 KomaHgbl ynpasieHWa cucteMoit: 06aBneHo onucaHune
KOHOUryprpoBaHMa GYHKLUIA MOHUTOPUHIA U 3awwmTbl CPU;

- 5.8.1. flobaBneHo onuncaHme KOHGUrypmupoBaHusa GyHKLMIM
MOHUTOPUHIA Harpysku Ha uHTepdericax.

- 5.8.2. lobaBneHo onucaHne KoHpurypuposaHua MAC-based vlan,
EtherType ans ncxogAawmx nakeTos.

-5.17.1. NobasneHo onucaHue KoHdUTrypnpoBaHua nsyveHma MAC-
agpecos Bo VLAN.

-5.18.4. lobaBneHo onucaHne KoHUrypuposaHua snmp trap
CcO0bLWEHNIN HA NOpTax.

-5.20. JobaBneHo onncaHne KOHGUTYPUPOBAHUSA YAAIEHHOTO
3epKannMpoBaHus.

- 5.23.3. lobaBneHo onucaHue KoHduUrypuposaHua ¢opmata DHCP
onuuu 82.

YpaneH pasgen 5.28 PaboTa B pexxnme mapLipytusaTtopa.
JobasneH pasaen 5.23.6 “Hactpoiika ¢pyHKummn MAC Address
Notification”.

Bepcua 1.3

10.09.2012

N3meHeHWA B pasgene 5.22 OyHKLMU ANArHOCTUKM GU3MYECKoro
YPOBHA

Bepcua 1.2

21.08.2012

[obasneHo onuncaHve KOHGUrypupoBaHua npoTokona EAPS.

Bepcua 1.1

12.05.2012

[obasneH pasgen:
- Hactpoitka PPPoE Intermediate Agent

Bepcua 1.0

21.12.2011

MepBas nybaunkaums.

Bepcusa nporpamMmmHoro
obecneyeHus

1.1.44
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HELTEX

YCNOBHbIE OBO3HAYEHUA

O603HaueHue OnucaHue

B KBaApaTHbIX cKobKax B I-(OMaH,CI,HOﬁ CTPOKe yKa3blBaloTCA Heobs3aTeNbHble

[1 napameTpbl, HO MX BBOA, NPEAOCTaBAAET OnpefefieHHble AOMNONHUTENbHbIe
onuuu.

0 B ¢urypHbix cKkobKax B KOMAHAHOM CTPOKe YKasblBatoTcA obA3aTenbHble
napametpbl.

«,» ﬂ,aHHbIe 3HaKM B ONMUCAHUMN KOMaHAbl WCNONb3YKOTCA ANA YKa3aHWUA

«-» AMana3oHoB.

«|» [aHHbIN 3HAK B ONMCAaHUM KOMaHAblI 0603HAYaeT «UNn».

[aHHbIN 3HAK MPU YKa3aHWM 3HAYEHUI NepemeHHbIX pasaenseT BO3MOMXKHbIe

«/»
/ 3Ha4YeHUA N 3Ha4YeHNnA No YMON4YaHUIO.

Kypcvsom Calibri yKasbiBatoTca nepemeHHble MAW MapameTpbl, KOTOpble

Kypcue Calibri o
HeobxoAMMO 3aMEHNTb COOTBETCTBYHOLLMM C/TOBOM WUJIN CTPOKOIA.

MonayxcupHoiii Kypcue MoNYyXUPHBIM KYPCMBOM BblAENEHbI NPUMEUYAHUA U NPesynpeXaeHus.

<MonyxcupHoiii MoNy*KMPHbIM KYPCMBOM B YTr/I0BbIX CKOOKaxX yKa3blBAOTCA Ha3BaHMA KAaBuL
Kypcue> Ha KnaBuaType.
Courier New MonyxupHbim W pndtom Courier New 3anuncaHbl NpUMepbl BBOAA KOMAHA,

WpunopTtom Courier New B pamKe C TEHbIO YKa3aHbl pe3ynbTaTbl BbINOJHEHUA
KOoMaHa,

Courier New|

MpumeyaHuna u npegynpexaeHus

MNpumeuaHuna cogepKaTt BaXHy0 MHGOPMaLMIO, COBETbI UM PeKOMeHZaLumu no
MCNO/Ib30BaHUIO U HACTPOIMKe yCTpoiicTBa.

MpeaynpexaeHna MHGOPMUPYIOT NONb30BaTENA O CUTYALUAX, KOTOPble MOTryT HAHEeCTH
l Bpep, yCTPOICTBY UM YeNIOBEKY, MPUBECTU K HEKOPPEKTHOM paboTe ycTpoiictBa naum

e noTtepe AaHHbIX.
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HELTEX

1 BBEAEHMUE

B nocnegHue roabl HabnwopaeTca TeHAEHUMA K OCYLLECTBAEHMIO MaclTabHbiX MNPOEKTOB Mo
NOCTPOEHMUIO CeTeli CBA3M B COOTBETCTBUM C KoHuenumeit NGN. OaHOM M3 OCHOBHbIX 33434 NpU peanmsaumm
KPYNHbIX MYNbTUCEPBUCHbIX CeTeil ABAAeTCA Cco34aHuMe HadeKHbIX U BbICOKONPOU3BOAMTENbHbIX
TPaAHCMOPTHbIX CeTel, KoTopble ABASAIOTCA OMOPHbIMU B MHOFOC/IOMHOW apXUTEKType ceTel cieaylolero
NOKONEHMA.

[Nna JOCTUXKEHUA BbICOKMX CKOPOCTEN LUMPOKO MPUMEHSIOTCA TEXHOIOMMKU nepeaayn MHbopmalmm
Gigabit Ethernet (GE). MNepegaya vMHPoOpMaLMM HA BbLICOKMX CKOPOCTAX, OCOBEHHO B CETAX KPYyMHOro
MacwTaba, nogpasymeBaeT BblbOP TaKOW TOMONOIMM CETM, KOTopas MO3BOASET FMOKO OCyLecTBAATb
pacnpegeneHne BbICOKOCKOPOCTHbIX MOTOKOB.

KommyTatopbl cepun MES1000, MES2000 moryT MCNOb30BATbCA HA CETAX KPYMHbIX NPeanpuaTuii u
npeanpuATUIA Manoro u cpeaHero busHeca (SMB), B onepaTopckux ceTax. OHM 0b6ecneymBatoT BbICOKYHO
NpPon3BOAUTENbHOCTb, IMOKOCTb, 6€30MacHOCTb M MHOFOYPOBHEBOE KauyecTBO 06c/yKMBaHUsA (QoS).

B HacTosiwem pyKOBOACTBE M3N0XeEHbI HAa3HAYEHNE, TEXHUYECKME XapaKTEPUCTUKM, pEKOMEHAALNN
MO Ha4Ya/NbHOM HACTPOMKE, CUHTAKCUC KOMAHZ A1 KOHOUIYpUPOBAHWS, MOHUTOPUHIA M OBHOBNAEHUSA
NPOrpamMmHoro obecneyeHns KOMMyTaTopa.
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HELTEX

2 ONMUCAHUE U3OENUA

2.1 HasHauyeHue

YcTpoiictBa cepuit MES1000 n MES2000 aBnstoTca ynpaBasemMbiMU CTEKMPYEMbIMM KOMMYTaTOPaMM,
BbINO/IHAOLWMMM CBOM KOMMYTaLMOHHbIE QYHKLUMN Ha KaHa/IbHOM M CeTEBOM YPOBHAX moaenun OSI.

CeteBble kKommyTaTopbl MES1024 nmetoT B cBOéMm cocTase 24 nopta Fast Ethernet ¢ anekTpuyeckumm
nHTepdelicamm n 2 nopta Gigabit Ethernet, coBmelleHHble cO cnoTamu Ana ycTaHOBKM SFP-TpaHcuBepoB
(combo-nopTbi).

CeTteBble KommyTtaTtopbl MES1124, MES1124M, MES1124MB wnmetoT B cBOEM cocTase 24 nopta Fast
Ethernet c anekTpuyeckumn uHTepdelicamm n 4 nopta Gigabit Ethernet, coBmelleHHble co cnotamu ans
ycTaHoBKU SFP-TpaHcuBepos (combo-noptbl). [Ana moaenn MES1124MB  nmeeTcA BO3MOMHOCTb
nogkntoveHuns 12V AKb gna obecneveHma pesepBHOro NUTaHuA.

CeteBble KommyTaTopbl MES2124, MES2124M mnmetoT B cBOéMm cocTaBe 24 nopTa Gigabit Ethernet ¢
afekTpuyecknummn mHtepdericamm n 4 noprta Gigabit Ethernet, coBmelleHHble CO cnOTamMu AN YCTaHOBKMU
SFP-TpaHcMBepoB (combo-nopTbl).

CeteBble KommyTatopbl MES2124MB wmmetoT B cBoém coctaBe 24 nopta Gigabit Ethernet c
anekTpuyecknumn mnHtepdencamm n 4 noprta Gigabit Ethernet, coBmelleHHble CO clOTamMKU AN YCTAaHOBKMU
SFP-TpaHcuBepoB (combo-nopTbl). MmeeTcas BO3MOXHOCTb nogkaodeHus 12V AKB agns obecnevyeHus
pe3epBHOro NUTaHKA.

CeteBble KommyTaTopbl MES2124P umeloT B cBoém coctaBe 24 nopta Gigabit Ethernet c
3NIeKTPUYECKMMM UHTepdelicammn n noaaep:kkoit PoE+ n 4 noprta Gigabit Ethernet, coBmelyeHHble co
cnoTamm gna ycTaHoBKK SFP-TpaHcuBepoB (combo-nopThl).

CeteBble KommyTaTtopbl MES2124F umeoT B cBoem cocTase 24 cnota Ana YCTAaHOBKM SFP-
TpaHcmBepoB M 4 nopTa Gigabit Ethernet, coBMmelleHHble CO CAOTamMM AAA YCTaHOBKM SFP-TpaHcuBepoB
(combo-nopTbl)

CeteBble KommyTaTopbl MES2208P nmeloT B cBoém cocTaBe 4 anekTpuyecknx noprta Gigabit Ethernet
¢ nopgepxKkon PoE+, 4 nopta Gigabit Ethernet, coBmelleHHble co cnoTamu Ans yCTaHOBKM SFP-
TpaHcmBepoB (combo-nopThl), 2 onTuyecknx nopta Gigabit Ethernet n 2 asnekTpunuyeckux nopra Gigabit
Ethernet.

/' B KOM6MHUPOBAHHbIX NOPTAX MOKET 6biTb aKTUBHbIM TOJIbKO 0AUH U3 UHTepdelicos. Mpu
oAHOBpeMeHHOM NogKnoueHun byaert aktuseH nHtepdeic c SFP-tpaHcusepom.
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HELTEX

2.2 ®yHKuMK ycTpoiiCcTBa

2.2.1 OcHoBHble hyHKyuU

B Tabsmue 2.1 npuBeaeH CNUCOK OCHOBHbIX PYHKLUMIA KOMMYTaTOpPOB AOCTyNa.

Tabnnua 2.1 — OcHOBHble PYHKUUKU YCTPOICTBA

3awjuma om
6710KUpOBKU o4epedu

BNOKMPOBKA BO3HWMKAET B CAy4Yasx Meperpysku BbIXOAHbLIX MOPTOB YCTPOMCTBA
TPapUKOM OT HECKOJIbKMX BbICOKOAKTUBHbIX MCTOYHUKOB. ITO MOXET NpPUBECTU K
notepe TpaduKa OT APYrMX WCTOYHMKOB C HU3KOM aKTMBHOCTbIO. [AA

(HOL) NpeaoTBPalLEHNA TaKMX CUTyauMit MCMOJ/Ib3YHOTCA METOAbl Pe3epBUpOBaHMsA
pecypcoB KommyTaTopa.
Moddepcxa MeTog, 0bpaTHOrO AAaBAEHMA WMCNOMb3YETCA Ha NOYAYNIEKCHbIX COeAMHEHMAX
N PerysmpoBaHna NOTOKa AaHHbIX OT BCTPEYHOro YCTPOMCTBa MyTem CO34aHun
o0bpamHozo dasneHus ANA PETY/IMP A P yerp yTem CO3A
KoNAunsuii. MeTtos no3BonseT usbexaTb nepenosiHeHus bydepHoW namaTv
(Back pressure) YCTPOWCTBA M NOTEPU AAHHbIX.
ABTOMaTMYecKoe onpeaeneHne TMNa Kabens - NnepekpecTHbl Kabenb nam Kabenb
NPAMOro NOAKAYEHUA.
Moddepycka MDI/MDIX — MDI (Media-Dependent Interface — npamoi) — ctaHgapT Kabeneit ana
NOZKNOYEHUS OKOHEYHbIX YCTPOMCTB;
— MDIX (Media-Dependent Interface with Crossover — nepekpecTHbli) -
CTaHAAPT Kabenen ansa NOAKNOYEHNA KOHLLEHTPATOPOB U KOMMYTaTOPOB.
[oddepxcka KommyTaTop cnocobeH noanepusaTb nepefayvy CBEPXAAMHHbLIX Kagpos, 4TO
C8epx0/IUHHbLIX KOOPOB | No3BOAsAET NepesaBaTh AaHHbIE MEHbLUMM YUCIOM MNAKeTOB. ITO CHUKaeT o6bem
(Jumbo frames) cnykebHol nHpopmaumm, Bpema 06paboTKu 1 nepepbIBbl.

YnpaeneHue nomoKkom
(IEEE 802.3X)

YnpaeneHve MOTOKOM MO3BOAAET COEAMHATb HU3KOCKOPOCTHOE YCTPOMCTBO C
BbICOKOCKOPOCTHbIM. /1A npeaoTBpaLLeHNA nepenoaHeHun bydepa
HW3KOCKOPOCTHOE YCTPOCTBO MMEET BO3MOXHOCTb OTNPasaATb naket PAUSE, Tem
camblM UHGOPMMPYA BbICOKOCKOPOCTHOE YCTPOMCTBO O HEOBXOAMMOCTU CAenaThb
naysy npu nepegade nakeTos.

Paboma e cmeKe
ycmpolicme

KommyTaTop noaaeprkusaet obbegmHeHne HECKObKUX YCTPOMCTB B CTEK. B aTom
Clyyae KOMMYTaTOpbl PAacCMaTPUBAIOTCA KaK eaMHOe Nornyeckoe YCTPOMCTBO C
06LWMMM HAacTPOMKaMK. BO3MOXKHbI ABe TONONOMMM NOCTPOEHUA CTEKA — KOJIbLLO U
uenoyka. Mpu 3Tom NapameTpbl MOPTOB BCEX YCTPOMCTB, BK/AIOYEHHbIX B CTEK,
MOXHO 3ajaTb C KOMMyTaTopa, paboTalolero B pexume «macTep».
CTeKnpoBaHue yCTPOMCTB NO3BOAAET CHU3UTL TPYA0EMKOCTb YNPABAEHUA CETbHO.

Ethernet-kommymamopsi MES1000, MES2000
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HELTEX

2.2.2 ®yHKyuu npu pabome c MAC-adpecamu

B Tabnnue 2.2 npueaeHbl GyHKLMM YCTPONCTB Npu pabote ¢ MAC—agpecamu.

Tabnnua 2.2 — PyHKUMM paboTtbl c MAC-agpecammu

Tabauya
MAC-adpecos

KommyTaTop cocTaBnseT B8 nNamaTM Tabsuuy, B KOTOPOW YyCTaHaBAMBAETCA
cooTBeTcTBME Mexay MAC-aapecamu n uHTepdeincamm KommyTtaTopa.

Pexcum oby4yeHus

B oTcytctBMe o0b6yveHuWs, AaHHble, MoOCTynatowMe Ha Kakoh-nMbo nopr,
nepesaroTcs Ha BCe OCTa/lbHble MOPTbl KOMMyTaTopa. B pexume obyyeHus
KOMMYTaTop aHanuMsumpyeT Kaapbl M, onpegenus MAC-agpec oTnpasuTens,
3aHOCUT ero B Tabauuy MaplpytTusaumun. Bnocneactsuu, nocTynuBWWIA Kaap,
npeaHasHayeHHbld ana xocta, MAC-agpec KOTOporo y»e ecTb B Tabsuue,
nepeaaeTca TO/IbKO Yepes yKa3aHHbIN nopT B Tabauue.

lModdepxcka nepeda4u
HQO HecKosbKo

MAC-adpecos
(MAC Multicast Support)

[aHHaa GyHKUMA NO3BOAAET YCTaHaBAMBATb COEAMHEHUA KOAMH KO MHOFMMY» U
«MHOTME KO MHormm». Takum obpasom, Kaap, afpecoBaHHbIi MHOroaapecHom
rpynne, nepeAaeTca Ha KaXKablil NOpPT, BXOAALLMI B rpynny.

AsmomamuyecKkoe
spemsa xpaHeHuA MAC-

adpecos
(Automatic Aging for MAC
Addresses)

Ecam ot ycTpoiictea ¢ onpegeneHHbim MAC-agpecom 3a onpegesneHHblii nepmos
BPEMEHW He MNOCTynalT NaKeTbl, TO 3anucb B Tabauue mapwpyTMsauum gnas
[aHHOrO afpeca yctapeBaeT M yaanaerca. 3To No3BoaseT NoAAePKMBaTL TabauLy
B aKTya/IbHOM COCTOAHUM.

Cmamuyeckue 3anucu

MAC
(Static MAC Entries)

CeTeBOI KOMMYTaTOP NO3BO/IAET NO/b30BATENIO ONPeaeUTb CTaTUYEeCKne 3anmcu
cooTBetcTBMi MAC-agpecoB uHTepdeicam, KoTopble COXpaHsalTcA B Tabauue
MapLIpyTM3aL M.

2.2.3 ®yHKyuu emopo2o ypoeHa cemesoli modenu OSI|

B Tabnnue 2.3 npuBeneHbl GyHKLUMU M 0COBEHHOCTM 8BMOpP0o20 yposHsA (yposeHs 2 OSl)

Tabnuua 2.3 — OnucaHne GpyHKLMIA BTOPOro ypoBHs (ypoBeHb 2 OSl)

loddepxcka VLAN

KommyTaTopbl noaaepmMBatoT paboTy BUpTyanbHbix ceTeit VLAN.

Peanusauua npotokona IGMP nossonseTt Ha ocHoBe MHOPMALUKM, NOJYHEHHOM

Multicast-TV VLAN

GyHKYUA npu aHanmse cogeprkmmoro IGMP nakeTos, onpeaennTb, Kakue YyCTPOMCTBA B CETU
IGMP Snooping Yy4YacTBYIOT B Tpynnax MHOFOaZpecHoOM paccbiikM, W appecoBaTb TpadMK Ha
COOTBETCTBYHOLME NOPTHI.
. Peanusauyma HKunnM MLD Snooping nosBonseT ycTPOWCTBY MWMHUMW3IMPOBATb
®dyHkyua MLD Snooping 4 ¢yu 4 ping yerp ¥ P

MHoroaapecHsbii IPv6 Tpaduk.

dyHKUMSA, No3BONAOWAA NepeHanpaBasTe MHOrOagpecHbl TpaduK U3 3a4aHHON

PyHKYUA VLAN (multicast VLAN) B nopT nonb3osatena Ha ocHoBaHWM IGMP-coobuieHuii,

4YTO MO3BONAET YMEHbLWMTb Harpy3ky Ha uplink-nopt kKommyTtaTopa. ®yHKLMA
npumeHsetca B peweHusx lll-play.

3awuma om
WwupoKosew,amesibHO20
«wmopma»

(Broadcast Storm Control)

LUnpoKoBewaTenbHblii  WTOPM — 3TO PasMHOMEHME LWMPOKOBeLLaTeIbHbIX
COOBLWEHNIT B KaXKAOM Yy3/e, KOTOpoe NPUBOAUT K NaBMHOOBPA3HOMY POCTY WX
yucna u napanusyet paboty ceTu. YcTpolicTBa UMeIOT GYHKLMIO, NO3BOIAIOLLYIO
OrpaHMYMTb CKOPOCTb Nepeaayin MHOroagpPecHbIX U WMPOKOBELLATE IbHbIX Kaapos,
MPUHATBIX U NepegaHHbIX KOMMYTaTOPOM.
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HELTEX

3epKanupoBaHue nossosseT AybaupoBaTb TpaduK HabAgaembix MOPTOB,

3epkanuposaHue nepecbinas BXOAALIME WU/UAN UCXOAALIME NAKeTbl Ha KOHTPOAMPYIOLWMiA nopT. Y
nopmoe NoNb30BaTe/IA €CTb BO3SMOXHOCTb 33/jaTh KOHTPOMPYIOLWMIA N KOHTPONMPYeMble
(Port Mirroring) nopTbl 1 BbIGpaTb TN TpaduKa (BXOAALMIA /MM UCXOAALMIA), KOTOpbIK ByaeT

nepeaaH Ha KOHTPOAMPYIOLMIA NOPT.

[JaHHaa ¢yHKUMA no3BosiAeT Ha3HauuTb nopTy ero uplink-nopt, Ha KoTopbIi
6e3ycnoBHo byaeT nepeHanpaBaATbcA Becb TpaduK, obecneumsas TeEM CamMbim
M30/1ALMIO C APYTMMK NopTamu (B Npegenax og4HOro KOMMyTaTopa).

U3onayua nopmos
(Protected ports)

[aHHan ¢yHKUMA MO3BOAAET M30/MPOBaTb rPynny NopToB (B npeaenax ogHOro
KOMMYyTaTopa), Haxo4AalWMXCA B OAHOM LIMPOKOBELATE/IbHOM AOMEHE MeXay
Private VLAN Edge coboii, nos3sonsAa nNpu  3TOM 06MeH TpadpuKoM C APYyrMMKM  MOPTamu,
Haxo4AWMMMCA B 3STOM  3KE  LUMPOKOBEWaATe/ibHOM [OMEHe, HO He
NpVHagexXalmmm K 3Toi rpynne.

ObecneunBaeT M301AUMIO MEXKAY YCTPOMCTBAMM, HAXOAAWMMMUCA B OLHOM
LUIMPOKOBELLLATENILHOM AOMEHe, B Npegenax Bcei L2-ceTu. PeannsoBaHbl TONLKO
ABa pexuma paboTbl nopta Promiscuous M Isolated (Isolated-nopTbl He moryT
06MeHNBaTbLCA APYr C APYrom).

Private VLAN

Spanning Tree Protocol — ceTeBoil MPOTOKOA, OCHOBHOM 3ajayein KOTOpOro

[oddepicka ABnseTca npuBeaeHuMe ceTn Ethernet ¢ M3BbLITOYHBIMM COEAMHEHUAMM K
npomoxosna STP APeBOBUAHOW TOMONOTMK, UCKAtoYatowen netan. KommyTtaTopbl obmeHuBaloTCa
(Spanning Tree Protocol) KOHOUIypaunoHHbIMK COOBLLEHNAMM, UCNOb3YA Kaapbl cneunanbHoro popmara,

n BbI60pOHHO BK/TIOYAOT U OTKZIKOYAKOT NOPThI YCTPOVICTBa.

Moddepcka

npomokona RSTP
(IEEE 802.1w Rapid spanning
tree protocol)

Rapid (6bicTpbint) STP (RSTP) — ABnsieTcA ycoBeplleHCTBOBaHMEM npoTokona STP,
XapaKTepmu3yeTca MeHbLIMM BpemMeHeM MpUBeAeHUA CeTM K APeBOBUAHOM
TOMONOTUK U UMeeT 6oJiee BbICOKYH YCTOMYMBOCTb.

Tloooepoicka
Layer 2 Protocol Tunneling (L2PT) no3ssonseT nponyckaTb CAy»ebHble naKeTbl

(PDU) L2-npoTokonos Yepes ceTb NpoBaiiaepa, 4tTo obecneymBaeT «Npo3padHyo»
CBA3b K/IMEHTCKNX CErMEeHTOB CeTU.

¢ynxyuonana Layer 2
Protocol Tunneling
(L2PT)

EAPS (Ethernet Automatic Protection Switching) — npoTtokon, obecneuynBatoLLmii
UCK/OYEHUE 3aLMKAMBaHUA TpaduMKa B CETAX C KO/bLLEeBOM TONOMOMMEN, a TaKxke
lpomokon EAPS npeaHasHayeHHbId A0A 6bICTPOro BOCCTAHOBAEHUA MPOXOMAEHMA Tpaduka B
CyyYae aBapuM Ha OTAeNbHOM Yy4yacTke cetTn. EAPS obecneumsaet Bpems
BOCCTaHOB/IEHMA CYLLLECTBEHHO MEeHblLe, Yem MPOTOKO/bI Spanning tree.

MpoToKoN npeaHasHauyeH NS MOBbIWEHUA YCTOMYMBOCTM M HALEMKHOCTU CeTu
nepefayy QAOaHHbIX, WMMEloLe KO/bLEeBYO TOMOMOMMIO, 33 CYET CHUMKEHUSA

(Ethernet Ring BPEMEHW BOCCTaHOBNEHMS CEeTM B C/lyyae aBapun. Bpemsa BOCCTaHOBAEHUA He
Protection Switching) npesblwaet 1 cekyHApl, YTO CyLLECTBEHHO MEHbLUE BPEeMEeHW MepecTpoiKku ceTtu
NP1 KCNoAb30BaHMM NMPOTOKO/I0B cemeiicTea Spanning Tree.

lpomokon ERPS

MNpoTtokon peructpaumu GARP  VLAN obecneunBaetr  AMHaMU4YecKoe
lNoddepxcka GVRP nobaeneHune/ypanenve rpynn VLAN Ha nopTax. Ecam BkaoyeH npotokon GVRP,

(GARP VLAN) KOMMYTaTOp onpeaensaeT, a 3aTemM pacnpocTpaHAeT AaHHble O NPUHALNEKHOCTU K
VLAN Ha Bce NopTbl, ABNAIOLLMECS YACTbHO aKTUBHOM TONONOTMUN.

lModdepxcka VLAN Ha
b6a3e nopmos
(Port-Based VLAN)

Pacnpepenenne no rpynnam VLAN BbinoaHAeTCA no BxogAawmm noptam. JaHHoe
pelueHne No3BOAAET MCNOJIb30BaTb HA KaXAO0M NOPTY TONbKO ogHy rpynny VLAN.

IEEE 802.1Q — OTKPbITbIN CTAHAAPT, KOTOPbLIA OMMCbIBAaeT npoueaypy
Moddepxcka 802.1Q TernpoBaHua TpaduKa ana nepegaun MHGopmaLumn o npuHagnexkHoctn K VLAN.
Mo3BonaeT ncnonb3osBaTb HeckosbKo rpynn VLAN Ha ogHOM nopTy.
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Azpeaayusa KaHaM08
(epynnel kaHanos LAG)

B ycTpoicTBax noagep:knBaeTca GpyHKLMA CO34aHUA TPYNn KaHanoB. Arperauusa
KaHanos (Link aggregation, trunking) wnu I|EEE 802.3ad — TexHosorua
06begMHEHNA HECKONbKUX (OU3MYECKUX KaHA/MoB B OOUH JIOTMYECKUI. ITO
CNocobCcTBYET HE TONbKO YBENYEHUIO NMPOMYCKHOM CNOCOBHOCTU MarncTpasibHbIX
KaHa/10B KOMMYTAaTOP—KOMMYTATOpP MU/IM KOMMYTAaTOP—CepPBEpP, HO U MOBbILEHUIO
UX Ha4EeXHOCTU. BO3MOMKHbI TpW TMNA 6anaHCMPOBKM Harpy3KM MeXKAy KaHanamu:
Ha ocHoBaHunM MAC-agpecoB, Ha OCHOBaHUM IP agpecoB M Ha OCHOBAHMW MopTa
HasHauyeHus. [pynna LAG cocTouT M3 MNOPTOB C OAMHAKOBOW CKOPOCTbLIO,
paboTatowmx B AYNJEKCHOM PEXUME.

JuHamuyeckue epynnobi
KaHanos (Mpomokon
LACP)

Mpotokon LACP obecneunBaeT aBTOMaTUYeCcKoe ObObeAUHEHUE OTAE/bHbIX
KaHanoB mexay [AByMs  YCTPOMCTBaMW  (KOMMYTaTOP—KOMMYTaTop WM
KOMMYTaToOp—CepPBEP) B €4MHbIN KaHaa Nepesaym gaHHbIX.

B npoToKone NocToAHHO onpeaenaeTca BO3MOXKHOCTb 06beANHEHNA KaHaN0oB, U B
C/ly4ae OTKasa COeAMHEHUs, BXOAALLEro B 0ObeAWHEHHbIV KaHasj, ero TpadpukK
aBTOMATUYECKN  nepepacnpenensieTcA MNo  HeOTKas3aBWWMM  KOMMOHEHTam
ob6begMHEHHOro KaHana.

lModdepxka Auto Voice
VLAN

MpepoctaBnAeT BO3MOMXHOCTb WMAEHTUOULMPOBATL FONOCOBOM TpaduK Ha
ocHoBaHuM OUI (Organizationally Unique Identifier — nepsble 24 6uta MAC-
agpeca). Ecnrm B MAC-Tabnnue kommyTtatopa npucytcteyeT MAC-agpec ¢ OUI
roocoBoro wsa3a uam xe |IP-tenedoHa, TO AaHHbIA MNOPT aBTOMATUYECKM
pobasnsetca B voice vlan (ngeHTMduMKauma no npotokony SIP nam ke no MAC-
afpecy nosiyyatensn He NoAfeprKMBaeTcs)

Selective Q-in-Q

Mo3BonsAeT BbIMONHATb AEUCTBUA C BHeWHUM ugeHtudukatopom VLAN SPVLAN
(Service Provider's VLAN) Ha ocHoBe CKOHGUIypMpoBaHHbIX NpaBun GunbTpaumm
no BHyTpeHHeMy naeHtudukaTopy VLAN (Customer VLAN). MpumeHeHne Selective
Q-in-Q nosBonaeT 06aBUTb UM U3MEHUTb MeTKy SPVLAN y nakeTa Ha oTAe/IbHOM
yyacTKe ceTu.

2.2.4 ®yHKyuu mpemoe2o ypoeHa cemesoii modenu OSI|

B Tabnnue 2.4 npuBeneHbl GyHKUMU TPeTbero ypoBHs (yposeHb 3 OSI)

Tabnunua 2.4 — OnucaHune GyHKUMIA TpeTbero ypoBHsa (Layer 3)

Knuenmei BootP u DHCP
(Dynamic Host Configuration
Protocol)

YcTpolicTBO  cnocobHO aBTOMaTMYecKM noayyatb |IP-agpec no npoTokony
BootP/DHCP.

lpomokosn ARP

(Address Resolution Protocol)

ARP — npoToKon conocTtasneHuna IP-agpeca u ¢usnyeckoro agpeca ycTpoiicTaa.
CooTBeTCcTBME yCTaHaBAMBAETCA Ha OCHOBE aHa/nW3a OTBeTa OT y3/na ceTu, agpec
y3/1a 3anpalimMBaeTca B LUMPOKOBELLAaTENIbHOM NaKeTe.
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DyHkyuu QoS

B Tabnnue 2.5 npuBeneHbl oCHOBHble GyHKUMM KavecTBa obcaymnaHus (Quality of Service)

Tabnnua 2.5 — OcHOBHble PYHKUMKM KayecTBa 06C/YKMBAHUS

lNoddepxcka
npuopumemHsbix
oyepeodeli

YCTPOICTBO NoAAepKnBaeT NPUOPUTE3ALMIO UCXOAALero TpaduKa No oyepeaam
Ha Kax4om nopTy. PacnpegeneHne nakeToB Mo oYepeasm MOMKET NPOU3BOAUTLCA
B pesynbTaTe KaaccuduKaumMum MakeToB MO Pas/iMYHbIM MOASAM B 3aro/oBKax
nakeTos.

lModdepxcka Knacca
obcnymcusarua 802.1p

CraHgapt 802.1p cneumnduumpyeT MmeTos yKasaHUsa NpMopuTeTa Kagpa U airoputm
MCMNO/Ib30BaHMNA MPUOPUTETA B LLENAX CBOEBPEMEHHOM A0CTAaBKM YyBCTBUTE/IbHOTO
K BpeMeHHbIM 3agepXKam Tpaduka. CraHgapTt 802.1p onpeaenser BocCeMb
ypoBHen npnoputeToB. KOMMyTaToOpbl MOFYT UCMO/Ib30BaTh 3HAaYEHME NpuopuTeTa
802.1p ana pacnpeneneHna Kagpos no NPUOPUTETHbIM oYepeaam.

2.2.5 ®yHKyuu obecneyeHus 6ezonacHocmu

Tabnunua 2.6 — PyHKUMM obecneyeHns besonacHOCTH

DHCP snooping

®PyHKUMA  KOmMyTaTopa, MpejHasHayeHHaa And  3aWuTtbl OT  aTak ¢
ucnosnb3oBaHnem npoTtokona DHCP. O6ecneunBaetr ¢unbtpaumto DHCP
COObLEHMIA, NOCTYMMBLUMX C HEHAAEXHbIX MOPTOB MyTEM MNOCTPOEHUs U

noaaepXaHua 6asbl gaHHbIX npueasku DHCP (DHCP snooping binding database).
DHCP snooping BbINOMHAET AelcTBUA 6paHamayspa mexKay HeHadeKHbIMK
noptamu u cepsepamu DHCP.

Onuyus 82 npomoKona

Onuua, KoTopana nossonseT nponHdpopmuposatb DHCP — cepsep 0 TOMm, C Kakoro
DHCP-peTpaHcasTopa 1 Yepes Kakoi NopT npuwen 3anpoc.

Mo yYMOANYaHUIO KOMMYTaToOp, ucnonb3ywwmini  ¢yHKumio DHCP  snooping,

DHCP o o
obHapyxunBaeT n otbpacbiBaeT nwboit DHCP-3anpoc coaepxkawmit onuuio 82,
KOTOPbIV OH NOYYUA Yepe3 HeHagEXKHbIM (untrusted) noprt.
UDP relay MepeHanpasneHue wnpokosewatenbHoro UDP-TpaduKa Ha ykasaHHbIM IP-agpec

IP Source address guard

®PyHKUMA KOmMMyTaTopa, KoTopaA orpaHuuymsaet IP-Tpadwuk, dunbTpya ero Ha
OCHOBaHWM Tabanubl cooTBETCTBMA 6asbl AaHHbIX npuesaskM DHCP — DHCP
snooping 1 CTaTUYeCcKM CKOHOUTYpUpPOoBaHHbIX IP-agpecoB. PyHKLMA UCNONb3YyeTCs
ana 6opbbbl ¢ noameHol IP-agpecos.

Dynamic ARP Inspection
(Protection)

®PyHKUMA  KOmMyTaTopa, MpeAHasHayeHHaa And  3aWwuTbl OT  aTak ¢
ucnosnb3oBaHnem npotokosa ARP. CoobuweHue, KoTopoe mnocTynaer c
HeHaAeXHOoro nopTa, NoABepraeTca NpoBepKe — cooTBeTcTBYeT n IP-agpec B Tene
npuHatoro ARP-naketa IP-agpecy oTnpasutens.

Ecnn agpeca He coBNagatoT, TO KOMMYTATOP 0T6paCbIBBET nakKerT.

L2 —1L3— 14 ACL (Access
Control List)

Ha ocHoBe WHpoOpmaLmu, cofep:Kalienca B 3aronoBKax ypoBHel 2, 3 u 4, y
AAMMHUCTPATOPA €CTb BO3MOXKHOCTb HACTPOWUTb MNpPaBWAQ, COMMACHO KOTOPbIM
naket 6yaeT obpaboTtaH, 1M60 OTOPOLLEH.

Time-Based ACL

Mo3eonfeT CKOHOUIYPMpPOBaTb BPEeMEHHbIe PaMKK, B TEYEHWE KOTOPbIX AaHHbIN
ACL byaeT aeitctBoBaTb

lModdepcka
6710KUpoBKU MopmMos

OcHoBHan PyHKUMA 6IOKMPOBKM — NOBbLICUTL GE30MaCHOCTb CeTU, NPeaocTaBAn
AOCTYN K NOPTYy KOMMyTaTopa TO/MbKO AnA ycTpoicTs umerowmx MAC — agpeca,
3aKpensieHHble 32 3TUM NOPTOM.

lposepka
nooaAUHHOCMU HA
ocHoee rnopma (802.1x)

MpoBepka noanvHHoctn IEEE 802.1x npeactaBnser coboit MexaHW3mM KOHTPOAA
JOCTyna K pecypcam u4epe3 BHelWwHuM cepsep. [lpoweawmne npoBepky
NoA/IMHHOCTM NO/Ib30BATENN MONYYAOT A0CTYN K pecypcam BblIGpaHHOM ceTu.

Ethernet-kommymamopsi MES1000, MES2000
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PPPoE IA

dyHKUMSA no3BonAeT [ONoHATb nakeTbl PPPoE Discovery uHbopmaumen,
XapakTepuayloweint nHtepdeiic aoctyna. 310 Heobxoammo ana naeHTUdMKauum
Nno/ib30BaTENbCKOro MHTepdeica Ha cepeepe goctyna (BRAS, Broadband Remote
Access Server).

2.2.6 ®yHKYuUU ynpasaeHUa KOMmMymamopom

Tabnnua 2.7 — OCHOBHblEe PYHKUMK yNpPaBAEHNA KOMMYTaTOPOB

3azpy3Ka u ebi2py3Ka
¢hatina Hacmpoliku

MapameTpbl YCTPOMCTB COXpaHAlOTCA B ¢aline HACTPOMKM, KOTOPbLIA COAEPKUT
AaHHble KOHOUIypaLUMmM KaK BCEN CUCTEMBI B LLEJIOM, TaK U onpeaesieHHOro nopTa
yCTpoWcTBa.

lMpomokon TFTP (Trivial
File Transfer Protocol)

MpoTtokon TFTP ncnonb3yeTtcsa Ana onepauunii 3anncy n uteHma dannos. MNpotoKkon
OCHOBaH Ha TpaHCcnopTHOM npoTokonae UDP.

YCcTpoiicTBa NoaaepsKMBatoT 3arpysKy 1 nepesayy no AaHHOMY NPOTOKoy daitnos
HACTPOWKKM 1 06pa3oB NporpammHoro obecneyeHums.

lMpomokon SCP (Secure

MpoTtokon SCP ucnonblyetca Ana onepayuii 3anmucK u yteHus ¢annos. MpoTokon
OCHOBaH Ha ceTeBOM npoToKone SSH.

MOHUmMopuHa (RMON)

Copy) YcTpoicTBa NogaepKnBatoT 3arpysKy U nepegady no AaHHOMY NpoTokony ¢aiios
HACTPOWKKM 1 06pa3oB NporpammHoro obecneyeHums.

YaaneHHbli MoHUTOpUHT (RMON) - cpeacTBO MOHUTOPMHIA KOMMbIOTEPHbIX CETEN,

pacwuperHme SNMP. CoBmecTMMble  YCTPOWCTBA  MO3BOAAKT  cobupaTb

YoaneHHelli OVNArHOCTUYECKME AaHHble C MOMOLLbIO CTaHUMKM ynpasneHus cetbto. RMON - 370

cTaHaaptHaa 6asa MIB, B KOTopoit onpedeneHbl TeKyllaa W npeablaylian
ctatucTnka yposHa MAC 1 06beKTbl ynpasneHusa, npeaocrasaaollmMe AaHHble B
peanbHOM BpeMeHu.

Mpotokon SNMP wucnonb3yeTcs ANA MOHWUTOPUHIA W YNPaBAEHUA CeTeBbiM

KOHMPpOoAupyemoim
docmyriom — yposHu

lpomokon SNMP yCTpoWcTBOM. [ns ynpaBieHWs [OCTYNOM K CUCTEME ONpeaensercs Crnucok
3anuceli coobLLeCTBa, KaxKaan U3 KOTOPbIX COAEPKUT NPUBUIErMM JOCTyNa.
YnpasneHue yctpoiictBamu nocpeactsom CLI ocywiecTBnseTcs NoKasbHO uyepes
MHmepgpelic nocnefoBsaTenbHblt NopT RS-232, nMbo yaaneHHo yepes telnet, ssh. UHTepdelic
KOMAHOHOU cmpoKu KOMaHAHOW CTPpoKM KoHconn (CLI) saBnseTcA NpPOMbIWAEHHbIM CTaHAAPTOM.
(CLI) MuTepnpeTtatop CLI npepocTaBnfer CNMCOK KOMaHA W KAOYEBLIX CNOB AR
NOMOLLM MO1b30BATENO U COKPALLEHWNIO 06 beMa BBOAUMbIX AAHHDIX.
Syslog Syslog — npoToKkon, obecneynBatowmii nepegady coobLieHnii 0 NPOUCXOAALMX B
cucTeme cobbITUAX, a TaKKe yBeAOMIeHUI 06 OWMBKax yaaNeHHbIM cepBepam.
SNTP MpoTtokon SNTP - NpOTOKOA CUHXPOHM3ALNM BPEMEHW CETU, FapaHTUPYyeT TOYHOCTb
(Simple Network Time CMHXPOHM3aLUKN BPEMEHWN CETEBOTO YCTPOICTBA C CEPBEPOM A0 MUNIUCEKYHADI.
Protocol)
Traceroute — cnyxebHan HKUMA, npegHasHayeHHas Ana onpeaeneHus
Traceroute v GYHKUMA, NIPeA A pea
MapLpyToOB Nepeaayn gaHHbIx B IP-ceTax.
Ynpasnexue AOMUHUCTPATOP MOXKET OnpeaenuTb YPOBHW MpUBMAETUA  AocTyna Anas

Nonb30BaTeseil YCTPOMCTBA M XapPaKTEPUCTUKM 418 KaXKA0ro ypoBHA Npusuaeruii
(TonbKo oNA uTeHUsa — 1 ypoBeHb, NOAHbIN AocTyn — 15 yposeHb)

npusuneauli

BA0KuposKa KommyTaTop cnocobeH ycTaHaBAMBATL 3aMpeT AOCTyna K Kaxaomy uHTepdeiicy

uHmepdelica ynpasneHuna (SNMP, Telnet, SSH). 3anpeT moxeT bbITb YCTaHOB/NEH OTAE/NBHO AR
Kaxkgoro Tmna gocrtyna: Telnet (CLI over Telnet Session); Secure Shell (CLI over

npasneHus .
ynp SSH); SNMP.
JloKaneHas Ona nokanbHOM ayTeHTUOUKALMM NOAAEPHKUBAETCA XPaHEHWe naponen B base
aymeHmugukayus JaHHbIX KOMMYyTaTOpAa.
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bunempayus IP
adpecos 019 SNMP

Loctyn no SNMP paspellaeTtca gna onpegeneHHbix IP-agpecos, ABAAKOLWMXCA
yneHamm SNMP-coobuwecTsa.

Knuenm RADIUS

MpoTtokon RADIUS ucnonb3yetca ana ayTeHTUPUKaLMKM, aBTOpPU3aUMM M yyeTa.
Cepsep RADIUS ucnonb3ayetr 6a3y AaHHbIX NONAb30BaTesiel, KOTOPaA COAEPKUT
OaHHble MPOBEPKU NOAJMHHOCTU ANA KaxAaoro nonb3osatens. KommyrtaTopbl
noAAepPXUBAIOT KIMEHTCKYIO YacTb npoTokona RADIUS.

TACACS+
(Terminal Access
Controller Access Control
System)

YCTpOMCTBO NpeaocTaBAseT MNoALEP)KKY MPOBEPKU MNOAJAMHHOCTM  KAMEHTOB
nocpeactsom npotokona TACACS+. T[potokon TACACS+ obecneumBaet
LEHTPaNM30BaHHY0 cucTemy 6e30nacHOCTM AAA MNPOBEPKM MONb30BaTENEW,
noslyyalowWwmx AOCTYN K YCTPOWCTBY, @ TaK *Ke LLEeHTPA/NM30BaHHYlO cUCTeMy
ynpasneHus npu cobaogeHnm coemectumoctu ¢ RADIUS u apyrumm npoueccamm
NpoOBepPKM NOAJIMHHOCTH.

Cepsep SSH

®dyHKums cepsepa SSH nossonser KaneHTy SSH ycTaHOBMTb C YCTPOMCTBOM
3aWMLLLEeHHOEe COeAMHEHME AR YyNPaBAeHNA UM.

Moddepcka
MOKPOKOMAHO

[aHHasa o¢yHKUMA npenocTaBiseT BO3MOXHOCTb CO3JaBaTb MAKPOKOMAHAbI,
npeactasasowme cobolr Habop KoMaHA, M MPUMEHATb MX ANA OMNepaTUBHOrO
ynpasaeHna YyCTPOWCTBOM.

2.2.7 /[ononHumenbHble pyHKYyUU

B TabsiMue npuBeaeHbl A0NO/IHUTE/IbHbIE GYHKLMM YCTPOICTBA.

Tabnnua 2.8 — lononHUTeNbHbIE GYHKLMWN YCTPOMCTBA

KommyTaTopbl MUMEOT B CBOEM COCTaBe MpOrpammHble U annapaTHble CpeacTsa,

BupmyasnbHsili Nno3Bo/AOLLME BbINONHATL PYHKLMM TECTUPOBAHUA Kabens — VCT:

KabenoHbIl mecmep — onpegeneHve npobnem cBA3M NPU UCMNOSb30BaHUM MeAHbIX Kabenew
(vcT) (obpbiB, 3aMbiKaHMe NPOBOAOB);
—  OTYeT No pe3sy/ibTaTam TECTUPOBAHMA.

YCTPOICTBO MO3BONAET TECTUPOBATL OMNTUYECKUI TpaHcueep. Mpu TecTMpoBaHUK
HuazHocmuka OTCNEKMBAIOTCA TaKMe NapaMeTpbl, KaK TOK U HanpsKeHue NUTaHWA, TemnepaTypa
onmu4ecKoz2o TpaHCMBEPA, MOLLHOCTb CUTHANA Ha NpuWéme M nepegade. [uarHoctmka AOCTYMHA
mpaHcusepa TONBKO [ANA TpaHCcMBepoB, noadepuBatowmx ¢yHkumio Digital Diagnostics

Monitoring (DDM).

Green Ethernet

ﬂ.aHHbIVI MeXaHU3M N03BONAET KOMMYTATOPY CHU3UTb 3Hepron0Tpe6neHme 3a cyet
nepesoga HEAKTUBHbIX 3/IEKTPUYHECKUX NOPTOB B 3KOHOMMYHbI peXunm.

IP SLA

TexHOoNornma aKTUBHOMO MOHWUTOPWHIA, WCMNOJ/b3YOWAACA ANA  M3MepeHus
napameTpoB ObICTPOAENCTBUA KOMMbIOTEPHbBIX CeTel W KayecTBa nepenayu
OaHHbIX. MogaepkmnBaemble onepaunn — ICMP Echo, UDP litter.

Ethernet-kommymamopsi MES1000, MES2000
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2.3 OCHOBHbIEe TEXHUYECKME XapaKTepPUCTUKHU

OCHOBHble TeXHU4ecKume napamMeTpbl KOMMYTATOPOB NpueBeaeHbl B Ta6/w1u,e 2.9

Tabnnua 2.9 — OCHOBHbIE TEXHUYECKME XapPaKTEPUCTUKM

O6wme napameTpbl

MakeTHbIM Npoueccop

Marvell 98DX1035 / 98DX3035

MES1024

24x 10/100Base-T
2x (10/100/1000Base-T / 1000Base-X Combo)

MES1124
MES1124M
MES1124MB

24x 10/100Base-T
4x (10/100/1000Base-T / 1000Base-X Combo)

MES2124
MES2124M
MES2124P
MES2124MB

NHTepodelichbl

24x 10/100/1000Base-T (MES2124P - c noaaep*Koi PoE+)
4x (10/100/1000Base-T / 1000Base-X Combo)

MES2208P

4x 10/100/1000Base-T (c noaaepskkoi PoE+)
4x (10/100/1000Base-T / 1000Base-X Combo)
2x 1000Base-X

2x 10/100/1000Base-T

MES2124F

24x 1000 Base-X (SFP)
4x (10/100/1000Base-T / 1000Base-X Combo)

OnTuyeckue TpaHcMBepbl

SFP

LynnekcHblii/MonyaynnexkcHbii
pexum

[ynnekcHblii/nonyaynaeKcHbI PeXMmM AN SNEKTPUYECKMX NMOPTOB,
OYNNEKCHbIN PeXMUM ANA ONTUYECKUX MOPTOB

MES1024 8,8 I6ut/c
MES1124
MES1124M 12,8 Féut/c
MES1124MB
MponssoanTenbHOCTL MES2124
KOMMyTaTopa MES2124M
MES2124P 56 I6ut/c
MES2124MB
MES2124F
MES2208P 24 Téut/c
O6bem bydpepHON NnamaTm 8 Mb
O6vem TCAM 512x24B
. Ingress: 168
K S
onun4yectso npasun SQinQ Egress: 96
Konunuyectso npasun ACL 246

CKopoCTb Nepesayn gaHHbIX

dneKkTpuyeckme nHtepdeiicol 10/100/1000 M6éut/c.

OnTuyeckune uHTepdeiicol 1ré6mut/c.

Tabnnua MAC-agpecos

16K  3anuceit  (4actb
NCMNOJIb30BaHMNA CUCTEMO).

MAC-agpecoB  pesepsupyetca  AnAa

Nopaepxka VLAN

CornacHo 802.1Q go 4K.

KayecTtBo o6cnykmBaHMa QoS

Mpuoputesauua Tpadpuka, 4 ypoBHA.
4 BbIXOAHbIX 04epeamn C Pa3HbIMU NPUOPUTETAMU ANA KaXKA0ro nopra.

Multicast

[o 1000 cratuyeckmx multicast-rpynn.

Konunuyectso sksemnnapos MSTP

28

18 Ethernet-kommymamopsi MES1000, MES2000




HELTEX

CeepxanvHHble Kagpbl (Jumbo frames)

MakcumanbHbIi pasmep naketos 10K.

Arperaymsa KaHanos (LAG)

8 rpynn, 40 8 NOPTOB B KaXKA0M.

CreknpoBaHue

[o 3-x ycTpoMcTs.

CooTBeTCTBME CTAaHAAPTaM

IEEE 802.3 10BASE-T Ethernet

IEEE 802.3u 100BASE-T Fast Ethernet

IEEE 802.3ab 1000BASE-T Gigabit Ethernet

IEEE 802.3z Fiber Gigabit Ethernet

ANSI/IEEE 802.3 aBTOONpeaeneHne cCKopocTtu

IEEE 802.3X KOHTPO/1b MOTOKOB AAHHbIX

IEEE 802.3ad o6beamHeHne KaHanos LACP

IEEE 802.1p npuoputesauma Tpadmka

IEEE 802.1q BupTyanbHble noKanbHble cetn VLAN
IEEE 802.1v

IEEE 802.3ac

IEEE 802.1d cBnasyiouwee aepeso STP

IEEE 802.1w bbicTpoe cBasytouiee gepeso RSTP

IEEE 802.1s mHOecTBO cBA3yOWMX aepesbes MSTP
IEEE 802.1x ayTeHTMdUKaLMA NONb30OBATENEN

IEEE 802.3af PoE, IEEE 802.3at PoE+ (Tonbko MES2124P, MES2208P)

YnpasneHue

NokanbHoe ynpasieHve

KoHconb RS-232.

YpaneHHoe ynpasaeHue

Telnet, SSH, SNMP.

dusnyeckme xapakTepUCTUKN U YCAOBUA OKPYIKaloLen cpeapbl

MES1024
MES1124
MES2124
MES2124F

CeTb nepemeHHoro Toka 110-2508B, 50 l'u,.
MoTpebasemas MOLWHOCTb:

- MES1024, MES1124, MES1124M - He 6onee 25 BrT;
- MES2124 - He 6onee 30 BT;

- MES2124F — He 6onee 40 BrT.

MES1124M
MES2124M

CeTb nepemeHHOro Toka 110-2508B, 50 'y, nan ceTb NOCTOAHHOIO TOKA
48B.

MoTpebasemas MOLWHOCTb:

- MES1124M - He 6onee 25 BT;

- MES2124M - He 6onee 30 Br.

MES2124P AC

CeTb nepemeHHoro Toka 170-265B, 50 I'u,.
MoTtpebnseman mowHocTb He 6onee 400 Br.

MES2124P DC,

MCTOYHMK MES2208P
nUTaHMA

CeTb NoCTOAHHOrO TOKa 48B+-10%.
MoTpebnsemas MOLLHOCTb:

- MES2124P DC - He 6onee 400 Br;
- MES2208P - He 6onee 140 Br.

MES1124MB

CeTb nepemeHHoro Toka 110-250B, 50 I M CBWHLO0BO-KMUCNOTHbIN
aKKymynaTop.

MoTpebnseman mowHoOCTb He 6onee 45 BT.

XapaKTepuCTUKM 3apAaLHOro YCTPOMCTBA:

- TOK 3apaga — 1,7A;

- HanpsXeHue cpabaTtbiBaHUA pacuenutens Harpyskm — 10-10.5B;

- MOPOroBoOe HanpsAXeHue MHAMKaUUKM HU3Koro 3apaga — 11B.

MES2124MB

CeTb nepemeHHoro Toka 110-250B, 50 Iy M CBMHLO0BO-KMCNOTHbIN
aKKymynsaTop.

MNoTtpebnseman mowHocTb He 6onee 50 BT.

XapaKTepuCTUKM 3apsaLHOro YCTPOMCTBA:

- TOK 3apaga — 1,7A;

- HanpsXeHue cpabaTtbiBaHUA pacuenutens Harpyskm — 10-10.5B;

- MOPOroBOe HanpAXKeHne MHANKaLMM HU3Koro 3apaga — 11B.

Macca

He 6onee 2,5 Kr

Ethernet-kommymamopsi MES1000, MES2000
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MES1024
MES1124 430x44x138 mm
MES2124
MES1124M
MES1124MB 430x44x160 mm
abapuTHble
pasmepbi MES2124M 430x44x180 mm
MES2124P 430x44x203 mm
MES2208P 320x44x159 mm
MES2124MB 430x44x190 mm
MES2124F 430x44x206,5 mm

NHTepBan paboumx Temnepatyp

ot -10 go +45 °C
(oT-20 po +65 °C ana MES2208P)

MHTepBan TemnepaTypbl XpaHeHUA

oT-40 po +70°C

OTHOCUTeNbHas BNAXKHOCTb npwu

aKcnayataumm  (6es  obpasoBaHus | He 6onee 80%
KOHZeHcaTa)

OTHOCUTENbHaA BNAXKHOCTb npwu

XpaHeHUn (6es obpasosaHua | ot 10% no 95%
KOHZeHcaTa)

CpengHuii CpoK CNyXo6bI 20 net

20
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2.4 KOHCTPYKTUBHOE UCNOJIHEHUe

B gaHHOM pasgene onncaHo KOHCTPYKTUBHOE UCNOJIHEHUNE yCTpOl‘;ICTB. npeﬂ,CTaBﬂeHbl M306pa)KeHWi-|

nepeaHen, 3agHelt U GOKOBbLIX MaHesNel yCTPOMCTBa, ONUCaHbl Pasbembl, CBETOANOAHbIE UHAMKATOPLI U
OpraHbl ynpaBneHus.

KoMmyTaTopbl BbINOJIHEHbI B METAN/IMYECKOM KOPMyce C BO3MOXHOCTBbIO YCTaHOBKM B 19” Kapkac
TMnopasmepa 1U.

i B KOMBUHUPOBAHHBIX NOPTaX MOKET ObiTb aKTUBHbIM TO/IbKO 0AUH U3 uHTepdelicos. Mpu
OAHOBpPEMEHHOM NogKAloueHun byaeT akTuBeH uHTepdeic c SFP-TpaHcusepom.

2.4.1 BHewHuii sud u onucaHue nepedHeli naHenu ycmpoiicme cepuu MES1024, MES1124,
MES2124

BHewHWn BMA nepeaHeil MaHenu ycTpoilcTs cepun MES1024, MES1124, MES2124 nokasaH Ha
pucyHkax 1-3.

Jveltex
I MES1024

Unit ID
94 O Power 0 nozsowe
93 O Status 0 0 o
Q2 O Master
01

I I 1 o F
I t '
P L Jb gL Ak VR 2 Ak -1 A8 an d T =
o | oo ) o o ] i i__iH AR HRL HBL 24 i T
2 oeVicE .26 - 10/100/1000 BASE.T or 1000 BASE.X

Console

PucyHok 1 —MES1024, nepedHasa naHeso

JeLTEX
T MES1124 110 250 vaC
Console ity
1 7
JELTEX

I MES2124

Console

PucyHok 3 — MES2124, nepedHsas naHeso
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B tabauue 2.10 npuseaeH nepeyeHb pasbemMos, CBETOANOAHbBIX MHANKATOPOB M OPraHoB
ynpaBAeHUA, PACcno/IOKEHHbIX Ha NepegHer NnaHen KommyTaTopa.

Tabnnua 2.10 — OnucaHune pasbemoB, UHANKATOPOB M OPraHOB yNpaBAeHUs NepeaHeln naHenm

dnemeHT nepegHei

- OnucaHue
naHenu
1 Console KoHcobHbIM NopT RS-232 ans NOKanbHOro ynpaBaeHMsa YyCTPONCTBOM
MES1024
24 10/100 Base-T (RJ-45
2 | [1..24] MES1124 nopta 10/100 Base-T (RJ-45)

MES2124 | 24 nopta 10/100/1000 Base-T (RJ-45)

25,26 MES1024

3 Komb6o-nopTbl: nopTbl 10/100/1000 Base-T (RJ45) u cnoTbl AnA YCTaHOBKM
25,26,27,28 MES1124 TpaHcueepos 1000Base-X (SFP)

MES2124
Unit ID (1-4) NHAWKaTopbl HOMEpa YCTPOMCTBA B CTEKe
Power NHAWKaATOp NUTAHKUA YCTPOMCTBA
4
Status NHAMKaTOp COCTOAHMA YCTPOMCTBA
Master NHaMKaTop pexknma paboTbl yCTPOKCTBA B CTEKE - BeAyLW M UAK Be40Mbll
dyHKUMOHANbHAsA KHOMKa A1a nepes3arpysku ycTpoiicTea u cbpoca K
3aBOACKMM HaCTPOMKam:
5 . - MPW HaXaTUM Ha KHOMKY AAUTEeNbHOCTbIO MeHee 10 c. npoucxoamt
nepesarpysKa yCTpPOMNCTBa;
- MPW HaXXaTUM Ha KHOMKY gaunTenbHOCTbio 6onee 10 c. npoucxogmT cbpoc
HACTPOEK YCTPOMCTBA A0 3aBOACKOM KOHpUrypaumm.
6 ~150-250VAC, 60/50Hz Paszbem gna NoAKNOYEHNA K UCTOYHUKY 3/1EKTPONUTAHMA NEPEMEHHOIO TOKa
7 - BoAT Ana 3a3emneHnn ycTpomncTea

2.4.2 BHewHuli sud u onucaHue naHeneii ycmpolicmea cepuu MES1124MB, MES2124MB

BHewWwHM BUA, NepegHel naHenn yctponcTs cepum MES1124MB, MES2124MB nokasaH Ha pUCYHKaXx .

\ ) 3 P 5 5 7 s 5 10 " LVELTEX MESL124MB
(== O Oy ﬁlmmmﬁﬂmﬂ Dﬁmmﬂﬁﬂ
" m I ™

13 14 15 16

6

PucyHoK 4 — MES1124MB, nepedHAA naHess

SELTEX MES2124MB

.24 01408/ 1000RASE T
528 - 10/100/10008ASE-T or 100BASE-FX/000BASE-K

EEIEIEY

8

T
Il

PucyHOK 5 — MES2124MB, nepedHsAa naHess
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B Tabaunue 2.11 npuBeaeH nepeyeHb Pa3beMoB, CBETOANOAHbIX UHONKATOPOB M OPraHoB
ynpaBaeHWA, pacnosioXKeHHbIX HA NepegHen NnaHean KommyTtatopa cepun MES1124MB, MES2124MB.

Tabnnya 2.11 — OnucaHmne pasbeMoB, UHANKATOPOB M OPraHOB yNpPaBAeHUA NepesHeln NaHe

dnemeHT nepegHen
Ne PeA OnucaHue
naHenu
~110- Pasbem gnA noAKNOYEHMA K UCTOYHUKY 3N1EKTPONMUTAHMA NePEMEHHOro
250VAC TOKa
’ MES1124MB
60/50Hz
max 1A
1
~110-
250VAC
’ MES2124MB
60/50Hz
max 2A
2 12VvDC max 3A Knemmsbl gns NOAKAOYEHNA aKKYMyNATOpHOM b6aTapen 12V
Unit ID (1-4) MHAMKaTOpbl HOMEpPA YCTPOMCTBA B CTEKE
Power MNHAMKaTOp NUTaHMA YCTPOMCTBA
3 Master NHauMKaTop pexkuma paboTbl yCTPOMCTBA B CTEKE - BeAYLLMIA UAN BEeAOMbI
Status MHAMKATOP COCTOAHMA YCTPOMCTBA
Battery MNHAMKATOP COCTOAHUA aKKyMynaTopHOM BaTapen
4 Console KoHconbHbIN NopT RS-232 ans NOKANbHOTO yNpasieHUa yCTPOMCTBOM
dDyHKLMOHaNbHAA KHOMKA A/1a nNepesarpyskun ycTpoictea u cbpoca K
33aBOACKMM HaCTpOMKam:
5 . - NPW HAXKaTUM Ha KHOMKY A/NTeNbHOCTbI0 MmeHee 10 c. nponcxoauT
nepesarpyska yCTpPOWCTBa;
- NPW HaxXaTUK Ha KHOMKY gaunTenbHocTbio 6onee 10 c. npoucxoamt cbpoc
HaCTPOEeK YCTPOMCTBA 4,0 3aBOACKON KOHbUIypauun.
6 1.24] MES1124MB | 24 nopTa 10/100/100 Base-T (RJ-45)
h MES2124MB | 24 nopta 10/100/1000 Base-T (RJ-45)
7 Link/Speed CBeToBasA MHAMKALMA COCTOAHMUA ONTUYECKMX UHTEpPdENCOB
Komb60o-nopTbl: noptbl 10/100/1000 Base-T (RJ45) 1 cnoTbl 414 YCTaHOBKM
8 25,26,27,28
TpaHcueepos 1000Base-X Combo

BHewHW BuA 3agHen naHenm yctpoictea cepumn MES1124MB, MES2124MB npuBegeH Ha pUCYHKe

o o o
Jceicesiosionsissiosceicsiosmeicscacwee e e L e )
JCeceeise s e e osseseoeTss et esee e saeossetieece e csec
Sellclellsloleslololsslololelsloloelslololesiolelelolol Selsloleelsloleslololelelololeslololelsloloelslolclele) ‘? °

PucyHok 6 — MES1124MB, MES2124MB, 300HAA naHesb

Ha 3agHei naHenn yctpolictea cepum MES1124MB, MES2124MB pacnofioXKeH 60T ANna 3a3emneHus
ycTpoiictea, 0603HaueH cumBosioM = (1).

Ethernet-kommymamopsi MES1000, MES2000
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2.4.3 BHewHuii 8ud u onucaHue naHeneli ycmpoliicme cepuu MES1124M, MES2124M

BHewHuMn BuAa nepegHel naHenn MES1124M c pasbemomM A5 NOAKAOYEHUA K WUCTOUHMKY
3/IeKTPONUTaHMA NepemeHHOoro Toka 110-250B npuseseH Ha pUCYHKE 7, K UCTOYHUKY MUTAHUA NOCTOAHHOIO
TOKa 48B Ha pucyHke 8.

110,250 VA 60/50HT max 1A A LS8l

. QELTEX MES1124M

4. 10/1008ASE-TX
25,28 - 10/100/1000BASE-T or 1008ASE-FX/10008ASE-X

x

% 25 26 27 28
"FF‘Tl

] E E g

I

PucyHoKk 8 — MES1124M DC, nepedHAs naHesb

BHewHMn BuAa nepeaHelt naHenn MES2124M c pa3bemMoM A0S NOAKAOYEHUA K WUCTOUYHMKY
3/1eKTPONUTAHMA NepemeHHOoro Toka 110-250B npuBeneH Ha pUCYHKe 9, K UCTOYHUKY NMUTAHUA NOCTOAHHOIO
TOKa 48B Ha pucyHke 10.

LELTEX MES2124M

1.24 - 10/100/10008ASET
25,28 - 10/100/1000BASE.T or 1008ASE-FX/10308ASE X
2

I

7

PucyHoKk 9 — MES2124M AC, nepedHsAs naHesnb

—25 2 LELTEX MES2124M

A\ imsrce 1 2 3 4 5 3 7 8 9 i0 1 12 —_
[ e ® e e e [ i e e e e e foﬁ?fﬁ

=25 e |{imm] o] ] G o] o] o] o] ] L] L] ]

QO

i L B el b el b g e el e e ]
{55 s o s (55 e ] Sy s o S Sy e o e Ry S )
13 ia 15 16 17 18 19 20 21 22 3 24
T

3672 ¥DC man 14
-+

1,24 10/100/1000BASET
25,28 - 10/100/10000ASE-T or 1008ASE-FE/ 10008ASE-X

25 26 27 28
i Fﬂq [ E E
20 “

1 2 3 4 5 7 6 7

[elelelo}
0000}

26 = 25,

PucyHok 10 — MES1124M DC, nepeOHssA naHeso
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B Tabnunue npueeaeH nepeyeHb PasbemMoB, CBETOANOAHbIX MHANKATOPOB M OPraHOB yNpaB/ieHus,
pPacnonoXeHHbIX Ha NepegHeln NnaHeAn KoMMyTaTopos cepun MES1124M, MES2124M.

Tabnunuya 2.12 — OnucaHune pasbemoB, UHANKATOPOB M OPraHOB yNpaBAEHUs NepeaHel naHenm

dnemeHT nepegHen
Ne PEA OnucaHue
naHenu
110-250VAC, 60/50Hz Pasbem gna noaKnoveHUA K UCTOYHUKY 31EKTPONUTAHMA NepeMeHHOro ToKa
max 1A
1
36-72 VDC max 1A Pasbem s NoAKAOYEHNA K UCTOYHMKY 3/1EKTPONUTAHMA MOCTOSHHOIO TOKa
48B
Power NHAMKaTOp NUTAHMA YCTPOMCTBA
5 Status MHAMKATOp COCTOAHMA YCTPOMCTBA
Master NHauMKaTop pexkuma paboTbl yCTPOMCTBA B CTEKE - BeAyLLMIA AN BESOMbIN
Unit ID (1-4) NHAanKaTopbl HOMEpPaA YCTPOWCTBA B CTEKE
3 Console KoHconbHbIN NopT RS-232 gns NO0KANbHOFO yrpasieHUa yCTPOMCTBOM
®YHKUMOHabHasA KHOMKa A/1A NepesarpysKku ycTpomncTea u cbpoca K
33aBOACKMM HaCTpOMKam:
4 . - NPW HAXKaTUW Ha KHOMKY A/NTeNbHOCTbI0 MmeHee 10 c. npoucxoaut
nepesarpyska ycTpoWucTBa;
- NPW HaXXaTUKU Ha KHOMKY gaunTenbHocTbio 6onee 10 c. npoucxoamt cbpoc
HaCTPOEK YCTPOMCTBA 4,0 3aBOACKON KOHbUTypauuu.
s 1. 24] MES1124M | 24 nopTa 10/100 Base-TX (RJ-45)
h MES2124M | 24 nopTa 10/100/1000 Base-T (RJ-45)
6 Link/Speed CBeToBasA MHAMKALMSA COCTOAHMUA ONTUYECKMX UHTEpPdENCOB
7 252627 28 Komb60o-nopTbl: noptbl 10/100/1000 Base-T (RJ45) 1 cnoTbl ANA YCTaHOBKM
e TpaHcueepos 1000Base-FX/1000Base-X Combo

BHewWwHM BMA 3a4HEN NaHenn ycTpoicts cepmumn MES1124M, MES2124M npuBeaeH Ha pucyHke 11.

© [¢] ©
OOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOO OOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOO @
OOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOO OOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOO
© OCU000000000000000000U0000000U0 UO0U00000U0U000U000UOUAUCO0000 ? ©

PucyHok 11 — MES1124M, MES2124M, 300HAA naHesns

Ha 3agHen naHenu yctponcts cepumn MES1124M, MES2124M pacnonoxeH 60T AnAa 3asemieHus
ycTpoicTea, 0603Ha4eH cumeosiom = (1).
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2.4.4 BHewHuli sud u onucaHue nepedHeii naHenu ycmpoiicmea cepuu MES2208P

BHewHW BuA nepegHen naHenn yctpoicrea cepmmn MES2208P npuseaeH Ha pucyHKe 12.

Jeltex
MES2208P

Console

A cuam @
28\ wsEropnce

B Tabnuue 2.13 npuBedeH nepeyvyeHb pPa3sbEMOB,

PucyHok 12 — MIES2208P, nepedHss naHesb

YyNpaB/ieHNsA, PAacNo/IOXEHHbIX HA NepeaHel NaHenn KommyTaTopa cepun MES2208P.

Tabnumua 2.13 — OnucaHue pasbemoB, UHANUKATOPOB U OPraHoOB YNpaB/ieHUsA NepeaHen naHenm

CBETOAMOAHbIX MHAMKATOPOB M OpraHos

dnemeHT nepegHei
Ne PeA OnucaHue
naHenu
1 Console KoHcobHbIM NopT RS-232 o5 1OKanbHOrO ynpaBieHMsa YyCTPOMCTBOM
2 1,2,7,8 4 nopra 10/100/1000 Base-T (RJ-45 c noaaepskKkoi PoE+)
Kom6o-noptbl: noptbl 10/100/1000 Base-T (RJ45) u cnoTbl 4ns yCTaHOBKU
3 3,4,9,10
TpaHcueepos 1000Base-X (Combo)
4 5,11 2 nopta 1000 Base-X
5 6,12 2 nopta 10/100/1000Base-T
Unit ID (1-4) NHAMKaTopbl HOMepa YCTPOMCTBA B CTEKE
Power NHAMKaTOp NUTaHMA YCTPOMUCTBA
6 Status NHAWKaATOp COCTOAHUA YCTPOMCTBA
Master NHauKaTop pexkuma paboTbl yCTPOIMCTBA B CTEKe - BeAyLMiA U BegOMbIN
Alarm MNHAMKaTOp NUTaHUA YCTPOMCTBaA NO TexHoormm PoE
dyHKLMOHaNbHAA KHOMKa 410 nepesarpysku ycTpoinctea u cbpoca K
33aBOACKMM HacCTpOMKam:
7 . - NPW HaxKaTUKM Ha KHOMKY AAUTeNbHOCTbI0O MeHee 10 ¢ npoucxoamT
nepesarpyska ycTpoucTsa.
- MPM HaXKaTUM Ha KHOMKY AnutenbHocTbio 6onee 10 c. nponcxoaut copoc
HaCTPOEK YCTPOMCTBA A0 3aBOACKOW KOHOUrypaLuu.
8 36-72 VDC max 4A Paszbem gna NoAKNOYEHUA K UCTOYHUKY 3/1EKTPONMUTAHMA NOCTOAHHOIO TOKA
9 = BonT Ana 3a3emneHma ycTponcrea.
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2.4.5 BHewHulii sud u onucaHue naHesneli ycmpolicmea cepuu MES2124P

BHewHW BuA nepegHen naHenn yctpoicrtea cepmn MES2124P npuseaeH Ha pucyHKe 13.

&

p"aELTEX 1 2 3 4 5 6 7 8 9 10 11 12— — e ) ] —,
sl [ iy iy iy il P
(] | ) i ) [ ) i ) () O Oy e
13 14 15 16 17 18 19 20 21 2 23 24 s 262028, 101 8ASE T or 1000 BASEX
2 5 6

PucyHok 13 — MES2124P, nepedHAA naHess

B Tabnmue 2.14 npuseseH nepeyeHb PasbeMoB, CBETOAMOAHbIX MHANKATOPOB M OPraHoB

YNpaB/ieHNsA, PACcMOIOXKEHHbIX HA NepeaHeln NnaHeNn KommyTaTopa cepumn MES2124P.

Tabauua 2.14 — On1caHue pa3beMoB, MHAMKATOPOB M OPraHOB yNpaBAeHUA nepegHei naHeaun

dnemeHT nepegHen

max 2A

Ne OnucaHue
naHenu
1 Console KoHconbHbIN NopT RS-232 gnA NOKanbHOro ynpasaeHMaA yCTPOMCTBOM
2 1-24 24 nopta 10/100/1000 Base-T (RJ-45 ¢ nogaep<Kkoi PoE+)
3 25.28 Komb60-nopTbl: noptbl 10/100/1000 Base-T (RJ45) 1 cnoTbl ANA YCTaHOBKM
TpaHcueepos 1000Base-X (Combo)
Unit ID (1-4) MHAMKaTOpbl HOMEpPaA YCTPOMCTBA B CTEKE
Power MNHAMKaTOp NUTaHMA YCTPOMCTBA
4
Status NHAMKATOP COCTOAHMA YCTPOMCTBA
Alarm MNHAMKATOp YPOBHSA aBapum yCTPOMCTBA
DyHKUMOHAIbHAA KHOMKa A/15 nepesarpys3ku ycTponcTea U copoca K
33aBOACKMM HaCTpOMKam:
5 r - NPW HaXKaTUM Ha KHOMKY A/ UTeNbHOCTbio MeHee 10 ¢ npoucxoguT
nepesarpysKa ycTponcTsa.
- MPUW HaXKXaTUM Ha KHOMKY AauntenbHocTbio 6onee 10 c. npoucxoamT copoc
HaCTPOEK YCTPOMCTBA A0 3aBOACKOM KOHGUrypaumu.
6 ~150-250VAC, 60/50Hz Pasbem Ana noaKAoYeHUA K UCTOYHUKY 3/1IEKTPONUTAHMA NepeMeHHOro ToKa

BHewHW BUA 3agHen naHenm yctpoictea cepmmn MES2124P npuBeaeH Ha pucyHke 14.

PucyHok 14 — MIES2124P, 300HA4 naHesb
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Tabauua 2.15 — OnuncaHne pa3bemos, MHAMKATOPOB M OPraHoOB yNpaBaeHWA 3agHei naHenn

dnemeHT 3aaHeun
Ne A Onucanue
naHenu
1 BeHTUNATOPbLI OXNaxKaeHUA.
2 =k BonT ana 3a3emnenHus ycrpolictea.

2.4.6 BHewHuii sud u onucaHue naHesneli ycmpoiicmea cepuu MES2124F

BHewHW BUA nepegHen naHenn yctpoicrea cepmm MES2124F npuBeneH Ha pucyHke 15.

PucyHok 15 — MES2124F, nepedHsas naHesb

B Tabsmue 2.14 npmBeaeH nepevyeHb pasbemos, CBETOANOAHbIX MHAMKATOPOB U OpPraHoB
ynpaB/ieHnA, PacnosIoKeHHbIX HA NepeaHen NaHenn KommyTaTopa cepumn MES2124F.

Tabanua 2.16 — OnucaHune pasbemMoB, UHANMKATOPOB M OPraHOB yNpaBaAeHUs NnepesHel naHenm

dnemeHT nepepHei
Ne PEA OnucaHue
naHenu
1 ~150-250VAC, 60/50Hz Paszbem gna NoAKNOYEHUA K UCTOYHUKY 3/1IEKTPONUTAHMA NepeMeHHOro ToKa
max 2A
Power NHAMKaTOp NUTaHMA yCTPOMCTBA
Status NHAMKaTOp COCTOAHMA YCTPOMCTBA
2
Master NHamMKaTop pexuma paboTbl yCTPOMCTBA B CTEKe - BeAyL M A BeSOMbIN
Alarm NHAMKaTOp YPOBHSA aBapum yCTpoMCcTBa
3 Console KoHcobHbIM NopT RS-232 o5 1OKanbHOro ynpaBaeHMsa YyCTPOMCTBOM
PyHKLMOHaNbHAA KHOMKa A/1a nepesarpysku ycTpoinctaa u cbpoca K
33aBOACKMM HacCTpOMKam:
4 P - NPU HaxKaTUWM Ha KHOMKY AAUTeNbHOCTbI0 MeHee 10 ¢ npoucxoamT
nepesarpysKa ycTponcTsaa.
- MPM HaXKaTMM Ha KHOMKY gautenbHocTbio 6onee 10 ¢. nponcxoauT cbpoc
HaCTPOEK YCTPOMCTBA A0 3aBOACKOW KOHOUrypaLuu.
5 1-24 24 cnoTa gnA yctaHoBKM TpaHcmeepos 1000Base-X
Kombo-nopTbl: noptbl 10/100/1000 Base-T (RJ45) u cnoTbl AnA yCTaHOBKM
6 25-28
TpaHcueepos 1000Base-X (Combo)

BHewWwHM BMA, 3aaHeN NnaHenn yctponcTea cepum MES2124F npusefeH Ha pucyHKe 16.
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PucyHok 16 — MES2124F, 300HAA rnaHesb

N——®

OnuncaHWe pasbemoB, MHAMKATOPOB M OPraHOB yNpaBaeHuA 3aaHel naHenn MES2124F npuseaeHo B

Tabnuue 2.16.

2.4.7 bBokoevlie naHenu ycmpoiicmea

® IO

T

PucyHok 18 — J/lesasa 60Kosas naHeno Ethernet-kommymamopa

Ha 60KOoBbIX MaHenax yCTpOVICTBa PacnoNnoXeHbl BEHTUNALMOHHbIE PELUETKNU, KOTOPbIE CNyXaT ANA
oTBoga Tenna. He 3aKprBal71Te BEHTUNAUNOHHbIE OTBEPCTUA MNOCTOPOHHMMUN NpeaMeTamMmun. JTO0 MoXeT
npuBecTn K neperpesy KOMMNOHEHTOB yCTpOﬁCTBa 1 BbI3BaTb HapyweHUA B ero pa60Te. PekomeHpgauum no

YCTaHOBKe YCTpOﬁCTBa pacrnonoxeHbl B pasgene «YCTaHOBKA M NOAKAOYEHUE Y.

2.4.8 Ceemoeasn uHOuUKayusa

CoctoaHue uHTepdelico Ethernet nHamMumnpyetca asymAa cBeTOAMOAHBIMW MHAMKATOpamu, SPEED
AHTapHoro ugeta M LINK/ACT 3eneHoro ugerta, Pacro/iOXeHHbIMW BO3/ie Kaaoro uHTepdeincHoro
pasbema. PacnonoxeHue cBETOANOA0B NOKA3aHO Ha puUcyHKax 19, 20.

LINK/ACT

v

¥

PucyHok 19 — BHewHul sud pasvema RJ-45

SPEED

a
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LINK/ACT  SPEED
PucyHok 20 — BHewHuli suo pasvema c SFP-mpaHcusepamu

Tabnuua 2.17 — CBeTOBaA MHANKALMA COCTOAHMSA INEKTPUYECKUX M ONTUYECKMX MHTepdelicoB Ethernet

CeeyeHue
CseyeHue uHOUKamopa o
LINK/ACT uHAuKamopa CocmosHue uHmepdgelica Ethernet
SPEED
BbikntoueH BbikntoyeH MopT BbIKAOYEH UM COEAUHEHUNE HE YCTAHOB/IEHO
[opuT noctoAaHHO BbikntoyeH YcTaHOB/IEHO coeanHeHme Ha ckopocTn 10 uam 100M6uT/c
[opuT nocToAaHHO [opuT NOCTOAHHO YcTaHOB/IEHO coeanHeHne Ha ckopocTn 1000M6uT/c
Muranne X NaeT nepegaya gaHHbIX

MHaukaTopbl Unit ID (1-4) cnyaT ans o603HavyeHns Homepa YCTPOMCTBA B CTEKE.

CUCTEMHbIE MHAMKATOPbI, ONMCaHHbIE B Caeayloleit Tabavue, cayKat 4Ansa onpeaeneHna cocToaHUA
paboTbl Y3108 KOMMYyTaTOpPA.

Tabnunua 2.18 — CeeToBas MHAMKALMSA CUCTEMHbIX MHAUKATOPOB

HasBaHue dyHKUMA o
CocTosHMe NHAMKaTOpaA CocTosaHMUe yCTpOMUCTBA
UHAUKaTOopaA MHAUKaTopa
BbikntoyeH MuTaHne BbIKAOYEHO
MuTaHue BKAKOYEHO,
3eneHbli, FOPUT NOCTOAHHO HopmanbHasA pabota
CocTtofiHue .
Power yCTpoWncTea
WCTOYHMKOB NUTAHUA
ABapua Kak MUHUMYM OHOTO
KpacHbin N3 BTOPUYHbIX MICTOYHUKOB
NUTaHMA.
. HopmanbHas pabota
3eneHbli, ropuT NOCTOAHHO .
yCcTpoWncTsa
OTKa3s ynpasasatowen nim
KpacHbIi1, ropuT NOCTOAHHO KOMMYTUpYHOLLLEN YacTu
CocTosiHne P ,TOP X Pytoty
Status . ycTpoiicTBa
yCTpoOKCTBa "
3arpyska ycrpouncTtsa. He
N . Ha3HayeH IP-agpec HM Ha
3eneHbli, KPaCHbIN, MUTraHne .
OAWNH U3 nHTepdencos.
. YcTpoicTBo ABNAETCA
3eneHbliA, ropuT NOCTOAHHO
Mpu3HaK BeayLero «MacTepom» cTeka
Master yCTpoWcTBa npu YCTPOICTBO He ABnseTCA
paboTe B cTeke BbikntoueH «MaCTEPOM» B CTEKE WU He

3a4aH PeEXUM CTEKNPOBaAHUA
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3eneHsbli, rOpnUT NOCTOAHHO

YcTpoicTeo paboTaeT

Alarm’ NHauKaTop ypOBHA HOPMaibHO
aBapum ycTpolicTea OpaH»KeBbliA, TOPUT NOCTOAHHO HecpouHas aBapus
KpacHbIi, ropuT NOCTOAHHO KpuTtnyeckan aBapua
. AKB noagxntoveHa, nuTaHune B
3eneHbll, rOpUT NOCTOAHHO
Hopme
3eneHblii, MUraHue AKB 3apsarkaeTca
NHankaTop
o OcHoBHOe nuTaHue
CcOCTOAHMA OpaH:KeBbli, FOPUT NOCTOAHHO
Batteryz . oTKAtoYeHo, AKB pasparkaeTcs
AKKYMYNATOPHOM S S
OpaHXeBblil, MUraHue Hu3kunmn yposeHb 3apaga AKb
6aTtapeu

KpacHbIi1, ropUT NOCTOAHHO

AKB oTkntoueHa

KpacHbli, MuraHune

ABapwusa PTB (pacuenuTens
TOKa baTapew)

/' B Tom cnyyae, Korga KommyTaTop paboTaeT B aBTOHOMHOM pexume 6e3 CTeKUpOBaHUA,

uHAuKaTopbl Master n Unit ID BbIKNIOYEHbI.

2.5 KomnneKT nocTtaBKu

B 6a30BbIii KOMMAEKT NOCTaBKU BXO4AT:

Ethernet-kommyTatop;

WHYP NUTaHUS;

KOMMNIEKT Kpenerka B CTOMKY;

OOKYMeHTaums;
KOHCO/IbHbIM
KOoMMmyTaTopa:

Kabeno DB-9F/RJ-45 wnu DB-9M/DB-9M

B 3aBUCMMOCTM OT Moaenu

=  MES1124M, MES1124MB, MES2124M, MES2124MB, MES2124P, MES2208P, MES
2124F — DB-9F/RJ-45;

= MES1024, MES1124, MES2124 - DB-9M/DB-9M.

V Mo 3aKa3y NoKynarenA B KOMMJIEKT NOCTaBKU MOryT 6biTb BKAlOUYeHbl SFP -TpaHcuBepbl.

! Mcnonb3yeTca ToNbKO B yCTpolicTBax cepum MES2208P, MES2124P
2 Mcnonb3yeTca ToNbKo B ycTponcTBax cepun MES1124MB, MES2124MB
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3 YCTAHOBKA U NOAKNIOYEHUE

B paHHOM pa3gene onucaHbl Npoueaypbl YCTaHOBKU 060pyAoBaHMA B CTOMKY U MOAKAOYEHUA K
NUTaIoLLLEN CEeTH.

3.1 KpenneHue KPOHLUTEMHOB

B KOMNJIEKT MOCTaBKM YCTPOMCTBA BXOAAT KPOHLTENHbl AN YCTAaHOBKM B CTOMKY M BWHTbI A/A
KpenieHun KPOHLUTEMHOB K Kopnycy yCcTpoicTea. [1A yCTaHOBKM KPOHLUTEMHOB:

PucyHok 21 — KpenneHue KpoHwmeliHo8

1. CoBmecTuTe Tpu OTBEPCTMA A1 BMHTOB Ha KPOHLUTEMHE C TAaKMMW Ke OTBEPCTUAMM Ha
60KOBOM NaHesn yCTPOMCTBA.

2. CnomoLLblo OTBEPTKM NPUKPENUTE KPOHLUTEMH BUHTAaMM K KOpMycy.

3. MNosTopuTe geiicteuaA 1,2 ANa BTOPOro KPOHLUTEMNHa.

3.2 YcTaHOBKa yCTPOMCTBA B CTOMKY

[N yCTaHOBKM YCTPOMCTBA B CTOMKY:

1. MpunoxKnTe yCTPOMCTBO K BEPTUKAIbHBIM HAaNpPaBASOWMM CTOMKM.

2. CoBmMecTUTE OTBEPCTUSA KPOHLITEMHOB C OTBEPCTUAMM Ha HanpasAsOWMX CTOMKM.
MUcnonb3yiite OTBEPCTUA B HANPaBAAIOWMX HAa O4HOM YpOBHE C 06enx CTOPOH CTOMKW, ANs
TOro YTO6bI YCTPOMCTBO PACNO/araioCb FOPU3OHTABLHO.

3. Cnomoupblo OTBEPTKM NPUKPENUTE KOMMYTATOP K CTOMKE BUHTaMM.
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PucyHok 22 — YcmaHosKa ycmpolicmea 8 cmoliKy

Ha pucyHKke 23 npuBeneH npumep pasmeLLeHns KOMMYTaTOpPOB B CTOMKe.

o MES1000/MES2000 N1 (o]
(o} KabenbHblin opraHaisep o
o MES1000/MES2000 N1 (o]
(o] KabenbHblit opraHaiaep o)
o[  MES1000/MES2000 N1__ |0
o] KabenbHblin opraHaisep o]
o 7 MES1000/MES2000 N1 o]
o KabenbHblin opraHaiisep o
o 7 MES1000/MES2000 N1 (o]
o KabenbHblin opraHaisep ]

PucyHok 23 — PasmeuweHue Kommymamopos 8 cmolike

MuHuMmanbHoe pacctoAHnEe MmexXay KOMMYTatopamum no BbiICOTE — HE MEHEE 1U.

an YCTaHOBKE KOMMYTATOpPOB B86113N I'IpM60pOB C NoBblWEeHHbIM TenaoBblaeNeHNEM pPacCToAHUE

HeO6XOAM MO yBE/IMHYUNTD.

Ethernet-kommymamopsi MES1000, MES2000
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3.3 NoakntoueHne AKb Kk MES1124MB, MES2124MB

MogkntoyeHne AKB ocyuwectsaseTca mMeaHbiM MNPOBOAOM cevyeHMem He meHee 0.5 mMm>. Mpwn
nogkntoueHnm AKB Heobxoaumo cobatoaatb NONSPHOCTD.

PucyHok 24 — NodknoueHue AKE K ycmpolicmeay

3.4 YcraHoBKa u yaaneHue SFP-tpaHcuBeposB.

ﬁ YcTaHOBKa ONTUYECKMX MOAY/NEA MOXKET NPOM3BOAUTLCA KaK NMPU BbIK/IKOYEHHOM, TaK U Npu
BK/IDYEHHOM YCTpoiicTBe.

1. BcTaBbTe BepxHUit SFP-moaynb B CNOT OTKPbITOM YacTbto pa3bema BHU3, a HUMXHUN SFP-
MOZAY /b OTKPLITOM YacTblo pa3bema BBEpX.

PucyHok 25 — YcmaHosKa SFP-mpaHcueepos

2. Hapasute Ha moaynb. Korga oH BCTaHeT Ha MeCTO, Bbl yCabIWwWnTe xapaKTeprlﬁ LLLeNYOK.

PucyHok 26 — YcmaHoeneHHsle SFP-mpaHcusepbi
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[na yaaneHus TpaHcueepa:

1. OTkpoiiTe 3aLeNky Moayns.

PucyHok 27 — Omkpbeimue 3aw,enku SFP-mpaHcusepos

2. WU3Bnekute moaynb M3 cnoTa.

PucyHok 28 — U3zeneyeHue SFP-mpaHcusepos

3.5 MopaKnioueHue NUTalOLLEN ceTU

MopAafoK yCTaHOBKM YCTPOMCTBA:

1. CmoHTMpoOBaTb YycCTpohcTBO. B cnyyae ycTaHOBKM ycTponcTBa B 19”  KOHCTPYKTUB,
Heob6X04MMO MPUKPENUTb K HEMY KPOHLUTEWHbI, BXOAALME B KOMMJIEKT ycTpoicTea (cm. n/n
3.1).

2. 3a3emanTb KOpMyC YCTPOMCTBa. ITO HeobXOAMMO BbINOMHWUTL MpEXKAe, YeM K YCTPOWUCTBY
6yLeT NoAKAYeHa NUTatoWan ceTb. 3a3emeHne HeobxoAMMO BbIMONHATL U30MPOBAHHbIM
MHOTOXMNbHbIM NPOBOAOM. YCTPOMCTBO 33a3eMIEHUA U CEYEHWME 3a3eMAILLEro NpoBoaa
LOJIXKHbI COOTBETCTBOBATL TpeboBaHUAMM MNpaBMaam yCTPOMCTBA 3/1EKTPOYCTAHOBOK (MY3).

3. Ecnm  npepgnonaraetcs  NOAKMAOYEHME KOMMblOTEPA WAM  MHOFO 06OpyaoBaHUA K
KOHCO/IbHOMY MOPTYy KOMMYyTaTopa, 3TO 0b6opyAoBaHWE TaKKe AOMKHO ObiTb HaAeXHo
3a3eMneHo.

4. TMoaxniounTb K YCTPOMCTBY Kabenb NUTaHUA. B 3aBMCMMOCTM OT MOAENM KOMMYTATOpPa,
nMUTaHWe YCTPOMCTBA MOXET OCYLLECTBAATLCA OT CeTM nepemeHHoro Toka 220B 50/600u, uan
OT CeTM NOCTOAHHOro Toka 48B. Mpu NOAKAOYEHUM CETM NEPEMEHHOro TOKa creayet
ncnosnb3oBaTb Kabenb, BXOAAWMIA B KOMMAEKT YyCTPOMCTBA. [NA NOAKNIOYEHUA CeTU
NOCTOAHHOIO TOKa WUCMONb3YiiTe NPOBOJ, CEYEHNEM He MeHee 1 Mm”.

5. BKAOUYMTL NUTaHMe ycTpoilcTBa M ybeguTbCA B OTCYTCTBUM aBApPUI MO  COCTOAHMIO
WHAMKATOPOB Ha NepeaHelr naHenu.
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4 BKNIOYEHMUE YCTPOUCTBA, HAYA/IbHOE KOH®UTYPUPOBAHME.

KomMyTaTOp OCHALLEH KOHCO/IbHbIM MOPTOM, KOTOPbIA MpeaocTaBAseT AOCTyn K AMarHOCTUKe,
YNPaB/AEHNIO U MOHWUTOPUHIY YCTPOWCTBA. B 3TOM pasaene onucaHbl BOSMOXHOCTM KOHCOJIbHOFO MopTa
YCTPOICTBA U NpoLeAypPbl HAYaNbHOTO KOHPUIYPUPOBaHUS.

4.1 HacTpoiiKa TepMMUHana

[na cBA3M C KOMMYTAaTOPOM 4epe3 KOHCOJ/IbHbIA MOPT Ha KOMNbOTEpe HeobXoAMMO 3anycTUTb
nporpammy smynaumm TepmuHana (HyperTerminal, TeraTerm, Minicom) w1 npousBectM cnegytowme
HACTPOMKM:

1. BbibpaTb COOTBETCTBYIOLLMI NOCAEA0BATENbHbIMA NOPT KOMMbIOTEPA.

2. YCTaHOBUTb CKOPOCTb Nepeaayn gaHHbix — 115200 6o4.

3. 3apatb dopmaT AaHHbIX: 8 BUT AaHHbIX, 1 cTONOBbLIN 6UT, 6€3 KOHTPOIS YETHOCTM.

4. OTKNOYMTb annapaTHOE U NPOrpaMMHOE ynpasB/ieHNEe NOTOKOM AAHHbIX.

5. 3apgaTb peum amynaumm tepmmHana VT100 (MHorve TepmuHanbHble NPOrpamMmmbl UCMO/b3YHOT
OAHHbIN PeXnUM 3MyNALUNM TEPMUHANA B KAUeCcTBe pexXuma Nno yMoI4aHuio).

4.2 BKAoueHUe yCcTpoucTea

MoaroToBuTb 060PYAOBaHUE K paboTe B COOTBETCTBUM C TpeboBaHMUAMM pasgena 3.

YCTaHOBUTb COeAMHEHME KOHCOIM KOMMYTaTopa (I'IOpT «console») C pa3bemom nocnenosatenbHoOro
MHTepd>e17|ca KOMMNbIOTEPQA, HA KOTOPOM YCTAaHOB/Z1IEHO NPOrpammHoe obecneveHue IMYyNAUNN TEPMUHANA.

Bkntountb KommyTtaTop. [pn Kaxaom BKAOYEHUM 3anyCcKaeTca npoueaypa «TeCTUPOBaHUA CUCTEMBI
npu BKAtoYeHUU» (POST), KoTopas no3BoAAeT onpeaenntb pPaboTocnocobHOCTb YCTPOMCTBaA nepep,

3arpy3Koit OCHOBHOW MNPOrpaMmbl.

OTobpaxkeHue xo4a BbiNoaHeHUA npoueaypbl POST Ha KommyTaTope:

Bootl Checksum Test. ...ttt ittt ittt teeeeeennns PASS
Boot2 ChecksUm Test. ...ttt eneeeeeeeeeeennnns PASS
Flash Image Validation Test...............ioon.. PASS

BOOT Software Version 0.0.0.3 Built 23-Feb-2011 17:40:14

Networking device with CPU based on arm926ejs core. 128 MByte SDRAM.
I-Cache 16 KB. D-Cache 16 KB. L2 Cache 256 KB. Cache Enabled.

MAC Address : 02:11:12:13:14:27.

Autoboot in 2 seconds - press RETURN or Esc. to abort and enter prom.

CnycTa ABe CeKyHAbl nocne 3aBepleHus npoueaypbl POST HauMHaeTcA aBTO3arpysKa NPOrpamMmmHOro
obecneyeHns KommyTaTopa. [18 BbINOJHEHWA CreumanbHbIX Npoueayp UCNosib3yeTca CEPBUCHOE MEHIO,
BOMTM B KOTOPOE MOXHO MpepBaB 3arpysky HaykaTMem Knasulwmn <Esc> wunu <Enter> B TeyeHwWe 3TOro
BpemeHu. OnucaHMe BO3MOXKHOCTEM YMpaBAeHWUA YCTPOMCTBOM CpeAcTBaMWM  CEPBUCHOMO  MEHIo
npeacTaBneHo B pasgene 6.
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Mpumep AanbHenLwen 3arpysKkun ycTpoiicTaa.

Preparing to decompress...
100%

Decompressing SW from image-2
100%

OK
Running from RAM...

KA AR A A A AR A A A A A A AR AR A A A A AR A KA IR A A A AR A A A A A A AR AR A A A A A A A A A A A Ak A Ak kK

*** Running SW Ver. 1.0.18 Date 23-Nov-2011 Time 18:14:56 ***

KA AR A A A AR A A A A A A AR AR A A A A AR A KA IR A A A A AR A A A A A A AR AR AR A A A A A A A A A A A Ak A Ak kK

HW version is V0O
Base Mac address is: 02:11:12:13:14:27
Dram size is 128M bytes

Dram first block size is 98304K bytes

Dram first PTR is 0x1C00000
Dram second block size is 4096K bytes
Dram second PTR is 0x7C00000

Flash size is: 16M

23-Nov-2011 18:15:04 %CDB-I-LOADCONFIG: Loading running configuration.
23-Nov-2011 18:15:04 %CDB-I-LOADCONFIG: Loading startup configuration.

The monitor is activated with Trace Enabled.

It will be automatic enabled after system reset also.
Device configuration:

Slot 1 - Eltex MES-2124

Device 0: GT_98DX1035 (AlleyCat)

23-Nov-2011 18:15:16 $Entity-I-SEND-ENT-CONF-CHANGE-TRAP: entity configuration

change trap.
Tapi Version: v1.9.5
Core Version: v1.9.5

23-Nov-2011 18:15:29 SINIT-I-InitCompleted: Initialization task is completed

23-Nov-2011 18:15:41 $SNMP-I-CDBITEMSNUM: Number of running configuration items

loaded: 12

23-Nov-2011 18:15:41 $SNMP-I-CDBITEMSNUM: Number of startup configuration items

loaded: 12

console>

23-Nov-2011 18:15:43 $LINK-W-Down: fal/0/1
23-Nov-2011 18:15:43 $LINK-W-Down: fal/0/2
23-Nov-2011 18:15:43 $LINK-W-Down: fal/0/3
23-Nov-2011 18:15:43 $LINK-W-Down: fal/0/4
23-Nov-2011 18:15:43 $LINK-W-Down: fal/0/5
23-Nov-2011 18:15:43 $LINK-W-Down: fal/0/6
23-Nov-2011 18:15:44 $LINK-W-Down: fal/0/7
23-Nov-2011 18:15:44 $LINK-W-Down: fal/0/8
23-Nov-2011 18:15:44 $LINK-W-Down: fal/0/9
23-Nov-2011 18:15:44 $LINK-W-Down: fal/0/10
23-Nov-2011 18:15:44 $LINK-W-Down: fal/0/11
23-Nov-2011 18:15:44 $LINK-W-Down: fal/0/12
23-Nov-2011 18:15:44 $LINK-W-Down: fal/0/13
23-Nov-2011 18:15:44 S$SLINK-W-Down: fal/0/14
23-Nov-2011 18:15:44 $LINK-W-Down: fal/0/15
23-Nov-2011 18:15:45 $LINK-W-Down: fal/0/16

23-Nov-2011 18:16:31 $SYSLOG-N-LOGGING: Logging started.
23-Nov-2011 18:17:51 $INIT-I-Startup: Warm Startup
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Mocne YCI'IELLIHOI7I 3arpy3km KOMmmMmyTaTtopa HEO6XO,£I,MMO BBECTU UMA NO/1b30BATENIA U NAPO/Ib.

/' YCTPOUCTBO  NOCTaBAAeTCA  Mpou3BOAMUTENIeM C  NapameTpamu  KoHdurypauum,
YCTaHOB/IEHHbIMU B Ha4ya/IbHOEe COCTOAIHME.

Mpu aTOM MMA NONb30BATENA U NAPO/b He 3a4aHbl U He 3anpallnBaloTCA CUCTEMOM.

MNMocne perncrpayMm Ha ycTpoOMCTBE B KOHCOM MNOABMTCA CUCTEMHOE NpuUrnaleHne mMHTepdeica
KOMaHgHoM cTpoku CLI .

console>

/' [Ona 6bicTporo Bbi30Ba CNPABKM O AOCTYNHbIX KOMaHZAX MCNONb3yiTe KOMOGMHauuio
Knasuwl «SHIFT» n «?».

4.3 TopapoK KOHPUrypmupoBaHUA

Mpexae, 4em NPUCTYNUTb K KOHPUIYPUPOBaHMIO, HEOBXOANMMO MMETb CNeAYHOLLYI0 MUHUMAIbHYIO
nHpopmaumto:

—  Pexvm paboTbl yCTpoMCTBa — aBTOHOMHbIV MW B CTEKE;

— IP-agpec, KoTopblli ByAeT MCNOAb30BaTbCA A/1A A0CTYNa K YNPaBJIeHNI0O KOMMYTaTOPOM;
—  MapuwpyT No yMoN4aHuio;

— 3HauyeHue MacKM NoAaceTw.

B nepsyto oyepedb M €CNM 3TO HEOBXOAMMO, AO/KEH 6biTb HAaCTPOEH PEeXUM CTeKUPOBaHMA.
KomMmyTaTopbl OTIPY»KatoTca NPon3BOAUTENEM HACTPOEHHbIMU AJ/11 aBTOHOMHOTO peXXuma paboTbi.

Ecv KOMMyTaTOp ABAAETCS CAMOCTOATE/IbHBIM YCTPOMCTBOM WM BEAYLLMM YCTPOMUCTBOM B CTEKE, TO
[OMIKHO ObITb BbINOJIHEHO €r0 HA4YasAbHOE KOHGu2ypupoedHue, B XO4e KOTOPOro AOJ/IKHbl ObITb
noAroToBAeHbl MHTEPdENCbI yNpPaBaAeHNA YCTPOUCTBOM M HAaCTPOEH HEOHXO4MMbIN ypOoBEHb 6€30MacHOCTH.

Cnepylowmm Wwarom KOHOUIypupoBaHMA MOXKET O6biTb fgeTanbHaa Hacmpolika cucmemsl
6e3onacHocmu, BKIIOYAOLLAA HACTPOMKY Mpoueasyp aBTOpM3aLMM U ayTeHTUPUKALUKU NpU ynpaBaeHUM
yCTpOIACTBOM.

/ Mocne BHeceHUsa NO6GbIX M3MEHEHUIH B KOHGUrypauuio ycTpoiictBa Heobxogumo penartb
coXpaHeHue KoOHdUrypauum B 3HeproHesaBUCMMON NamATU A0 Nnepesarpysku ycTpoicTea.
[na coxpaHeHMA KOHPUrypauum Ucnonb3ymite KOMaHAY:

console# write

4.3.1 Bbibop pexcuma cmeKuposaHus

YcTpoicTBO MOKeT paboTaTh B ABYX PEXMMaX — aBTOHOMHOM W PEXMME CTEKMPOBaHUA. B perxmme
CTEKMPOBAHUA HECKO/IbKO KOMMYTaTOPOB MOTYT BbITb 06beANHEHbI B CTEK U GYHKLUMOHMPOBATL Kak eanMHoe
yCTpoicTBO. MO YyMONYAHMIO KOMMYTATOPbl PaboTaloT B peXKMMe aBTOHOMHOTO YCTPOMCTBa. B cTek moryT
6bITb 06beAMHEHBI KOMMYTATOPbI TO/ILKO OAHOMMEHHBIX MOAENEN.
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Bbibop perknma paboTbl KOMMYTATOPa AOCTYMNEH B MEHIO HAaYya/IbHOTO 3arpysyunKa:

Startup Menu

[1] Download Software

[2] Erase Flash File

[3] Password Recovery Procedure

[4] Set Terminal Baud-Rate

[5] Stack menu

[6] Back

Enter your choice or press 'ESC' to exit:

MyHKT [5] - ynpaBneHune ctekom.

Stack menu

1] Show unit stack id

2] Set unit stack id

3] Set unit working mode

4] Back

Enter your choice or press 'ESC' to exit:

4.3.2

K

B meHto ynpaBneHnAa cTeKOM AOCTYMNHbI Caeaytowme NyHKTbI:

[1] — oToBparkeHne naeHTUDUKaTOPa YCTPOCTBA B CTEKe
[2] — Ha3HauyeHMe naeHTUPUKaTOpa yCcTponcTBa
[3] — BbI6OpP pexkunma paboTbl ([1] — aBTOHOMHbLIN pPeXxuMm, [2] — peXknum CTeKMpPOoBaHUSA)

MoapobHee o paboTe YCTPOICTBA B PEXKMME CTEKA MOMKHO Y3HaTb U3 NyHKTa 5.6.

HayanbHoe KoHgu2ypuposaHue

HayanbHoe KOHQUrypuMpoBaHMe BbINOAHAETCA Yepe3 KOHCOJbHbIA NOpT ycTpoicTea. B pesyabrate
BbIMNO/IHEHNA HaYa/bHOrO KOHOUIypMpPOBaHMA MOFYT OblTb HACTPOEHbI Pa3/M4yHble Cnocobbl AOCTyna K
YMPAaBAEHMIO - MOKET ObITb MU3MEHEH PeXMM KOHCOIbHOrO NopTa WAK paspelleH yaaneHHbI AoCTyn Yyepes
AOCTYMHble MHTepdeicbl U NPOTOKObI YNPaBAEHUA.

MpuBeaeHHble ganee NpMMepPbl HA4aNbHOTO KOHPUIYPUPOBAHUA BKAKOYAIOT CAeayiolme HacTPOMKMK:

1. CosgaHue y4yeTHOM 3anuUCK aAMUHUCTPATOpPa C MMeHem «admin», naposem «pass» wu
MaKCMMabHbIM YypOBHEM NpuopuTteTa - 15.

2. KoHowurypuposaHue cTaTmyeckoro |P-agpeca W appeca wat03a CeTM ANA  ynpasieHus
KOMMYTaTOpPOM.

3. HacTpoiika napameTpoB ynpaBaeHuMa no npotokony SNMP.

4. Hactpolika nony4veHun IP-agpeca ot cepsepa DHCP.

5. Hactpoitka napameTtpos npoTokona SNMP.

MapameTpbl, HeobxoaMMbIe AN KOHPUTYPUPOBAHUA, MOTYT 6bITb NOJTyYeHbl Y
AAMUHUCTPATOpPa CeTu.

Mpwm onucaHum npoueayp KOHGUIypMpoBaHUA NPEANOIAraeTca, YTO KOMMYTATOpP He 6bin
CKoHdUrypupoBsaH paHee.
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4.3.2.1 Co30aHue yyemHoli 3anucu aOmMmuHucmpamopa

' [Ona o6ecneueHns 3alMLLEHHOrO BXOAA B CUCTEMY BCEM NPUBUNETUPOBAHHbIM
Nonb30BaTeNAM A,0NXHbI 6bITb Ha3HaUeHbl NApPoOAU JocTyna.

Mma nonb3oBatenda u naposab BBOAUTCA MNpPun BXxoAe B CUCtTemy BO BpemA CeaHCOoB
AAMUHUCTPUPOBAHUA yCTpOﬁCTBa. Ona co3gaHna HOBOro No/sb3oBaTeNA CUCTEMbI AU HaCTpOﬁKM noboro
M3 NapameTpoB — UMEHU NOJS1Ib30BaTeENA, MAPO0/1A, YPOBHA rlpVIBMﬂeI'Mﬁ, MCNONb3YHOTCA KOMaHAbI:

console (config)# username name password password privilege {1-15}

V' YpoBeHb npuBuieruii 1 paspewaer AOCTYN K YCTPOMCTBY, HO 3amnpelyaeT HACTPOMKY.
YpoBeHb npuBuaeruii 15 paspeluaer Kak 40CTyN, TaK U HaCTPOIKY YCTPOMCTBa.

Mpumep KomaHA, A8 3agaHUA Nonb3osatento «admin» napona «eltex» n cosgaHua nonb3osartens
«operator» c naponem «pass» 1 ypoBHem npusunernin 1:

console> enable

console# configure

console (config) # username admin password eltex

console (config)# username operator password pass privilege 1
console (config) # exit

console#

4.3.2.2 KoHghuzypuposaHue cmamuyecKux cemesbix napamempos ynpasseHus.

[Nna BO3MOMKHOCTU yNpaBAeHWUA KOMMYTAaTOPOM M3 CETUM HeobXxoAuMOo HasHauyuTb ycTpoucTey IP-
aZipec, MacKky NOACETU U, B C/lyYae ynpaB/ieHnsa U3 Apyron ceTu, agpec Wwtosa.

IP-agpec MOXHO HasHauuTb Ntbomy uHTepdelicy — VLAN, ¢pusnyeckomy nopty, rpynne noptos. IP-
aapec W3a AOMKEH NPUHAANENKATb K TOM e NOACETH, YTO N 0auH U3 IP-uHTepdelicos ycTponcraa.

V Mo ymonuaHuio HasHaueH IP-agpec 192.168.1.239, macka 255.255.255.0 Ha uHTepdeiice
VLAN 1.

/ B cayuae ecam IP-agpec HacTpanBaetca ana uHtepdeica pusmyeckoro nopra uam rpynnbl
nopToB, 3TOT MHTepdeic yaanaeTtca us rpynnbl VLAN, KOTOpoii OH NpuHagnexan.

= [lpumep KOMaHA HacTponkm IP-agpeca gnsa nHtepderica VLAN 1.

MapameTpbl MHTEpPdeElica:
IP-adpec, HazHayaemeolli 0na uHmepdgpelica VLAN 1 —192.168.16.144
Macka nodcemu — 255.255.255.0
IP-adpec wnto3a rno ymonyaruro - 192.168.16.1

console# configure

console (config) # interface vlan I

console (config-if) # ip address 192.168.16.144 /24
console (config-if) # exit

console (config) # ip default-gateway 192.168.16.1
console (config) # exit
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console#

[nsa Toro utobbl yoeanTsca, UTo agpec 6bin HasHaYeH MHTepdEliCy, BBeAMTE KOMaHAY:

console# show ip interface vlan 1

IP Address Type Directed Precedence Status
Broadcast
192.168.25.67/24 Static disable No Valid

4.3.2.3 Hacmpoiika napamempos npomokKosaa SNMP dns docmyna K ycmpoiicmeay

MpoTokon SNMP (Simple Network Management Protocol) npesoctaBnset cpeacrsa Aia ynpasaeHus
CeTeBbIMU YCTPOWCTBaMMK. YCTPOWCTBA, Noaaep:Kusatowme npotokon SNMP, cogepskaT B cocTaBe CBOEro
nporpamMmHoro obecneyeHna Kog, BbIMNOAHAWMN GYHKUMIO areHTa ynpasneHua. AreHT SNMP
B3aumozencTeyeT ¢ Habopom NapameTpoB YCTPOWCTBA. DTU MapameTpbl onucaHbl B MHPOpPMaLMOHHOM
6ase ynpasneHus (MIB, Management Information Base).

MpaBa goctyna K AreHty SNMP ynpaBnsatotca nytem 3agaHuns umeHn SNMP coobuiectsa 1 yKkazaHUem
paspelleHHOro TMna gocryna.

KommyTaTtopbl [ONYCKalOT ynpasaeHne ¢ nomouwbio npoTtokosna SNMP, cogep)aT BCTPOEHHOro
areHta SNMP © nogaepxusatoT sBepcun npotokona vl/v2c/v3. AreHt SNMP noagepskusaetr Habop
CTaHAAPTHbLIX N PACLIMPEHHbIX NepemeHHbIx MIB.

V B uenax obecneuyeHus UHTErpaumMm KOMmmyTaTtopos B CUCTEMbI MOHUTOPUHIA U yNpaBEeHUA
UAKn anAa pas3paboTKmM TaKUX cMcTem MOXKeT 6bITb NpeaoCcTaB/IeHO No/IHOe onucaHue MIB.

C nomouwbto npotokona SNMP moryt 6biTb M3MeHeHbl ntobble MapameTpbl YCTPOWCTBA 3a
nckntodeHnem IP-agpeca ynpasnexHus, umeHn SNMP coobuiectBa 1 ypOBHS NPUBUAETMIA NONb30BaTeNEN.

V YcTpoiicTBa noctaBnAoTca 6e3 onpeaeneHHbIX HacTpoek SNMP coobuecTs.

[ns BO3MOXKHOCTM afiMUHUCTPUPOBAHMSA YCTPOWCTBA NOCpPeacTBOM npoTokosa SNMP, Heobxogumo
€0o34aTb XOTA 6bl 0AHY CTPOKY coobliecTBa. KoMmyTaTopbl NOAAEPKMBAIOT TPU TUMA COOBLLECTB:

— Read Only (ro) — onpeaenset, 4To YneHbl COOBWECTBA MMEIOT AOCTYN TO/IbKO Ha uYTeHWe
(npocmoTp KOHPUrypaLmMm), HO HE MOTYT MEHATb Kakue-1nbo napameTpsi;

— Read/Write (rw) — onpeaenser, 4to 4YneHbl coobliecTBa MMEKT AOCTYN Ha YTeHue U
M3MeHeHWe NapameTPOB KOHGUIYpaLnK;

— Super (su) — onpegenser, 4YTO uneHbl COOOLLeCTBA MMEIT YPOBEHb MPUBUIETUN
afMUHUCTpaTOpa.

Hanbonee pacnpocTpaHeHO WCMO/Ib30BaHWE CTPOK coobuiectBa public — ¢ gOCTYNOM TONbKO AAs
yTeHua obbvektoB MIB (ro) u private — ¢ gOCTYyNom Ha yTeHWe U M3MeHeHue obbekToB MIB (rw). Ons
Kaxkgoro coobLecTsa MOXKHO 3a34aTb IP-agpec cTaHUMM ynpaBaeHus.

Mpumep cospaHuna coobuwectsa private ¢ AOCTYNOM Ha 4YTeHMe M 3anucb U IP-agpecom cTaHuuu
ynpasnexHna 192.168.16.44;

console> enable
console# configure
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console (config)# snmp-server server

console (config) # snmp-server community private rw 192.168.16.44
console (config)# exit

console#

[ns npocMoTpa co3aaHHbIX CTPOK coobuectsa n HacTpoek SNMP ncnonb3yeTtca KomaHaa:

console# show snmp

SNMP is enabled.

Community-String Community-Access View name IP address
private read write Default 192.168.16.44
Community-String Group name IP address Type

Traps are enabled.
Authentication-failure trap is enabled.

Version 1,2 notifications
Target Address Type Community Version Udp Filter To Retries
Port name Sec

Version 3 notifications
Target Address Type Username Security Udp Filter To Retries
Level Port name Sec

System Contact:
System Location:

4.3.3 Hacmpoiika napamempos cucmemsl 6e3onacHocmu

B aTom pasgene npuBegeHa MHPOPMaLMA O HACTPOMKe AMHAMMYECKOrO HasHayeHusn IP-agpeca u
HacTpoOlKe  3alMLEHHOrO YNpaB/iieHWa YCTPOMCTBOM Ha OCHOBAaHUM MEXaHW3MOB ayTeHTUdUKauUM,
aBTOPM3aLMM U yyeTa.

— Authentication (ayTeHTUdUKauma) — conocTaBaeHME 3anpoca CyLLeCTByHOWEN YYETHOM
3anucu B cucteme 6e30NacHOCTU.

— Authorization (aBTopu3aums, NPOBEPKA YPOBHA AOCTyNa) — coOnocTaBjaeHWe YYETHOMN 3anmncu
B cucTeme (npowealiein ayTeHTMOUKALMIO) U onpeaeiEHHbIX NOJHOMOYUIA.

— Accounting (y4€T) — cnexkeHue 3a noTpebieHnemM pecypcoB Nob30BaTe/ieM.

4.3.3.1 [lony4yerue IP-adpeca om cepsepa DHCP

Ona nonyyeHua IP-agpeca morKeT mcnonb3oBaTbcA npotokon DHCP, gna storo B cetm A0AXKEH
npucytcTteoBatb DHCP-cepBep. YcTponcTeo BbicTynaeT B poan DHCP-kaneHTa. IP-agpec oT cepsepa DHCP
MOXKHO MoJly4yaTh Yepes ntoboi nHtepdenc — VLAN, drusmnyeckunii nopt, rpynny nopTos.

V Mo ymonuaHuio DHCP-KAneHT BKAOYEH Ha uHTepdeiice VLAN 1.

MonyyeHHbIN ¢ NoMoLLbto NpoToKkona DHCP agpec He coxpaHAeTca B KOHGUTypaLLMM yCTPOICTBa.

Mpumep HaCTPOMKKM NonyyeHnsa anHamudeckoro IP-agpeca ot DHCP-cepBepa Ha uHTepodeiice VLAN 1:
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console> enable

console# configure

console (config) # interface vlan !
console (config-if)# ip address dhcp
console (config-if) # exit

console#

[ns Toro 4tobbl ybeauTbes, YTo aapec H6bln HasHayYeH MHTepdeincy, ucnonbayiTe KomaHay show ip
interface:

console# show ip interface vlan 1

IP Address Type Directed Precedence Status
Broadcast
192.168.25.67/24 DHCP disable No Valid

4.3.3.2 be3onacHocmo ynpaeneHuUsa U KOHgu2ypupoesaHue naponeii

[Ons obecneyeHma 6€30MacHOCTU CUCTEMbI UCMOb3YETCA MEXAHU3M ayTeEHTUPUKALMM, aBTOPU3ALLUN
n yueta (AAA, Authentication, Authorization, Accounting), KoTopblit ynpaBnaser npaBamMmu AOCTyna
Nno/sib30BaTesiel, YPOBHAMM NPUBUAETUIA N MeToAaMM ynpassieHns. MexaHuam AAA MOMKET UCMoJib30BaTb
B0 NoKanbHyto, IM60 yaaneHHyo 6a3y nosb3oBaTenen.

Ona obecneyeHns 6e30MacHOCTM YNPaBAEHUA MOMKET MCMNONb30BaTbCA WWUPPOBAHME OAHHbIX
ynpaB/ieHna C NOMOLLLbIO NPOToKoNa SSH.

yCTpOﬁCTBO NOCTaB/IAETCA C HeHa3HayeHHbIM Mnaposem AocTyna. HasHauyeHue naponeﬁ AocCTyna
ABNAETCA OTBETCTBEHHOCTbO aAMUHNCTPATOPA.

B TOom c/iyyae, ecv Naposb AOCTynNa K YCTPOMCTBY yTepsH, MOXKeT 6biTb MCNo/b30BaHa npoueaypa
BOCCTaHOB/IEHMA Napons. 3Ta Npoueaypa O4HOKPATHO paspellaeT AOCTYN K yNpaBaeHUto ycTpoicTeom bes
Napons C J/IOKa/JbHOrO TepMWHana (KOHCO/AbHOrO nopTa). BoccTaHOBNeHME MNapons MOXKeT ObiTb
MHULMMPOBAHO TO/IbKO Yepes KOHCO/bHbIM NopT.

Maposn foctyna K ycTpoMCTBY MOTYT BbITb YCTaHOB/IEHbI A5 CAeayowmx nHTepdencos 4ocTyna:

— JloKanbHbIV TEpMUHAN (NogKAtoYeHMe Yepes KOHCONbHbIM NopT);
— Telnet;

— SSH;

— HTTP.

Mpu co3paHnmn Nonb3oBaTeNs Ha3HavyaeTcs YpoBeHb NpuUBUIErMi 1, Uto gaeT BO3MOXKHOCTb
BblIGOPOYHOro NPOCMOTPa MAPaMeTPOB YCTPOCTBA, HO He AAeT BO3MOXHOCTU YNpPaBAATb
YCTPOiACTBOM. BO3MOKHOCTb KOHPUIypUpPOBaHMA MMEIOT MONb30BaTEe/IN C YPOBHEM
npusunerum 15,

BO3MOXXHO, HO He peKoOMeHAyeTCcA He Ha3HavyaTb Naposib MOJib30BaTeNIAM C YPOBHEM
npusunerum 15.

V B Tom cayyae, ecan NpPUBWUIETMPOBAHHOMY MO/Ib30BATeN0 He HAa3HAyeH Naponb, TaKOW
no/sb3oBaTe/lb MOXKeT NoayunTb goctyn K Web untepdeiicy ycrpoiictea c nto6bim naponem.
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YcmaHoeKa naponsa 0414 KoHconu

console (config) # aaa authentication login default line
console (config) # aaa authentication enable default Iline
console (config)# line console

console (config-line)# login authentication default
console (config-line)# enable authentication default
console (config-line)# password passwdl

B oTBeT Ha NpuraaleHne BBECTM Napo/ib BO BPeMA perucTpaumm B yCTPOMCTBE Yepes CeaHC KOHCOM
BBeauTe naponb — passwdl. Kpome TOro, BBOA Mapo/sa MOXeT noTpeboBaTbCcA MNpu nepexoae B
NPUBUNErMPOBAHHbIN PEXKMM C MOMOLLLbIO KOMaHAabl enable .

YcmaHoeka napons onsa Telnet

console (config)
console (config)
console (config)# ip telnet server

( aaa authentication login default Iine
(
(

console (config)# line telnet
(
(
(

#
# aaa authentication enable default Iine

console (config-line)# login authentication default
console (config-line)# enable authentication default
console (config-line)# password passwd?2

B oTBeT Ha npurnaleHne BBECTU Mapo/ib BO BPEMA PErMCTpauumn B ycTponcTee Yepes ceaHc Telnet
BBEAUTE Naposb — passwd2.

YcmaHoeka napons 0ns SSH

console (config aaa authentication login default Iine

( ) #
console (config) # aaa authentication enable default Iline
console (config)# ip ssh server
console (config)# line ssh
console (config-line)# login authentication default
console (config-line)# enable authentication default
console (config-line)# password passwd3

B oTBeT Ha npwuriaweHve BBECTM Mapo/b BO BPEMS PErMcTpaumm B yCTpoucTBe yepes ceaHc SSH
BBEAMUTE NAPO/b — passwd3.

YcmaHoeka napons 0na HTTP

Ona KoHOUrypmposaHMa Nnapons Aoctyna no npotokony HTTP cneagyeT BBeCTM KOMaHAbI:

console (config)# ip http authentication local
console (config)# username admin password passwd4 level 15

Mpu nHunumanusaumm HTTP-ceccum cnepyeT Mcnonb3oBaTb MMA Nonb3oBatens admin n naponb
passwd4.

BoccmaHoseneHue napoaa docmyna K ycmpolicmeay.

Mpy NCNoNb30BaHUM HACTPOEK YCTPOMCTBA MO YMOYaHUIO MUMSA MNoJsib3oBaTens — admin, naponb He
3agaH. Maposb HasHavyaeTcA NoJsib3oBaTenem. B ciayyae ecan naposib yTPayeH, MOXKHO NepesarpysuTb
YCTPOMCTBO M Yepes3 KOHCOJ/IbHbIM MOPT NPepBaTh 3arpysKy, HaxKas Knasuwy <Esc> nnv <Enter> B TeyeHue
nepBbIX ABYX CEKYHZ Moc/e MosB/ieHna cooblieHna aBTo3arpysku. OTKpoeTca MeHio Startup, B KOTOPOM
HY}XHO 3anyCcTUTb NpoLeaypy BoccTaHoBneHUs napona ([3] Password Recovery Procedure).
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5 YNPABJIEHUE YCTPOMCTBOM. UHTEP®ENC KOMAHOHOW CTPOKU

[na KoHOUIYypMpOBaHMA HACTPOEK KOMMYTaTopa WCMO/Ib3yeTC 4YeTbipe OCHOBHbIX pexkuma. B
KaXkOoOM perkume O0CTyneH onpefesieHHbI CMMCOK KomaHA. BBoZ CMMBONA «?» CAYKUT A8 NPOCMOTPA
Habopa KoMaHg, AOCTYMNHbIX B KaXKA0M U3 PEXKMMOB.

Ona nepexoga n3 o4HOro pexunma B ,u,pyroﬁ MCNONb3YyHOTCA CneunasibHble KOMaHAbl. HEPEHEHb
CyWeCTBYHOLWNX PEXMMOB U KOMaH/A BXO4a B PEXNM!

KomaHOHbili  pexcum (EXEC), paHHbIA pexum [OCTyneH cpasy Mocje YCMewHoM 3arpysku
KOMMYTaTOpa U BBOAa UMeEHU NOJib30BaTeNA. ﬂpmrnameHMe CUCTEMDbI B 3TOM peXmnme COCTOUT U3 MMeHU
ycTpoicTea (host name) u cumsona “>”.

console>

Ecaiv ms ycTpoiicTBa He Ha3Ha4YeHO, TO BMECTO HEro MCMoJib3yeTcs c/oBo “console”.

MpueunezauposaHHbili KoMaHOHbIl pexcum (privileged EXEC), 3TOT pexum AOCTYNeH Npu Bxoge
NPMBMAErMPOBAHHOIO NOJb30BaTens. Bxog B peMm A0MKeH 6biTb 06A3aTeNbHO 3alMWEH MNapONEeMm.
TOoNbKO B MPUBMAETMPOBAHHOM PEXMME AOCTYMHbl KOMaHAbl M3MEHEHMS CUCTEMHbIX MapameTpoB
KoMMyTaTopa. B npuBMaernpoBaHHOM perKMMe B CTPOKE MPUIIAWEHUs CUCTEMbI UCMOAb3YETCA CUMBO
«#t». Ona nepexoga us pexkmma EXEC B NpMBUAErMPOBAHHbIN PEXUM MOXKET BbiTb MCNOb30BaHa KOMaHAa
enable.

console> enable
enter password:
console#

Pextum 2nobanbHo20 KoHgpuzypuposaHua (global configuration), paHHbIN peMm npegHasHayeH
ON5 3a4aHUA 06LLMX HACTPOeK KommyTaTopa. KomaHabl pexxnuma rnobanbHol KoHOUrypaLumm 4OCTYyMNHbI U3
noboro nogperknma KoHoUrypaumm. Bxoa B pexkum ocyLLecTBAAeTCs KOMaHAoM configure.

console# configure
console (confiqg) #

Pexcum KoHpu2ypupoeaHus uHmepdpelica (interface configuration), paHHbIK  peXum
npeaHasHayeH AnA KOHOUrypupoBaHusa UHTepdencoB (mopT, rpynna noptos, WHTepdelic VLAN)
KOMMyTaTopa. Bxoz B peXXnMm OCyLLECTBAAETCA U3 PEXMMA FN0OaNbHOrO KOHOUIYPUPOBAHUA, /1R KAXKAOMO
MHTepdelica cBoeli KOMaHAOW (B MpMMeEpe HUXKe KOMaHAa AN BXOA3a B PEXUM KOHPUrypupoBaHus
nHTepdelica VLAN c VID=1).

console (config) # interface vlan 1
console (config-if)#

Pexcum KoHgpuzypuposaHua mepmuHana (line configuration), paHHbili pexxum npegHasHayeH ans
KOHUIypuMpoBaHUs, cCBA3aHHOro C paboToi TepmuHana. Bxop B peXUM OCYLLECTBASETCA U3 pPerkuMma
rno6anbHOro KOHPUIrypMpoBaHMs.

console (config)# line {console | telnet | ssh}
console (config-line) #
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5.1 nMpasuna paboTbl C KOMAHAHOI CTPOKOM

/l Mpu nepesarpysKke YyCTPOWACTBA BCe HECOXPaHEHHble AaHHble 6yAyT yTepaAHbl. Ons
COXpaHeHUs /o6bIX BHECEHHbIX U3MEHEHWA B HACTPOMKY KOMMYyTaTopa MCNoJib3yeTcA
cneayowan KOMaHAaA:

console# write

/’ Ona yckopeHua BBOAA KOMaHA, MOXHO BOCMO/b30BaTbCA ¢GYHKLMEN aBTOMATMUECKOro
DONONHEHUA, KOTopas aKTUBUPYETCA NPU HENoJsIHO HabpaHHOI KOMaHge M NpU HaXKaTum
Knasuwu <Tab>.

5.2 ba3oBble KOMaHAbI

KomaHObI pexcuma EXEC

3anpoc KoOMaHAHOM CTPOKKM B pexkume EXEC umeet cnegytowmii Bua;
console>

Tabanua 5.1 — basoBble KOMaHAbl JOCTYMHble B pexxkmnme EXEC

3HayeHue/
KomaHoa 3Ha4yeHue no Aelicmeue
ymMon4yaHuio
enable [priv] priv: (1..15)/15 MepekntounTbCa B NPUBUAETMPOBAHHDBIN DE)KMAIL(ECHM
3HayYeHue He YKa3aHo — TO YpoBeHb npusuaernii 15).
login - 3aBepLUEHME TEKYLLEM CECCUN U CMEHaA NO/Ib30BaTeNs.
exit - 3aKpbITb aKTUBHYIO TEPMUHANIBHYIO CECCUIO.
help 3anpoc cnpvaBquoﬁ nHpopmauum o pabote nHTepdeiica
KOMaHOHOU CTPOKK
show history ) MokasaTb MCTOvpVIIO KOMaHJ, BBEAEHHbIX B TEKYLLEN
TEPMUHANbHOW ceccuu.
show privilege - MoKasaTb ypoBeHb NPUBUNETUNIA TEKYLLETO NONb30BATENA.

Bkatountb C'JyHKLI‘MlO COXpaHeHnA UCTOPUKN BBEOEHHDbIX KOMaHA

terminal histor M N
y ONA TeKyLei TepMUHANbHOM ceccuu.

-/ dYHKUMA BKAOUEHa
BbIKN0UUTL GYHKLMIO COXPAHEHUS UCTOPUM BBEAEHHbIX

no terminal histor . o
¥ KOMaHZ, ANA TEKYLLEN TePMUHAIbHOWN CeCCUU.

A C U3meHuTb pasmep Bydepa MCTOPUN BBEAEHHbIX KOMaHA ANA
terminal history size {size} P p bydep p 4 Jiyi!

size: (10..216)/10 TeKyLLel TEPMUHAbHOW CECCUM.
no terminal history size YCTaHOBUTbL 3HaUEHME MO YMOMYAHMIO.
0OT06pa3nTb BbIBOA KOMaHS 6e3 pasaeneHns Ha CTPaHMLbI
terminal datadump -/ BbIBOA KOMaHA (pa3peneHue BbIBOAA CMPABKM MO CTPAHULLAM OCYLLLECTBAAETCA
pasaenserca no cTpoKoii: More: <space>, Quit: g, One line: <return>)..
- cTpaHuLam
no terminal datadump YCTaHOBWTb 3HaYEHME MO YMOYAHMIO.

show banner [motd | login |

- OTobparkaeT KoHbUrypauuto 6aHHepoB.
exec] p durypauy, P

KomaHObI pexcuma privileged EXEC

Tabnunua 5.2 — basoBble KOMaHAbl, AOCTyNHble B pexume privileged EXEC

3HayeHue/
KomaHoa ”
3Ha4yeHue no Aelicmeue
yMOA4YaHuro
. . . BepHyTbCA B HOPMabHbIN PEXXMM U3 MPUBUNETMPOBAHHOMO
disable [priv] priv: (1..15)/1 PHY P P P P N
(ecnu 3HaueHMe He yKa3aHO — TO YpOBEHb NpuBUaernii 1).
configure[terminal] - MNepeiTn B perKMm KOHOUTYPUPOBAHUA.
MepeiTi B pexknMm oTnagku (KomaHga AOCTYMNHA TONbKO 414
debug-mode ) P P axu ( fa pocty A
NPUBUAETMPOBAHHOIO NOJ/b30BaTeNs).
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KomaHObl, docmyrnHble 80 8CeX pexumMax KOHpU2ypuposaHus

3anpoc KOMaH,D,HOﬁ CTPOKN nmeeT O4nH N3 cheagyrowmnx snagos:

console#
console (config) #

console (config-line) #

Tabnuua 5.3 — ba3oBble KOMaHAbI, AOCTYMNHbIE BO BCEX PEXMMAX KOHPUIYPUPOBaAHUA

KomaHda 3HaueHue Aeiicmeue

exit i BbIliTV U3 N1t060ro pexxuma KOHPUrypupoBaHUA Ha YpoBEHb
Bblle B Mepapxuun komang, CLI.

end ) BbIiT U3 Nt060oro pexxmma KOHPUrypupoBaHUA B KOMaHAHbIM
pexkum (Privileged EXEC).

do i BbINONHWTL KOMaHAY KoMaHAHOro yposHs (EXEC) u3 noboro
peXnma KoHPUrypupoBaHus.

help - BbIBOAWT CNPaBKy NO UCMONb3yeMbIM KOMaHAAM.

KomaHOb1, docmyrniHbie 8 21060/1bHOM pexume KOHpU2ypUuposaHUS

3anpoc KOMaHAHOW CTPOKMU MMEET CieaytoLmin Bua,;

console#
console (config) #

Tabnuua 5.4 — ba3zoBble KOMaHAbl AOCTYMNHbIE B peXXMme KOHOUIYPUPOBaHUA

KomaHda

3HauyeHue

Aelicmeue

banner motd d message-
text d
no banner motd

3apaTb TeKcT coobuieHnn motd (coobLieHUn TEKyLLEero AHA), u
BK/IOYUTb BbIBOZ, HA 9KPaH.

- d - pasgenutens;

- message-text — TEKCT coobueHun (B cTpoke ao 510
cumBonos, obuee 2000 cmBoOB).

banner exec d message-
text d
no banner exec

3apaTb TeKCT coobLieHun exec (Npumep: nonb3osaTesb
YCNELHO BOLWe B CUCTEMY), M BKIIOYUTL BbIBOZ Ha IKPAH.
-d- paspenutenn;

- message-text — TeKCT coobuieHuns (B cTpoke ao 510
cumBonos, obuee 2000 cmBoOB).

banner login d message-
text d

no banner login

3apaTb TeKcT coobuieHus login (MHpopmaumoHHoe
coobuieHune, KoTopoe oTobparkaerca nepes BBOAOM UMEHU
Nonb30BaTeNs U NApPOAA), U BKAOUUTb BbIBOZA Ha IKPaH.

-d - pasgenutens;

- message-text — TEKCT coobueHus (B cTpoke ao 510
cumBonos, obuiee 2000 cmBoOB).

KomaHObl, docmyriHble 8 pexcume KOHPU2ypupoB8aHUA MepMUHana

3anpoc KOMaHAHOW CTPOKM B PeXMME KOHPUTYPUPOBAHUS TEPMMUHANA UMEET Cieay oMl BUA;

console (config-line) #

Tabnuua 5.5 — ba3oBble KOMaHZAbI LOCTYMNHbIE B PeXMME KOHPUIYPUPOBaHUS TepMUHANA

KomaHda

3HaueHue/
3Ha4yeHue no
YMOMYAHUIO

Aeiicmeue

history

-/ dyHKUMA BKAKOYEHA

BKIOUUTL GYHKLMIO COXPAHEHUSA UCTOPUM BBEAEHHbIX
KOMaHA,
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. BbIK/OYNTb QYHKLMIO COXPAaHEHWNA CTOPUN BBEAEHHbIX
no history
KOMaHa,
history size {size} (0.216)/10 N3meHunTb pasmep bydepa NcTopun BBeAEHHbIX KOMaHA,
no history sie h YCTaHOBMTb 3HaUeHKe No YyMOMYaHMIO.
BKtOUYNTL BbIBOZ, NPMBETCTBEHHbIX COOBLEHNI TMNa «motd»
motd-banner
(coobuieHun Tekywero aHa).
-/BKAtOYEH "
BbIK/MOYNTL BbIBOA MHGOPMALMOHHBIX COObLLEeHMI TUNa
no motd-banner
«motd».
login-banner / BKNOUMTL BbIBOA, NPUBETCTBEHHbIX CO0bLEeHNi login.
-/ BKNtOYEH
no login-banner BbIKNOUNTb BbIBOA MPMBETCTBEHHbIX CO0bLLEHMI login.
exec-banner / BKtOUNTL BbIBOZ, NPUBETCTBEHHbIX COOBLLLEHNI exec.
-/ BKAtOYEH
no exec-banner BbIK/IHOUMTb BbIBOA NPUBETCTBEHHbIX COOBLLEHNIA exec.

5.3 ®unbrpayma coobieHnit KOMaHAHOM CTPOKMU

®PunbTpaumsa coobLLEHN NO3BOAAET YMEHbLUNTL 06beM 0TOBpaXKaeMblX SaHHbIX B OTBET Ha 3aMnpochl
nosib3oBaTens n 061erynTb NOUCK HeobxoaMmoin nHbopmaumnn. na dunbTpaunn nHPopmaumm Tpebyerca
006aBUTb B KOHel, KOMaHAHON CTPOKM cumBOon “|” M MCNonb3oBaTb OAHY M3 onuuin GpuabTpaumm,
nepeyYncaeHHbIxX B Tabnmue.

Tabanua 5.6 — KomaHabl perkuma rnobanbHoro KoHGUrypupoBaHua

Memod 3HayeHue/3HayeHue no Neiicmeue
yMOAYaAHUIO
begin pattern MoKa3blBaeT CTPOKM, NEPBbIE CUMBOJIbI KOTOPbIX
COOTBETCTBYIOT WabNoHy pattern.
include pattern i BbIBOAMT BCE CTPOKM, copepKalume WabnoH.
exclude pattern BbIBOAMT BCE CTPOKM, HE cogeprKaLime WabnoH.

5.4 HactpoiKka maKpoKomaHp,

[aHHaa dyHKUMA No3BonsfeT co3aaBaTb YHUOULMPOBAHHbIE HAaBOPbl KOMaHA - MaKpoCbl, KOTopble
MOXHO BNOCNEACTBUMN NPUMEHATb B NpoLLecce KoHUrypaumm.

KomaHObI pexcuma 2106as16H020 KOHGU2YPUPOBAHUSA

Bug, 3anpoca KOMaHAHOM CTPOKM pexmnma rnobasibHOro KOHGUIypupoBaHus:

console (config) #

Tabnnua 5.7 — KomaHab! perkuma rnobanbHoro KoHGUrypupoBaHumsa
Komanda 3HayeHue/3HayeHue no Neiicmeue
yMOAYaHuro

macro name [word] Co3zaeT HOBbI HAbop KOMaHA, ecnv Habop ¢ Takum
MMEHEM CyLLecTByeT — nepesanucbiBaeT ero. Habop KomaHg,
BBOAMTCA MOCTPOYHO. 3aKOHUYMTb MAKPOC MOXHO C

(1..32) cumsonos NoOMOLLbO CMMBOJIA “@”. MaKcMManbHasa A4JIMHa Makpoca —

510 cumBonos.

no macro name word YaanseT ykasaHHbIN Makpoc.

macro global apply word (1..32) cumBonos MpUMeHSeT yKasaHHbI MaKpoc.

macro global trace word (1..32) cumBonos MpoBepsaeT yKasaHHbI MAaKpOC Ha BaMAHOCTb.

macro global description Co34aeT CTPOKY-AeCKpMNTOp rnobanbHOro Makpoca.

word (1..160) cumsonos

no macro global description Ypanaer cTpoKy-4eckpunTtop.
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KomaHOb! pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console>

Tabnnua 5.8 — KomaHabl pexkmma EXEC
KomaHda Aelicmeue
macro apply word MpUMEHSET yKa3aHHbI MaKpoc.
(1..32) cumBonos —
macro trace word MposepseT yKasaHHbI MaKpOC Ha BaANAHOCTb.
show parser macro [ gi_port: (1..3/0/1..28); OTobparkaeT napameTpbl HACTPOEHHbIX MaKPOCOB Ha
description [interface fa_port: (1..3/0/1..24); ycTpoiicTae.
{gigabitethernet gi_port | group: (1..8);
fastethernet fa_port |
port-channel group}] | macro-name:
name macro-name] (1..32) cumBonoB

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica

BunAa 3anpoca KOMaHAHOWM CTPOKM pexxnma KoHurypaumm nHtepoeica:
console (config-if) #

Tabanuya 5.9 — KomaHab! perknuma KoHourypaumm nHtepdeiica

KomaHoa Aelicmeue
macro apply word (1..32) cumBonoB MpUMeHSET yKa3aHHbIM MaKpoc.
macro trace word (1..32) cumeonos MpoBepsaeT yKasaHHbIM MaKpoC Ha BaANAHOCTb.
macro description word YcTaHaBAMBAET CTPOKY-A,ECKPUNTOP MaKpoca.
— (1..160) cumBonos
no macro description YanseT CTPOKy-AeCcKpunTop.

5.5 KomaHpabl ynpaBieHUA cuctemon

KomaHOobl pexcuma EXEC

Tabnnuya 5.10 — KomaHabl ynpasaeHma cuctemon B pexkume EXEC

3HayeHue/ 3HayeHue no
YMOAYAHUIO

KomaHoa Aelicmeue

KomaHgza cnyxut ana nepegaym 3anpocos (ICMP Echo-
Request) npotokona ICMP ykasaHHOMY Y371y CETH, a TaK e gna
host (1..158) cumBonoB; | KoHTpona noctynatowmx oteetos (ICMP Echo-Reply).

i i .B.C.D i
ping [ip] {A.8.C.D| host} [size size (64..1518)/64 baiit; | - A.B.C.D - IPv4-aapec y3na ceTu;

?(I:Zoet}nt count] [timeout count (0..65535)/4; - host — pOMeHHOe MMA y31a ceT;
timeout] timeout (50..65535) /2000 | - size — pa3mep nakeTta 4NA OTNPaBKKU, KOANYECTBO 6aiiT B
Mc nakere;

- count — KONMYeCTBO NaKeToB ANA nepenayn;
- timeout — Bpema OXnaaHMA OTBeTa Ha 3anpoc.

KomaHgaa cnyxut ana nepegayu 3anpocos (ICMP Echo-
Request) npotokona ICMP ykasaHHOMY Y37y CETU, a TaK e, 4NA
host (1..158) cumBonoB; | KoHTpona noctynatowmx oteetos (ICMP Echo-Reply).

ping ipv6 {A.8.C.D.E.F| host} size (68..1518)/68 Baiit; | - A.B.C.D.E.F - IPv6-appec y3na cetu;

{:Ic:s:tlzceclunt] [timeout count (0..65535)/4; - host — pOMeHHOe MMA y31a ceTu;
timeout] timeout (50..65535) /2000 | - size — pa3mep NakeTa Ana OTNPABKK, KOMYecTso 6aiiT B
McC nakeTe;

- count — KONMYeCTBO NakeToB A1A nepeaayn;
- timeout — Bpema OXnaaHMA OTBETA Ha 3aMnpoc.
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traceroute ip {A.B.C.D [host}
[size size]

[ttl tt/]

[count count] [timeout
timeout] [source ip_address ]
[tos tos]

host (1..158) cumBonos;
size (64..1518)/64 Baiir;
ttl (1..255)/30;
count (1..10)/3;
timeout (1..60) /3 c;
tos (0..255)/0

OnpegeneHune maplupyTta TpadurKa 40 y31a Ha3HAYeHUA.

-A.B.C.D —IPv4-agpec y3na cetu.

- host — pomeHHOe UMA y3na ceTu;

- Size — pa3mep nakeTa 4,14 OTNPaBKM, KOMYeCcTBO 6aiT B

nakerte;

- tt/ — maKcMMmanbHOE KOIMYECTBO Y4aCTKOB B MapLUpyTe;

- count — KONMYeCTBO NOMbITOK Nepefayn naketa Ha Kaxaom

yyacTke;

- timeout — Bpema 0XXnaaHnA oTBeTa Ha 3anpoc;

- ip_address — IP-agpec uHTepdeica KommyTaTopa,

MCNonb3yemMblil A4NA nepefaym nakeTos;

- tos — TMN cepsuca, NepesaBaemMblii B 3aronoBke npoTokona IP.
V' OnucaHue own60K Npu BbINONHEHUU KOMAHA, U

traceroute ipv6
{A.B.C.D.E.F| host} [size size]
[ttl tt/]

[count count]

[timeout timeout] [source
ip_address ]

[tos tos]

host: (1..158) cumBoNOB;
size: (66..1518)/66 6aiT;
ttl: (1..255)/30;
count: (1..10)/3;
timeout: (1..60)/3 c;
tos: (0..255)/0

pe3ynbTaToB nNpuBegeHo B Tabanuyax 5.12, 5.13
OnpeaeneHve maplpyTa TpaduKa 40 y3/1a HAa3HAYEHUS.
-A.B.C.D.E.F —IPv6-apgpec y3na cetu.

- host — pOMeHHoe MMA y3na ceT;

- Size — pa3amep NakeTa A5 OTNPaBKKU, KOJIMYECTBO 6anT B

nakerte;

- tt/| — MaKcMMaibHOE KOIMYECTBO Y4aCTKOB B MapLUpyTe;

- count — KONMYeCTBO NOMbITOK Nepesayn nakeTa Ha Kaxkaom

y4acTKe;

- timeout — Bpema OXKMAaHWA OTBETa Ha 3anpoc;

- ip_address — IP-agpec uHTepdeica KommyTaTopa,

NCMNONb3yeMbIi ANA Nepesaym NakeTos;

- tos — TMN cepBUCca, NepesaBaemblii B 3aros0BKe NpoTokona IP.
V' OnucaHue own60K NpU BbINONHEHUN KOMAHA, U

telnet
{A.B.C.D| host} [port]
[keyword1...]

host: (1..158) cumBonos;
port: (1..65535)/23

pe3ynbTaToB npuBeAeHo B Tabauuax 5.12, 5.13
OTkpbiTve TELNET-ceccun ans ysna cetu.
-A.B.C.D -IPv4-appec y3na cetu;
- host — pOMeHHoe MMA y3na ceTu;
- port — TCP-nopT, No KoTopomy paboTaeT cnyxba Telnet;

- keyword — Knto4yeBoe c/oBo.
71 OnucaHue cneymanbHbix KomaHpa, Telnet n KnovesbIx

ssh {A.B.C.D | host} [port
port] [username username]
[cipher cipher]

host: (1..158) cumBonos;
port: (1..65535)/22;
username: (1..70)
CUMBOJI0B

CNnoB npusegeHo B Tabanuyax 5.14 , 5.15
OTKpbITME SSH-ceccun ana y3na cetu.
-A.B.C.D - IPv4-appec y3na cetu;
- host — poMeHHOe MMA y3na ceTu;
- port — TCP-nopT, no KoTopomy paboTaeT cny»kba SSH;
- username — UMA NONb30BaTeNA, NOA KOTOPbIM HEOHXOANMO
BbINOJIHUTL BXOA,;
- cipher — BbIbOp MmeToza WwWudposaHua. NMoaaepRunBaroTCs
cnepyrowme metoabl: 3des, aes128, aes192, aes256, arcfour.
Mo ymonuyaHuto npeanaratoTca Bce MeTobl.

resume [connection]

connection:(1..4)/
nocneaHAnA yCTaHoBAEHHas

MepekntoyeHne Ha gpyryto yctaHosneHHyo TELNET-ceccuto.
- connection — Homep ycTaHoBneHHon TELNET-ceccuu.

ceccus
show cpu counters - MpPOCMOTP CHETYMKOB NAKETOB LLEHTPAbHOrO NpoLeccopa.
OT0b6parkeHne nHopmaLMmn 0 NONL30BATENAX, UCMOb3YIOLLMX
show users - P . bopmay ’ yiot
pecypcbl yCTPOCTBa.
. OTob6parkeHne nHbopmaummn o6 oTkpbITbix TELNET-ceccuax K
show sessions - -
YAaNeHHbIM YCTPOMCTBAM.
OTob6parkeHne cuctemHon nHbopmaLLMM KoMMyTaTopa.
- unit_id — Homep ycTpoICTBa B cTeKe (4ns KommyTaTopa,
show system unit_id: (1.4)/ paboTatoLero B aBTOHOMHOM peXxnme, napameTp He
[unit unit_id] — ucnonbsyercs).
MapameTp unit npn BbINOJIHEHUU KOMaHAbI AOCTYNEH
H TOJ/IbKO B peXXUMe CTEKUPOBAHUA.
. OTob6parkeHne TekyLlell BEpPCUU CUCTEMHOTO MPOrPaMMHOTO
show version - p Yl P . porp
obecneyeHus, paboTaloLLero Ha yCTponCTBe.
OTobparkeHue 3arpysku pecypcos NamatT TCAM (KOHTEHTHO-
show system tcam utilization o afpecyemas namaTb).
Y unit_id: (1..4)/- APecy )

[unit unit_id]

- unit_id — Homep ycTpoicTBa B CTeKe (419 KOMMyTaTOpa,
paboTatoLero 8 aBTOHOMHOM pPeXMME, NapameTp He
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ncnonbsyerca).
MapameTp unit npu BbINOAHEHUM KOMaHAbI 4OCTYyNEH
. TONbKO B PeXKMME CTEKUPOBAHUA.

’ ‘ KomaHpa «show sessions» oTtobparkaer Bce yaaneHHble COeAUHEHUA TOJIbKO U3 TeKyllueWn
N ceccuu. [laHHasa KOMaHga UCnosb3yeTca cnegyowmm obpasom:

1. BbINONHUTL NOAKAKYEHME K YAANEHHOMY YCTPOMCTBY C KOMMYTAaTopa C NOMOLLbIO
TELNET unu SSH;

2. BepHyTbCA B pPOAUTENbCKYK ceccuio (Ha KommyTtatop). [ns 3TOro  Ha)Katb
KombuHauuto Knasuw <Ctrl+Shift+6>, oTnycTutb M Haxatb <x> (uKc). Mpousoiiaér
nepexoa B B POAUTENbCKYIO CECCULO;

3. BbINOAHUTbL KomaHay «show sessions». B Tabnuue A0MKHbI NPUCYTCTBOBATbL BCe
ucxogaLMe coeqUHEHUA B TEKYLLLEN ceccum;

4. pna TOro u4tobbl BEpPHYTbCA K CeccMM YAANEHHOro YCTPOicTBA, Heobxogumo
BbINO/JIHUTb KOMaHAY «resume N», rae N — Homep coeauMHeHUA U3 BbIBOAA KOMaHADI
«show sessions».

KomaHObl pexcuma privileged EXEC

3anpoc KoMaHAHOM CTPOKKM B pexume privileged EXEC nmeeT cnegytowmin BuA:
console#

Tabnunua 5.11 — KomaHabl ynpaBneHus cuctemon B pexkume privileged EXEC

3HayeHue/ 3HayeHue no »
KomaHoa Aelicmeue
yMOAYAHUIO
. . o KomaHaa cnysKuT onsa nepesanycka ycTponcTaa.
reload [unit unit_id] unit_id: (1..4) . 'D' ¥ A .,p ycka yerp
- - unit_id — Homep ycTpoWiCTBa B CTEKe.
. . YcTaHOBKa NPOMEXKYTKa BPEMEHMU, Yepes KOTopbI NponsoingeT
reload in time time: (mmm | hhh:mm) P ¥ P . P P P A
OT/I0XKeHHanA nepesarpysKka ycTponcTea.
reload cancel - OTMeHa OTNOXKEeHHOM nepesarpysKu.
— OTOb6parkeHne CTaTUCTUKM NO YPOBHIO 3arpy3Ku pecypcos
show cpu utilization - P yp Py pecyp
LLeHTPaNbHOro NpoLeccopa.
. OTO6parkeHne CTaTUCTUKM MO CKOPOCTU BXOAALWMX bpeimos,
show cpu input-rate - p P AALMX bp
06pabaTbiBaeMbix MPOLLECCOPOM.
. . OTOb6parkeHne CTaTUCTUKM MO CKOPOCTU BXOAALWMX peimos,
show cpu input-rate detailed - P P AALMX bp
obpabaTbiBaeMbIX MPOLECCOPOM MO TUMY TpaduKa.
. OTOob6parkeHne orpaHMYeHmit No CKOPOCTKU AJ1A BXOAALMX
show cpu rate-limits - ,p P P Al AALY
dpeitmos, 06pabaTbiBaEMbIX MPOLLECCOPOM.
e e OTOb6parkeHne CTaTUCTUKM NO YPOBHIO 3arpy3Ku pecypcos
show tasks utilization - P vp Py pecyp
LLeHTPaNbHOro NpoLeccopa ANa Kax4oro npouecca.
clear cpu counters - O6HyNeHMe CYETUNKOB MAKETOB LEHTPaIbHOro NpoLeccopa.
OTobparkeHne MHGoOpPMaLUN CUCTEMHON UAEHTUPUKALUN
yCTpoOWcTBa.
. - unit_id — Homep ycTpo¥icTBa B CTeKe (419 KoMmMyTaTopa
show system id o = PYETP (a yTaTopa,
. . unit_id: (1..4)/- paboTaloLero B aBTOHOMHOM peXxume, napameTp He
[unit unit_id] -
ncnonb3syerca).
MapameTp unit Npun BbINOJIHEHUU KOMaHAbI AOCTYNEH
H TOJIbKO B peXXUMe CTEKUPOBAHUA.
show system defaults OTOob6parkeHne 3aBOACKMUX HACTPOEK YCTPOMICTBa.
[{management|ipv6|802.1x|
port|fdb| multicast|port-
mirroring|spanning-
tree|vlan|voice-
vlan|network-security| dos-
attacks | ip-addressing| qos-
acl }]
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OTobparkeHune ncnonbsoBaHua pecypcos TCAM (Ternary

show system tcam utilization -
¥ Content Addressable Memory).

- I'Ipmmep MCMO/Ib30BaHMA KOMaHAbI traceroute:

console# traceroute eltex.com

Type Esc to abort.
Tracing the route to eltex.com (148.21.11.69)
1 gateway.eltex (192.168.1.101) 0 msec 0 msec 0 msec

2 eltexsrv (192.168.0.1) 0 msec 0 msec 0 msec
3 *x  x ok

Tabnumua 5.12 — OnucaHue pesynbTaToB BbINOJHEHUA KOMaHAp! traceroute

Mone OnucaHue
1 MopsAKOBbIN HOMEP MApLIPYTM3ATOPa B NYTU K YKa3saHHOMY Y371y CETU.
gateway.eltex CeTeBoe MMA 3TOr0 MapLLpyTM3aTopa.
192.168.1.101 IP-agpec aToro mapupyrtumsaTopa.

Bpems, 3a KOTOpoe NaKkeT 6bla NepeaaH U BepHy/CA OT MapLipyTM3aTopa.

0 msec 0 msec 0 msec .
YKa3bIBaeTCcA oA KaxKA0N NONbITKM NepeAayn naketa.

Mpu BbINOAHEHUN KOMaHAbI traceroute MmoryT NpPou3onTH olNBKM, onncaHMe oWnBOoK NpMBeaeHo B
Tabnuue

Tabanua 5.13 — OwmbKKM Npm BbINOJHEHMN KOMaHAbI traceroute

Cumeon owubku OnucaHue

TalimayT npu NonbITKe Nepeaayn nakera.

? HeunsBecTHbIM TN NakKeTa.

AZLMMHUCTPATUBHO HegocTyneH. O6bI4HO NpoUCXoamT Npu 610KMPOBaHUMU
ucxogsuiero Tpaduka no npasuaam B Tabanue goctyna ACL.

>

TpebyeTca pparmeHTauma n yctaHoBKa 6utos DF.

Y3en ceTm HeQOCTyNeH.

CeTb HegoOCTYyMHa.

MpoToKON HegoCTyNeH.

MCcTOYHMK nogasneH.

McTekno Bpemsa NOBTOPHOM cbopku pparmeHTa.

OwmnbKa ncxoaaLero MapLpyTa.

cCluo|m|LQLlO|(Z2|T |

MopT HeaocTyneH.

MporpammHoe obecneuveHune Telnet-kaneHTa KOMMyTaTOpa NOAAEPKMBAET CneLmasibHble KOMaHAbI
— OYHKUMM KOHTPOAA TepMMHana. [na BXo4a B PeXMM CheLmanbHbiX KOMaHA BO BpemsA akTMBHOM Telnet-
Ceccumn UcnosibyeTcs KoMmbuHauma Knasuu Ctrl-shift-6.

Tabnuua 5.14 — CneumanbHble KomaHabl Telnet

CneyuanvbHaa KOMaHOd Has3HayeHue
AN Mepeaatb no telnet paspbiB coegmMHeHuUA.
AN C Mepepatb no telnet npepbiBaHne npouecca (IP).
AN Q MNepeaatb no telnet yaanexHme cumsona (EC).
AN o Mepepatb no telnet npekpalteHue sbisoga (AO).
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Mepepatb no telnet coobuweHune «Are You There?» (AYT) a4na KoHTpons

AN t

noAKNto4eHUA.
ANy Mepeaatb no telnet ctpaHue ctpoku (EL).
AN X Bo3BpaT B peXMM KOMaHAHOM CTPOKMW.

TaKe BO3MOXKHO UCMOAb30BaHWE AONOIHUTENbHbIX OFILI,Mﬁ npu OTKPbLITUN Telnet-ceccuu:

Tabnnua 5.15 — KntoueBsble c10Ba, UCMOb3yeMmble Npu oTKpbITUK Telnet-ceccuu

Onyus OnucaHue
/echo JloKanbHO BKAtOYAET YyHKLMIO echo (nogaBneHue BbIBOAA HA KOHCO/b).
/quiet He gonyckaeT BbIBOA, BCEX COODLLEHMI NporpaMMHoro obecneveHus Telnet.

/source-interface

OnpegenseT MHTEPDENC-UCTOYHMUK.

/stream

BkntovaeT 06paboTKy NOTOKa, KOTOPbIN paspellaeT HesawmueHHoe TCP-
coeaumHeHne 6e3 KOHTpoAA nocnegoBaTenbHocTel Telnet. MoToKoBOe coeanHeHMe
He obpabaTbiBaeT Telnet-onumMn 1 MOXKET MCNOb30BATLCA A/1A NOAKAOYEHUS K
nopTam, Ha KOTOPbIX 3anyLeHbl Nporpammbl KonnposaHusa UNIX-to-UNIX (UUCP)
nMbo Apyrue NPoTOKObI, He ABaaowmeca Telnet-npoTokonamu.

KomaHObI 0docmyriHbie 8 pexcume 2106as1bH020 KOHU2YPUPOBAHUA:

3anpoc KOMaHAHOM CTPOKM B pexxmnme rnobanbHOro KOHGUIypUpoBaHUA UMEET caeayowmii BUua;

console (config) #

Tabauua 5.16 — KomaHap! yNpaBieHUa CUCTEMON B peXUMe rn1o6anbHOro KoOHGUIypupoBaHma

KomaHda

3HayeHue/ 3Ha4yeHue no
YMOAYAHUIO

Aeiicmeue

hostname name

no hostname

(1..160) cumeonos/-

KomaHpa CNYXUT ONA 3a4aHNA CeTeBOro UMeHu yCTpOﬁCTBa.

BepHyTb ceTesoe uma yCTpOﬁCTBa B 3Ha4YeHWe No YMONYaHUIo.

no service cpu-input-rate

service Pa3pelunTb yCTPOMCTBY NPOrPaMMHO M3MEPATb YPOBEHb
cpu-utilization 3arpysKu pecypcos LLeHTPaabHOro NpoLLeccopa KoMmmyTaTopa.

-/enabled
no service 3anpeTuTb YCTPOMCTBY NPOrPamMmmMHO U3MePATb YPOBEHb
cpu-utilization 3arpy3Ku pecypcoB LeHTPabHOro NpoL.eccopa KommyTaTopa.

PaspeLwnTb yCTPOMCTBY NPOrPaMMHO M3MEPATb CKOPOCTb
service cpu-input-rate BXoAAWMX bpeimos 0b6pabaTbiBaeMbiX LeHTPasIbHbIM
. MpOoLLEeccopoM KoMMmyTaTopa.
-/disabled

3anpeTuTb YCTPOWCTBY NPOrPamMMHO U3MePSATb CKOPOCTb
BXoaAWmX dperimos 06pabaTbiBaeMbIX LEHTPAAbHbIM
NpoLLEeccopom KOMMYTaTopa.

service cpu-rate-limits
traffic limit pps

traffic: http, telnet, shh,
snmp, ip, link-local, arp-
switch-mode, arp-
inspection, stp-bpdu, other-
bpdu, dhcp-snooping, web-
auth, igmp-snooping, mld-
snooping, sflow, log-deny-
aces, ptp, other

YCTaHOBKa OrpaHMYEHUI CKOPOCTU BXoAALMX dpelimos ans
onpefeneHHoro TMna Tpaduka.
- pps - NAKeTOB B CEKYHAY.

no service tasks-utilization

pps: (8..1024)
PaspelunTb ycTpoiicTBy NPOrpaMmHO U3MEPATb YPOBEHD
service tasks-utilization 3arpy3Ku pecypcoB LEeHTPaAbHOIo NpoLeccopa KoMmmyTaTopa
A KaXA0ro CUCTEMHOTO npoLiecca.
-/disabled ad A pot

3anpeTuTb YCTPOWCTBY NPOrPamMmHO U3MEPATb YPOBEHb
3arpysKu pecypcos LeHTPaNbHOro NpoLLeccopa KoMmyTaTopa
[NA KaXA0ro CMCTEMHOTO npotiecca.

Ethernet-kommymamopsi MES1000, MES2000

53



HELTEX

5.6 YnpaBneHue cTeKOM KOMMYTaTOpPOB

CTeK KOMMYTaTopOB GYHKLMOHMPYET KaK eAMHOE YCTPOMCTBO U MOMKET BKAIOYATh A0 3-X ycTpoicTs’,
UMeEILLMX Cneaytowme poau, onpeaensemble ux ngeHtupukatopamm (StackiD):

Master (StacklD 1) — Begylimii KOMMYTaTOpP, OH YNPAB/AAET BCEMW YCTPOMCTBAMU B CTEKE.
Backup (StacklD 2) — pesepBHbI Begylwmii KommyTatop. Ecam B cTeke npucytcTByeT u
KOPPEKTHO QYHKUMOHUpPYeT ycTpoinctBo co StackiD 1, To 3TOT KOMMyTaTop ABAAETCH
noaumMHeHHbIM. Mpu Bbixode M3 cTpoa master-kommyTtaTtopa backup 6epet Ha cebsa ponb
Begyllero ycTtpoictea. B npouecce paboTbl NPOUCXOAMT CUHXPOHM3AUMA  startup
KOHOUrypaumm mexay master n backup.

Slave (StackiD 3) — nogYMHEHHbIN KOMMyTaTop. TakoM KOMMYTaToOp He MOMeT paboTaTb B
OTCYTCTBME BEAYLLErO YCTPOMCTBA.

B perKMme CTEKMPOBaHWA KOMMYTATOPbI MCNO/b3YIOT Napy NOPTOB ANA CUHXPOHM3ALMM CTeKa. Bbibop
NOPTOB 3aBMCUT OT MOZENIM KOMMYTaTOpa:

MopTol,

MES1024 ucnonb3ayeT Gi0/1 n Gi0/2;

MES1124, MES1124M ucnonb3ayeTt Gi0/3 n Gi0/4;

MES2124, MES2124P, MES2124M, MES2124MB ncnonb3aytot Gi0/27 n Gi0/28;
MES2208 - TBD

3aHATble ANA CTEKMPOBaHMA, UCMONbL3YIOTCA AN Mepefayn Cny»KebHoh MHbopmaumm u

TPaH3UTHOrO TpaguKa MeKAy KOMMyTaTopamu creka. loagepskvMsaloTca ABe TOMOMOMMU COeAUHEHMSA
YCTPOMCTB B CTEKE — KO/bLLeBaA U iMHelHan. PeKomeHayeTcs MCNoAb30BaTh KO/bLEBYIO TOMOAOTUIO A/1A
MOBbILWEHMA OTKa30yCTONYMBOCTU CTEKA.

KomaHOwbl pexcuma privileged EXEC

3anpoc KOMaHAHOM CTPOKM UMEET CieayoWwmin BUA,:

console#

Tabnunua 4.17 — Ba3oBble KOMaHAbl, AOCTyNHble B pexxume privileged EXEC

3HayeHue/
KomaHda "
3Ha4yeHue no Aelicmeue
YMOAYAHUIO
OnpegaenseT pexnm paboTbl KOMMyTaTopa:
. - standalone — KOMMYTATOP MOXKeT pa6OTaTb KaK CaMOCTOoATe/IbHOE
unit mode

<standalone|stackable>

- YCTPOWCTBO;
- stackable — KommyTaTop MoKeT paboTaTb B perKMme CTeka.
CmeHa perkMma NpoucxXoAuT Nocae nepesarpyskn KommyraTopa.

reset stack-id

unit renumber local after-

HasHauaeT Homep ycTpoicTea «stack-id» nokanbHomy ycTpoicTay (Ha
KOTOPOM BbINO/JIHEHA KOMaHAa). KomaHAa MoxKeT 6bITb UCNO/Ib30BaHa B
stack-id: (1..3)/1 pexunme «standalone» nnm B pexkume «stackable» Ha Begyliem
ycTpoiictee. CMeHa HoMepa yCTpoicTBa NPon3onaET nocne
nepesarpyskuM KoMmMyTaTopa.

HasHauaeT HOBbI HOMep YCTPOWCTBa «new-id» KommyTaTopy C
Homepom «current-id». KomaHga MoxeT 6bITb UCMONb30BaHa TOJIbKO

unit renumber current-id current-id: (1..3) N
after-reset new-id new-id: (1..3) Ha BEAyLIEM yCTpOMCT,Be creKa. _—
CmeHa Homepa YCTpOoMCcTBa NPOU30MAET Nocae nepesarpysku aToro
yCTpoWcTBa.
OTo6parkaeT MHGopMaumio 06 YCTPOIMCTBAX, BXOAALLMX B CTEK.
Mpu BBOAE KOMaHAb! 6e3 napameTpa oTobparkaeTcs KpaTKas
show unit [stack-id] stack-id: (1..3) MHbopMaLma 060 BCex YyCTPOMCTBAX CTEKa.

Mpwu yKasaHumn «stack-id» otobpakaercs nogpobHas nHdopmaums o
BbIGpaHHOM yCTpoicTBe.

1 v
B TekyLlel Bepcum NporpammHoro obecnedyeHus.
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= [lpuMmep UCMONb30BAHUA KOMaHAbl show unit:
Vil

Unit:

MAC address:
Master:
Product:
Uplink unit:
Status:
Active image:

consolef#show unit 1

1

a8:f9:4b:81:61:40
Enabled.

MES-2124. Software:
0 Downlink unit: O.
master

imagel.

1.1.16

Selected for next boot: imagel.

Topology is Chain

Stack image auto synchronization is enabled
Unit Mode After Reset:
Unit Num After Reset: 1

stacking

Tabnunua 4.18 — OnncaHMe pe3ybTaToB BbINONHEHUA KOMaHAbl «show unit»

Mone OnucaHue
Unit: NaeHTudMKaTop BbIBPAHHOIO YCTPOICTBA
MAC address: MAC-agpec KommyTaTopa
Master: PaspelieHue cTaTb BeAyLIMM YCTPOMCTBOM B CTEKE
Product: OnncaHne moaenn KommyTaTopa
. . NaeHTudMKaTOp KOMMyTaTopa, MOAK/IIOYEHHOTO K BEPXHEMY CTEK-NOPT
Uplink unit: AeHtnd P yTarop Ji} p y pTY

BbIGPaAHHOrO YCTPOMCTBa

Downlink unit:

NaeHTUdUKaTOp KOMMYTATOPa, NOAKNOUEHHOTO K HUMKHEMY CTEK-NOPTY
BblbpaHHOro ycTpolicTBa

Status:

TeKyLan poab KOMMYTaTOPa B CTEKE

Active image:

AKTUBHbIN 06pa3 NO

Selected for next boot:

O6pas MO, KoTopbI ByAeT aKTUBHbIM NOC/E Nepesarpyskm

Topology is

TeKyLLasa TononoruaA creka - chain (uenoyka) nau ring (KonbLo)

Unit Mode After Reset:

Pexkum paboTbl KOMMyTaTOpa nocae nepesarpysku — standalone/stacking

Unit Num After Reset:

NaeHTudMKaTOp KOMMyTaTopa, KOTOPbIA MPUMEHUTCS NOC/E Nepesarpysku

" i YcTpoiicTBa ¢ 0AMHAKOBbIMU naeHTuGUKatopamm «Unit ID» He moryT paboTaTb B 04HOM

ol CTeke.
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5.7 KomaHabl ANA HaCTPOMKKM NapameTpoB ANA 3af4aHUA naponei

l£|,aHHI:Il\;1 KOMNJIEKC KOMaHA npegHa3sHayvyeH 4nAa 3a4aHnA MUWUHMMANbHOM CNOXHOCTH naponan, a Takxe

ONA 3a4aHMA BpeMeHU AeNCTBMA Napons.

KomaHObI docmyriHblie 8 pexcume 2106a16H020 KOHPU2YPUPOBAHUSA:

3anpoc KOMaHAHOW CTPOKM B pPeXKMME r106anbHOro KOHGUIYPUpPOBaHUA UMEET CNeaYIOWNIA BUA:

console (config) #

Tabnnua 5.19 — KomaHAabl ynpaBaeHUsa CUCTEMOW B peXume rnobasibHoro KoHGUrypmpoBaHus

KomaHda

3HayeHue/ 3HayeHue no
YMOAYAHUIO

Aelicmeue

passwords aging age

no password aging

age: (0..365)/0 aHe#

3apaeT Bpems Ku3Hu naponeit. Mo ucteyeHunto 3agaHHoro
cpokKa 6yaeT NpeanorKeHo CMeHUTbL Napob. 3HaveHune O
rOBOPUT O TOM, YTO BPEMS KU3HM Naposieit He 3a4aHo

BoccTaHaB/MBaeT 3HaYeHMe No YMOIYaHMIO

passwords complexity

no passwords complexity
min-classes

enable -/disabled BkntoyaeT orpaHuyeHmne Ha popmat napona
BK/toYaeT orpaHuyeHune, 3ajarowee MUHUMANbHoe
passwords complexity min- KO/JIMYECTBO K/1aCCOB CUMBOJIOB (CTPOYHbIe BYKBbI, 3ar1aBHble
classes value 6YKBbI, UMPPbI, CUMBObI)
value: (0..4)/3

BoccTaHaBnMBaeT 3HauYeHMe No YMONYaHMIO

passwords complexity min-
length value

no passwords complexity
min-length

value: (0..64)/8

Bkntouaet orpaHu4YeHne Ha MMHUMaNbHYO A/IMHY NApPOonA.

BoccTtaHaBauBaeT 3HaYeHMe No YMONYaHUIO

passwords complexity no-
repeat number

no password complexity
no-repeat

number: (0..16)/3

BKk/loyaeT orpaHuueHune, 3agatllee MakcMmanbHoe
KOJIMYECTBO NOCNEeA0BaTEIbHO NMOBTOPAIOLLMXCA CUMBOJIOB B
HOBOM napone.

BoccTaHaBnmBaeT 3HaveHue no YMONYaHUIO

passwords complexity not-
current

3anpeLLaeT Npy CMeHe NapoiA UCMOo/Ib30BaTb B KayecTse
HOBOrO CTapbIit

no passwords complexity
not-username

-/enabled
no passwords complexity o
Pa3speluaeT MCNonb30BaTh CTapblii Napo/ib NPU CMeHe
not-current
passwords complexity not- 3anpeLaeT UCMNONb30BaTh B KaYecTse Napoas umsa
username nonb3osaTens
-/enabled

PaspeLuaeT MUCNO/1Ib30BaTb B Ka4yeCTBe Napo/sia uma
nonb3osarena

Tabnunua 5.20 — KomaHabl ynpasneHus cuctemoit B pexkume Privileged EXEC

KomaHoa

Aelicmeue

show passwords
configuration

OTo6paskaeT nHPopmaLmMio 06 orpaHUYEHUAX Ha NAPOIIU
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5.8 Paborta c paiinamu

5.8.1 OnucaHue apeymeHmoe KOMaHO

Mpu ocywecTBNeHnn onepaumii Hag Gannamu B KayecTBe aprymeHTOB KOMaHZ BbICTyMatoT agpeca

URL -

onpegennTenn MeCToHaxoXaeHuAa pecypca.

OnuncaHne KAO4YeBbIX CNOB,

onepauuax, npuseaeHo B Tabaunue 5.12.

Tabnumua 5.21 — Cnucok KAtoYeBbIX CI0B U UX ONUCaHWe

Kniouesoe cnoeo

OnucaHue

flash://

McxoaHbl agpec uamn agpec Mecta HasHauyeHMa 419 SHEProHe3aBMCUMON NamATH.
JHeproHesasMcMMan NamaTb UCNOAL3YETCA MO YMOAYaHuio, ecan agpec URL onpeaeneH 6es
npedukca (npedumkcamum senatotcs: flash:, tftp:, scp:...).

running-config

dain TekyLLeln KoHoUrypaumm.

startup-config

daiin nepBoHaYabHON KOHUTypaLum.

Ecnun ncxoaHbi paiin — aaHHbIN 06pa3 akKTUBHBIN.

image - . .
Ecnu yaaneHHblt dpaiin — gaHHbIN 06pa3 He aKTUBHBIN.
boot 3arpysouHbliit daia.
MUcxoaHbI agpec nam agpec mecta HasHadyeHua ana TFTP-cepeepa.
titp:// CuHtakcuc: tftp://host/[directory/] filename. ) .
host — moxeT 6bITb IPv4-agpecom Unun ceTeBbIM UMEHEM YCTPOICTBa, directory — KaTasor,
filename — uma davina.
McxoaHbI agpec nam agpec mecta HasHavyeHua ansa SSH-cepsepa.
scp:// Cuntakcuc: scp://[username([:password]@]host/[directory/] filename
username — uMA nosb3osatens, password — naposib nonb3osatens, host — IPv4 agpec nnm
ceTeBoe MMA YCTPoncTBa, directory — katanor, filename — uma darina.
xmodem: UcxoaHbiM agpec daitna npy MCnosib3oBaHMM NpoToKoaa X-modem no nocnefoBaTebHOMY

coeaANHEHNIo.

unit://member/ startup-
config

KoHdurypaumoHHbIn dalin, ncnonb3yembiii Npu 3anycke yCTpouncTsea.
member — MOXeT bbITb IP-aapecom Mnmn ceTeBbIM UMEHEM YCTPOMCTBA B CTEKE.

unit://member/ image

®aiin cuctemHoro MO Ha YCTPOMCTBE MM Ha OAHOM U3 YCTPOMCTB CTeKa. [nA KonMpoBaHus ¢
Beayuwero yCTpOFlCTBa Ha BCe OCTa/ibHble MOA4Y/IN MOXXHO B 3/1eMeHTe member ncnonb3oBaTb
«*»,

member — MmoXeT 6bITb IP-agpecom nam ceteBbim UMEHeM yCTpOﬁCTBa B CTeKe.

3arpy3ouHblit Gana Ha YCTPOMCTBE MM HA OAHOM U3 YCTPOMCTB CTeKa. [1na KonnposaHuA ¢
BEe/lyLLLEro yCTPOMCTBa Ha BCe OCTa/ibHblE MOAY/IN MOXKHO B 3/1IeMeHTe member UCcnonb30BaTb

unit://member/ boot *
«»,
member — MOXeT 6biTb IP-afpecom uam ceTeBbiM MMEHEM YCTPOWCTBA B CTEKE.
null: MycToe MecTo HazHayYeHMa A4 Konui unm ¢annos. MoXKHO KONMPOBATL YAANEHHbIM Galin K
’ nycToMy yKasaTento, 4Tobbl onpeaennTb ero pasmep.
logging dalin c uctopmelt KomaHa,
unit://member/ backup- Pe3epBHbiit paitn KOHPUrypaL MM Ha YCTPOMUCTBE UM HA OGHOM M3 YCTPOMCTB CTEKA.
config member — MOXeT 6bITb IP-afpecom uUau ceTeBbiIM UMEHEM YCTPOWCTBA B CTEKE.

MCnosibsyembiX B
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5.8.2 KomaHObI 0na pabomei ¢ palinamu

KomaHabl ana p360TbI C cbaﬁnamm AOCTYNHbI TO/IbKO NPUBUNETNPOBAHHOMY NOZ1Ib30BATENIO.

3anpoc KomaHAHOM cTpoKu B pexkume Privileged EXEC nmeeT cneayrowmin BuAa;

console#

Tabanua 5.22 — KomaHabl ans pabotbl ¢ painamm B pexkmume Privileged EXEC

KomaHda

3HayeHue

Aeiicmeue

copy source-url destination-
url [snmp]

copy source-url image

copy source-url boot

copy source-url running-
config

copy source-url startup-
config

copy running-config
destination-url

copy startup-config
destination-url

source-url:
(1..160) cumBonos;

destination-url:
(1..160) cumsonos;

KonupoBaHue dalina n3 mecTononoKeHna NCTOYHMKA B
MECTOMOJIOKEHNE Ha3HaYeHUs.

- SNMp — UCNO/Ib3YeTcA TO/IbKO KOraa KonupoBaHue
ocyuiecTeaseTcs u3/s startup-config. Cneunduumnpyet
MCMNONb30BaHWE MCXOAHOMO afpeca Uav agpeca mecta
Ha3HavyeHuna B popmate SNMP;

- source-url — mecTononoxeHue Konvpyemoro aiina;

- destination-url — appec mecTa HazHayeHus, Kyga dann byget
CKOMWUPOBAH.

KonnpoBsaHue ¢atina cuctemuoro MO c cepsepa B
3HeproHe3aBUCUMYIO NAMATb.

KonupoBsaHwue 3arpysoyHoro ¢aiina c cepsepa B
3HEeproHe3aBUCMMYIO NAMATb.

KonuposaHue daiina KoHUrypaLmm c cepsepa B TEKYLLYIO
KOHPUrypaumtio.

KonnpoBsaHue daiina koHduUrypauum c cepsepa B
nepBOHaYabHYIO KOHUrypaumio.

CoxpaHeHue TeKyLel KoHbUrypauumn Ha cepeepe.

CoxpaHeHve nepBoHayaibHON KOHGUIypaLumm Ha cepsepe.

copy running-config
startup-config

CoxpaHeHwe TeKyLLen KOHOUTYpaLMKn B NepBOHaYabHYO
KOHdUrypaumtio.

copy running-config file

CoxpaHeHue TeKyLei KoHbUrypauun B 3aaHHbIM pe3epBHbIi
daiin koHburypauum.

copy startup-config file

CoxpaHeHve nepBoHaYanbHOM KOHGUIypaLumm B 3a4aHHbIN
pe3epBHbIi Gpain KoHPUrypaLmu.

copy running-config
backup-config

CoxpaHeHue TeKyLlel KoHOUrypauumn B pesepsHbIi paiin
KOHbUrypauuu.

copy startup-config
backup-config

CoxpaHeHue NepBoHaYaNbHOW KOHOUTYpaLuUK B pe3epBHbIii
¢dain KoHdUrypauum.

dir

OTobparkaeT cnncok ¢ainios Bo GA3W-NamaATH

more {flash.//<file> |
startup-config | running-
config | mirror-config |
<file>}

<file>: (1..160) cumBonoB

Otobparkaet cogepxumoe daina.
- startup-config — otobparkaer cogepkumoe daiina
nepBoHayYanbHOM KOHbUrypaLumu;
- running-config — otobpaskaeT cogepxumoe daiina TekyLien
KOHbUIrypauuu;
- flash:// — oTo6paraet painbl ¢ USB flash-HakonuTeneit;
- mirror-config — oTobpaxaeT cogeprkumoe daiina TekyLien
KOHOUrypaLum ¢ 3epKana;
- file — vims datina.
|  daiinbl oTobpaxkatorca B popmate ASCII, 3a

. UCKAloYeHnem image, KoTopble oTobpaxatorca B
WecTHaguaTepuuHom popmare.
* prv daiinbl He oTobparkaloTca.

delete url i Ypanenue daina c Gpnaw-namaT ycTpomcTsea.
daiinbl *.prv, image-1 n image-2 He MoryT 6bITb yaaneHbl.
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delete startup-config - YaaneHus daitna nepeoHadanbHON KOHUrypaLmm.

boot system Onpepenset daiin cuctemHoro NO, KoTopblli ByaeT 3arpyxeH

[unit unit] {image-1| npwu 3anycke.

image-2} unit: (1..4) - unit — Homep yCTPOKCTBa B CTEKe (419 KOMMyTaTopa,
paboTatoLLero B aBTOHOMHOM PEXUME, MapaMeTp He
ncnonbsyercs).

show running-config - OTobparkaeT cogepxumoe paina Tekywen KoHPUrypaumm.

show startup-config OTobparkaeT cogepxunmoe dpaina nepBoHayvanbHOM
KoHbUrypauuu.

show bootvar [unit unit] Moka3blBaeT akTUBHbIN paitn cuctemHoro MO, KoTopbli

YCTPOWCTBO 3arpy»*KaeT Npu 3anycke.
- unit — Homep yCTPOICTBa B CTEKe (419 KOMMyTaTopa,
unit: (1..4) pa60Ta|0u.|,ero B aBTOHOMHOM peXxnume, napameTp He
ncnonbsyerca).
NapameTtp [unit unit] npu BbINONHEHNMN KOMaHADI
,’ AOCTYrNeH TO/IbKO B peXXume CTeKMpoBaHUA

write [memory | terminal] CoxpaHeHwue TeKyLeit KoHburypauum B daiin
nepBoHaYaibHOW KOHUIypauuu.

rename url new-url M3meHeHne nmenun daiina.
url: (1..160) - url — Terywee uma daiina;
- new-url — HoBoe uma daina.

CyLLecTBYIOT HEKOTOPbIE HeA0MNyCTUMble KOMOMHAL MM MECTONONOXKEHUA U MmecTa
’ HasHayeHuA. Henb3sa KoNupoBaTb B C/IEAYIOWMNX CAYUAAX:
= —  ec/v UcXoaHblii ¢paiin n paitn HasHauYeHUA — O4UH U TOT Ke daiin;
— xmodem He moxKeT 6biTb agpecom HasHaueHuA. Mo X-modem c appeca
MCTOYHUKA ¢painn moxKeT 6biTb CKONMPOBaH TONbKO B ¢aiin cucremuoro MO,
B 3arpy30u4Hbiit ¢aiin uam B null;
— cepBep TFTP He moxeT 6bITb afpPecom UCTOYHUKA U aApPecom HasHauveHus
ANA OAHOI KOMaHAbI KONMUPOBAHUA;
—  *.prv ¢aiinbl He MoryT 6bITb CKONMUMPOBAHbI UK NPOYUTAHDI;
— KonupoBaHue K/OT yCTPOWCTB cTeKa, paboTalolmx B BegOMOM pexume,
BO3MOHO TO/NbKO pna ¢aina cuctemHoro MO m daitna HavanbHOro
3arpysuuka.

Tabnunua 5.23 - OnucaHne NPM3HaAKOB KOMMPOBAHUSA

lpusHak OnucaHue

BocKnuuaTtenbHbI 3HaK 03HaYaeT, YTo NPOLLECcC KONMPOBaHUA UAET YCMNeLHOo.
| Kaabl BOCKMLIATENIbHbIN 3HAK YKa3biBaeT Ha YCMeLlHyo nepeaayvy Aecatu
naketos (512 6aiiToB KaxAablii)

TouKa 03HavaeT, YTo Npouecc KoNMpoBaHUA NpepBaH. HECKOIbLKO TOYeK NoapAas,
O3Ha4aeT, 4YTo B nNpouecce KonMposBaHMA BO3HUKNA owmnbKa.

[pumepbl UC0/16308GHUA KOMAHO.

= Ypanutb ¢pann test s sHeproHe3aBUCUMOMN NaMATH:
console# delete flash: test

Delete flash:test? [confirm]

Pe3yanaT BbIMOJIHEHNA KOMaAHAbI: MOC/sie noATBepKAeHUA d)aﬁn 6y,a,eT yOaneH.
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5.8.3 KomaHObI 0na pe3epsuposaHus KOHguzypayuu

B AaHHOM pasaene onuMcaHbl KOMaHAbl HACTPOMKKN pe3epBUPOBaHUA KOHUIypaL MK No Tanmepy Uan

NpW COXpaHeHUM TekyLwen KoHourypaumm Ha flash-Hakonutens.

KomaHObI docmynHbie 8 pexcume 27106a716H020 KOHGU2YPUPOBAHUA:

3anpoc KOMaHAHOW CTPOKK B pPeXXMME r106anbHOro KOHGUIypUpPoBaHUA UMEET CAeayIOWNA BUA:

console (config) #

Tabnnua 5.24 — KomaHAabl ynpaBaeHUa CUCTEMOW B peXume rnobasbHOro KoHGUrypmupoBaHus

KomaHda

3HayeHue/ 3HayeHue no
YMOAYAHUIO

Aelicmeue

backup server server

no backup server

server: (1..22) cumBosioB

Yka3aHue tftp-cepsepa, Ha KOTOpbIN byaeT NPon3BOAUTLCA
pesepBupoBaHune KoHdurypauum. Ctpoka 8 popmaTte
«tftp:// XXX XXX XXX XXX »,
«scp://[[username][:[password]]@]host».

YpaneHue cepeepa ANa pe3epBupoBaHuA.

backup history enable

no backup history enable

/BbIK/IIOYEHO

BKtOUNTL COXPaHEHWE NCTOPUU pPe3epPBHbIX KOMUNA.

OTKNOYUTD COXPAaHEHWNE NCTOPUMN Pe3ePBHBIX KOMWNA.

backup path path

no backup path

path: (1..128) cumBonos

YKasaHue nyTv pacnonoxkeHus daina Ha cepsepe 1 npeduKca
daina. Mpu coxpaHeHnn K npedurKey byaet gobasnatbea
TeKywan gaTa 1 Bpema B popmate rrrrmmasy4mmcc.

YpaneHue nytm ana pesepsupoBaHus.

backup time-period timer

no backup time-period

timer: (1..35791394)
MWH/720 MWUH

YKazaHue NpomMeKyTKa BPEMEHM, N0 UCTEYEHUMN KOTOPOTO
6yOeT OCyLLeCcTBAATLCA aBTOMATUYECKOE Pe3epBUpPOBaHMe
KOHdUrypaLumu.

BoccTaHaBauBaeT 3HaYeHne N0 YMONYaHUIO

backup auto

BkitoueHMe aBTOMaTMYECKOro pesepBnpoBaHNA

no backup write-memory

/disabled KOHdUrypaLumu.
no backup auto YcTaHOBKa 3Ha4YeHMA N0 YMOAYAHUIO.
. BKkntoyeHne pe3epBUpPoOBaHMA KOHPUTypaLmnm Npu COXpaHeHUn
backup write-memory ) pesepeup urypau P P
/disabled nosib3oBaTtenem KoHourypaumm Ha flash.

YcTaHOBKa 3Ha4YeHunAa no YMO4aHULO.

Tabnnua 5.25 — KomaHabl ynpasneHus cuctemon B pexkume Privileged EXEC

KomaHoa

Aelicmeue

show backup

OTo6paskaeT MHPOPMALMIO O HACTPOWKAX pe3epBMPOBaHMA KOHOUIypaLUn.

show backup history

OTOB6parkaeT UCTOPUIO YCNELLIHO COXPAaHEHHBIX Ha cepBep KOHOUTypaLuii.

5.8.4 KomaHObI 013 asmomamu4vecko20 06Ho8neHUA U KOHU2YpUpPOoBaHUs

lpoyecc asmomamu4yecKo2o obHoeneHun

KommyTaTop 3anyckaeT npouecc aBTOMaTMyeckoro obHoBfeHus 6asupytowmiica Ha DHCP (go
npoLecca aBTOMaTUYECKON KOHPUrypaLuum), eCnm OH BKAOYEH U MMA TekcToBoro ¢aiina (DHCP-onuma 125),
cofeprKallero uma obpasa MO, 6bino npeaoctasneHo cepsepom DHCP.

Mpouecc aBTOMATUYECKOro O6HOBEHMA COCTOUT U3 CAeAYOLWMX LWaros:
1. KommyTaTop 3arpyraeT TeKCToBblM $alin U YyMTaeT u3 Hero umsa daiina obpasa MNO Ha TFTP-
cepsepe;

2. KommyTtatop cKkauyuBaeT nepsbiit 610K (512 6aiiT) obpasa MO c TFTP-cepsepa, B KOTOPOM
copepxutca sepcma MNO;
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3. KommyTtaTop cpaBHMBaET Bepcuto daina obpasa MO, nonydyeHHoro ¢ TFTP-cepBepa, ¢ Bepcuen
akTMBHOro obpasa MO KommyTaTopa. Ecan oHM oTanYaloTCs, KoMMyTaTop 3arpyaet obpas MNO
¢ TFTP-cepBepa BMecTO HeakKTMBHOro obpasa O kKommyTaTtopa W AenaeT AaHHbii 06pa3
aKTUBHbIM;

4. Ecnu o6pa3s MO 6bln 3arpyKeH, TO KOMMYTaToOp Nepe3arpyrkaercs.

Mpoyecc asmomamu4yecKko20 KOHpU2ypupoeaHus

KommyTaTop 3anyckaeT npouecc aBToMaTUYeckoro KoHourypuposaHua, basupytowmiica Ha DHCP,

NpPW BbINOJHEHUWN CEAYIOLLUX YCNOBUIA:

Y

1. ABTOMaTU4YeCKOe KOHOUIYPMPOBAHUE PaspeLleHO B KOHPUTrypauuu.
2. Otser DHCP-cepsepa cogepuT IP-agpec TFTP-cepBepa (DHCP-onuua 66) n umsa daiina
KoHourypaumm (DHCP-onuma 67) B popmate ASCIL.

MNonyuyeHHbIN paitn KoHPUrypaumnm gobasnseTca K Tekywei (running) KoHdurypauum.

Ecan nonb3oBaTesnb BKAOUMA aBTOMATMUYECKOe COXpaHeHue (KomaHpa boot host auto-
save), To TeKywasa (running) KoHdurypauma 6yger cKonupoBaHa B MNepBOHAYANbHYIO
KoHdurypauumio (startup).

KommyTaTop AenaeT NonbITKy 3arpy3nTb KOHOUIypaumio, ecan BbiMOAHAETCA O4HO U3 YC/0BUIA:

1. KommyTaTop MMeeT KOHOUrypaumio No YMONYaHUIO;
2. [o nepesarpyskuM KommyTaTopa Mno/nb3oBaTesiem 6blia BBedeHa KomaHaa «boot host dhcp»,
KoTopas GopcupyeT NosydeHme KOHGUrypaLmMm npm 3arpyske.

KomaHObI, docmyrnHbie 8 pexcume 2106a1bH020 KOHPU2YPUPOBAHUA:

3anpoc KOMaHAHOM CTPOKK B pexume rnobasibHOro KOHGUrypMpPoBaHUA UMEET CaeayoWwmii BUA;:

console (config) #

Tabanuya 5.26 — KomaHabl ynpaBaeHUa CUCTEMOW B pexume rnobasbHOro KOHGUrypmpoBaHus

3HayeHue/ 3Ha4yeHue no

KomaHda Aeiicmeue
YMOAYAHUIO
. BkatoyeHne aBTOMaTUYECKOro KOHGUTYypPUpPoBaHUA
boot host auto-config burypup
-/BK/IIOYEHO 6asupytoweroca Ha DHCP.
no boot host auto-config YcTaHOBKa 3HaY€HMA N0 YMOJIYaHUIO.
BKAtoYeHWe aBTOMATUYECKOTO COXPaHEeHNA TeKyLLen
boot host auto-save KOHPUrypaLmm B NepBoHaYaIbHYO Noc/ie Noy4YeHUs ee no
-/BbIK/IIOYEHO
TFTP.
no boot host auto-save YCcTaHOBKa 3HaYeHMA N0 YMOAYAHUIO.

boot host auto-update

BkitoueHMe aBTOMaTMYECKOro KOHd)l/II'ypl/IpOBaHVIFI

-/BKNIOYEHO 6asupytoweroca Ha DHCP.
no boot host auto-update YcTaHOBKa 3HaYeHMA N0 YMOJIYaHUIO.
BKAtoYeHWe NpUHYAMTEeNbHOM 3arpy3Kn KOHOUrypaumm npu
boot host dhcp PUHYA py durypay P
-/BbIKAOYEHO cnepyroLem BKAOYEHUN KOMMYTATOpPa.
no boot host dhcp YcTaHOBKa 3HAY€HMA N0 YMOJIYAHUIO.

KomaHOb! pexcuma privileged EXEC

3anpoc KoMaHAHoOM CTPoKM B pexkmume privileged EXEC umeeT cneaytowmin sua;:
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console#

Tabnnua 5.27 — KomaHabl ynpasneHuns cuctemon B pexkume privileged EXEC

KomaHoa

3HayeHue/ 3HayeHue no

elicmeue
YMOAYAHUIO A

show boot

MpocMOTp HacTpoeK aBTOMaTUYECKOro 06HOBAEHMA U
KOHUIypMpoBaHUs.

= [pumep KoHurypaumm ISC DHCP Server:

unsigned
unsigned
unsigned
unsigned
text

}i

host mes2

option image-filename code 125 = {

integer 32, #enterprise-number. MmeHTuduKaATOP NPOMBBOOUTENS, BCEerLa PaBeH
35265 (Eltex)

integer 8, #data-len. [imMHa BCeX HAHHHX ONUMM. PaBHa IJIMHE CTPOKM sub-
option-data + 2.

integer 8, #sub-option-code. Kopm nomomnuuy, BCerma paBeH 1

integer 8, #sub-option-len. InuHa cTpoku sub-option-data
#sub-option-data. MmMs TexcTOBOTO OGaija, CcomepXamero uMS
obpaza IO

124-test {

hardware ethernet a8:£9:4b:85:a2:00; # MAC-azmpec koMMyTaTOpa

filename "mes2124-test.cfg"; #YMS KOHOUTYpaLUVM KOMMYyTaTopa

option image-filename 35265 18 1 16 "mes2000-1144.ros"; #1MsT TEeKCTOBOIO

banna, comepxamero mMsa obpasza 10
next-server 192.168.1.3; #IP-ampec TFTP-cepBepa
fixed-address 192.168.1.36; #IP-ampec KoMMyTaTopa

5.9 HacTpoiiKa cucTeMHOro BpemeHum

/”;_" ABTOMaTUYECKUI Nepexos, Ha neTHee BpPemMA OCYLLECTBNAETCA B COOTBETCTBUU CO
craHgaptamu CLLUA u Esponbl. B KoHduUrypaumm moryTt 6biTb 3agaHbl ntobbie gata U Bpems

ANA Nnepexoga Ha neTHee Bpemsa u o6paTHoO.

KomaHObl pexcuma Privileged EXEC

3anpoc KomaHgHoM cTpoKu B pexume Privileged EXEC nmeeT cneayrowmin ua;

console#

Tabnnua 5.28 - KomaHAabl HACTPOMKKU CUCTEMHOTO BpemeHu B pexkunme Privileged EXEC

KomaHda 3HaueHue Aeilicmeue
clock set hh:mm:ss day hh: (0..23), mm: (0..59) Py4yHasn ycTaHOBKa CUCTEMHOIO BpemeHu (KomaHga AOCTyNHa
month year ss: (0..59), day: (1..31); TONIbKO ANA MPUBUAETMPOBAHHOIO NOb30BaTENSA).
clock set hh:mm:ss month month: (Jan..Dec); - hh = vacsl, mm — MAHYTb), S5 = CeKYHADI;
day year year: (2000 — 2037) - day — peHb; month — mecau; year — rog,
show sntp configuration - MokasbiBaeT kKoHbUrypaunio npotokona SNTP.
show sntp status - MNMoKa3biBaeT cTaTyc npoTtokoaa SNTP.

KomaHOb! pexcuma EXEC

3anpoc KomaHAHOM CTPoKM B pexkxnume EXEC nmeet cneaytowmin sua;

console>
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Tabnnua 5.29 - KomaHAabl HACTPOMKU CUCTEMHOTO BPeMeHU B pexknme « EXEC»

KomaHda

3HayeHue

Aeiicmeue

show clock

show clock detail

MNoKa3biBaeT cucteMHoe Bpemsa 1 Aaty.

[ononHutenbHo oTobpaskaeT napameTpbl YaCOBOrO NosAca 1
nepexoaa Ha NeTHee Bpems.

KomaHOb1 docmynHbie 8 pexcume 2106a716H020 KOHGDU2YPUPOBAHUSA

3anpoc KOMaHAHOW CTPOKK B pPeXKMME r106anbHOro KOHGUIypUpoBaHUA UMEET CAeayIOLWNiA BUA:

console (config) #

Tabnnuya 5.30 — ChNMCOK KOMaHA, ANA HACTPOMKU CUCTEMHOIO BPEMEHM B pexume rnobanbHoro

KOHPUryprMpoBaHUs

KomaHda

3HayeHue/3HayeHue o
YMOAYAHUIO

Aelicmeue

clock source sntp

no clock source

-/BHELWHUIA UCTOYHUK He
ncnonbsyetca

Mcnonb3oBaHMe BHELWHEro UCTOYHMKA ANA YCTaHOBKMU
CUCTEMHOIO BpEMEHMN.

3anpeluaeT MCNONb30BaHNE BHELHero UCTOYHUKA ANA
YCTAHOBKW CUCTEMHOIO BpeEMEHMWN.

clock timezone zone
hours-offset
[minutes minutes-offset]

no clock timezone

zone: (1..4) cumsona / Het
ONMCaHWA 30Hbl

hours-offset: (-12..+13)/0;

minutes-offset: (0..59)/0.

YcTaHaBAMBaeT 3HaYeHMe YacoBOro noAca.

- zone — cnoso, chopMMpoBaHHOE U3 NepBbix OyKB
C/IOBOCOYETAHMSA, KOTOPOE OHO 3aMEHSAET (ONMCaHMe 30Hbl);
- hours-offset —4acoBoe cmelLeHNe OTHOCUTENbHO HYNEBOTO
mepuamana UTC;

- minutes-offset — MMHYTHOE cMelLeHne OTHOCUTENBHO
Hynesoro mepuanaHa UTC.

YcTaHaBAMBaeT 3HAYEHUE MO YMOHAHUIO.

clock summer-time zone
date month date year
hh:mm date month year
hh:mm [offset]

clock summer-time zone
recurring {usa|eu|

{week day month hh:mm
week day month hh:mm}}

[offset]

no clock summer-time

zone: (1..4) cumsona/ Het
OMUCaHNA 30Hbl
week: (1..4, first, last);
day: (mon..sun);
date: (1..31);
month: (Jan..Dec);
year: (2000 ..2037);
hh: (0..23), mm: (0..59);
offset: (1..1440)/60 muH;

Mo ymonyaHuto nepexos
Ha neTHee Bpems
BbIKOYEH

3apaeT Aaty v Bpems 418 aBTOMaTMYeCKoro nepexoaa Ha
NeTHee Bpems 1 BO3BpaTa 06paTHoO (a1A onpeaeneHHoro
roga).

MepBbiM B KOMaHAE YKa3blBAETCA ONUCAHUE 30HbI, BTOPbIM
Bpems AN nepexona Ha neTHee BPems U TpeTbUM Bpemsa 45
BO3BpaTa.

- zone — cnoeo, chopmMmMpoBaHHOE U3 NepBbix OYKB
CNOBOCOYETaHMA, KOTOPOE OHO 3aMeHAET (onMcaHune 30HbI);

- date —uncno;

- month — mecsau;

- year —rog;

- hh —4acbl, mm — MUHYTbI;

- offset — KOIMYECTBO MUHYT, f,06ABAAEMbIX NPU Nepexose Ha
NeTHee Bpems.

3apaeT AaTty v Bpema 418 aBTOMaTMYECKoro nepexoaa Ha
NeTHee Bpems 1 BO3BpaTa 06paTHO B pexnme exxerogHo.

- zone — cnoso, cpopMMpoBaHHOE U3 NepBbix OYKB
C/IOBOCOYETAHMSA, KOTOPOE OHO 3aMeHSAET (ONMcaHMe 30Hbl);

- usa — YCTaHOBWTb NpaBMa Nepexosa Ha JIeTHee Bpems,
ncnonbsyemble 8 CLLA (nepexos Bo BTOPOE BOCKpeceHbe
MapTa, 06paTHO B NepBOe BOCKpeceHbe HoAbpsA, B 2 Yaca yTpa
No MECTHOMY BPeMEHMU);

- eu — yCTaHOBMUTb NPaBuK/Ia Nepexosa Ha NeTHee Bpems,
ncnonb3yemble EBpocotosom (nepexos B nocnegHee
BOCKpeceHbe MapTa, 06paTHO B NocaesHee BOCKpeceHbe
OKTABpPA, B 1 Yac yTpa no MpuHBMYY);

- hh —y4acbl, mm — MUHYTbI;

- week — Hegena mecaua;

- day — peHb Hepenw;

- month — mecsu;

- offset — KonnuecTBo foHaBAAEMbBIX MUHYT NPU Nepexose Ha
NeTHee Bpems.

OTKNOYaEeT aBTOMATUYECKUIA nepexo Ha neTHee Bpema.

Ethernet-kommymamopsi MES1000, MES2000

63



HELTEX

sntp
authentication-key number
md5 value

no sntp authentication-key
number

number: (1..4294967295);
value: (1..8) cumBonos;
Mo ymonuyaHuto npoBepka
NOAJ/IMHHOCTU OTKIOYEHA

YcTaHaBAMBaET KoY NPOBEPKM MNOAJMHHOCTM A8 NPOTOKOA
SNTP.

- number — HOMep K/oYa;

- value — 3Ha4YeHue Knouva.

Ypanaert KAtod NpoBepKU NOANMHHOCTY ANA NpoToKoia SNTP.

sntp authenticate

no sntp authenticate

-/npoBepKa NoAIMHHOCTH
He TpebyeTca

TpebyeT npoBepKy NOANMHHOCTM AN NONYyYeHUA
nHoopmaumm ot NTP-cepBepos.

YcTaHaBAMBAET 3HAYeHUe No YMOYaHUIO.

sntp
trusted-key key-number

no sntp trusted-key key-
number

key-number:
(1..4294967295);
Mo ymonuyaHuto nposepka
NOAJ/IMHHOCTW OTKAKOYEHA

OcyuecTBnseT NPOBEPKY NOAJNHHOCTU CUCTEMBI, OT KOTOPOW
CUHXPOHM3NpyeTca ¢ nomoLbto SNTP no 3agaHHOMY Kto4y.
- key-number — Homep KAtoya.

YcTaHaBAMBAET 3HAYeHUe No YMOYaHUIO.

sntp client poll timer
seconds

seconds (60 .. 86400)

YcTaHaBauBaeT Bpema onpoca ana SNTP-KnmneHTa.

- - /1024
no sntp client poll timer YcTaHaBAMBaEeT 3HaYEHUE MO YMONYAHUIO.
sntp broadcast client
enable PaspewaeT paboTy wurpokoselaTenbHbix SNTP-KAnMeHToB.
- -/3anpeleHo
no sntp broadcast client P
YcTaHaBAMBAET 3HAYEHME MO YMOYAHMIO.
enable
Paspewaet paboty SNTP-KnneHTam, noaaepKMBaOLLUM
sntp anycast client enable METOZ, PAacCbl/IKM NAKEeTOB, MO3BOAIOWMIA NOCLINATL AaHHbIE
-/3anpeLuyeHo 6anKariemMy yCTPOMCTBY U3 rpynnbl noayyaTenen

no sntp anycast client
enable

YcTaHaBAMBaeT 3Ha4YeHue no YMOYaHUIO.

sntp client enable

{ gigabitethernet gi port |
fastethernet fa_port |
port-channel group |

vlan vian_id}

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..4);

Paspewaet paboty SNTP-KnneHTam, noaaepKMBaOLLUM
METOZ, PAcCbl/IKM NAKeTOB, MO3BOAIOWMIA NOCbINATL AaHHbIE
6aunkanwemy ycTpoMCTBY M3 rpynnbl NosiyyaTenel, a TakKe
WwrpoKoBeLaTesibHbiM SNTP-KAneHTam a5 BbiI6paHHOroO
nHTepodelica.

- nogpobHoe onncaHve HTepdENCcoB N3N0KEHO B pasaene

group: (1..8); .
. «KoHdurypuposaHune nHtepdericos».
. vian_id (1..4094) urypup pd
no sntp client enable
N . /3anpelueHo
{ gigabitethernet gi_port |
fastethernet fa_port | YcTaHaB/MBAET 3HAYEHUE MO YMOMYAHMUIO.
port-channel group |
vlan vian_id}
sntp unicast client enable Paspewaet paboTty ogHoaapecHbix SNTP-KnneHToB.
no sntp unicast client -/3anpeleHo
YcTaHaB/MBaET 3HAaYEHUE MO YMOYAHUIO.
enable
. . PaspeluaeT nocnefoBaTe/IbHbIM ONPOC 33iaHHbIX
sntp unicast client poll p A P A
-/3anpeweHo oaHoagpecHbIx SNTP-cepsepos.

no sntp unicast client poll

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

sntp server

{ipv4_address |
ipv6_address |

{ ipv6-link-local-address }
%{vlan {integer} | ch
{integer} | isatap {integer} |
{physical-port-name}}|
hostname}

[poll]

[key keyid]

no sntp server
{ipv4_address |
ipv6_address |

{ ipv6-link-local-address}%
{vlan {integer} | ch {integer}
[ isatap {integer} |
{physical-port-name} }/

hostname: (1..158)
CUMBO/IOB;

keyid: (1..4294967295)

3apaet agpec SNTP-cepsepa.
- ipv4_address - lpv4-agpec y3na ceTu;
- ipv6_address - Ipvb-agpec y3na ceTu;
- ipv6z-address - Ipv6z-aapec y3na cetu ana ping.
dopmat agpeca {ipv6-link-local-address}%{interface-name};
ipv6-link-local-address — nokanbHbili IPv6 agpec KaHana;
interface-name —nms ncxopgAawero nHTepdelica 3agaetca B
cnepyrowem dopmare:
vlan {integer} | ch {integer} | isatap {integer} | {physical-
port-name}
- hostname — LOMeHHOE UMA y31a CeTH;
- poll — BKntoyaeT onpoc;
- keyid — naeHTUUKaTOP KAtova.

YpaneHue cepsepa n3 cnucka NTP-cepsepos.
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hostname}
sntp port
or$-5umber port-number: Onpeaenaet UDP-nopt SNTP cepsepa.
P (1..65535)/123
no sntp port YcTaHaBAMBaeT 3Ha4YeHWe N0 YMOIYAHWIO.

PaspelaeT nonyyeHme TakMx AaHHbIX KaK 4acoBOWM NOAC U
netHee spemsa ot DHCP-cepsepa.
3anpeLaeT NoNy4YeHUsA TaKUX AaHHbIX KaK YacoBOM NOAC U
netHee spema otr DHCP-cepsepa.

clock dhcp timezone

-/3anpelyeHo

no clock dhcp timezone

KomaHObI pexcuma KoHguaypuposaHus uHmepgelica

3anpoc KOMaHAHOM CTPOKK B pexume KOHPUIryprupoBaHma NHTepdeinca MMeeT cneayowmin Bua;:
console (config-if) #

Tabanua 5.31 — CNMCOK KOMaHA A1 HaCTPOMKM CUCTEMHOFO BPEMEHU B PeEMME KOHOUTYPUPOBAHMS
nHTepdelica

3HaveHue/3HayeHue no "
KomaHoa / Aelicmeue
YMOAYAHUIO

PaspewaeT paboty SNTP-KAneHTy, KOTOpbI Noaaep*KuBaeT
MEeTOZ, PacCbl/IKM NaKeToB, MO3BOAIOLWMIA NOCbINATL AaHHbIE
sntp client enable YCTPOMCTBY BAMMKaMLWEMyY U3 Frpynnbl NoAyYaTenem, a Takxe
-/3anpeleHo
wunpokosewatenbHoMy SNTP-KAMEHTY Ha HacTpanBaemom
nHTepodeiice (ethernet, port-channel, VLAN).

no sntp client enable YcTaHaBAMBaeT 3HaYeHMe N0 YMOIYAHUIO.

- OTO6pa3VITb CNCTeMHOE BpemMA, 4aTy U AaHHble No 4acoBOM 30He:

console# show clock detail

15:29:08 NSK(UTC+7) Jun 17 2009
Time source is SNTP

Time zone:
Acronym is NOV
Offset is UTC+7

Summertime:

Acronym is NSK

Recurring every year.

Begins at first Sunday of April at 2:00.

CTaTyC npouecca CUMHXPOHU3aUNN BpPeEMEHU 0To6pa>+<aeTc91 C noMmouwbo AOMNO/IHNTENBHO CMMBOJ1A
nepen sHa4eHnem BpemeHu.

lpumep:

*15:29:08 NSK(UTC+7) Jun 17 2009
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Mcnonb3ytoTca cneayoume o603HaueHnn:

— TOuYKa (.) o3HayaeT, 4To Bpems A0CTOBEPHO, HO HET CUHXPOHM3aLMK ¢ cepsepom SNTP;
— OTCYTCBME CMMBOJ1a O3HAYaeT, YTO BpemA AO0CTOBEPHO M CUHXPOHM3AUMA eCTb;
— 3Be3a04Ka (*) o3HauyaeT, UTo Bpems HeOoCTOBEPHO.

= 334aTb 4aTy M Bpema Ha CUCTeMHbIX Yacax: 7 mapTa 2009 roga, 13:32
console# clock set 13:32:00 7 Mar 2009

=  OT1obpa3nTb cTaTyc NpoToKosa SNTP:

console# show sntp status

Clock is synchronized, stratum 0, reference is 192.168.16.1, unicast
Reference time is cec866d5.8a20cccb 05:47:01.0 NSK Dec 8 2009
Unicast servers:

Server Status Last Response Offset Delay
[mSec] [mSec]
192.168.16.1 up 05:47:01.0 NSK Dec 7230 -1000
8 2009
Anycast server:
Server Interface Status Last Response Offset Delay
[mSec] [mSe
Broadcast:
Interface IP address Last Response

B npumepe Bblille CUCTEMHOE BPEMS CUHXPOHU3NPOBAHO OT cepBepa 192.168.16.1, nocnegHuin oteeT
nonyyeH B 05:47:01, HecoBnageHMe CUCTEMHOIO BPEMEHW C BPEMEHEM Ha cepBepe cocTasuio 7.23 c.

5.10 KoHdurypuposaHue uHtepdeiicos

V' B 3aBUCMMOCTM OT TOro B KaKOM pexKume paboTaeT KOMMYTAaTop — aBTOHOMHO UAU B

cocTaBe CTeKa, M3MeHseTca BuA 3anucu pna untepdeica Ethernet. Mpu aBTOHOMHOI

pabote 3anucb gna uHtepdeiica umeer sug: 1/0/N, rae N — Homep uHTepdeiica; npm

pabote B coctaBe CTeKa 3anucb ana uHTepdeiica umeetr sua: K/0/N, rae K — Homep

ycTtpoiictBa B creKe, N — Homep wuHTepdeiica. Bbibop pexkmma paboTbl KommytaTopa
onucaH B nyHKTe 4 MeHto Startup.

3HaueHne macku moxeT 6biTb 3anucaHo anbo B popmate X.X.X.X, nmbo B popmare /N, rae
N — KonnyecTBo eAMHUL, B ABOMYHOM NpeacTaB/leHUM MaCKU.

<

C6bpoc HacTpoeK MHTepdeilica Ha 3HAYEHUA NO YMONYAHUIO BbINOAHAETCA caeaylowein
KOMaHpoi:

<

console (config) #default interface {fastethernet fa port |
gigabitethernet gi port | port-channel group | vlan vian id | tunnel
tunnel id | range {..}}
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5.10.1 NMapamempeoi Ethernet-unmepdgbelicos u uHmepgbelicos Port-Channel

KomaHObI pexcuma KoHgu2ypuposaHua uHmepgelica (OuanasoHa uHmepgelicos)

console# configure

console (config) # interface { gigabitethernet gi port | fastethernet
fa port|port-channel group|range {..}}

console (config-if) #

[aHHbI peMM [OCTyNeH M3 peuMma KOHOUIypuMpoBaHMA W NpeaHasHayeH AN 3adaHua
napameTpoB KoHUrypauum wuHTepdelica (nopta KOMMyTaTopa WAM Tpynnbl NopToB, paboTatowmx B
pexume pasgeneHusa Harpysku), inbo ananasoHa MHTepdencos.

Bbibop uHnmepgbelica ocylecTBAAETCA NPU NOMOLLY KOMaHA,:

ana MES1024

interface fastethernet fa_port — nns Hactpoikm nutepdeincos Fast Ethernet 1-24;
interface gigabitethernet gi_port — ana HacTpoiiku nHtepdeiicos Gigabit Ethernet 1-2;
interface port-channel group — ana HacTpolkuM rpynnbl KaHaoB.,

roe

—  group — NopsAAKOBbIi HOMep rpynMbl KAHAN0B NPUHMMaET 3HadyeHun (1..8);
— fa_port — nopaakosbiit Homep nHTepdeiica Fast Ethernet 3apaerca 8 Buae: 1..3/0/1..24;
— gi_port— nopagKkosbiit Homep nHTepdeica Gigabit Ethernet 3apaetca s snge: 1..3/0/1..2.

ana MES1124, MES1124M

interface fastethernet fa_port — ana HacTpoliku nntepoeicos Fast Ethernet 1-24;
interface gigabitethernet gi_port — gna HacTpoikn nHtepdeicos Gigabit Ethernet 1-4;
interface port-channel group — pna HacTpoiKK rpynnbl KaHaNoB,

roe

—  group — nopsAAKOBbIM HOMep rpynMbl KAHAN0B NPUHMMaET 3Ha4veHun (1..8);
— fa_port — nopaakosbiit Homep MHTepdeiica Fast Ethernet 3apaertcs B8 Buae: 1..3/0/1..24;
— gi_port— nopaaKkosbiit Homep MHTepdeica Gigabit Ethernet 3apaetca s suge: 1..3/0/1..4.

ana MES2124, MES2124P, MES2124M

interface gigabitethernet gi_port — nns HacTpoiiku nHTepdeincos Gigabit Ethernet 1-28;
interface port-channel group — pns HacTpoiiKK rpynnbl KaHanoB.,

roe

—  group — nopsAgKOBbIM HOMep rpPynMbl KAHAN0B NPUHMMAET 3Ha4veHun (1..8);
— gi_port—nopaaKkosbiit Homep MHTepdeiica Gigabit Ethernet 3apaetca 8 sBuae: 1..3/0/1..28.

ana MES2208P

interface gigabitethernet gi_port — nns HacTpoiiku nHTepdeincos Gigabit Ethernet 1-12;
interface port-channel group — pns HacTpoiiKK rpynnbl KaHanoB.,

roe

—  group — NopsAgKOBbIiM HOMep rpynMbl KAHAN0B NPUHMMaET 3Ha4veHun (1..8);
— gi_port— nopaaKkosbiit Homep MHTepdeiica Gigabit Ethernet 3apgaetca 8 sBuae: 1..3/0/1..12.

Ethernet-kommymamopsi MES1000, MES2000 67



HELTEX

3anucb nHtepdeiica

1..3/0/1..N

HOMEep YCTPOICTBA B CTEKE HOMep cnoTa HoMep nHTepdelica

KomaHzabl, BBeAeHHble B perKMme KOHPUIypupoBaHUa MHTepdelica, NPUMEHAIOTCA K BbibpaHHOMY
nHTepdelicy.

Hu)Ke npuBeaeHbl KOMaHAbl AN BXOoAa B pPeXMM HacTpohku pgecatoro ethernet-untepdeiica
NnepBOro YCTPOMCTBA B CTEKE W BXOAA B PEKUM HACTPOMKKU rpynmnbl KaHanos 1.

console# configure

console (config) # interface gigabitethernet 1/0/10
console (config-if) #

console# configure

console (config)# interface port-channel 1

console (config-if) #

Bbi6op ouanazoHa uHmepdgeiicoe ocyLecTBASETCA MPU MOMOLLM KOMaHA,:

interface range fastethernet portlist — pnsa HacTpoliku ananasoHa fastethernet-uHrepoeitcos;
interface range gigabitethernet portlist — nns HacTpokn guanasoHa gigabitethernet-untepdeitcos;
interface range port-channel grouplist — ana HacTpoliku AnanasoHa rpynn NopTos.

KomaHabl, BBeAEHHbIE B AaHHOM pexunme, NPUMEeHAKTCA K Bbl6paHHOMy Anana3oHy MHTep¢eﬁCOB.

HuKe npuBeaeHbl KOMaHAbl ANA BXOAA B PEMM HACTPOMKKM AmanasoHa ethernet nHTepdeiicos ¢ 1
no 10 v gna BXxoZa B PeXMM HAacTPOMKM BCEX rPynn NopTOB.

console# configure
console (config) # interface range gigabitethernet 1/0/1-10
console (config-if) #

console# configure
console (config) # interface range fastethernet 1/0/1-10
console (config-if) #

console# configure
console (config) # interface range port-channel 1-8
console (config-if) #

Tabnnua 5.32 — KomaHabl pexkmma KoHourypmposaHus nHtepoelica Ethernet n Port-Channel

3HayeHue/3HayeHue no

KomaHda Aeilicmeue
YMOAYAHUIO
BbIKNOUUTbL KOHUTYpUpYyembl nHTepdelic (Ethernet, port-
shutdown durypupy pdeiic ( p
-/BKI'IK)"IBH Channel).
no shutdown BKNOUUTL KOHOUTYPUPYEMbBIN MHTEpPENC.
description descr (1..64) cumsonos/ [Oo6aBuTb onncaHme uHTepoeiica (Ethernet, port-channel).
no description HeT onucaHuA Yaoanutb onucatue nHtepdeica.
speed mode 3aaaTb CKOPOCTb Nepeaayn AaHHbIX (Ethernet, port-channel
d 10, 100, 1000 A P peAsir A ( P )
no speed YCTaHOBWTb 3HaYeHMEe N0 YMOYAHUIO.

duplex mode 3a4aTb pexxum aynaekca uHtepdeliica.
d {full, halfy/full AdTb pentm Ay Pe

no duplex YCTaHOBWTb 3HAYEHME N0 YMONYAHMIO.

Bk/ito4aeT aBTOCOr/1acoBaHNe ANA CKOPOCTM M Ayn/eKca Ha
HacTpavMBaemom mHTepdeice. MoXHO yKasaTb
negotiation/capl [cap?... 10f, 10h, 100f, 100h, 1000f onpefeneHHble COBMEeCTUMOCTU NapameTpa

cap5]] aBTOCOr/1ACOBAHMA, €C/IM MAapaMeTpbl He 3a4aHbl, TO
noaaepmBeatoTca sce coemectumoctu (Ethernet, port-
channel)
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no negotiation

BbIK/IlOYaET aBTOCOr1acOBaHUE ANA CKOPOCTU M AynaeKca Ha
HacTpanBaemom UHTepodelice.

flowcontrol mode

no flowcontrol

(on, off, auto)/off

3agaTtb pexkum ynpasaeHusa notokom flowcontrol (BKatoumnT,
OTK/IIOYMTb MM aBTOCOr1IacoBaHMe). ABTocornacosaHme
flowcontrol paboTaeT ToNbKO B Cy4ae, ecam pexnmm
aBTOCOrNAacoBaHMA negotiation BKAOYEH Ha HAacTpaMBaemMom
nHTepodeiice (Ethernet, port-channel).

OTKNOUUTD PEXKMM YPaBAEHWUA MOTOKOM.

mdix mode

no mdix

(on, auto)/auto

Mo3BoNAET UCNO/b30BaHNE «NepeKpeLLeHHoro» Kabensa Ha
HacTpanBaemom uHTepoeiice (Ethernet).

3anpeLyaeT UCNONb30BaHME «NEPEKPeLLEHHOro» Kabens Ha
HacTpanBaemom MHTepodeiice.

back-pressure

no back-pressure

-/BbIKOYEH

Bk/ito4aeT GpyHKLMI0 «0BpaTHOro AaBaeHUA» Ha
HacTpanBaemom uHTepdelice (Ethernet).

BbIkntoyaeT GyHKLMIO «06PaTHOrO AaBNEHUA» HA
HacTpanBaeMom MHTepdeiice.

load-average period

no load-average

period: (5..300)/15

YcTaHOBWTb NEPUOA, B TeYeHME KOToporo cobupaetcs
CTAaTUCTMKa O Harpyske Ha HTepdeiice.

YCTaHOBWTb 3HaYeHMe N0 YMOIYaHUIO.

KomaHObI pexcuma 2106a16H020 KOHGU2YPUPOBAHUSA

Bua 3anpoca KOMaHAHOM CTPOKM B peXume KOHPUrypmpoBaHuma:

console (config) #

Tabanua 5.33 — KomaHabl pexkMma obumx HacTpoek nHtepdeinca Ethernet n Port-Channel

KomaHda 3HaueHue Aeiicmeue
PaspewaeTt KommyTaTopy paboTaTb ¢ ppeimamm 6oabLioro
pasmepa.
VF 3HaueHue maximum transmission unit (MTU) no
ymonuaHuio 1500 6air.
port jumbo-frame .
Hactpoiika BCTyNMT B Ccuay TOAbKO  nocne
-/3anpeweHo V "
nepesarpysku yCTPOMUCTBa.
V 3HaueHne maximum transmission unit (MTU) npwu
HacTpoiike port jumbo-frame 10200 6aiiT.
. 3anpeLiaet KOMMyTaToO aboTatb ¢ pperimamm 6onbworo
no port jumbo-frame petl Y Py P ép
pasmepa.
BKNtOUNTL aBTOMATMYECKYIO aKTMBaLMIO MHTepdelica nocne
errdisable recovery cause elro OT;:A K;:Z“rﬂ f_ cnep,yr%u.l,mx caydanx: )
{loopack-detection | - loopbac -_e ection — obHapyxeHue neTenb; .
port-security | - port-security — HapyweHue 6e3onacHocTK ana port security;
dotix-src-address | - dotlx-src-?ddress —He NPoXoXKaeHuNe aYTEIjTVId)VIKaLI,VIVI,
acl-deny | ocHoBaHHoOM Ha MAC-agpecax nonb3oBartenen;
stp-bpdu-guard | - acl-deny —He cooTBeTcTBME cnuckam gocTyna (ACL); )
to-loopback d - stp-bpdu-guard — aktnsauus 3awmtel BPDU Guard (nprém
stp-loopback-guard } -/3anpeuieHo HecaHKLMOHNPOBaHHOro naketa BPDU yepes nHTepdeiic);

no errdisable recovery
cause { loopack-detection |
port-security | dotlx-src-
address | acl-deny | stp-
bpdu-guard |
stp-loopback-guard }

- stp-loopback-guard — o6HapyeHue neTtensb.

YCTaHOBUTb 3HaYeHMe MO YMOJIHAHUIO.

errdisable recovery

seconds: (30..86400)/300

YcTaHOBUTb BpEMeHHOVI MHTEepBan AnAa aBTomaTnyeckoro
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interval seconds

no errdisable recovery
interval

CeKyHA,

NOBTOPHOrO BKAOYEHUA UHTepdelica.

YCTaHOBWUTb 3HAYeHME NO YMO/I4aHUIO.

default interface [range]
{gigabitethernet gi_port |
fastethernet fa_port

| port-channel group}

gi_port: (1..3/0/1..

28);

fa_port: (1..3/0/1..24);

group: (1..8)

Cbpoc HacTpoek nHTepdeica nam rpynnol MHTEpdERCcoB Ha
3HaYeHwuA, YCTaHOBJIEHHbIE MO YMONYAHMUIO.

KomaHOb! pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK B pexxkunme EXEC:

console#

Tabnnua 5.34 — KomaHab! pexkuma EXEC

KomaHda

3HayeHue

Aeiicmeue

clear counters

Cbpoc cTaTUCTUKKN AN1A Bcex MHTepdeincos.

clear counters
{ gigabitethernet gi_port |

gi_port: (1..3/0/1..

28);

fastethernet fa_port | port-
channel group }

group: (1..8)

fastethernet fa_port fa_port: (1..3/0/1..24); Cbpoc cTatuctnkmn ana Ethernet-nopta, rpynnbl nopTos.

- :(1..8
| port-channel group } group: (1..8)
set interface active .

. t: (1..3/0/1..28); " o
{ gigabitethernet gi_port | fg;_pz:t ((1 3;0;1 24))_ AKTUBUPYET NOPT, BbIK/OUYEHHbIN KomaHaoi shutdown.
fastethernet fa_port} —port:{L.. e
show interfaces
configuration gi_port: (1..3/0/1..28);
[gigabitethernet gi_port | fa_port: (1..3/0/1..24); Moka3saTb KoHUrypaumto nHTepdeicos.
fastethernet fa_port | port- group: (1..8)
channel group]
set interface active port- roup: (1.8) AKTVBUPYET rpynny NOpTOB, BbIKAOUYEHHYIO KOMaHA0M
channel group group:{L.. shutdown.
show interfaces status - MoKa3aTb coCTOAHUE BCeX MHTepdencoB.
show interfaces
L . i t: (1..3/0/1..28); .

{ gigabitethernet gi_port | fga:_pi)):t- ((1 3§0§1 24)). MoKas3aTb cBOAHYO MHGOPMALMIO O COCTOSIHUM, HACTPOIKe U
fastethernet fa_port | port- -P rc'Ju 1 8)" ’ cTtaTucTuKe Ethernet-nopTa, rpynnbl NnopToB.
channel group } group:{L..
e e | 80307128
faftzthernetfa pogrtJIJ port fa_port: (1..3/0/1..24); MokasaTb cocTosiHMe Ethernet-noprta, rpynnbl nopTos.

- :(1..8
channel group } group: (1..8)
show interfaces advertise i Moka3aTb NapameTpbl aBTOCOr1acOBaHUA, 06bABAEHHbIE ANs

BCeX UHTepbeicos.
sho'w |n.terfaces ad\{ertlse gi_port: (1..3/0/1..28);
{ gigabitethernet gi_port | fa_port: (1..3/0/1.24), Moka3aTb NapameTpbl aBTOCOrIAacOBaHNUA, 06bABAEHHbIE ANs
fastethernet fa_port | port- -P r;Ju 1 8)“ ! Ethernet-nopta, rpynnsl nopTos.
channel group } group:{L..
show interfaces description ) Moka3aTb onucaHus Bcex MHTepdeicos (BKatodas VLAN
P NHTEpoechbl).

o s decinien | gorc 1.901.29)
faftgthernetfa p(frt_ll) port fa_port: (1..3/0/1..24); MokasaTb onucaHune Ethernet-nopta, rpynnbl NopTos..

- :(1..8
channel group } group: (1..8)
show interfaces counters - MoKas3aTb CTaTUCTUKY NS BCEX MHTEPdEcoB.
o e | o w302

88 gLp fa_port: (1..3/0/1..24); MokasaTb cTaTuCTUKY ansa Ethernet-noprta, rpynnbl nopTos.
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show interfaces utilization - MoKas3aTb CTaTUCTUKY MO HarpysKe 4/1a Bcex MHTepdeincos.

show interfaces utilization
[ gigabitethernet gi_port |
fastethernet fa_port |
port-channel group]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..8)

MoKasaTb CTaTUCTUKY NO Harpyske gasa Ethernet-untepdeiica,
rpynmnbl NOPTOB.

show ports jumbo-frame - MokasaTtb HacTpoliky jumbo-frames B KommyTaTope.

MoKa3aTb HAaCTPOMKM AN1A aBTOMATUYECKOM NOBTOPHOM

show errdisable recovery - AKTMBaLMY HHTepdeiica

show errdisable interfaces
[gigabitethernet gi_port |
fastethernet fa_port |
port-channel group]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..8)

MoKa3saTb NPUUMNHY OTKAOUYEeHWA nHTepdelica/uHTepdeincos u
COCTOSIHME aBTOMATUYECKOM aKTUBaLUK.

[pumepbl 8bIN0AHEHUA KOMAHO.

= [lokasaTb COCTOAHME MHTEPDENCOB:

console# show interfaces status

Flow Link Up Time Back Mdix

Port Type Duplex Speed Neg ctrl State (d,h:m:s) Pressure Mode Port Mode
gil/0/1 1G-Copper Full 1000 Enabled Off Up 01,00:54:25 Disabled Off Trunk
gil/0/2 1G-Copper - - -- -- Down - - - Access
gil/0/3 1G-Copper - - -- -- Down - - - Access
gil/0/4 1G-Copper - - -- -- Down - - - Access
gil/0/5 1G-Copper - - -- -- Down - - - Access
gil/0/6 1G-Copper - - -- -- Down - - - Access
gil/0/7 1G-Copper - - -- -- Down - - - Access
gil/0/8 1G-Copper - - - -- Down - - - Access
gil/0/9 1G-Copper - - - -- Down - - - Access
gil/0/10 1G-Copper - - - -- Down - - - Access
gil/0/11 1G-Copper - - -— -- Down - - -- Access
gil/0/12 1G-Copper - - -— -- Down - - -- Access
gil/0/13 1G-Copper - - -— -- Down - - -- Access
gil/0/14 1G-Copper - - -— -- Down - - -- Access
gil/0/15 1G-Copper - - -— -- Down - - -- Access
gil/0/16 1G-Copper - - -— -- Down - - -- Access
gil/0/17 1G-Copper - - -— -- Down - - -- Access
gil/0/18 1G-Copper - - -— -- Down - - -- Access
gil/0/19 1G-Copper - - -— -- Down - - -- Access
gil/0/20 1G-Copper - - -— -- Down - - -- Access
gil/0/21 1G-Copper - - -— -- Down - - -- Access
gil/0/22 1G-Copper - - -— -- Down - - -- Access
gil/0/23 1G-Copper - - - -- Down - - - Access
gil/0/24 1G-Copper - - - -- Down - - - General
gil/0/25 1G-Combo-C - - - -- Down - - - Access
gil/0/26 1G-Combo-C Full 1000 Enabled Off Up 01,00:25:56 Disabled Off Access
gil/0/27 1G-Combo-C - - - -- Down - - - Trunk
gil/0/28 1G-Combo-C Full 1000 Enabled Off Up 01,00:54:25 Disabled On General

Flow Link
Ch Duplex BW Neg control State Port Mode
Pol Full 1000 Enabled Off Up Trunk
Po2 - -- -= - Not Present Access
Po3 -= -= - -- Not Present Access
Po4 -= -= -= - Not Present Access
Po5 -= -= -= - Not Present Access
Po6 -= -= -= - Not Present Access
Po7 -= -= -= - Not Present Access
Po8 -= -= -= - Not Present Access

=  BbiBecTu uHdOpmauuto 06 nHtTepdeicax

console# show interfaces FastEthernet1/0/1

fastethernet 1/0/10 is up (connected)
Interface index is 10
Hardware is fastethernet, MAC address is a8:f9:4b:a5:d7:8a
Description: TEST LAB PORT
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Interface MTU is 1500

Full-duplex, 100Mbps, link type is auto, media type is 100M-Copper

Link is up for 0 days, 0 hours, 1 minutes and 17 seconds
Advertised link modes: 100baseT/Full 100baseT/Half
10baseT/Full 10baseT/Half

Flow control is off, MDIX mode is on
15 second input rate is 0 Kbit/s
15 second output rate is 0 Kbit/s

18 packets input, 2808 bytes received

9 broadcasts, 9 multicasts

0 input errors, 0 FCS, 0 alignment

0 oversize, 0 internal MAC

0 pause frames received

46 packets output, 2944 bytes sent

3 broadcasts, 43 multicasts
output errors, 0 collisions
excessive collisions, 0 late collisions
pause frames transmitted
symbol errors, 0 carrier, 0 SQE test error

o O O o

L] I[IokasaThb napaMeprl aABTO—COIJIaCOBaAaHMA .
console# show interfaces advertise

Port Type Neg Operational Link Advertisement
gi0/1 1G-Fiber Disabled -
gi0/2 1G-Fiber Disabled -
gi0/3 1G-Fiber Disabled --
gi0/4 1G-Fiber Disabled -
gi0/5 1G-Fiber Disabled --
gil/6 1G-Fiber Disabled -
gi0/7 1G-Fiber Disabled -=
gi0/8 1G-Fiber Disabled -
gi0/9 1G-Fiber Disabled --
gi0/10 1G-Fiber Disabled -—
gi0/11 1G-Combo-C Enabled -=
gi0/12 1G-Combo-C Enabled -
gi0/13 1G-Fiber Disabled --
gi0/14 1G-Fiber Disabled -—
gi0/15 1G-Fiber Disabled --
gi0/16 1G-Fiber Disabled -—
gi0/17 1G-Fiber Disabled --
gi0/18 1G-Fiber Disabled -—
gi0/19 1G-Fiber Disabled --
gi0/20 1G-Fiber Disabled -
gi0n/21 1G-Fiber Disabled --
gi0/22 1G-Fiber Disabled --
gi0/23 1G-Combo-C Enabled --
gi0/24 1G-Combo-C Enabled 1000f, 100f, 100h, 10f, 10h
Ch Type Neg Operational Link Advertisement
Pol - Enabled --
Po2 - Enabled --
Po3 -- Enabled --
Po4 - Enabled --
Po5 -= Enabled --
Po6 -= Enabled -=
Po7 - Enabled --
Po8 -= Enabled --

=  [loKasaTb CTAaTUCTMKY MO UHTepdencam:

console# show interfaces counters
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Port InUcastPkts InMcastPkts InBcastPkts InOctets
gi0/1 0 0 0 0
gi0/2 0 0 0 0
gi0/3 0 0 0 0
gi0/4 0 0 0 0
gi0/5 0 0 0 0
gi0/6 0 0 0 0
gi0/7 0 0 0 0
gi0/8 0 0 0 0
gi0/9 0 0 0 0
gi0/10 0 0 0 0
gi0/11 0 0 0 0
gi0/12 0 0 0 0
gi0/13 0 0 0 0
gi0/14 0 0 0 0
gi0/15 0 0 0 0
gil0/16 0 0 0 0
gi0/17 0 0 0 0
gi0/18 0 0 0 0
gi0/19 0 0 0 0
gi0/20 0 0 0 0

More: <space>, Quit: g, One line: <return>

" lMoKa3aTb CTaTUCTUKY MO rpynne KaHaios 1

console# show interfaces counters port-channel 1

Ch InUcastPkts InMcastPkts InBcastPkts InOctets
el 111 o o %007

Ch OutUcastPkts OutMcastPkts OutBcastPkts OutOctets
______ Pl o s 3 ez

Alignment Errors: 0

FCS Errors: 0

Single Collision Frames: O
Multiple Collision Frames: O
SQE Test Errors: O

Deferred Transmissions: 0
Late Collisions: 0
Excessive Collisions: 0
Carrier Sense Errors: 0
Oversize Packets: 0
Internal MAC Rx Errors: O
Symbol Errors: 0

Received Pause Frames: 0
Transmitted Pause Frames: 0

Tabnuua 5.35 - OnncaHne cyeTYNKoB

Cyemyuk OnucaHue
InOctets Konnuyectso NpuHATbIX 6alToB.
InUcastPkts KonnyectBo NpUHATbLIX 04HOAAPECHbIX NAaKeTOoB..
InMcastPkts Konnyectso NPUMHATbIX MHOTOAAPEeCHbIX MaKeToB.
InBcastPkts KonnuyectBo NPUHATLIX LUMPOKOBELLATEIbHbIX MAKETOB.
OutOctets Konunyectso nepegaHHbIX 6anToB.
OutUcastPkts Konnyectso nepefaHHbIX 04HOAAPECHbIX NAKeTOB.
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OutMcastPkts

Konnyectso nepefaHHbIX MHOTOaApPeCHbIX MaKeToB.

OutBcastPkts

Konnyectso nepeaaHHbIX WWMPOKOBELLATE/IbHbLIX MAKETOB.

Alignment Errors

Konmuectso npuHATLIX dperMoB ¢ HapyLWEeHHOM LLeSIOCTHOCTbIO (C KoIMYecTBoM
6aliT He COOTBETCTBYIOLLMM AJIMHE) U He NPoLeALWnNX NPOBEPKY KOHTPOIbHOM
cymmbl (FCS).

FCS Errors

KonnyecTso NpuHATLIX GPENMOB C KOIMYECTBOM 6aliT, COOTBETCTBYIOLLMM AINHE,
HO He NpolweaLmnx NPOBEPKY KOHTPOAbHOM cymmbl (FCS).

Single Collision Frames

Konnuectso ¢ppeitMoB, BOBNEYEHHbIX B € AMHUYHYIO KOIU3UIO, HO BNOCAEACTBUM
nepeaaHHbIX yCneLwHo.

Multiple Collision Konnuectso ¢ppeimoB, BoBAEUYEHHbIX Hosee YeM B O4HY KONIN3UIO, HO
Frames BMNOCNEACTBMM NepeaHHbIX ycnewHo.
Deferred Konnuectso ppeitmoB, Ans KOTOPbIX NepBas NomnbITKa nepeaayn oTa0XeHa U3-3a
Transmissions 3aHATOCTM Cpeabl Nepesauu.

Late Collisions

Konunyectso cnyyaes, Koraa Konnmsus 3aduMKCUMpoBaHa Nnocse Toro, Kak B KaHan
CBA3M yKe bblv NepedaHbl nepsble 64 6anT (slotTime) nakeTa.

Excessive Collisions

Konunuectso ¢pelimoBs, KoTopble He BbliM NepesaHbl 13-3a U36bLITOYHOTO
KO/IMYECTBA KONNNZUIA.

Carrier Sense Errors

Konnuyectso cnyyaes, Koraa cOCTOAHME KOHTPOAA HecyLwen 6b1i1o noTepsaHo, AMbo
He yTBEPKAEHO NPW NOMbITKE Nepegayun eperima.

Oversize Packets

Ko/iMyecTBO NPMHATLIX MAKETOB, pasMep KOTOPbIX NPEBbILLAET MAaKCUMaNbHbIN
pa3peleHHbIn pasmep ppenma.

Internal MAC Rx Errors

Konnuectso ¢ppeimoBs, KoTopble He Bblan NMPUHATbI YCMNELWHO U3-3a BHYTPEHHEN
owmnbKKM npnema Ha yposHe MAC.

Symbol Errors

Ons natepdeiica, paboTatowero B pexkume 100M6/c — KonmMyecTBo cydaes, Koraa
UMeNCcA HeZOoNYyCTUMBbI CUMBOA AAHHbBIX, B TO BPEMA KaK NpaBU/bHas HecyLan
6blna npeacrasnieHa.

Onsa nHtepdeiica, paboratowero B noayayniekcHom pexume 1000M6/c —
KOJIMYECTBO C/ly4aeB, KOrAa CPeACTBa NPMeMa 3aHATbI B TeYEHUE BPEMEHW, PaBHOMY
unu bosnbwemy Yem pasmep cnoTa (slotTime), u B Te4eHNe KOTOPOro MMENOCh XOTA
6bl 0aHO cobbITMe, KoTopoe 3acTaBnsfeT PHY BblaaBaTb OWMBKY Npuema AaHHbIX
(Data reception error) nnu owmnbKy Hecyweli (Carrier extend error) Ha GMIL.

[na nntepdeliica, paboTatolero B NoJIHOM AynaeKcHOM pexxume 1000M6/c —
KO/IMYECTBO C/Ily4aeB, KOr4a CpeacTsa npuema 3aHATbl B TeYEHME BPEMEHU, PAaBHOMY
nnu 6onblieMy YeEM MUHMMANbHbIV pa3mep ¢perima (minFrameSize), 1 B TeyeHue
KOTOPOro MMeNoCh XOTsA bbl 04HO CObbITUE, KOTOpOe 3acTaBnseT PHY BblaaBaTh
owmnbKy Nnpuema gaHHbix (Data reception error) Ha GMII.

Received Pause
Frames

Konunyectso npuHATbIX ynpasastowmx MAC-¢pelimos ¢ Kogom onepaunm PAUSE.

Transmitted Pause
Frames

Konunyectso nepegaHHbIx ynpasaatowmx MAC-ppeinmos ¢ kogom onepaumm PAUSE.

= [lokasaTb HacTpolKy jumbo-frames B KommyTaTOpE:

console# show ports jumbo-frame

Jumbo frames are disabled
Jumbo frames will be disabled after reset
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5.10.2 Hacmpoiika uimepdgelica VLAN

KomaHObI pexcuma KoHguaypuposaHua VLAN

Buna 3anpoca KOMaHAHOM CTPOKM B pexume KoHpurypuposaHua VLAN:

console# configure
console (config)# vlan database
console (config-vlan) #

JaHHbIA peXXum [OCTyneH M3 perMma rnobanbHOro KOHOUIypupoBaHUA W NpeAHasHayeH AanaA
3a4aHuUA napameTpos KoHOUrypaumm VLAN.

Tabnnua 5.36 — KomaHabl pexkmma KoHpurypmposaHua VLAN

KomaHda

3HayeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

vlan vlan_range

no vlan vian_range

vlan_range: (2 .. 4094)

LNo6asutb VLAN, nam Heckonbko VLAN.

Ypanntb VLAN, nnn Heckonbko VLAN.

map protocol protocol
[encaps] protocols-group
group

no map protocol protocol
[encaps]

protocol:

(ip, ipx, ipvé, arp,
(0600-ffff (hex)}*)
encaps: (ethernet, rfc1042,
licOther)
group:
(1..2147483647)

MpunBA3aTb NPOTOKO K rpynne NpoTOKO/0B,
accouMMPOBaHHbIX BMECTE.

Y8anuTtb NpuBA3KY.

* - Homep npoTokona (16 6uT).

map mac mac_address
{ host | mask } macs-group
group

no map mac mac_address
{ host | mask }

mask: (9..48)
group: (1..2147483647)

Mpusasatb MAC-agpec nam ananasoH MAC-agpecos no
macke K rpynne MAC-agpecos.

Y8anuTtb NpuBA3KY.

map subnet ip_address
mask subnets-group group

no map subnet ip_address
mask

mask: (1..32)
group: (1..2147483647)

MpusazaTtb IP-agpec nnu ananasoH IP-agpecos no macke K
rpynne IP-agpecos.

Y4anuTtb NpuBA3KY.

KomaHObI pexcuma KoHgu2ypuposaHua uHmepaetica (QuanasoHa uHmepgelicos) VLAN

BuAa 3anpoca KoOMaHAHOM CTPOKM B pexxnume KoHPUrypuposaHma nHtepoeica VLAN:

console# configure
console (config)# interface {vlan {vlan id}|range vlan {vlan list}}
console (config-if)#

[aHHbI perMM [OCTyneH M3 peKMmMa KOHOUIypupoBaHWMA W MNpeAHasHayeH [ANA 334aHus
napameTpoB KoHduUrypaumm nntepdeica VLAN, inbo gmanasoHa nHTepdencos.

Bbibop UHTepdelica ocywecTBASETCS NP NOMOLLM KOMaHAbl interface vlan {vlan_id}.

Bblibop AMana3oHa NHTepPhENCOB OCYLLECTBAAETCA NPM NOMOLUM KOMaHAbl interface range vlan

{vlan list}.

HuKe npuBeaeHbl KOMaHAbI ANA BXOAA B PEXUM HAcTpoiikn nHtepdeica VLAN 1 1 Bxoda B pexum
HacTpouku rpynnbl VLAN 1, 3, 7.

console# configure

console (config) # interface vlan 1

console (config-if)#
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console# configure
console (config)# interface range vlan 1,3,7
console (config-if) #

Tabnnua 5.37 — KomaHabl pexkMma KoHourypmuposaHus nHtepdelica VLAN

Komanda 3HayeHue/3Ha4yeHue no Helicmeue
YMOAYAHUIO
name name (1-64) cumsonos/ [0o6aButb umsa VLAN.
no name MMA COOTBETCTBYET
YCTaHOBWTb 3HaY€HMeE N0 YMOYAHUIO.
Homepy VLAN

KomaHObI pexcuma KoHguaypuposaHusa uHmepdgelica (duanaszoHa uHmepgelicos) Ethernet,
uHmepaelica 2pynmnsl MOPMos

Bug 3anpoca KOMaHAHOWN CTPOKK B pexkmme KoHPurypmposaHusa uHtepoeiica Ethernet, nnrepdeitca
rpynnbl NOPTOB:

console# configure

console (config) # interface {fastethernet fa port | gigabitethernet gi port
|port-channel group | range {..}}

console (config-if) #

[aHHbIA  peXum [OCTYNeH M3 penma KOHOUIYPUPOBaAHMA M NpefHasHayeH Aas 3a4aHuA
napameTpoB KOHPUrypauum WHTepdeica (nopta KommyTaTtopa WAKM TPynnbl NopToB, paboTalouwumx B
pexume pasgenieHus Harpysku), imbo ananasoHa MHTepdeicos.

MopT MoKeT paboTaTb B YETbIPEX PEKMMAX:

— access — HTepdenc AocTyna — HeTErMPOBaHHbIN MHTepdenc ana ogHol VLAN;

— trunk — wHTepdelic, NPMHMMAIOLNIA TONbKO TErMpoBaHHbIA TPadUK, 33 UCKAOYEHWEM OLHOrO
VLAN, KoTopbIit MOXKeT 6bITb f06aBAeH C MOMOLLBIO KOMaHAb! switchport trunk native vian;

— general — vHTepdeic ¢ nonHoi nogaepxkon 802.1¢, NPMHUMaET KaK TErMpoBaHHbLIA, TaK U
HeTerMpoBaHHbIV Tpaduk;

— customer— 802.1 Q-in-Q nHTepodeic.

Tabnnua 5.38 — KomaHabl pexkmma KoHourypmuposaHua nHtepdelica Ethernet

KomaHda

3HayeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

switchport mode mode

no switchport mode

access, trunk, general,
customer/access

3apaTb pexkum paboTsl nopta B VLAN.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

switchport access vlan
vlan_id

no switchport access vlian

vlan_id: (1..4094)/1

[o6asutb VLAN ana nHtepdeliica gocryna.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

switchport trunk allowed
vlan add vian_list

switchport trunk allowed
vlan remove vian_list

vlan_list: (2..4094, all)

[o6asutb cnmcok VLAN gna nHtepdeica.

Yaanutb cnucok VLAN pgns nntepdelica.

switchport trunk native
vlan vian_id

no switchport trunk native
vian

vlan_id: (1..4095)/

1 —ecnu yctaHoBneH VLAN
Nno YMOYaHUIO, UHaye
4095 — HeTernpoBaHHbIN
Tpaduk oTbpacbiBaeTcs

[ob6asnaet ykasaHHbI VLAN B Kadectse Default VLAN gnan
AaHHOro uHTepderica, BeCb HETErMPOBAHHbIN TPadUK,
NOCTyNatoLWMit Ha AaHHbIA NOPT, oNpesenseTca B AaHHbIN
VLAN.

YCTaHOBWTb 3HaYeHMe Mo YMOJIHAHUIO.

switchport general allowed
vlan add vian_list [tagged |
untagged]

vlan_list: (2..4094, all)

[o6asutb cnmcok VLAN gna nHtepdeitca.

MopT byaeT nepenasaTb:

- tagged — TermpoBaHHble,

- untagged — HeTernposaHHble naketbl Ana VLAN.
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switchport general allowed
vlan remove vian_list

Yaanutb cnucok VLAN gns untepdeliica.

switchport general pvid
vlan_id

no switchport general pvid

vlan_id: (1..4094)/
1 —ecnu yctaHoBneH VLAN
No YMONYaHUIO, MHave

[o6asutb naeHtndumkaTtop VLAN nopta (PVID) gna ocHoBHOro
MHTepodeiica.

YCTaHOBWUTb 3HAYeHME NO YMOI4aHUIO.

4095
switchport general ingress- BbIKNOUMTL AR OCHOBHOIO MHTepdeica dpunbTpauuio
filtering disable BXOAALMX MAKETOB Ha OCHOBE NPUCBOEHHOMO MM 3HaYeHuUA
VLAN ID.
no switchport general y BKkAtounTb A8 OCHOBHOTO UHTepderica duabTpaLmio

ingress-filtering disable

buUnbTPaLMA BKAOYEHA

BXOAALLMX MAKETOB Ha OCHOBE NMPUCBOEHHOTO UM 3HaYeHUA
VLAN ID.

Ecnn dunbTpauma BKAOYEHA, U NAKeT He BXOAWT B Fpynny
VLAN c nprcBoeHHbIMm nakeTty 3HayeHnem VLAN ID, To naket
oTbpacbiBaeTcs.

switchport general
acceptable-frame-type
{tagged-only |
untagged-only | all}

no switchport general
acceptable-frame-type

-/NPUHUMaTb BCE TUMbI
dperimos

MpUHUMaTb Ha OCHOBHOM UHTepdelice TONbKO Gpermbl
onpefeneHHoro Tuna:

- tagged-only — TONbKO TErMpoBaHHbIE;

- untagged-only — TONbKO He TErMPOBAHHbIE;

- all — Bce dppelimbl.

MpuHUMaTbL Ha OCHOBHOM MHTepdelice Bce TUNbI ppelrimos.

switchport general map
protocols-group group
vlan vian_id

no switchport general map
protocols-group group

vlan_id: (1..4094)

group: (1.. 2147483647)

YcTaHOBUTL Npasuno knaccuodurkauymm VLAN ana nHtepdeiica,
OCHOBAHHOE Ha NPMBA3KE K NPOTOKONY.

YaanuTb npasuo Knaccuburkaumu.

switchport general map
macs-group group
vlan vian_id

no switchport general map
macs-group group

vlan_id: (1..4094)

group: (1.. 2147483647)

YcTaHoBUTb NpaBuno knaccudukaymm VLAN ana nHtepoeiica,
OCHOBaHHoOe Ha npmeAske Kk MAC-agpecy.

Ypanutb npaeunno Knaccudurkaumu.

switchport general map
subnets-group group vlan
vian_id

no switchport general map
subnets-group group

vlan_id: (1..4094)

group: (1..2147483647)

YcTaHoBWTb NpaBuao Knaccudukaumm VLAN ana nHtepoeiica,
OCHOBaHHOe Ha npwmBeaA3Ke K IP-agpecy.

Ypanutb npaeunno Knaccudurkaumu.

switchport dotlq
ethertype egress stag
ether-type

no switchport dotlq
ethertype egress stag

ether-type: O-ffff (hex)

3ameHuTb EtherType B ucxoasALwmMxX ¢ AaHHOro uHTepdelica
naKkeTax.

YCTaHOBWTb 3HaYeHMe N0 YMOAYAHUIO.

switchport customer vlan
vlan_id

no switchport customer
vlan

vlan_id: (1..4094)/1

[o6asutb VLAN ans nonb3oBaTeIbCKoro MHTepdeica.

YCTaHOBUTb 3HaYeHMe Mo YMOJIHaHUIO.

switchport customer
multicast-tv vlan vian_id

no switchport customer
multicast-tv vlan

vlan_id: (1..4094)

PaspelaeT npuHMMaTb MHOroagpPecHbI Tpaduk 13
yKasaHHol VLAN (He asnatoweiica VLAN nonb30BaTeNbCKoro
nHTepdeiica) Ha HacTpanBaeMoM UHTepdelice, COBMECTHO C
nonb3oBaTeNAMM APYrMX NONb30BATENBCKUX MOPTOB,
NPYHUMAIOLWMX MHOFOaApPeCHbIV Tpaduk M3 gaHHon VLAN.

3anpeLLaeT NPUHUMaTb MHOTOAAPECHbIN TPadUK Ha
HacTpanBaemom MHTepodeiice.

switchport forbidden vlan
add vian_list

no switchport forbidden
vlan add vian_list

vlan_list: (2..4094, all)/
Bce VLAN paspeLueHbl
nopty

3anpeTtutb gobasneHue ykasaHHbix VLAN nopty.

YCTaHOBUTb 3HAYeHue no YMOI4aHUIO.

switchport forbidden vlan
remove vian_list

no switchport forbidden
vlan remove vian_list

vlan_list: (2..4094, all)/
Bce VLAN paspeLueHbl

nopty

PaspewunTtb aobasneHune ykasaHHbix VLAN noprty.

YCTaHOBUTb 3HaYeHMe MO YMOJIHAHUIO.

switchport forbidden

Mo ymonyaHuio 4NeHCTBo B

3anpeTtutb gobasneHue aedontHo VLAN nopty.
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default-vlan

no switchport forbidden
default-vlan

nedontHon VLAN
paspelueHo

YCTaHOBWTb 3HaYeHMe N0 YMOJIHaHUIO.

switchport protected-port

no switchport-protected-
port

MepeBoAWT NOPT B PEXKUM U30ALMUN BHYTPU FPYNMbl NOPTOB.

BoccTaHaBnvBaeT 3HaveHue nNo YMONYaHUIO.

switchport community
community

no switchport community

community: (1..30)

[ob6aBnaeT nopT B coobL,ecTBO (rpynna n3onaumm nopTos).
MopTbl BHYTPY coobLuecTBa MoryT 06meHnBaTbCA TPaGUKOM
TONIbKO Mexay coboit, a TaKkKe C APYrMMM He3awwMLLEeHHbIMMY
nopTamu (Ha KOTOpPbIX HET HacTpolKkK «switchport protected-
port»).

- community — nmsa coobluecTsa.

BoccTaHaBnmBaeT 3HaveHMe No ymonyaHuio. B atom cayyae
3aLUMLLEHHbI NOPT ABAAETCA N30/IMPOBAHHBIM MOPTOM (He
COCTOALMM HU B OAHOM COOBLLLECTBE), U OH MOKET
06MeHMBaATLCA TPAGUMKOM TOIbKO C HE3ALMLLEHHBIMU
nopTamu (Ha KOTOpPbIX HET HacTpoKKK «switchport protected-
port»).

switchport protected
{gigabitethernet gi_port |
fastethernet fa_port |
port-channel group}

no switchport protected

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..8)

Mo ymonuyanHuto
ncnonb3syeTca
mapLpyTusauma no 6ase
OAHHbIX n3y4yeHHbIXx MAC-
agpecos (FDB)

MNepeBoauT nopTt B pexkum Private VLAN Edge. OTmeHseT
MapLIpyTU3aLumio no 6ase AaHHbIX U3ydyeHHbix MAC-agpecos
(FDB) n HanpaBnseT BeCb 04HOAAPECHbIN, MHOTOaZAPECHbIN U
LUMpPOKOBeLLaTeNbHbIM Tpaduk Ha uplink-noprT.

OTKNtOYaEeT OTMEHY MapLUpyTM3aLmm no 6ase AaHHbIX
n3yyeHHbix MAC-agpecos (FDB).

ip internal-usage-vlan
vlan_id

no ip internal-usage-vlan

vlan_id: (1..4094)/
HeT pesepsa

3apesepsupoBaTtb VLAN gnAa BHYTPeHHEero Mcnoab30BaHMA Ha
MHTepodeiice.

YCTaHOBUTb 3HAYEHME Mo YMOI4aHUIO.

switchport default-vlan
tagged

no switchport default-vlan
tagged

YCTaHOBUTb NOPT Kak Ternpytowmii 8 aedontHoli VLAN.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

KomaHObI pexcuma 2106a716H020 KOHU2YPUPOBAHUSA

BunAa 3anpoca KoMaHAHOM CTPOKM pexxmnma ri1ob6anbHoro KoOHPUrypmpoBaHumsa:

console# configure
console (config) #

Tabnnua 5.39 — KomaHzabl pexkmMma rnobanbHoro KoHGUrypupoBaHus

KomaHda

3HaueHue

Aeiicmeue

vlan database

Bxopg, B pexkum koHoburypmuposaHusa VLAN

default interface {vlan vian
_id | range vlan vian_list}

vlan_id: (1..4094);
vlan_list: (1..4094)

Cbpoc HacTpoek nHTepdeica VLAN uam gruanasoHa
nHTepoerico VLAN Ha HaCTPOMKM NO YMONYAHUIO.

-vlan_id — naeHTMdunKaumoHHbii Homep VLAN;

-vlan_list — cnucok VLAN ID. iuana3oH VLAN mMOXHO 33aaTb
nepeymcaeHnem Yyepes 3anaTyto UM yKasaTb Ha4yanbHoe U
KOHeYyHoe 3Ha4yeHus guanasoHa yepes geduc "-".

[pumep UCN0a16308AHUA KOMAHObI:

console# configure
console (config)# vlan database
console (config-vlan) #
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KomaHObl pexcuma Privileged EXEC

BunAa 3anpoca KomaHAHOM CTPOKK pexxkunma Privileged EXEC:

console#

Tabnuua 5.40 — KomaHapl pexkmuma Privileged EXEC

KomaHoa 3HavyeHue Aelicmeue
show vlan - MokasaTb nHpopmaumio no scem VLAN.
how interface d ipti . o
Snow I er. ace description vlan_id: (1..4094) MokasaTtb onucaHue VLAN uHTepodeiica.
vlan vian_id
show vlan name name (1..32) cumBonoB Mokaszatb uHGopmauuto no VLAN, NoOMCK Mo UMEHMU.
show vlan tag vian_id vlan_id: (1..4094) MNokaszatb uHpopmauuto no VLAN, nouck no naeHtuduKkatopy.

show vlan internal usage - KOMMYTaTOpOM.

MokasaTtb cnncok VLAN ana BHYTPEHHEro Ucnosib3oBaHma

show default-vlan-

membership gi_port: (1..3/0/1..28);
[ gigabitethernet gi_port | fa_port: (1..3/0/1..24); Moka3saTb cocTas rpynnbl gedontHoi VLAN.
fastethernet fa_port | group: (1..8)

port-channel group ]

KomaHOb! pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console>

Tabnunua 5.41 — KomaHab! pexkmma EXEC

KomaHda 3HaueHue Aeiicmeue

show vlan multicast-tv vlan
vlan_id

MoKa3aTb NOPTbI-UCTOYHWUKM U NPUEMHUKU MHOTOALPECHOTO
vlan_id: (1..4094) Tpaduka B AaHHOM VLAN. MopTbl UCTOYHUKM MOTYT, Kak
nepeaasaTb, TakK U NPUHUMATb MHOTOaAPECHbIV TPadUK.

show vlan protocols-

- MokKa3aTb MHPOpPMALMIO O rpynnax NPOTOKONOB.
groups dopmaLy py P

show vlan macs-groups - MNokaszatb uHopmauuto o rpynnax MAC-aapecos.

show interfaces switchport

{ gigabitethernet gi_port | gi_port: (1..3/0/1..28);

port-channel group ]

$(1.. 1..24); .
fastethernet fa_port | fa_port: (1..3/0/1..24); MokasaTb KOHdUrypaLmio NopTa, rpynnbl NOPTOB
group: (1..8)
port-channel group }
show interfaces protected-
po.rts . . gi_port: (1..3/0/1..28); MoKasaTb cocTosiHMe NOPTOB: B pexkmme Private VLAN Edge, B
[ gigabitethernet gi_port | fa_port: (1..3/0/1..24); rivate-vian-edee-cooBLiecTse
fastethernet fa_port | group: (1..8) P & w '

[pumepsi 8biM0AHEHUS KOMAHO

= [lokasaTb MHPopMaLmto o Bcex VLAN:

console#t show vlan

Vlan Name Tagged ports Untagged ports Type Authorization

1 - - fal/0/1-2,fa1/0/4, Default  Required
fal/0/6-24,gi1/0/1-4,P01-8

5 - fal/0/11-12,fa1/0/23 fa1/0/5 permanent Required

Ethernet-kommymamopsi MES1000, MES2000

79



HELTEX

6 - fal/0/11-12,fa1/0/23 - permanent Required
= [lokasaTb NOPTbl UCTOYHUKM U NPUEMHUKM MHOToaapecHoro Tpadumka B VLAN 4:

console# show vlan multicast-tv vlan 4

Source ports : gil/0/4-5
Receiver ports: gil/0/1

= [loKa3aTb MHPOPMaLMIO O rpynnax NPOTOKO/OB:

console# show vlan protocols-groups

Encapsulation Protocol Group Id
0x800 (IP) Ethernet 1
0x806 (ARP) Ethernet 1
0x86dd (IPvb) Ethernet 3

= [loKasaTb MHPOPMaLMIO O rpynnax noaceren:

console# show vlan subnets-groups

Ip Subnet Address Mask Group Id
192.168.16.44 255.255.255.0 1
192.168.16.44 255.255.255.0 2

= [lokasaTb cnucok VLAN ana BHYTpeHHero ncnosib30BaHUA KOMMYTaTOPOM:

console# show vlan internal usage

Usage VLAN Reserved IP address

gil/0/1 30 Yes Inactive

= [lokasaTb KOHOUrypauuto nopta GigabitEthernet 22:

console# show interfaces switchport gigabitethernet 1/0/22

Port : gil/0/22

Port Mode: Access

Gvrp Status: disabled

Ingress Filtering: true

Acceptable Frame Type: all

Ingress UnTagged VLAN ( NATIVE ): 1
Protected: Disabled

Port is member in:
Vlan Name Egress rule Port Membership Type

1 1 Untagged System

Vlan Name
Classification rules:

Protocol based VLANs:
Group ID Vlan ID
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Mac based VLANs:
Group ID Vlan ID
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5.11 Selective Q-in-Q

[daHHaa dyHKUMA NO3BOASAET Ha OCHOBE CKOH(UIYpUPOBaHHbIX NpaBua GUAbTPaALUM NO HOMEpam
BHyTpeHHuXx VLAN (Customer VLAN) npousBoantb nobasneHne BHewHero SPVLAN (Service Provider’s

VLAN), nogmeHnsTb Customer VLAN, a Tak»Ke 3anpeLuaTb NPoXoKaeHus TpaduKa.

[ns ycTpoiicTBa co3aaeTcs CNMCOK NPaBWA, HA OCHOBAHMM KOTOpOoro byaeT obpabaTbiBaTbCA TPAdUK.

V' B pexxume acl-only kKomaHgbl KoHPUrypupoBaHua npasun Selective Q-in-Q HeaAOCTYNHbI.

) Hanuuue xota 6bl ogHoro npasuna Selective Q-in-Q Ha uHtepdeiice 3anpewaer
V BK/IlOYEeHUe PYHKLMU N0rMpoBaHUSA LUMPOKOBELLATE/IbHOTO LTOPMA Ha 3TOM UHTepddeiice.

KomaHObI pexcuma KoHguaypuposaHud uHmepgelica (Quana3oHa uHmepageticos) Ethernet u Port-

Channel

Bua 3anpoca KOMaHAHOM CTPOKU PeXKMMa KOHPUTYPUPOBaHUA MHTepdenca KOHPUIYPUPOBaHMUA:

console# configure

console (config)# interface { fastethernet fa port | gigabitethernet gi port
| port-channel group | range {..}}

console (config-if) #

Tabnuua 5.42 — KomaHap! pexkuma KoHUrypuposaHuna nHTepdeliica (ananasoHa uHtepdeicos) Ethernet

KomanHoa

3HayeHue

Aelicmsue

selective-qinq list ingress
add_vlan vian_id
[ingress_vlan
ingress_vlan_id]

vlan_id: (1..4094)
ingress_vlan_id: (1..4094)

Co3aaeT NpaBuao, Ha OCHOBAHUWM KOTOPOTO K BHELLHEN MeTKe
BXoAALLero naketa ingress_vlan_id 6ypet pobasnaTbes
BTOpoOW Ter vian_id.

Ecnv napametp ingress_vlan_id He 3aaaH, To npasuno byaet
NPUMEHATLCA K BXOAALLMM NaKeTam BHE 3aBUCMMOCTHU OT UX
npuHaanexxHoctn K VLAN. Takoe npaBuao MoxeT bbiTb
MCNoNb30BaHO ANA 06paboTKM NaKeToB, He MOMNABLIMX NOA,
JeicTBre Apyrux NpaBuA (NPaBuao Mo YMONYAHUION).

selective-qinq list ingress
deny [ingress_vlan
ingress_vlan_id]

ingress_vlan_id: (1..4094)

Co3paet 3anpelyatolee npasmao, Ha OCHOBAaHUN KOTOPOTO
BXOAALLME NaKeTbl C BHEWHeN meTKol ingress_vlan_id 6ypyTt
oTbpacbiBaTbea. Ecan napametp ingress_vlan_id He 3apaH, To
npasuio 6yaeT NPMBOAUTL K OTOPACbIBAHUIO BXOAALLETO
TpadmKa HE3aBUCUMO OT BHelHel meTKku VLAN.

selective-qinq list ingress
permit [ingress_vlan
ingress_vlan_id]

ingress_vlan_id: (1..4094)

Co3paeT NpaBuI0, Ha OCHOBaHWUM KOTOPOTO BXOAALLME NAKeTbl
C BHEWHUM Terom ingress_vlan_id 6yayT nepeaaBaTbces 6e3
N3MEHEHWUN.

Ecnv napametp ingress_vlan_id He 3aaaH, To npu obpaboTke
TaKoro npasuia BXoAALLME NaKeTbl ByAyT nepeAaBaTbCa
HEe3aBMCMMO OT 3HAYEHWA BHELIHETO Tera.

selective-qinq list ingress
override_vlan vian_id
[ingress_vlan
ingress_vlan_id]

vlan_id: (1..4094)
ingress_vlan_id: (1..4094)

Co3aaet NnpaBuIo, Ha OCHOBAHUM KOTOPOTO BHELLHAA MeTKa
BXoAALlero naketa ingress_vlan_id 6yaet 3ameHaTbcA Ha
3HauyeHue vian_id.

Ecnu napametp ingress_vlan_id He ykasaH, To npasusio byaeT
NPUMEHATBCA K BXOAALLMM NaKeTam, He MOoNaBLUUM Nog,
[eicTBune Apyrux Npasu.

selective-qinq list egress
override_vlan vian_id
[ingress_vlan
ingress_vlan_id]

vlan_id: (1..4094)
ingress_vlan_id: (1..4094)

Co3paeT NpaBuao, Ha OCHOBAaHUMN KOTOPOTO B MPUHATOM C
BHeLWHeN MeTKol ingress_vlan_id nakeTe 6yaeT BbINONAHATLCA
3ameHa BHelUHero Tera Ha Ter vlan_id. Mpasuno npumeHseTca
K MCXOZALLMM NaKeTam.

Ecnv napametp ingress_vlan_id He yka3aH, To npaswio byaet
NPUMEHATHCA K UCXOZALLIMM NaKeTaM He3aBUCMMO OT
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3HaueHus ingress_vlan_id.

no selective-qinq list
ingress [ingress-vlan
ingress_vlan_id]

ingress_vlan_id: (1-4094)

Ypanset npasuao aaa ykasaHHoro ingress_vlan_id ana
BXOAALLMX NAKETOB.

KomaHga 6e3 napametpa ingress_vlan_id yaanaer npasuno,
npUMeHAemoe K BXoAAlLemy TpapuKy Mo YMONYAHMIO.

no selective-qinq list
egress ingress-vlan
ingress_vlan_id

ingress_vlan_id: (1-4094)

YpanaeT npasuno selective qing ana ykasaHHoro
ingress_vlan_id pna uncxopawmx nakeTos.

KomaHOwbi pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnunua 5.43 — KomaHab! pexkuma EXEC

KomaHoa

3HayeHue

Aelicmsue

show selective-qing
[interface
{gigabitethernet gi_port |
fastethernet fa_port |
port-channel group}]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..8)

OTo6parkaeT cNMcoK npasua selective qing 418 yKasaHHoOro
nopra.

[pumepbl 8b1M0AHEHUS KOMAHO

= Cos3paTb NpaBWJIO, HAa OCHOBaHUWM KOTOPOrO BHELUHASA METKa BxoAdllero naketa 11 6yaer
3ameHATbeA Ha 10.

console# configure
console (config) # interface gigabitethernet 1/0/1

console (config-if)# selective-ging list ingress override vlan 10 ingress-

vlan 11

console (config-if)# end

= OT06pasnTb CNNCOK CO3aaHHbIX Npasua selective ging:

console# show selective-ging

ingress

Direction Interface Rule type

override vlan

Vlan ID

gi0/1

Classification by Parameter
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5.12 KoHTposab WMpoKoBeLwW,aTe/IbHOro «WTopma»

LLnpoKoseLwaTenbHbIN «LITOPM» BO3HMKAeT  BCAeACTBME  4Ype3mepHOro KonunyecTsa
LUMpPOKOBeLLLaTe/IbHbIX COOBLLEHUI, OAHOBPEMEHHO MepeAaBaembiXx MO CeTM Yepe3 OAWH MOPT, 4To
NPMBOAWT K Meperpyske pPecypcoB CETU U MOABNEHUIO 3adepiKeK. «LLUTopm» MOKeT BO3HMKHYTb npwu
Ha/ZIMYNM «3aKO/IbLLOBAHHbIX» CErMeHTOB B ceTh Ethernet. KommyTtaTtop n3mepseT cKOpocTb MPUHNUMAEMOro
LUIMPOKOBELLATENbHOTO, MHOr0aApecHoro WM HeM3BeCcTHOro oAHoadpecHoro Tpaduka Ana NOpPToB C
BK/OYEHHbIM KOHTPO/IEM LUMPOKOBELLATENbHOMO «LWITOPMa» M OTOpacbiBaeT MaKeTbl, €CAU CKOPOCTb
npesbllWaeT 3a4aHHOe MaKCMMasibHOe 3HaYeHue.

KomaHObI pexcuma KoHguaypuposaHua uHmepgpelica Ethernet

Bug 3anpoca KOMaHAHOW CTPOKK B pexmme KoHPurypmposaHusa uHtepoelica Ethernet, nnrepdeitca
rpynnbl NOPTOB:

console (config-if) #

Tabnuua 5.44 — KomaHapl pexxmma KoHoUrypuposaHusa nutepdeica Ethernet

KomaHoa 3HaveHue/3Ha4yeHue no Aelicmeue
yMoA4YaHuro

storm-control include- [obasnaeT KOHTPOAb MHOroagpecHoro TpaduKka K KOHTPO/IO
multicast LUMPOKOBELLATENbHOrO.

- /OYHKLMA BbIKAOYEHA
no storm-control include-

. BbIK/IlOYAET KOHTPO/Ib MHOFOA4PEecHoOro TpaduKa.

multicast
storm-control include- [Job6aBnaeT KOHTPO/b HEM3BECTHOTO OAHOAAPECHOro Tpaduka
unknown-unicast K KOHTPO0 LUMPOKOBELLaTeNbHOrO.

- /OYHKLMA BbIKNOYEHA
no storm-control include- BbIK/1lOYaET KOHTPO/Ib HEN3BECTHOTO OA4HOAAPECHOTO
unknown-unicast Tpaduka.
storm-control broadcast
enable BKAtOYaET KOHTPO/b LIMPOKOBELLATeIbHOro TpaduKa.

/OYHKLMA BbIKNOYEHA
no storm-control broadcast
BbIK/IlOYAET KOHTPO/Ib WMPOKOBELLaTeNbHOrO TpaduKa.

enable
storm-control broadcast BK/toYaeT IorMpoBaHmne LWMPOKOBELLATEIbHOTO WTOPMA.
logging JlormpoBaHne MHOroaApecHoro 1 oAHoaApecHoro TpaduKa He
ocylecTBnAeTCcA.
/dYHKUMA BbIKNOYEHA | BK/AlOYEHMe N0rMpoBaHUA WITOPMA 3anpeLyaert
V KoH$urypuposaHue npasun SQinQ Ha aTom
uHTepdelice.

no storm-control broadcast
BbIKKOYAET N0TMPOBaHME LMPOKOBELLATENBHOTO WTOPMA.

logging
storm-control broadcast OTKAtoYaeT nHTepdeic npm obHapyKeHnn
shutdown LUIMPOKOBELLATENbHOTO LWTOPMa

| ®yHKUMA BbIKAOYEHUA UHTepdeiica npu
V o6HapyXeHuu WTopma 3anpeLyaer
KOH}UrypuposaHue npasua SQinQ Ha astom
uHTepodeiice.

/dyHKUMA BbIKAOYEH]

no storm-control broadcast
YCcTaHaBAMBAET 3HaYEHME N0 YMONYAHMIO.

shutdown

storm-control broadcast 3aaeT MaKCUMasIbHYIO CKOPOCTb ANA LUMPOKOBELLATeNbHOTO,
level kbps rate 1..1000000/ MHOroaZpecHoro u Hem3BeCcTHOro 0HOAAPECHOro TpaduKa.
no port storm-control 3500 Kéut/c

YcTaHaBAWBAET 3HAaYEHME MO YMONYaHMIO.
broadcast level

KomaHOb! pexcuma EXEC

Buna 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console#
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Tabnuua 5.45 — KomaHap! pexkuma EXEC

KomaHda 3HaueHue Aeiicmeue

show storm-control i port: (1..3/0/1..28); MNokasbiBaeT KOHbUrypaumio dYHKUMUM KOHTpONSA
[gigabitethernet gi_port | f%a—portl- (1“3/0/1"24)' LIMPOKOBELLATENIbHOTO  «IITOPMa» /1A YKa3aHHOTO MopTa,
fastethernet fa_port] _port: 1% v NMbo BCex NOpToB.

[pumepbl 8b1M0AHEHUA KOMAHO

"  BKAOYUTb  KOHTPO/SIb  LUIMPOKOBELLATENbHOFO, MHOrOaApPecHoro W  Heus3BeCcTHOro
ofHoaapecHoro TpaduKka Ha 15 uHTepdeice Ethernet. YcTaHOBUTH MaKCMManbHYHO
CKOPOCTb ANA KOHTpoaunpyemoro Tpaduka — 5000 K6/c:

console# configure

console (config) # interface gigabitethernet 1/0/15

console (config-if)# storm-control broadcast enable

console (config-if)# storm-control include-multicast

console (config-if)# storm-control include-multicast unknown-unicast
console (config-if)# storm-control broadcast level kbps 5000

5.13 lpynnbi arperaymmn KaHanos — Link Agregation Group (LAG)

KommyTtaTtopbl obecrneuymsatoT noAadepKy Ao Bocbmu MHTepdelicoB Ethernet B oaHolt rpynne
noptoB LAG n go Bocbmu rpynn LAG Ha ycTpolicTBe UK CTeKe YCTPOMCTB. Kaxkaaa rpynna nopTos A0JIXKHA
cocTosATb U3 uHTepodencos Ethernet ¢ ogMHakoBoin CKOpPOCTbIO, PaboTalOWMX B AYMJIEKCHOM peXxume.
ObbegMHeHMe NOPTOB B FPynny  yBe/AWYMBAEeT  MPOMYCKHYD  CNOCOOHOCTb  KaHafla  Mexay
B3aMMOLENCTBYIOLMMMN YCTPOMCTBAaMM M MOBbLIWAET OTKA30yCTOMYMBOCTb. [pynna nopToB ABasieTca Ans
KOMMYyTaTopa O4HMM IOTMYECKUM NOPTOM.

YCTpoWCTBO NoAAep:KMBAET ABa pexkuma paboTbl rpynnbl NMOPTOB — CTaTMYeCKaa rpynna v rpynna,
ynpasnsaemasa no npotokony LACP. Pabota no npotokony LACP onucaHa B cOOTBeTCTBYHOLLEM pa3aene
OOKYMeHTa.

/' Ecnam ana nHtepdeiica nponsseaeHbl HACTPOMKKU, TO ANA A06aBNeHUA ero B rpynny ciegyer
BEPHYTb HAaCTPOMUKM NO YMONUYAHMUIO.

[JobaBneHne wHTepdeiicoB B Trpynny arperayuMmM KaHajaoB AOCTYNHO TO/IbKO B pexume
KoHdUrypupoBaHua nHtepdeinca Ethernet.

BuAa 3anpoca KOMaHAHOM CTPOKM B pexume KoHPUrypuposaHua nntepoeiica Ethernet:

console (config-if) #

Tabnnuya 5.46 — KomaHabl pexkMma KoHourypmuposaHus nHtepdelica Ethernet
KomaHda 3HaueHue Aeiicmeue

[o6asutb ethernet-uHtepdeiic 8 rpynny noptos (on —
group: (1..8) [06aBUTb NOPT B KaHan 6e3 lacp, auto — fob6aBuTbL NOPT B
KaHan c lacp).

channel-group {group}
mode {mode}

mode: (on, auto)

no channel-group Yaanutb Ethernet-nHtepdeiic n3 rpynnbl NOpToB.

KomaHObI pexcuma 2106as16H020 KOHGU2YPUPOBAHUA

Bug, 3anpoca KOMaHAHOW CTPOKM pexknma rnobanbHoro KoHGUrypnposaHusa:
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console# configure
console (config) #

Tabanua 5.47 — KomaHzabl pexkmma rnobanbHoro KoHGUrypuposaHusa

KomaHoa 3HaueHue Aeiicmeue

3apaeT mexaHU3m 6anaHCMPOBKM HArpy3Ku Ana rpynnbl
arpernpoBaHHbIX MOPTOB. [lOoCTynHble BapuaHTbI:

- src-dst-mac-ip — mexaH13m 6an1aHCMPOBKM OCHOBbLIBAETCA Ha
MAC-agpece u IP-agpece;

port channel load-balance - src-dst-mac — mexaHu3m 6aﬂaHCl/IpOBKVI OCHOBbIBaeTCA Ha

. MAC-agpece;

{src-dst-mac-ip| L
- src-dst-ip — mexaHuW3m 6anaHCMpPOBKM OCHOBbIBaETCA Ha IP-
src-dst-mac|
X src-dst-mac appece;

src-dst-ip | .

. - src-dst-mac-ip-port — mexaH13m 6anaHCMPOBKU
src-dst-mac-ip-port} [mpls-
aware] ocHoBbliBaeTca HAa MAC-aapece, IP-agpece 1 nopTte

HasHayeHus;

- mpls-aware — BK/toYeHve napcuHra L3/L4 3aronoskos
naketos ¢ MPLS-meTKamu gns BCero ycTpoicTea. AKTyasbHO
TO/IbKO C pexxumamu 6anaHcnposku no L3/L4-3aronoskam
nakera.

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console>

Tabnnuya 5.48 — KomaHab! pexkmma EXEC

KomaHoa 3HavyeHue Aelicmeue

show interfaces port-
channel [group]
group: (1..8) Moka3biBaeT MHbOPMaLLMIO NO rpynne KaHanoB.
show interfaces channel-
group [group]

5.13.1 Cmamuyeckue 2pynnel azpe2ayuu KaHan0e

®yHKUMeN cTaTnyeckux rpynn LAG asnAetcA obbeguHEHWE HECKOIbKUX PU3MYEeCcKUX KaHaloB B
OAMH, YTO NO3BOJIAET YBENNYNTb NPOMYCKHYIO CNOCOBHOCTb KaHala M NOBbLICUTL €ro 0TKAa30yCTONYMBOCTD.
[na ctaTMyeckunx rpynn NpuopuTeT MCNO/b30BaHMA KaHaN0B B 06beANHEHHOM MyYKe He 3ajaeTca.

/ DOna BknoueHns pabotbl MHTepdeiica B coctaBe CTaTUMECKOM rpynnbl UCNONb3yiiTe
KomaHay channel-group {group} mode on B pexxume KoHdUrypuposaHusa
COOTBETCTBYlOLEro uHTepdeiica.

5.13.2 lpomokon azpezayuu KaHanoe LACP

dyHKuMel npoTokona Link Aggregation Control Protocol (LACP) aBnsetca o6beguHEHNe HECKOIbKUX
dU3NYECKMX KaHa/NoB B OAMH. ArperMpoBaHue KaHa/lOB WMCMO/Ib3YETCA A/ YBEJUYEHWUS MPONYCKHOM
CNOCOBHOCTM KaHa/ia M MOBbIWEHUs ero oTkasoyctonumsoctn. LACP nossonseT nepenasaTb Tpaduk no
06beAMHEHHbIM KaHanam B COOTBETCTBMM C 3a4aHHbIMU MPUOpUTETAMMU,

V DOna BknoueHns pabotbl nHTepdeiica no npotokony LACP ucnonb3yiite KomaHay channel-
group {group} mode auto B pe:kume KOHGUrypUpOBaHUA COOTBETCTBYIOLLErO UHTepdeica.
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KomaHObI pexcuma 2106as16H020 KOHGU2YPUPOBAHUA

BunAa 3anpoca KOMaHAHOWM CTPOKM pexxnma rnobanbHOro KOHPUrypmpoBaHumsa:
console (config) #

Tabnnua 5.49 — KomaHabl pexkmMma rnobanbHoOro KoHGUrypupoBaHus
3HayeHue/3HayeHue o
YMOAYAHUIO

lacp system-priority value YcTaHaBAMBaAET MPUOPUTET CUCTEMbI.
value: (1..65535/1)

KomaHoa Aelicmeue

no lacp system-priority YcTaHaBAMBaeT 3HaYeHUe No YMOHAHUIO.

KomaHObI pexcuma KoHguaypuposaHua uHmepgelica Ethernet

BuAa 3anpoca KOMaHAHOM CTPOKM B pexume KOHPUrypuposaHua nntepoeiica Ethernet:
console (config-if) #

Tabnuua 5.50 — KomaHapl pexxnma KoHoUrypuposaHusa nutepdeica Ethernet

3HayeHue/
KomaHda 3HayeHue no Aelicmeue
yMoA4YaHuro
lacp timeout {long | short} YcTaHaBAMBaAET aAMUHUCTPATUBHbIN TaliMayT NPOTOKO/A
Mo ymonyaHuio LACP:
MCNO/b3yeTcs 3Ha4YeHue - long — anutenbHoe Bpems TaiimayTa;
long - short — manoe Bpemsa TarimayTa.
no lacp timeout YcTaHaBMBaeT 3Ha4YeHMe N0 YMONYAHUIO.
lacp port-priori.ty Yalue value: (1..65535/1) YcTaHaBauBaeT npuopuTeTt nHtepdeiica Ethernet.
no lacp port-priority YcTaHaBAMBaET 3HAYEHUE MO YMONYAHUIO.

KomaHOb1 pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:
console#

Tabnunua 5.51 — KomaHab! pexkuma EXEC

3HayeHue/
KomaHoa 3HavyeHue no Aelicmeue
YMOAYAHUIO
show lacp MokasbiBaeT MHbOpMaumtio o npoTtokone LACP gns
{ gigabitethernet gi_port| nHTepoerica Ethernet. Ecam gononHuTenbHbie napameTpbl He
fastethernet fa_port } gi_port: (1..3/0/1..28); MCNonb3ytoTcs, To byaeT nokasaHa BcA MHbOpMaLms.
[parameters | statistics | fa_port: (1..3/0/1..24) - parameters — noKasbliBaeT NapaMeTpbl HaCTPOMKK
protocol-state] NpOTOKONa;
- statistics — noKasbIBaeT CTaTUCTUKY PaboTbl NPOTOKON3;
- protocol-state — noka3sbiBaeT cocToAHWe paboTbl NPOTOKONA.
show lacp port-channel MNokasbiBaeT MHopmaumto o npoTtokose LACP gns rpynnbi
[group] group: (1..8) nopToB.

[Mpumepbl 8bINOAHEHUA KOMAHO

= Co3paTb NepBylo rpynny noptos, paboTatowyto no npotokony LACP u Bkatoyatowlyto aBa
nHtepoeiica Ethernet — 3 n 4. Ckopoctb pabotbl rpynnbl — 1000 M6ut/c. YcTtaHOBUTL
npuoputet cuctemsl — 6, npnoputetbl 12 1 13 ana noptos 3 U 4 COOTBETCTBEHHO.

console# configure
console (config) # lacp system-priority 6
console (config)# interface port-channel 1
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console (config-if)# speed 1000

console (config-if)# exit

console (config) # interface fastethernet1/0/3
console (config-if)# speed 1000

console (config-if)# channel-group 1 mode auto
console (config-if) # lacp port-priority 12
console (config-if)# exit

console (config)# interface fastethernet1/0/4
console (config-if)# speed 1000

console (config-if)# channel-group 1 mode auto
console (config-if)# lacp port-priority 13
console (config-if)# exit

console (config) #
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5.14 Hacrpoiika IPv4-apgpecauyum

B AaHHOM paspgene onucaHbl KOMaHAbl ANA HACTPOMKM CTaTUYeCKMx MapameTpos IP-agpecaunm,
TaKKUX KaK IP-agpec, macKa noaceTu, W03 no ymondaHuto. Hactpoinka npotokonos DNS n ARP onucaHa B
COOTBETCTBYIOLMX pa3genax AOKyMeHTaLuun.

KomaHObl _pexuma _KoHguaypuposaHus uHmepgelica Ethernet, uHmepdpelica epynnel

nopmos, VLAN

Bua, 3anpoca KOMaHAHOM CTPOKM B perMme KOHOUTrypupoBaHua nHtepdeica Ethernet, nHTepoeiica
rpynnbl nopToB, nHTepdeicos VLAN:

console (config-if) #

Tabnuua 5.52 — KomaHapl pexxnma KoHoUrypuposaHusa nutepdeica Ethernet

KomaHda

3HayeHue

Aelicmeue

ip address
ip_address mask
[gateway| prefix_length]

no ip address [ip_address ]

prefix_length: (8 .. 30)

HasHauyeHne ¢usnueckomy uHtepdelicy Ethernet IP-agpeca,
MaCKM1 NOACETH, aflpeca Wk03a Mo YMOIYaHUIO.

Ypanenwue IP-agpeca Ha pusmyeckom nHTepdeiice Ethernet.

ip address dhcp

no ip address dhcp

(1..20) cumBonos

MonyueHue IP-agpeca Ansa HacTpauBaemoro WHTepodelica oT
DHCP-cepsepa.

He nonyuyatb pgna HacTpamBaemoro uHTepdeica IP-agpec ot
cepsepa DHCP.

KomaHObI pexcuma 2106a16H020 KOHGU2YPUPOBAHUA

Bua 3anpoca KOMaHAHOM! CTPOKK B pexknme rnobanbHOro KOHGUrypupoBaHua:

console (confiqg) #

Tabnuua 5.53 - KomaHapl pexkruma rnobanbHOro KOHGUrypnposaHua

KomaHda

3HauyeHue

Aelicmeue

ip default-gateway
ip_address

no ip default-gateway

-/WA03 MO YMOAYAHUIO He
3adaH

3a4aeT 419 KOMMYTATOPa W03 MO YMOYAHUIO.

Ypanaet gna KOMMYTATOpPa W3 N0 YMO/THaHUIO.

KomaHOwbi pexcuma Privileged EXEC

BunAa 3anpoca KomaHAHOM cTPOKK B pexume Privileged EXEC:

console#

Tabnnua 5.54 - KomaHgb! pexkuma Privileged EXEC

KomaHda

3HauyeHue

Aelicmeue

clear host dhcp {name | *}

(1..158) cumBonos

Ypanaet U3 namaTH, Noay4yeHHble no npotokony DHCP 3anucu
COOTBETCTBUI MMeH UHTepdeicoB U ux IP-agpecos (KomaHaa
AOCTYMHA TONIbKO 419 NPUBUIETMPOBAHHOIO NO/b30BaTeNA).

* - yAanuTb BCe COOTBETCTBUA.

renew dhcp
{gigabitethernet gi_port |
fastethernet fa_port |
port-channel group |

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..8);
vlan_id: (1..4094)

OtnpasnseT 3anpoc Kk DHCP-cepBepy Ha o6HoBNEeHMe IP-
agpeca.

- force-autoconfig — npu o6HoBNEHUM IP-aapeca 3arpyrkaertca
KoHourypaums c TFTP-cepsepa.
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vlan vian_id} [force-
autoconfig]

KomaHObi pexcuma EXEC

Bug, 3anpoca KOMaHAHOW CTPOKM B pexxume Exec:

console>

Tabnuua 5.55 - KomaHabl pexkmma EXEC

KomaHda

3HayeHue

Aeiicmeue

show ip interface
[gigabitethernet gi_port |
fastethernet fa_port |
port-channel group |

vlan vian_id]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..8);
vlan_id: (1..4094)

MoKasbiBaeT KoHdUrypaumio IP-agpecalmm Ans yKasaHHOTo

nHTepodelica.

[pumepbl 8b1M0AHEHUS KOMAHO

= YcTaHoBuUTb IP-agpec wnto3a no ymoavaHuio - 192.168.16.2:

console (config)# ip default-gateway 192.168.16.2
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5.15 Hacrpoiika IPv6-agpecauum

5.15.1 Npomokon IPv6

KommyTtaTopbl nogaep:kuBatoT paboty no npotokony IPv6. Mopgaep:kka IPv6 ABnseTca BaXKHbIM
[OOCTOMHCTBOM, MOCKOJ/IbKY NpOTOKoA IPv6 npu3BaH, B nepcrnekTuBe, MOJIHOCTbIO 3aMEHUTb agpecauuio
npotokona IPv4. Mo cpasHeHUto ¢ IPv4 npoTtoKkon IPv6 nmeet pacliMpeHHoe agpecHoe NpocTpaHcTeo 128
6uT. Agpec IPv6 npeacrasnnet coboit 8 6N10K0B, pa3aesieHHbIX A4BOETOUYMEM, B KaXXA0M 6/10Ke cogeprrutca
16 6UT agpeca, 3anNUCaHHbIX B BUAE YETbIPEX LECTHAALATEPUYHbIX YMCEN.

Nomumo yBennyeHua agpecHOro MpocTpaHCTBa NPOTOKoA IPv6 umeeT wunepapxmyeckyto cxemy
agpecaumn, obecrneynBaeT arperaumio MaplipyToB, YnpoLliaeT Tabauuy MaplipytTMsauuu, npu 3Tom
3pPeKTUBHOCTbL PaboTbl MapLLPYTM3aTOPa MOBLILAETCA 32 CHET MeXaHN3Ma 0OHapy»KeHUA coceHMX Y3/10B.

JNlokanbHble aapeca IPv6 (IPv6Z) B KOmMMyTaTope HasHayaloTca WHTepdeiicam, nostomy npu
ncnoab3oBaHuK IPV6Z aapecoB B CMHTAKCUCE KOMAHA, UCNOb3yeTca caeayowmii bopmar:

<ipv6-link-local-address>%<interface-name>

roe

interface-name — vma nHTepdeica:

interface-name = vlan<integer> | ch<integer> | <physical-port-name>

integer = <decimal-number> | <integer><decimal-number>
decimal-number=0|112|3|4|5]|6|7]|8]9

physical-port-name = gigabitethernet {1..3/0/1..24}| fastethernet {1..3/0/1..24}

V Ecnun 3HauyeHue rpynnbl UM HECKOIbKUX FPYyNn noapaa B agpece npotokona IPvée pasHo
HyAto - 0000, To AaHHbIe rpynnbl MOryT 6bITb onyweHbl. Hanpumep, agpec
FE40:0000:0000:0000:0000:0000:AD21:FE43 moxkeT 6bITb cOKpawieH ao FE40::AD21:FE43.
CoKpallueHu1o He MoryT 6biTb NOABEPrHYTbl 2 pa3geieHHble Hy/1eBble rpynnbl U3-3a
BO3HUKHOBEHUA HEOAHO3HAYHOCTMU.

V EUI-64 — 310 ngeHtudukarop, co3gaHHbit Ha 6ase MAC-agpeca uHtepdeiica, ABnsoLWMica
mnagwumm 64 6utamum IPve-agpeca. MAC-agpec pasbuBaeTtca Ha gBe yactu no 24 6ura,
MeXKnay KoTopbimu aobasnserca KoHcTaHTa FFFE.

KomaHObI pexcuma 2106as16H020 KOHGU2YPUPOBAHUA

Bug, 3anpoca KOMaHAHOM CTPOKM pexmnma rnobanbHoro KoHGUrypnposaHma:
console (config) #

Tabnunua 5.56 — KomaHabl pexkmMma rnobanbHOro KoHGUrypupoBaHus

KomaHda 3HavyeHue Aelicmeue
ipv6 default-gateway 3afaeT 3HaYeHue IoKaIbHOro agpeca IPv6-wat3a no
ipv6_address YMOYAHMIO.

[aHHaa KomaHaa LOCTYNHA TONLKO B PEXUME KOMMYyTaTopa
(set system mode switch policy-based vlan active).

no ipv6 default-gateway Ypaanser HacTpolKu IPv6-1unt03a No yMoNYaHuUIo

ipv6 host name
ipv6_address 1
[ipv6_address 2... name:

ipv6_address 4] (1..158) cumBonos

Co34aeT CTaTMYECKYHO 3aMu1Cb, CTABALLYIO B COOTBETCTBME
ceTeBOMy UMeHM ycTpoiicTea IPv6-agpec.

YpanseT cTaTUYecKyto 3anucb cooTeeTcTBuA IPv6-agpeca u
CEeTeBOro MMeHM ycTpoicTBa.

ipv6 neighbor gi_port: (1..3/0/1..28); Co3paeT cTaTnyeckoe cooTBeTcTBMe mexay MAC-aapecom

no ipv6 host name
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ipv6_address  {
gigabitethernet gi_port |
fastethernet fa_port |
port-channel group |

vlan vian_id} mac_address

no ipv6 neighbor

fa_port: (1..3/0/1..24);
group: (1..8);
vlan_id (1..4094)

cocefiHero ycTponcTtsa u ero IPvb-agpecom.
- ipv6_address — IPv6-aapec;
- mac_address — MAC-agpec.

Ypanaet ctaTuyeckoe cooteeTcTame mexay MAC-agpecom
cocefiHero ycTpoucTtea u ero IPv6-agpecom.

ipv6 icmp error-interval
milliseconds [bucketsize]

no ipv6 icmp error-interval

milliseconds:
{0 .. 2147483647}/100
bucketsize: {1..200}/10

3apaeT orpaHuyeHme ckopoctn ans ICMPV6 coobuieHuit 06
olImnbKax.

YcTaHaBAMBAET 3HAYeHUe No YMOYaHUIO.

KomaHObI pexcuma KoHgu2ypuposaHua uHmepgeltica (VLAN, Ethernet, Port-Channel)

BuAa 3anpoca KOMaHAHOM CTPOKM pexmnma KOHOUIYpPUpPoBaHUA MHTepdeica:

console

(config-if) #

Tabnnua 5.57 — KomaHabl pexkmma KoHpurypmuposaHua nHtepdelica (Ethernet, VLAN, Port-channel)

KomaHoa

3Ha4yeHue/3HayeHue no
YMOMYAHUIO

Aelicmeue

ipv6 enable
[no-autoconfig]

no ipv6 enable

BkntoyaeT noaaepky IPv6 Ha nHtepdeiice.

OTkntoyaeT noaaepky IPv6 Ha nHtepdeiice.

ipv6 address ipv6_address /
prefix_length [eui-64]
[anycast]

no ipv6 address
[ipv6_address
/prefix_length] [eui-64]

prefix_length: (3..128)
(64 ecnu ucnonbayetca
napamertp eui-64)

3apaet IPv6-agpec Ha uHTepdelice.

- ipv6_address — IPv6-ceTb, Ha3HauyeHHas uHTepdelicy (8
610KOB pa3geneHHbIX ABOETOUMEM, B KaXKA0M 610Ke 16 6uT,
3anuCcaHHbIX B BUAE YETbIPEX WeCTHAALATEPUYHBIX Ynucen);

- prefix_length — pnnHa npedukca IPv6 — gecaTmyHoe Yncno —
KO/IMYECTBO CTapLuMx 6BUT agpeca COCTaBAAOWMX NPedUKc;

- eui-64 — naeHTUPUKaTOP, CO3LaHHbIN Ha 6aze MAC-agpeca
MHTepdelica, 3anmcbiBaetcsa B 64 mnaawmx 6uta IPv6 agpeca;
- anycast — yKasblBaeT, YTo 3aZaHHbIi agpec anycast-aapec.

Ypanset IPv6-aapec c uHtepoeiica.

ipv6 address autoconfig

no ipv6 address autoconfig

Mo ymonyaHuto
aBTOMaTU4ecKas
KOHPUrypaLma BKAOYEHA,
afpeca He Ha3HayeHbI.

BKkntoueHne aBTomaTnyeckom KoHourypauum IPv6-agpecos Ha
nHTepderice. Aapeca HacTpanBaoTCA B 3aBUCUMOCTU OT
npeduKcoB, KOTOpble NOAYyYeHbl B cO0bLeHMAX «Router
Advertisement».

YcTaHaBAnBaeT 3HaYeHUe No YMOSYAHUIO.

ipv6 address ipv6_address /
prefix_length link-local

Mo YMONYaHUIO 3Ha4YeHune

3apaeT nokanbHbIN IPv6-agpec nHtepdeica. Ctaplume 6uTbI
NoKanbHbIX IP-agpecos B IPv6 — FE8O::

no ipvé mld version

no ipvé address NIOKanbHoOro agpeca: Ypansaer noKanbHbll IPv6-agpec.

[ipv6_address/prefix_length FE80::EUI64

link-local]

ipvé nd dad attempts 3a4aeT KoNNYecTBo coobLeHn-TpeboBaHni, nepeaaBaemMbIx

attempts-number (0..600)/1 MHTEepdEericom B3aMMOAencTBYOWEMY YCTPOWCTBY B C/lyyae

obHapykeHuna aybamnkauumn (konnmnsmm) IPve-agpeca.

ipv6 unreachables BkntoyeHne ICMPV6 coobLieHuMit 0 HeJOCTUKMMOCTM agpecaTa
- npu nepegaye NakeToB Ha onpeaeneHHbIin UHTepdeic.

no ipv6 unreachables YcTaHaB/MBAET 3HAYEHUE MO YMOYAHMIO.

ipvé6 mld version {1 | 2} (12)/2 OnpegeneHune Bepcun npotokona MLD ans uxtepdelica.

YcTaHaBAnBaeT 3HaYeHUe No YMOIYAHUIO.

ipv6 mid join-group
ipv6_multicast_address

no ipve mid
group-address

join-group

3apaet MLD-coobuieHmns gna onpegeneHHon rpynnol.
- ipv6_multicast_address — IPv6-agpec rpynnbl
MHOF0aZpeCHOM PaCcCbIIKU.

OTmeHAeT oT4eTHOCTb U yaansaeT IP-agpec 13 rpynnbl
MHOroaZpecHO PaccbliKu.
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KomaHObl pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma PrivilegedEXEC:

console#

Tabanuya 5.58 — KomaHabl pexkmma Privileged EXEC

{ gigabitethernet gi_port |
fastethernet fa_port |
port-channel group }

{ bytes | default}

fa_port: (1..3/0/1..24);
group: (1..8);
bytes: (1280 .. 65535)
/1500

KomaHoa 3HavyeHue/3Ha4yeHue Aelicmeue
o ymon4yarHuro
ipv6 set mtu gi_port: (1..3/0/1..28); 3agaet 3HauyeHne MTU gna IPV6 nakeTos.

show ipv6 neighbors

{static | dynamic}
[ipv6-address ipv6_address ]
[mac-address mac_address ]
[gigabitethernet gi_port |
fastethernet fa_port |
port-channel group |

vlan vian_id]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..8);
vlan_id: (1..4094)

MokasbiBaeT MHboOpmauuio o cocegHux IPve
coAeprKalllytoca B Kalle.

- static — noKasbIBaeT cTaTMYeCcKMe 3anucy;

- dynamic — nokasbiBaeT AMHAMMUYECKME 3annUCK.

yCTpOWCTBAX,

clear ipv6 neighbors

OumlaeT Kaw, cogep:awmi uHdopmaumio
yCTponcTBax, paboTtatowmx no npotokony IPv6.
O CTaTUYEeCKUX 3aNnCAX COXPaHAETCA.

0 coceaHux
NHpopmauma

KomaHOb! pexcuma EXEC

Bunpg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabnunua 5.59 — KomaHab! pexkuma EXEC

KomaHda

3HayeHue

Aeiicmeue

show ipv6 interface
[gigabitethernet gi_port |
fastethernet fa_port |
port-channel group |

vlan vian_id]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..8);
vlan_id: (1..4094)

MoKa3blBaeT HACTPOMKM npoTokosna IPv6 panAa yKkasaHHoOro

MHTepodeiica.

show ipv6 route

MNokasbiBaeT Tabanuy IPv6-mapLipyTos.

show ipv6 icmp error-
interval

MokasbiBaeT HacTpolikm ICMPV6 coobuieHunit 06 owmnbKax.

[pumepsi 8biM0AHEHUS KOMAHO

= T[loKasaTb AMHAaMU4Yeckue 3anucm B Tabauue MapwpyTmsaumm o cocegHux IPve
YCTPOMCTBAX.
console# show ipv6é neighbors dynamic
Interface IPv6 address HW address State
VLAN 1 5629:78:13::6782:B588:1AB5 00:00:03:08:D8:98 REACH
BO3MOHble cCOCTOAHUA:
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INCMP (Incomplete) — Mpoueaypa paspelleHns agpeca BbiNONHAETCA Ha Bxode. ITO O3Ha4yaeT, YTo
3anpoc o coceactBe Obln OTNpaBAeH Ha FPynmnoBOM afpec, HO COOTBETCTBYHOLLEE MNOATBEPKAEHME O
cocecTBe elle He Bbl10 NoayYeHo.

REACH (Reachable) — NonoxutensHoe NOATBEPKAEHUE O TOM, YTO MyTb A0 COCEAHEro yCTPOoiCTBa
dYHKUMOHMPYET BepHO, BblJI0 NOJIlyYEHO B TeYeHMe nepmnoaa «4ocTuxumoctn» (ReachableTime, mc). Moka
cocefiHee YCTPOMCTBO AOCTUKUMO, U OOMEH NakeTaMm UAET HOPMabHO, HUKAKUX cneuyasnbHbIX AeNCTBUM
He npeanpuHMMaeTCA.

STALE — TlonoxutenbHoe MOATBEP)KAEHME O TOM, 4YTO MyTb [0 COCeAHEero YCTPoKcTBa
bYHKLMOHNPYET BEPHO, ObINO NOSYYEHO B TEYEHME BpPeMeEHM BOoNbLIEro, YeM NepUos «AOCTUMNKMMOCTUY
(ReachableTime, mc). NMoka cocegHee yCTPOWMCTBO AOCTUMKMMO, U O0BMEH MakeTamu UAEeT HOPMasibHO,
HUKAKKUX CNeLmanbHbIX 4ENCTBUI He NpeanpUHUMAETCS.

DELAY — TlonoxutenbHoe MOATBEP)KAEHME O TOM, 4YTO nNyTb [0 COCEAHEro YCTPOMCTBa
bYHKUMOHMPYET BEPHO, BblI0 MOAYYEHO B TeYeHMEe BpeMeHM HOMbLIEro, Yem Mepuos, «AOCTUKMMOCTUY
(ReachableTime, mc) n noBTOpHbLIM 3anpoc 6bin NepedaH B Te4EHUE MHTEPBANa BPEMEHU OTBEAEHHOro Ha
nonbITKy (DELAY_FIRST_PROBE_TIME, ceK). EciM NoNoKnTenbHbI OTBET He NPpUAET B TEYEHUE WHTEpPBana
BpeMeHu, oTBeAeHHOro Ha nonbITKy (DELAY_FIRST _PROBE_TIME, ceK), TO cOCTOsiHME MYyTU A0 COCEAHEro
ycTponcTea nameHntca Ha PROBE.

PROBE — 3anpocbl O coceacTtBe nepuvoAaMYecKM nepenarTca € MHTEPBANOM  «PeTPaHCAAUMU»
(RetransTimer, mc) Ao Tex Nop, NoKa He 6yAeT NONYYEHO NONOKUTENIbHOE MOATBEPIKAEHME.,

5.15.2 TyHHenupoeaHue npomokKona IPv6 (ISATAP)

®dyHKUMA TyHHenupoBaHusa TpaduKa IPv6 Ha 6ase npotokona ISATAP (Intra-Site Automatic Tunnel
Addressing Protocol) nosBonsieT ocywecTsnATb nepegady TpaduKka IPv6 yepes cetn c agpecaumein |Pva.
Takmm o06pas3om, y3abl ¢ agpecaumen |Pv6, noapepxusawuwme TyHHennposaHue ISATAP, moryt
coobwatbesa, MHKancyanpya Tpaduk B NaKeTbl C 3aroNoBkom IPv4.

KomaHObI pexcuma 2106a16H020 KOHGU2YPUPOBAHUA

BuAa 3anpoca KoMaHAHOWM CTPOKM pexxnma rinobanbHoro KoOHPUrypmpoBaHumsa:
console (config) #

Tabauua 5.60 — KomaHap! pekruma rnobanbHOro KOHGUrypupoBaHma

Komanda 3HayeHue/3HayeHue no Neiicmeue
YMOAYAHUIO

interface tunnel number 1 1. Co3paet nHTepdeinc TYyHHeNMPOBaHUSA.
2. OcylLecTBAAET BXOA, B PEXMM KOHOUTYpUPOBaHUA
nHTepdeica TYHHeNNPOBaHUA

tunnel isatap query-interval seconds: (10..3600)/10 cek | YcraHaBausaeT nepuog mexay DNS 3anpocamu,

seconds OTNPaBAAEMbIMU ANA aBTOMATUYECKOro onpegeneHus IP-
azpeca mapwpyTtusatopa ISATAP.

no tunnel isatap query- YcTaHaBAWBAET 3HAYEHME MO YMONYAHUIO.

interval

tunnel isatap solicitation- seconds: (10..3600)/10 cek | YcTtaHaBAMBaeT nepuos nepesaqn 3anpocos, TPeBYOLLMX

interval seconds noATBepXKAeHUA OT MaplpyTusaTtopa ISATAP (B cnyyae
OTCYTCTBUA aKTMBHOrO MapLUpyTU3aTopa).

no tunnel isatap solicitation- YcTaHaBAMBAET 3HAYEHME MO0 YMONYAHUIO

interval

tunnel number: (1..20)/3 3apaet Koanyectso DNS-query 3anpocoB 1 KoanyecTso

isatap robustness number 3anpocos, nepegasaembix mapLipytusatopy ISATAP B
TeYEeHMe BPEMEHU KMN3HWN YCTAHOBIEHHOTO COEAUHEHMUA.
Mepuoapl 3anpocos onpeaenserca Gopmynamm:
- ans DNS: (Bpems *KM3HU NPUHATOE B OTBETE OT CepBepa
DNS)/(number+1);
- NS 3aNpOCoB K mapLupyTusatopy ISATAP: (MMHMManbHoe
BpemsA KM3HW NpuHATOe B oTBeTe oT ISATAP
mapupyTtusartopa)/(number+1).

no tunnel isatap robustness YcTaHaBAMBAET 3HAYEHME MO YMONHAHUIO.
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KomaHObI pexuma myHHeauposaHuUs

Bug, 3anpoca KOMaHAHOW CTPOKM PeXMMA TYHHENNPOBAHUA:

console# configure
console (config) # interface tunnel 1

console

(config-tunnel) #

Tabnnua 5.61 — KomaHabl pexkMma TyHHeIMpPoBaHUs

KomaHda

3HayeHue

Aelicmeue

tunnel mode ipv6ip isatap

no tunnel mode ipv6ip
isatap

Mo ymonyanumo
TYHHENnpoBaHue
OTK/IIOYEHO

BkntouaeT nogaepKKy TYyHHeAMpoBaHUA npoTokona IPve
yepes IPv4 npn nomowm ISATAP.
1 OnAa opHOro M Toro Ke WHTepdeiica (Hanpumep
V Ethernet/VLAN) nopgepskka IPv6-agpecaumm u
TYHHEe/NIMPOBaHMA MOFYT COCyLLecTBOBaTb  BMecTe.
Bbi6op MCNONb30BaHUA IPv6-appecaummn unu
TYHHeNUpoBaHUA 6yAeT ocylecTBeH Ha OCHOBaHUU
nHdpopmaumm o6 IP-aapece HazHaueHuA.

BbikntoyaeT noanep KKy TYHHeAMpPOBaHMA NpoTokona IPv6.

tunnel isatap router
router_name

no tunnel isatap router

Mo ymonyanuio,
OOMEHHbIM UMEeHeM
ABNAETCA CTPOKA ‘isatap’

3afaét fomeHHoe umsA ana TyHHens IPv6. MNonb3oBaTtenum ¢
aapecauumeit IPv4 6yayT MMeTb BO3MOXKHOCTb JOCTYNA K
YCTPOMCTBY (YCTPOMCTBO TYHHE/NIMPOBAHUSA) MNP BbINOJHEHUU
CTaHgapTHoM npoueaypbl DNS.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

tunnel source
{auto |
ip-address ipv4_address }

no tunnel source

Mo ymonuanuto IP-agpec
He Ha3Ha4eH.

KomaHpaa Ha3HayvaeT fIoKanbHblIl IP-agpec TyHHento, KoTopbli
6yaeT UCNo/Ib30BaTbCA, B KaUecTBe agpeca UCTOUHWMKA, NpU
OTnpaBKe NaKeToB.

- auto — IP-agpec byfeT aBTOMaTUYECKU HazHauYeH CUCTEMOIA.

Ypanaet nokanbHbIM IP-agpec TyHHens.

KomaHObI pexcuma EXEC

Bunpg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabnnuya 5.62 — KomaHab! pexkmma EXEC

KomaHda

Aelicmeue

show ipv6 tunnel

Moka3biBaeT MHPOPMALMIO O HACTPOMKAX TYHHENS.

[pumepsi 8biM0AHEHUS KOMAHO

= BkAounTb MHTEpdeNc TYHHENMPOBAHUA, HAa3HAYNTb AOMEHHoe UMA TyHHena — MES2124,
YCTAHOBMUTb JIOKa/IbHbIN IP-agpec —192.168.16.88.

console# configure
console (config) # interface tunnel 1

console (config-tunnel) # tunnel mode ipvé6ip isatap

console (config-tunnel) # tunnel isatap router MES2124

console (config-tunnel) # tunnel source ip-address 192.168.16.88
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5.15.3 Hacmpolika ¢pyHkyuu IPv6 RA guard

®yHKuma IPv6 RA guard npegocTaBaseT 3aliMTy OT aTaK, OCHOBaHHbIX Ha PACCblIKe NOAAENbHbIX

naketos Router Advertisement, paspeluans 06paboTKy coobLLEHNI TONBKO C 40BEPEHHbIX NOPTOB.

KomaHObI pexcuma 2106a0716H020 KOHGU2YPUPOBAHUS

BuAa 3anpoca KoMaHAHOM CTPOKM pexnma rnobanbHOro KOHPUrypmposaHuma:

console (confiqg) #

Tabnnua 5.63 — KomaHabl pexkmMma rnobanbHoOro KoHGUrypupoBaHus

KomaHda
YMOAYAHUIO

3HayeHue/3HayeHue no

Aelicmeue

ipv6 nd raguard
/BbIKNIOYEHO

no ipv6 nd raguard

PaspeluaeT KOMMYTaToOpy KOHTPoOIMpoBaHMe ¢GyHKUmMK IPve
RA guard.

BbikntoueHune dpyHKuum IPv6 RA guard.

ipv6 nd raguard vlan

Vlan (1..4094)

PaspelsaeT KoHTpoanpoBsaHue dpyHKuuK IPv6 RA guard B
npegenax ykazaHHon VLAN.
- vlan — Homep VLAN.

KomaHObI pexcuma KoHgu2ypuposaHua uHmepgelica Ethernet

Bug, 3anpoca KOMaHAHOW CTPOKM peXnma KoHPUrypupoBaHua nHtepdelica:

console (config-if)#

Tabnunua 5.64 — KomaHabl pexkMma KoHourypmuposaHus nHtepdelica Ethernet

3Ha4yeHue/3HayeHue o

KomaHoa Aelicmeue
YMOMYAHUIO
ipv6 nd raguard device-role Bbi6op pexknuma paboTbl nopTa.
{ host | router} Jhost - host — 610KkMpoBKa Bcex BxoAALLMX RA-coobLieHNi;

- router — ¢punbTpaums RA-coobLieHUi B COOTBETCTBUM C
HACTPOEHHbIMU NpaBnNamu.

ipv6 nd raguard match

access-list ac/ (1..32) cumBona

BkntoueHne ACL gns dunbTpaumm RA-coobLieHunin B pexume
router.
- acl—vmsa ACL.

ipv6 nd raguard match

prefix-list prefix-list (1..32) cumBona

BkntoueHwue prefix-list ans punbTpaumm RA-coobuieHmnit B
pexkume router.
- prefix-list — uma prefix-list.

ipv6 nd raguard trusted-
port

Mo ymonyaHuto Bce NnopTbl
aBnATca untrusted

,ﬂ,06aB/1ﬂeT NopT B CNUCOK AOBEPEHHbIX.

5.15.4 Hacmpoiika ¢pyHkyuu DHCPv6 guard

DHCPv6 guard — ¢yHKUMA, No3BoAstOWaA NpeaoTBpawaTth noasaeHne ctopoHHnx DHCPv6-cepBepos

B CE€TU, pa3pewian X NCnosib3oBaHMe TOJ/IbKO Ha A0BEPEHHbIX MHTep¢e171cax.

KomaHObI pexcuma 2106as16H020 KOHGU2YPUPOBAHUS

Bug, 3anpoca KOMaHAHOW CTPOKM pexknma rnobanbHoro KoHOUrypnpoBaHmsa:

console (config) #
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Tabnuua 5.65 — KomaHapl pexkmma rnobanbHoro KoHGUrypmpoBaHus

KomaHda

YMOAYAHUIO

3HayeHue/3HayeHue no

Aelicmeue

ipv6 dhcp guard

/BbIKNIOYEHO

no ipv6 dhcp guard

PaspeluaeT KOMMYTaTOPY KOHTPOANPOBaHUE GYHKLMUK
DHCPv6 guard.

BbikntoyeHne pyHKumm DHCPV6 guard.

ipv6 dhcp guard vlan vian

(1..4094)

PaspelaeT KoHTponmposaHue ¢dyHKuun DHCPV6 guard B
npegenax ykasaHHon VLAN.
- vlan —Homep VLAN.

KomaHObI pexcuma KoHgu2ypuposaHua uHmepgelica Ethernet

Bug, 3anpoca KOMaHAHOW CTPOKM pexXnma KoHPUrypupoBaHua nHtepdelica:

console (config-if)#

Tabnnua 5.66 — KomaHabl pexkuma KoHourypmposaHusa uHTepoeiica Ethernet

3HayeHue/3HayeHue rno

KomaHoa Aelicmeue
YMOMYAHUIO
ipv6 dhcp guard device- Bbibop pexkmma paboTbl nopTa:
role { client | server } - client — coobueHunsa Tuna «advertise» n «relpy»
-/client oTbpachiBaloTCs;

- server — coobuieHunn Tmna «advertise» n «reply»
GUNBTPYIOTCA NO YCTAHOB/IEHHBIM NPaBUIAM.

ipv6 dhcp guard match
server accsess-list ac/

(1..32) cumBona

BkntoueHne ACL ana ¢unbtpaumm DHCPV6-coobuieHnin.
- acl —vms ACL.

ipv6 dhcp guard match
reply prefix-list prefix-list

(1..32) cumBona

Bkntouenue prefix-list gns punbrpaunmn DHCPV6-coobLLeHNI.

- prefix-list — uma prefix-list.

ipvé dhcp guard trusted-
port

no ipv6 dhcp guard
trusted-port

Mo ymonyaHutio Bce NnopTbl
aBnaTca untrusted

[ob6asnaeT NopT B CNUCOK A0BEPeHHbIX. 117 f0BEepeHHbIX
NopTOB pPa3peLleHbl BCE TUMbl COODBLLEHNI.

Ypanaet NOopT U3 CNUCKa A0BEPEHHDbIX.

5.16 HacTpoitka npoToKonos

5.16.1 Hacmpolika npomokKonaa DNS — cucmembl 00MeHHbIX UMeH

OcHoBHoW 3agayeit npotokona DNS asnsetca onpeaeneHue IP-agpeca y3na cetu (xocTa) no 3anpocy,
cogeprKallemy ero AoMeHHoe WmA. basa JaHHbIX COOTBETCTBUIM AOMEHHbIX WMMEH Y3/10B CeTu W
cooTeeTcTBYOWMX UM IP-agpecos Begetca Ha DNS-cepsepax.

KomaHObI pexcuma 2106a16H020 KOHGU2YPUPOBAHUA

Bug, 3anpoca KOMaHAHOM CTPOKM B pPeXKMUMe 1106anbHOro KOHGUrypupoBaHus:

console (config) #

Tabnnua 5.67 - KomaHgb! pexxuma rnobasbHOro KOHGUrypmpoBaHUs

KomaHda

Aeilicmeue

ip domain lookup

Paspelwaet ucnonbsosaHne npotokona DNS.

no ip domain lookup

3anpeLaeTt ncnonb3oBaHue npotokosaa DNS.

ip name-server
server_ipv_address_list

Onpeaenset IPv4/IPv6-agpeca goctynHbix DNS-cepsepos. MoHo onpeaenunTb IP-agpeca

Ana BocbMU cepBepoB. |P-agpeca cepsepoB HEO6X0AMMO 3anucbiBaTb Yepes npoben.

Ethernet-kommymamopsi MES1000, MES2000

97



HELTEX

no ip name-server
[server_ip_address1 ...
server_ip_address8]

Yaansaet IP-agpec DNS-cepBepa 13 cnucka AOCTYMHbIX.

ip domain name name

OnpeaenseT [OMEHHOe MMA MO YMO/YaHUIO, KOTopoe ByaeT MCNOb30BaTLCA MPOrPamMMON,
ONA AONONHEHUA HENPaBUbHbLIX LOMEHHbIX UMEH (LOMEHHbIX UMeH 6e3 ToukK). Ans
AOMEHHbIX UMeH 6e3 TOUKM B KOHel, UMeHW byaeT A06aBAATLCA TOUKA U YKa3aHHOe B
KOMaHAe gomeHHoe umsa. Uma gomkHo coaepratb 1 go 158 cumBonos.

no ip domain name

YaanaeTr LOMeHHOoe MMA N0 YMOYaHUIO.

ip host name ip_address1
[ip_address2 ...
ip_address4]

OnpeaenseT cTaTU4ecKne COOTBETCTBMA MMEH Y3108 ceTu IP-agpecam, aobasnaer
YCTaHOB/IEHHOE COOTBETCTBME B K3LW. Mma moxKeT coaepKaTb oT 1 go 158 cumeonos. MoxHO
onpeaennTb Ao Yyetbipex IP-agpecos.

no ip host name

Ypanaet ctaTUueckne COOTBETCTBUA MMeH Y3108 ceTh IP-agpecam. ima moxeT cogeprkatb oT
1 po 158 cumBonoB.

KomaHOobi pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKM B pexxkunme EXEC:

console#

Tabanua 5.68 - KomaHgb! pexkmuma EXEC

KomaHda

Aelicmeue

clear host {name| *}

YpanseT 3anucb COOTBETCTBUS MMEHM y31a ceTu IP-agpecy Kawa mbo Bce 3anuck (*). Uma
AO0/IKHO cogepaTb oT 1 Ao 158 cumsonos.

show hosts [name]

OTobparkaeT LOMEHHOE MMA MO YMONYaHUIO, cnncok DNS-cepBepoB, cTaTuyeckne u
K3LWWMPOBaHHbIE COOTBETCTBUA MMEH Y3108 ceTu 1 IP-agpecos.

Mpu UCnoNb30BaHWM B KOMaHAE UMEHW y3/1a CeTU, oTobparkaeTca CooTBETCTBYOWMIA emy IP-
agpec. Uma gonxkHo cogepaTtb oT 1 o 158 cumBo0B.

[pumepbl UC016308AHUA KOMAHO

"  Wcnonb3osaTb DNS-cepsepa no agpecam 192.168.16.35 n 192.168.16.38, yctaHOBUTL

AOMeHHOEe UMA MO YMOTHYaHUIO - mes:

console# configure
console (config) # ip name-server 192.168.16.35 192.168.16.38
console (config)# ip domain-name eltex-sw-1

"  YCTaHOBUTb CTaTMYeCKOe COOTBETCTBME: y3e/l CeTU C MMEHeMm eltex.mes nmeet IP-agpec

192.168.16.39:

console# configure
console (config) # ip host eltex.mes 192.168.16.39

5.16.2 Hacmpolika npomoKona ARP

ARP (Address Resolution Protocol — npoTokon paspelueHus agpecoB) — MPOTOKON KaHa/lbHOro
YPOBHSA, BbINOMHAOWMI GyHKUMIO onpeaeneHna MAC-agpeca, Ha OCHOBaHUM coep:Kallerocs B 3anpoce

IP-agpeca.

KomaHObI pexcuma 2106a16H020 KOHGU2YpUPOBAHUA

Bug, 3anpoca KOMaHAHOM CTPOKM B peXkume rn1o6anbHOro KoHGUrypnposaHus:

console (config) #
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Tabnnua 5.69 - KomaHgb! pexuma rnobasbHOro KOHGUrypupoBaHUs

3HayeHue/3HayeHue o

no arp ip_address
[gigabitethernet gi_port |
fastethernet fa_port |
port-channel group |

vlan vian_id]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..8);
vlan_id (1..4094)

KomaHoa Aelicmeue
YMOAYAHUIO

arp ip_address
mac address dbopmat ip_address [ob6aBnaeT cTaTMyecKyto 3anucb cooteeTcTeua IP u MAC-
[giga_bitethernet gi_port | A.B.C.D; - appecos B Tabanuy ARP ana yKazaHHOro B KOMaHge
fastethernet fa_port | dopmat mac_address : V'.HTeP¢eVlca-
port-channel gr_oupl H.H.H - ip_address —IP-appec
vian vian_id] H:H:H:H:H:H - mac_address — MAC-agpec

— H-H-H-H-H-H;

Ypanaet ctaTuyecKyto 3anucb cootsetctana IP 1 MAC-agpecos
13 Tabnunubl ARP ans ykasaHHOro B KomMaHae nHtepdeiica.

arp timeout seconds

no arp timeout

seconds: (1..40000000)/
60000 cek

HacTpauBaeT Bpemsa ¥KMU3HW AMHAMMYECKMX 3anuceit B
Tabamue ARP (cek).

YcTaHaBAMBaeT 3HaYeHue no YMOYaHUIO.

KomaHOb1 pexcuma privileged EXEC

Bug 3anpoca KOMaHAHOM CTPOKK B pexxkume privileged EXEC:

console#

Tabnuua 5.70 - KomaHgb! pexxuma privileged EXEC

KomaHda

3Ha4yeHue

Aeiicmeue

clear arp-cache

Ypanser Bce AMHaMmmnyeckue 3anncu n3 ARP Tabaumubl.
(KomaHga AocTynHa TO/IbKO oA NPUBUAETMPOBAHHOIO
nosb3oBaTens).

show arp

[ip-address ip_address |
mac-address mac-addres |
gigabitethernet gi_port |
fastethernet fa_port |
port-channel group ]

dopmar ip-address: A.B.C.D
dopmat mac-address:
H.H.H vaun H:H:H:H:H:H nan
H-H-H-H-H-H;
gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..8).

MokasbliBaeT 3anmcn ARP-TabaunLbl: BCe 3anucu, dunbtp no IP-
aapecy; dpunbtp no MAC-agpecy; dunbTp no nHtepdeicy.

- ip_address — IP-appec;

- mac_address — MAC-agpec;

- gi_port —Homep uHTepodeiica Gigabit Ethernet;

- fa_port — Homep uHTepodelica Fast Ethernet;

- group — rpynna KaHasos.

show arp configuration

MokasbliBaeT rnobanbHyo KoHdurypaumio ARP u
KOHdurypaumio ARP ans nHtepdeliicos.

ip arp proxy disable

no ip arp proxy disable

OTKAKOYaEeT peXkmm NpoKkcnposaHua ARP-3anpocos gns
KOMMyTaTopa.

Bkntoyaet pexumm npokcnposaHma ARP-3anpocos ana
KOMMyTaTopa.

KomaHObI pexcuma KoHgu2ypuposaHue uHmepgelica

Bug, 3anpoca KoOMaHAHOM CTPOKKM B pexkume interface configuration:

console (config-if) #

Tabnunua 5.71 - KomaHab! pexkuma interface configuration

KomaHda

3HauyeHue

Aelicmeue

ip proxy-arp

no ip proxy-arp

OTKAIOYaEeT peXMm NpoKkcnpoBaHma ARP-3anpocoB Ha
HacTpanBaemom MHTepodeiice.

Bkatouaet pexkmm npokcmposaHua ARP-3anpocoB Ha
HacTpanBaemom MHTepodeiice.

arp timeout seconds

seconds: (1..40000000)

HacTpauBaeT Bpems }MU3HW AMHAMMYECKMX 3anuceit B
Tabanue ARP (cek) ana HacTpamBaemoro nHTepdeica.
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YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO (\/CTaHaBﬂVIBBETCH

no arp timeout
P rnob6anbHo).

[pumepbl UC016308AHUS KOMAHO

= [106aBuTb cTaTU4YecKyto 3anucb B ARP-Tabnuuy: IP-agpec 192.168.16.32, MAC-aapec
0:0:C:40:F:BC, ycTaHOBUTb BpemMs ¥U3HM AMHAMMYECKUX 3anucen B ARP-Tabanue — 12000
CeKkyHAa;
console# configure
console (config)# arp 192.168.16.32 00-00-0c-40-0f-bc gigabitethernet 1/0/2

console (config)# exit
console# arp timeout 12000

= [lokasaTb cogepkumoe ARP Tabsnupl:

console# show arp

VLAN Interface IP address HW address status

vlian 1 gi0/12 192.168.25.1 02:00:2a:00:04:95 dynamic

5.16.3 Hacmpoiika npomokona GVRP

GARP VLAN Registration Protocol (GVRP) — npoTtokon VLAN-peructpaumn. MpoToKon nossonsieT
pacnpocTpaHntb no cetn umaeHtTuéoukatopbl VLAN. OcHoBHOM ¢yHKuUmMel npoTokosna GVRP sasnsetcs
obHapyKeHne nHpopmaunmn o6 oTcyTcTBYOWMX B Base AaHHbIX KOMmyTaTopa VLAN-ceTsax npu noayvyeHun
coobuieHnit GVRP. Monyuns uHdopmauuio o6 otcytcteyrowmx VLAN, KommyTaTtop AobaBnseT ee B CBOKO
6a3y AaHHbIX.

KomaHObI pexcuma 2106a16H020 KOHGU2YPUPOBAHUA

BunAa 3anpoca KOMaHAHOWM CTPOKM pexxmnma ri1ob6anbHoro KoOHPUrypmpoBaHumsa:
console (config) #

Tabnnua 5.72 — KomaHabl pexkmMma rnobanbHoOro KoHGUrypupoBaHus

3Ha4yeHue/3HayeHue no .
KomaHda Aeilicmeue
YMOAYAHUIO
gvrp enable BkntoyaeT ncnonbsosaHue npotokona GVRP kommyTaTtopom.
-/BbIK/tOYEH
no gvrp enable BbikntoyaeT ncnonb3osaHue npotokosna GVRP kommyTtaTopom.

KomaHObI pexcuma KoHgu2ypuposaHusa uHmepdgelica (QuanazoHa uHmepgelicos) Ethernet,
UHMepdaelica 2pynnbl N1opmos

BuAa 3anpoca KOMaHAHOM CTPOKM B pexkMme KOHPUrypmposaHua nHtepdeica Ethernet, nntepoeiica
rpynnbl NOPTOB:

console# configure

console (config) # interface {gigabitethernet gi port| fastethernet

fa port|port-channel group}
console (config-if) #
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Tabnnuya 5.73 — KomaHabl pexkuma KoHourypuposaHus uHTepdelica Ethernet, rpynnsl uHTepdelicos

3Ha4yeHue/3HayeHue o

no gvrp enable

KomaHda Jeilicmeue
YMOAYAHUIO
gvrp enable BkntouaeT ncnonb3osaHue npotokona GVRP Ha
y— HacTpanMBaeMom MHTepdeiice.

BbikntoyaeT ncnonb3osaHue npotokona GVRP Ha
HacTpanBaemom nHTepodeiice.

garp timer
{join | leave | leaveall}
timer_value

no garp timer

timer_value:
(10..2147483640) mc/
3Ha4yeHMA NO YMONYaHUIO:

YcTaHaBAMBAET 3Ha4YeHUA Tanmepos NpoTokosa GARP
(onucaHue TalimepoB NpuBeaeHo B Tabauue 5.74).
- timer_value — 3HayeHuWe Talimepa (J0MKHO 6bITb KpaTHO 10).

join: 200 mc;
leave: 600 mc;

YCTaHOBUTb 3HAYEHMA NO YMOAYAHUIO.
leaveall: 10000 mc

gvrp vlan-creation-forbid

no gvrp
vlan-creation-forbid

3anpelaeT AMHaMMYecKoe nameHeHue nam cosgavune VLAN
ONA HacTpaMBaemoro uHtepdelica.

-/paspewero PaspeluaeT AUHAMUYECKOE U3MEHEHME UK co3aaHmne VLAN

ANA HacTpamBaemoro nHtepdelica.

gvrp registration-forbid

no gvrp registration-forbid

BbinonHsaeT cHATMe pernctpaumm ana scex VLAN u He
[0NyCcKaeT co3gaHma uam pernctpaumnm Hosblix VLAN Ha
AaHHOM MHTepdeiice.

Mo ymonyaHutio cosgaHue
n pernctpauma VLAN Ha

MHTedeemce paspelueHa YcTaHaBAMBaeT 3HaYeHUe No YMOYAHUIO.

Tabnnuya 5.74 — OnucaHue Taimepos GARP

Taiimep GARP

3Ha4yeHue

Join Timer OnpepgenseT WHTepBan nepefaynm 3anpocoB Ha npucoeguHeHue B rpynny VLAN
(ananasoH 3HauyeHunit ot 10 po 2147483640 MWUANUCEKYHA, 3HayeHWe no
ymon4yaHuto — 200 MUNUCEKYHA).

Leave Timer Onpeaenser MHTepBan, KOTOPbIN UHTepdelic byaeT oxuaaTb nepen BbIXOAOM M3

rpynnbl VLAN (aMana3oH 3HayeHuit oT 10 ao 2147483640 MUNAUCEKYHA, 3HaYeHNe
no ymonyaHuio — 600 MUANUCEKYHA).

Y

3HaueHne Leave Taiimepa [0MKHO 6biTb 60nblue MAU PaBHO Tpem
3HayeHusam Join Taiimepa.

LeaveAll Timer

Onpepensetr vHTepBan, KOTopbli MHTepdelic byaeT oXuaatb nepes OTNPaBKOM

3anpoca LeaveAll Ha nonHoe oTKAkoUYeHue oT rpynnbl VLAN (Anana3oH 3HayeHuit oT

10 po 2147483640 MuAAUCEKYHA, 3HavyeHMe nNo ymondaHuto — 10000

MWTUCEKYHA).

V' 3HaueHue LeaveAll Taiimepa A0MKHO 6biTb HAMHOro 60/blie 3HAYeHUnA
Leave Taiimepa.

K K

3HaueHun GARP TalimepoB A,0/KHO 6bITb O4UHAKOBbLIM ANA BCEX B3aUMOAEMUCTBYIOLLMUX
ycTpoiicTs. Ecnn 3HaueHus TaiimepoB 6yAyT OTAIMYATLCA, TO KOMMYTATOP MOXKeT
HeKoppeKTHO pabotaTtb no npotoKkony GVRP.

B3aMMOAEﬁCTBMe HEeTermpoBsaHHOro NOpTa C TernpoBaHHbIM MOXeT 6bITb
AaAMUHUCTPATUBHO onpeaeneHo NyTem yCTaHOBKU 3HadyeHuA PVID Ha HeTermposaHHOM

nopry.
' MHTepdeiic, HacTpOeHHDbIM B pexkume nopTta goctyna (Access port), He moKeT paboTtatb no
= npoToKkony GVRP, NOCKONbKY OH Bcerga ABAAeTcA YIeHOM TO/IbKO ogHoili rpynnbl VLAN.

KomaHOwbl pexcuma privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKK pexunma privileged EXEC:
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console#

Tabanua 5.75 — KomaHabl pexkmma privileged EXEC

KomaHda

3HaveHue

Aelicmeue

clear gvrp statistics
[gigabitethernet gi_port |
fastethernet fa_port |

port-channel group]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..8).

OuuniLaeT HaKONIEHHYIO CTAaTUCTUKY NpoToKkosia GVRP.

KomaHOowbl pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console>

Tabnunua 5.76 — KomaHab! pexkuma EXEC

KomaHda

3HavyeHue

Aelicmeue

show gvrp configuration
[gigabitethernet gi_port |
fastethernet fa_port |

port-channel group]

show gvrp statistics
[gigabitethernet gi_port |
fastethernet fa_port |

port-channel group]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..8).

show gvrp error-statistics
[gigabitethernet gi_port |
fastethernet fa_port |

MokasbiBaeT KoOHUrypaumio npotokona GVRP gns
YKa3aHHOro uHTepdeiica, iMbo ana Bcex MHTepdencos.

[MoKa3bIBaeT HAKONAEHHYH CTaTUCTUKY No NpoTtokony GVRP
018 YKa3aHHOro uHTepderica, inbo ana scex MHTepodeincos.

MoKasbiBaeT CTaTUCTMKY MO owmnbKam npu pabote
npotokona GVRP gns yKkasaHHoro uHtepderica, imbo ana
BCeX MHTepdencos.

port-channel group]

5.16.4 MexaHu3m obHapy»ceHusa nemens (loopback-detection)
,ﬂ,aHHblﬁ MeXaHU3mM No3BONAET YCTPOﬁCTBy OoTCNneXuneaTtb 3aKO/1bLLOBAHHbIE MOPTHI. MeTna Ha nopty

06HapyKMBaeTCa NYTEM OTCbIIKM KOMMYTaTOpoM dpeiima ¢ aapecomM HazHAYeHMA, COBMAAAOLNM C OAHUM
13 MAC-agpecoB yCcTpPoOMncTBa.

KomaHObI pexcuma 2106a16H020 KOHGU2YPUPOBAHUA

Bug, 3anpoca KOMaHAHOM CTPOKM B pPeXKMUME r106a1bHOro KOHOUTIypupoBaHua:

console (config) #

Tabnnua 5.77 - KomaHgb! pexxuma rnobasbHOro KOHGUrypmpoBaHus
3HayeHue/3HayeHue no

KomaHoa Aelicmeue
YMOAYAHUIO
loopback-detection enable BK/touyaeT mexaHn3m obHapyKeHWA neTesb 419 KOMMYTaTopa.
no loopback-detection -/disabled

BoccTaHaB/IMBaET 3HaYeHMe Mo YMONYaHUIO.
enable

loopback-detection
interval seconds

no loopback-detection
interval

YcTaHaBAMBaeT uHTepBan mexay loopback-pperimamu.
- seconds — HTepBan BpemeHu mexay LBD dperimamu.

seconds: (1..60)/ 30 cekyHa,
BoccTaHaB/IMBaET 3HaYeHME MO YMOYAHUIO

loopback-detection mode - YcTaHaBAMBaET pexXum obHapyKeHUs netenb:
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{src-mac-addr|base-mac-
addr}

- src-mac-addr — onpegensert, yto MAC-agpec HazHa4YeHuA —
MAC-agpec uHtepdelica;

- base-mac-addr - onpegenset, uto MAC-agpec HasHayeHus —
MAC-agpec ycTpolicTBa.

loopback-detection vlan-
based

no loopback-detection
vlan-based

- / disabled

BKAtoyaeT pexknum obHapyxeHus netam 8o VLAN. Mpu
Hannumm netam Bo VLAN gaHHas VLAN 6yaet 3abnoKkMpoBaHa
Ha NopTy, Ha KOTOPOM bbina obHApyKeHa neTns.

OTKANOYaeT pexxnm obHapyKeHua netam 8o VLAN.

loopback-detection vlan-
based recovery-time

no loopback-detection
vlan-based recovery-time

(30-1000000) / disabled

3apaeT Bpems B CeKyHAaXx, B TedeHne kKotoporo VLAN Ha nopty
byaeT HaxoaUTbCA B 3a610KMPOBAHHOM COCTOAHMM.

VLAN Ha nopTy, B KOTOpom bblna obHapyKeHa neTas, He byaet
pa3bnoKkMpoBaHa aBTOMaTUYECKM.

KomaHObI pexcuma KoHgpuaypuposaHusa uHmepgelica (duanasoHa uHmepdagelicos) Ethernet,

UHMepagelica 2pynmnbl N1opmos

Bua 3anpoca KOMaHAHOW CTPOKU B pexmme KoHPurypmposaHusa uHtepoelica Ethernet, nnrepdeiica

rpynnbl NOPTOB:

console# configure

console (config) # interface {gigabitethernet gi port|

fa port|port-channel group}
console (config-if)#

fastethernet

Tabnunua 5.78 — KomaHabl pexkmma KoHourypuposaHus uHtepdelica Ethernet, rpynnsl uHTepdelicos

3HayeHue/3HayeHue o

enable

KomaHoa Aelicmeue
YMOAYAHUIO
loopback-detection enable BKAtoYaeT mexaHU3M 0B6Hapy»KeHUa netenb Ha NOpPTy
no loopback-detection -/disabled

BoccTaHaBnmBaeT 3HavyeHue no yMon4yaHuUto

KomaHOwbi1 pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabnunua 5.79 — KomaHab! pexkuma EXEC

KomaHda

3HaueHue

Aeiicmeue

show loopback-detection
[gigabitethernet gi_port |
fastethernet fa_port |
port-channel group]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..8).

OTobparkaeT coctosiHMe mexaHuama loopback-detection.
- gi_port — Homep nHTepdelica Gigabit Ethernet;

- fa_port — Homep nHTepdeiica Fast Ethernet;

- group — rpynna KaHanos.

5.16.5 Cemelicmeo npomokonoe STP (STP, RSTP, MSTP)

OcHoBHoW 3aaayelt npotokona STP (Spanning Tree Protocol) sensetca npuseaeHune cetu Ethernet c
MHOXECTBEHHbIMW CBA3AMWU K APEBOBMAHOM TOMOMOMMM, UCKNOYAIOLWEN UMKAbI NakeTos. KommyTaTopbl
0b6MeHMBaAlOTCA KOHOUIYPALUMOHHBIMU COOBLLEHMAMM, WCMONb3Ys Kaapbl chneuwanbHoro dopmara, wu
BbIOOPOYHO BKAOYALOT M OTKAIOYAKOT Nepeaayy Ha nopTbl.

Rapid (6bicTpbiii) STP (RSTP) ABnsieTcA ycoBeplueHCTBOBaHMEM npoTokona STP, xapaKrepusyetcs
MEHbLUMM BpPeMeHeM npuBeAeHUA CeTU K APEeBOBMAHOW TOMOAOrMM M uMeeT 6onee  BbICOKYHO

YCTONYMNBOCTb.
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MpoTtokon Multiple STP (MSTP) snaBnsaetca Haubonee coBpemeHHOW peanusauueinr STP,
noaaepxusawwei ucnonbsosaHne VLAN. MSTP npepnonaraet KOHGUIypupoBaHMe HeobxoaMmoro
KO/IMYECTBA 3K3EeMMJIAPOB CBA3YIOWEro Aepesa (spanning tree) BHe 3aBUcMMOCTM OT Ymcna rpynn VLAN Ha
KommyTaTope. Kaxkablii aK3eMnasap MOXKEeT coaeprkaTb Heckonbko rpynn VLAN. HegocTtaTkom npoTokona
MSTP aBnaeTca To, YTO Ha BCeX KOMMyTaTopax, B3aumogeinctayowmx no MSTP, f0/1XKHbI ObiTb 0AMHAKOBO
CKOHOUrypmposaHbl rpynnbl VLAN.

MexaHnam Multiprocess STP npeagHasHauyeH Ans co3aaHMA He3aBUCUMbIX aepeBbes STP/RSTP/MSTP
Ha MopTax YCTPOMnCcTBa. M3MeHeHUA COCTOAHMA OTAE/IbHOrO AepeBa He OKa3blBalOT BAUSHUA Ha COCTOAHME
APYrnX AepeBbeB, YTO NO3BOJISIET NOBLICUTbL YCTOMUYMBOCTb CETU U COKPATUTb BPpeMs NepecTpoeHns aepesa
B C/Ny4ae OTKa3o0B. [pu KOHOUIYpPUPOBAHUM cliefyeT UCKAOUYMTb BO3MOMKHOCTb BO3HMKHOBEHMA KoJjel,
MeXay nopTaMmmu-yneHamun pasHbix gepeBbeB. s 06CNYKMBAHMA U30NMPOBAHHbLIX AEPEBLEB B CUCTEME
C034aéTCA OTAE/bHbIM MpoLecc Ha Kaxgoe gepeso. C npoLeccom COMOCTAaBAAKOTCA MNOPTbl YCTPOMCTBA,

npuHag/ieskalime aepesy.

y

2.9.

MaKcMmanbHO A0NYCTUMOE KONUYECTBO IK3emnaapoB MSTP yKa3aHo B Tabauue

5.16.5.1 Hacmpoiika npomokona STP, RSTP

KomaHObI pexcuma 2106as16H020 KOHGU2YPUPOBAHUSA

Bug, 3anpoca KOMaHAHOM CTPOKM pexmnma rnobanbHOro KOHGUIrypnpoBaHmsa:

console (config) #

Tabauua 5.80 — KomaHap! pekruma rnobanbHOro KOHGUrypupoBaHma

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aeiicmeue

spanning-tree

no spanning-tree

Pa3spelsaet ucnonb3oBaHMe KOMMYTaTOPOM MPOTOKOa STP.

3anpelaeT MCNONb30BAaHNME KOMMYTAaTOPOM nNpoTokona STP.

spanning-tree mode
{stp | rstp | mstp}

no spanning-tree mode

-/RSTP

YcTaHaBAMBaET pexxum paboTbl npoTokona STP:

- stp — IEEE 802.1D Spanning Tree Protocol;

- rstp — IEEE 802.1W Rapid Spanning Tree Protocol;

- mstp — I[EEE 802.1S Multiple Spanning Tree Protocol.

YcTaHaBAnBaeT 3HaYeHWe No YMOAYAHUIO.

spanning-tree forward-time
seconds

no spanning-tree forward-time

seconds: (4..30)/15 cek

YcTaHaBAMBaeT MHTepPBaa BPEMEHMU, 33Tpa‘4MBaeMbll7l Ha
npocnywunsaHne U nsydyeHune COCTOAHMIA nepepg
nepeKknyeHnem B COCToAHKE nepenayn.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

spanning-tree hello-time
seconds

no spanning-tree hello-time

seconds: (1..10)/2 cek

YcTaHaBAMBaET MHTEPBA BPEMEHM MEXAY nepegayamm
LUMpPOKOBeLLaTeIbHbIX coobuweHnin «Hello» K
B3aMMOAENCTBYIOLLMM KOMMYTaTOpPam.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

spanning-tree loopback-guard

no spanning-tree
loopback-guard

PaspelaeT 3alLmMTy, BbIKNtOYatOLLYIO t060M nHTepdeic npu
npuveme naketos BPDU.

3anpeLaeT 3aWmTy, BbIKAHOYAOLWYO HTepdec Npu npuéme
naketos BPDU.

spanning-tree max-age
seconds

no spanning-tree max-age

seconds: (6..40)/20 cek

YcTaHaBAnBaeT BpeMs XU3HU cBA3ytowero gepesa STP.

YcTaHaBAMBaeT 3HaYeHue no YMOYaHUIO.

spanning-tree priority priority

no spanning-tree priority

priority:
(0..61440)/32768

HactpaunBaeTt npuopuTeT ceAsyoLwero gepesa STP.

V 3HaueHue npuopuTeTa AO0NXKHO 6bITb KpaTHO 4096.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

spanning-tree pathcost

-/short

YcTaHaBAnBaeT MeToz, onpeageneHnAa LEHHOCTU NYTWU.
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method {long | short}

no spanning-tree pathcost
method

- long — 3HaueHwue LeHHoCTM B AnanasoHe 1..200000000;
- short — 3HaueHue ueHHOCTU B AnanasoHe 1..65535.

YcTaHaBAMBaeT 3HaYeHUe No YMOYAHUIO.

spanning-tree bpdu
{filtering | flooding}

no spanning-tree bpdu

-/flooding

Onpegenset pexxunm 0bpaboTkm naketos BPDU uHtepdeiicom,
Ha KOTOPOM BbIK/IlO4EH NpoToKoa STP.

- filtering — Ha uHTepdelice ¢ BbIKNOYEHHBIM NPOTOKO/IOM STP
BPDU nakeTbl dpUNbTpyOTCA;

- flooding — Ha MHTepdeiice ¢ BbIKNOYEHHbIM NPOTOKOI0M STP
HeTermpoBaHHble BPDU nakeTbl nepeaatoTca, TermpoBaHHble —
dunbTpytoTCA.

YcTaHaBAMBaeT 3HaYeHUe No YMOAYAHUIO.

spanning-tree process
process_id

no spanning-tree process
process_id

process_id: (1-31)/0

KomaHaa co3gaeT oTae/bHbIiM NPoLecc u nepesoauT
KOMaHZHbI MHTEPdENC B PEXKUM ero KOHOUTYPUPOBaHMA.

Yaanset yKasaHHbIM npouecc.

Mpu 3agaHum Taknx napametpos STP, Kak forward-time, hello-time, max-age Heo6xoaumo,

' 4yTO6bI BBINONHANOCH CNeAylouee COOTHOWEHME ITUX NapaMeTpPOoB:
e 2*(Forward-Delay - 1) >= Max-Age >= 2*(Hello-Time + 1).
KomaHObI pexcuma KoHgu2ypuposaHusa uHmepgelica Ethernet, uHmepdelica 2pynnel

nopmoe

Bug 3anpoca KOMaHAHOW CTPOKU B pexmme KoHpurypmposaHusa uHtepoeiica Ethernet, nnrepdeiica

rpynnbl NOPTOB:

console (config-if) #

Tabnnuya 5.81 — KomaHabl pexkmma KoHpurypmposaHua nHtepdeliica Ethernet, rpynnel noptos

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

spanning-tree disable

no spanning-tree disable

-/paspeLeHo

3anpeuaeT paboTty npotokona STP Ha KOHPUTYpUpyemom
MHTepodeiice.

Pa3pewaet paboTy npoTokona STP Ha KOHOUrYpUpyemom
MHTepodeiice.

spanning-tree cost cost

no spanning-tree cost

cost: (1..200000000)/
cMm. Tabanuy 5.82

YcTaHaBAMBAET LLEHHOCTb NYTU Yepes BbibpaHHbIN MHTepdeiiC.

YcTaHaB/MBaeT 3HaYeHUe, onpesensieMoe Ha OCHOBaHUN
CKOPOCTM MOpTa U MeToAa ONpeaeneHus LEHHOCTU NyTH,
Tabanua 5.82.

spanning-tree port-priority
priority

no spanning-tree port-priority

priority: (0..240)/128

YcTaHaBavBaeT npuopuTeT nHTepdeiica B cBA3yOWEM Aepese
STP.
7l 3HaueHue npuopuTeTa JOMKHO 6bITb KpaTHO 16.

YcTaHaBAMBaeT 3Ha4YeHue no YMONYaHUIO.

spanning-tree portfast [auto]

no spanning-tree portfast

BK/IIOYAET PeXMM, B KOTOPOM NOPT NPU NOAHATUM Ha HEM
JIMHKa Cpa3y CTAaHOBUTCA B COCTOAHME Nepesayn, He
[OXNAAACh UCTEYEeHUA Talimepa.

- auto — gobaBnsAeT 3a4epKKy 3 CeKyHAbl Nepes nepexosom B
COCTOsIHUE Nepesayun.

BbIKNtOYaeT pexxum MOMEHTaNbHOrO fnepexoa B COCTOAHNE
nepegadun no NOAHATUIO JIMHKA.

spanning-tree guard root

no spanning-tree guard root

-/33 LWNTa BblK/IKOYEHA

BkAtoyaeT 3almTy «KOPHA» ANA BCEX CBA3YIOLLMX AepeBbes
STP Bbl6paHHOro nopta. [laHHanA 3awmTa 3anpeLaert
nHTepdericy 6biTb KOPHEBbIM MOPTOM KOMMYTaTOPA.

YcTaHaBAnBaeT 3HaYeHWe No YMOAYAHUIO.

spanning-tree bpduguard

no spanning-tree bpduguard

-/33 LWWMTa BblK/IKOYEHA

PaspeluaeT 33Ty, BbIKAHOYAOLWYO MHTEpdENC Npu npuéme
naketos BPDU.

3anpeLuaeT 3aLWMTy, BbIKAOYAOLLYO UHTepdelic Npu npuéme
naketos BPDU.

spanning-tree link-type {point-
to-point | shared}

3Ha4yeHue no
YMOIHAHUIO aNA
LyNNeKCcHoro nopTa

YctaHaBauBaet npoTtokon RSTP B nepepatoLlee coctoaHue n
onpegfenseT TMMN CBA3M AN1A BbIBPaHHOro nopTa - «To4Ka-
TOYKa», «Pa3BETBAEHHbINY.

Ethernet-kommymamopsl MES1000, MES2000

105



HELTEX

no spanning-tree link-type

«TOYKa-TOYKa», 4NA
nonyaynaeKkcHoro —
«Pa3BETBNEHHbIN»

YcTaHaBAMBaeT 3HaYeHUe No YMOIHAHUIO.

spanning-tree bpdu
{filtering | flooding}

no spanning-tree bpdu

OnpegenseT pexxunm obpaboTkm naketos BPDU nHTepdericom,
Ha KOTOPOM BbIK/IlO4EH NpoToKon STP.

- filtering — Ha nHTepdelice ¢ BbIKNOYEHHBIM NPOTOKOIOM STP
BPDU nakeTbl GpUNbTpyOTCA;

- flooding — Ha nHTepdelice ¢ BbIKAOYEHHBIM NPOTOKOOM STP
HeTermpoBaHHble BPDU-nakeTbl nepeaatoTca, TermpoBaHHbIe —
dunbTpytoTCA.

YcTaHaBAMBAET 3HAYeHUe No YMOYaHUIO.

spanning-tree binding-process
process_id

no spanning-tree binding-
process

process_id: (1-31)/0

Mpu1BA3bIBAET NOPT K YKazaHHOMY npoueccy. 1o ymonyaHuio
BCE NOPTbl YNPABAAOTCA HYNEBbIM NPOLECCOM.

BoccTaHaB/iMBaeT NpUBA3KY NOPTa Mo YMOIYAHUIO

Tabnnua 5.82 — LleHHOCTb NYyTH, yCTaHOBAEHHAasA NO yMo4aHMio (spanning-tree cost)

Memod onpedeneHusa yeHHocmu nymu

Unmepdpelic
Long Short
Port-channel 20000 4
Gigabit Ethernet (1000 Mbps) 20000 4
Fast Ethernet (100 Mbps) 200000 19

KomaHObI pexcuma KoHgu2ypuposaHusa depesd

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma privileged EXEC:

console (config-mstp-process) #

Tabnunua 5.83 — KomaHabl pexkmuma privileged EXEC

KomaHda

3HayeHue

Aeiicmeue

spanning-tree forward-time
seconds

no spanning-tree forward-
time

seconds: (4..30)/15 cek

YcTaHaBAMBAET A1 KOHOUIYPMPYEMOTrO MpoLecca MHTepBasn
BPEMEeHM, 3aTPaunMBaemMblit Ha NPOC/IYLUMBAHUE U U3YYEHUE
COCTOAHWI Nepes nepeknoyeHnem B COCTOAHNE KOMMYTaL M.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

spanning-tree hello-time
seconds

no spanning-tree hello-time

seconds: (1..10)/2 cek

YcTaHaBAMBaET MHTEPBa BPEMEHU MEXAY nNepegadyamm
LUMpPOKOBeLLaTe/IbHbIX coobuweHnin «Hello» K
B3aMMOZEMNCTBYIOLMM KOMMYTaTOpPaM.

YcTaHaBAMBaeT 3HaYeHue no YMO4YaHUIO.

spanning-tree max-age
seconds

no spanning-tree max-age

seconds: (6..40)/20 cek

YcTaHaBAMBaET BPems U3HU cBasytowero gepesa STP.

YcTaHaBAnBaeT 3HaYeHWe No YMOAYAHUIO.

spanning-tree mst
instance_id priority priority

no spanning-tree mst
instance_id priority

instance_id: (1..4094);
priority:
(0..61440)/32768

YcTaHaBAMBaeT 3HaveHne npuopuTeTa KOMMyTaTOpa B
BblOpaHHOM 3K3emnasape MST .

V 3HaueHue NpuopuTeTa AONKHO 6bITb KPaTHO 4096.

YcTaHaBAMBaeT 3HaYeHue npuopunTeTa N0 yMON4YaHUIO.

KomaHObI pexcuma privileged EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK perknma privileged EXEC:

console#
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Tabnnua 5.84 — KomaHabl pexkmuma privileged EXEC

KomaHda 3HaueHue

Aeiicmeue

show spanning-tree
[process process_id]
[gigabitethernet gi_port |
fastethernet fa_port |

process_id: (1-31)/0;
gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);

MokKasbiBaeT KoH$Urypauuto npotokona STP ansa BbibpaHHOro
npouecca

detected-protocols
[interface
gigabitethernet gi_port |
fastethernet fa_port |

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..8).

port-channel group]

port-channel group] group: (1..8).

show spanning-tree MokasbiBaeT NoApob6HYH MHOOPMAUMIO O  HacTpoMKe
[detail] [active | process. id: (1-31)/0. npotokona STP, wuHdopmaumio 06  aKTUBHbIX WU
blockedports] 3a6/10KMPOBAHHBIX NOPTax

[process process_id]

clear spanning-tree MepesanyckaeT npouecc MurpaumMmM MpPOTOKOMa. 3aHOBO

npouncxoaut nepecyér gepesa STP.

KomaHOobi pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabanuya 5.85 — KomaHab! perkmma EXEC

KomaHda 3HayeHue

Aelicmeue

show spanning-tree bpdu
[gigabitethernet gi_port |
fastethernet fa_port |
port-channel group]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..8).

Moka3sblBaeT pexxmm 0bpaboTkn naketos BPDU Ha
nHTepdencax.

5.16.5.2 Hacmpoliika npomokona MSTP

KomaHObI pexcuma 2106a16H020 KOHGU2YPUPOBAHUA

BuAa 3anpoca KoMaHAHOM CTPOKM peXxmnma ri1o6anbHOro KOHPUrypmpoBaHumsa:

console (config) #

Tabnnua 5.86 — KomaHabl pexkmMma rnobanbHoOro KoHGUrypupoBaHus

3Ha4yeHue/3HayeHue o

KomaHoa Aelicmesue
YMOAYaHUIO
spanning-tree PaspeliaeT ncnonb3oBaHMe KOMMYTaTOpoOM NpoTokona STP.
no spanning-tree i 3anpeLaeT NCNoib30BaHNE KOMMYTAaTOPOM NpoToKosa STP.
spanning-tree mode {stp | YcTaHaBAMBAET pexkmMm paboTbl npoTokona STP.
rstp | msfp} JRSTP
no spanning-tree mode YcTaHaBAMBAET 3HA4YEHUE MO YMONYAHMIO.
spanning-tree pathcost YcTaHaBAMBaeT MeToa onpeaeneHus LeHHOCTU NyTu.
method {long | short} - long — 3HayeHMe ueHHOCTM B gManasoHe 1..200000000;
-/short - short — 3HauyeHune ueHHocTH B gnanasoHe 1..65535.

no spanning-tree pathcost
method

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

spanning-tree mst
instance_id priority priority instance_id: (1..4094);

priority: (0..61440)/32768

YcTaHaBAMBAET NPUOPUTET A1 AaHHOTO KOMMYyTaTopa nepes,
0CTa/IbHbIMM, UCMONb3YHOLLMMM 0BWMIA 3Kk3emnaap MSTP.
/' 3HaueHue NpuopuTeTa AONKHO 6bITb KPaTHO 4096.
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no spanning-tree mst
instance_id priority

YcTaHaBAMBaeT 3Ha4YeHue no YMO4YaHUIO.

spanning-tree mst max-
hops
hop-count

no spanning-tree mst max-
hops

(1..40)/20

YcTaHaBAMBaET MaKCMManbHOE KONMYECTBO TPAH3UTHbIX
yyacTkoB a/14 naketa BPDU, Heobxoanmbix 4na
dbopmupoBaHMAa AepeBa U yaeprKaHUa MHopMaLMK O ero
CTpoeHun. Ecnm nakeT yxe npoLluien makcumasnbHoe
KO/ZIMYECTBO TPAH3UTHbIX YH4aCTKOB, TO Ha CAeAyloLeM yqacTKe
OH oTHpacbIBaeTcA.

YcTaHaBAMBAET 3HAYeHUeE No YMOYaHUIO.

spanning-tree mst
configuration

Bxopg, B pexum KoHbUrypuposaHusa npotokona MSTP.

KomaHObI pexcuma KoHgu2ypupo8aHusa npomokosaa MSTP

BuAa 3anpoca KOMaHAHOM CTPOKM B pexume KOHPUrypmuposaHma npotokona MSTP:

console# configure

console
console

(config)# spanning-tree mst configuration
(config-mst) #

Tabnunua 5.87 — KomaHabl pexkMma KoHGUrypmupoBaHus npotokosa MSTP

KomaHda

3HayeHue/3HayeHue o
YMOAYAHUIO

Aeiicmeue

instance instance_id
vlan vlan_range

no instance instance_id
vlan vian_range

instance_id: (1..4094);
vlan_range: (1..4094)

Co34aeT COOTBETCTBME MEXAY IK3EeMNNAPOM NpoToKona MSTP
u rpynnamu VLAN.

Ypanaet cOOTBETCTBME MeXAY IK3eMNAApOM NpoTokona MSTP
n rpynnamm VLAN.

name string

no name

(1..32) cumBona

3apaet uma KoHourypaumm MST.

Ypanaet ums koHdurypaummn MST.

revision value

no revision

(0..65535)/0

3apaeTt Homep peBu3nK KoHbUrypaumm MST.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

show {current | pending}

Moka3sblBaeT TeKkyLyto (current), anbo oxkupatowyto (pending)
KOHduUrypaumto MST.

exit

Bbixog, 13 pexxmma KoHourypaumum npotokona MSTP ¢
COXpaHeHWem KoHdUrypaumm.

abort

Bbixog, 13 pexkmma KoHourypauum npotokona MSTP 6e3
COXpaHeHna KoHOUrypauuu.

KomaHObI pexcuma KoHgu2ypuposaHua uHmepdgelica Ethernet, uHmepgelica 2pynnel nopmos

Bupa, 3anpoca KOMaHAHOM CTPOKK B pexkmume KoHPUrypmposaHusa uHtepoeiica Ethernet, nntepdeitca

rpynnbl NOPTOB:

console (config-if) #

Tabauua 5.88 — KomaHap! pexkuma KoHduUrypuposaHua nHtepdeliica Ethernet, rpynnsl noptos

KomaHda

3Ha4yeHue/3HayeHue o
YMOMYAHUIO

Aelicmeue

spanning-tree guard root

no spanning-tree guard
root

-/3aLIJ,l/ITa BbIK/1lOYEHa

BKkntoyaeT 3awmTy «KKOPHA» A/1A BCEX CBA3YIOLLMX AEePeBbEB
STP BbIOpaHHOro nopra. [lJaHHas 3almTa 3anpeLaer
NHTepoericy bbiTb KOPHEBLIM NOPTOM KOMMYTATOPA.

YcTaHaBAMBaeT 3Ha4YeHue no YMO4YaHUIO.

spanning-tree mst
instance-id
port-priority priority

no spanning-tree mst
instance-id port-priority

instance: (1..4094);

priority: (0..240)/128

YcTaHaBAMBaeT NnpuoputeT nHTepdelica B aksemnaape MSTP.
/ 3HaueHue NpuopuTeTa AONKHO 6bITb KPaTHO 16.

YcTaHaBAMBaeT 3Ha4YeHue no YMO4YaHUIO.

spanning-tree mst

instance: (1..4094);

YcTaHaBAMBAET LeHHOCTb NYTU Yepes BbibpaHHbIN MHTepdelic,
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instance-id
cost cost

no spanning-tree mst
instance-id cost

cost: (1..200000000)

ONA onpeaeneHHoro aKksemnaapa npotokona MSTP.

YcTaHaBMBaeT 3HaYeHne, onpesensiemoe Ha OCHOBAHUN
CKOPOCTM MopTa M MEeTOAa ONpeae/ieHUs LeHHOCTU NyTH,
Tabamua 5.82.

spanning-tree port-
priority

no spanning-tree port-
priority

(0..240)/128

YcTaHaBAMBaeT Npuoputet nHTepdeica B KOPHEBOM
ceAsytowem gepese MSTP.
/1 3HaueHue npuopuTeTa 4OMKHO 6bITb KpaTHO 16.

YcTaHaBAMBAET 3HAYeHUe No YMOYaHUIO.

KomaHOb1 pexcuma privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKM pexunma privileged EXEC:

console#

Tabanuya 5.89 — KomaHab! perkmma EXEC

KomaHda

3Ha4yeHue

Aeiicmeue

show spanning-tree
[gigabitethernet gi_port |
fastethernet fa_port |
port-channel group]
[instance instance-id]
[process process_id]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..8);
instance: (1..4094);
process_id: (1-31)/0.

MokasbiBaeT KoHdUrypauuto npoTokona STP.

- instance-id — npeHTMdUKaTOP aK3emnaapa npotokona MSTP.

show spanning-tree
[detail] [active |
blockedports]
[instance instance-id]
[process process_id]

instance: (1..4094);
process_id: (1-31)/0.

MoKasbiBaeT NogpobHy0 MHOPMaLUIO O HAacTpoliKe
npotokona STP, nHpopmaunio 06 aKTUBHBIX UK
3a6/710KMPOBAHHbBIX NOPTAX.

- instance-id — naeHTUdUKATOP 3K3emnaapa npoTokona MSTP.

show spanning-tree mst-
configuration

MokasbiBaeT MHPOPMaLMIO O CKOHUTYPUPOBAHHbBIX
aksemnnapax MSTP

clear spanning-tree
detected-protocols
[gigabitethernet gi_port |
fastethernet fa_port |
port-channel group]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..8).

MepesanyckaeT npowuecc murpaumm npoTokona. 3aHoBo
npouncxoauT NpocYéT aepesa STP.

[pumepbl 8b1M0AHEHUS KOMAHO

= BkAounTb NopaepkKy npoTtokona STP, ycTaHOBWUTb 3HAYeHWE MpPUOpPUTETA CBA3YIOLLENO
nepesa RSTP — 12288, uHtepsan forward-time — 20 cekyHA, UHTEPBAN BPEMEHU MeXay
nepefayamun LIMPOKOBELLATeNbHbIX coobuleHuii «Hello» - 5 cekyHA, Bpema XU3HU

cBA3yloWero gepesa — 38 CEKyHA.

console (config) #
console (config) #
console (confiqg) #
console (confiqg) #
console (confiqg) #
console (config) #
console (config) #

spanning-tree
spanning-tree
spanning-tree
spanning-tree
spanning-tree
spanning-tree
exit

mode rstp
priority 12288
forward-time 20
hello-time 5
max-age 38

= [lokasaTb KOHUrypaumto npoTokona STP:

console# show spanning-tree
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khkkhhkkhkhkhkkhhkd kA hrkdkhkhkkhhhhrkhkhkhkkhkhkkhhkhrhrkkhx Process O khkkhhkkhkhkhkkhhkkh kA khhhkhkhkkhhkhkhrhkhkhrkhkhkdhkrkhrkkxx

Spanning tree enabled mode RSTP
Default port cost method: 1long
Loopback guard: Disabled

Root ID Priority 32768
Address a8:£f9:4b:81:61:40
This switch is the root

Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Number of topology changes 1 last change occurred 00:10:02 ago
Times: hold 1, topology change 35, notification 2
hello 2, max age 20, forward delay 15

Interfaces

Name State Prio.Nbr Cost Sts Role PortFast Type
gil/0/1 enabled 128.49 20000 Frw Desg No P2P (RSTP)
gil/0/2 enabled 128.50 20000 Frw Desg No P2P (RSTP)
gil/0/3 enabled 128.51 2000000 Dsbl Dsbl No -

5.16.6 Hacmpoiika ¢pyHKyuu flex-link

Flex-link — ¢dyHKumMsa pesepBnpoBaHUA, NpegHasHavyeHHasa gnsa obecnevyeHMA HaLEKHOCTM KaHana
nepefaun gaHHbix. B ceaske flex-link moryt Haxoautbca ethernet u port-channel nHtepdeiicol. OguH u3
3TUX MHTepdericoB HaxoanTcAa B 3a6/0KMPOBAHHOM COCTOAHUM U HaYMHAET NPONYyCKaTb TPAadUK TONBKO B
c/ly4ae aBapum Ha BTOpom MHTepdelice.

KomaHObI pexcuma KoHgu2ypuposaHusa uHmepgelica Ethernet, uHmepdelica 2pynnel

mos

no
BuA 3anpoca KOMaHLHOM CTPOKM B pexmme KoHPurypmuposaHua nHtepdeica Ethernet, nHrepodeiica
rpynnbl NOPTOB:

console (config-if) #

Tabanua 5.90 — KomaHapl pexxnuma KoHdurypuposaHua nHtepdenca Ethernet, rpynnel noptos
3Ha4yeHue/3HayeHue no
YMOAYAHUIO

KomaHda Aeiicmeue

flex-link backup {
gigabitethernet gi_port |
fastethernet fa_port |
port-channel port-channel}
no flex-link backup {
gigabitethernet gi port |
fastethernet fa_port |
port-channel port-channel}
flex-link preemption mode
[forced | bandwidth| off]

Bkntoyaert flex-link Ha nHTepdeiice n HazHavaeT BbIBPaHHOMY
nHTepdeiicy posnb backup-nHtepderica B flex-link nape.

gi_port: (1..3/0/1..28)/-;
fa_port: (1..3/0/1..24)/-;
port_channel: (1..8)/-

Bobikntovaert flex-link Ha nHTepdeiice n yaanaer
KoHUrypupyemsiii nHtepderic us flex-link napsoi.

3apaeT aeiicteue Npu NOAHATUM UHTepdeiica, y4acTByioLLEero
Bo flex-link:

- forced — ecnv nogHaBWKIiCA HTepdEliC HAaCTPOEH Kak
master, TO OH CTaHET aKTUBHbIM UHTepbencom;

- bandwidth — npu nogHATUM MHTepdelica aKTUBHbIM CTaHeT
NHTepdelic c 6onbliein NPoNyCcKHOW CNOCOBHOCTbLIO;

- off — nogHaABWMINCA MHTepdelic ocTaHeTca B
3a6/10KMPOBAHHOM COCTOAHUM.

-/off

no flex-link preemption
mode

YcTaHaBAnBaeT 3HaYeHUe o YMOAYAHUIO.

flex-link preemption delay
delay

no flex-link preemption
delay

delay: (1..300)/35

3afaer Bpems OT nepexoaa OTK/IYEHHOro NopTa B COCTOAHNE
«up», N0 NPOLLECTBMU KOTOPOTO BbINOJHAETCA AeICTBUE,
ycTaHoB/ieHHoe KomaHzaol flex-link preemption mode.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.
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KomaHObl pexcuma privileged EXEC

BunAa 3anpoca KomaHAHOM CTPOKK pexnma privileged EXEC:

console#

Tabnuua 5.91 — KomaHap! pexkmuma EXEC

KomaHoa 3HavyeHue Aelicmeue

show interfaces flex-link
[detailed] { gigabitethernet
gi_port | fastethernet
fa_port | port-channel
port-channel}

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);

port_channel: (1..8) MokasbiBaeT KoHduUrypaumio dyHKuum flex-link.

5.16.7 lNpomokon EAPS

MpoTtokon EAPS (Ethernet Automatic Protection Switching) npeaHa3HayeH AN NOBbILEHUA
YCTOMYMBOCTM W HAZEKHOCTM CEeTU Mnepefadun [aHHbIX, MMeloWein Ko/bLEeBY0 TOMOJOMMio, 3a c4yer
CHUMKEHMA BPEMEHU BOCCTAaHOBNEHUA CETM B C/lydae aBapuu. Bpems BOcCCTaHOB/eHUs He npesbiwaeTt 1
CEeKYHObl, YTO CYLLECTBEHHO MEHbLUe BPEMEHM MNEpPecTPOrKM CEeTU MPU UCMNONAb30BaHUW MPOTOKOJIOB
cemelicTBa spanning tree.

KomaHObI pexcuma 2106as16H020 KOHGU2YPUPOBAHUSA

BuAa 3anpoca KoMaHAHOM CTPOKM pexxnma rinob6anbHoro KOHPUrypmpoBaHumsa:

console (confiqg) #

Tabnunua 5.92 — KomaHabl pexxnma rnobanbHOro KOHGUrypmpoBaHus

KomaHda 3HayeHue/3HavyeHue no Aeiicmeue
YMOAYAHUIO
eaps Paspewaet paboTty npotokona EAPS.
no eaps i 3anpeuiaet paboty npotokona EAPS.

eaps fail-timer seconds

no eaps fail-timer

seconds: (1..10)/3 cek

3afaeT Bpems OTCYyTCTBMA TECTOBbIX NAKETOB, N0 UCTEYEHUU
KoToporo byaet 3aduKcMpoBaHa aBapua KonbLa.

YcTaHaBAMBaeT 3HaYeHue Taﬁmepa N0 YMONYaHUIO.

eaps hello-timer seconds

no eaps hello-timer

seconds: (1..10)/1 cek

Taimep nepuogmyHocTu oTnpaskm hello-nakertos.

YcTaHaBAMBaeT 3HaYeHne Ta|7|N\epa NO YMONYAHUIO.

eaps domain domain_id

no eaps domain domain_id

domain_id: (0..63)

Co3paHue EAPS-pernoHa c ugeHtmoukatopom domain_id v
nepexoz, B pemm KoHOUrypupoBaHUa pernoHa.

YpaneHue EAPS-pervoHa c ugeHtuoukatopom domain_id.

KomaHObI pexcuma KoHgu2ypuposaHUa 0oMeHa

Bug, 3anpoca KOMaHAHOM CTPOKM B peXMme KOHPUIyprupoBaHUa AOMeHa:

console (config-eaps-domain) #

Tabnnuya 5.93 — KomaHabl pexkmma KoHourypmuposaHus EAPS gomeHa

KomaHda

3HayeHue/3HavyeHue no
YMOAYAHUIO

Aelicmeue

control-vlan vian_id

vlan_id: (1..4093)

NpoeHTudumkaTtop VLAN, ncnonbsyemoit ana ynpasneHumsa EAPS.

Kpome Toro, cnegytowmii no nopsaaky naeHtuoukatop VLAN
ncnosb3yeTca ANA yNpaBieHUA BTOPUYHBIMU KO/TbLL@AMM.
Ynpasnatowaa VLAN EAPS He J0KHA MCMO/Ib30BATbCA AN
nepegayn noboro nHoro Tpaduka.
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no control-vlan

OTmeHa Ha3HayeHua VLAN

ring ring_id Co3paHue KonbLa ¢ naeHTUdUKaTopom ring_id v nepexon B
ring_id: (0..15) peXxnm KoOHOUTrypupoBaHUA KO/bLA.

no ring ring_id YpaneHue Konbla ¢ MaAeHTUdGUKaTopom ring_id.

set ring ring_id ring. id: (0..15) PaspelueHune nam sanpet paboTbl Kobla € UAEHTUPUKATOPOM

{enable | disable}

ring_id.

KomaHObI pexcuma KoHgu2ypuposaHUsa Koasyad

Bug, 3anpoca KOMaHAHOM CTPOKM B peXMme KOHOUTIyprpoBaHua:

console (config-eaps-domain-ring) #

Tabnnua 5.94 — KomaHabl pexkmma KoHpurypmposaHua EAPS Konbua

KomaHda

3HayeHue/3HayeHue

Aelicmeue
110 yMOAYAHUIO

primary-port
{gigabitethernet gi port |
fastethernet fa_port |port-
channel group }

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);

group: (1..8). KO/IBLO.

secondary-port
{gigabitethernet gi port |
fastethernet fa_port |
port-channel group }

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);

group: (1..8). KO/IELO.

role {master | transit}
level level-id

level-id: (0..1) KonbLe

role {edge | sub-edge}

Bo3moxkHble ponu:

Bbl6Op NEPBMYHOrO NOPTa KOMMYTaTOPa, BK/OYEHHOTO B

Bbl6Op BTOPUHHOIO MOPTa KOMMYTaTOPa, BKNKOYEHHOTO B

Bbi6bop posv KomMmyTaTopa B KOHPUTYPUPYEMOM AOMEHE U

- master — yCTPOWCTBO ABAAETCA BeAYLWMNM Y3/10M;

- transit — yCTPOMCTBO ABAAETCA TPAH3UTHbIM Y3/10M;

- edge — cMeXXHbIl y3en, NpMHagAexKalnin OCHOBHOMY U
BTOPUYHOMY KONbL,AM;

- sub-edge — BcnomoraTesibHbI CMEXKHbIN y3en,
NpUHagNexKall il OCHOBHOMY M BTOPMYHOMY KO/IbLLAM.

KomaHOobi pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console#

Tabnnuya 5.95 — KomaHab! pexkmma EXEC

KomaHda

3HaueHue

Aeilicmeue

show eaps [domain
domain-id [ring ring-id ] ]

domain-id: (0..63);
ring-id: (0..15).

5.16.8 Hacmpoliika npomokona G.8032v2 (ERPS)

MpoTokon ERPS ( Ethernet Ring Protection Switching) npeaHa3sHayeH AN NOBbILWEHUA YCTOMYMBOCTH
M HAJEXKHOCTU CeTM nepenadn AaHHbIX, MMELWENn KONbLEBYO TOMNO/OMMIO, 33 CYET CHUMKEHWUA BPeEMEHU
BOCCTAHOBJIEHMA CeTU B cC/yvyae aBapun. BpemAa BoccTaHoBNeHMA He npeBblwaeT 1 ceKyHApl, 4TO
CYLLLECTBEHHO MEHbLLE BPEMEHU NepecTPorKM CETU NPU UCNO/Ib30BAaHMM NPOTOKO/IOB CEMENCTBA Spanning

tree.

KomaHObI pexcuma 2106as16H020 KOHGU2YPUPOBAHUSA

BunAa 3anpoca KOMaHAHOWM CTPOKM peXxmnma ri1o6anbHoro KOHPUrypmpoBaHums:
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console (config) #

Tabnnuya 5.96 — KomaHap! pexknma rnobanbHOro KoHGUrypmposaHma

KomaHda

3HayeHue/3Ha4yeHue no
YMOYAHUIO

Aelicmeue

erps

no erps

PaspewaeT paboTty npoTtokona ERPS.

3anpewaeT paboty npoTtokona ERPS.

erps vlan vian_id

no erps vlan vian_id

vlan_id: (1..4094).

Co3paHue ERPS-konbua ¢ naeHtupukatopom R-APS VLAN, no
KOTOpol byaeT nepenaBaTbca cnykebHas MHGopmaums n
nepexoz, B peXXMmM KOHPUrypupoBaHUA KonbLa.

Ypanenue ERPS-konbLa c naeHtudukatopom vian_id.

KomaHObI pexcuma KoOHGU2ypuposaHUa Koabud

Bug, 3anpoca KOMaHAHOW CTPOKM B peXXUMeE KOHPUIYpUpoBaHUA KoabLa:

console (config-erps) #

Tabanuya 5.97 — KomaHabl pexkmuma KoHourypmposaHus ERPS konbLa

3Ha4yeHue/3HayeHue no

gigabitethernet gi_port}

gi_port: (1..3/0/1..28).

KomaHda Aeiicmeue
YMOAYAHUIO
protected vlan add
vlan_range: (2..4094, all) [obasnaet ananasoH VLAN B cnncokK 3awmuieHHbix VLAN.
vlan_range
|

protected vlan remove vlan_range: (2..4094, all) Ypanset guanasoH VLAN 13 cnucKka 3awmiieHHbIx VLAN.
vlan_range

port {west | east} fa_port: (1..3/0/1..24); Bbibop west(east) nopTa KOMMmyTaTOpa, BKAKOYEHHOTO B
{fastethernet fa port |

KONbLO.

no port {west | east}

YaoaneHue west(east) nopta KommyTaTopa, BK/IIOYEHHOTO B
KOJbLLO.

rpl {west | east} {owner |

Bbi6op RPL nopTa KommyTaTopa 1 ero ponu.

no ring enable

neighbor} -/no rpl

no rpl YpaneHnve RPL nopta KommyTtaTtopa.

level level HacTpolika yposHs R-APS cooblueHunit. Heobxogmumo ansa
level: (0..7)/1 npoxoxaeHua coobuweHnit yepes CFM MEP.

no level YCTaHOBKA 3HAYEHUA NO YMOAYAHUIO.

ring enable BkAtoyeHne pyHKLUMOHMPOBAHUSA KOAbLA.

BbikntoueHne GYHKUMOHMPOBAHWUA KO/bLaA.

version version

no version

version: (1..2)/2

Bblbop pexnma COBMECTUMOCTH C APYrMMU BEPCUAMMU
npotokona G.8032.

YcTaHOBKa 3Ha4YeHus no YMO/THaHUIO.

revertive

no revertive

-/revertive

Bbibop perkmma paboTbl KosbLa.

YCTaHOBKa 3HaY€HUA NO YMOJYAHUIO.

sub-ring vlan vian_id

no sub-ring vlan

vlan_id: (1..4094)

YKasaHue nofKosblLa 418 AAaHHOMo Kobla.

YpaneHue noakonbLa.

timer guard value

no timer guard

value: (10-2000) mc,
KpatHoe 10/500 mc

YcTaHOBKa Talimepa 610KMpytoLero yctapeslume R-APS
coobuieHus.

YcTaHOBKa 3Ha4YeHuna no YMO4aHUIO.

timer holdoff value

no timer holdoff

value: (0..10000) mc,
KpaTHoe 100 ¢ TOYHOCTbIO 5
mc/0 mc

YcTaHOBKa TaliMepa 3aZlepKKM1 peakLymn KoMmyTaTopa Ha
M3MeHuBLIeecA CocTonaHMe. BmecTo peakunmu Ha cobbiThe
BK/IOYaeTCA Talimep, N0 UCTEYEHUN KOTOPOro KOMMYTaTop
panopTyeT 0 CBOEM COCTOAHUU. MpesHasHayYeH oA
yMeHbLIeHWsa Gayaa NakeToB npu ¢AanuHre NnopTos.

YcTaHOBKa 3Ha4YeHuna no YMO4aHUIO.

timer wtr value

no timer wtr

value: (1..12) M1H/5 muH

YcTaHOBKa Talimepa, KOTopblii 3anyckaetcsa Ha RPL Owner
KoMMyTaTope B revertive pexxume. Mcnonbsyetca ana
npesoTBPaLLEHMA YaCTbIX 3aLLUTHbIX NePeKTIOYeHN U3-3a
CUIHANI0B O HEUCNPABHOCTAX.

YCcTaHOBKa 3HaY€HUA N0 YMONYAHUIO.

switch forced {west | east}

-/no

dopcupyert 3anycK 3aLMTHOTO NepeKItoYeHna KoNbLa, Npu
3TOM 6/10KMPYETCA YKa3aHHbIN NOpT.
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no switch forced
OTmeHa GopCUPOBaHUA NEPEKIIOYEHUA KOobLa.

switch manual {west | PyuHoe 6/10KMpoOBaHuMe yKasaHHOro west(east) nopta u
east} /no pa3bioKknpoBaHue east(west).
no switch manual o
OTmeHa py4yHOMN 61OKNPOBKU.
abort OTKaTUTb USMEHEHUA, BHECEHHbIE C MOMEHTA BXOAa B PEXUM

KOHUrypaLum KonbLa

KomaHOobl pexcuma EXEC

BuAa 3anpoca KomaHAHOM CTPOKK pexunma EXEC:
console#

Tabanuya 5.98 — KomaHab! perkmma EXEC

KomaHoa 3HavyeHue Aelicmeue

3anpoc nHbopmaumm 06 0bLLeM COCTOAHUM erps Uam
COCTOSIHNM YKa3aHHOTO KOJ/bLA.

show erps [vlan vian_id] vian, id: (1..4094)

5.16.9 Hacmpolika npomokKona LLDP

OcHoBHoOW ¢yHKuMen npotokona Link Layer Discovery Protocol (LLDP) aBnseTca obmeH mexay
ceTeBbIMM YCTPOMCTBAMM O CBOEM COCTOAHUM WM XapaKTepucTMKax. MHbopmaumsa, cobpaHHas nocpeacTBom
npoTokona LLDP, Hakan/nMBaeTcs B YCTPOMCTBAX M MOMKET 6bITb 3aMpolueHa yNpaBaaoWwmMM KOMNbIOTEPOM
no npoTtokony SNMP. Takum 06pasom, Ha OCHOBaHMM COBpPaHHOW WMHPOPMALUW, HA YNPaABAAIOLLEM
KOMMNbloTepe MOKeT 6biTb CMOAENNPOBaHa TOMO/OMMSA CETH.

KommyTaTopbl gocTyna cepun MES noaaep:kvMsatoT nepegady Kak CTaHAAPTHbLIX NapameTpoB, TaK U
ONUMOHA/bHbIX, TAKMX KakK:

— WM YCTPOWCTBA M €ro onucaHue;
—  MMA NopTa 1 ero onucaHue;

—  unHbopmauma o MAC/PHY;

- WUT.A

KomaHObI pexcuma 2106as16H020 KOHGU2YPUPOBAHUSA

Bug, 3anpoca KOMaHAHOW CTPOKM pexkmnma rnobasnbHOro KoOHGUIrypnpoBaHua:

console (config) #
Tabnnuya 5.99 — KomaHabl pexkmMma rnobanbHoOro KoHGUrypupoBaHus

3Ha4yeHue/3HayeHue no .
KomaHda ymonuaHuIo Aeilicmeue
lidp run Pa3spelaet KommyTaTOpy MCNOAb30BaHMe NpoToKona LLDP.
no lidp run enabled 3anpeLaetT KOMMyTaToOpy UCNOb30BaHWe npoTokona LLDP.
lidp timer seconds OnpegaenseT, KaKk 4acTo yCTPOMCTBO byaeT oTNpaBAATb
(5..32768)/30 cek o6bHoBNEeHWe nHPopmauum LLDP.
no lidp timer YcTaHaBAMBaeT 3HaYeHMe NO YMOIYAHUIO.
lidp hold-multiplier 3apaeT Be/IYNHY BPEMEHM A1A NPUHMMAIOLLENO YCTPOICTBA, B
number TeyeHne KOTOPOro HY}KHO YAepKMBaTb NPUHUMaeMble nakeTbl
LLDP nepep, nx cobpocom.
(2..10)/4 [aHHaa BennymnHa nepesaerca Ha NPUHUMAEMYIO CTOPOHY B
LLDP update nakeTtax (nakeTax o6HoB/eHMA), ABAAETCA
KpaTHOCTbIO Ans Talimepa LLDP (lldp timer). Taknum obpasom,
Bpems »un3Hu LLDP nakeToB paccumntbiBaetcs no ¢opmyne TTL
=min(65535, LLDP-Timer * LLDP-HoldMultiplier)
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no lidp hold-multiplier

YcTaHaBAMBaeT 3Ha4YeHue no YMO4YaHUIO.

lldp reinit seconds

no lidp reinit

(1..10)/2 cek

MuHuMmanbHoe Bpems, KoTopoe LLDP-nopT bygeT oxnaatb
nepeg, NnoBTOPHOM MHUUManM3aumel LLDP.

YcTaHaBAMBAET 3HAYeHUe No YMO4YaHUIO.

lidp tx-delay seconds

no lidp tx-delay

(1..8192)/2 cek

YcTaHaBAMBaET 3a4eprKKy MexXay nocnenyowmmm
nepegayamu naketos LLDP, MHMUMMPOBAHHbIMMK
N3MEHEHUAMM 3HAYEHWUI MK CTATyCa B IOKaNbHbIX 6a3ax
AaHHbIX MIB LLDP.
| PeKomeHpyeTcs, uTo6bl faHHanA 3aAeprKKa bbina
V MeHblue, Yem 3HayeHue 0.25* LLDP-Timer.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

lidp lidpdu {filtering |

OnpegenseT pexxunm obpaboTkm naketos LLDP, koraa

no lidp med fast-start
repeat-count

flooding} NpoTOKOoA LLDP BbIKAOYEH Ha KOMMYTaTOpeE:
- filtering — ykasbiBaeT, uto LLDP-nakeTbl $punbTpytoTCs, ecnm
filtering NpoToKon LLDP BbIKAOYEH Ha KOMMYTaTOpE;
- flooding — yka3biBaeT, uto LLDP-nakeTbl nepenatoTcs, ecam
npotokon LLDP BbikntoueH Ha KommyTaTope.
no lidp lidpdu YcTaHaBAMBAET 3HAYEHME MO YMOIYAHMUIO.
lidp med fast-start repeat- YcTaHaBAuMBaeT ymcno nostopeHuii PDU LLDP gns 6bicTporo
count number (1.10)/3 3anycka, onpeaenaemoro nocpegcrsom LLDP-MED.

YcTaHaBAMBaEeT 3HaYeHue no YMOY4aHUIO.

lidp med network-policy
number application

[vlan vian_id]

[vlan-type {tagged |
untagged}] [up priority]
[dscp dscp_value]

no lidp med network-
policy number

number: (1..32);
application: (voice,
voice-signaling,
guest-voice,
guest-voice-signaling,
softphone-voice,
video-conferencing,
streaming-video,
video-signaling);
vlan_id: (0..4094);
priority: (0..7);
dscp_value: (0..63).

OnpegenseT npasuio gaa napameTpa network-policy
(ceTeBas nonuTMKa ycTpoiicTaa). [JaHHbIN NapameTp ABASETCA
ONUMOHaNbHbIM AN1A paclwmpeHunsa npotokona LLDP MED.

- number — NnopaaKoBbIi HoMep Npasuna network policy;

- application — rnaBHaa GyHKLMA, onpeaeneHHan aAns AaHHOro
npasuna network policy. Mcnonb3yemble nmeHa: voice, voice-
signaling, guest-voice, guest-voice-signaling, softphone-voice,
video-conferencing, streaming-video, video-signaling.
-vlan_id — napeHtndukatop VLAN ana faHHOro npasuna;

- tagged/untagged — onpegenser TernpoBaHHOM UK
HeTernposaHHoM byget VLAN, ncnonbsyemas gaHHbIM
npasuaom.

- priority — npuopuTeT AAaHHOrO NpaBMAa (MCNoAb3yeTcs Ha
BTOpOM ypoBHe mogenu OSl);

- dscp_value — 3Ha4yeHme DSCP, ncnonbsyemoe AaHHbIM
npasuiIom.

Ypanaet co3gaHHoe npaBuio aAna napametpa network-policy.

lidp notifications interval
seconds

no lidp notifications
interval

(5..3600)/5

YcTaHaBAMBaET MaKCMMaNbHYIO CKOPOCTb Nepeaaymn
yBegomnenuii LLDP.

- seconds — nepuoa BPeMeHU, B Te4EHWE KOTOPOTo YCTPOMCTBO
MOKeT OTNPaBuUTb He bosiee 04HOTO YBEAOMIEHWS.

YcTaHaBAMBaeT 3HaYeHUe o YMOAYAHUIO.

KomaHObI pexcuma KoHgu2ypuposaHusa uHmepgelicos Ethernet

Bua 3anpoca KoOMaHAHOM CTPOKM B pexume KOHPUrypuposaHua nHtepoeiicos Ethernet:

console (config-if)#

Tabanuya 5.100 — KomaHgb! pexkuma KoHpurypuposaHua nHtepoeica Ethernet

no lldp transmit

paspeLueHo
MCNnoNb3oBaHMe B
060MX HanpaBAEHUAX.

3Ha4yeHue/3HayeHue "
KomaHoa / Aelicmeue
no ymMo/a4aHuro
lidp transmit Mo ymonuaHuto PaspeliaeT nepefayy nakeTos Mo nNpoTokoy LLDP Ha

MHTepodeiice.

3anpelaeTt nepegayy naketos No NpoTokony LLDP Ha
UHTepodeiice.
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lidp receive

no lidp receive

Paspewwaet npvem naketos no npoTtokony LLDP Ha uHTepdelice.

3anpelaeT npMem NakeToB No NpoTokoay LLDP Ha
UHTepodeiice.

lidp optional-tlv tiv1 [tiv2..
tiv5]

no lidp optional-tlv

port-desc, sys-name,
sys-desc, sys-cap,
802.3-mac-phy, 802.3-
lag, 802.3-max-frame-
size

Mo ymon4yaHuo
onuMoHanbHble TLV He
BKJIIOMEHbI B NAKET.

OnpegaenseT, Kakue onumvoHanbHble TLV-nons (Type, Length,
Value) 6yayT BK/tOYEHbl YCTPOMCTBOM B NepeaaBaemblit LLDP-
naker.

B KOMaHAY MOXHO BKNOUYUTH OT OAHOIO A0 NATU
onumoHanbHbIx TLV: port-desc, sys-name, sys-desc, sys-cap,
802.3-mac-phy, 802.3-lag, 802.3-max-frame-size.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

lidp optional-tlv 802.1 {pvid
[enable|disable] |

ppvid {add|remove} ppvid |
vlan-name {add|remove}
vlan_id}

lidp optional-tlv 802.1 protocol
{add|remove} {stp | rstp |
mstp | pause | 802.1x | lacp |
gvrp}

no lldp optional-tlv 802.1 pvid

ppvid: (0-4094);
vlan_id: (1-4094).

Mo ymon4yaHuo
onuMoHanbHble TLV He
BKJIOYEHDI.

OnpegaenseT, Kakue onumMoHanbHble TLV-nons 6yayT BKAOYEHbI
yCTPOMCTBOM B Nepesasaemblii LLDP-nakeT:

- pvid — PVID uHTepdelica;

- ppvid — no6asutb/yaanuTb PPVID;

- vlan-name — go6asuTb/yaanutb Homep VLAN;

- protocol — 4o6aBuTb/yAannTb onpeaesieHHbIA MPOTOKO.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

lidp management-address
{ip_address | none |
automatic
[gigabitethernet gi_port |
fastethernet fa_port |
port-channel group |

vlan vian_id] }

no lldp management-address

dopmart ip_address :
A.B.C.D
gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..8);
vlan_id: (1 .. 4094)

Mo ymon4yaHuio
ynpasastowmii agpec
onpegensetca
aBTOMATUYECKM.

OnpeaenseT ynpasnstowmin agpec, 06bABAEHHbIN Ha
uHTepodelice.
- ip_address —3apaetca ctaTudeckui IP-agpec;
- none — yKa3bIBaeT, YTo agpec He 06bABNEH;
- automatic — yKa3bIBaeT, YTO CMCTEMA aBTOMATUYECKM
BblOMpaeT ynpasnstowmii agpec u3 scex IP-agpecos
KOMMYTaTOpa;
- automatic {gigabitethernet|fastethernet [ port-channel [vlan} —
YKa3bIBaeT, YTO CUCTeMa aBTOMATUYECKN BblbMpaeT
yrNpaBAstoLWmMiA agpec, U3 CKOHPUIYPUPOBaAHHbIX 3APECcoB
3afaHHOro nHTepdeiica.
Ecnun nntepdeltic ethernet unmn nHtepdeliic rpynnol noptos
npuHaanexat VLAN, To gaHHbi agpec VLAN He 6yaeT BrAOYeH
B CMIMCOK BO3MOMHbIX YNPaBAAOLWMX aLPECOB.

| B cnyyae HannMuma HecKonbKux IP-agpecos, cuctema

V BblbMpaeT HayanbHbIA IP-aapec U3 AMana3oHa

AuHamuueckux IP-agpecos. Ecam guHamuueckmne agpeca
OTCYTCTBYIOT, TO CUCTEMa BblGUpaeT HauanbHbIK IP-agpec u3
ANanasoHa BO3MOXHbIX cTaTuueckux IP-agpecos.

Ypanset ynpasnsatowmii IP-agpec.

lidp notification {enable |
disable}

no lidp notifications

Mo ymonyaHuio
oTnpaBsKa
yBegomneHuii LLDP
3anpeLleHa.

PaspeluaeT/3anpeLiaeT oTnpasKy yBeaomaeHui LLDP Ha
nHTEpoelice.

- enable — pa3spewaer;

- disable — 3anpewaer.

YcTaHaBAMBaeT 3Ha4YeHue no YMONYaHUIO.

lidp med enable [t/v1 ... tiv4]

no lidp med enable

network-policy,
location, poe-pse,
inventory/

Mo ymonyaHuio
3anpeLLeHo
NCMNoNb30BaHNe
pacwmpeHua
npotokona LLDP MED.

Pa3spelaet ucnonb3osaHune pacwimpeHma npotokona LLDP MED.
B KOMaHAy MOXKHO BK/IOUUTL cneupnanbHble TLV: network-
policy, location, poe-pse, inventory.

YcTaHaBAMBaeT 3Ha4YeHue no YMO4YaHUIO.

lidp med network-policy
{add|remove} number

no lidp med network-policy
number

number: (1..32)

HasHauaet npasuno network-policy gaHHomy nHtepdelicy.
- add — Ha3HavaeT Npasunno;

- remove — yganaeT Npasunio;

- number — HoMep npasuna.

Ypanset npasuno network-policy c aaHHoro uHtepdeiica.
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lidp med location coordinate: 16 6aiiT; 3a/aeT MecTonosoXKeHne YCTPOCTBa ANA NpoTokona LLDP
{coordinate coordinate | (3HaueHue napameTpa location npoTtokona LLDP MED).
civic-address civic-address-data | civic address: (6..160) | - coordinate —aapec s cucteme KoopayHaT;

| ecs-elin ecs-elin-data} BaiiT; - civic-address — aAMNHUCTPaTVBHbIN agpec YCTPOWCTBa;

- ecs-elin —appec B popmare, onpegenerHHom ANSI/TIA 1057.
no lldp med location ecs-elin: (10..25) 6aliT. | Vpanser HacTpolku napameTpa mectononoxkenus location.
lldp med notification topology- PaspeluaeT/3anpelaer oTnpasKy ysegomaenuii LLDP MED o6
change {enable | disable} WU3MEHEHWUU TOMOJIOTUMN.

- enable — pa3pewaeT oTNpaBKy yBEAOMNEHN;
- disable — 3anpeluaeT oTNpaBKy yBeAOMNEHUN.

no lldp med notifications

YcTaHaB/MBaET 3HaYEHWE N0 YMOYAHUIO.
topology-change

/' LLDP-naketbl, npuHATble 4epe3 rpynny arperauMuM KaHanoB, 3anoMMHaloTCA
MHAMBMAYA/NIbHO MOPTaMWU Fpynnbl, MNPUHABWMMU coobleHua. LLDP ortnpaBsnser
pasnyHble cOObLEeHUA Ha KaXKabli NOPT rpynnbl.

/' Pabota npotokona LLDP He 3aBMcUT OT cocTosiHUA NnpoToKona STP Ha nopty, nakeTbl LLDP
OTNPABAAIOTCA U NPUHUMAIOTCA HA 3a6/10KMPOBaHHbIX NpoToKonom STP nopTax.

Ecnn nopt KoHTpoaupyeTtca no 802.1X, To LLDP paboTtaeT c nopTOm TO/NIbKO B CAy4ae, ecnm
OH aBTOPU30BaH.

KomaHObl pexcuma privileged EXEC

Bce KomaHAbl AOCTYMHbI 419 NPUBUAETMPOBAHHOIO NOJb30BaTeNA. Bua 3anpoca KOMaHAHON CTPOKM
pexuma privileged EXEC:

console#

Tabnnua 5.101 — KomaHgb! pexkuma privileged EXEC
3Ha4yeHue/3HayeHue
no yMoaYaHuro

clear lidp table OunwaeT TabamLy agpecos 06HAPYKEHHbIX COCEAHMX

- YCTPOWMCTB M HAaYMHAET HOBbIN LMK 06MeHa nakeTamu no
npotokony LLDP MED.

Moka3sblieaeT LLDP KoHdUrypauum Bcex pusmyeckmnx
MHTepdENCcoB ycTPOICTBa, MO0 3a4aHHbIX MHTEPDECOB.

KomaHda Aeiicmeue

show lidp configuration
[gigabitethernet gi_port |
fastethernet fa_port]

show lidp med configuration

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24).

MoKasbiBaeT KOHOUIypaLUKN paclumpeHmnsa npoTokona LLDP -

[gigabitethernet gi_port | MED pans Bcex pusanyecknx nHTepdeincos, 1Mo 3a8aHHbIX

fastethernet fa_port] NHTEpoercos.

show Iidp local ) MokasbieaeT LLDP-nHpopmaLmio, KOTOPYI aHOHCUpPYeT
gi_port: (1..3/0/1..28); | paunbiit nopr.

fa_port: (1..3/0/1..24).

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24).

{gigabitethernet gi_port |
fastethernet fa_port}

show lidp local tlvs- lMokasbiBaeT cTaTyc nepesarpy3ku TLVs LLDP.
overloading gi_port: (1..3/0/1..28);
[gigabitethernet gi_port | fa_port: (1..3/0/1..24).

fastethernet fa_port]

show Ildp neighbors MoKasbiBaeT MHPOPMaLMIO O COCeAHMX YCTPOMCTBAX, Ha

gi_port: (1..3/0/1..28); KoTopbIx paboTaeT npotokon LLDP.

[gigabitethernet gi_port | fa_port: (1..3/0/1..24).

fastethernet fa_port]

it MNoKasbiBaeT cTaTUCTUKY LLDP.
show lldp statistics gi_port: (1..3/0/1..28);

[gigabitethernet gi_port | fa_port: (1..3/0/1..24).

fastethernet fa_port]
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[Mpumepbl 8bINOAHEHUA KOMAHO

=  YcraHoBUTb Ana nopTa gi 1/0/1 cnepyrowme tlv-nona: port-description, sytem-name,
system-description. [Ana pgaHHoro wuHTepdelica [A06aBUTb ynpaBasaloWMA  agpec
192.168.17.55

console# configure
console (config)# interface gigabitethernet 1/0/1

console (config-if)# 1l1ldp optional-tlv port-desc sys-name sys-desc
console (config-if)# 1lldp management-address 192.168.17.55

= [locmoTpeTb KoHUrypaumto lldp:

console# show 1lldp configuration

LLDP state: Enabled

Timer: 30 Seconds

Hold multiplier: 4

Reinit delay: 2 Seconds

Tx delay: 2 Seconds

Notifications Interval: 5 Seconds
LLDP packets handling: Filtering

Port State Optional TLVs Address Notifications
gil/o/1 Rx and Tx PD, SN, SD 192.168.17.55 Disabled
gil/0/2 Rx and Tx sSC None Disabled
gil/0/3 Rx and Tx sC None Disabled
gil/0/4 Rx and Tx sC None Disabled
gil/0/5 Rx and Tx sC None Disabled
gil/0/6 Rx and Tx sC None Disabled
gil/0/7 Rx and Tx sC None Disabled
gil/0/8 Rx and Tx sC None Disabled
gil/0/9 Rx and Tx sC None Disabled
gil/0/10 Rx and Tx sC None Disabled
gil/0/11 Rx and Tx sC None Disabled
gil/0/12 Rx and Tx sC None Disabled

More: <space>, Quit: g or CTRL+Z, One line: <return>

Tabanuya 5.102 - OnucaHue pesynbTaTos

lMone OnucaHue

Timer OnpepenseT, KaKk YacTo ycTpoicteo wnet LLDP-o6HoBNEHMUA.

Onpeaensiet BennunHy spemenu (TTL, Time-To-Live) ana npuHMMatoLLero
Hold multiplier YCTPOKCTBa, B TEYEHNE KOTOPOTO HYXKHO YAepKnBaTb NPUHMMaeMble nakeTbl LLDP
nepepg nx copocom: TTL = Timer * Hold multiplier.

Onpegensetr MMHUMaNbHOE BPeMs, B Te4eHMe KOTOPOro nopT byaeT oxunaatb

Reinit delay nepep, nocbliKkon cneaytowero LLDP-coobweHums.

Tx delay OnpepenaeT 3afepXKy mexay I'IOCﬂep,y}OLLI,VMMI/I nepegavyamu LLDP-¢ppeinmos,
WHULMMPOBAHHbIX U3MEHEHUAMM 3Ha4YEeHU Anbo cTaTyca.

Port Homep noprTa.

State Pexxum paboTbl nopTa gnsa npoTtokona LLDP.

TLV-onuuu, KoTopble nepeaatoTca
Bo3MmOKHble 3HaYeHunA:

PD — Onucanue noprta;

SN — CuctemHoe nms;

SD — OnuncaHne cnctemsl;

SC — BO3MOKHOCTK CUCTEMDI.

Optional TLVs

Address Appec ycTpoiicTBa, KoTopblt nepegaeTtca B LLDP-coobuieHunx.
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Notifications

‘ YKasblBaeT, paspeLleHbl nau 3anpeweHbl ysegomneHma LLDP.

= [lokasaTb MHGOPMALMIO O COCEAHWNX YCTPOMCTBAX

console# show 1lldp neighbors

B - Bridge; R -

gil/o/1 aB8:f9:
gil/0/2 aB:f9:
gil/0/3 aB:f9:
gil/o0/4 aB:f9:

System capability legend:

Router; W - Wlan Access Point; T - telephone;

D - DOCSIS Cable Device; H - Host; r - Repeater;
TP - Two Ports MAC Relay; S - S-VLAN; C - C-VLAN; O - Other

console# show 1lldp neighbors gigabitethernet 1/0/1

Device ID: a8:f£f9:4b:84:02:c0

Port ID: gil/0/9

Capabilities: Other

System Name: ts-7800-2

System description: MES-3124 28-port 1G/10G Stackable Managed Switch
Port description: gigabitethernetl/0/9

Time To Live: 92

802.1 PVID: None
802.1 PPVID:
802.1 VLAN:
802.1 Protocol:

Port Device ID Port ID System Name Capabilities
4b:84:02:c0 gil/0/9 ts-7800-2 0
4b:81:61:40 gil/0/14 ts-7800-1 B
4b:91:66:66 gil/0/15 ts-7900-2 B
4b:81:71:48 gil/0/16 ts-7900-1 B

Tabanuya 5.103 - OnucaHue pesynbTaTos

Mone OnucaHue
Port Homep nopra.
Device ID Nmsa nan MAC-agpec coceHero ycTpoicTaa.
Port ID NaeHTudmKaTop NopTa coceagHero ycTpomncrea.

System name

CucTeMHOE MMSA YCTPOKMCTBA.

Capabilities

[aHHoe none onucbiBaeT TMN YCTPOCTBA:

B — MocrT (Bridge);

R — MapuwpyTmsaTtop (Router);

W — Touka goctyna WI-FI (WLAN Access Point);
T—-TenedoH (Telephone);

D — DOCSIS-yctpoticteo (DOCSIS cable device);
H — CeTeBoe ycTpolicTeo (Host);

r — MosTopuTenb (Repeater);

O — Tun HeunsBecTeH (Other).

System description

OnucaHuWe cocesiHero ycTpoiicTea.

Port description

OnucaHuWe NopTa cocesHero ycTponcTaa.

Management address

Agpec ynpasneHus ycTponcTeom.

Auto-negotiation
support

Onpegenset, noa4ep’KMBaeTca M aBTOMaTUYECKOe onpegeneHne pexnuma noprta.

Auto-negotiation status

nopra.

OnpegenseT, BK/AOYEHA N NOAAEPMKKA aBTOMATUYECKOrO Onpeae/ieHnsa pexnma
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Auto-negotiation
Advertised Capabilities

Onpepensaet pexumsbl, nogaepmMsaemble beHKLJ,VIeVI adBTOMaTn4yeCKoro

onpeaeneHUA nopTa.

Operational MAU type

Pabounint MAU-TUN ycTpoicTaa.

5.16.10

Ethernet OAM (Operation, Administration, and Maintenance), IEEE 802.3 ah — ¢yHKUMKN ypOBHA
KaHana nepejayu AaHHbIX NPeACTaBAAT cobOW MPOTOKO/ MOHMTOPUHIA COCTOSHMA KaHana. B atom
NpPoTOKoNE ANA Nepesayn MHPOPMALMM O COCTOAHUM KaHaNa MeXay HenocpeacTBeHHO NOAKIOYEHHbIMM
ycTpoiicteBamm Ethernet mcnonb3ytotca 610KM AaHHbIX npoTokona OAM (OAMPDU). O6a yctpolictBa

Hacmpolika npomokona OAM

OOMKHbI noaaep*Kmneatb ctaHaapT IEEE 802.3ah.

KomaHObI pexcuma KoHgu2ypuposaHUa uHmepgelicos Ethernet

Bupg, 3anpoca KOMaHAHOM CTPOKM B peXume KoHdUrypuposaHua nHtepdeliicos Ethernet:

console (config-if)#

Tabnnua 5.104 — KomaHgb! pexxuma KoHpuUrypuposaHua nHTepoeica Ethernet

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

ethernet oam

BkntounTtb nopaepxkky Ethernet OAM Ha noprty.

no ethernet oam link-
monitor frame threshold

no ethernet oam -/oTknioqero OTkntounTb Ethernet OAM Ha KoHdUryprpyemom nopry.

ethernet oam link-monitor YcTaHaBAMBaAET NOPOT KOAMYECTBA OLWMOOK 3a YKa3aHHbIN

frame threshold count nepuog (nepuog yctaHaBaMBaeTca KomaHaoi ethernet oam
(1..65535)/1 link-monitor frame window).

BoccTtaHaBnAuBaeT 3HaYeHMe Mo YMONYAHUIO.

ethernet oam link-monitor
frame window window

no ethernet oam link-
monitor frame window

(10..600)/100 mc

YcTtaHaBauBaeT BpeMeHHOVI NPOMEKYTOK ANAa noacHeTa
KO/ZIMYecTBa OWNOOK.

BoccTaHaBnvBaeT 3HavyeHMe No YMOYAHMUIO.

ethernet oam link-monitor
frame-period threshold
count

no ethernet oam link-
monitor frame-period
threshold

(1..65535)/1

YcraHaBauBaeT nopor ana cobbitna «frame-period» (nepuog
ycTaHaBMBaeTca KomaHgow ethernet oam link-monitor
frame-period window).

BoccTaHaBnvBaeT 3HavyeHMe No YMOAYAHMUIO.

ethernet oam link-monitor
frame-period window
window

no ethernet oam link-
monitor frame-period
window

(1..65535)/10000

YcTaHaBAMBAET BPEMEHHOMN NPOMEKYTOK A/1A CobbITUSA
«frame-period» (B ppeiimax).

BoccTaHaBnvBaeT 3HavyeHMe No YMOHAHUIO.

ethernet oam link-monitor
frame-seconds threshold
count

no ethernet oam link-
monitor frame-seconds
threshold

(1..900)/1

YcTaHaBAMBaeT nopor s cobbitua «frame-period» (nepuog,
ycTaHaBnMBaeTca KomaHgow ethernet oam link-monitor
frame-seconds window), B cekyHaax.

BoccTaHaBnvBaeT 3HavYeHMe No YMOTHAHUIO.

ethernet oam link-monitor
frame-seconds window
window

no ethernet oam link-
monitor frame-seconds
window

(100..9000)/100 mc

YcTaHaB/MBaeT BPeMEHHO NPOMEKYTOK Ana cobbITUSA
«frame-period».

BoccTaHaBnvBaeT 3HavYeHMe NO YMOTHAHMUIO.

ethernet oam mode
<active | passive>

-/active

YcTaHaBAMBAET perMm paboTbl npoTokona OAM:

- active — KommyTaTop NOCTOAHHO oTnpasasetr OAMPDU;
- passive — KOMMyTaTOp HauynHaeT oTnpasaaTe OAMPDU
TONbKO Npu Hannumum OAMPDU co BCTPeYHOMN CTOPOHBI.
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no ethernet oam mode

BocctaHaBnvBaeT 3HayeHue no YMONYaHUIO.

ethernet-oam remote-failure

BKatouaeT noaaepkKy n 06paboTKy cobbiTuin «remote-
failure».

no ethernet oam uni-
directional detection
agressive

no ethernet oam remote- -/BRNOYEHO BoccTaHaBMBaeT 3HaYeHMe N0 YMONYAHUIO.
failure
ethernet oam remote- BkntoyaeT noanepKky GyHKLMM 3aBOpoTa TpaduKa.
loopback supported
no ethernet oam remote- -/oTkniovero BoccTaHaBMBaeT 3HaYeHMe N0 YMONYAHUIO.
loopback supported
ethernet oam uni-directional Bk/itovaeT yHKLMIO 0BHAPYKEHMA OQHOHANPABAEHHbIX
detection cBAzel Ha 6ase npoTokona Ethernet OAM.
no ethernet oam uni- -/oTkniovero BoccTaHaBMBaeT 3HaYeHMe N0 YMONYAHUIO.
directional detection
ethernet oam uni-directional OnpepenseT peakLMo KOMMyTaToOpa Ha OA4HOHaNPaBAEHHYO
detection action <log|error- CBA3b:
disable> - log — otnpaska SNMP trap v 3anucb B }KypHan;
-/log - error-disable — nepeBog, nopTa B coctosiHue «error-disable»,
3anuchb B KypHan u otnpaska SNMP trap.
no ethernet oam uni- BoccTaHaBMBaeT 3HaYeHMEe N0 YMONYAHUIO.
directional detection action
ethernet oam uni-directional BKtoYaeT arpeccmBHbIi pexum onpegeneHus
detection agressive OfHOHanpaBieHHoOW cBA3n. Ecam oT cocegHero ycTpoictaa
nepectatoT npuxogutb Ethernet OAM-coobLueHUs — NIMHK
-/OTK/OYEHO nomeyaeTcs Kak OAHOHANpPaBNEHHbIN.

BoccraHaBnuBaeT 3HaYeHMe N0 YMONYAHMIO.

ethernet oam uni-directional
detection discovery time
time

no ethernet oam uni-
directional detection
discovery-time

(5..300)/5 cek

YcTtaHaBauBaeT BpeMeHHOVI MHTEepBan gna onpeageneHnAa tuna
CBA3M Ha NOpTy.

BoccTaHaBnAuBaeT 3HaYeHMeE MO YMONYAHUIO.

KomaHOb! pexcuma privileged EXEC

Bce KOMaHAbl AOCTYMNHbI 414 NPUBUAETMPOBAHHOTO NO/b30BaTENSA.

BuAa 3anpoca KomaHAHOM CTPOKM pexnma privileged EXEC:

console#

Tabnnua 5.105 — KomaHgb! pexkuma privileged EXEC

KomaHda

3HayeHue/3HayeHue
no ymon4aHuro

Aeiicmeue

clear ethernet oam statistics

Ounwaet ctatncTnky Ethernet OAM g ykasaHHoro

[interface gi_port: (1..3/0/1..24); nHTepodeiica.

{ gigabitethernet gi_port | fa_port: (1..3/0/1..24).

fastethernet fa_port} ]

show ethernet oam OtobparkaeT coctoaHue npoTokona Ethernet OAM pana
discovery [interface { gi_port: (1..3/0/1..24); yKasaHHoro uHtepdeiica.

gigabitethernet gi_port | fa_port: (1..3/0/1..24).

fastethernet fa_port}]

show ethernet oam statistics OTOb6parKaeT CTaTUCTMKY 06MeHa NPOTOKObHbIMU
[interface gi_port: (1..3/0/1..24); coobLeHnAMM ANA YKazaHHOTo UHTepodelica.
gigabitethernet gi_port | fa_port: (1..3/0/1..24).

fastethernet fa_port}]

show ethernet oam status OTobparkaeT HacTpoliku Ethernet OAM ans yKkasaHHoro
[interface gi_port: (1..3/0/1..24); nHTepodeiica.

gigabitethernet gi_port | fa_port: (1..3/0/1..24).

fastethernet fa_port}]

show ethernet oam uni- gi_port: (1..3/0/1..24); OTo6parkaeT cOCTOAHME MexaHM3Ma onpeaeneHus
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directional detection
[interface
gigabitethernet gi_port |
fastethernet fa_port}

fa_port: (1..3/0/1..24).

OfiHOHanNpaB/IeHHbIX CBA3EW AN1A YKa3aHHOro HTepdeica.

[pumepbl 8b1M0AHEHUS KOMAHO

= OT06pa3uTb COCTOAHME NPOTOKONA ANA NopTa gigabitethernet 1/0/3:

consolef#show ethernet oam discovery interface GigabitEthernet 0/3

gigabitethernet 1/0/3
Local client

Administrative configurations:

Mode: active
Unidirection: not supported
Link monitor: supported
Remote loopback: supported

MIB retrieval: not supported
Mtu size: 1500
Operational status:

Port status: operational

Loopback status: no loopback
PDU revision: 3
Remote client
MAC address: a8:f9:4b:0c:00:03
Vendor (oui) : a8 £9 4b
Administrative configurations:

PDU revision: 3
Mode: active
Unidirection: not supported
Link monitor: supported
Remote loopback: supported
MIB retrieval: not supported
Mtu size: 1500
console#
5.16.11 Hacmpolika npomokona CFM

Ethernet CFM (Connectivity Fault Management), |IEEE 802.1 ag — npegocTaBnaer ¢yHKUUK

HabnoaeHus,
coeauHeHue,
NPUMEHANNCH

NMONUCKa M YCTPaHeHUA HeMCHpaBHOCTeﬁ B ceTax Ethernet, nossonsas KOHTPO/INPOBATb
M30/IMpOBaTb HpO6ﬂ€MHbE Y4aCTKn cetn u” MAGHTM¢MuMpOBaTb KIMEeHTOB, K KOTOPbIM
OorpaHn4eHuA B CeTn.

MpoToKon onepupyeT cieayrowmMmMmm NOHATUAMM:

Maintenance Domain
onepaTtopom;
Maintenance Association (MA) — cOBOKYNHOCTb KOHeuYHbIx ToueK (MEP), Kaxaan M3 KOTOpbIX
MMeeT OAMHaAKoBbIM uaeHTUPUKatop MAID (Maintenance Association Identifier),
onpeaenaowmii TUN cepseuca;

Maintenance association End Point (MEP) — KoHe4YHaa ToYKa cepBuca, PacnosoXKeHHas Ha
ero rpaHuue;

Maintenance domain Intermediate Point (MIP) — npomerKyTouHasa TouKa A4OMeHa.

(MD) — y4acTok ceTu, NpuHagaexalimii U ynpasasembli O4HUM

KomaHObI pexcuma 2106a16H020 KOHGU2YpUPOBAHUA

Bug 3an

consol

pOCa KOMAHZHOM CTPOKM perrMma rnobasbHOro KOHOUIypUpoBaHUsa:

e (config) #
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Tabnnua 5.106 — KomaHabl pexxuma rnobanbHOro KOHPUrypmpoBaHus

KomaHda

3Ha4yeHue/3HayeHue o
YMOAYAHUIO

Aeiicmeue

ethernet cfm domain name
[level level]

no ethernet cfm domain
name

name: (1..32) cumBosioB
level: (0..7)/0

Co3pgaHue (Mnm cmeHa ypoBHs) CFM gomeHa (MD) ¢ umeHem
«name» 1 NEPexos, B PEXKMUM KOHOUIYPUPOBAHUA JOMEHA.
- level — ypoBeHb CFM gomeHa.

Yaanernune CFM gomeHa (MD) c umeHem «name».

KomaHObI pexcuma KOHgu2ypuposaHus 0omMmeHa

Bua, 3anpoca KOMaHAHOW CTPOKM B PeXUME KOHPUTYPUPOBaHMA AOMEHa:

console (config-cfm-md) #

Tabnunua 5.107 — KomaHab! pexuma KoHpurypuposaHua CFM gomeHa (MD)

KomaHda

3HayeHue/3HayeHue o
YMOAYAHUIO

Aelicmeue

id { dns dns | name name |
id mac mac_address
number | id null }

no id

name: (1..43) cumBosios
dns: (1..43) cumBonos
mac_address : H.H.H naun
H:H:H:H:H:H nan H-H-H-H-
H-H
number: (0-65535)
Mo ymonyaHuto: id name
COOTBETCTBYET MMEHM
AoMmeHa

YKasaHue ngeHtuoukatopa CFM gomena (MD). MmeHem
AOMEHa MOKET 6blITb:

- dns — dns-ums;

- name — TEKCTOBasA CTPOKa;

- mac_address number — MAC-agpec n uncnosom
NaeHTUGUKaTOp 4OMEHA;

- null = NULL ngeHtndmkartop.

YcTaHOBKa 3HaY€HMA MO YMOJTYAHUIO.

service port
{vlan-id vian_id |
name name |
number number }

no service port

service vlan vian
{ vlan-id vian_id |
name name |
number number

no service vlan vian_id

vlan_id: (1..4094)
name: (1..45) cumBosios
number: (0..65535)

Co3paHue CFM-cepsuca (MA) 6e3 npusasku Kk VLAN 1
nepexoz, B pemMm KoHOUTypupoBaHua cepeuca.

YpaneHue CFM-cepsuca (MA).

Co3paHune CFM-cepsuca (MA) npussasaHHoro K VLAN c
HOMEpPOM «vlan» 1 nepexos B pexxnm KoHOUTrypnupoBaHua
cepsuca. MmeHem cepBuca MOXKeT bbITb:

-vlan_id — Homep VLAN;

- name — TEKCTOBas CTPOKa;

- number — 4YnucnoBom naeHTUOMKaTop.

YpaneHune CFM-cepsuca (MA) npussasaHHoro K VLAN ¢
Homepom «vian_id».

mip auto-create [lower-

mep-only]

no mip auto-create

—/a BTOMaTU4eckoe
CO34aHMe OTK/Ilo4EeHO

BKkntoyeHMe aBTOMATUYECKOTrO CO34aHNA NPOMEKYTOUHbIX
Touek cepsuca (MIP). MpomerkyTouHble Touku cepsuca (MIP)
CO343al0TCA Ha BCex NopTax, Ha KoTopbix nponucaH VLAN
cepBuca.

Heobs3aTenbHblt napameTp «lower-mep-only» uckntouaer 3
CNUCKa NOPTbl, Ha KOTOPbIX YXKe CO3aHa KOHeYHas To4Ka
cepBuca.

YcTaHaBAnBaeT 3HaYeHWe No YMOAYAHUIO.

KomaHObI pexcuma KOHgu2ypupo8aHusa cepsuca

Bug, 3anpoca KOMaHAHOW CTPOKM B peXume KOHGUryprupoBaHna gomeHa:

console (config-cfm-ma) #

Tabnunua 5.108 — KomaHabl pexkuma KoHdpurypuposaHma CFM cepsuca (MA)

KomaHda

3HayeHue/3HayeHue
no yMmoA4YaHuio

Aeiicmeue

continuty-check interval

interval

interval: (1, 10, 100, 600)

no continuty-check interval

cekyHa/1 cekyHaa

YcTaHOBKa MHTepBana otnpaBku Continuty Check coobuweHuni.

YcTaHOBKa 3Ha4YeHuna no YMON4YaHUIO

direction down

YcTaHaBAMBaeT HanpaBaeHMe KOHeYHOM Toukn cepsuca (MEP)
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no direction down

B HUCXOZALLEe.

YcTaHaBAMBaET HanpasBaeHMe KOHeYHoM Touku cepsuca (MEP)
B BOCXoAALLee.

mep id

id: (1..8191)

no mep id

[obaBneHne KOHeYyHOW ToYKK cepeuca (MEP) ¢
naeHTudmKaTopom «id» K 4aHHOMY cepBuCy.

| [laHHOM KOMaHAOM OCyLLEeCTBAAETCA TONbKO
V npusaska MEP K cepsucy. MEP co3paertca B pexxume
KOHbUrypuposaHua uHtepoeiica.

YpaneHve KoHeYHol Toukm cepsuca (MEP).

mip auto-create
[ { lower-mep-only | none } ]

-/Mo ymonyaHuio
MCMO/Nb3YETCA PEKUM,
CKOHOUIYpPMPOBaHHbIN

0N AOMEHa, B KOTOPOM

HaxoAWUTCA CEPBUC

no mip auto-create

BKkntoyeHne aBTOMATUYECKOrO CO34aHUA NPOMENKYTOUHbIX
Touek cepsuca (MIP). NMpomexKyTouHble TOUYKM cepsuca (MIP)
€034al0TCA Ha BCex NopTax, Ha KoTopbix nponucaH VLAN
cepBuca. HeobAzaTtenbHble NapameTpbl:
—  lower-mep-only — ucknto4aeT U3 cnucka NopTbl, Ha
KOTOpbIX yKe Co34aHa KOHeYyHan ToYKa cepBuca
(MEP);
—  none — He co3AaBaTb aBTOMaTUYECKU
NpoMeKyTouYHble ToYKK cepeuca (MIP).

YCTaHOBKa 3HAY€HUA NO YMOYAHUIO.

KomaHObI pexcuma KoHgu2ypuposdHUa uHmepgelica Ethernet

Bua 3anpoca KOMaHAHOWN CTPOKK B pexmme KoHpurypmposaHusa uHtepoelica Ethernet, nnrepdeiica

rpynnbl NOPTOB:

console (config-if) #

Tabnumua 5.109 — KomaHapl pexxmma KoHpurypmposaHusa nHtepdeica Ethernet

KomaHda

3Ha4yeHue/3HayeHue no
YMOAYAHUIO

Aeiicmeue

ethernet cfm mep mep_id
domain domain-name
service { vlan-id vian_id |
name name |

number number }

no ethernet cfm

mep mep_id

domain domain-name
service { vlan-id vian_id |
name name |

number number}

mep_id: (1..8191);
domain-name: (0..32)
CYMBOJIOB;
vlan_id: (1..4094);
name: (0..45) cumBoNOB;
number: (0..65535).

CospaaHue Ha nHTepdeiice KoHeYHOM TouKK cepBuca (MEP) ¢
naeHTMduKaTopom mep_id pna yKasaHHOro cepeuca B
YKa3aHHOM AOMEHE U Mepexos, B PeKUM KOHGUIypUpoBaHua
MEP.

YaaneHne KOHEUYHOM TOUYKM CcepBuCca C MHTepdeiica.

KomaHObI pexcuma KOHU2ypupo8aHuUs KOHEYHOU MOYKU cepsuca

Bug, 3anpoca KOMaHAHOW CTPOKM B peXume KOHGUryprupoBaHna gomeHa:

console (config-if-cfm-mep) #

Tabnumua 5.110 — KomaHab! pexkuma KoHdurypmuposaHusa CFM KoHeuHoi Touku (MEP)

3Ha4yeHue/3HayeHue o

KomaHda Aeiicmeue
YMOAYAHUIO
active BK/toYeHne KoHeyHoM Touku cepsuca (MEP).
- -/BbIK/OYEHa
no active YcTaHOBKa 3HaYeHMA N0 YMOJTYAHUIO.

continuty-check enable

no continuty-check enable

-/BbIK/IIOYEHA

BkntoueHune otnpasku Continuty Check coobuieHnii.

YcTaHOBKa 3Ha4YeHuna no YMO4aHUIO.

COs cos

Nno cos

cos: (0..7)/7.

YcTaHoBKa 3HayeHua npuoputeta CoS, ¢ KoTopbim ByayT
otnpasaaTbes Continuty Check coobuieHus.

YCcTaHOBKa 3HaY€HUA NO YMOJYAHUIO.

alarm delay delay

no alarm delay

delay: (2500..10000)
mc/2500 mc

YKasaHWe UHTepBana 3a4epKKK, No UCTEYEHUM KOTOPOro
6yAeT reHepMpoBaThLCA aBapuA.

YcTaHOBKa 3Ha4YeHuna no YMO4aHUIO.
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alarm reset interval

no alarm reset

interval: (2500..10000)
mc/10000 mc

YKaszaHuMe NpoMesKyTKa BPeMeHMU, Mo UCTEYEHMU KOTOPOro
npousonget cbpoc aBapuu.

YCTaHOBKa 3HAY€HUA NO YMONYAHUIO.

alarm notification { all |
error-xcon | remote-error-
xcon | mac-remote-error-
xcon | xcon | none }

no alarm notification

—/mac—remote—error—xcon

BK/toueHMe yBeAOMNEHUI AN1A ONpeaeneHHbIX TUNoB
cobbITUMA.

Tunbl COBLITUIA:

- all — Bce cobbiTna DefRDI, DefMACStatus, DefRemote,
DefError, DefXcon;

- error-xcon — T0/1bko cobbitua DefError n DefXcon;

- remote-error-xcon — T0/1bKo cobbiTnsa DefRemote, DefError un
DefXcon;

- mac-remote-error-xcon — To/1bKo cobbitna DefMACStatus,
DefRemote, DefError n DefXcon;

- Xcon — T0/1bKo cobbiTne DefXcon;

- none — yBeOM/IEHNA OTK/IOYEHbI.

YCTaHOBKa 3HAY€HUA NO YMOIYAHUIO.

KomaHObl pexcuma privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKM pexxnma privileged EXEC:

console#

Tabnunua 5.111 — KomaHgb! pexuma privileged EXEC

KomaHda

3HayeHue/3HayeHue o
YMOAYAHUIO

Aeiicmeue

show ethernet cfm domain
[name]

name: (1..32) cumBonos

OTobpakaeT HPopmauuto 06 yKasaHHOM JomeHe nam 060
BCEX.

show ethernet cfm errors

OTobparkaeT uHpopmaumto 06 owmbkrax Continuity Check
npoToKona.

show ethernet cfm
maintenance-points { local
| remote }

OTobpakaeT MHHOPMALMIO O NNOKANbHBIX UAN YAANEHHbIX
KOHEYHbIX TO4Kax cepsuca (MEP).

show ethernet cfm mpdb
[domain-id { dns name |
name | name name| mac
mac-address number |
null}]

name: (1..43) cumBonos
mac-address: H.H.H nan
H:H:H:H:H:H nan H-H-H-H-
H-H;
number: (0-65535)

OtobparkaeT MHGOPMALMIO O MPOMEKYTOUHbIX TOYKaxX cepsuca
(MIP) pns ykasaHHOro 4OMEHa UAWN ANA BCEX.

show ethernet cfm
statistics

OTtobparkaeT CFM-CTaTUCTUKY AN BCeX AOMEHOB.

show ethernet cfm
statistics domain
domain-name service {
vlan-id vian_id | name
name | number number }

domain-name: (0..32)
CUMBO/IOB;
vlan_id: (1..4094);
name: (0..45) cumBo10B;
number: (0..65535)

Otobparkaet CFM-CTaTUCTMKY ONA YKAa3aHHOTO JOMeHa.

show ethernet cfm
statistics mpid id

id: (1..8191)

OTo6paskaeT CFM-CTaTUCTMKY A8 YKa3aHHOM KOHEYHOMN TOUKM
cepsuca (MEP).

5.16.12 Hacmpoiika ¢pyHKkyuu Layer 2 Protocol Tunneling (L2PT)

®dyHKuma Layer 2 Protocol Tunneling (L2PT) no3BonsieT nponyckaTb CayXebHble NakeTbl Pas/IMYHbIX
L2-npoTtokonos (PDU) yepes ceTb NnpoBaiaepa, 4TO NO3BOAAET KNPO3PAYHO» CBA3ATb KAMEHTCKME CEFMEHTDI
ceTu.

L2PT uHkancynupyet PDU Ha rpaHM4YHOM KOMMYyTaTOpe, nepenaetr MX Ha APYror rpaHUYHbIN
KOMMYTaTOpP, KOTOPbIN OXKMAAET cneumanbHble MHKaNCyIMpoBaHHble KaZpbl, @ 3aTeM AeKancyanpyeT ux,
YTO NO3BOAAET NONb30BaTENAM NepeaaBaTb MHGOPMALMIO 2-T0 YPOBHA Yepes ceTb NpoBanaepa.
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Kommytatopbl MES1000, MES2000 npenoctaBnatdT BO3MOMKHOCTb WMHKANCYy/MpPOBaTb
STP/RSTP/MSTP BPDU.

lpumep

Ecnu BkntounTb L2PT gns npoTtokona STP, To KommyTaTopsl A, B, C u D 6yayT o6beanHeHbI B
OfHO CBA3ylOWEee AepeBO, HEeCMOTPA Ha TO, YTO KOMMyTatop A He COoeAuHEeH HanpAMylo C
KommyTaTopamun B, C u D. UHPopmauma 06 M3MeHEHUN TONONOTUN CETU MOXKET bbiTb NepesaHa
CKBO3b CeTb NpoBaigepa.

Service Provider's

S Q Network
EEEE EEEE EEEE

HANEE EEEE ENEEEEEE

[ [sTP[ |

T | aes Smmmmmmmm |

PucyHok — 26 Mpumep

Anzopumm pabomel pyHKYuUoHana:

UHkancynayua
1. Bce L2 PDU nepexsatbiBatotca Ha CPU;
2. Mopcucrema L2PT onpepgensetr L2 NpoOTOKOA, KOTOPOMY COOTBETCTBYeT NpPUHATbIM PDU, u
nposepseT, BKAOYEHA I HA NOPTY, C KOTOPOro NPUHAT 3TOT PDU, HacTpolika |2protocol-tunnel ana
OaHHoOro L2 npoTokona.
Ecnn HacTpoWKa BKNOYEH], TO:
= Bo Bce nopTbl VLAN, Ha KOTOpPbIX BKAKOYEHO TYHHEANpPOBAHMeE, oTnpasaseTca PDU-dbpenm;
= Bo Bce noptbl VLAN, Ha KOTOpbIX BbIKJKOYEHO TYHHENMpPOBaHMe, OTNpasaAeTca
WMHKancynnpoBaHHbiii PDU-dpelim (ucxoaHbii ¢peiim ¢ Destination MAC-agpecom,

N3MEHEHHbIM Ha TYHHEe/bHbIN);

Ecnn HaCTpOﬁKa BbIK/1lOY€HaQa, TO:
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=  PDU-¢dpeitm nepegaetcsa B 06paboTUMK COOTBETCTBYIOLLETO NPOTOKONA.

Aekancynayusa

1. PeanunsosaH nepexBaT Ha CPU Ethernet-¢peitmos c¢ Destination MAC-agpecom, 3agaHHbIM Npu
nomouw Komanabl |12protocol-tunnel address xx-xx-xx-xx-xx-xx. [lepexBaT BKAOYAETCA TOJIbKO TOrAa,
Korga xoTs 6bl Ha 04HOM NOPTY BKAOYEHA HACTpoliKa I2protocol-tunnel (He3aBMCMMO OT NPOTOKONA).

2. Mpu nepexsate naketa c Destination MAC agpecom Xx-XX-XX-XX-XX-XX OH CHayana nonajaeT B
nogcuctemy L2PT, KoTopaa onpeaensaet L2 npoTtokon ana gaHHoro PDU no ero 3aronoBKy n nposepserT,
BK/IIOYEHA 1M HA NOPTY, C KOTOPOro NPUHAT MHKANCYMpPoBaHHbIN PDU, HacTpolika |2protocol-tunnel gna
JaHHoro L2-npoTokona.

Ecnu HacTpoiiKa BKAtOYEHa, TO:

=  MOPT, C KOTOPOro 6biA NOMyYeH MHKaNCyaMpoBaHHbIA PDU-ppelim, 610KMpyeTca ¢ NPUYMHOM
[2pt-guard.

Ecnn HacTpolika BbIK/AKOYEH], TO:
= Bo Bce noptbl VLAN, Ha KOTOpbIX BKAWOYEHO TyHHEAUMPOBAHWE, OTNpPaBAAETCA
AeKancynmposaHHbI PDU-ppeiim;

= Bo Bce noptbl VLAN, Ha KOTOpbIX BbIKAOYEHO TyHHEAMpPOBaHWE, OTNpaBaAeTcA
WMHKancyanpoBaHHbIi PDU-dpeinm.

KomaHObI pexcuma 2106a16H020 KOHGU2YPUPOBAHUA

BunAa 3anpoca KoMaHAHOM CTPOKM pexmnma rnob6anbHOro KoOHPUrypmpoBaHumsa:
console (config) #

Tabanua 5.112 — KomaHabl pexkuma rnobanbHoro KoHPUryprMpoBaHus

3HayeHue/3HayeHue o

KomaHoa Aelicmeue
YMOAYAHUIO
12protocol-tunnel address mac-address:
{mac-address} 01:00:ee:ee:00:00

01:00:0c:cd:cd:d0
01:00:0c:cd:cd:d1
01:00:0c:cd:cd:d2
01:0f:e2:00:00:03

3asatb MAC-agpec HazHaueHUa ana TYHHeMpyemMblxX
¢dpetmos, no ymonyanHuio - 01:00:ee:ee:00:00.

no I12protocol-tunnel

YCTaHOBWTb 3HaYEHME NO YMOIYAHUIO.
address

KomaHObI pexcuma KoHgu2ypuposaHua uHmepgelica Ethernet

- Ha epaHuyHOoM uHmepgpelice 0onxceH bbimb omkar4YeH npomokoa STP (spanning-

V tree disable)

- lpaHuyYHbIG uHMepgelic donreH bbimb HACMPOEH 8 PeXUMe access uau customer
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Bupa 3anpoca KOMaHAHOWN CTPOKU B pexkmume KoHPUrypmposaHusa uHtepoeiica Ethernet, nntepdeitca

rpynnbl NOPTOB:

console (config-if) #

Tabnnua 5.112 — KomaHgb! pexxuma KoHpuUrypuposaHua nHTepoeica Ethernet

KomaHda

3Ha4yeHue/3HayeHue o
YMOAYAHUIO

Aelicmeue

12protocol-tunnel stp

no I2protocol-
tunnel stp

/BbIKNOYEHO

BkntoueHune pexkmma nHkancynaummu naketos STP BPDU.

BbikntoueHne pexnma nHkancynauum naketos STP BPDU.

12protocol-tunnel cos {cos}

{threshold}

0..7/5 3apatb 3HayeHne CoS gna 3anakoBaHHbIX PDU-¢peitmos.
no I2protocol-
tunnel cos YctaHoBka CoS B 3HavyeHue No YyMOYaHWUIO.
12protocol-tunnel drop- HacTpolika noporoBoro 3Ha4yeHus ckopocTu Bxoaalumx PDU-
threshold stp {threshold} 1-4096 bpeiimos (B NakeTax B CEKYHAY), MONYYEHHBIX U NOANEKALLMNX
MHKancynaumn. NMpu npesbilweHnn nopora PDU
oTbpacbiBatoTCA..
no I2protocol-tunnel drop- OTKAOYAEeT peXxrMm KOHTPOJA CKOPOCTH BXoaAwwmx PDU-
threshold stp ¢dpenmos.
12protocol-tunnel HacTpolika noporoBoro 3Ha4yeHns ckopocTu Bxoaalumx PDU-
shutdown-threshold stp 1-4096 bpeiimos (B NakeTax B CEKYHAY), MONYYEHHbIX U NOANEKALLMNX

MHKancynauuu. Mpu npesbileHnM nopora nopT byaet
nepesegeH B coctosiHue Errdisable (oTkntoueH).

no I2protocol-tunnel
shutdown-threshold stp

OTKNIOYAET pPEXUM KOHTPONA CKOPOCTU BxoaaLmx PDU-
¢dpenmos.

KomaHObI pexcuma privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKK pexunma privileged EXEC:

console#

Tabnnua 5.113 — KomaHgb! pexxuma privileged EXEC

3HayeHue/3HayeHue no

KomaHoa Aelicmeue

YMOAYAHUIO
show I2protocol-tunnel
[gigabitethernet gi_port | gi_port: OTobparkaeT MHbopmaumio L2PT ansa ykasaHHoro nHtepdeiica
fastethernet  fo_port | (1..3/0/1..28); WK pna Bcex MHTepdEncoB, Ha KOTOPbIX BKAtoYeH L2PT, ecnu

P fa_port: (1..3/0/1..24); WHTepoelic He yKasaH.
port-channel group]
group: (1..8)

clear  I2protocol-
tunnel statistics
[gigabitethernet
gi_port |
fastethernet fa_port |
port-channel group]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..8)

OuncTKa cTaTUCTUKK L2PT gna yKasaHHOTo uHTepdeica unm
Anna Bcex HTepdelicos, Ha KOTOPbIX BKAOYeH L2PT, ecnm
MHTepdelc He yKasaH.
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[pumepbl 8b1M0AHEHUS KOMAHO

=  YCTaHOBUTb TyHHeNbHbI MAC-agpec B 3HayeHue 01:00:0c:cd:cd:d0, BKAOUUTL OTNpPaBKY
SNMP traps ot Tpurrepa I2protocol-tunnel (Tpurrepa Ha cpabatbiBaHune drop-treshold u
shutdown-treshold).

console (config) #12protocol-tunnel address 01:00:0c:cd:cd:d0
console (config) #snmp-server enable traps l2protocol-tunnel

= BK/JOYAUTb PEXUM TYHHENUPOBaAHUA Ha MHTepdeice, yCTaHOBUTb 3HaYeHMe COS MakeToB
BPDU paBHbIim 4, BKAOYNTb KOHTPO/Ib CKOPOCTU BXOAALMX nakeTos BPDU.

console (config) # interface FastEthernet 1/0/1

console (config-if) # spanning-tree disable

console (config-if) # switchport mode customer

console (config-if) # switchport customer vlan 100

console (config-if) # 12protocol-tunnel stp

console (config-if) # 12protocol-tunnel cos 4

console (config-if) # 12protocol-tunnel drop-threshold stp 40
console (config-if) # 12protocol-tunnel shutdown-threshold stp 100

~— e ——

consolef#show 12protocol-tunnel

MAC address for tunneled frames: 01:00:0c:cd:cd:d0

Port CoS Protocol Shutdown Drop Encaps Decaps Drop
Threshold Threshold Counter Counter Counter

fal/0/1 4 stp 100 40 650 0 450

[Mpumepsl coobweHuUl o cpabamesisaHUuU mpuaaepa:

12-Nov-2015 14:32:35 %-I-DROP: Tunnel drop threshold 40 exceeded for interface fal/0/1
12-Nov-2015 14:32:35 %-I-SHUTDOWN: Tunnel shutdown threshold 100 exceeded for interface fal/0/1

Ethernet-kommymamopsl MES1000, MES2000 129




HELTEX

5.17 Voice VLAN

Voice VLAN wucnonb3yetca ana BblgeneHua VolP-obopyaoBaHus B otaensbHyto VLAN. Onsa VolP-
dpelimoB MmoryT 6bITb HazHauyeHbl Q0S-aTpnbyTbl s NpuopuTesaumm Tpaduka. Knaccndukauma dpelimos,
oTHocawwmxcs K ¢pperimam VolP-obopyaoBaHus, 6asmpyetca Ha OUI (Organizationally Unique ldentifier —
nepsble 24 6uta MAC-agpeca) otnpasuTenda. HasHayeHue Voice VLAN pans nopta npoucxoaut
aBTOMATMYECKM - KOrga Ha nopt noctynaet ¢peim c OUl m3 T1abnuubl Voice VLAN. Korga nopt
onpeaenseTcs, Kak npuHagnexawmin Kk Voice VLAN — gaHHbIM nopT gobasnsetrca Bo VLAN Kak tagged.
Voice VLAN npymeHUM gnsa cnegyromx cxem:

— VolP-obopyaoBaHue HacTpamBaeTca, YTobbl paccblnaTb TerMpoBaHHble nakeTbl ¢ Voice VLAN ID,
HaCTPOEHHbIM Ha MES2124.

— VolP-obopygoBaHue paccbinaet HeTermposaHHble DHCP-3anpockl. B otBete oT DHCP-cepBepa
npucytcteyeT onuma 132, cogeprkawasa VLAN ID, KoTopbiit VoIP-ycTpoiCTBO aBTOMATUYECKM
Ha3HayvaeT cebe B KayecTse VLAN ana mapkmposku VolP-TpaduKa (Voice VLAN ID).

Cnucok OUI npoussoantenei VolP-obopyaoBaHus, AOMUHUPYIOLWNX Ha PbIHKE.

Ooul dupma-npoussoautenb
00:E0:BB 3COM
00:03:6B Cisco
00:E0:75 Veritel
00:DO:1E Pingtel
00:01:E3 Siemens
00:60:B9 NEC/ Philips
00:0F:E2 Huawei-3COM
00:09:6E Avaya
V' Voice VLAN mo<eT 6bITb aKTUBUPOBAH Ha NopTax, paboTalowmx B pexkume trunk u general.

KomaHObI pexcuma 2106a16H020 KOHGU2YPUPOBAHUA

Bug, 3anpoca KOMaHAHOM CTPOKM pexmnma rnobasbHOro KOHGUIypUpoBaHus:

console (confiqg) #

Tabanua 5.114 — KomaHgb! pexxuma rnobanbHOro KOHGUrypmpoBaHus

3HavyeHue/3HavyeHue no .
KomaHda / Aeilicmeue
yMoOA4YaHuro
voice vlan aging-timeout YcTaHaBAMBaeT TalmayT ANS NopTa, MPUHaANEeKaLLero K
timeout voice-vlan. Eciim ¢ nopTa B Te4eHUe 3a4aHHOMO BPEMEHU He
. 6b110 dppeirimos ¢ OUI VolP-o6opyaosaHus, To voice vlian
timeout: (1..43200/1440) op PYA
yAanseTcs ¢ AaHHOro nopTa.
no voice vlan aging- BoccTaHaB/MBaAET 3HaYeHMeE MO YMONYAHUIO.
timeout
voice vlan cos cos [remark] YctaHasausaeT COS, KOTopbIM MapKupytoTca Gpeimsl,
npuHagnexawme Voice VLAN.
- cos: (0..7)/6 pUnaA =
no voice vlan cos BoccTaHaB/MBaET 3HaYeHMeE MO YMONYAHUIO.
voice vlan id vian_id vlan_ld: (2..4094) YctaHaBauBaeT naeHtndumkatop vlan_id ana Voice VLAN
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no voice vlan id

YaanaeT ugentudukatop vlian_id ana Voice VLAN
DOna ypaneHus ngeHtudukaropa vlan_id tpebyetca
npeABapuUTeNIbHO OTKAOUYNTb PyHKLMIO Voice vian
Ha BCex noprax.

voice vlan oui-table
{add oui|remove oui}
[descript]

no voice vlan oui-table

oui: nepsble 3 H6aiTa
MAC-agpeca
descript: (1..32) cumBonoB

Mo3BonseT pegaktmposaTb Tabanuy OUI.
- descript — onvcaHue oui.

YpanseT Bce No/ib30BaTeIbckue nameHeHus OUI-Tabaunupl.

KomaHObI pexcuma KoHguaypuposaHus uHmepgelica Ethernet

BuAa 3anpoca KOMaHOHOM CTPOKM B pexMme KOHPUrypmposaHua nHtepoeica Ethernet, nnrtepdeiica

rpynnbl NOPTOB:

console (config-if) #

Tabnuua 5.115 — KomaHapl pexxmma KoHPurypmposaHusa nHtepdeica Ethernet

3HayeHue/3HayeHue o

no voice vlan secure

KomaHoa Aelicmeue
YMOAYAHUIO

voice vlan enable Bkntouaet Voice VLAN gns nopra.

- OTKAtoYeHa
no voice vlan enable OTkntoyaet Voice VLAN gns nopra.
voice vlan cos mode BKAtouyaeT mapKMpoBKy TpadurKa ana scex pperimos, nnMbo
{src|all} R TONbKO ANA UCTOYHMKA.
no voice vlan cos mode BoccTaHaB/MBaET 3HaYEHME MO YMONYAHMIO.
voice vlan secure BkntouaeT 6e3onacHbIi pexxum ana VLAN. KomaHga

NPUMEHAETCA TO/IbKO K MOpPTam, KoTopble 6blin 4o6aBaeHbl K
OTKNtOYeH

Voice VLAN aBTOMaTUY€ECKM.

BoccTaHaBnmBaeT 3HavyeHMe No YMOYAHMUIO.

KomaHOb! pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabnunua 5.116 — KomaHab! pexkuma KoHdurypuposaHma EXEC

KomaHda

3Ha4yeHue/3HayeHue no
YMOAYAHUIO

Aeilicmeue

show voice vlan
[gigabitethernet gi_port |
fastethernet fa_port |
port-channel group]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..8)

Otobparkaet coctoaHue Voice VLAN.
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5.18 l'pynnoBas agpecaumsa

5.18.1 Mpasuna epynnosoli adpecayuu (multicast addressing)

l£|,aHHI:Il\;1 KNacC KoOmaHa npegHasHaydyeH gaAa 3a4aHuAa npasun rpynnoaoﬁ agpecaumn B Ce€TU Ha

KaHa/IbHOM M ceTeBOM YpoBHAX moaenn OSI.

KomaHObI pexcuma KoHgu2ypuposaHua uHmepgelica VLAN

BunAa 3anpoca KOMaHAHOWM CTPOKM B pexxnume KOHPUrypuposaHma nHtepoeica VLAN:

console (config-if)#

Tabanua 5.117 — KomaHgbl pexxuma KoHpurypuposaHua nHtepoeica VLAN

3Ha4yeHue/3HayeHue no

no bridge multicast mode

KomaHoa OnucaHue
YyMOAYaHUIO

bridge multicast mode 3apaeT pexxum rpynnoBon nepefayn [aHHbIX.

{mac-group | ipva4-group |

ipv4-src-group} - mac-group — MHoroagpecHas nepefaya, OCHOBaHHasA Ha
VLAN n MAC-agpecax;
- ipv4-group — MmHOroagpecHas nepegaya ¢ TMNom

-/mac-group dunbTpaummn, ocHoBaHHbIM Ha VLAN 1 agpece npvemHuKa B

dopmarte IPv4;

- ip-src-group — MHoroagpecHas nepegava c TMNom
dunbTpaymm, ocHoBaHHbIM Ha VLAN 1 agpece oTnpaBuTens B
dopmarte IPv4.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

bridge multicast address
{mac_muliticast_address |
ip_muliticast_address}
[[add | remove]

{ gigabitethernet gi_port |
fastethernet fa_port

| port-channel group}]

no bridge multicast
address
{mac_muliticast_address|
ip_muliticast_address}

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..8).

[obasnaet rpynnosoi agpec B Tabaunuy rpynnosom
aApecaunn u ctatmyecku gobasnaeT unu yganset
NHTepdercbl U3 rpynnbl.

- mac_muliticast_address — rpynnosoit MAC-agpec;

- ip_muliticast_address — IP-agpec MHOroaapecHom paccblIku;
- add - pobaBnserT cTaTUYecKyto NOAMMUCKY K rpynrnoBOMy
MAC-agpecy ananasoH Ethernet-nopTtos uau rpynn noptos.

- remove — yaanaeT CTaTUYecKyto NOAMNUCKY.

MNepeuncneHne NHTepdeicoB OCYLLECTBNAETCA Yepe3 «—» U
«,»

Ypanset rpynnoeoi agpec us tabaunubl.

bridge multicast forbidden
address
{mac_muliticast_address |
ip_muliticast_address}
{add | remove} {
gigabitethernet gi_port |
fastethernet fa_port

| port-channel group}

no bridge multicast
forbidden address
{mac_muliticast_address |
ip_muliticast_address}

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..8).

3anpeLuaeT NOAKNOYEHME HACTPAMBAEMOro NopTa/nopToBs K
rpynne, 3af,aHHOM rpynnoBbiM aZpecom.

- mac_muliticast_address — rpynnosoit MAC-aapec;

- ip_muliticast_address — IP-agpec MHOroagpecHom paccbliku;
- add — no6aBneHue NopTa/NOPTOB B CMMCOK 3aNPELLEHHbIX;

- remove — yaneHune NopTa/NopToB M3 CMMUCKA 3anpeLLeHHbIX.
MepeuncneHne nHTEPdECOB OCYLLECTBAAETCA YEPE3 «—» U
«,».

Ypanaet 3anpeluatoee npasuao Aaa rpynnosoro agpeca.

bridge multicast
forward-all

{add | remove}
{gigabitethernet gi_port |
fastethernet fa_port |
port-channel group}

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..8).
Mo ymonuaHuio nepegaya
BCEX MHOr0aApecHbIX
MaKeToB 3anpeLyeHa.

Pa3speluaeT nepesayy BCeX MHOTOaAPECHbIX MAKETOB Ha NOpPTY.
- add — go6asnser nopTbl/06begUHEHHbIE NOPTbI B CMMCOK
MoOpPTOB, A4/1A KOTOPbIX Pa3pelleHa nepeaaya BCex rpynnosbixX
NaKeToB.;

- remove — y6upaet rpynny noptos/o6beanHEHHbIX NOPTOB M3
paspeLuatoLlero npasumia.
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no bridge multicast
forward-all

Mepeuncnerne nHTepdENCOB OCYLLECTBARETCA YEPe3 «—» U
«,»

BoccTaHaBnmBaeT 3HavYeHMe No YMOYAHMUIO.

bridge multicast forbidden
forward-all

{add | remove}
{gigabitethernet gi port |
fastethernet fa_port |
port-channel group}

no bridge multicast
forbidden forward-all

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..8).

Mo ymonyaHuto noptam He
3anpeLLeHo AMHAMUYECKM
NPUCOeANHATLCA K
MHOroaJpecHol rpynne.

3anpeLaeT NopTy AMHaAMMUYecKn fob6aBnaTbcA K
MHOroazpecHol rpynne.

- add —go6asnset NnopTbl/06bEANHEHHbIX MOPTbI B CINCOK
MopToB, A4/1A KOTOPbIX 3anpeLLeHa nepeaaya BCeX FpynnoBbIX
NaKeToB;- remove — ybupaet rpynny noptos/o6benHEHHbIX
NMopTOB M3 3anpelLuatoLero npasuna.

MNepeuncneHne nHTepdeNcoB OCYLLECTBAAETCA YEPES «—» U K,»

BoccTaHaBnmBaeT 3HavYeHMe No YMOYAHMUIO.

bridge multicast ip-address
ip_muliticast_address
[[add | remove]
{gigabitethernet gi port |
fastethernet fa_port |
port-channel group}

no bridge multicast
ip-address
ip_muliticast_address

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..8).

PernctpupyeT IP-agpec B Tabauue rpynnoBoi agpecauuu, 1
cTaTuyecku gobasnset/yaanaer untepdeiicsl U3 rpynnbi.

- ip_muliticast_address — rpynnoeoit IP-agpec;

-add — pobasnAeT NopTbl K rpynne;

- remove — yganaeT nopTbl U3 rpynnbl;

MNepeuncneHne nHTepdEcoB OCyLLECTBAACTCA HEPE3 «—» U «,»

Ypanset rpynnosow IP-agpec u3 Tabanupl.

bridge multicast forbidden
ip-address
ip_muliticast_address {add
| remove}
{gigabitethernet gi port |
fastethernet fa_port |
port-channel group}

no bridge multicast
forbidden ip-address
ip_muliticast_address

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..8).

3anpewaeT NOPTy AMHAMMUYECKMN £,06aBAATLCA K

MHOroaapecHol rpynne.

- ip_muliticast_address — rpynnoeoit IP-agpec;

- add — gobasneHne nopTa/NOPTOB K CMMCKY 3aMpeLLeHHbIX;

- remove — yzaseHve nopTa/nopTos 13 CrucKka

3anpeLLeHHbIX.

MepeuncneHne MHTEPPENCOB OCYLLECTBAAETCA HYEPEs «—» U «,»
Mpexae yem onpeaenuTb 3anpeLleHHble NopThbl,

V rpynnbl MHOTOaAPeCcHOM PacCbiIKU AOMKHbI 6bITb
3aperucTpupoBaHbl.

BoccTtaHaBnAuBaeT 3HaYeHMeE MO YMONYAHUIO.

bridge multicast source
ip_address group
ip_muliticast_address
[[add | remove]
{gigabitethernet gi_port |
fastethernet fa_port |
port-channel group}]

no bridge multicast source
ip_address group
ip_muliticast_address

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..8).

YcTaHaBAMBaeT cooTeeTcTBUE Mexay IP-agpecom
Nnonb30BaTeNs U rPYNMNoBbIM aAPECOM B Tabmue rpynnosoi
afpecaumu u ctatudecku gobasnset/yaanset untepdeiico! U3
rpynnbi.

- ip_address —vcxogHbin IP-agpec;

- ip_muliticast_address — rpynnosoti IP-agpec;

- add — o6aBuTb NOPTHLI B rpynny ucxogHoro IP-agpeca;

- remove — yZanuTb NOpPTbl U3 rpynnbl MCXoaHoro IP-agpeca.

BoccTaHaBnvBaeT 3HavYeHMe No YMOTHAHUIO.

bridge multicast forbidden
source ip_address group
ip_muliticast_address
{add | remove}

{gigabitethernet gi_port |
fastethernet fa_port |
port-channel group}

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);

YcTaHaBAMBaeT 3anpeT Ha gobasneHne/yaanexHve
COOTBETCTBUA MexKay IP-agpecom nosb3oBaTens v rpynnosbim
agapecom B Tabsmue rpynnoeoi agpecaummn ans
onpegeneHHoro nopTa.

- ip_address —vcxogHbin IP-agpec;

- ip_muliticast_address — rpynnosoii IP-aapec;

- add — 3anpet Ha go6asneHne nopTa B rpynny ncxogHoro IP-
agpeca;

group: (1..8). - remove — 3anperT Ha yAa/ieHne NnopTa u3 rpynmnbl UCXO4HOTO
IP-agpeca.
no bridge multicast BoccTaHaBAMBaeT 3Ha4YeHMeE N0 YMONYAHUIO.
forbidden source
ip_address group
ip_muliticast_address
bridge multicast ipv6 mode -/mac-group 3apaeT peXxum rpynnoson nepeaayn AaHHbIX ans IPv6-
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{mac-group | ip-group |
ip-src-group}

no bridge multicast ipv6
mode

NakeToB MHOr0aApeCcHOM PacCbIIKU.

- mac-group — MHOroagpecHasn nepegaya, OCHOBaHHaA Ha
VLAN n MAC-agpecax;

- ip-group — MHoroagpecHas nepegaya ¢ TMnom GpuabTpaLuu,
0OCHOBaHHbIM Ha VLAN n aapece npuemHuka B popmarte IPv6;
- ip-src-group — MHoroagpecHas nepegaya ¢ TMNom
dunbTpaymm, ocHoBaHHbIM Ha VLAN 1 agpece oTnpasuTens B
¢dopmare IPv6.

YcTaHaBAMBAET 3HAYeHUe No YMOYaHUIO.

bridge multicast ipv6
ip-address
ipv6_muliticast_address
[[add | remove]
{gigabitethernet gi_port |
fastethernet fa_port |
port-channel group}]

no bridge multicast ipv6 ip-
address
ip_muliticast_address

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..8).

Pernctpupyert rpynnosoii IPv6-agpec B Tabauue rpynnosoi
afpecaunu n ctatudecku gobasnset/yaanset uHtepdeicol ns
rpynmoi.

- ip_muliticast_address — rpynnoeoit IP-agpec;

-add — go6asnsaeT nopTbl K rpynne;

- remove — yZanseT nopTbl U3 rpynnbl;

MNepeuncneHne nHTepdEcoB OCyLLECTBAACTCA HYEPE3 «—» U «,»

Ypanset rpynnosou IP-agpec 13 Tabanupl.

bridge multicast ipv6
forbidden ip-address
ipv6_muliticast_address
{add | remove}

{ gigabitethernet gi_port |
fastethernet fa_port |
port-channel group}

no bridge multicast ipv6
forbidden ip-address
ibv6_muliticast_address

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..8).

3anpelaeT NoAKNIOYEHWE HAacTpauBaemoro nopTa/nopTos K
rpynnosomy IPv6-aapecy.

- ip_muliticast_address — rpynnoso# |IP-agpec;

- add —go6aBneHne nopTa/NoOPTOB B CMIUCOK 3aMNpeLLEHHbIX;

- remove —yaneHvie NopTa/NopToB U3 CNUCKA 3anpeLLeHHbIX.
MNepeuncneHne nHTepdEecoB OCyLLECTBAACTCA YEPE3 «—» U «,»

BoccTaHaBnmBaeT 3HavyeHMe No YMOYAHMUIO.

bridge multicast ipv6
source ipv6_address group
ipv6_muliticast_address
[[add | remove]
{gigabitethernet gi_port |
fastethernet fa_port |
port-channel group}]

no bridge multicast ipv6
source ipv6_address group
ipv6_muliticast_address

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..8).

YcTaHaBAMBaeT cOOTBeTCTBME mexay IPv6-agpecom
Nnonb30BaTeNs U rPYNMNOBbIM agpecom B TabauLLe rpynnoBsoi
ajpecaumu v ctaTudeckn gobasnnet/yaanser uHtepoenco 13
rpynnbl.

- ipv6_address —ucxopHbili IP-agpec;

- ip_muliticast_address — rpynnosoti IP-agpec;

- add — ,06aBUTb NOPTLI B rpynny ncxogHoro IP-aapeca;

- remove - yaanuTb NopTbl M3 rpynmnbl UcxogHoro IP-agpeca.

BocctaHaBnvBaeT 3HavyeHMe No YMOYAHMUIO.

bridge multicast ipv6
forbidden source
ipv6_address group
ipv6_muliticast_address
{add | remove}

{ gigabitethernet gi_port |
fastethernet fa_port |
port-channel group}

no bridge multicast ipvé
forbidden source
ipv6_address group
ipv6_muliticast_address

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..8).

YcTaHaBMBaeT 3anpeT Ha gobasneHne/yaaneHme
cooTBeTCcTBUA Mexay IPvb-agpecom nonb3osatens u
rpynnosbiM aApecom B Tabauue rpynnoBoy agpecaumm ana
onpegeneHHoro nopTa.

- ip_address —vcxoaHbiit IPv6-agpec;

- ip_muliticast_address — rpynnosoti IPv6-agpec;

- add — 3anpet Ha fobaBneHWe NnopTa B rpynny UCXOL4HOMO
IPv6-appeca;

- remove — 3anpeT Ha yaaneHue nopTa u3 rpynnbl UCXOAHOTO
IPv6-appeca.

BoccTaHaBnmBaeT 3HaueHue no YMONYaHUIO.
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KomaHObI pexcuma KoHgpuaypuposaHusa uHmepdgelica (duanaszoHa uHmepgelicos) Ethernet,

UHmMepagelica 2pynnel Nopmos

Bupg, 3anpoca KOMaHAHOW CTPOKM B pexunme KoHUrypuposaHua uHtepoeica Ethernet, uHtepdeiica

rpynnbl NOPTOB:

console# configure
console (config)# interface {ethernet port|port-channel group}
console (config-if)#

Tabanuya 5.118 — KomaHgb! pexkuma KoHpurypuposaHma nHtepdeiica Ethernet, rpynnel nHtepdeiicos

KomaHda

3HayeHue/3Ha4yeHue no
YMOAYAHUIO

OnucaHue

bridge multicast
unregistered
{forwarding | filtering}

no bridge multicast
unregistered

-/forwarding

YcTaHaBMBaeT NpasuIo Nepesaym NakeTos C
He3aperucTPUpPOBaHHbIX FPYMNNOBbIX a4PECOB.

- forwarding — nepefaBatb He3aperncTpupPoBaHHble
MHOroaZpecHble NakeTbl;

- filtering — dounbTPOBaTL HE3aPErNCTPUPOBAHHbBIE
MHOroaZipecHble NakeTbl.

YcTaHaBAMBaeT 3HaYeHue no YMOYaHUIO.

KomaHObI pexcuma 2106a16H020 KOHGU2YPUPOBAHUSA

Bug 3anpoca KOMaHAHOM CTPOKU peXKnma rnobasibHOro KOHPUrypmpoBaHus:

console (config) #

Tabnumua 5.119 — KomaHap! pexkuma rnobanbHOro KoHGurypmposaHusa

3HayeHue/3HayeHue o

filtering

KomaHda OnucaHue
YMOYAHUIO
bridge multicast filtering BKAtoYaeT GpUNbTPaLMIO rpynnoBbIX afpecos.
no bridge multicast -/oTKNOYEHO OTKAtOYaeT GUNBTPALMIO TPYNNOBbIX a4PECOB.

mac address-table
aging-time seconds

no mac address-table
aging-time

(10..86400)/300 cekyHA,

3apaet Bpemsa xpaHeHna MAC-agpeca B Tabnuue rnobansHo.
Bpems xpaHeHua MAC-agpeca, HaunHas ¢ 600 cekyHA, moxeT
6bITb 3343aHO TONLKO C MHTepBanom B 300 cekyHA. (900, 1200,
1500 u T.4).

Mpu manbix 3Ha4eHusx aging-time (8o 600 cekyHA) fonycTUMa

norpewHocT, couMamepumas C ero 3HaueHunem. C
yBenuyeHnem 3HayeHun aging-time norpeLHocTb
HUBENupyercs..

YcTaHaBAMBaeT 3Ha4YeHue no YMONYaHUIO.

mac address-table aging-
time seconds vlan vian_id

no mac address-table
aging-time seconds vlan
vlan_id

(10..86400)/300 cerkyHz,
vlan_id: (1..4094)

3agaeT Bpema xpaHeHua MAC-agpeca B Tabnuue ana VLAN.

YcTaHaBAMBaeT 3Ha4YeHue no YMONYaHUIO.

mac address-table learning
vlan vian_id

no mac address-table
learning vlan vian_id

vlan_id: (1..4094)/
BKNIOYEHO

BkntounTb n3yyeHne MAC-agpecos B faHHOM VLAN

OTKAtounTbL M3ydyeHne MAC-agpecos B gaHHom VLAN

mac address-table static
mac_address vlan vian_id
interface
{gigabitethernet gi_port |
fastethernet fa_port |
port-channel group}
[permanent |
delete-on-reset |
delete-on-timeout |

gi_port: (1..3/0/1..28);

fa_port: (1..3/0/1..24);
group: (1..8);
group: (1..8).

Job6asnaeT ucxoaHbvii MAC-agpec B Tabauvuy rpynnoso
afpecauun.

- mac_address — MAC-agpec;

- vlan_id — Homep VLAN;

- permanent — faHHbI MAC-apec MOXHO yAannTb TONbKO C
NMOMOLLbIO KOMaHAbl no mac address;

- delete-on-reset — gaHHbIN agpec yaanutcs nocne
nepesarpysKku yCTpolicTsaa;

- delete-on-timeout — gaHHbI agpec yaanuTca no Takim-ayTy;
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secure]

no mac address-table static
[mac_address ] vlan vian_id

- secure — AaHHbIN aApec yAaAUTCA TO/IbKO C MOMOLLbIO
KomaHabl ho mac address unv nocne Bo3BpaLLeHna nopTa B
pexxum obyyeHus (no port security).

Yaoanaer MAC-agpec 13 Tabauubl rpynnoBoi agpecaumu.

bridge multicast
reserved-address
mac_muliticast_address
[ethernet-v2 ethtype |
lic sap | llc-snap pid ]
{discard | bridge}

no bridge multicast
reserved-address
mac_muliticast_address
[ethernet-v2 ethtype |
lic sap | llc-snap pid ]

ethtype: (0x0600 - OxFFFF)
sap: (0 - OXFFFF)
pid: (O - OXFFFFFFFFFF)

Onpepenset aelcTene 414 NAKETOB MHOroaApecHoOM
Paccbl/IKK C 3ape3epBMPOBaHHOrO agpeca.

- mac_muliticast_address — rpynnosoit MAC-agpec;
- ethtype — Tvn nakeTta Ethernet v2;

- sap —T1n naketa LLC;

- pid —™1n naketa LLC-Snap;

- discard — cbpoc nakeTos;

- bridge — nakeTbl nepegatoTca B pexkmume bridge.

YcTaHaBAMBAET 3HAYeHUeE No YMOYaHUIO.

mac address-table
lookup-length length

length: (1..8)/3

3agaHune gaunHbl xewa B Tabavue MAC-aapecos.

mac address-table
notification flapping

-/BKNIOYEHO

BkntounTb dyHKUMIO 06HapyKeHua dnannuHra MAC-aapecos.
dnannuHr obHapyKMBaeTcA, eciv BbINOJHAETCA cneaytoliee
ycnosue: AMHamu4yeckan 3anucb B MAC-Tabauue meHsaeT nopt
YyeTbipe pasa, NPU 3TOM MEXAY KaXKA0N CMEHOM NPOXOAUT He
6onee 2 cekyHa, (TOYHOCTb U3MEPEHUn - 04HA CEKYHAA).

no mac address-table
notification flapping

BbIKNOUNTb GYHKUMIO 0BHapyKeHUsa dnannuHra MAC-
afpecos.

KomaHOobi pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexxnma Privileged EXEC:

console#

Tabnnua 5.120 — KomaHgb! pexxuma Privileged EXEC

KomaHda

3HayeHue

OnucaHue

clear mac address-table
{dynamic| secure}
[interface {gigabitethernet
gi_port |

fastethernet fa_port |
port-channel group} ]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..8).

Yaanser craTudeckme/anHammueckume 3anucum us Tabauubl
rpynnoson agpecaumu.

- dynamic — yganeHve guHaMUUYeCcKUX 3anucei;

- secure — yaaneHune cTaTM4yecknx 3anmcen.

KomaHOb! pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK pexxknma EXEC:

console>

Tabnunua 5.121 — KomaHab! pexkuma EXEC

KomaHda

3HauyeHue

OnucaHue

show mac address-table
[dynamic | static| secure]
[vlan vian_id]

[interface
{gigabitethernet gi_port |
fastethernet fa_port |
port-channel group]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..8);
vlan_id: (1..4094).

MokasbiBaeT Tabanuy MAC-aapecoB s yKasaHHOro
nHTepoeiica, 1Mbo Bcex MHTepdeicos.

- dynamic — npocmoTp TONbKO AUHAMUYECKUX 3anucei;
- static —NpocMoTp TONbKO CTaTUYECKMX 3anucei;

- secure —NPOCMOTP TONbKO He3omnacHbIX 3anucei.
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[address mac_address ]

show mac address-table Moka3sblBaeT KoMyecTBo 3anuceit B Tabanue MAC-agpecos
count AN19 YKa3aHHoro uHtepodelica, mbo gna scex MHTepdencos.
[vlan vian_id |

interface
{gigabitethernet gi_port |
fastethernet fa_port |

port-channel group} 1]

show bridge multicast MoKasbiBaeT TabauLy rpynnoBbIX agpecoB AN YKa3aHHOro
address-table MHTepdeiica, 1mbo Bcex nHtepdelicos VLAN (komaHga

[vlan vian_id] [LOCTYMHa TONbKO A48 NPUBUIErMPOBaHHOrO MoJib30BaTens).
[address {

mac_muliticast_address | . - ip — nokasbiBatb no IP-agpecam;

ipvd_muliticast_address | vlan_id: (1..4094) - mac — nokasblBaTb No MAC-agpecam.

ipv6_muliticast_address}]
[format {ip | mac}] [source
{ipv4_address
|ipv6_muliticast_address}]

show bridge multicast MoKasbiBaeT TabanLy CTaTUYECKMX FPYNMNOBbLIX a4 Pecos 4s
address-table static yKa3aHHOro uHTepdeliica, inbo scex nHTepdeicos VLAN.

[vlan vian_id]

[address
mac_muliticast_address |
ipv4_muliticast_address |
ipv6_muliticast_address]
[source ipv4_address |
ipv6_muliticast_address]
[all | mac | ip]

vlan_id: (1..4094)

show bridge multicast Moka3blBaeT KOHUIypaumio GuUabLTPa rPynnoBbIX a4PECcoB ANs
. . . vlan_id: (14094) ka3aHHoro VLAN
filtering vian_id y .
show bridge multicast . MokasblisaeT KoHbUrypaumio dbunbTpa ans
unregistered gi_port: (1..3/0/1..28); He3apEerucTPMPOBAHHbIX FPYMMOBbIX 3 PECOB.
.. . fa_port: (1..3/0/1..24);
[gigabitethernet gi_port | roup: (1..8)
fastethernet fa_port | port- group: {2..6).
channel group]
show bridge multicast ) MoKa3bIBaET PeXxknm rpynrnoBo agpecaumu i yKasaHHoro
mode [vlan vian_id] vlan_id: (1..4094) uHTepodeiica, nnbo scex MHTepdelicos VLAN.
show bridge multicast OTo6paskaeT Npasua, yCTaHOB/IEHHbIE A/ FPYNMNOBbIX
reserved-addresses - 3ape3epBMpPOBAHHbIX a4PECcoB.
show mac address-table MpocmoTp TekyLel gaunHbl Xxewa B Tabanuye MAC-agpecos.

mode

[Mpumepbl 8bINOAHEHUA KOMAHO

= BKAOUYATb OUALTPALMIO TPYNMOBbLIX aAPECcOB KOMMYTAaTOPOM. 3a4aTb BPeEMA XpaHeHus
MAC-agpeca 450 cekyHA, pa3pewmnTb nepeaady He3aperncTpMpoBaHHble MHOFOaAPECHbIX

naketos Ha 11 nopTy KommyTaTopa.

console # configure

console (config) # bridge aging-time 450

console (config) # bridge multicast filtering

console (config) # interface gigabitethernet 1/0/11

console (config-if) # bridge multicast unregistered forwarding

console# show bridge multicast address-table format ip
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Vlan IP/MAC Address type Ports

1 224-239.13012.2.3 dynamic 1/1, 2/2
19 224-239.13012.2.8 static 1/1-8

19 224-239.13012.2.8 dynamic 1/9-11

Forbidden ports for multicast addresses:

Vlan IP/MAC Address Ports
1 224-239.13012.2.3 2/8
19 224-239.130(2.2.8 2/8
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5.18.2 ®yHkyua nocpedHUKa npomokosaa IGMP (IGMP Snooping)

®dyHKuua IGMP Snooping mcnonb3yeTca B ceTaAx rpynnoBoi paccbinku. OcHoBHOW 3agauveit IGMP
Snooping ABAAeTCA nNpeAoCTaBfeHME MHOroagpecHoro TpaduKa TONbKO A1A Tex NOpToB, KOTOpble

3anpocuau ero.

%

’ Y1066l IGMP Snooping 6bin1 akKTUBHBIM, GYHKLMUA rpynnoBoit dunbTpaumum “bridge multicast

IGMP Snooping MOXeT Wucnonb3oBaTbCA
NoapeprkusaloTca Bepcuun npotokona IGMP — IGMPv1, IGMPv2, IGMPv3.

TONBKO B CTaTUYecKou

e filtering” ponxHa 6bITb BKAIOYEHa (cMm. pasgen «lpaBuaa rpynnoBoi agpecauumn»).

rpynne VLAN.

PacnosHaBaHMe NMOPTOB, K KOTOPbIM NOAK/OUYEHbI MHOTOaAPECHbIE MapLIPYTM3aTOPbl, OCHOBAHO Ha

cnefyowmx cobbITUAX:

— IGMP-3anpocbl NPUHATBI HA NOPTY;

— naketbl npoTokosa Protocol Independent Multicast (PIM/PIMv2) npuHATbI Ha NopTY;

— MNakKeTbl NPOTOKOJIa MHOroaZapecHol mapwpyTtusaumm Distance Vector Multicast Routing Protocol
(DVMRP) npuHATbI Ha NopTy;

— naketbl npoTokona MRDISC npuHATbI Ha NoOpTY;

— nakKeTbl NpoTokona Multicast Open Shortest Path First (MOSPF) npuHATbI Ha NopTy.

KomaHObI pexcuma 2106as16H020 KOHGU2YPUPOBAHUSA

Bupg, 3anpoca KOMaHAHOM CTPOKM pexnma rnobanbHoro KoHGUrypnupoBaHusa:

console (config) #

Tabnnua 5.122 — KomaHabl perkmma rnobasbHOro KoHGUrypupoBaHuaA

KomaHda

3HauyeHue

Aelicmeue

ip igmp snooping

no ip igmp snooping

Mo ymonyanutio dyHKLMA
BbIKNtOYEHa

PaspewaeT ucnonbsosaHune PpyHkumm IGMP Snooping
KOMMYTaTOpPOM.

3anpewaeT ucnonb3osaHue eyHkuumn IGMP Snooping
KOMMYTaTOPOM.

ip igmp snooping vlan
vian_id

no ip igmp snooping vlan
vlan_id

vlan_id: (1..4094)/
M0 YMOHAHMIO BYHKLMA
BbIK/IlOYEHa

PaspewaeT ucnonbsosaHue PpyHKumm IGMP Snooping
KOMMYTAaTOpPOM A/1a AaHHoro nHtepdeica VLAN.

3anpeuaet ncnonb3oBaHue ¢oyHKUMmM IGMP Snooping
KOMMYTaTOpOM A/1A faHHOro uHTepderica VLAN.

ip igmp snooping vlan
vlan_id static ip_address
[interface

{ gigabitethernet gi_port |

fastethernet fa_port |
port-channel group}]

no ip igmp snooping

vlan vian_id

static ip_address [interface
{ gigabitethernet gi_port |
fastethernet fa_port |
port-channel group}]

vlan_id: (1..4094);
gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);

group: (1..8).

Peructpupyet rpynnoeoii IP-agpec B Tabamue rpynnosoi
afpecaumm, U cTaTUYeckn aobasnaert nHTepdeincobl U3 rpynnbl
ana Texkywen VLAN.

- ip_address — rpynnosoti IP-agpec;

MepeuncneHne MHTEPPENCOB OCYLLECTBAAETCA YEPES «—» U «,»

Ypansaet rpynnosoi IP-agpec n3 Tabauubl.

ip igmp snooping
vlan vian_id
mrouter learn pim-dvmrp

no ip igmp snooping
vlan vian_id

vlan_id: (1..4094);/
Mo YMO/IYaHUIO
paspeLueHo

PaspewaeT ana aaHHol rpynnbl VLAN aBTOMaTtnyeckoe
pacno3HaBaHWE NOPTOB, K KOTOPbIM MNOAKAOYEHbI
MHOroaZpecHble MapLIpyTU3aTopbl.

3anpewaeT ana gaHHou rpynnbl VLAN aBToMaTUyeckoe
pacno3HaBaHWE NOPTOB, K KOTOPbIM MNOAKAOYEHbI
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mrouter learn pim-dvmrp

MHOroapecHble MapLLpPyTU3aTopbI.

ip igmp snooping

vlan vian_id

mrouter interface {
gigabitethernet gi_port |
fastethernet fa_port |
port-channel group}

no ip igmp snooping vian
vlan_id mrouter interface {
gigabitethernet gi_port |
fastethernet fa_port |
port-channel group}

vlan_id: (1..4094);
gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);

group: (1..8).

OnpegaenseT NopT, K KOTOPOMY NOAKNOYEH MAPLLPYTM3aTop
MHOroaZpecHom paccblikn AnA 3agaHHoin VLAN.

YKa3bIBaET, YTO K NOPTY He NOAKAOYEH MapLIpyTM3aTop
MHOrOaZpPecHOM PacCbiNKu.

ip igmp snooping vlan
vlan_id forbidden mrouter
interface { gigabitethernet
gi_port |

fastethernet fa_port |
port-channel group}

no ip igmp snooping vian
vlan_id forbidden mrouter
interface

{ gigabitethernet gi_port |
fastethernet fa_port |
port-channel group}

vlan_id: (1..4094);
gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);

group: (1..8).

YcTaHaBAMBaET 3anpeT Ha onpeaeneHve nopTa (cTaTuyecky,
AMHAMUYECKM) KaK NopTa, K KOTOPOMY MOAKNOYEH
MapLIpyTU3aTOP MHOrOAAPECHOW PAcChIKM.

CHMMaeT 3anpeT Ha onpeaeeHne NopTa Kak NopTa, K
KOTOPOMY MOAK/IHOHYEH MapLLPYTU3aTOP MHOrOaAPECHO
PaccbiKm.

ip igmp snooping vlan
vlan_id replace source-ip
ip_address

no ip igmp snooping vian
vlan_id replace source-ip

vlan_id: (1..4094)

BkntouaeT 3ameHy IP-agpeca MCTOYHMKA HA YKa3aHHbIN IP-
appec Bo Bcex naketax IGMP report B 3agaHHol VLAN.

OTkntovaeT 3ameHy IP-agpeca uctouHmka B naketax IGMP
report B 3agaHHol VLAN.

ip igmp snooping map cpe
vlan cpe_vian_id
multicast-tv vlan
mc_vlan_id

no ip igmp snooping map
cpe vlan cpe_vian_id

cpe_vlan_id: (1..4094);
mc_vlan_id: (1..4094).

[ob6asnaet cootseTcTene mexay VLAN nosnb3osatens
cpe_vlan_id v VLAN multicast-sewanuns mc_vlan_id.

Ecam IGMP coobuieHune npuxoamT Ha nopT ¢ Terom cpe_vian_id
1 cywiectByet cooTeetcTeue cpe_vlan_id / mc_vian_id, To
IGMP coobLieHune byaet petpaHcamposaHo B mc_vlan_id.

OtmeHseT pexxkum Multicast-TV VLAN gns ykasaHHoro VLAN.

ip igmp snooping
vlan vian_id querier

no ip igmp snooping
vlan vian_id querier

vlan_id: {1..4094}

Bk/itovaeT noaaepiKKy Bblgaumn 3anpocos igmp-query
KOMMYyTaTopom B AaHHoM VLAN.

Mo YMONYaHUIO Nepeaayvya 3anpocoB OTKIOYEHa.

BoccTaHaB/IMBaeT HACTPOMKM MO YMOYAHUIO.

ip igmp snooping
vlan vian_id querier
version {2 | 3}

no ip igmp snooping vlan
vlan_id querier version

vlan_id: (1..4094).

YctaHaBauBaet Bepcuto IGMP-npoToKkona, Ha OCHOBaHUKU
KoTopol byayT dopmuposatbcs IGMP-query 3anpocbl.

Mo ymonyaHuio ncnonbsyetca npotokon IGMPv3.

YcTaHaBAMBaeT 3HaYeHne no YMOAYaHUIO

ip igmp snooping vlan
vlan_id querier address
ip_address

no ip igmp snooping vlan
vlan_id querier address

vlan_id: (1..4094)

OnpegenseT ucxogHbli IP-agpec, KoTopblit byaer
ncnonb3oBatbea IGMP querier-om. Querier — ycTpoicTBO,
KoTopoe otnpasnseT IGMP-3anpochl.

YcTaHaBAMBaEeT 3HAYEHUe Mo YMOoNYaHuto. 1o ymonyaHuto
ecnu IP-agpec HactpoeH ana VLAN, oH ncnonb3yeTtca B
KauyecTBe agpeca uctouyHmnka IGMP Snooping Querier.

ip igmp snooping vlan
vlan_id immediate-leave

vlan_id: (1..4094)/disable

BKkntounTb npouecc IGMP Snooping Immediate-Leave Ha
TekyLer VLAN. O3HauaerT, 4To nopT A0JIXKeH bbiTb
HemeaeHHO yaaneH us rpynnsl IGMP nocne nonyyeHma
coobuieHuns IGMP leave.

MNpu gobasneHnmn onumm host-based — mexaHusm fast-leave
cpabaTbiBaeT TONbKO B TOM C/ly4ae, KOraa BCe Nosib3oBaTeny,
NOAK/NOYEHHbIE K AaHHOMY NOPTY OTAMCANUCD OT rPpynnbl
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no ip igmp snooping vian
vlan_id immediate-leave

[host-based]

(cueTunk nonb3oBartenelt BegeTca Ha ocHoBaHUKM src-MAC-
aapecos B 3aronoskax IGMP-report’os).

OTkntounTb Npouecc IGMP Snooping Immediate-Leave Ha
TekyLer VLAN.

ip igmp snooping vlan
vlan_id immediate-leave
host-based

no ip igmp snooping vian
vlan_id immediate-leave

vlan_id: (1..4094)/disable

BkntounTb npouecc IGMP Snooping Immediate-Leave Ha
Tekyuer VLAN. O3HavaerT, 4To NopT A0JIXKeH bbiTb
HemeaNeHHo yaaneH us rpynnel IGMP nocne nonyyeHma
coobueHuns IGMP leave, ecnv 6oblue HET KANEHTOB,
KOTOPbIM HEOBXOAMMA AaHHas rpynna.

OTkntounTb Npouecc IGMP Snooping Immediate-Leave Ha
Tekyuer VLAN.

KomaHObI pexcuma KoHgu2ypuposaHusa uHmepgelica VLAN

BuAa 3anpoca KoOMaHAHOWM CTPOKM pexnma KoHourypmposaHusa VLAN:

console (config-if) #

Tabanuya 5.123 — KomaHgb! pexkuma KoHpurypuposaHua nHtepoeica VLAN

3HayeHue/3HayeHue rno

KomaHoa Aelicmeue
YMOYAHUIO
YcTaHaBavBaeT 3HaueHue pobacTtHocTm ana IGMP.
ip igmp robustness count (1.7)/2 Ecnun Ha kaHane HabaogaeTcs NoTepa AaHHbIX, 3Ha4YeHUe

no ip igmp robustness

poHaCTHOCTU AOMKHO ObITb YBESINYEHO.

YcTaHaBAMBaeT 3HaYeHue no YMOYaHUIO.

ip igmp query-interval
seconds

no ip igmp query-interval

(30..18000)/125 ¢

YcTaHaBAMBaeT TalmayT, N0 KOTOPOMY CMCTEMA OTNpaBaseT
OCHOBHbIE 3aNpPOChl BCEM YHaCTHUKAM rpynnbl
MHOroaZpecHon nepeaayn oas NpoOBEPKU UX aKTUBHOCTM.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

ip igmp query-max-
response-time seconds

no ip igmp query-max-
response-time

(5..20)/10 ¢

YcTaHaB/MBaeT MaKCMMaibHOe BpemMs OTBETa Ha 3anpoc.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

ip igmp last-member-
query-count count

no ip igmp last-member-
query-count

(1..7)/3HauenHne
nepemeHHow robustness

YcTaHaBAMBaeT KOIMYeCTBO 3anpocos, nocne paccblNkn
KOTOpPbIX, KOMMYTAaTOp onpegenaeT, Y70 Ha AaHHOM NOPTY HET
Xenawuwmx y4actsosaTtb B MHOFOEApeCHOI\;I paccblniKe.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

ip igmp last-member-
query-interval milliseconds

no ip igmp last-member-
query-interval

(100..25500)/1000 mc

YcTaHaBAMBaeT MHTepBaJ 3anpoca Aas NocaeaHero
YY4aCTHUKa.

YcTaHaBAnBaeT 3HaYeHWe No YMOIYAHUIO.

KomaHObI pexcuma KoHgu2ypuposaHua uHmepgelica (Ouana3oHa uHmepgelicos) Ethernet

Bug, 3anpoca KOMaHAHOW CTPOKU pexXnma KoHPUrypuposaHua nHtepdeliica:

console (config-if) #

Tabnunua 5.124 — KomaHabl pexxuma KoHpurypuposaHua nHTepdeiica Ethernet

KomaHda

3Ha4yeHue/3HayeHue o
YMOAYAHUIO

Aeiicmeue

switchport access
multicast-tv vlan vian_id

no switchport access
multicast-tv vlan

vlan_id: (1-4094)

BKkntoyaeT nepeHanpasneHne IGMP-3anpocoB 13 KAMEHTCKOM
VLAN B Multicast VLAN 1 mynbTUKacToBOro TpadmKa B
KnneHTckyto VLAN ana nHtepdeica B pexxnme «access».

BbikntoyaeT nepeHanpassaeHme IGMP-3anpocos u3
knuneHTckon VLAN B Multicast VLAN 1 mynbTUKacToBoro
Tpadumka B kKnneHtckyto VLAN ans nntepdelica B pexxmme
«access».
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switchport trunk
multicast-tv vlan vian_id

[tagged ]

no switchport trunk
multicast-tv vlan

vlan_id: (1-4094)

BkntouaeT nepeHanpasneHune IGMP-3anpocos u3 VLAN,
Y4YaCTHUKOM KOoTopblIx ABaseTca nopt, 8 Multicast VLAN ans
MHTepdeiica B pexknme «trunk».

MynbTuKacToBbIM TpaduK nepegaeTca Ha NopT
HeTermpoBaHHbIM UM TEFMPOBAHHLIM B 3aBUCMMOCTM OT
napametpa «tagged».

MNapameTtp «tagged» yKasblBaeT Ha TO, YTO My/IbTUKACTOBbIN
TpaduK AOMKEH OTNPABAATLCA B NOPT ME2UPOBAHHbIM.

BbikntouaeT nepeHanpasneHne IGMP-3anpocos Multicast Vlan
W My/IbTUKAcTOBOTO TpaduKa B NOPT.

switchport general
multicast-tv vlan vian_id

[tagged]

no switchport general
multicast-tv vlan

vlan_id: (1-4094)

BkntouaeT nepeHanpasneHune IGMP-3anpocos u3 VLAN,
YYaCTHUKOM KOTOpbIX ABAseTca nopT, B Multicast VLAN gna
nHTepderica B pexxmme «general». MynbTMKacToBbIN TpadumK
nepefaeTca Ha NOPT HETErMPOBAHHbIM UAN TETMPOBAHHLIM B
3aBMCMMOCTH OT NapameTpa «tagged».

MNapameTp «tagged» yKasbiBaeT Ha TO, YTO MYJIbTUKACTOBbIM
TpaduK AONKEH OTNPABAATLCA B MOPT Me2UpOBAHHbLIM.

BbikntovyaeT nepeHanpasieHune IGMP-3anpocos Multicast Vlan
M My/IbTUKACTOBOrO TpaduKa B NoprT.

KomaHOobi pexcuma EXEC

Bce KomaHAbl AOCTYMHbI TOAbKO ANS NMPUBUAETMPOBAHHOIO MO/b30BaTENA.

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabnnua 5.125 — KomaHab! pexuma EXEC

KomaHda

Aelicmeue

show ip igmp snooping
mrouter [interface vian_id]

Moka3sbiBaeT MHPOPMaLMIO 06 U3yYeHHbIX MHOTOaAPECHbIX MapLLPYTU3aTopax B yKasaHHOW

rpynne VLAN.

show ip igmp snooping
interface vian_id

MokasbiBaeT MHbopmaumto IGMP-snooping ana paHHoro nHTepdeica.

show ip igmp snooping
groups [vlan vian_id]
[ip-multicast-address
ip_muliticast_address]
[ip-address ip_address ]

MokasbiBaeT MHPOPMaUUIo 06 M3yYeHHbIX MHOFOaAPECHbIX rPYMnnax, y4acTBYOLWMX B

rpynmnoBoi paccbisike.

show ip igmp snooping
multicast-tv [vlan vian_id]

MNokasbiBaeT IP-agpeca, accoummpoBaHHble ¢ VLAN gna TenesewaHuma.

show ip igmp snooping cpe
vlans [vlan vian_id]

MokasbiBaeT Tabimuy cooTeTcTBUI mexay VLAN 060pya0BaHUsA, yCTAHOBIEHHOTO Y
nonb3sosartena, u VLAN gna teneselaHma.

[pumepsi 8biM0AHEHUS KOMAHO

= Bkaountb  GyHKLMIO

CekK.

console# configure

console
console

console
console
console

IGMP snooping Ha KommyTaTope.
aBTOMATMYeCKoe pacno3HaBaHWe TMOPTOB, K KOTOPbIM MOAK/OYEHbl MHOroagpecHble
MapLpyTmMsaTopbl. YCTaHOBUTbL MHTepBan mexay IGMP-3anpocamu — 100 cek. YBennumtb
3HauyeHue pobacTHocTn A0 4. YCTaHOBUTb MAKCMManbHOE Bpema OTBeTa Ha 3anpoc — 15

(config) # ip igmp snooping

(config-if) # ip igmp snooping vlan 6 mrouter learn pim-dvmrp
console (config)# interface vlan 6

(config-if) # ip igmp snooping query-interval 100

(config-if)# ip igmp robustness 4

(config-if) # ip igmp query-max-response-time 15
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5.18.3 MLD snooping — npomoKos KOHMpPoAa MHO20a0pecHo20 mpaguka 8 IPve

MLD  snhooping

- MEXaHU3IM

MHOroagpecHom

paccbiNKKM  coobLLEeHMUH,

MWHMMMU3NPOBATb MHOTOAAPECHbIN TpaduK B IPv6-ceTax.

KomaHObI pexcuma 2106a0716H020 KOHU2YPUPOBAHUS

BuAa 3anpoca KoMaHAHOM CTPOKM pexxmnma rnobanbHOro KOHPUrypmpoBaHmsa:

console (confiqg) #

Tabnnuya 5.126 — KomaHgbl rnobanbHOro pexkmma KoOHPUrypmpoBaHus

NO3BONAIOLLNIM

KomaHda

3HayeHue

Aeiicmeue

ipv6 mld snooping
[vlan vian_id]

no ipv6 mld snooping
[vlan vian_id]

vlan_id: (1..4094)/ disable

Bkntoyaet MLD snooipng.

Otkntovaet MLD snooping.

ipv6 mld snooping vlan
vlan_id static ipv6_address
[interface { gigabitethernet
gi_port |

fastethernet fa_port | port-
channel group}]

no ipvé mld snooping vlan
vlan_id static ipv6_address
[interface

{ gigabitethernet gi_port |
fastethernet fa_port | port-
channel group}]

vlan_id: (1..4094);
gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);

group: (1..8)

Peructpupyert rpynnosoit IPv6-agpec B Tabnunue rpynnosoi
afpecaunu u ctatudecku gobasnset/yaanset uHtepdeiics! 13
rpynnbl ana Tekywen VLAN.

- ipv6_address — rpynnosoit IPv6-agpec;

MepeuncneHne nHTephENCcoB OCYLLECTBAAETCA Yepes «—» U
«,».

Ypanset rpynnosou IP-agpec 13 Tabanupl.

ipv6 mld snooping vlan
vlan_id forbidden mrouter
interface

{gigabitethernet gi_port|
fastethernet fa_port | port-
channel group}

no ipv6 mld snooping vlan
vlan_id forbidden mrouter
interface

{gigabitethernet gi_port|
fastethernet fa_port | port-
channel group}

vlan_id: (1..4094);
gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);

group: (1..8)

[ob6asnaeT npasuno, 3anpeLatoLlee peructpuposatb MLD-
mrouter NOpTbI U3 CMCKa.

Ypanaet npaBuno, 3anpewatoee perncrpmposatb MLD-
mrouter NopTbl N3 CNUCKa.

ipv6 mld snooping vlan
vlan_id mrouter learn
pim-dvmrp

no ipvé mld snooping vlan
vlan_id mrouter learn
pim-dvmrp

-/BKNIOYEHO

M3yyaTb NopTbl, NOAKAOYEHHbIe K mrouter'y no MLD-query-
nakeTam.

He n3yyaTb nopTbl, NogKNHOYEHHbIe K mrouter'y no MLD-
query-nakeTam.

ipv6 mld snooping vlan
vlan_id mrouter interface {
gigabitethernet gi_port |
fastethernet fa_port | port-
channel group}

no ipvé mld snooping vlan
vlan_id mrouter interface {
gigabitethernet gi_port |
fastethernet fa_port | port-
channel group}

vlan_id: (1..4094);
gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);

group: (1..8)

[obaBnseT cnucok mrouter-nopTos.

YpanseT mrouter-nopTbl.

Ipv6 mld snooping vlan
vlan_id immediate-leave

vlan_id: (1..4094)/disable

BkatounTb npouecc MLD Snooping Immediate-Leave Ha
TekyLer VLAN.
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no ipvé mld snooping vlan
vlan_id immediate-leave

OTKAtounTb Npouecc MLD Snooping Immediate-Leave Ha
Tekyuer VLAN.

KomaHObI pexcuma KoHgu2ypuposaHusa uHmepaetica VLAN

Bug, 3anpoca KOMaHAHOM CTPOKM pexRmnma rnobasibHOro KOHGUIypupoBaHus:

console (config-if)#
Tabnnua 5.127 — KomaHab! pexxuma KoHpurypuposaHua nHtepoeica VLAN

3HayeHue/3HayeHue no

no pv6 mid last-member-
query-count

KomaHda Aelicmeue
YMOAYAHUIO
ipv6 mld join-group Co3paeT cTaTMYecKyto rpynny MHoroagpecHom IPv6-paccbinku.
ipv6_multicast_address - ipv6_multicast_address — rpynnooit agpec IPv6.
no ipv6 mld join-group i Ypanaer ctaTMyeckyto rpynny MHoroagpecHom IPve-
ipv6_multicast_address PacCbINIKK.

YcTaHaBauBaeT Koanvectso MLD-3anpocoB, Nocne paccbliku
ipvé mid last-member- KoTopbix MES1024/MES1124/MES2124 onpeaensert, 4To Ha
query-count count OaHHOM MOPTY HET }KeatoLMX y4acTBOBaTb B MHOIOaApecHom

count: (1..7)

IPv6-paccbinke.

BoccraHaBnuBaeT 3HaYeHMe NO YMONYAHMUIO.

ipvé mld last-member-
query-interval interval

no ipvé mld last-member-
query-interval

interval: (100..25500)/1000
MUUTUCEKYHA,

3afaeT MaKCMMasIbHYIO 3a4ePXKKy OTBETa NOC/AeAHEro YieHa
rpynnbl, KOTOPaA UCNONb3YeTCA ANA BbIYNCEHNA KOAa
MaKCUManbHOW 3a4epKu oTeeTa (Max Response Code).

BocctaHaBnvBaeT 3HavyeHMe No YMOYAHMUIO.

ipvé mld query-interval
value

no ipv6 mld query-interval

value: (30..18000)/125
CeKyHA,

3apaeT MHTepBaa pPaccbiIKM OCHOBHbIX MLD-3anpocos.

BoccTtaHaBnAuBaeT 3HaYeHMeE MO YMONYAHUIO.

ipv6 mld query-max-
response-time value

no ipv6 mld query-max-
response-time

value: (5..20)/10 cexkyHz,

3afaeT MaKCMMasbHYIO 3a1ePXKKY OTBETA, KOTOpas
MCMO/b3YeTCA A1 BbIYMCIEHUIA KOAA MAaKCUMaNbHOW
3a4ePKKM OTBETa.

BoccTtaHaBnAnBaeT 3HaYeHMe Mo YMONYAHUIO.

ipv6 mld robustness value

no ipv6 mld robustness

value: (1..7)

YcTaHaBMBaeT 3HayeHne KoapduumeHTa
OTKa3oycToiumBocTU. Ecnun Ha KaHane Habatogaertcsa noteps
OaHHbIX, KO3OPULMEHT OTKAa30yCTONYMBOCTU A0IKEH ObITb
yBe/MueH.

BoccTtaHaBnAuBaeT 3HaYeHMe Mo YMONYAHUIO.

KomaHObI pexcuma KoHgpuaypuposaHusa uHmepgelica (QuanazoHa uHmepgelicos) Ethernet,

UHmMepgelica epynnel nopmos, uHmepgpetica VLAN

BuAa 3anpoca KOMaHAHOM CTPOKM B pexkMme KOHPUurypmuposaHua nHtepdeica Ethernet, nnrtepdeiica

rpynnbl nopToB n uHTepdeiica VLAN:

console (config-if) #

Tabnunua 5.128 — KomaHabl pexkuma KoHPUrypuposaHua nHtepdeiica Ethernet, rpynnbl nntepdeiicos

KomaHda

3Ha4yeHue/3HayeHue o
YMOAYAHUIO

OnucaHue

ipv6 mld join-group
ipv6_address

no ipvé mld join-group
ipv6_address

[JaeT yKasaHue paccbinatb MLD-report coobuwieHumsa Ha
npucoeauHeHwue K ipv6_address rpynnbl ¢ 4aHHOro nopTa.
- ipv6_address — rpynnosoii agpec IPv6.

Ypanser ykasaHue paccbinate MLD-report coobuieHuns Ha
npucoeauHeHue K ipv6_address rpynnbl ¢ AaHHOTO NopTa.

ipv6 mld version version

no ipvé mld version

version: (1..2)/2

YcTaHaB/IMBaeT BepCUio NMPOTOKOA, AEMCTBYIOLLYIO HA AaHHOM
UHTepodeiice.

BoccTaHaBiMBaeT 3Ha4YeHMe No YMOYAHMUIO.
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Tabnnuya 5.129 — KomaHab! perkuma EXEC

KomaHda

3HayeHue

Aeiicmeue

show ipv6 mld snooping
groups [vlan vian_id]
[address
ipv6_multicast_address]
[source ipv6_ address]

vlan_id: (1..4094)

OT0b6parkaeT MHGOPMaLMIO O 3aPErMcTPMPOBAHHbIX FPynnax B
COOTBETCTBMM C 3a,aHHBIMM B KOMaHAe napameTpamm
dunbTpaymm.

- ipv6_multicast_address — rpynnosoii agpec IPv6;

- ipv6_source_address — IPv6-agpec.

show ipv6 mld snooping
interface vian_id

vlan_id: (1..4094)

OtobparkaeTt nHbopmaumio o KoHdurypaumm MLD-snooping
ans gaHHom VLAN.

show ipv6 mld snooping
mrouter [interface vian_id]

vlan_id: (1..4094)

OTo6parkaeT MHGOPMaLMo 0 mrouter-nopTax.

5.18.4 ®yHkyuu ozpaHuveHusa multicast-mpaguka

PyHKUMKM orpaHMyeHua multicast-TpaduKka mcnonb3ytoTca AnA yaobOHOM HACTPOMKM OrpaHUYeHus
NPOCMOTPA onpeaeneHHbIX rPynn MHOFOAZAPECHOM PACChIKMU.

KomaHObI pexcuma 2106a16H020 KOHGU2YPUPOBAHUA

Bug 3anpoca KOMaHAHOM CTPOKU peXKnma rnobasibHOro KOHPUrypmpoBaHus:

console (config) #

Tabanuya 5.130 — KomaHgb! pexxkuma rnobasbHOro KOHGUrypmpoBaHus

KomaHOoa

3HayeHue

Aelicmeue

multicast snooping profile
name

no multicast snooping
profile name

name: (1..32) cumBonos

Mepexon, B pexxum KoHPurypuposaHua multicast-npodunsa.

YaanuTb yKasaHHbIN multicast-npoduns.
Multicast-npodunb moxkeT 6biTb yAaNeH ToNbKO
H nocne Toro, Kak 6yaer oTBA3aH OT BCeX NOPTOB
KoMmyTaTtopa.

KomaHObI pexcuma KoHgu2ypuposaHusa multicast-npoguna

Bug, 3anpoca KOMaHAHOM CTPOKM pexXnma KoHPurypuposaHus multicast-npoduns:

console (config-mc-profile) #

Tabnnua 5.131 — KomaHgb! pexkuma KoHdurypuposaHua multicast-npoduna

KomaHrda 3HayeHue Aelicmeue
match ip low_ip [high_ip] 3agaeT cooTBeTCTBME NPOGUAA yKa3aHHOMY AManasoHy IPva
multicast-agpecos.
- low_ip — BanuaHbIi multicast-agpec;
) - high_ip — BanngHbit multicast-agpec.
no match ip low_ip [high_ip] Ypansaet cooteTcTBME NPodUAA YyKazaHHOMY AnanasoHy IPv4
multicast-agpecos.
match ipvé 3agaeT cooTBEeTCTBME NPOPUNA YKasaHHOMY AnanasoHy IPve
low_ipvé [high_ipv6] multicast-agpecos.
- low_ipv6 — BannaHbIi IPv6 multicast-agpec;
) - high_ipv6 — BanuaHbliii IPv6 multicast-agpec.
no match ipv6 Ypansaer cootseTcTBME NPodUAA YyKazaHHOMY AnanasoHy IPv6
low_ipvé [high_ipv6] multicast-agpecos.
permit B cnyyae HeCOOTBETCTBUA OAHOMY U3 3a[aHHbIX AMANA30HOB,
L IGMP-report 6yayT nponyckaTtbcs.
- -/no perimit
no permit B cnyyae HECOOTBETCTBMA OAHOMY M3 3a4aHHbIX AMANa30HOB,
IGMP-report 6yayT oTbpacbiBaTbCs.
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KomaHObI pexcuma KoHgu2ypuposaHua uHmepgelica (OuanasoHa uHmepgelicosg) Ethernet

Bug, 3anpoca KOMaHAHOM CTPOKM pexXnma KoHPUrypupoBaHua nHtepdelica:

console (config-if)#

Tabnnua 5.132 — KomaHab! pexxuma KoHPurypuposaHua nHtepdeiica Ethernet, rpynnbl nHTepdeicos
3Ha4yeHue/3HayeHue o

KomaHoa Aelicmeue
YMOAYAHUIO
multicast snooping max- OrpaHUYMBaET KOJIMYECTBO OAHOBPEMEHHO
groups number npocmatpusaembix multicast-rpynn ana nopra.
(1..1000)/- CHMMaeT orpaHMYeH1e Ha KOIMYeCTBO OAHOBPEMEHHO

no multicast snooping

npocmaTpyBaeMbIX rpynn s nopra.
max-groups P P Pynn A P

multicast snooping add MpuBA3bIBaeT YKazaHHbIN multicast-npoduab K nopTy.
name

- - name: (1..32) cumBosioB -
multicast snooping remove Ypansaet cooteeTcTBME multicast-npoduna c noptom.

{name | all }

KomaHObi pexcuma EXEC

Bce KomaHAbl AOCTYMHbI TOAbKO ANS MPUBUAETMPOBAHHOIO MO/b30BaTENA.

Bupg 3anpoca KOMaHAHOM CTPOKK perknma EXEC:

console#

Tabnnua 5.133 — KomaHab! pexuma EXEC

KomaHda Aelicmeue

show multicast snooping | OTo6pakaeT MHPOPMaLMIO 419 BCEX MOPTOB O TEKYLLLEM KOIMYECTBE 3apermcTpMpPOBaHHbIX
groups count rPynmn, a TakXke MakcMManbHOe BO3MOXKHOE KOANYeCTBO.

show multicast snooping | OTob6paxaeT MHPOPMaLMIO O CKOHPUTYpMpPoBaHHbIX multicast-npodunax.
profile [name]

5.18.5 RADIUS aemopu3ayus 3anpocoe IGMP

[JaHHbIA MexaHM3M NO3BOAET NPOM3BOAUTL aBTOPM3aALMIO 3aNpocoB NpoTokona IGMP ¢ nomolubto
RADIUS-cepBepa. Ons obecneyeHUs HaZeXHOCTU U pacnpeneneHus HarpyskuM MOMKET WCMNo/ab30BaTbCA
Heckosibko RADIUS-cepsepoB. Bbibop cepBepa gns OTNpPaBKM O4YEpesHOro 3anpoca asBTopusaumu
NPOUCXOAMUT cayyaliHbiM obpasom. Ecnv cepsep He OTBETW/, OH NOMEYaEeTCA KaK BPeMeHHO Hepabounit, n
nepectaeT y4aCTBOBaTb B MEXaHW3Me OMNpoca Ha OonpeaeneHHblit nepuos, a 3anpoc OTCblIaeTcA Ha
cnepyoLmii cepsep.

MonyyeHHble aBTOPM3ALMOHHbIE AaHHble XPaHATCA B KIW-MNamATM KOMMyTaTopa B TeyeHue
3afaHHOro nepuvofa BpemeHW. ITO MO3BOAAET YCKOPWUTb MOBTOPHYylD o06paboTky |IGMP-3anpocos.
MapameTpbl aBTOPU3aLMKN BKAOYAIOT B CebA:

=  MAC-agpec KAMeHTCKOro yCTPOICTBa;
"  WpeHTudUKaTop nopTa KOMMYTATOP];
= |P-agpec rpynnbl;

= PelweHune o goctyne - deny/permit.

Mpumep HacTpoikm RADIUS-cepsepa npusegeH B pasgene «HacTpolikm astopusaumm IGMP-
3anpocoBs Yepes Radius» B npunoxeHumn A.
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KomaHObI pexcuma 27106a0s16H020 KOHGU2YPUPOBAHUSA

Bug, 3anpoca KOMaHAHOM CTPOKM pexRmnma rnobasibHOro KOHGUIypupoBaHus:

console (confiqg) #

Tabanuya 5.134 — KomaHgb! pexuma rnobanbHOro KOHGUrypmpoBaHus

KomaHOoa

3HayeHue/3Ha4yeHue

no ymon4aHuro

HAelicmesue

ip igmp snooping
authorization cache-
timeout timeout

no ip igmp snooping
authorization cache-
timeout

timeout: (0..10000) mnH/0

YcTaHaBAMBaeT BpemsA KM3HW B Kawe. Ecan 3HayeHne pasHO
HY/II0 — OTCYET BPEMEHM KMU3HW OTK/IOYEH (3anuch He
yAanAaeTca co BpeMeHem).

YcTaHOBKa 3HaY€HUA N0 YMOYaHUIO.

KomaHObI pexcuma KoHgu2ypuposaHusa uHmepgelica (Quana3oHa uHmepgelicos) Ethernet

Bug, 3anpoca KOMaHAHOW CTPOKM peXnma KoHPUrypupoBaHua nHtepdelica:

console (config-if)#

Tabnuua 5.135 — KomaHapl pexxmma KoHpurypmposaHusa nHtepdeica Ethernet

KomaHda

3HayeHue/3HayeHue
Mo yMoM4YaHuo

Aelicmeue

multicast snooping
authorization radius [required]

Bkntouaet asTopusaumto yepes RADIUS-cepsep. Ecnm ykasaH
napameTp required , To B c/ly4yae HeAOCTYMHOCTU BCeX
RADIUS-cepsepoB IGMP-3anpocbl UTHOPUPYIOTCA.

no multicast snooping
authorization forwarding-first

-/oTKNIOYEHa B npotnsHom cnyyae IGMP-3anpoc byaeTt o6paboTaH gaxe
npuv OTCYTCTBMM OTBETA CepBepa.
no multicast snooping OTKNtOYEeHNE aBTOPU3ALMM.
authorization
i . BktoyaeT npeagapuTenbHyto o6paboTky IGMP-3anpocos Ha
multicast snooping
R ; ) nopty Ao oteeta RADIUS-cepsepa. [1o nonyyeHun oteeta oT
authorization forwarding-first
cepBepa B C/ly4ae MoA0XKMTeNbHOro oTBeTa NOANUCKA
-/oTKNtOYEeHa

OCTaeTCA, B C/1ydae oTpuUaTeNIbHOro — yaanAaerca.

BoccTtaHaBanBaeT 3HaYeHMe No YMONYAHUIO.

KomaHOobi pexcuma EXEC

Bce KomaHAapl AOCTYNHbI TO/IbKO AN1A NPUBUNETMPOBAHHOIO NoOJ1ib30BaTeNA.

Bupa 3anpoca KOMaHAHOM CTPOKK pexxknma EXEC:

console#

Tabnunua 5.136 — KomaHabl pexkuma EXEC

fastethernet fa_port ]

KomaHda 3HayeHue Aelicmeue
show ip igmp snooping OTobparkaeT cogepumoe Kawwa asTopusaumumn IGMP.
authorization-cache gi_port: (1..3/0/1..28); | Ecnun B KomaHae yKasaH uHTepdeitic — To otobpaskatoTca
[gigabitethernet gi_port | | fa_port: (1..3/0/1..24). TO/IbKO Te rpynnbl, KOTOPble 3aPerncTPMpPOoBaHbI Ha
fastethernet fa_port ] YKa3aHHOM UHTepdelice.
clear ip igmp snooping OuuLL@eT K3l aBTopuM3aLmu.
authorization-cache gi_port: (1..3/0/1..28); | Ecnm B KOMaHAe yKa3aH nHTepdenc — oumLLaoTca 3anucu
[gigabitethernet gi_port | | fa_port: (1..3/0/1..24). Kew A yKasaHHoro nHtepdeiica.

Ecau nHTepdeiic He yKasaH — Kell 04MLLAETCA NOHOCTbIO.
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5.19 ®PyHKUuMKM ynpaBneHun

5.19.1 MexaHu3m AAA

Ona obecneyeHnsa 6e30MacHOCTU CUCTEMBI
aBTOpM3aLMA, yUeT).

ncnonbayetrca mexaHusm AAA (ayTeHTMdUKauums,

— Authentication (ayTeHTUdMKaUMsA) — coONoOCTaB/EHME 3anpoca CYLECTBYIOLWEN YYETHOM
3anucu B cucteme 6e30nacHoCTH.
— Authorization (aBTopusauuMa, NPOBEpPKa YPOBHA A0OCTyna) — COMOCTaBNEeHWE YYETHOWM

3anucu B cucTeme (npoleawen ayTeHTMdMKaumio) u onpeaeniéHHbIX NoJTHOMOYUIA.
— Accounting (y4€T) — cnexxeHue 3a NoTpebseHNEM PECYPCOB MOJIb30BATE/IEM.

AN WwndppoBaHMA AaHHbIX UCNONb3YETCA MEXaHU3M SSH.

KomaHObI pexcuma 2106a716H020 KOHGU2YPUPOBAHUSA

Bug, 3anpoca KOMaHAHOM CTPOKM pexmnma rnobanbHOro KOHGUIrypupoBaHmsa:

console (config) #

Tabnuua 5.137 — KomaHabl pexkuma rnobanbHoro KoHPUrypmMpoBaHus

KomaHda

3HayeHue/3HayeHue o
YMOAYAHUIO

Aeiicmeue

aaa authentication login
{default | list-name}
method1 [method2...]

Mo ymonyaHutio
OCYLLLeCTBNAETCA NPOBEPKA
no NokasnbHoM 6ase
JaHHbIX
(aaa authentication login

YcTaHaBAMBaeT cnocob ayTeHTMdUKaLMK AN BXOAA B
cucTemy.

- default — ucnonb3oBaTb Ana ayTeEHTUPUKALMM OMUCAHHbIE
HUKe MeTozbl;

- list-name — nms cnucka ayTeHTUGUKALMOHHbIX METOAO0B,
aKTUBU3MPYIOLLLErocs, Koraa nosib3oBaTeslb BXOOUT B CUCTEMY.
OnucaHune metogos (methodl [method2...]):

- enable — ucnonb3oBaTh NapoIb ANA AyTEHTUDUKaALUK;

- line — ucnonb3oBaTb Napoab TepMUHaNa AnA
ayTeHTUdUKaLMK;

- local — ncnonb3oBaTb OKaNbHYO 6a3y MMeH Nosib3oBaTeNei
Ana ayteHTMduKaumm;

- none — He UCMOb30BaTb AYTEHTUDUKALMIO;

- radius — ncnonb3osaTtb cnucok RADIUS cepsepos ans

default local) ayTeHTUOUKaUMK;
- tacacs — ucnonb3oBatb cnucok TACACS cepsepos ans
list-name: (1..12) ayTeHTUOMKaumu.
CUMBONOB V Ecan meTtopg ayTeHTUGMKaL MU He onpegeneH, To
BAOCTYN K KOHCONM BCerpa ycnewHblii 6e3
AYTeHTUPUKALMOHHbIX NPOBEPOK.
V Co3aaHMe CNUCKA OCYLL,EeCTBAAETCA KOMaHA0M:
aaa authentication login list-name method1
[method2...].
Ucnonb3oBaHue cnucka:
aaa authentication login list-name
no aaa authentication login YcTaHaBAMBaeT 3HaYeHMe No YMOIYAHUIO.
{default | list-name}
aaa authentication mode YcTaHaBAMBaET aNropmuTmM ONpoca MeToa08B ayTeHTUUKaLUK.
{chain | break} - chain — nocne HeygayHOM NONLITKM ayTeHTUGUKALMM NO
Jchain nepBoMy MeToAy B CMUCKe cieayeT NonbiTka ayTeHTuduKaumum

no cneayoLemMy MeToay B LIEMOYKe;
- break — nocne HeypauHolt ayTeHTUdUKaLMK NO NepBomy
MeToAy NpoLecc ayTeHTUdMKaALMM OCTaHABIMBACTCS.

aaa authentication enable
{default | list-name}
method1 [method?2...]

Mo ymonyanumio
OCyLLeCTBAAETCA MPOBEPKa
naposs (aaa authentication

YcTaHaBMBaeT cnocob ayteHTUdUKaLMM Npu NOBbILEHNU
YPOBHA NPUBUErUiA AN BXOAA B CUCTEMY.
- default — ncnonb3osatb 4ns ayTeHTUOMKALMKM ONMCAHHbIE
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enable default enable)

list-name: (1..12)

HUXe meToabl;
- list-name — ums cnucka aYTeHTVId)MKaLI,MOHHbIX meToaos
aKTVIBVI3VIpyIO|J.I,VIl71CH, Korga nonb3oBaTte/ib BXOAUT B CUCTEMY.

CMMBOOB OnucaHue meTtogos (methodl [method?2...]):
- enable — ucnosb3oBaTh NAPO/b ANA AYyTEHTUDUKALUK;
- line - ucnonb3oBaTb Naponb TepMuHana ana
ayTeHTUOMKaumm;
- none — He UCMOb30BaTb ayTEHTUOUKALMIO;
- radius — ncnonb3osatb cnncok RADIUS cepsepos ans
ayTeHTUOMKaumm;
- tacacs — ucnonb3osatb cnucok TACACS cepsepos ans
ayTeHTUOUKALMM.
V Ecam ans KoHCONM Naponb He onpegeneH, To AoCTyn
K KOHCO/M Bcerga ycnewHblitf(aaa authentication
enable default enable none).
) Co3paHMe CrUCKa OCYLLeCcTBAAETCA KOMaHAoi
V aaa authentication enable list-name method1
[method2...]. Ucnonb3oBaHue cnucKa: aaa
authentication enable list-name
V Bce 3anpocbl, nepeaaBaembie K Radius u TACACS
cepBepam, BKAIOYAIOT MMA nonb3osatens "SenabxS.", rae x —
YypOBEHb NpUBUAErunid.
no aaa authentication YcTaHaBAMBaeT 3HaYeHMe N0 YMOIYAHUIO.
enable {default | /ist-name}
enable password [level YcTaHaBAMBaeT Naposib ANA KOHTPOIA U3MEHEHUA
level] password [encrypted] NpUBMAErNA AOCTyMNa NO/b30BaTENEN.
- level — ypoBeHb NnpuBMnerui;
level: (1..15) - password — naponb;
password: (1..159) - encrypted — 3a4aTb 3aWwMbpPOBaHHbIN Naposb (Hanpumep,
CUMBOOB napob B 3alIMPPOBaAHHOM BUAE, CKONUPOBAHHbIW C APYroro
yCTpoicTBa).
no enable password Yaanser naposib 419 COOTBETCTBYHOLLEIO YPOBHS NPUBUAETUNA.
[level level]
username name { [ob6asnaeT nonb3osaTens B I0KaAbHYO 633y AaHHbIX.
nopassword | level: (1..15) - level — ypoBeHb npuBuieruii;
password password | - password — naponb;
password encrypted password: - name — UMAa Nosb30BaTeNs;

encrypted_password }
[priveliged level]

no username name

(1..159) cumBonos

name: (1..20) cumBosioB

- encrypted — 3a4aTb 3alWMbpOBaHHbIN NAaposb (Hanpumep,
naposb B 3alIMPPOBAHHOM BUAE, CKONMPOBAHHbIW C APYroro
yCTpoicTBa).

Ypanaet nonb3oBartena us NIOKaNbHoM 6asbl AaHHbIX

aaa accounting login
start-stop group radius

no aaa accounting login
start-stop group radius

Mo ymonyaHuio BegeHne
y4eTa 3anpeueHo

Paspewaer ceccui

ynpasneHuA.

BeAeHMe y4yeTa (aKkayHTa) 4ns
BepeHue yuyeta paspelueHo TONbKO ansa
V nosnb3oBaTesiei, BOLWEALWNX B CUCTEMY NO UMEHU U
naponio, AAnA nosb3oBaTenei, BowWweAWUX NOo
naposiio TepMUHaNa, BegeHue yyeTa 3anpeLLeHo.
V BepeHune yueta aKTMBUpPYeTCA W MNpeKpaliaercs,
Korga nosb3oBaTe/lb BXOAUT M OTK/IOYaeTcA OT
CUCTeMbI, YTO COOTBETCTByeT 3HayeHuam start m stop B
coobueHunax npoTokona RADIUS (napamertpbl,
copepxawmeca B coobuweHuax npotokona RADIUS,
npusegeHbl B Tabauue 5.138).

YcTaHaBAnBaeT 3HaYeHUe No YMOIYAHUIO.

aaa accounting dotlx
start-stop group radius

Mo ymonuaHuio BegeHune
yyeTa 3anpeLLeHo

PaspeliaeT BegeHuWe yyeTa (akKkayHTa) gna ceccuin 802.1x.

V BegeHue yueTa aKTUBUPYeTCA M NpeKpaliaercs,
Koraa nonb3osaTeNb BXOAWUT U OTK/IOYAeTcA OT
CUCTEMbI, YTO COOTBETCTBYET 3HaueHuam start u stop B
coobueHunax npoTokona RADIUS (napamertpbl,
cogep:Kawmecs B coobweHuax npotokona RADIUS
npusegeHbl B Tabauue 5.139).

B pexume multiple sessions

coobweHuna stat/stop
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no aaa accounting dotlx
start-stop group radius

/ NOCbINAOTCA ANA KaXKA0ro NoNb3oBaTens, B pexxume
multiple hosts - TONbKO ANA nonb3oBaTens,
npoweglero ayteHTMduKaumio (cm. pasgen no 802.1x).

YcTaHaBAMBAET 3HAYeHUe No YMOYaHUIO.

Onpepenset meToA, ayTeHTUGUKaLmMmM npu goctyne K HTTP-
cepsepy. Mpu ycTaHOBKe CNMCKa METOAO0B, AONONHUTENbHbIN
meToz 6yaeT NPUMEHATBLCA, TONIbKO KOraa No OCHOBHOMY

ip http authentication aaa Method:
. . MeTo4y ayTeHTUdMKauum Bo3BpaLLeHa OLMbKa.
login-authentication local, none, tacacs, .
. - local —no meHu 13 nokanbHoM 6a3bl 4aHHbIX;
method1 [method?2...] radius/local
- none — He UCNO/b3yeTcs;
- tacacs — ucnonb3oBaHMe cnuckos Bcex cepepoB TACACS+;
- radius — ucnonb3zoBaHue cnmckos Bcex RADIUS-cepBepoB.
no ip http authentication
. o - YcTaHaBAMBaeT 3HaYeHMe No YMOIYaHUIO.
aaa login-authentication
Onpepenset meTog, ayTeHTUGUKaLMmM npu goctyne K FTP-
cepsepy. MNpn ycTaHOBKe CNMCKa METOA,0B, AONONAHUTENbHbI
. — meTog, 6yaeT NPUMEHATLCA, TO/IbKO KOr4a N0 OCHOBHOM
ip ftp authentication aaa A ByAeT np ! A ¥
. L MeTo4y ayTeHTUdMKauum Bo3BpaLLeHa OLmnbKa.
login-authentication Method: o
- local —no MmeHu 13 nokanbHOM 6a3bl AAHHDBIX;
method1 [method2...] local, none, tacacs,
; - none — He NCnob3yeTcs;
radius/local

no ip ftp authentication
aaa login-authentication

- tacacs — ucnonbsosaHue cnuckos Bcex cepsepos TACACS+;
- radius — ncnonb3zoBaHue cnmckos Bcex RADIUS-cepBepoB.

YcTaHaBAMBaeT 3Ha4YeHue no YMOYaHUIO.

aaa accounting commands
stop-only default tacacs

no aaa accounting
commands stop-only
default tacacs

Mo ymonyaHuio BegeHune

yyeTa 3anpeuLeHo

PaspewaeT BeaeHue yyeTa (akKayHTa) ana sBegeHHbix B CLI
KOMaHA.,

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

’ Ana Toro YTOObl KNINEHT nonyyun gocryn K ycrpoiicmy, AadXe ecan Bce metoabl

KOmaHpge — none.

ayTEHTM(I)MKaUMVI BEpPHY/N OLI.IVI6KY, MCI'IOI1b3yﬁTe 3Ha4YeHune nocneagHero metoga B

Tabnnuya 5.138 — ATpmbyTbl co0bLEeHNI BeaeHMA yyeTa npoTokona RADIUS ana ceccuin ynpasneHun

Hanu4yue Haau4ue
Ampu6ym ampubyma e | ampubyma e Onucanue
coobweHuu coobweHuu
Start Stop

User-Name (1) Ectb Ectb NaeHTnduKkaums nonbsosartens.
IP-agpec KommyTaTopa, KOTOPbIM UCMOb3yeTcA

NAS-IP-Address (4 EcTb EcTb N .

“) ana ceccuin ¢ Radius-cepsepom.

Class (25) Ects Ectb Mpown3BonbHOe 3HaYeHne, BKAYEHHOE BO BCe
Cco0bLLEHMA yYeTa CECCUMA.

Called-Station-ID (30) Ects Ects IP-agpec KommyTaTopa, UCNOAb3yeMbln ANs
ceccuii ynpasaeHus.

Calling-Station-ID (31) Ectb Ectb IP-aapec nosnb3oBatens.

Acct-Session-ID (44) Ectb EcTb YHUKanbHbIN naeHTUGUKaTOp yyeTa.

Acct-Authentic (45) Ectb Ects YKa3blBaeT MeTo, N0 KOTOPOMY K/IMEHT
[O/KEH ObITb ayTEHTUDULMPOBAH.

Acct-Session-Time (46) Her Ecto MoKa3sblBaeT, KaK A0Aro Nosb30BaTeNb bbin
NMOAKNIOYEH K CUCTEME.

Acct-Terminate-Cause (49) | Het Ectb MpuynHa 3aKkpbITUA ceccuu.
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Tabnnua 5.139 — ATpmbyTbl cO0bLEHNI BeaeHMA yyeTa npoTokona RADIUS ana ceccuin 802.1x

Ampubym Haauyue Hanuuue OnucaHue
ampubymae | ampubyma e
coobweHuu coobweHuu
Start Stop

User-Name (1) EcTb EcTb NaoeHTndukauma nonbsosartens.
IP-agpec KommyTaTopa, KOTOpbIN

NAS-IP-Address (4) EcTb Ectb AP yratopa, Kotopsl
ucnonbsyetca gna ceccuii ¢ Radius-cepsepom.
MopT KOMMyTATOPa, Ha KOTOPOM MOAKOYMIICA

NAS-Port (5) EcTb EcTb P v P P A
no/ib30BaTeNb.
Mn B a B BO B

Class (25) Ecro Ecto pou3BObHOE 3H quM?, KNHOYEHHOE BO BCe
COOBOLLEHMA yYeTa Ceccuil.

Called-Station-ID (30) EcTb EcTb IP-apapec kKommyTaTopa.

Calling-Station-ID (31) EcTb EcTb IP-agpec nonb3oBatens.

Acct-Session-ID (44) EcTb Ectb YHUKanbHbIN NaeHTUOMKATOP yyeTa.

. YKa3bIBaeT MeTo4, N0 KOTOPOMY K/IUEHT

Acct-Authentic (45) EcTb EcTb A pomy

[O/KEH ObITb ayTEHTUDULMPOBAH.
. . Moka3blBaeT, KaK A0Aro Nosib3oBaTenb Hbin

Acct-Session-Time (46) Het EcTb A
NOAK/IOYEH K CUCTEME.

Acct-Terminate-Cause (49) | Het Ectb MpuynHa 3aKkpbITUA ceccuu.

Nas-Port-Type (61) EcTb Ectb lMokasbiBaeT TMN NopTa KAMEHTa.

KomaHObI pextuma KoHgpu2ypuposaHUd mepmuHand

Bug, 3anpoca KOMaHAHOW CTPOKM B peXXUME KOHPUIYpUpOoBaHUA TEpMMUHANA:

console (config-line) #

Tabnnua 5.140 — KomaHabl pexkuma KoHpuUrypuposaHua nHTepodeiica Ethernet

KomaHda

3HayeHue/3HayeHue o
YMOAYAHUIO

Aelicmeue

login authentication
{default | list-name}

no login authentication

list-name: (1..12)
CMMBOJIOB

3agaer meTog ayTeHTUOUKALMM NPU BXOAE ANA KOHCOM,
telnet, ssh.

- default — ncnonb30BaTb CNUCOK «MO YMONYAHUIOY,
CO34aHHbIN KOMaHAOM aaa authentication login default

- list-name — Ncno/nb30BaTh CMMCOK, CO34aHHbIN KOMaHAOM
aaa authentication login list-name.

YcTaHaBAMBaeT 3Ha4YeHue no YMONYaHUIO.

enable authentication
{default | list-name}

no enable authentication

list-name: (1..12)
CMMBOJIOB

3afaet meTog, ayTeHTUdUKaLMM Noab30BaTeNs Npu
NOBbILWEHWM YPOBHA NPUBUAETUI Ana KOHconu, telnet, ssh.
- default — ncnonb30BaTh CNMCOK KMO YMOAYAHUION,
CO34aHHbIN KOMaHAOM aaa authentication login default

- list-name — NcnoNb30BaTb CMUCOK, CO3aHHbIN KOMaHAOM
aaa authentication login list-name.

YcTaHaBAMBaeT 3Ha4YeHue no YMONYaHUIO.

password password
[encrypted]

(1..159) cumsonos

3afaeT naponb AnA TepMuHana.

- encrypted — 3a4aTb 3alWMppOBaHHbIN Naposb (Hanpumep,
naposb B 3alIMPPOBaHHOM BUAE, CKONUPOBAHHbIW C APYroro
yCTpOICTBa).

no password

YpanseT naponb 4Ns TepMUHana.
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KomaHObl pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKK pexxkunma Privileged EXEC:

console#

Tabnnua 5.141 — KomaHgb! pexxuma Privileged EXEC

KomaHda 3HayeHue/3HavyeHue no Aeiicmeue
YMOAYAHUIO
show authentication ) MokasbiBaeT MHPopmaLmio 06 ayTeHTUGUKALMOHHBIX MeToax
methods Ha KOMMyTaTOpe.
show users accounts i MoKasbiBaeT NoKanbHyto 633y AaHHbIX NoAb30oBaTeNel U UX
npusuaerui.
clear line line line: (0..8) 3aKpbIBaeT Ceccuto yaaneHHOoro ynpasaeHus.

- line — Homep ceccum yaaneHHoro ynpasneHus.

KomaHOobi pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console>

Bce kKomaHAb! AaHHOTO pasgena AOCTYMNHbI TOAbKO 417 NPUBMAETMPOBAHHbIX nonb3oBaTenen.

Tabnuua 5.142 — Komanap! pexkuma EXEC

KomaHda

Aelicmeue

show accounting

MNoka3sbiBaeT VIHd)OpMaLI,M}O O HaCTPOEHHbIX MeToAaX BeAEeHUA ydYeTa (aKKayHTa).

5.19.2 pomokon RADIUS

MpoTtokon RADIUS wucnonb3yetcs gnsa ayteHTUdMKaumu, aBtopusaumm m ydeta. Cepsep RADIUS
ucnonb3yetr 6asy AaHHbIX NOJb30BaTenei, KOTOpPaA COAEPXKWUT AaHHble NPOBEPKU MNOAJMHHOCTUM ANA
Ka)kgoro nosib3oBatensa. Takum obpasom, wucnosb3oBaHWe npotokona RADIUS obecneunsaet
OONONHUTE/IbHYIO 3aLUNTY NPU SOCTYMNE K pecypcam CeTu, a TaKkKe Npu JOoCTyne K CAaMOMy KOMMYTaTopy.

KomaHObI pexcuma 2106as16H020 KOHGU2YPUPOBAHUA

Bug, 3anpoca KOMaHAHOM CTPOKM B pPeXKMUME r106a1bHOro KOHOUIypUpoBaHua:

console (config) #

Tabanua 5.143 - KomaHgb! pexxnuma rnobanbHOro KOHPUrypmpoBaHus

3Ha4yeHue/3HayeHue o

[timeout timeout]
[retransmit retries]
[deadtime time]
[key secret_key]
[encrypted key

(0..65535)/1813;
timeout: (1..30) cek;
retries: (1..10);
time (0..2000) muH;
secret_key:

KomaHda Aeilicmeue
YMOAYAHUIO
radius-server host hostname: [ob6aBnseT ykasaHHbIN cepBep B CMUCOK UCMOb3YEMbIX
{ip_address| (1..158) cumBonos; RADIUS cepBsepos.
hostname} auth_port: - ip_address— IPv4 unu IPv6-aapec RADIUS-cepsepa;
[auth-port auth_port] (0..65535)/1812; - hostname — ceteBoe uma RADIUS-cepBepa;
[acct-port acct-port] acct_port: - guth_port — Homep nopTa 41 nepesayv

AYTEHTUOUKALMOHHbIX AAHHBIX;

- acct_port — HoMep nopTa ANA nepesayun AaHHbIX yyYeTa;

- timeout - NHTepBaN OXUOAHWUA OTBETA OT CEPBEP];

- retries - KONMYeCTBO NOMNbITOK Noncka RADIUS-cepBepa;

- time - BpemA B MMHYTaXx, B Te4EHWe KOTOPOro HeAoCTYMHble
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encrypted_key]

[source source_ip_address]
[priority priority]

[usage type]

no radius-server host
{ip_address| hostname}

(0..128) cumBonos;
encrypted key:
(0..128) cumBonoB;
priority: (0..65535)/0;
type: (login, 802.1x, all)/ all
(3HaueHuA Nno ymonuaHuio)

cepBepa He byayT onpawwmeatbca RADIUS-kAneHTOM
KOMMYyTaTOpa;

- secret_key — Knto4 gns ayTeHTUPUKALUM U WNDPOBaAHUSA
Bcero obmeHa gaHHbimu RADIUS;

- encrypted key — knto4 gna ayTeHTUdGMKaLMM U WndposBaHmA
Bcero obmeHa AaHHbimu RADIUS;

- source_ip_address — IPv4 unu IPv6-agpec, ucnosib3yemblin B
KauecTBe agpeca UCTOYHMKA, NepeAaBaemoro B coobLeHmax
npotokona RADIUS;

- priority — npuopuTeT ncnosib3osaHua RADIUS-cepsepa (4em
HUXKe 3HaYeHne, TeM NPUOPUTETHEE CepBEp);

- type — T1n ncnonb3zoBaHma RADIUS-cepeepa (login, dotl.x,
igmp-auth, all).

B cnyyae oTcyTcTBMA B KOMaHAe napameTpos timeout, retries,
time, secret_key, source_ip_address gns gaHHoro RADIUS-
cepBepa MCMO/b3YIOTCA 3HAYEHWA, HACTPOEHHbIE C MOMOLLBIO
COOTBETCTBYIOLLMX IN106a/1bHbIX KOMAHA,

YpanaeT yKaszaHHbI1 cepBep U3 CMCKa UCNONb3yeMbIX
RADIUS-cepBepos.

radius-server key [key]

no radius-server key

(0..128) cumsonos/
KJ/II0M He 33jaH

YcTaHaBAMBaET KAKOY, UCNONb3YEMbIN NO YMONYAHUIO, ANA
ayTeHTUOMKauum n wndposaHmsa Bcero obmeHa AaHHbIMU
RADIUS mexay ycTponctsom u okpyxeHnem RADIUS.

YcTaHaBAMBaeT 3HaYeHue no YMOYaHUIO.

radius-server timeout

YcTaHaBAMBaeT UHTepBas OXMAaHMA OTBETA OT cepBepa,

timeout (1..30)/3 cek MCNO/Ib3yeMblil MO YMOHAHMUIO.
no radius-server timeout YcTaHaBAMBaeT 3HaYeHMe N0 YMOAYAHUIO.

OnpepaensaeT KOANYECTBO MOMbITOK, UCMO/Ib3yeMoe No
radius-server retransmit ymonuanuio, noncka RADIUS-cepBepa 13 cnvcka cepsepos.
retries (1..10)/3 Mpu 0TKa3e ocyLLecTBAAETCA NOUCK CeAyHoLEero no

no radius-server retransmit

NpUopuUTETY Cepsepa U3 CNMUCKa.

YcTaHaBAMBaeT 3HaYeHue no YMO4YaHUIO

radius-server deadtime
deadtime

no radius-server deadtime
deadtime

(0..2000)/0 muH.

MNo3sonaet onTuMmmnsanposaTb Bpema onpoca RADIUS-
cepBepoB, KOrAa HeKoTopble cepBepa HeJOCTYMHbI.
YcTaHaBAWBaEeT BpemaA B MUHYTaX, UCNOJIb3yemoe no
YMO/I4aHMIO, B TEYEHME KOTOPOro HeOoCTyMNHble cepsepa He
6yayT onpawwusaTbes RADIUS-KAneHTOM KommyTaTopa.

YcTaHaBAMBaeT 3HAYEHNE MO YMOYAHUIO.

radius-server source-ip
ip_address

no radius-server source-ip
[ip_address ]

3apaeT onpepeneHHbiv IPv4-agpec, Mcnonbayemblii No
YMOJ/IYAHUIO B KayecTBe agpeca UCTOYHMKA NepesaBaemoro B
coobueHusax npotokona RADIUS.

Ypansaer onpeaeneHHbiit IPv4-agpec, Mcnosib3yemblii no
YMOYaHMIO B KayecTBe agpeca MCTOYHWKA NepesaBaemoro B
coobleHusax npotokona RADIUS. YctaHasnusaet IPv4-aapec
MHTepderica KomMMyTaTopa B KaYecTBe afpeca UCTOYHUKA ANA
MNCMNONb30BaHMA B co0bLLeHMAX NnpoTokona RADIUS.

radius-server source-ipvé
ip_address

no radius-server source-
ipv6 [ip_address ]

3apaet onpeaeneHHbll IPv6-aapec, MCnosib3yemblil no
YMO/IYaHMIO B KayecTBe agpeca UCTOYHMKA NepesaBaemMoro B
coobueHunax npotokona RADIUS.

YpanaeT onpegeneHHbl IPv6-agpec, ncnonbsyemblii no
YMOJ/IYaHMIO B KayecTBe agpeca UCTOYHMKA NepesaBaemMoro B
coobueHunax npotokona RADIUS. YcTaHaBausaer IPv6-agpec
nHTepderica KOMMyTaToOpa B KayecTBe afpeca UCTOYHMKA ANA
MCMNob30BaHMA B coobuieHnax npoTokona RADIUS.

radius-server attributes
nas-id include-in-access-
req format nas-id

no radius-server attributes
nas-id include-in-access-
req format

nas-id (1..32)/ no
YMOIYaHUIO aTpmbyT 32
OTCYTCTBYET B 3anpocax

Job6asneHune atpnbyTa 32 (NAS-ID) B nakeTbl Radius-request.
- nas-id — popmart onumu;
- makpoc %h nogcrasnset hostname-kommytaTtopa.

Bo3BpalaeT 3Ha4yeHne No YyMOAYaHUIO.
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KomaHObl pexcuma Privileged EXEC

BunAa 3anpoca KomaHAHOM CTPOKK B pexume Privileged EXEC:

console

Tabnuua 5.144 -

#

KomaHgapl pexxkuma Privileged EXEC

KomaHda

Aelicmeue

show radius-servers

OTobparkaeT napameTpbl HacTponku RADIUS cepBepoB (KomaHaa A0CTyNHa TONbKO s
NPUBUIErMPOBAHHbIX NOAb30BaTENEN).

show radius statistics

OTob6parkaeT CTaTUCTUKY NpoToKona Radius.

[pumepbl UC10/16308GHUS KOMAHO

console
console
console
console
console
console
2

YcTaHOBUTb rnobanbHbie 3HauyeHUA A0S NapaMeTpoB: MHTEpPBA/N OXWAAHMA OTBeTa OT
cepsepa — 5 cekyHa, KoanyecTso nonbITOK nomcka RADIUS cepsepa — 5, Bpems, B TedeHue
KOTOPOro HegoCTYNHble cepBepa He byayT onpawmnsatbea RADIUS Kn1MeHToM KommyTaTopa
10 MWHYT, CEKPETHbIN KoY secret. [Jobasutb B cnucok RADIUS cepsep,
pacrnonoXeHHbIh Ha y3ne cetm c¢ |IP agpecom 192.168.16.3, nopT cepsepa Ans
ayTeHTUdPUKaumm — 1645, KoNMYECTBO NOMbITOK AOCTyNa K cepsepy — 2.

# configure

timeout 5

retransmit 5

deadtime 10

key secret

host 196.168.16.3 auth-port 1645 retransmit

radius-server
radius-server
radius-server
radius-server
radius-server

Moka3saTb NapameTpbl HacTponkn RADIUS cepsepos

console# show radius-servers
start
IP address Port port Tim Ret- Dead- source IP Prio Usage
Auth Acct out rans Time
192.168.16.3 1645 1813 Global 2 Global Global 0 all
196.168.16.3 1645 1813 Global 2 Global Global 0 all
Global values
TimeOut 5
Retransmit : 5
Deadtime 10
Source IP 0.0.0.0
Source IPv6

5.19.3 lpomokon TACACS+

MpoTtokon TACACS+ obecneumBaeT LEHTPA/M30BaHHYO cucTemy 6e30MacHOCTU A/ MPOBEPKU

nosab3oBatenen

, MONyYaroLWMX AOCTYN K YCTPOMCTBY, NPU 3TOM noaAepKusana coBmectTumocTb ¢ RADIUS u

ApYyrMmu npoueccamu nposepku nognmHHoctn. TACACS+ npeaoctasaneT cneaytouimne cay»Kobi:

Authentication (npoBepka noannmHHocTh). ObecneynBaeTca BO BpemMs BXO4a B CUCTEMY MO MMEHaM

nonb3oBaTtenei u onpegeneHHbIM Nosib3oBaTenAMm Napoaam.
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— Authorization (aBTopusauus). ObecneunBaetca Bo Bpems Bxoga B cuctemy. lNocne 3aBeplueHun
ceaHca nNpoOBepKW MNOAAMHHOCTM 3aMyCKaeTcAd CeaHC aBTOpM3auUMM C  MCMOJ/Ib30BaHUEM
NPOBEPEHHOIO MMEHW NO/b30BaTesA, TAKKE CEPBEPOM NPOBEPAIOTCA NPUBUAETUN NOIb30BaTeNSA.

KomaHObI pexcuma 2106a0716H020 KOHU2YPUPOBAHUS

BunAa 3anpoca KoOMaHAHOWM CTPOKM B pexume rnobanbHOro KOHGUrypmpoBaHUs:

console (confiqg) #

Tabnnua 5.145 - KomaHgb! pexxnuma rnobanbHOro KOHPUrypmpoBaHus

3HaveHue/3HavyeHue ”
KomaHoa / Aeticmsue
no yMOAYAaHUIO
tacacs-server host [obasnaeT yKasaHHbIM cepBep B CMMUCOK MCNOJIb3yeMblX
{ip_address|hostname} TACACS cepseposB.
[single-connection] - ip_address — IP appec TACACS-cepBepa;
[port port] - hostname — ceteBoe uma TACACS-cepBepa;
[timeout timeout] - single connection — B KaXXAbli1 MOMEHT BpeMEHU MMETb He
[key secret_key] 60nblue 0AHOro CoeAMHEHMA ANA 06MeHa AaHHbIMU C
[encrypted key encrypted_key] TACACS-cepBepom;
[source source_ip_address] - port — Homep nopTa gns obmeHa gaHHbIMK ¢ TACACS-
riority priorit cepBepom;
[p yp 1 hostname: (1..158) p P
- timeout — UHTEPBAN 0XXUOAHUA OTBETA OT CEPBEPA;
CMMBOJIOB; - secret_key — kntou ans ayteHTUdGUKaummn n wndposaHua
port: (0..65535)/49; -
. Bcero obmeHa gaHHbimu TACACS;
timeout: (1..30) cek;
retries: (1..10); - encrypted_key — knto4 B WUMbpoOBaHHOM BUAE ANA
. L ayTeHTMdMKaLMM U WndpoBaHMA Bcero obmeHa AaHHbIMMK
time: (0..2000) muH; TXCACSé “ p A
key: (0..128) cumBoN0B; " .
- source_ip_address — IP-agpec, ncnosibyemblli B KayecTse
encrypted_key: (0..128)
aflpeca UCTOYHMKA, NepesaBaeMoro B COObLLEeHUAX
CUMBOJIOB;
e npotokona TACACS;
priority: (0..65535)/0 .
- priority — npnoputeT ncnonb3osaHua TACACS-cepsepa
(4em HUKe 3HaueHWe, Tem NpUOpPUTETHEE CepPBEP).
B cnyyae oTcyTCTBMA B KOMaHAe NapameTpoB «timeout»,
«retries», «time», «secret_key», «source_ip-addr» ana
paHHoro RADIUS-cepBepa MCMNob3ylOTCA 3HaYeHus,
HACTPOEHHbIE C NOMOLLbIO COOTBETCTBYIOLMX I106aNbHbIX
KOMaHA,
no tacacs-server host YanseT yKkasaHHbI cepBep U3 CNUCKA UCNOJb3yeMblX
{ip_address | hostname} TACACS-cepsepos.
tacacs-server key [ke YCcTaHaBAMBAET KNHOY, UCNONb3YEMbII MO YMOYAHUIO, ANA
y lkey] (0..128) cumsonos/ v 4 A
ayTeHTUOMKALMU U WindpoBaHUA BCcero obmeHa AaHHbIMK
No YMONYAHMIO KoY - o
vCTan CTDoKA TACACS mexkay ycTpomncTBom 1 okpy»keHnem TACACS.
no tacacs-server key v P YCTaHaBAMBaET 3HAYEHME N0 YMONYAHUIO.
tacacs-server timeout timeout YcTaHaBAMBaeT MHTEPBaA OXUAaHUA OTBeTa OT cepBepa,
(1..30)/5 cex. MCMO/Ib3yeMblli MO YMONYAHUIO.
no tacacs-server timeout YCTaHOBWTb 3HAYEHME N0 YMOYAHUIO.
tacacs-server source-ip 3apaert IP-agpec KOMMyTaTOpa, UCNO/Ib3yemMblli No
source_ip_address YMOIYaHUo ans obmeHa coobuieHmamm ¢ TACACS-
cepBepom
no tacacs-server source-ip YcTaHaBAMBaeT Ucnonb3oBaHue IP-agpeca nHtepdeliica
source_ip_address KOMMyTaTopa gaa obmeHa coobuieHnamm ¢ TACACS-
cepBepom.

KomaHOb! pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK B pexxknume EXEC:

console#
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Tabnnua 5.146 - KomaHgb! pexkuma EXEC

KomaHda

3HayeHue

Aeiicmeue

show tacacs
[ip_address]

OTob6parkaeT HaCTPOMKY M CTaTUCTUKY ans cepsepa TACACS+.
- ip-address — IP-agpec TACACS+ cepsepa, 1Mbo uma cepeepa.

show tacacs statistics

OTobparkaeT cTaTUCTMKY npoTokona TACACS+.

[pumepbl UCI016308AHUS KOMAHO

=  [lo6aBuTb B cnncok cepsepoB TACACS-cepBep, pacnofIOXKEHHbIN Ha y3ne ceTu ¢ IP-agpecom
192.168.16.34, TalmayT OXMAaHMA OTBETA OT cepBepa — 4 CeKyHAbl, CEKPETHbIN KAtoY s
obMeHa paHHbIMM C cepBepom — secret, IP-agpec KommyTatopa, MCNOAb3yeMbl AnA
obmeHa c 3Tum cepsepom — 192.168.16.38, npmoputeT cepeepa — 8.

console# configure
console (config)# tacacs-server host 192.168.16.34 timeout 4 key secret
source 192.168.16.38 priority 8

5.19.4 NMpomokKon ynpaeneHus cemoio (SNMP)

SNMP — TexHonorua, npusBaHHaa obecneynTb ynpaBiAeHWE WM KOHTPOSb Hag YCTPOMCTBaMMU M
NPUNOXKEHUAMM B CE€TU CBA3M NyTEM oObOMeHa ynpasasaowen uHPopmMaumen mexay areHTamm,
PacnonoXeHHbIMM Ha CeTEBbIX YCTPOMCTBAX, U1 MEHEeAKEPAMU, HAXOAALMMUCA Ha CTAHLMAX ynpaBaeHus.
SNMP onpeaenaeTt ceTb Kak COBOKYMHOCTb CETEBbIX YNPaBAAOLINX CTAHLUMIA N 3N1EeMEHTOB ceTu (rnaBHble
MalLMHbI, W/O3bl U MapLIPYTU3aTOPbl, TEPMUHA/bHbIE CEPBEPbLI), KOTOPble COBMECTHO obecrneynBaloT
a4MUHUCTPATUBHbIE CBA3M MEXAY CETEBbIMM YMPABAALWMMU CTAHLMAMM U CETEBBIMU are€HTaMMU.

KommytaTop MES1024/MES1124/MES2124 nos3sonseT HacTpouTb paboTy npoTokona SNMP pgns
YAANEeHHOro MOHWTOPWMHIA U YNpPaBAeHUA YCTPOWCTBOM. YCTPOICTBO NOAAEPKMBAET NPOTOKO/Ibl BEPCUI
SNMPv1, SNMPv2, SNMPv3.

KomaHObI pexcuma 2106as16H020 KOHGU2YPUPOBAHUSA

BunAa 3anpoca KoMaHAHOM CTPOKM pexxnma rnobanbHoro KOHPUrypmpoBaHmsa:
console (config) #

Tabnunua 5.147 — KomaHabl pexxuma rnobanbHOro KOHGUrypmpoBaHus

3HayeHue/3HayeHue no
YMOAYAHUIO

KomaHoa Aelicmeue

MN3meHseT oTobpaxkeHue Tunos nHtepdelicos LAG u vian,
xpaHsLwmxca B none ifType Tabnuupl ifTable.
Mpu BBOAE "system iftypes iana-new":
—  3HauyeHwue nons ifType ana Port-Channel'os B
Tabnuvue ifTable otobparkaeTca Kak ieee8023adlag;
—  3HaueHue nons ifType gna Vlan'os 8 Tabauue ifTable
oTobpaxkaetca Kak |2vlan.

system iftypes {default |
iana-new}

Mpw BBoAe "system iftypes default":
—  3HauyeHwue nons ifType ana Port-Channel'os B
Tabnuue ifTable otobpaskaeTcs Kak ethernetCsmacd;
—  3HaueHue nons ifType gna Vlan'os 8 Tabauue ifTable
oTobpakaeTcs Kak propVirtual.

[lna BCTynneHus 8 CUAY M3MEHEHWIA nocae BBOAA KOMaHAbI
TpebyeTcsa coxpaHeHue KoHbUrypaLmm 1 nepesarpyska.

BKAounMTb NoaaepKky npotokona SNMP.

snmp-server server Mo ymonyaHuto
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no snmp-server server

nogAepKka NpoTokoa
SNMP BKAtoueHa

OTkAtoYaeT noaaepKky npotokona SNMP.

snmp-server community
community [view
viewname] [ro|rw|su]
lipv4_address|
ipbv6_address|
ipv6z_address]

[mask | prefix_length]
[use-acl ip-acl-name]

snmp-server community-
group community
groupname [ipv4_address|
ipv6_address|
ipv6z_address] [mask |
prefix_length]

no snmp-server
community community
lipv4_address|
ibv6_address|
ibv6z_address]

community:
(1..20) cumBonos

viewname:
(1..30) cumsonos

groupname:
(1..30) cumBonos

mask o ymon4yaHuro
255.255.255.255

prefix_length
Nno YMONYaHUIO
32
ip-acl-name:
(1..32) cumBonos
dopmat
IPv4: A.B.C.D
IPV6:  X:X:X:X::X
IPv6z: X:X:X:X::X%<ID>

YcTaHaBAMBaET 3HaYeHMe CTPOKK coobuiecTsa ana obmeHa
OaHHbIMK No npoTokony SNMP.

- community — cTpoKa coobuuecTsa (Nnaponb) gna 4ocTtyna no
npotokony SNMP;

- r0 — [lOCTYN TO/IbKO AN YTEHUS;

- rW — JOCTYyN ANA YTEHUA U 3anucy;

- SU— A0CTyN agMUHUCTPATOPa;

- viewname — onpegenaet uma gnsa npasmna o6o3peHnn
SNMP, KoTopoe A0NKHO bbITb NpeaBapUTENbHO ONpeseneHo
C NMOMOLLbIO KOMaHAbI snmp-server view. Onpeaenaet
06bEKTbI, LOCTYMNHbIE CO06LLECTBY;

- ipv4_address, ipv6_address, ipv6z_address — IP-appec
YCTPOKCTBA;

- mask — macKa agpeca |IPv4, KoTopas onpegensaeT, Kakue
6UTbl afpeca UCTOYHMKA NaKeTa CPaBHMBAKOTCA C 3a4aHHbIM
IP-agpecom;

- prefix_length —uncno 6uT, KoTOopble cocTaBNAOT NpeduKc
IPv4-appeca;

- ip-acl-name — nms cywectaytowero ACL-cnucka;

- groupname — onpegenaet UMA rpynnbl, KOTOPOE AO0/IKHO
6bITb NPeaBapUTEe/IbHO ONPeAeneHo C MOMOLLLbIO KOMaHAbI
snmp-server group. Onpegenset 06bEKTLI, LOCTYNHblE
coobuiecrsy.

Ypanaert napameTpbl 418 CTPOKM coobLyecTsa.

snmp-server view view-
name OID
{included | excluded}

no snmp-server view
viewname [OID]

view-name:
(1..30) cumBonos

Co3pgaeT unu pesakTupyeT npasuno obospeHuns ana SNMP —
paspeluatoLee Npasmo, MMHO orpaHMUMBatOLLEE CEPBEPY-
obo3spesatento goctyn K OID.

OID-naeHTMdMKaTop 0bbekTa MIB, npeacTaBneHHbIV B BUAE
nepesa ASN.1 (cTpoka Buaa 1.3.6.2.4, MOKeT BK/OYaTh B ceba
3ape3epBUpPOBaAHHbIE C10Ba, Hanpumep: system, dod). C
NOMOLLbIO CMMBO/IA ¥ MOXHO 0603HaYUTb CEMENCTBO
noaaepesbes: 1.3.%.2);

- include — OID BKAtoYeHa B NpaBuiIo ana 0603peBaHns;

- exclude — OID uckntoyeHa 13 npasuna gaa o6o3pesaHus.

Ypanaet npasuio obospenus ans SNMP.

snmp-server group
groupname {v1|v2|v3
{noauth|auth|priv} [notify
notifyview]}

[read readview] [write
writeview]

no snmp-server group
groupname
{vl | v2 | v3 [noauth |
auth | priv]}

groupname:
(1..30) cumBonos

notifyview:
(1..30) cumBonoB

readview:
(1..30) cumBonoB

writeview:
(1..30) cumBonos

Co3gaet SNMP-rpynny uam tabnaunuy cootsetcteuin SNMP-
nosnb3oBaresnen 1 npasua ob6o3peHnin SNMP.

-vl,v2,v3 - SNMP vl, v2, v3 moaenb 6e3onacHoCTH;

- noauth,auth,priv — Tun ayteHTMdUKaLMK, UCNONb3YEMbI
npoTtokonom SNMP v3 (noauth — 6e3 ayteHTUduMKaumm, auth —
ayTeHTMdMKaLmMA 6e3 WndpoBaHUs, priv — ayTeHTUDUKALUA C
WwndposaHuem);

- notifyview — uma npasuna 0603peHns, KOTOPOMY paspeLleHo
onpegenatb coobweHns SNMP-areHTa — inform u trap;

- readview —uma npasuaa 0603peHna, KOTOPOMy paspeLieHo
TONIbKO UTeHmne cogepkmmoro SNMP-areHTa KOMMyTaTopa;

- writeview — nms npasuna 0603peHnsa, KOTOPOMY paspeLLeHO
BBOAMTb AaHHble U KOHPUrypmnpoBaTb cogepkmumoe SNMP-
areHTa KOMmyTaTopa.

Yaanaet SNMP-rpynny.

Ethernet-kommymamopsl MES1000, MES2000

157



HELTEX

snmp-server user
username groupname

{v1 | v2c | remote host v3
| v3

[encrypted]

[auth {md5 | sha}
auth-password]}

no snmp-server user
username
[remote engineid-string]

username:
(1..20) cumsonos
groupname:
(1..30) cumsonos
engineid-string:
(5..32) cumsonos
password:
(1..32) cumBona
md5:
16 nnn 32 6ant
sha:
20 unu 36 bawt
dopmat
IPv4: A.B.C.D
IPv6:  X:X:X:X::X
IPv6z: X:X:X:X::X%<ID>

Cospgaet SNMPv3-nonb3oBatens.

- username — VMA No/b3oBaTeNs;
- groupname — UMA rpynnbi;

- engineid-string — naeHTuduKaTop yaaneHHoro SNMP-
YCTPOWCTBA, KOTOPOMY M0OJ/Ib30BATE/Ib MPUHAANEKHUT;

- auth-password — naponb Ana ayTeHTUDUKALUMU U reHepaLum
K/to4a;

- md5 — kntoy md5;

- sha — kntou sha;

- host — IP-agpec/ ums xocra.

Ypansetr SNMPv3-nonb3oBartens.

snmp-server filter filter-
name oid {included |
excluded}

snmp-server filter filter-
name [oid]

filter-name:
(1..30) cumBonos

Co3gaet nav pegaktupyet npasuno SNMP-¢unbTpa, KoTopoe
nossonset puabTpoBaTb inform u trap-coobLueHuns,
nepegasaemble SNMP-cepsepy.

- oid — npeHTndmKaTop o6bEKTA MIB, NpeacTaBAeHHbIN B
Buae aepesa ASN.1 (cTpoKa Buga 1.3.6.2.4, MOXKET BK/IOYaTb B
cebs 3ape3epBUpPOBaAHHbIE C/10BA, Hanpumep: system, dod. C
NOMOLLbIO CMMBOJIA ¥ MOXHO 0603HAYUTb CEMENCTBO
nopaepesbes: 1.3.*%.2);

- include — OID BKntoyeHa B NpaBuIo GUAbTPaLNNK;

- exclude — OID uckntoveHa 13 npasuna puabTpaumm.

Ypansaet npasuao SNMP-¢unbTpa.

snmp-server host
{ipv4_address |
ipv6_address | hostname}
[traps|informs] [version {1
| 2c | 3 [auth | noauth |
priv]}] community [udp-
port port] [filter filtername]
[timeout seconds] [retries
retries])

no snmp-server host
{ipv4_address
|ipv6_address | hostname}
[traps|informs]

hostname:
(1..158) cumBonos

community:
(1..20) cumBonos

udp-port: (1..65535)/162

filtername:
(1..30) cumsonos

seconds: (1..300)/15
retries: (0..255)/3

OnpegenseTt HaCTPOMKM ANA Nepesayn coobLueHmin
yeBegomnerus inform u trap SNMPv1/v2-cepsepy.

- community — cTpOKa coobluecTsa A41A Nepesayn coobLeHni
yBEe4OM/IEHUS;

- version — onpeaenaT Tun coobueHnit trap —trap SNMPv1,
trap SNMPv2, trap SNMPv3;

- auto — yKa3blBaeT NOANMHHOCTb NakeTa 6e3 wndposaHus;

- noauto — He yKa3blBaeT NOAJNNHHOCTb NaKeTa;

- priv — yKa3blBaeT No4/IMHHOCTb NaKeTa ¢ WwudpoBaHuem;

- port — UDP nopt SNMP-cepsepa;

- seconds — Nnepuoa OXnaaHna NoATBEPKAEHUI nepes,
NOBTOPHOW Nepeaayeli coobuweHul inform;

- retries — KOJIMYECTBO NOMbITOK Nepesayn coobuweHnit inform,
NP OTCYTCTBUM UX NOATBEPKAEHMS.

Yaanaet HacTpoliku AnA nepeaayn coobuieHnin yseaomneHms
inform un trap SNMPv1/v2/v3-cepsepy.

snmp-server v3-host
{ipv4_address
|ipv6_address | hostname}
username

[traps | informs]
{noauth|auth| priv} [udp-
port port] [filter filtername]
[timeout seconds]

[retries retries]

no snmp-server v3-host
{ipv4_address
|ipv6_address | hostname}
username [traps|informs]

hostname:
(1..158) cumsonos

username:
(1..24) cumsonos

udp-port: (1..65535)/162

filtername:
(1..30) cumsonos

seconds: (1..300)/15

retries: (0..255)/3

OnpegenseTt HaCTPOMKM ANA Nepesayun coobLieHnin
yBegomnenus inform u trap SNMPv3-cepsepy.

- noauth, auth, priv — Tn ayTeHTUdUKALUKN, UCNONb3YEMbIN
npoTtokonom SNMP v3 (noauth — 6e3 ayteHTUdMKaumm, auth —
ayTeHTUdMKaumAa 6e3 WwndposaHua, priv — ayTeHTUPMKaLMA C
WwndposaHuem);

- port — UDP-nopt SNMP-cepBepa;

- seconds — Nepuos, OXKMAAHUA NOATBEPKAEHU Nepes,
NOBTOPHOW Nepeaayelt coobweHui inform;

- retries — KONIMYECTBO NOMBITOK Nepegayn coobiyeHnin inform,
NpW OTCYTCTBUM UX MOATBEPKAEHUA.

YaanaeT HaCTPOWKK gna nepeaaym coobuieHmit yseLoMmneHus
inform u trap SNMPv3-cepsepy.

snmp-server enginelD local
{engineid-string | default}

(5..32) cumBonioB

Co3gaeT naeHtTudunKaTop nokasbHoro SNMP ycTpolicTBa —
enginelD.

- default — npu ncnonb3oBaHMKM J4aHHOM HacTpolikK enginelD
byneT aBTOMaTUYECKM CO34aH, Ha ocHoBe MAC-agpeca
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no snmp-server enginelD
local

yCTpOMCTBa.

Ypanaet ngeHtmdumkaTop nokanbHoro SNMP ycTpoictea —
enginelD

snmp-server enginelD
remote

{ipv4_address |
ipbv6_address}
engineid-string

no snmp-server enginelD
remote

{ipv4_address |
ipv6_address}

(5..32) cumsonos

Co3pgaet naeHtTuduKatop yaaneHHoro SNMP yctpoicTea —
enginelD.

Ypansaet ngeHtudumkaTop yganeHHoro SNMP ycTpoiictea —
enginelD.

snmp-server enable traps

BkntoyaeT noaaepkky SNMP trap coobueHuit.

no snmp-server enable -/enabled OTkAtoyaeT noaaepky SNMP trap cooblueHui.
traps
snmp-server enable traps BkntouaeT otnpasky SNMP trap-coobuieHunii npu nepesoge
errdisable Jdisabled nopta B coctosiHue Errdisable.
no snmp-server enable sable BbikntoyaeT otnpaBky SNMP trap-coobuuieHunit npu nepesoae
traps errdisable nopta B coctosAHue Errdisable.
snmp-server enable traps BkntoyaeT otnpasky SNMP trap coobuieHunin npu nsmeHeHuu
erps coctoaHua ERPS-konbua.

-/enabled "
no snmp-server enable OTKkntoyaeT otnpaBky SNMP trap coobLieHnit Nnpy usmeHeHUn
traps erps coctoaHua ERPS-konbua.
snmp-server enable traps BkntouyaeT otnpaeky SNMP trap coobuweHnit npu nsmeHeHUn
flex-link Jenabled coctoaHua napsl flex-link nHtepdeliicos.
no snmp-server enable renavie OtkntoyaeT otnpasky SNMP trap coobLeHnin npu nsmeHeHnn
traps flex-link coctoaHua napsl flex-link nHtepdeliicos.
snmp-server enable traps BkntouaeT otnpasky SNMP trap coobuieHnin npu nsmeHeHuu
link-status COCTOAHUA NopTa.

-/enabled "
no snmp-server enable OTkntoyaeT otnpasKy SNMP trap coobLeHnin npu nsmeHeHnn
traps link-status COCTOAHMA NopTa.
snmp-server enable traps BkntoyaeT otnpasky SNMP trap coobueHnit npu U3sMeHeHUU B
mac-notification change Tabauue nsyyeHHbix MAC-agpecos.
no snmp-server enable -/disabled OTk/toyaet oTnpasky SNMP trap coobLueHuii npu usmeHeHuu
traps mac-notification B Tabanue nsyyeHHolx MAC-agpecos.
change
snmp-server enable traps BkntouaeT otnpasky SNMP trap coobuieHunin npu
mac-notification flapping obHapyeHUn dnannmHra MAC-agpecos.
no snmp-server enable -/enabled OtktoyaeT oTnpasKy SNMP trap cooblueHmii npu
traps mac-notification 0bHapy»eHuu pnannuHra MAC-agpecos.
flapping
snmp-server enable traps BkntouaeT otnpasky SNMP trap coobuweHunit npu
12protocol-tunnel / disabled cpabatbiBaHum drop-treshold n shutdown-treshold 8 L2PT.
no snmp-server enable sable OTKkntoyaeT otnpasky SNMP trap coobuiennin 8 L2PT
traps I2protocol-tunnel
snmp-server enable traps BkntouaeT otnpasky SNMP trap coobuieHunit npu
storm-control 06HapYKeHUN LIMPOKOBELLLATENBHOTO LUTOPMA.

-/enabled

no snmp-server enable
traps storm-control

BbikntoyaeT oTnpasky SNMP trap coobuieHuit npu
06HapyXeHWUM WMPOKOBELLATEIBHOTO LUITOPMA.

snmp-server trap
authentication

no snmp-server trap
authentication

PaspeluaeT nepesasaTb coobLLeHMs trap cepeepy He
npoweaLlemy ayTeHTUGUKaLMIO.

3anpeLaeT nepeaaBaTb coobuieHun trap cepeepy He
npowealemy ayTeHTuduKaumio.

snmp-server contact text

no snmp-server contact

(1..160) cumsonos

OnpegenseT KOHTAKTHYH MHPOPMALMIO YCTPOMCTBA.

YanseT KOHTaKTHYO MHPOPMALMIO YCTPOMCTBA.

snmp-server location text

no snmp-server location

(1..160) cumeonos

Onpegenset MHGOPMALMIO O MECTOMNO/OMKEHUWN YCTPOCTBA.

Ypanset UHGOPMaLMIO O MECTOMOJIOKEHUM YCTPOICTBA.
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snmp-server set variable- variable-name, name, MNo3BonAeT ycTaHOBUTb 3Ha4YeHNUA NepeMeHHbIX B 6a3e AaHHbIX
name namel valuel value gomkHbl 3agasatbca | MIB KommyTaTopa.
[name2 value2 ... ] B COOTBETCTBUM CO - variable-name — nma nepemeHHo;

cneunduKaumei - name, value — Napbl COOTBETCTBUIA MMA — 3HAYEHWE.

KomaHObI pexcuma KoHgu2ypuposaHua uHmepdaelica (OuanasoHa uHmepgelicos) Ethernet

Bug, 3anpoca KOMaHAHOM CTPOKM B peXume KoHUrypuposaHua nHtepdelica Ethernet:

console (config-if) #

Tabnnua 5.148 — KomaHgbl pexuma KoHpurypuposaHua nHtepoeica Ethernet

KomaHoa Aeilicmeue
snmp trap link-status Bkntoyaet OTNpaBKy SNMP trap C006LIJ,eHMl7I npn nsmeHeHnn CoCToAHUA HaCTpanBaemoro
nopTa.
no snmp trap link-status BbikntoyaeT otnpaBky SNMP trap coobuieHunii Npyu U3MEHEHUM COCTOAHUA HAaCTPaMBaeMoro
nopTa.

KomaHObl pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHOM cTPOKKM pexunma Privileged EXEC:

console#

Tabanua 5.149 — KomaHgb! pexkuma Privileged EXEC

KomaHoa Aelicmeue
show snmp MokasbiBaeT ctatyc SNMP-coegmHeHu.
show snmp enginelD MokasbiBaeT naeHTMdUKaTop NokanbHoro SNMP-ycTpoictsa — enginelD.
show snm views
. P MokasbiBaeT npasuna 06o3peHns SNMP.
[viewname]

show snmp groups

MNMokasbiBaeT SNMP-rpynnbl.
[groupname]

show snmp filters

[filtername] MokasbiBaeT SNMP-punbTpbI.

show snmp users

MNoka3sbiBaeT SNMP-nonb3oBaTenei.
[username]

[Mpumepbl 8bINOAHEHUA KOMAHO

=  YCTaHOBMTb 3Ha4yeHMA Ana napameTpoB contact, location. YcTaHOBWUTL AOCTYyNn Ha yTeHue
ONA CTPOKM coobuectsa public. YcTaHOBMTL A0CTYN Ha YTeHWe M 3anuce SNMP-cepsepy ¢
aapecom 192.168.16.3 B coobulecTse private.

console# configure

console (config)# snmp-server enable

console (config)# snmp-server contact support@eltex.nsk.ru

console (config)# snmp-server location Objedineniya-street, 9

console (config)# snmp-server community-string public ro

console (config)# snmp-server community-string private rw 192.168.16.3

5.19.5 Mpomokon yoanéHHo2o0 moHumopuHaa cemu (RMON)

MpoTokon moHuTopuHra cetu (RMON) sBnsetcs pacwimMpeHvem npotokosa SNMP, nossonss
npeaoctaButb 6osee WUPOKNUE BO3IMOXHOCTM KOHTPOAA ceTeBoro Tpaduka. Otamume RMON ot SNMP
COCTOUT B XapaKTepe cobupaemoinn MHPopmaumm — paHHble cobupaemble RMON B nepsyto ouvepesb
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XapaKTepusyloT TpaduK Mexay ysnamu CceTw.
NPUNONKEHWNE YNPaBAEeHNA CETbIO.

MHpopmauma, cobpaHHaa areHTom, nepeaaeTcs B

KomaHObI pexcuma 2106a0716H020 KOHU2YPUPOBAHUS

BuAa 3anpoca KoOMaHAHOWM CTPOKM pexxnma rnobanbHOro KOHPUrypmposaHuma:

console (confiqg) #

Tabnnuya 5.150 — KomaHgbl pexxuma rnobanbHOro KOHPUrypmpoBaHus

KomaHoa

3HayeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

rmon event index type
[community text]
[description text]
[owner name]

no rmon event index

index: (1..65535)

community text:
(0..127) cumsonos

description text:
(0..127) cumBonos

owner name: CTPOKa

HacTpaunsaeT cobbiTvA, UCNO/Ib3yemble B CUCTEME YAANEHHOTO
MOHUTOpPUHra.

- index — nHaeKc cobbiTus;

- type — TMN yBeAOM/IEHUA, TEHEPUPYEMOTO YCTPONCTBOM MO
3TOMY CObbITUIO:

none — He reHepMpoOBaTb YBEAOM/EHMS,

log — reHepupoBaTb 3anuck B Tabauue,

trap — otcbinate SNMP trap,

log-trap — reHepupoBaTb 3anuck B Tabaunue u otcobliate SNMP
trap;

- community — cTpoka coobuwectea SNMP ansa nepecbinkum
trap;

- description — onvcaHue cobbiTus;

- name — uMsa co3patens cobbITus.

Ypansaet cobbiTve, UCNONb3yeMoe B cUCTEME YAANEHHOTO
MOHUTOPUHTa.

rmon alarm index
mib_object_id interval
rthreshold fthreshold revent
fevent

[type type] [startup
direction]

[owner name]

index: (1..65535)

mib_object_id:
KOppeKTHbIN OID;

interval:
(1..4294967295) cek

rthreshold:
(0..4294967295)

fthreshold:
(0..4294967295)

revent: (0..65535)

fevent: (0..65535)
owner hame: CTpoKa

Mo ymonuyaHuio meTtoa,
oTbopa nepemMeHHbIX —
absolute

Mo ymon4yaHuio
WHCTPYKLUMA 4N reHepaumm
cobbITui rising-falling

HacTpaunBaeT ycnosua Bblgaum aBapuiHbIX CUTHANOB.

- index — NHAEKC aBapuiiHOro cobbITus;

- mib_object_id — naeHTUdMKaTOP NepemMeHHON YacTm
obbekrta OID;

- interval — nHTepBan, B Te4EHME KOTOPOTO AaHHblEe
0THMPALOTCA U CPAaBHMBAOTCA C BOCXOAALLEN U HUCXOAALLEN
rpaHuLamu;

- rthreshold — BocxoaAwan rpaHMLa;

- fthreshold — HuCcxoaAWan rpaHMLa;

- revent — UHAEKC cobbITUA, KOTOPOE MUCMoNb3yeTcA Npu
nepece4YeHnn BOCXOAALEN IrPaHULLbI;

- fevent — nHAEeKc cobbITHA, KOTOPOE UCNONb3YETCA NPU
nepeceyeHnn HUCXoaaLLen rpaHunLLbl;

- type — MmeToZ, 0TOOpPA YKa3aHHbIX NepemMeHHbIX U noacyeTa
3HaYeHUs ANA CPaBHEHUSA C rpaHnLLaMu:

Metog absolute — abcontoTHoe 3HaueHMe BbIGpaHHOM
nepemeHHon byaeT cpaBHEHO C rPaHMLLEN HA KOHLe
nuccnesyemoro MHTepBana;

MeTop, delta — 3HaueHuWe BbIBpaHHOM NepeMeHHoM Npu
nocnefHem otbope 6yAeT BbINTEHO U3 TEKYLLErO 3HAYEHUA U
pasHuua byaeT cpaBHEHaA C rpaHULAaMK (pasHULA MeXay
3HaYEeHUAMM NepeMeHHOM B KOHLE U B HaYasle KOHTPO/IbHOTO
WUHTepBana);

- startup — MHCTPYKLMA ANA reHepauuu cobbITMil Ha Nnepeom
KOHTPO/IbHOM UHTepBane. Onpeaenser npasuia reHepaunm
aBapUIHbIX COBBLITMIN A8 NEePBOro KOHTPOIbLHOTO MHTEpPBana
nyTem cpaBHeHWA OTObpaHHONM NnepeMeHHol ¢ ogHOW, 1Mbo
obenmm rpaHULaMm:

- rising — reHepnpoBaTb eAMHMYHOE aBapuiiHoe cobblThe No
BOCXOZALLEN rpaHnLLEe, eCIN 3HaYeHMe 0TobpaHHOM
nepemeHHOM Ha NepPBOM KOHTPOIbHOM MHTepBane 6onblue
60 PaBHO 3TOM rpaHULLEe;

- falling — reHepupoBaTb eAMHNYHOE aBapuiiHOe cobbiTMe Mo
HUCXO4ALWEN rPaHKLLE, eCIY 3HaYeHUe 0TobpaHHON
nepemeHHOM Ha NePBOM KOHTPOJIbHOM UHTEPBA/IE MeHbLUe
60 PaBHO 3TOM rpaHULLEe;
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no rmon alarm index

- rising-falling — reHepupoBaTb eauHNYHOE aBapuinHoe
cobbITUE N0 BOCXOAALLEN U/UAN HUCXOAALLEN rpaHuLLe, ecan
3HaYeHWe oTobpaHHOMN NepemMeHHOW Ha NEPBOM KOHTPO/IbHOM
nHTepBane 6onblue NMbO paBHO BOCXoAALLEN rpaHuLe, u/vau
MeHblle IM60 PaBHO HUCXOAALWEN rPaHULLE;

- owner — UMf co3aTeNs aBapuitHoro cobbITus.

Yaanser ycioBue Bblgaun aBapuUiHbIX COBbITUIA.

rmon table-size {history
entries | log entries}

no rmon table-size
{history | log}

history: (20..32767)/270
log: (20..32767)/100

3apaeT MakCMmanbHbIl pasamep RMON-Tabaumu,.
- history — makcMmanbHoe KoM4ecTBO CTPOK B Tabanue
ncropwuu;
- log — MakcumanbHOE KoNMYecTBO CTPOK B Tabsimue 3anucen.
3HauyeHue BCTYNUT B CU/Y TOJIbKO nocne
H nepesarpysKku ycrpoiicraa.

YcTaHaBAMBAET 3HAYeHUE No YMOYaHUIO.

KomaHObI pexcuma KoHgpu2ypuposaHusa uHmepagelica (duanaszoHa uHmepgelicos) Ethernet,

UHmMepgelica 2pynnel Nopmos

Bua 3anpoca KOMaHAHOW CTPOKM B peMME KOHPUrypmpoBaHua nHtepdeica Ethernet, nntepoeiica

rpynnbl NOPTOB:

console (config-if) #

Tabnnua 5.151 — KomaHab! pexuma KoHPuUrypuposaHua nHtepdeiica Ethernet, rpynnbl untepdeiicos

KomaHda

3HayeHue

Aelicmeue

rmon collection stats index
[owner name | buckets
bucket_num]

[interval interval]

no rmon collection stats
index

index: (1..65535);
name:
KOPPEKTHaA CTPOKa;
bucket-num: (1..50)/50;
interval:
(1..3600)/1800 cek

BkAtoyaeT GopmmpoBaHME UCTOPUM MO FPynnam CTaTUCTUKK
Ana 6a3bl AaHHbIX (MIB) yaaneHHOro MOHUTOPUHTa.

- index — nHAEKC Tpebyemol rpynmnbl CTaTUCTUKK;

- name — BNageneL, rpynnbl CTaTUCTUKK;

- bucket_num — 3Ha4yeHune, accoLMMpPyeMOoe C KOJIMYECTBOM
AYeeK A4ns cb6opa UCTOPMM MO rpynne CTaTUCTUKK;

- interval — nepuog onpoca 4na GopMUPOBaAHNA UCTOPUN.

BbIkntoyaeT GopmMMpoBaHME UCTOPUM MO FPYNMnam CTaTUCTUKK
Ana 6a3bl AaHHbIX (MIB) yaaneHHOro MOHUTOPUHTa.

KomaHObi1 pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK pexxknma EXEC:

console>

Tabnunua 5.152 — KomaHab! pexkuma EXEC

KomaHda

3HaueHue

Aeilicmeue

show rmon statistics

{ gigabitethernet gi_port |
fastethernet fa_port |
port-channel group }

show rmon collection stats
[ gigabitethernet gi_port |
fastethernet fa_port |
port-channel group ]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..8)

Moka3bIBaeT CTaTUCTUKY UHTepdeiica Ethernet, nnbo rpynnel
NopTOB, UCNO/Ib3yeMYI0 ANA YAANEHHOTO MOHUTOPUHSA.

OTobparkaeT MHPOPMALMIO NO 3anpalliMBaeMbiM Fpynnam
CTaTUCTUKM.

show rmon history index
{throughput | errors |
other} [period period]

index: (1..65535)

period:
(1..2147483647) cek

MokasbliBaeT nctoputo Ethernet cratuctukm RMON.

- index — 3anpoLeHHan rpynna cTaTUCTUKK;

- throughput - nokasbiBaeT cyeTYMKM NPON3BOAUTENBHOCTH
(nponyckHoW cnocobHocTK);

- @rrors - NOKa3bIBaeT CYETUMKM OLLINOOK;
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- other - NoKa3sbIBaeT CYETUYMKM OBPLIBOB M KONIU3UIA;
- period — NOKa3bIBaeT UCTOPUIO 3a 3AMPOLLEHHbIN NEepros
BPEMEHMU.

show rmon alarm-table

- MoKasblBaeT CBOAHYIO TabauLy aBapuitHbIX COObITUI

show rmon alarm number

MoKa3biBaeT KOHOUIypPaLMIO HACTPOMKM aBapPUnHbIX COBbITMI

(1..65535) - number — NHAEKC aBapuIAHOIo cobbITUA.
show rmon events i MokasbiBaeT TabamLy cobbITUI YAaNEHHOTO MOHUTOPUHIA
RMON.
show rmon log [event] MokasbiBaeT TabavLy 3anucelt yaaneHHOro MOHUTOPUHIa
(0..65535) RMON.

- event — UHAEKC cobbITuA.

[pumepbl 8b1M0MAHEHUA KOMAHO

= [lokasaTb cTatncTMKy 10 nHtepdeica Ethernet nepsoro yctpoicTea B cTeke:

console# show rmon statistics gigabitethernet 1/0/10

Port gil/0/10

Dropped: 0
Octets: 3876
Broadcast: O

Undersize Pkts:
Fragments: O
64 Octets: O

CRC Align Errors: 0

128 to 255 Octets: 0
512 to 1023 Octets: O

Packets: 57
Multicast: 57
Collisions: O

0 Oversize Pkts: O
Jabbers: 0

65 to 127 Octets: 57
256 to 511 Octets: O
1024 to max Octets: O

Tabanuya 5.153 - OnucaHue pesynbTaTos

Mapamemp OnucaHue
Dropped Konunuectso 3a4eTeKTUPOBaHHbIX COBbITUIM, KOraa NakeTbl 6bl1M OTOPOLLEHDI.
Octets Konnyectso 6aiiT gaHHbIX (BK/IOYaA 6aiTbl NNOXMX NAKETOB), MPUHATLIX U3 CETU
(nckntoyasa pperimoBble 6UTbI, HO BKOYAA BUTbI KOHTPOILHOW CyMMbl).
Packets Konnyectso NpuHATLIX NaKeToB (BK/OYasA NAOXMe, LUMPOKOBELATeNbHbIE 1
MHOroaapecHble nakeTbl).
Konnyectso NpuMHATBIX LUMPOKOBELLATE/IbHbIX NAKETOB (TO/IbKO KOPPEKTHbIE
Broadcast
nakertbl).
Multicast Konunyectso NpMHATBIX MHOTOAAPECHbIX MAKETOB (TO/IbKO KOPPEKTHbIE MAKeTbl).

CRC Align Errors

KonunyectBo NpMHATLIX NAKeTOB ANMHON OT 64 A0 1518 63T BKAKOUUTENBHO,
MMEIOLLMX HEBEPHYIO KOHTPOIbHYIO CYMMY IMBO C LeNbim Yncnom 6ainT (owmbKm
NPoBEepPKM KOHTPOJIbHOW cymMbl — FCS), nanbo c Heuenbim yncaom 6anT (owmnbkm
BblpaBHMBaHUA — Alignment).

Collisions

OueHKa KonnyecTsa KoAAn3nii Ha gaHHom Ethernet cermeHnTe.

Undersize Pkts

Konnyectso NPUHATLIX NAaKeToB A/IMHON MeHblie 64 6aiT (UcKoYan GperimoBblie
6U1TbI, HO BKOYAsA BUTbI KOHTPOILHOW CYMMbI), HO B OCTa/IbHOM MPaBUAbHO
chOpPMMNPOBAHHbIX.

Oversize Pkts

KonnyectBo NpuHATLIX NakeToB AnHOM 6onblwe 1518 6aiT (Mckntovan dpelimosble
6UTbI, HO BKOYAA BUTBI KOHTPOILHOWM CYMMbI), HO B OCTa/IbHOM NPaBUIbHO
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chopMUpPOBaHHbIX.

KonnuyectBo NpUHATLIX NAaKETOB AJ/IMHON MeHblue 64 6aliT (UcKtoYas perimoBblie
6UTbl, HO BK/IlOYas BUTbI KOHTPOIbHOW CYMMbI), UMEIOLMX HEBEPHYIO KOHTPObHYIO

Fragments . o
CYMMY /IM6O C LenbiM Ynciom 6aiT (OLMBKKN NPOBEPKU KOHTPOIbHOM cymMMmbl — FCS),
MBO € HeuenbiMm Ynuciom 6anT (oWwMbKKM BbipaBHUBaHKUA — Alignment).
KonnuyectBo NpuHATLIX NakeToB AnHOM 6onblwe 1518 6aiT (Mckntovan dpelimosble
Jabbers 6UTbl, HO BK/ItOYas BUTbI KOHTPO/IbHOM CYMMbI), UMEIOLMX HEBEPHYIO KOHTPObHYIO
CyMMYy 160 C Luenbim Ynciom 6aiT (oWMBKM NPOBEPKU KOHTPOIbHOM cymmbl — FCS),
MBO € HeuenbiMm Ynuciom 6anT (owmMbKK BbipaBHMBaHKA — Alignment).
64 Octet KonnmuecTBo NPUHATLIX MAKETOB (BK/tOYasA Nioxue nakeTbl) AMHOM 64 6aliTa

(nckntovas pperimosbie 6UTLI, HO BKNHOYAA BUTbI KOHTPOLHOK CYMMblI).

65 to 127 Octets

KonnuyectBo NpUHATLIX NAaKETOB (BK/OYaA NAoXue NakeTbl) 4AnHol oT 65 go 127
6alT BKAOUUTENBHO (UCKAOYas dpeimoBble BUTbI, HO BKAKOYasA BUTbI KOHTPO/IbHOM
CYMMbl).

128 to 255 Octets

KonmuecTBo NPUHATLIX NAKeTOB (BK/tOYasA NioXue nakeTbl) AAMHOM oT 128 Ao 255
6aliT BKAOYUTENLHO (UCKAOYasa GppelrimoBble 6UTbI, HO BKAOYAaA BUTbI KOHTPOLHOWM
CYMMbI).

256 to 511 Octets

KonnyectBo NpuHATLIX NAaKeTOB (BK/IOYasA Naoxue nakeTbl) 41MHON oT 256 ao 511
6aliT BKAOYUTENLHO (UCKAOYas GppelimoBble BUTbI, HO BKIOYasA BUTbI KOHTPO/IbHOWM
CYMMbl).

512 to 1023 Octets

KonnuecTBo NpUHATLIX MAKeTOB (BKAtOYasA Naoxme nakeTbl) aanHol ot 512 go 1023
6alT BKAOUUTENBHO (UCKAOYas dpeiimoBble BUTbI, HO BKAKOYasA BUTbI KOHTPOIbHOM
CYMMbI).

1024 to 1518 Octets

KonmuecTBo NPMHATLIX MaKeToB (BKAKOYasA Naoxue naketbl) anmMHol ot 1024 ao 1518
6alT BKAOYUTENLHO (UCKAOYasa GppelimoBble 6UTbI, HO BKAOYAA BUTbI KOHTPObHOWM
CYMMbl).

= [loKasaTb MHOOPMaLUMIO NO rpynnam CTaTUCTUKKM 1A nopTa 8:

console# show rmon collection stats gigabitethernet 1/0/8

Index Interface

Interval Requested Samples Granted Samples Owner

Tabnnua 5.154 - OnucaHue pesynbTaTos

Mapamemp OnucaHue
Index NHAEKC, YHUKaNbHO MAEHTUOULMPYIOLWMIA 3aMUCh.
Interface Ethernet-nHtepdelic, Ha KOTOpom 3anyLLeH onpoc.
Interval MHTepBan B CeKyHAAX MeXAyY Onpocamu.

Requested Samples

3anpoleHHOe KOIMYECTBO OTCYHETOB, KOTOPOE MOXKET 6bITb COXpaHeHo.

Granted Samples

PaspelueHHoe (ocTaBLIeeca) KOIMYECTBO OTCYETOB, KOTOPOE MOKET BbiTb
COXpaHeHo.

Owner

Bnageneu aaHHOM 3anucu.

MNoKasaTb CHETUMKM HpOHYCKHOﬁ CﬂOCO6HOCTM,ﬂﬂﬂprngICTaTMCTMKM 1:

console# show rmon history 1 throughput

|Sample set: 1

Owner: MES
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Time

Interface:

gil/0/1 Interval: 1800
Requested samples: 50 Granted samples: 50

Maximum table size: 100

Octets Packets Broadcast Multicast

Nov 10 2009 18:38:00 204595549 278562 2893 675218.67%

Tabnnuya 5.155 - OnucaHue pesynbTaTos

Mapamemp OnucaHue
Time [aTa 1 Bpema co3gaHma 3anmcu.
Octets Konnuectso 6aiiT AaHHbIX (BKAOYaA 6aiTbl NIOXMX NAaKETOB) NPUHATLIX U3 CETU
(Mckntovas dppeimosbie BUTLI, HO BKJIKOYAA BUTbI KOHTPOJIBHON CyMMbl).
Packets Konunyectso NnpuHATLIX NAaKeTOB (BK/IOYAsA NJOXME NaKeTbl) B TeYeHMeE Nepuoaa
bopmmpoBaHuA 3anucK.
Broadcast KonnuecTBo NPUHATHIX XOPOLIMX NAKETOB B TeYeHMe nepmosa GopmMmMpoBaHua
3anuncy HanpaB/ieHHbIX HA LUMPOKOBELLATeNbHbIE agpeca.
Multicast Konnyectso NpuMHATHIX XOPOLUUX NAKETOB B TeYeHue nepnoga GopmupoBaHus
3anMcKu Hanpas/ieHHbIX Ha MHOTOAZPECHbIE agpeca.
OueHKa cpegHen NPOoNyCcKHOM cnocobHOCTU GU3NYECKOro YPOBHA HA AaHHOM
Utilization nHTepdeiice B TeueHne nepmosa GopmmposaHma 3anucu. NMponyckHasa cnocobHOCTb
OLLeHMBAETCA BE/IMYMHOM A0 ThICAYHOM NPOLEHTA.
Konunyectso npuHATLIX B TeueHWe nepmosa GopmMUpoBaHMs 3anmncu NaketTos AJNHOM
CRC Align oT 64 fo 1518 63T BKAYUTENBHO, UMEIOLLIMX HEBEPHYIO KOHTPOJIbHYIO CYMMY
& 6o C uenbim ymcnom 6anT (oWMbKU NPOBEPKU KOHTPOAbHOM cymmbl — FCS), nnbo
C Heuenbim Yncinom 6aiT (owmbKku BbipaBHMBaHMA — Alignment).
OueHKa KoimyecTBa KOIM3NiA Ha AaHHOM Ethernet cermeHTe B TedeHue neproaa
Collisions bopmmpoBaHuA 3anucw.

Undersize Pkts

Konanyectso NpuHATBLIX B TeueHne nepmoga GopmMMpoBaHMA 3anmncu NaketTos AANHOMN
MeHble 64 6aiT (Mckntoyan Gperimosble BUTLI, HO BKAOYAA BUTbI KOHTPONLHOW
CYMMbl), HO B OCTa/IbHOM NPaBUbHO CHOPMMUPOBAHHbIX.

Oversize Pkts

KonnuectBo NpUHATLIX B TeYeHne nepnoga GopmmupoBaHuMa 3anmncy naketTos AJANHOM
6onbwe 1518 6anT (Mckatoyan dpelrimosble 6UTbI, HO BKAOYAs GUTbI KOHTPOIbHOM
CYMMbl), HO B OCTa/lbHOM NPaBUIbHO CHOPMMPOBAHHbIX.

Fragments

Konnuectso NpUHATLIX B TeYeHWe nepnoga GopmmupoBaHuMa 3anmncy naketTos AJAMHOM
MeHblle 64 6aiT (Mcknoyan dpelrimoBble 6MTbl, HO BKAKOYAA BUTbI KOHTPOAbHOM
CYMMbl), UMEIOLLUX HEBEPHYIO KOHTPONbHYIO CYMMY B0 C LeNbiMm YUCAoM 6aiT
(owmnbKM NpoBEpPKN KOHTPOAbHOW cymmbl — FCS), nMbo c Heuenbim Ynciom 6anT
(owmnbKM BbipaBHMBAHMSA — Alignment).

Jabbers

Konanyectso NnpuHATBLIX B TeueHne nepmoga GopmMMpoBaHMA 3anmncu NaketTos AANHOMN
6onbue 1518 6anT (Mcknouan dperimosble 6UTbI, HO BKAKOYAs BUTbI KOHTPObHOM
CYMMbI), UMEIOLLMX HEBEPHYH KOHTPOJIbHYIO CYMMY IGO0 C LieNbiM Ynucaom 6ant
(owmnbKM NpoBEPKN KOHTPOAbHOW cymmbl — FCS), nMbo c Heuenbim Yncaom 6anT
(owmnbKM BbipaBHMBAHMSA — Alignment).

Dropped

Konnyectso 3a4eTeKTMPOBaHHbIX COBLITUI, KOraa nakeTbl 6bian 0T6POLLIEHbI B
TeyeHue neproaa GopmMMPOBaHMA 3annCK.

- nOKa3aTbCBOAHyK)Ta6ﬂMuyCMFHaﬂOBTpeBOFMI

console# show rmon alarm-table

Ethernet-kommymamopsl MES1000, MES2000

165




HELTEX

Index OID Owner

1 1.3.6.1.2.1.2.2.1.10.1 cLr

2 1.3.6.1.2.1.2.2.1.10.1 Manager
Tabnnua 5.156 - OnucaHue pesynbTaToB

Mapamemp OnucaHue
Index MHAEKC, YHUKaNbHO MAEHTUOULMPYIOLLMIA 3annCh
(e]]»] OID KoHTponpyemoit nepeMeHHoM
Owner Monb3oBaTtenb, CO3A4aBLIMIA 3aNUCH.

console# show

rmon alarm 1

Alarm 1

Interval: 30

Startup Alarm:

Falling Event:
Owner: CLI

OID: 1.3.6.1.2.1.2.2.1.10.1
Last sample Value: 878128

Sample Type: delta

rising
Rising Threshold: 8700000
Falling Threshold: 78
Rising Event: 1

1

Tabnnuya 5.157 - OnucaHue pesynbTaTos

Mapamemp

OnucaHue

OID

OID KoHTpoAMpyemoit nepeMeHHOMN.

Last Sample Value

3HauyeHune nepemeHHOM Ha NocnegHeM KOHTPOIbHOM UHTepBane. Ecan metog
oTbopa nepemeHHbIx absolute — To 370 abcoNtOTHOE 3HaYeHMEe NepeMEHHOM, ecan
delta — To pasHMLa MmexAay 3HaYEHMAMM NepeMeHHOM B KOHLE U B Havane
KOHTPO/IbHOTO MHTEpBana.

Interval

MHTepBan B cCeKyHAax, B Te4EHME KOTOPOTro AaHHble OTOMPAOTCA U CPAaBHMBAIOTCA C
BEPXHEN M HUXKHEWN TPaHULAMM.

Sample Type

MeToa, oT60pa yKa3aHHbIX NepeMeHHbIX U NoAcYeTa 3HaYeHUA A41A CPAaBHEHUA C
rpaHmMuamn. Metog absolute — abcontoTHoe 3HaveHMe BbiI6paHHOM NepemeHHON
6yAeT cpaBHEHO C rpaHuLLEel Ha KOHLLe ucciesyemoro nHTepsana. Metog, delta —
3HayeHWe BbIbpPaHHOW NepemMeHHON Npu nociegHem otbope 6yaeT BbIYTEHO U3
TEKYLLEro 3HaYeHuA, U pasHuLa byaeT cpaBHEHA C rpaHMLAMM (PasHULLA MeXKaY
3HaYEeHUAMM NepemMeHHON B KOHLE U B HaYasie KOHTPO/IbHOFO MHTEPBaa).

Startup Alarm

MHCTpYKUMA a4na reHepaumn cobbiTUii Ha NEPBOM KOHTPOIbHOM MHTEpBane.
OnpeaenseT npaBuia reHepaLMm aBapUnHbIX COBLITUI AN NEePBOTro KOHTPObHOTO
MHTepBaaa NyTem cpaBHEHUA 0TOBpaHHOM NepemeHHol ¢ oaHoW, Mnbo obenmu
rpaHuLamm.

rising — reHep1poBaTb e4MHUYHOE aBapuiMHoe cobbiThe Mo BOCXoAALLEN FpaHuLLe,
€C/N 3HaYeHMe 0TobpaHHON NepeMeHHOM Ha NEPBOM KOHTPOJIbHOM MHTepBae
6onbwem 1M60 paBHOM 3TOW rpaHuLe.

falling — reHepupoBaTb eANHMYHOE aBapUMHOE COObITUE NO HUCXOAALLEN rpaHuLe,
ec/n 3HayYeHne oTobpaHHON NepemeHHOM Ha NePBOM KOHTPOJIbHOM UHTEpBane
MeHbLle Mb0o paBHO 3TOM rpaHuLe.

rising-falling — reHepupoBaTb eaAMHNYHOE aBapUiMHOE COBbITUE NO BOCXOAALLEN
N/MNn HUCXOAAWEN FpaHuLLe, ecan 3HaYeHne oTobpaHHOW NepeMeHHOoM Ha NepBom
KOHTPO/JIbHOM MHTEepBane 6onblue 60 paBHO BOCXOAALLEN rpaHuLe, n/unm
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MeHbLle NM60 paBHO HUCXOAALLEN rpaHuLe.

3HayeHMe BocxosLlel rpaHuLbl. Korga 3HaveHne oTobpaHHOM nepemeHHoM Ha
npeablayLuLem KOHTPOIbHOM UHTepBasie 6bl10 MeHblle AaHHOM rpaHuLbl, a Ha
TEKYLLEM KOHTPO/IbHOM MHTepBase 6osibwiem M60 paBHOM 3HaYEHMIO TPaHULbI,
TOraa eaAMHUYHOE cobbiThe reHepupyeTcs.

Rising Threshold

3HayeHMe HMCxoaallen rpaHmubl. Korga sHayeHre oTobpaHHOM nepemeHHOM Ha
npeAablayLuem KOHTPOIbHOM UHTepBase 6b110 60blie AaHHOW rpaHuLbl, @ Ha
TEKYLLEM KOHTPONbHOM UHTEpBane MeHblie NMMB60 paBHO 3HAYEHMIO rPaHMLbl, TOr4a
eAnHNYHOEe cobbIThe reHepupyercs.

Falling Threshold

Rising Event NHAeKc cobbiTMa NCNONb3YIOLWErocs, Koraa BOCXo4AWan rpaHuLa nepeceyeHa.
Falling Event NHAEeKC cobbITUA MCNO/b3YIOLWEroCsa, KOrAa HUCXOAALLAA FpaHuLLA NepeceyeHa.
Owner Monb3oBaTesnb, CO34aBLUMI 3aMNUCh.

= [lokasaTtb Tabsmuy cobbITMi yaaneHHoro MoHuTopuHra RMON:

console# show rmon events

Index Description Type Community Owner Last time sent
1 Errors Log CLI Nov 10 2009 18:47:17
2 High Broadcast Log-Trap router Manager Nov 10 2009 18:48:48

Tabnuua 5.158 — OnucaHue pesynbTaTos

Mapamemp OnucaHue
Index NHAEeKC, YHUKANbHO MAEHTUDULMPYOLWMIA cobbiThe.
Description KommeHTapuit, onucbliBatowmin cobbiTue.

Tun yBeLOMIEHUS, FeHEPUPYEMOTO YCTPONCTBOM MO 3TOMY CObBbITUIO:
none — He reHepnpoBaTb YBeAOMIEHHUS,

Type - log — reHepupoBaTb 3anucb B Tabauue,

- trap — otcbinatb SNMP trap,

- log-trap — reHepupoBaTb 3anucb B Tabaunue n otcbinate SNMP trap.

Community CTtpoka coobuiectsa SNMP ana nepecbinku trap.

Owner Monb3oBaTtenb, co3AaBWNA cobbITHE.

Bpema n paTta reHepupoBaHMA nocaegHero cobbiTuA. Ecin He bbino creHepupoBaHo

Last time sent o
Cob6bITUIA, TO 3TO 3HaYeHne byaeT paBHO HyHO.

= [lokasaTtb Tabsumuy 3anuceit yaaneHHoro MoHuTopmHra RMON

console# show rmon log

Maximum table size: 100

Event Description Time

1 Errors Nov 10 2009 18:48:33

Tabnunua 5.159 — OnucaHue pesynbTaTos

Mapamemp OnucaHue

Index NHAEKC, YHUKaNbHO NAEHTUOULMNPYIOLLNI 3aMKnCh.
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Description

KommeHTapwuit, onucbiBatowmii cobbiTue.

Time

Bpema co3gaHunA 3anmcu.

5.19.6 Cnucku docmyna ACL dns ynpaeneHus ycmpolicmeom

MporpammHoe obecneyeHne KOMMYTAaTOPOB MO3BOAAET paspewnTb AM60 OrpaHU4YMTb AOCTYM K
yNpPaB/IeHNIO YCTPOMCTBOM Yepes onpeseneHHble nHTepdelicol. Jaa 3ToW Lean co34arTca CIMCKM AoCTyna

(Access Control List, ACL) ana ynpasneHus.

KomaHObI pexcuma 2106as16H020 KOHGU2YPUPOBAHUSA

Bug, 3anpoca KOMaHAHOM CTPOKM pexmnma rnobanbHOro KOHGUIrypupoBaHus:

console (config) #

Tabanua 5.160 — KomaHgbl pexxuma rnobanbHOro KOHGUrypmpoBaHus

KomaHda

3HaueHue Aeiicmeue

management access-list
name

no management access-list
name

Co3paeT CNMCOK A0CTyNa 41 ynpasieHus. Bxoa B pexxum
KOHOUIYpMpOoBaHUA CNMCKa AOCTyNa ANA YNPaBAeHUSA.

(1..32) cumBona
YpanseT cnucok focTyna Ans ynpasaeHus.

management access-class
{console-only | name}

no management access-
class

OrpaHuuMBaEeT ynpasaeHue yCTPOMCTBOM MO ONpPeaeieHHOMY
cnucky goctyna (access list). AKTUBMPYET yKasaHHbIM CNUCOK
focrtyna.

(1..32) cumsona - console-only — yripaeneHue ycTpoicTBOM LOCTYMNHO TO/LKO C
KOHCOAM.

OTMmeHsAeT orpaHMYeHne Ha ynpasaeHue yCTPOMCTBOM Mo
onpeaeneHHOMy CnMcKy gocTyna (access list).

KomaHObI pexcuma KoHgu2ypuposaHus crnucka 0ocmyna 0414 ynpasaeHus

Bug, 3anpoca KOMaHAHOM CTPOKM B pPeXKUME KOHPUIyprpoBaHUA CNMCKa A0CTyNa ANS ynpaBaeHus:

console (config) # management access-list eltex manag
console (config-macl)#

Tabnnua 5.161 — KomaHAabl pexxuma KoOHPUrypupoBaHMA CNMcKa A0CTyNa ANs ynpaBaeHus

KomaHda

3HaueHue Aeilicmeue

permit

[gigabitethernet gi_port |
fastethernet fa_port |
port-channel group |

vlan vian_id] [service service]

3agaert paspeluatolLiee ycioBMe ANA YNPaBAAIOLWErO
cnucka goctyna.
B napameTpax ycnoBus MoXKeT bbiTb yKa3aH

gi_port: (1..3/0/1..28); UHTepdEiC 1 NPOTOKON JOCTYNA K YCTPOWCTBY.

fa_port: (1..3/0/1..24);

ipv6_address [prefix_length}
[mask {mask | prefix_length}]
[gigabitethernet gi_port |
fastethernet fa_port |
port-channel group |

vlan vian_id] [service service]

permit ip-source {ipv4_address | vian_id: (1..4094);

group: (1..8);

service: (telnet, ssh, snmp,
http, https)

deny

[gigabitethernet gi_port |
fastethernet fa_port |
port-channel group |

vlan vian_id] [service service]

gi_port: (1..3/0/1..28); 3afaert 3anpeLyaioLLee yci0B1e A5 YNPaBaAoLLEro
fa_port: (1..3/0/1..24); CMMCcKa goctyna.
group: (1..8);

vlan_id: (1..4094);
service: (telnet, ssh, snmp,
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deny ip-source {ipv4_address | http, https)
ipv6_address /

prefix_length}

[mask {mask | prefix_length}]
[gigabitethernet gi_port |
fastethernet fa_port |
port-channel group |

vlan vian_id] [service service]

KomaHOb1 pexcuma Privileged EXEC

BunAa 3anpoca KomaHAHOM CTPOKK pexxkunma Privileged EXEC:

console#

Tabnunua 5.162 — KomaHgb! pexuma Privileged EXEC

KomaHda Aelicmeue

show management access-list | MoKasbiBaeT CNMCKM JOCTYNa AR YNpaBAeHUs.
[name]

show management access-class MokasbiBaeT MHOpPMaL Mo 06 aKTMBHBIX CMMCKAX A0CTYNaA A8 YpaBieHUs.
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5.19.7 Hacmpoiika docmyna

5.19.7.1 Telnet, SSH, HTTP u FTP

JaHHble

KOMaHAapl

npeaHasHa4yeHbl AnA

K HEMY 419 MOHUTOPUHIA U KOHPUIYPUPOBaHMA.

HACTPOMKMK

KomaHObI pexcuma 2106as16H020 KOHGU2YPUPOBAHUSA

BuAa 3anpoca KoMaHAHOM CTPOKM pexnma rnobanbHOro KOHPUrypmposaHuma:

console (config) #

Tabnnua 5.163 — KomaHgbl pexuma rnobanbHOro KOHPUrypmpoBaHus

KomaHda

3Ha4yeHue/3HayeHue no
YMOAYAHUIO

Aeiicmeue

ip telnet server

no ip telnet server

Mo ymonyaHuto Telnet
CepBep BK/IOYEH.

PaspewaeT yaaneHHoe KOHPUIypupoBaHUe ycTpoCcTBa Yyepes
Telnet.

3anpeLaeT yaaneHHoe KOHGUTYpUpPOBaHUE YCTPOICTBA Yepes
Telnet.

ip ssh server

no ip ssh server

Mo ymonuaHuto SSH
cepBep BKIOYEH.

PaspewaeT yaaneHHoe KOHPUrypupoBaHUe yCTPOIMCTBA Yepes
SSH.
[0 Tex nop, NoKa Kaou gnsa wudppoBaHUa He
creHepupoBaH, SSH-cepBep 6yaeT HaxoauTbCA B
pe3sepse. Nocne reHepauun Kawua (Mcnonblyemblie
KomaHpgb! crypto key generate rsa u crypto key generate dsa)
cepBep nepeiiger B paboyee cocrosHue.

3anpelaeT yaaneHHoe KOHOUIypupoBaHUe YCTPOMCTBA Yepes
SSH.

ip ssh port
port-number

no ip ssh port

(1..65535)/22

TCP-nopT, ucnonbsyemblit SSH-cepsepom.

YcTaHaBAMBaeT 3HAYEHNE MO YMOHAHUIO.

ip ssh pubkey-auth

no ip ssh pubkey-auth

Mo ymonyaHuto
MCNONb30BaHNe
ny6MYHOrO Katoya
3anpeLyeHo

Pa3peluaeT ncnonb3osaHue Ny6ANMYHOrO Katoua AN BXOAALLUX
SSH-ceccuit.

3anpewaeT Ucnoab3oBaHue Ny6AMYHOrO KAloYa AN BXOAALMX
SSH-ceccuit.

ip ssh password-auth

no ip ssh password-auth

Mo YMONYaHUIO OTK/IIOYEHO

BkatoueHUWe pexxnuma ayTeHTudUKaLmMm no naponto

OTKAloYeHME peXxnma ayTeHTUOMKaLMM No Naponto

crypto key pubkey-chain
ssh

Mo yMOAYaHMIO KoY He
co3paH

Bxog B pexxum KoHourypauum nybanyHoro Kawoua.

crypto key generate dsa

leHepupyeT napy Kntoyelt DSA — yacTHbI U Ny6AUYHBIN gns
SSH-cepsuca.

Ecnu xota 6bl 0AMH U3 Napbl KAKOUeEi y:Ke Co34aH, TO
V cucTema NPeaoXKUT nepesanucaTb KoY.

crypto key generate rsa

TeHepupyeT napy Knwoyen RSA — 4acTHbIA U Ny6AMYHbIA ann

SSH-cepBuca.

V’ Ecnun xoTa 6bl 0AMH U3 Napbl KAOYel yxKe co34aH, TO
cucTeMa NpeanoXKUT nepesanmncatb K.

ip ftp server

no ip ftp server

Mo ymonyaHuto FTP-cepsep
BKNIOYEH

Bkntouaet FTP-cepsep

OTtkntovaet FTP-cepsep

ip http port port

no ip http port

(1..65535)/80

3apaet nopt HTTP-cepBepa

BocctaHaBnmBaeT 3HaveHue no YMON4YaHUIO
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ip http secure-port port

no ip http secure-port

(1..65535)/443

3apaet nopt HTTPS-cepBepa

BoccTaHaBnMBaeT 3HauYeHMe No YMONYaHUIO

ip http secure-server

no ip http secure-server

Mo ymonyanuio HTTPS-
cepBep BbIK/IOYEH

Bkntouaet HTTPS-cepsep

Bbikntoyaet HTTPS-cepsep

ip http server

no ip http server

Mo ymonuyaHuto HTTP-
cepBep BKAOYEH

Bkntouaet HTTP-cepBep

Bbikntoyaet HTTP-cepsep

ip http timeout-policy
seconds

no ip http timeout-policy

(0..86400)/600

3apaet TaiimayT HTTP-ceccum

BoccTaHaBnvBaeT 3HaueHue no YMONYaHUIKO

Ip https certificate {1]|2}

OnpeaensneT akTUBHbIW HTTPS-cepTuduKkaT

crypto certificate {1]2}
generate

leHepupyeT SSL-cepTudukat

crypto certificate {1]2}
import

UmnopTtupyet SSL-cepTudmKaT, Ha3HAYEHHbBIN LLEHTPOM
ceptTudUKaummn

V%

Knioum, creHepupoBaHHble KomaHaamum crypto key generate rsa u crypto key generate dsa,
COXPaHAIOTCA B 3aKPbITOM AN Nosib3oBaTtens aiine KoHduUrypaumu.

KomaHObI pexcuma KoHgu2ypuposaHusa nybau4Ho20 Kaw4d

Bug 3anpoca KOMaHAHOM CTPOKU B peXnume KoHOUrypmpoBaHMa nybIMYHOrO Katoua:

console# configure
console (config) # crypto key pubkey-chain ssh
console (config-pubkey-chain) #

Tabnunua 5.164 — KomaHgbl pexxuma KoHPUrypuposaHMa Nyb6ANMYHOIO Ktoya

no user-key username

(1..48) cumBonos

KomaHoa 3HaveHue Aelicmeue
user-key username BXxoz, B peXXmMm co34aHNA MHAMBUAYANbHOTO Ny6AMYHOIO
{rsa|dsa} KAtoya.

- rsa — co3aatb RSA-Kkntoy;
- dsa — co3gatb DSA-Kntou.

Yaanset ny6nyHbIin KNoY gia onpeaeneHHoro
nonb3oBaTens.

Bupg 3anpoca KOMaHAHOﬁ CTPOKU B pexXnume co3aaHna nHanBmnaAyasibHOIro I'IV6I'IM‘-IHOFO KAto4a:

console# configure
console (config) # crypto key pubkey-chain ssh

console (config-pubkey-chain) # user-key eltex rsa
console (config-pubkey-key) #

Tabnnua 5.165 — KomaHAabl pexkuma co3gaHns UHANBMAYaANbHOTO Ny6ANYHOrO KAtoya

KomaHoa

Aelicmeue

key-string

Cospaer I'Iy6I'IMLIHbIl;’I KNKOY aNna onpeneneHHoro no/sib3oBaTtensa.

key-string row key-string

Cospaet I'|y6}'IW-IHbIl71 KNKOY oNnAa onpeneneHHoro nosb3oBaTtena. BBsog, kntoya ocyuiecTenaetca

NOCTPOYHO.

- key-string — vacTb Kntoua.

[nsa Toro utobbl CUCTEMA NOHANA, YTO K/HOY BBEAEH NOJIHOCTbIO, Heo6X0aMMO
BBeCTM KomaHay key-string row 6e3 cumsonos.
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KomaHOb! pexcuma EXEC

KomaHgbl faHHOTO pa3aena AOCTYMNHbI TO/IbKO A/1A NPUBUAETMPOBAHHbIX MOb30BATENEN.
BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:
console#

Tabnunua 5.166 — KomaHab! pexuma EXEC

KomaHda 3HaueHue Aeiicmeue
show ip ssh MokasbiBaeT KoHdUrypauuto SSH-cepBepa, a TaKkKe akKTUBHbIe
) Bxoaawme SSH-ceccum.

show crypto key pubkey- (1..48) cumBonioB. MokasbiBaeT nybanyHble SSH-KNtouM, COXpaHeHHble Ha

chain ssh [username KOMMyTaTope.

username] [fingerprint Mo ymonyaHuMIo oTne4YaTok

{bubble-babble | hex}] KNtoya B - username — UMA y4aNEHHOTO K/MUEHTa;

LWecTHaAuaTePUYHOM - bubble-babble — oTneuatok kntouya B Koae Bubble Babble;

dopmare. - hex — oTneyaTok Kntoya B WeECTHaALATEPUYHOM KoZe.

show crypto key mypubkey MokasbiBaeT Nyb6anyHble Ko4un SSH-kommyTaTopa.

[rsa | dsa] )

show crypto certificate OTtobparkaet SSL-cepTudmKaTtbl ana HTTPS-cesepa

mycertificate [1]2] )

show ip http - OTobpaxkaeT coctoaHue HTTP-cepBepa

show ip https - OTobparkaet coctosiHue HTTPS-cepsepa

[pumepbl 8b1M0MHEHUS KOMAHO

= Bkatountb cepBep SSH Ha KommyTaTope. PaspelwmnTtb Mcnonb3oBaHMe NyBANYHbBIX Kato4el.
Cosgatb RSA-katou ans nonb3osaTtena eltex:

console# configure

console (config) # ip ssh server

console (config) # ip ssh pubkey-auth

console (config) # crypto key pubkey-chain ssh

console (config-pubkey-chain) # user-key eltex rsa

console (config-pubkey-key)# key-string AAAAB3NzaClyc2EAAAADAQABAAABAQCVTNRw
PW1A14kpgIw9GBRoNZQZx JHKCKL6rM1Q+ZNXfZSkvHG+QusIZ/76ILmFT34v7u7ChFAE+VU4GR
fpSwoQUVV35LgJJk67I0U/zfwOl1lgkTwml75Q0RIgHU]S6KWGN20WXgh3ub8gDjTSqmuSn/Wd051
DX2TExQWu081icglk02LYciz+Z4TrEU/9FIxwPiVQOjc+KBXuR0juNg5nFYsY0ZCkON/W9a/tnk
mlshRE7Di71+w3fNiOA6wW9044t6+AINEICBCCA4YCcF6zMzaTlwefWwX6f+Rmt5nhhgqdAtN/40Jf
cel66DgVX1gWmNzNR4DYDvSzg01lDnwCAC8Qh

Fingerprint: a4:16:46:23:5a:8d:1d:b5:37:59:eb:44:13:09:33:e9

5.19.7.2 KomaHObI KOHGuU2ypuposaHus mepmuHand

KomaHabl KOHOUIypMpoBaHMA TepMWHana CAy»KaT ANA HACTPOMKM MapameTpoB /IOKa/ibHOW U
yAaNeHHOM KOHCONM.

KomaHObI pexcuma 2106a16H020 KOHGU2YpUPOBAHUA

Bug, 3anpoca KOMaHAHOW CTPOKM pexknma rnobanbHoro KoHOUrypnpoBaHmsa:

console (config) #
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Tabnnuya 5.167 — KomaHgb! pexxuma rnobanbHOro KOHPUrypmpoBaHus

KomaHoa

Aeiicmeue

line {console |telnet|ssh}

Bxof, B peXXnm COOTBETCTBYHOLLErO TEPMUHANA (NOKaNbHAsA KOHCO/b, yAaNeHHas KOHCONb —
Telnet unu yganeHHas 3awmLLeHHaa KoHconb — SSH).

KomaHObI pexxuma KOHgu2ypuposaHus mepmuHana

Bua, 3anpoca KOMaHAHOW CTPOKM B PeXMMe KOHPUTYypMpoBaHMA TEpMUHANA

console# configure
console (config)# line {console|telnet|ssh}
console (config-line) #

Tabnunua 5.168 — KomaHab! pexkuma KOHPUrypupoBaHMa TepMUHaNa

no autobaud

KomaHoa 3HayeHue/3HayeHue no Aelicmeue
YMOAYAHUIO
speed bps YcTaHaBAMBAET CKOPOCTb AOCTYNA MO JIOKaNbHOM KOHCOU
2400, 9600, 19200, 38400, (KomaHp,a AOCTYyNHa TO/IbKO B pexxnme KOHd)l/IprVIpOBaHVIﬂ
57600, 115200/115200 604, NI0KaNbHOM KoHCoNM).
no speed YcTaHaBAMBAET 3Ha4YeHUe No YMONYaHUIO.
autobaud

BK/1to4YaeT aBTOMaTUYECKOe onpeaesieHne CKOpPoCTU JOoCTyna
No JI0KaNIbHOM KOHCO/IM (KOMaHAa AOCTYNHa TO/IbKO B peXume
KOHOUIYpMpPOBaHMSA NIOKANbHOM KOHCOK).

BbIK1tOYaET aBTOMaTUYECKOE ONpeaesieHne CKopocTu A4ocTyna
Mo JIOKaNbHOW KOHCO/IN.

exec-timeout minutes
[seconds]

no exec-timeout

minutes: (0..65535) muH;
seconds: (0..59) cek/
10 muHyT

3afaer HTepBan, B TEYEHME KOTOPOro CUCTEMA OXKMAAET
BBOZaA Nosib3oBaTtens. Ecaum B TeueHMe AaHHOTO UHTepBana
Nno/ib30BaTe/lb HUYEro He BBOAMT, TO KOHCO/b OTK/IlOYaeTcs.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

KomaHOobl pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console#

Tabnnuya 5.169 — KomaHab! pexkuma EXEC

KomaHoa

Aelicmeue

show line
[console|telnet|ssh]

MNoKa3biBaeT NapameTpbl TEPMUHANA.
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5.20 XypHan aBapwuii, npotokon SYSLOG

CuCTEMHbIE KYPHabl MO3BOAOT BECTU UCTOPUIO COOLITUIA, MPOM30LIEALWMX Ha YCTPOCTBE, @ TaKKe
KOHTPO/IMPOBaTb Npousoweawme cobbiTua B peasbHOM BpeMeHU. B XypHan 3aHocaTcA cobbiTva cemu
TMUMOB: Ype3BblyalHble, CUrHaNbl TPEBOMU, KPUTUYECKME U HE KPUTUYECKUE OLWMUOKKU, npeaynpexaeHus,
yBeaoMAeHUA, MHGOPMALIMOHHbIE N OT/IaZ04HbIe.

KomaHObI pexcuma 2106aa6HoU KOHGU2ypayuu

Bua 3anpoca KOMaHAHOW CTPOKM B pexnume

console (config) #

rnobanbHOM KOHOUTYpaLmm:

Tabanua 5.170 - KomaHgb! pexxknuma rnobanbHon KoHbUrypaumm

3HayeHue/3HayeHue no
YMOAYAHUIO

KomaHoa

Aelicmeue

logging on

BKAtoYaeT perncTpaumto oTaafouHbIX COOBLLEHMI U
coobuieHnin 06 ownbKax.

-/ perucTpaums BrAOYEHA
no logging on

BbIKNOYAET PErMcTpaLmio OTNaA0uHbIX COOBLLEHNIA 1

coobuieHunin 06 ownbKax.

V Mpu BbIKNIOYEHHOI perncTpaumumn oTnagouHble
coobueHuns u coobuieHuns o6 owmnbkax byayT

nepepasaTbCA Ha KOHCONb.

logging host

{ip_address[host}
host (1..158) cumBonos;

[port port] [severity level]
[facility facility]
[description text]

port: (1..65535)/514;
level: (cm. Tabn. 6.101);

facility: (localO..local7)/
local7;

BkntoyaeT nepenayy aBapunHbIX U OTAAL04YHbIX COODOLLEHNI
Ha yaaneHHblt SYSLOG-cepsep.

- ip_address — IPv4 unu IPv6-agpec SYSLOG-cepBepa;

- host — ceteBoe nmsa SYSLOG-cepBepa;

- port — HOMep nopTa N5 Nepesayn coobLLeHUN No
npotokony SYSLOG;

- level — ypoBeHb BaXHOCTM cOObLEHMI, NepesaBaemblx Ha
SYSLOG-cepsep;

- facility — ycnyra, nepegasaemas B cOObOLWEHMAX;

- text — onncaHue SYSLOG-cepsepa.

no logging host text: (1..64) cumsona

{ip_address[host}

YaansaeT BbIOpaHHbIV cepsep U3 CN1cKa UCNosb3yemblx
SYSLOG-cepBeposB.

logging console level

level (cm. Tabn. 5.171)/

BkAtovaeT nepefayy aBapuUnHbIX AN OTAAL0UYHbIX COOBLLEHMI
BbI6PaHHOrO YPOBHA BaXKHOCTU Ha KOHCO/b.

X informational
no logging console

BbIKk/ItOYaeT nepesady aBapuMHbIX MAN OTAAA0YHbIX
COO06LIEHMIA Ha KOHCO/b.

logging buffered [severity-
level]

level (cm. Tabn. 5.171)/

BkAtovaeT nepefady aBapunHbIX UAN OTA3L0UYHbIX COOBLLEHMIA
BbIOPAaHHOIO YPOBHSA Ba*KHOCTM BO BHYTPEHHUI bydep.

no logging buffered informational

BbIKkntouaeT nepegady aBapuUnHbIX MU OTAAL0UHbIX
Co0b6LEeHNI BO BHYTpEHHUI Bydep.

logging buffered size size
(20..400)/200

M3MeHAET KOo/IMYecTBO COOBLLLEHMI, 3aNOMUHAEMBbIX BO
BHYTpeHHem Bydepe. HoBoe 3HaueHue pasmepa bydepa
NPUMEHWTCA Noce nepesarpysku yCTponcTsaa.

no logging buffered size

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.

logging file level

BkAtovaeT nepegady aBapunHbIX UAN OTA3L04YHbIX COOBLLEHMIA
BbIGPAaHHOIO YPOBHSA Ba*KHOCTM B Galin KypHana.

level (cm. Tabn.

. 5.171)/errors
no logging file

Bbik/tovaeT nepeayy aBapunHbIX MAN OTAAA0UHbBIX
coobuieHunit B paiin xypHana.
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aaa logging login

no aaa logging login

-/enable

3aHOCUTb B XKYpHanbl COBbITUA ayTeHTUdMKALMM, aBTOPU3ALLUM

1 yyeta (AAA).

He 3aHOCUTb B 3KypHa/bl COBbITUA ayTEHTUDUKALLMMK,
aBTOpPU3aLMK U yyeTa (AAA).

file-system logging {copy |
delete-rename}

no file-system logging
{copy | delete-rename}

Mo ymon4yaHuio
perncTpauma BkaYeHa

BkntoyaeT pernctpaymto cobbiTuii ¢painsioBomn cUCTeMbI.

- COpY — perucTpaums coobLeHui, CBA3aHHbIX C onepaunamm
KonupoBaHus ¢alinos;

- delete-rename — pernctpauma coobLEHNI, CBA3AHHbIX C
vaaneHnem ¢paiinos n nepeMmeHoBaHMEM Onepaumii.

BbIKNtoYaeT perucrTpaumnio cobbitmii GpannoBoit cucTemsl.

management logging deny

no management logging
deny

Mo ymon4yaHuio
perucTpauma BKAOYEHA

BK/ItOYaeT permcTpaumio cobbiTnii 4OCTyNa ynpasaeHus.

BbIK/IlOYaET perncTpaumio cobbITUii 4OCTyNa ynpasaeHus.

logging aggregation on

no logging aggregation on

BKAtoyaeT KOHTpoOb arperaymm syslog-coobuieHni.

OTKAtoYaeT arperaumto syslog-coobLueHmi.

logging aggregation

aging-time sec

no logging aggregation
aging-time

(15..3600)

YcTaHaBAMBaET Bpems XpaHeHUa CrpynnupoBaHHbIx syslog-
coobLeHuni.

YcTaHaBAUBaeT 3HaYeHUe No YMONYAHUIO.

logging cli-commands

no logging cli-commands

Mo ymonyaHuio BegeHune
yyeTa 3anpeLeHo

PaspelwaeT BegeHue yyeTa (akkayHTa) gna seegeHHbIx B CLI
KOMaHA,

YcTaHaBAUBaeT 3HaYeHUe No YMOAYAHUIO.

Kaxkpoe cooblieHre MmeeT CBOM YPOBEHb BayKHOCTH, B Tabanue 6.101 npuseaeHbl TUNbl cO0bLWEeHMIA
B nopAaaKe ybbiBaHNA X BaXKHOCTU.

Tabnuua 5.171 — Tunbl BaXKHOCTN COOBLLEHUI

Tun saxcHocmu OnucaHue
coobweHuli
YpeseoivaliHble B crcTeme npomsoluna Kputuueckas owmnbKa, cuctema MoxeT paboTaTtb
(emergencies) HenpasuW/bHO.

CueHasel mpesoau
(alerts)

HEO6XO,EI,MMO HemegneHHOoe BMeLWaTeIbCTBO B CUCTeEMY.

Kpumuueckue (critical)

B cucteme npounsowna KpuUtmyeckas owmnbKa.

OwuboyHvle (errors)

B cucteme npounsowna owmnbKa.

Mpedynpexoenus MNpeaynpexaeHue, HeaBapuiiHoe coobLieHune
(warnings) peaynpexa, : p u .
YeedomneHus o
S YBegomneHue cUCTeMbI, HeaBapuiiHoe cooblieHue.
(notifications)
UHpopmayuoHHblIe
. bop .u NHbopMaLMOHHbIE COOBLLLEHNA CUCTEMDI.
(informational)
OmnaadoyHeble OThafoyHble coobLweHuns, NpeaocTaBaAoT Nob30BaTeNt0 MHPOPMaLMIO AN
(debugging) KOPPEKTHOM HAaCTPOMKM CUCTEMBI.

KomaHObi pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOM cTPOKK B pexume Privileged EXEC:

console#
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Tabnnua 5.172 - KomaHgaa pexkmuma Privileged EXEC gns npocmoTpa dainna KypHana

KomaHoa

Aeilicmeue

clear logging

YpansaeT Bce coobLLeHUA U3 BHYTpeHHero bydepa.

clear logging file

Yaansaer Bce coobuieHuns ns gpaina KypHana.

show logging file

OTOb6parkaeT COCTOAHME KYpHana, aBapuiiHbie U OTAaA0UHblE COOBLLEHMS, 3annCaHHble B
daine KypHana.

show logging

OTOb6parkaeT COCTOAHME KYpPHaNa, aBapuiiHbie M OTAaA04YHble COOBLLEHMSA, 3aNNCaHHbIE BO
BHYTpPeHHeM bydepe.

show syslog-servers

OTobparkaeT HaCTPOMKKM ANA yaanéHHbix syslog-cepsepos.

[pumepbl UC016308AHUS KOMAHO

- BkntounTtb perncrpaumio OLINBOYHBIX COO6LLI,€HMl71 Ha KOHCONU:

console# configure

console
console

(config) # logging on
(config) # logging console errors

= OynuctuTb Pain KypHana:

console# clear logging file

Clear Logging File [y/nly
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5.21 3epkanupoBaHue (MOHUTOPUHI) NOPTOB

®YHKUMA 3epKaMpoBaHWA MOPTOB MNpefAHasHayYeHa AN KOHTPO/A ceTeBoro TpaduKa nyTem
NepecbINKN KOMUIA BXOAAWMX U/UAN UCXOZALLMX NAKETOB C OOHOTO MM HECKO/IbKMX KOHTPOJAMPYEMbIX
NOPTOB HAa OAMH KOHTPOIMPYIOWMIA NOpPT.

K KOHTpoMpyloLeMy NopTy NPUMEHSAIOTCA Cleaytowme orpaHuYeHns:

— TNopT He MoKeT BbITb KOHTPOIMPYHOLLUM U KOHTPOIMPYEMbBIM MOPTOM OAHOBPEMEHHO;
— TNopT He MmoKeT BbITb YIEeHOM rpynnbl NOPTOB;

— IP-uHTepdenc foNKeH OTCYTCTBOBATL A/1A 3TOr0 NOpTa;

— NpoTtokon GVRP gonkeH 6bITb BbIKAKOYEH Ha 3TOM MOPTY.

K KOHTpOoAMpyemMbiM NOPTaMm NPUMEHAIOTCA CAeayowme orpaHnyeHnn:

— [OpT HE MOXKET HbITb KOHTPOIMPYIOWMM W KOHTPOMPYEMbIM NOPTOM OAHOBPEMEHHO;

KomaHObI pexcuma 2a06anbHol KOHguU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM B pPeXKMUME rN106anbHOM KOHPUIypaLmm:

console (config) #

Tabnunua 5.173 - KomaHgb! pexknuma rnobanbHoOn KoHbUrypaumm

KomaHoa

3HayeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

port monitor mode
{monitor-only| network}

-/monitor-only

3apaeT pexkum paboTbl NopTa

- monitor-only — ¢peiimbl, nocTynatowme Ha nopT,
oTbpacbiBatoTCs;

- network — no3BonseT Bect obmeH AaHHbIMU.

port monitor remote vian
vlan_id [cos priority] [tx]|rx]

no port monitor remote
vlan [tx]|rx]

vlan_id: (1..4094);
cos: (0..7).

Onpegenerne VLAN gna yaaneHHOro MOHMTOPUHra.

Ypanernune VLAN ana yaaneHHOro MOHUTOPUHTA.

KomaHObI pexcuma KoHgu2ypuposaHua uHmepgelica Ethernet

Bua 3anpoca KOMaHAHOM CTPOKM B pexxnume KoHPUrypuposaHma nntepdeiica Ethernet:

console (config-if) #

[aHHble KOMaHAbl HENb3A BbINONHATD B peXXume KOHPUrypmpoBaHua guanasoHa
° uHTepodeiicos Ethernet.

Tabnnua 5.174 - KomaHgbl LOCTYNHbIE B pexxume KoHPUryprupoBaHua nHtTepdeica Ethernet

KomaHoa

3HayeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

port monitor
{gigabitethernet gi_port |
fastethernet fa_port}
[rx] tx]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24).

BKAtoYaeT GpYHKLMIO MOHUTOPUHIA HA HAacCTPaMBaEMOM
nHTepoeice. laHHbIN MHTepdeic ByaeT KOHTPOIMPYIOWMUM
NMOPTOM A5 YKa3aHHOIo B KOMaHAE KOHTPO/IMPYeMOoro nopra.
- gi_port/fa_port — KOHTPOAUPYEMbI NOPT;

- X — KOMMPOBATb NaKeTbl NPUHATbIE KOHTPOANPYEMBIM
nopTom;

- tX — KOMMPOBaTb NaKeTbl, NepeaaHHble KOHTPOANPYEMbIM
nopTom;
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Mpu OTCyTCTBMM NapameTpa rx/tx ¢ KOHTPOMPYEMOro nopTa
KOMUPYIOTCA BCE NAKETbI.

no port monitor BbIKkntouaeT GyHKLMIO MOHUTOPMHIA HAa HACTPaMBaEMOM
{ gigabitethernet gi_port | nHTepdeiice. NaHHbI MHTEpdeiic bonble He byaeT
fastethernet fa_port} KOHTPOJIMPYHOLLMM NOPTOM ANA YKa3aHHOro B KOMaHae

KOHTPO/IMPYeMoro nopTa.

port monitor vlan {id} BkatoyaeT GyHKLUIO MOHUTOPUHIA HA HAaCTPanBaeMoM
nHTepdeiice. JaHHbI nHTEPPENC ByaeT KOHTPOAMPYIOLLMM
nopTom Ans ykasaHHol VLAN.

/| TlopT MOHUTOPUHIa He AO/MKEH NPUHAANENKATD K
HacTpamsaemoii VLAN.

id: (1..4094) MonuTopuHr VLAN mo>KeT 6bITb BK/IIOYEH UL B
TOM C/lyuyae, ec/im B CUCTEMe HaCTPOeHo He bonee
0AHOr0 KOHTPOMPYIOLWEro nopTa.

/!  Ecnm KOHTpOAMPYIOWMiA NOPT HACTPOEH paHee, TO
TO/IbKO 3TOT NOPT MOXKeT 6bITb UCNONb30BaH ANA
moHutopuHra VLAN.

no port monitor vlan {id} Ypansaet yKaszaHHyto VLAN U3 MOHUTOpPUMHrA.

port monitor remote BkatoyaeT GyHKLUMIO YAaNEeHHOTO MOHUTOPUHIA Ha
HacTpanBaemom MHTepdeice.

no port monitor remote BblKntoyaeT GYHKLMIO YAaNEHHOrO MOHUTOPUHIA Ha
HacTpanBaemom MHTepoeice.

KomaHObi pexcuma EXEC

3anpoc KomaHAHOM CTPOKU B pexxnume EXEC nmeeT cneaytowmin Bua.:
console>

Tabnunua 5.175 — KomaHabl, AocTynHble B pexume EXEC

KomaHda Aelicmeue

show ports monitor BblBOAWUT MHGOPMALMIO MO KOHTPOMPYIOLLMM U KOHTPOIMPYEMbIM MOPTaM.

[pumepbl 8b1M0AHEHUS KOMAHO

=  YcrtaHoBuTb 13 Ethernet nntepdeic KoHTponupyowmm ana 18 nHtepdeiica Ethernet. Becb
Tpaduk c 18 nHtepodeiica nepenasartb Ha 13.

console# configure

console (config) # interface gigabitethernet 1/0/13
console (config-if) # port monitor gigabitethernet 1/0/18

= BbIBECTU MHOOPMALMIO MO KOHTPOAUPYIOWMM U KOHTPOIMPYEMbIM NOPTaM.

console# show ports monitor

Source Port Destination Port Type Status

gil/0/18 gil/0/13 RX, TX notReady
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5.22 ®dyHKuua sFlow

sFlow — TEXHO/I0MNA, NOo3BoaAKOWAA CneanTb 3a Tpad)MKOM B MAaKETHbIX CeTAX nepeaayn AaHHbIX
nytem YacTU4YHOM BbI60pKM TpachKa ana nocne,a,yrou.l,eﬁ MHKancynaunmm B cneuymanbHble COO6LLI,EHMF|,
nepegasaemble Ha CepBeEp c60pa CTaTUCTUKMN.

KomaHObI pexcuma 2a0b6anbHol KOHguU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM B pPeXKUME r106anbHOM KOHPUTypaLmK:

console (confiqg) #

Tabnunua 5.176 - KomaHgb! pexxnuma rnobanbHoOn KoHbUrypaumm

3HayeHue/3HayeHue no ”
KomaHoa / Aelicmeue
yMOA4YaHuio
id: (1 .. 8); 3apaeT agpec cepsepa cbopa ctaTucTmKK sflow.
o port: (1 .. 65535)/ 6343 - id — Homep sflow-cepsepa;
sflow receiver id {IPv4| byte: nonoxutenbHoe - IPv4, IPv6, IPv6z — IP-aapec;
IPv6|IPvéz|url} [port port] uenoe yucno /1400 - url — pomeHHOE MMA XOCTa;
[max-datagram-size byte] dopmar - port — HoMep nopTa;
IPv4: A.B.C.D - byte — maKcMManbHoe KoNMYecTBO HalT, KOTOpoe MOXKeT
IPv6:  X:X:X:X::X 6bITb OTNPaB/IEHO B OAMH NAKET AaHHbIX.
no sflow receiver id IPv6z: X:X:X:X::X%<ID> Ypansaet agpec cepsepa c6opa cTaTucTukm sflow

KomaHObI pexcuma KoHgu2ypuposaHuUa uHmepgelica Ethernet

Buza 3anpoca KoMaHAHOM CTPOKM B pexume KOHPUrypuposaHua nntepoeiica Ethernet:

console# configure
console (config)# interface {gigabitethernet gi port| fastethernet fa port}
console (config-if)#

Tabnnua 5.177 — KomaHgbl pexxuma KoHpurypuposaHua nHtepoeica Ethernet
3HayeHue/3HayeHue o

KomaHoa Aelicmeue
YMOAYAHUIO
sflow flow-sampling rate id 3apaeT cpesHIo CKOPOCTb BbIBOPKM NakeToB. UTorosas
[ max-header-size bytes ] CKOPOCTb BbIBOPKM cumnTaeTca Kak 1/rate*current_spped

(current_speed — TeKkywas cpeaHsAs CKOPOCTb).
rate: (0, 1024..107374823); | _ /gt — cpeaman CKOPOCTb BbIBOPKM MaKETOB;
id: (0..8); - id — Homep sflow-cepsepa;
bytes: (20..256)/128 - bytes — MakcMManbHOe KonnyecTso 6alT, KoTopoe byaeT
CKOMMPOBaHO M3 0bpasua nakeTa.

no sflow flow-sampling OTKAOYAET CHETUMKM BbIBOPKM Ha NOPTY.
sflow counters-sampling OnpegensieT MakCUManbHbIA UHTEPBAN MEXKAY YCNEeLUHbIMU
secid BbIOOPKAMM NaKeToB.

- Sec — MaKCMMasbHbIV MHTEPBan Mexay Bbibopkamu,

sec: (0, 15 .. 86400); CEeKyHAbl. 3HaueHne «0» OTKNKOYAEeT BbIBOPKY;
id: (0..8) - id — Homep sflow-cepsepa (3agaetca komaHaoi sflow

receiver B rno6anbHOM pexunme KoHbUrypaumm).
no sflow counters- OTK/OYaET CHETYMKM BbIBOPKM Ha NOPTY.
sampling

KomaHOb! pexcuma EXEC

3anpoc KomaHAHOM CTpoKK B pexkume EXEC umeet cnegytowmii Bua;
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console>

Tabnnua 5.178 — KomaHabl, 4OCTYMNHble B perkume EXEC

KomaHda

3HayeHue/3HayeHue no
YMOMYAHUIO

Aelicmeue

show sflow configuration
[gigabitethernet gi_port |
fastethernet fa_port]

clear sflow statistics
[gigabitethernet gi_port |
fastethernet fa_port]

show sflow statistics
[gigabitethernet gi_port |
fastethernet fa_port]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24).

BbiBOAMT HacTpoku sflow.

Ouuiaet ctatucTnky sFlow. Ecam HTepdeic He ykasaH,
KOMaHA4a O4YMLLAET BCE CHETYMKM CTaTUCTUKM SFlow.

OTobparkaeT cTaTUCTMRY sFlow

[pumepbl 8b1M0MHEHUS KOMAHO

=  YcrtaHoBuTb IP-agpec 10.0.80.1 cepBepa 1 gnsa cbopa cratuctmkm sflow. Ona ethernet-
nHtepdericos gil/0/1 - gil/0/24 ycTtaHOBUTL CPEAHIO CKOPOCTb BbIBOPKM naKkeTos - 10240
KBUT/C U MaKCMMasibHbI MHTEPBAN MeXAay ycnewHbiMmu Bbibopkamum naketos — 240 c.

console# configure
console (config)# sflow receiver 1 10.0.80.1

console (config) # interface range gigabitethernet 1/0/1-24
console (config-if-range) # sflow flowing-sample 1 10240

console

(config-if) # sflow counters-sampling 240 1
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5.23 PyHKUMM ANArHOCTUKU PU3NUYECKOro YPOBHA

CeTeBble KOMMYTATOPbI AOCTYMNa COAEPKAT annapaTHble U NPOrpaMMHble CPeACTBa AN AMArHOCTUKM
M ynpaBneHus OU3NYECKUMU UHTepdercamm U AUHMAMMU CBA3M. B nepeyeHb TecTMpyembiX MapameTpos

BXOAAT cneaytolime:

[N aNeKTpUYeckux NHTepdelicos:

—  A/vHa Kabens;
—  paccTosiHMe 40 MeCTa HeUCNpPaBHOCTM — 06pbiBa MW 3aMblKaHUSA.

[na onTyeckux nHTepdencos:

— MNapameTpbl NTUTaHUA — HanpAXeHWne U TOK;

— BbIXoAaHaA onTn4yeCKada MOLWHOCTb;
— OonTnyeckKaa MOLWHOCTb Ha npueme.

5.23.1 AluazHocmuka medHoz20 Kabens

V OueHKa A[AUWHbI Kabensa npuM MCNONb30BaHUM KOMaHAbI
cable-length' BbINONAHAEGTCA NO Be/IMUMHE 3aTyXaHUA curHana. PyHKuma green-ethernet,
noaaep:KMpaemas KOMMYTaTOPOM, yMeHbLUaeT ypoBeHb NepesaBaemMoro CUMrHaaa npwm
OTCYTCTBUM AKTUBHOCTU Ha JIMHUM U NOITOMY KOPPEKTHOE M3IMEpPeHUe A/InHbl Kabena
CTaHOBUTCA HEBO3MOXHbIM Ha YCTPOMCTBE, NPUHUMAKOLWEM OCcNabneHHblt curHan. B cBasun

C 3TUM HeobXo4MMO Ha Bpems U3MepeHWuid AJIMHbl Kabena OTKAOYATb pexum green-

ethernet Ha yaaneHHoMm ycTpoiicTBe.

'show cable-diagnostics

Mo ymonuaHuio pexkum green-ethernet skaloueH. [lonyctuman NOrpewwHoCcTb U3mepeHus
onpegensaerca pa3ébpocom napameTpos JIMHUKN U COCTaBAAET 6M

KomaHOb1 pexcuma privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKM pexxunma privileged EXEC:

console#

Tabnuua 5.179 - KomaHabl AMarHOCTUKM MmeaHoro Kabens

KomaHda

3HavyeHue

Aelicmeue

test cable-diagnostics tdr
interface

{gigabitethernet gi_port |
fastethernet fa_port}

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24).

BbINonHseT BUpTyanbHoe
yKasaHHoro uHtepdeiica.

TectTMpoBaHue Kabens ana

KomaHOowbi pexcuma EXEC

3anpoc KoMaHAHOM CTpOKK B pexkume EXEC umeeT cnepytowmii Bua;

console>

Tabnuua 5.180 - KomaHabl AMarHOCTUKM MeaHOro Kabenn

KomaHoa

3HaveHue

Aelicmeue

show cable-diagnostics tdr
[interface

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24).

OTo6paskaeT pesynbTaTbl NOCAEAHErO BUPTYasIbHOMO
TeCTMpoBaHUA Kabena ana yKasaHHOro nHtepoelica (ecam
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gigabitethernet gi_port |
interface
fastethernet fa_port]

show cable-diagnostics
cable-length

[interface
gigabitethernet gi_port ]

HOMep nopTa He 3afaH, TO KOMaHAA BbINOAHAETCA ANA BCEX
nopTos).

OTobparkaeT NpeanonoKUTENbHYIO A/MHY Kabens,
NOAKNOYEHHOrO K YyKazaHHOMY nHTepdeicy (ecnm Homep
nopTa He 3a4aH, TO KOMaHAA BbINONHAETCA AR BCEX NOPTOB).
| UHTepdeiic ponkeH 6biTb aKTUBHbIM U paboTaTb B
V pexkume 100M6ut/c uam 1000M6uTt/c.
[narHocTuKa noaaepKnBaeTca TO/IbKO Ha MHTepdepcax
GigabitEthernet.

/’ MakcumanbHaa AAuHa Kabena npwm

MeTpoB.

[pumepbl 8b1M0MHEHUS KOMAHO

TECTUPOBaHUM He [0/KHA COCTaBAATb 6onee 120

= [lpoTecTMpoBaTb NOPT 24 NepBOro yCTPOMCTBA B CTEKE:

console# test cable-diagnostics tdr interface gigabitethernet 1/0/24

Port Pair Result

gil/0/24 1-2 OK
3-6 OK
4-5 OK
7-8 OK

Hue npuBeseHbl BO3MOXKHbIe 3HaUeHWs pPe3y/1bTaToB TecTa No napam:

— Test failed — ¢pn3myeckan HemcnpaBHOCTb;
— OK-—napa B nopagke;
— Open —pa3spbis;
—  Short — KOHTaKTbl Napbl 3aMKHYTbI;
— Impedance-mismatch — pasHuua B conpoTMBAEHUU (CIUWKOM 6O/bLLOE 3aTyXaHUe B INHUN);
— Short-with-pair — 3amblkaHne mexkay napamu;

— Not tested — TecTMpoBaHue He NPOBOAM/IOCD.

- nOKa3apre3yﬂbTaTblHOCﬂeAHerOTeCTMpOBaHMﬂ!

console# show cable-diagnostics tdr

gil/0/1
gil/0o/2
gil/o0/3
gil/0/4
gil/0/5
gil/0/6

gil/0/18
gil/0/19
gil/0/20
gil/0o/21
gil/0/22
gi1/0/23
gil/0/24
tel/0/1

tel/0/2

tel/0/3

Result

Not
Not
Not
Not
Not
Not

Not
Not
Not
Not
Not
Not

tested
tested
tested
tested
tested
tested

tested
tested
tested
tested
tested
tested
OK

Fiber
Fiber
Fiber

Length

[meters] Date

-— 24-Mar-2014 11:52:31
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| te1/0/4

Fiber

5.23.2 fluaezHocmuka onmu4yecko2o0 mpaHcueepa

Bug, 3anpoca KOMaHAHOM CTPOKM B pPeXKMUME r106anbHOM KOHPUTypaLmK:

console (config) #

Tabnnua 5.181 - KomaHgb! pexxnuma rnobanbHoOn KoHbUrypaumm

3HayeHue/3HayeHue o

KomaHoa Aelicmeue
YMOAYAHUIO
optical-transceiver .
threshold notifv-interval YcTaHOBKa NPOMEKYTKa BPeMEHM A0 NOBTOPHOM reHepaLmm
y interval: npeaynpeskaeHvs/asapuv no npotokony syslog/snmp.

interval

no optical-transceiver
threshold notify-interval

(30..3600) cek/600 cek

YcTaHOBKa 3HaY€HUA N0 YMOYaHUIO.

KomaHObI pexcuma KoHgu2ypuposdHUa uHmepgelica Ethernet

BuAa 3anpoca KOMaHAHOM CTPOKM B pexume KoHPUrypuposaHma nHtepoeiica Ethernet:

console# configure
console (config)# interface {fastethernet fa port| gigabitethernet gi port}
console (config-if)#

Tabnnua 5.182 — KomaHgbl pexxuma KoHpuUrypuposaHua nHTepdeiica Ethernet

KomaHoa

3HayeHue/3HayeHue o
YMOAYAHUIO

Aelicmeue

optical-transceiver threshold
action { parameter | all }{
none | syslog | snmp-trap }

parameter: (current, input-
power, output-power,
temperature, voltage)

HasHauaemoe geiicTeue (He BbINOMHATL AeNCTBUIA, reHepaumsa
syslog-coobuieHusa, reHepaLma snmp-Tpana), KoTopoe AO0KHO
6bITb BbINOJIHEHO MPU NPEBbILLEHNM YKAa3aHHbIX MOPOroB As
3af@aHHOro NnapameTpa:

- current — cmna TOKa;

- input-power — MOLLHOCTb BXOZALLEro CUrHana;

- output-power — MOLLHOCTb UCXOAALLEr0 CUTHANa;
- temperature — Temnepartypa;

- voltage — HanpseHue.

optical-transceiver threshold
values parameter high-alarm
high-warning low-warning
low-alarm

parameter: (current, input-
power, output-power,
temperature, voltage)
3HayeHus values ana:
current: (0-131000) uA
input-power: (-40000-
8200) mdBm
output-power: (-40000-
8200) mdBm

optical-transceiver threshold
values parameter

temperature: (-127-127) °C
voltage: (0-6550000) uV

YKaszaHue 3Ha4eHWit Noporos, NPy NPeBbILEHNN KOTOPbIX
6yLeT NPOMCXOANTb reHepaumn syslog/snmp-trap coobuieHms
[ONA YKa3aHHOro napametpa:

- current — cuna Toka;

- input-power — MOLWHOCTb BXOAALLEFO CUrHANA;

- output-power — MOLLHOCTb UCXOAALLETO CUTHANa;
- temperature — TemnepaTypa;

- voltage — HanpAxeHKe.

YpaneHve 3afaHHbIX NOPOroB ANA YKa3aHHOIo napameTpa.
3HayeHus no YMONYAHUIO HE YCTAaHOB/IEHbI.

3anpoc KomaHAHOW CTPOKK B pexknme EXEC umeeT cnegytowwmin Bua;

console>
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Tabnnua 5.183 — KomaHaa ANarHoCTUKM ONTUUYECKOro TpaHcMBepa

KomaHoa 3HaueHue Aelicmeue

show fiber-ports optical-

. . OTobparkaeT pe3ynbTaTtbl ANArHOCTUKU ONTUYECKOTO
transceiver [interface

.. . gi_port: (1..3/0/1..28); TpaHcuBepa.
igﬁ:::::;r;:t gz)l;t;;]ort I fa_port: (1..3/0/1..24). - detailed — nogpobHan amMarHocTuka, eeprom-napameTpbl
P TpaHcuBepa.

[detailed]

[pumep 8b1M10AHEHUS KOMAHObI

console# show fiber-ports optical-transceiver interface gil/0/24 detailed

Port Temp Voltage Current Output Input LOS Transceiver
[C] [V] [mA] Power Power Type
[mW / dBm] [mW / dBm]

gil/0/24 58 3.25 20.09 0.58 / -2.30 0.00 / -40.00 Yes Fiber
Temp - Internally measured transceiver temperature
Voltage - Internally measured supply voltage
Current - Measured TX bias current
Output Power - Measured TX output power in milliWatts
Input Power - Measured RX received power in milliWatts
LOS - Loss of signal

N/A - Not Available, N/S - Not Supported, W - Warning, E - Error

Transceiver information:
Vendor name: OEM
Serial number: SX31221300026
Connector type: LC
Type: SFP/SFP+
Compliance code: 10GBASE-LR
Laser wavelength: 1310 nm
Transfer distance: 10000 m
Diagnostic: supported

Tabanua 5.184 — MapameTpbl ANArHOCTUKM ONTUYECKOTO TPpaHCUBEPa

Mapamemp 3HayeHue
Temp Temnepatypa TpaHcMBepa.
Voltage HanpskeHne nuTaHMA TpaHcMBepa.
Current OTKNOHEeHne TOKa Ha nepegave.
Output Power BbIxoZHasA MOLHOCTb Ha nepegaye (mBT).
Input Power BxogHaa mMoLLHOCTb Ha Npueme (MBT).
LOS MNoTepsa curHana.

Mpu noapobHoit AmarHocTuke Ana napametrpos Temp, Voltage, Current, Power unamepeHHble

3HaueHuWa BbIBOAATCA Ha aucnaei. Mpu 0ObIYHOW AMArHOCTMKE MW3MEpPEeHHble 3HAYyeHua Aafaa 3TuX
napamMeTpPOB CPaBHMBAIOTCA C AOMYCTUMbIMM, U Ha AWCNIEN BbIBOAMTCA pe3ynbTaT cpaBHeHus (W, E, OK).

3Ha4yeHuA pPe3ynbTaTtoB ANAarHOCTUKU U CPaBHEHUA NAPaMETPOB!

N/A - HegocTynHo,

N/S - He nogaep*usaercs,
W - npegynpexaeHue,

E — ownbKa,

OK — 3HayeHue B nopagkKe.
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5.24 IP Service Level Agreements (IP SLA)

IP SLA (cornaweHun o6 ypoBHe obcnyKmnBaHusa B IP-ceTax) — TEXHOOMMA aKTUBHOTO MOHMUTOPWUHTA,
MCNONb3YIOWAACA AN U3MEPEHMA NapameTpoB ObICTPOLENCTBMA KOMMNbIOTEPHbLIX CETeM WM KayecTsa
nepegayn p[aHHbIX. AKTUBHbIN MOHWUTOPWUHI NpPeacTaBnseT cobon MNPOAOCIKUTENbHYIO LIMKAUYECKYHO
reHepaumio TpadpuKa, cobop MHPopMaLUM O ero NPOXOXKAEHUM MO CETU U BedeHNEe CTaTUCTUKN.

MN3mepeHne NapameTpoB CETU MOMKET OCYLLECTBAATLCA NPWU NOMOLLM Pa3/IMYHbIX TUMOB onepauuit IP
SLA. Tunbl onepauuii pasINYalOTCA MPOTOKO/MAMM TFeHepUpPYyeMoro TpaduKa, a TaKKe MeTodamM
NpoBeAeHNA U3MEPEHUIA U M3MepAeMbIMM NapameTpamu. TUMbl NOALEPKUBAEMbIX HA AAHHbIA MOMEHT
onepaumni IP SLA:

— ICMP Echo;
— UDP lJitter.

[na ncnonbzosaHua onepauuii IP SLA Heo6x0AMMO BbINOAHUTL Ceaylolmne AencTBuA:

— Co3aaTb onepaumio HyXKHOro TMNa U CKOHOUIYpUpPOoBaTh eé.

— 3anycTuUTb UMKAMYECKOEe BbIMOJIHEHME Oonepaumu, U No3BOAUTb i BbINOJHATLCA B TedeHue
HEKOTOPOro BpemeHMu.

— [pocmoTpeTb CTaTUCTMKY, COBPaHHYIO 33 BPEMA XU3HM onepaLum.

—  MNpwn HeobX04MMOCTH, NPEKPATUTb LIMK/IMYECKOE BbINONHEHME OMNepaLmm.

KomaHObI pexcuma 2a06anbHol KoOHguU2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM B peXknme rnobanbHon KoHGUrypaumm:

console (config) #

Tabnuua 5.185 - KomaHap! pexkuma rnobanbHol KoHoUrypaumm

KomaHoa 3HavyeHue Aelicmeue
ip sla operation index index: (1..20) MepenTn B KOHTEKCT KOHPUTYPUPOBAHUA OnepaLmm.
no ip sla operation index T Ypanutb cywectsytowyto onepauuto IP SLA.

KomaHObI pexcuma privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma privileged EXEC:

console#

Tabnnua 5.186 - KomaHgb! pexxkuma privileged EXEC

KomaHda 3HaueHue Aeiicmeue
set ip sla start index index: (1..20) 3anycTuTb UMKANYECKOE BbINONHEHWE OnepaLmm.
set ip sla stop index T OCTaHOBWTb LMKANYECKOE BbIMOJIHEHWE OMNepaLymu.
show ip sla statistics index index: (1..20) OTO6pPa3nTb CTaTUCTURY A/1a onepauum IP SLA.

CraTucTuKa onepaumii IP SLA umeeT obwuii Ana Bcex TUMNOB onepaLuii 3aroI0BOK:

IP SLA Statistics for Index 8
Operational state of entry: Active
Type of operation: udp-jitter

Ethernet-kommymamopsl MES1000, MES2000 185



HELTEX

roe

— IP SLA Statistics for Index — Homep onepauumu, Aas KOTOPo oTobparkaeTca CTaTUCTUKA;
— Operational state of entry — cTaTyc BbINO/JIHEHMA OMNepaunm:

= Active — onepaums aKTMBHA M B AaHHbIN MOMEHT Haxo4uTcA B MPOLECCe LMKANYECKOro
BbINONHEHMUSA;
= |nactive — onepauma He aKTMBHA, HAXOAMTCA B pPeXMMe OXWUAAHWA W AO0CTYNHa Ana
KOHpUIypupoBaHUA.
— Type of operation — Tun onepaummn IP SLA. MpuHMMaeT 0AHO 3HayeHWe W3 ChUCKa
noanepXmMBaembix onepaumi.

Mpu nepesoge onepaumm B COCToAHME «Active» CTaTUCTMKA onepauum ounuiaetca. CTaTucTuKa
HaKan/nBaeTcA 3a TO BPemsA, NOKa onepauma HaxoAmUTcA B 3TOM cocToaHMN. CTaTUCTUKA COXpaHAETCA nocne
NpeKpaLeHna LMKINYECKOro BbIMOJHEHUA Onepaunm 1 nepexona B coctoaHue «Inactive» go Tex nop, noka
onepauusa cCHoBa He ByaeT nepesBeAeHa B aKTUBHOE COCTOAHME.

bonee nogpobHaa wHPopmaumA O coaepaHWUM CTAaTUCTUKKM NpeacTaBieHa B pasfenax,
ONMCbIBaOLWMX TUMbI onepaunii IP SLA.

5.24.1 Onepayus ICMP Echo

Mpu Kaxgom BbinosHeHun onepauum ICMP Echo ycTtpoinctso otnpasnset ICMP Echo request
coobueHne Ha aapec HasHavyeHUA, OXUZAeT noayyeHus coobuernna ICMP Echo reply n namepsaet Bpems
ABycTopoHHero npoxoxaeHunsa ICMP-nakeTta. Onepaumsa ICMP Echo Takxe npegoctaBasetT MHGOPMALUIO O
MWHUMANBHOM, CpPeAHEM W MaKCMMASbHOM BPEMEHHbIX 3HAYEeHMAX U  KONIMYECTBE M3MEPEHUN,
3aBEPLUMBLLMXCA HEYAAUYHO MO TOW UM MHOW NPUUMHE.

KomaHObI pexcuma co30aHua onepayuli IP SLA

BuAa 3anpoca KOMaHAHOWM CTPOKM B pexxnume co3gaHus onepaumi [P SLA:
console (config-ip-sla) #

Tabavua 5.187 - KomaHapl pexkMma co3gaHus onepauunit [P SLA

KomaHoa 3HavyeHue Aelicmeue

Co3paTtb onepauumio ICMP Echo.
- target-address — |Pv4-agpec, Ha KoTopbili byayT

icmp-echo target-address source-interface:

. oTtnpasnsaTeca ICMP Echo request coobuieHus;
[source-address source- gi_port: (1..3/0/1..28); - source-address — |IPv4-aapec, NoACTaBNAOWMIACA B
address] [source-interface fa_port: (1..3/0/1..24). APEC, NOA W

3aronoBoK ICMP-nakeTa, onuMOHaNAbHbII NapameTp;
- source-interface — NnopT, C KOTOPOrO OCYLLECTBAAETCA
OTNpaBKa NAaKeToB, OMLMOHANbHbIM NapameTp.

source-interface]

’ MapameTpbl target-address, source-address v source-interface moryTt 6biTb onpeaeneHbl

° TONbKO NpU CO34aHMU OnepaLumn U HeAOCTYMHbI ANA Aa/ibHellero peaakTMpoBaHua. Ans
3a[aHUA APYrvx NnapameTpoB He06X0AMMO yAaIUTb CYLLECTBYHOLLYIO ONepaLu1io U co34aTb
HOBYIO.

KomaHObI pexcuma KoHgu2ypuposaHusa onepayuu ICMP Echo

BuAa 3anpoca KOMaHAHOM CTPOKM B pexume KoHPurypumposaHua onepaumm ICMP Echo:

console (config-ip-sla-icmp-echo) #
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Tabnvua 5.188 - KomaHgpl pexkuma KoHourypuposaHusa onepaumm ICMP Echo

KomaHda

3HayeHue/3Ha4yeHue no
YMOMYAHUIO

Aeiicmeue

frequency sec

no frequency

sec: (1..128)/60 c.

YCTaHOBWTbL 4acToTy BbinosiHeHus ICMP Echo onepauuun B
CEeKYyHAOAX.
- sec —vactoTa BbinonHeHua ICMP Echo onepauuit B cekyHaax.

YCTaHOBUTb 3HAYEHME YacTOTbl NO YMO/THaHUIO.

timeout msec

no timeout

msec: (1..3600000)/1000
MC

YcTaHOBUWTb TalimayT onepauumm ICMP Echo B munnncekyHaax.
- msec — yvacToTa BbinosHeHua ICMP Echo onepauuii B
MUANCEKYHAAX.

YCTaHOBWTb 3HA4YEHME TaliMayTa No YMONYAHUIO.

request-data-size bytes

no request-data-size

bytes: (1..1432)/56 6ait

YcTaHOBUTL KoanyecTBo 6aiiT, nepegasaembix B ICMP-nakete
B KayecTBe AaHHbIX (payload).
- bytes — KonnuecTtso 6alT.

YCTaHOBWTb 3HaYeHMe KoanyecTsa 6anT no YMONYaHULO.

YcTaHOBWTL 3HaYeHWe baiTa Type of Service, nepeaatoierocs
B 3arosioBke |IP-naketa B nose Differentiated Services Field.

tos byte . . . .
y byte: (1..255)/0 - byte — 3HaueHue baiita Type of Service B none Differentiated
Services Field.
no tos YcTaHOBWTb 3HaYeHuWe Baiita Type of Service no ymonyaHuio.
tag string string: (1..63) CHMBONOB 3agatb TeKCTOBbIl‘i Ter Ana onepaumn.
no tag Y6paTb TEKCTOBbIN Ter.

[na HopmanbHoro BbinonHeHus onepauum ICMP Echo pekomeHayeTca ycTaHaBAMBaTb
3HauYeHMe YacToTbl BbINOJIHEHUA onepauumn 601bwKMM, Yem 3HAYEHUE TalMayTa onepauuu.

Mpumep BbIBOAA CTaTUCTUKK ans onepaumm ICMP Echo:

IP SLA Statistics for Index 12
Operational state of entry: Active
Type of operation: icmp-echo
Latest operation return code: OK
Latest latency value: 7 ms
Latency values:
Number of operations: 2182
Latency Min/Avg/Max: 1/6/18 ms
Number of successes: 2178
Number of failures: 4
Failed operations due to TimeOut/Unable Send/Bad Reply: 4/0/0
Failed operations due to Unreachable Net/Host/Protocol: 0/0/0
Failed operations due to Exceeded TTL/Time of reassembly: 0/0

roe

— Latest operation return code — Kog, 3aBepLIeHUs NOCAefHelN BbIMOJHEHHOW onepauun:
=  OK-ycnewHoe 3aBepLieHVe NpeapblayLLein onepawmu;
"  Failed — HeypauyHoe 3aBeplUeHME NOCAeAHEN NOMbITKU U3MEPEHMUS.

— Latest Iatency value — 3HayeHwue nocnegHero ycnewHo M3mepeHHOro nepuoaa BpemMeHU

npoxoxaeHua ICMP-nakeTa.
—  Number of operations — Konn4ecTBo NPoBeAEHHbIX 3aMYCKOB ONepauuu.

— Latency Min/Avg/Max — MUHMManbHOE, cpedHee M MaKCMMa/lbHOE 3HaYyeHUA BPEMEHMU

NPOXOXKAEHNA NaKeTa, NOACYMTaHHbIE 32 BPEMSA XKU3HU onepaumu.
—  Number of successes — KONMYECTBO YCMELHO 3aKOHYEHHbIX ONepauni.
—  Number of failures — Konn4yecTBo Hey4aYHO 3aKOHYEHHbIX ONepaLmii.

— Failed operations — cyéTuMKM, OTOGpaAXKAKOLWME KOMMYECTBO M3MEPUTE/IbHbIX Omnepauui,

3aKOHYMBLUMUXCA C COOTBETCTBYHOLWMM KOAOM OLUNBKMU.
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5.24.2 Onepayusa UDP Jitter

Kaxpaa onepauma UDP Jitter vHUUMMpyeT OTNpaBKy NocnenoBaTesibHOCTU U3 HecKonbKux UDP-
naketos. llocnenoBaTenbHOCTb XapaKTEPU3YETCA TAKMMWU MapameTpamu, KaK KOJIMYECTBO MNAKeToB B
nocnefoBaTENIbHOCTU WU BPEMEHHOM MPOMEXKYTOK Mexay oTnpasaeHMAMU. OCHOBHOM UM3mepAaeMon
XapaKTePUCTUKON ABASETCA AKUTTEP — USMEHEHMNE MEXKNAKETHOro BpeMeHHOro nHTepBasa. Onepauma UDP
Jitter TakKe no3BonfAeT UIMepATb ABYCTOPOHHEE U OOHOCTOPOHHEE BPEMA MPOXOXAEHWA MAKETOB OT
OTNPaBUTENSA K Noay4vaTento n obpaTHo.

' Onepauusa UDP lJitter TpebyeT noapep)XKu Ha yaanéHHom ycTpoiictee ¢pyHKLUOHana IP SLA
e M He COBMECTMMA C YCTPOMCTBaMM Apyrux npoussogurenei.

' DAna nsamepeHusa spemeHu npoxoxkaeHna UDP-nakeToB B 04HY CTOPOHY Heobxoguma

N TOYHAsA CMHXPOHU3ALUA YAaCcOB HA OTNPABAAIOLWLEM U NPUHUMAIOLLEM YCTPOIACTBAX.

Mepen cozpgaHnem onepaumm UDP Jitter HeobxoanMo BbINOAHUTL HacTpoliky UDP-nopTtos ans IP SLA
Responder Ha yaanéHHOM YCTPOMCTBE, C KOTOPbIM NMPoUCXoanT obmeH naketamu. 3tot UDP-nopT cneayer
YKa3aTb Npu co3gaHum onepaunm UDP Jitter B KauecTBe NOpTa Ha3HaAYeHUA.

KomaHObI pexcuma 2106aab6Hol KOHGuU2ypayuu

BuAa 3anpoca KOMaHAHOM CTPOKM pexxnma rnobanbHom KoHOUrypaLmm:
console (config) #

Tabnanua 5.189 — KomaHabl pexxuma rnobanbHon KoHpUrypaumm

KomaHoa 3HayeHue Aelicmeue

BKkntountb IP SLA Resonder u ycTaHOBUTb MPOCAYLIMBaEMbIit
nopt ana onepauun UDP litter.
port: (1..65535) - port — HOMep nopTa.

ip sla responder udp_jitter
port

no ip sla responder

. OtkntounTs IP SLA Responder.
udp_jitter

KomaHObI pexcuma co30aHua onepayuli IP SLA

BuAa 3anpoca KOMaHAHOWM CTPOKM B pexxnme co3gaHus onepaumi [P SLA:
console (config-ip-sla) #
Tabnanua 5.190 — KomaHabl pexxuma cosgaHua onepaumit IP SLA

KomaHda 3HavyeHue/3HayeHue no Aeiicmeue
YMOAYAHUIO

Co3zpgatb onepauuto UDP litter.
- target-address — |Pv4 appec, Ha KoTopbi byayT
otnpasnatbca UDP-nakeTbl;

-ji - - 1 (1.
udp-jitter target-address target-port: (1..65535) - target-port — UDP-nopT Ha3HayeHuA, OOMXKEH COoBMagaTh C

target-port [source-address source-port: UDP-noDTOM. HACTDORHHbIM Ha DECHOHACDE:

source-address]  [source- (1..65535)/61040 pTom, P P ACPE; .
- source-address — IPv4 agpec, NoACTaBAAOWMICA B 3ar0N0BOK

port source-port] [num- | num-packets: (1-1000)/10
UDP-nakerTa;

packets num-packets] MlakeTos num-packets — konnyectso UDP-nakeToB B Kaxaom

[interval interval] interval: (1-60000)/20 mc P A
noc/nesfoBaTe/IbHOCTH;
- interval — BpeMeHHON NPOMENKYTOK Mexay nakeTamu B
nocnesfoBaTeNIbHOCTH.

’ MNapameTpbl KOomaHAabl «udp-jitter» moryT 6biTb onNpegeneHbl TONbKO NPU CO34aHUU

onepauuu U HeaOCTYNHbI A4NA AanbHelilero pegakTMposaHusa. A 3agaHua apyrux
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napameTpos Heobxo4umo YA3annTb CyliecTByoLlyro onepauuio n cosgatb HOBYHO.

KomaHObI pexuma KoHgu2ypuposaHus

onepayuu ICMP Echo

BuAa 3anpoca KoOMaHAHOWN CTPOKM B pexxnume KoHPUrypuposaHma onepaumm UDP lJitter:

console (config-ip-sla-udp-jitter) #

Tabnanua 5.191 — KomaHabl pexxnuma KoHPUrypmpoBaHus one

paumn ICMP Echo

3HayeHue/3HayeHue no
YMOMYAHUIO

KomaHda

Aeiicmeue

f
requency secs secs: (1..128)/60 cek

no frequency

YCTaHOBUTb 4acTOTy BbINOJHeHWA onepauun UDP Jitter B
CEeKyHAax.
- Secs —4acTtoTa BbinoaHeHMA onepauumn UDP Jitter B cekyHaax.

YCTaHOBUTb 3HAY€HMe YacToTbl NO YMO/THaHUIO.

timeout msec msec: (1..3600000)/1000

McC

no timeout

YcTaHOBUWTL TaimayT onepauum UDP Jitter B munnvcekyHaax.
- msecs — 4actoTa BbINOAHeHMA onepauyum UDP litter B
MUWANCEKYHAAX.

YCTaHOBWTb 3HaYeHWe TalmayTa No YMOJIYaHUIO.

request-data-size bytes bytes: (20..1432)/30 6aiit

no request-data-size

YcTaHOBUTb KoMyecTBo 6aiT, nepegasaembix 8 UDP-nakeTe B
KauecTBe gaHHbIX (payload).
- bytes — KonnyecTtso 6alT.

YCTaHOBWTb 3HaYeHMe KonnyecTsa 6anT no YMONYaHUIO.

YcTaHoBUTb 3HaYeHune 6aitTa Type of Service, nepepatowierocs
B 3arosiosKe |IP naketa B none Differentiated Services Field.

tos byte byte: (1..255)/0 - byte — 3HaueHue baiite Type of Service B none Differentiated
Services Field.
no tos YcTaHOBWTb 3HaYeHuWe Baitta Type of Service no ymonyaHuio.
tag string . 3a,ﬂ,z’:.ITb TEKCTOBbIN Ier ANA onepauumu.
string: (1..63) cumBonos - string — TeKCTOBbIV Ter.
no tag Y6paTb TEKCTOBbIN Ter.

Ana HopmanbHOro BbinosHeHua onepauun UDP lJitter peKkomeHpgyeTca ycTaHaBAMBATb

frequency > (interval * (num-packets —

BpeMeHHbIe NapameTpbl onepauuun, ucxoaa ns caeayrouwiero COoOTHoweHuA:

1)) + timeout

Mpumep BbIBOAA CTAaTUCTMKM anAa onepaummn UDP Jitter:

IP SLA Statistics for Index 2
Operational state of entry: Active
Type of operation: udp-jitter
Latest operation return code:
Latest latency value: 7 ms
Latency two-way values:
Number of Latency two-way samp
Latency Min/Avg/Max: 5/7/24 ms
Latency one-way values:
Number of SD Latency samples:
Number of DS Latency samples:
Source to Destination Latency
Source to Destination Latency
Destination to Source Latency
Destination to Source Latency
Jitter values:
Source to
Source to

Destination
Destination
Source to Destination
Source to Destination
Destination to Source
Destination to Source

positive
positive
negative
negative
positive
positive

OK

les: 455

0

0

one way Min/Avg/Max: 0/0/0 ms
one way Sum: 0 ms

one way Min/Avg/Max: 0/0/0 ms
one way Sum: 0 ms

jitter Min/Avg/Max: 1/2/20 ms
jitter Num/Sum: 272/706 ms
jitter Min/Avg/Max: 2/3/6 ms
jitter Num/Sum: 91/311 ms
jitter Min/Avg/Max: 1/2/17 ms
jitter Num/Sum: 96/241 ms
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Destination to Source negative Jjitter Min/Avg/Max: 1/1/6 ms
Destination to Source negative Jjitter Num/Sum: 29/46 ms
Packet Loss values:
Out Of Sequence: 0
Number of successes: 91
Number of failures: 0
Operations failed due to TimeOut/Unable Send/Bad Reply: 0/0/0
Operations failed due to Unreachable Net/Host/Port/Prot: 0/0/0/0
Operations failed due to Exceeded TTL/Time of reassembly: 0/0

’ CTaTUCTUKA OAHOCTOPOHHEr0 NPOXOXKAEHUA NAKETOB MOXKeT 6bITb nycta n3-3a OTCyTCTBUA
o CUHXPOHU3aUUn BpeMeHUn Ha yC'rpoﬁchax N BO3HUKHOBEHUA HEKOPPEKTHbIX 3HauyeHuil.

roe

Latest operation return code — Koa, 3aBepLieHus nocaegHen BbINOAHEHHOM onepauuu:
=  OK-ycnelwHee 3aBeplieHne npeaplayliein onepauuu;
"  Failed — Heypga4yHoe 3aBepLleHUe nocaeaHeln NonbITKU U3SMEPEHUS.

— Latest latency value — 3HayeHWe nocAedHel YCNEWHO W3MEPEHHOW ABYCTOPOHHEMN
3aZLePHKKM.

— Latency two-way values — cTaTUCTUKA M3MEPEHUA ABYCTOPOHHEro BPeMEHU MPOXOXKAeHUA
nakeToB.

— Latency one-way values — cTaTUCTUKa M3MepPEHUA OAHOCTOPOHHETO BPEMEHMU MPOXOXKAEHUA
NaKeToB:

= SD - oT oTnpaBuTeNa K nonyyatento (source-to-destination);
® DS -—oT noayyaTtensa K otnpasutento (destination-to-source).
— Jitter values — cTaTUCTUKA U3MEPEHNA OAHOCTOPOHHEro AKuTTepa. OTAENbHO YYUTLIBAKOTCA
NONOMKUTE/bHbIE U OTPULATE IbHbIE 3HAYEHUA AKUTTEPA B KAXKAOM U3 HanpasBaeHU.
— Out Of Sequence — KONNYECTBO NAKETOB, BEPHYBLUMXCA BHE oYepeau.
—  Number of successes — KOIMYECTBO YCMNEeLHO 3aKOHYEHHbIX OnepaLuuii.
—  Number of failures — KonnyecTBo HeyAaYHO 3aKOHYEHHbIX ONepaLumii.
— Failed operations — C4€TYMKK, OTODOparKaloOLWME KONMYECTBO M3MEPUTE/IbHbIX OMepauuni,
3aKOHUYMBLLUMXCA HEYAAUYHO C COOTBETCTBYHOLLMM KOLOM OLLUMBKU.

5.25 Hacrtpoiika Green Ethernet

Green Ethernet — TexHonOrvMa, NosBonsoWaAn CHM3UTb 3HepronoTpebneHue ycTponcTBa 3a CYeT
OTK/IIOYEHUA MUTAHUA AN HEAKTUBHbLIX 3/IEKTPUYECKMX MOPTOB M U3MEHEHMS YPOBHA MepesaBaemoro
CUrHasia B 3aBUCUMOCTU OT A/IMHbI Kabens.

KomaHObI pexcuma 2106as16H020 KOHGU2YPUPOBAHUA

Bug, 3anpoca KOMaHAHOW CTPOKM B peXKUMe r106anbHOro KoHGUrypnposaHusa:

console (config) #

Tabanua 5.192 - KomaHgb! pexknuma rnobanbHOro KOHPUrypmpoBaHus

KomaHoa 3HavyeHue Aelicmeue
green-ethernet energy-detect BKntoyaeT sHeprocbeperatowmii pexkMm s HeaKTUBHbIX
nopTos
-/BKAIOYEH —
no green-ethernet OTKAtoYaeT aHeprocHeperaoLLmMin pexkum Ana HEaKTUBHBbIX
energy-detect noptos
green-ethernet short-reach BKAtoyaeT sHeprocbeperaowmin pexxum ans nopTos, K
KOTOPbIM MOAK/IOYAIOTCA YCTPOWMCTBA C A/IMHOMN Kabens
-/BKAOYEH P A yere A
NOAKNOYEHMA MeHbLUIE NOPOroBOro 3Ha4YeHus,
YCTaHaB/AMBaEMOrO C MOMOLLbI0 KOMaHAb! green-ethernet
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short-reach threshold

no green-ethernet short-reach OTKAtoYaeT sHeprocbeperatowmii peXxMm Ha OCHOBaHUK
ONVHbI Kabensa

green-ethernet short-reach value: (0..70 YcTaHaBAMBaeT NOpPOroBoe 3HayeHue ana

threshold value MeTpoB)/40 sHeprocbeperatowero pexxmma short-reach.

no green-ethernet short-reach Bo3BpalyaeT HaCTPONKM NO YMONYAHUIO

threshold

KomaHObI pexcuma KoHgu2ypuposaHuUsa uHmepgeltica

Bug, 3anpoca KOMaHAHOM CTPOKM B pexume KoHdUrypuposaHua nHtepdelica Ethernet:

console (config-if)#

Tabnnua 5.193 — KomaHgb! pexxuma KoHpurypuposaHua nHTepoeica Ethernet

KomaHoa 3HavyeHue Aelicmeue
green-ethernet energy-detect BkntouaeT sHeprocbeperatowmii pexxum ana nHtepdeiica.
-/BKAOUEH " "
no green-ethernet energy- OTKAtOYaeT aHeprocbeperaowmii pexxnum ans nHtepdeica.
detect
green-ethernet short-reach BkntoyaeT sHeprocbeperatowmin pexxMm Ha OCHOBaHUU A/INHbI
Kabens.
-/BKNtOYEH .
no green-ethernet short-reach OTKANtOYaeT sHeprocbeperaoLwmnin pexxMm Ha OCHOBaHUK
ONVHbI Kabens.
green-ethernet short-reach force MNepmaHeHTHO BK/ItOYaeT aHeprocbeperaoLmii pekum gns
nopra.
-/oTKAtOUEH —
no green-ethernet short-reach MepmaHeHTHO BK/IlOYaeT sHeprocbeperatowmin peskum ais
force nopra.

KomaHObi pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOM cTPOKK B pexume Privileged EXEC:
console#

Tabnuua 5.194 - KomaHapl pexkuma Privileged EXEC

KomaHda 3HaueHue Aeiicmeue

show green-ethernet
[gigabitethernet gi_port |
fastethernet fa_port]

gi_port: (1..3/0/1..28); OTob6parkaeT CTaTUCTUKY green-ethernet.

fa_port: (1..3/0/1..24)

green-ethernet power- C6paCbIBBET CYETUUK nameputTena MOoLWHOCTU.
meter reset

[pumepsi 8biM0AHEHUS KOMAHO

= OT06pasuTb CTaTUCTUKY green-ethernet:

console# show green-ethernet

Energy-Detect mode: Enabled

Short-Reach mode: Enabled

Power Consumption: 91% (12.14W out of maximum 13.33W)
Cumulative Energy Saved: 1 [Watt*Hour]

Short-Reach cable length threshold: 10m

Port Energy-Detect Short-Reach VCT Cable
Admin Oper Reason Admin Force Oper Reason Length (m)

gil/0/1 on off LU on off on 10

gil/0/2 on off LU on off on 4
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gil/0/3 on off LU on off on 4
gil/o0/4 on off LU on off on 4
gil/0/5 on off LU on off on 4
gil/o0/6 on off LU on off on 4
gil/0/7 on off LU on off on 4
gil/0/8 on off LU on off on 4
gil/0/9 on off LU on off on 5
gil/0/10 on off LU on off on 4
gil/0/11 on off LU on off on 4
gil/0/12 on off LU on off on 4
gil/0/13 on on on off off LD

gil/0/14 on off LU on off off LL 60
gil/0/15 on off LU on off off LL 60
gil/0/16 on off LU on off off LL 60
gil/0/17 on off LU on off off LL 59
gil/0/18 on off LU on off off LL 60
gil/0/19 on off LU on off off LL 59
gil/0/20 on off LU on off off LL 59
gil/0/21 on off LU on off off LL 61
gil/0/22 on off LU on off off LL 60
gil/0/23 on off LU on off off LL 59
gil/0/24 on off LU on off off LL 60
gil/0/25 on off LT on off off LT 11
gil/0/26 on off LT on off off LT 12
gil/0/27 on off LT on off off LT 11
gil/0/28 on off LT on off off LT 11

LU — nHTepodeic HaxoanTtca B coctoaHmn UP.

LD — nHtepdeinc HaxogmTca B coctoaHnm DOWN.

LL — pnviHa Kabens, NoAKAOYEHHOTO K MHTepdelicy NpeBbIaeT NOPOroBoe 3Ha4YeHue.
LT — uHTepodeic ABNAETCA ONTUYECKMM
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5.26 dneKkTtponurtaHue no nuHuam Ethernet (PoE)

Mogenn KommyTaTopoB C cypdukcom ‘P’ B 0603HaYeHMU NOAAEPKMBAKOT INEKTPONUTAHME
ycTpoiictB no nuHum Ethernet B cooTtBeTcTBUM € pekomeHaaumamu IEEE 802.3af (PoE) wm IEEE
802.3at (PoE+). KonnuectBo nopTtoB, noaaep:kusBatrowmx PoOE M MaKcMmanbHas cymmapHas
MOLLHOCTb 3N1EKTPONUTAHUA BapbupyeTca ANA pasHbiXx mogenen. MNoapobHble cBegeHMA no
KaX40oN MoAenn KoMMyTaTopa MOXKHO HaliTK B nogpasaenax 2.3 n 2.4.

KomaHObI pexcuma 2106a0716H020 KOHU2YPUPOBAHUS

BunAa 3anpoca KOMaHAHOWN CTPOKM B pexume rnobanbHOro KOHGUrypmpoBaHUs:

console (config) #

Tabauua 5.195 - KomaHabl pexnma rnobanbHoro KoHPUrypmMpoBaHus

3HayeHue/ 3HayeHue no

KomaHoa Aelicmeue
YMO/IYAHUIO
power inline limit-mode Bbibop pexkmMma orpaHMYeHUs MOLHOCTU 31EKTPONUTaHMUA.
{port | class} - port — orpaHMYeHMe ycTaHaBAMBAETCA Ha OCHOBaHUMU
class AAMMHUCTPATMBHbBIX MAapamMeTpoB NopTa

- class — orpaHuyeHue ycTaHaB/IMBaAETCA Ha OCHOBAHMM Kaacca
NOAK/NOYEHHOTO YCTPOMCTBA

power inline
usage-threshold percent

no power inline
usage-threshold

percent: (1..99)/95

YcTaHaBAMBAET NOPOT NOTPeHAAEMON MOLHOCTH, MPU KOTOPOM
bopmupyeTca MHPopmaLmoHHoe coobuieHue (snmp trap) o
npesblWeHUN nopora

BoccTtaHaBanBaeT 3HaYeHMe nopora no yMo/l4aHUo

power inline traps enable

no power inline traps
enable

PaspelweHne popmnpoBaHne MHGOPMALMOHHBIX COOBLLLEHNIA
ana noacucremol PoE

Bo3BpallaeT HAaCTPOWKM K MapameTpam no yMOAYaHUIo

Mo ymonyaHuto oTnpasKa MHGOPMALMOHHbIX COODLLEHNI
3anpelleHa.

KomaHObI pexcuma KoHgu2ypuposaHuUa UHmepgelica

Bupa 3anpoca KOMaHAHOM CTPOKU B pexnume KoHdUrypmposaHma nHtepoeliica Ethernet:

console# configure
console (config) # interface {fastethernet fa port| gigabitethernet gi port}
console (config-if)#

Tabnnuya 5.196 — KomaHgbl pexxuma KoHpuUrypuposaHua nHtTepoeica Ethernet

3Ha4yeHue/3HayeHue o

KomaHoa Aeiicmeue
YMOAYAHUIO

KomaHaa  ycTaHaBivMBaeT  pexum  paboTbl  cucTembl
3NEKTPONUTAHUSA Ha UHTepdelice.
- auto - paspewaeT paboTy nNpoToKona ob6HapyxKeHus

power inline {auto | never} Jauto PoE-ycTpoicte  Ha MHTepcPei/'lce M BKAKOYAeT nojadvy
3/1eKTPONUTaHUA Ha MHTepdeic
- never — 3anpewgaet paboTy npoTokosa ob6HapyxKeHua
PoE-ycTpoiictB Ha wuHTepdelice M OTKAOYAET nogayy
3/1eKTPONUTaHUNA

power inline powered-device | pd_type:(1..24 [obaBnaetr npoussBonbHoe onucaHne PoE-ycTpoiicTtBa ana

pd_type

cuMmBO/10B)/He 3agaHo

NMOMOLLM B aAMUHUCTPUPOBAHNUM YCTPOCTBA.
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no power inline
powered-device

Ynanset paHee 3agaHHoe onucaHune PoE -ycTpolicTa

power inline priority {critical
| high | low}

no power inline priority

/low

3apgaét npuopuTeT UHTepdeica PoE
3/1IEKTPONUTAHMEM.

- critical — yctaHaBAMBaeT HauBbICLWIMIA NpUopUTET
9/1EKTPONUTAHMA. DNEKTPONUTAHNE NOPTOB C TAKUM
npuopuTeToM byAeT NpeKpaLlaTbCA B NOCNEAHIO oyepeab
npu neperpyske cucrtembl PoE

- high — ycTaHaBnnBaeT BbICOKUI MPUOPUTET 3/1EKTPONUTAHMA.

- low — ycTaHaBAMBaeT HU3KUI NPUOPUTET INEKTPONUTAHMUA

npu ynpaeieHuK

BoccTaHaB/iMBaeT NPUMOPUTET MO YMOYAHUIO

power inline limit power

no power inline limit

HasHauyaer npegen
BbI6paHHOro nopTa

MOLLHOCTM  3/7IeKTpONUTaHUA  anAa

Power: (0..30000)/30000
mMBT

BoccTaHaBnMBaeT npeses MOLWHOCTU N0 YMONYAHUIO
Mo yMONYaHUIO YCTaHABAMBAETCA MAKCUMasbHbIA npeaen
MOLLHOCTM 3/1eKTPONUTaHNA

KomaHObI pexcuma Privileged EXEC

BuAa 3anpoca KoMmaHAHOM CTPOKK B pexume Privileged EXEC:

console#

Tabnunua 5.197 - KomaHgb! pexkuma Privileged EXEC

KomaHda

3HayeHue

Aelicmeue

show power inline
[gigabitethernet gi_port |
fastethernet fa_port]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24)

OTOb6parKaeT COCTOHME INEKTPOMNUTAHUA BCEX NHTepdEelicoB,
noAAepKMBatoLWMX NUTaHMe No AMHUK POE, uan Tonbko
Bbl6paHHOro MHTepdeiica.

show power inline
consumption
[gigabitethernet gi_port |
fastethernet fa_port]

OTOb6parkaeT XxapaKTePUCTUKM NOTPEBNEHNA MOLLHOCTU BCEX
PoE-nHTepdeincoB ycTpoicTBa UM TONbKO BbIBPAHHOTO
MHTepodeiica.

show power inline version

OT0b6parkaeT BepCcMIo MPorpammHoro obecnedyeHus
KOHTpoAnnepa nogcuctembl PoE.

[pumepbl 8b1M0MHEHUS KOMAHO

console# show power inline

MoOKa3aTb COCTOSHNE 3/IEKTPONUTAHUA BCEX MHTepdelcoB yCTpoicTBa

Port based power-limit mode
Unit Power Nominal Consumed
Power Power
1 On 300 Watts 50 Watts (17%)
2 Off 1 Watts 0 Watts (0%)
3 Off 1 Watts 0 Watts (0%)
4 Off 1 Watts 0 Watts (0%)
Port Powered Device State
gil/0/1 IP Phone Model A Auto
gil/0/2 Wireless AP Model A Auto
gil/o0/3 Auto

Usage Traps Temp (C)
Threshold
95 Disable 0
95 Disable 0
95 Disable 0
95 Disable 0
Status Priority Class
On High Class0
On Low Classl
Off Low N/A
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" [OKa3aTb COCTOAHME 3/1EKTPONMUTAHNA BbIBPAaHHOrO MHTEpPdEliCca

console# show power inline gil/0/1

Port Powered Device State Status Priority Class
gil/0/1 IP Phone Model A Auto On High Class0
Time range:

Power limit (for port power-limit mode): 30W

Port Status:
Overload Counter: 0
Short Counter: 0
Denied Counter: 0
0
0

Port is on - valid capacitor/resistor detected

Absent Counter:
Invalid Signature Counter:

OHMC&HMEOTO6pamaEMHXﬂapaMETpOBaﬂﬂﬂpOHMTaHMHﬂpMBeAeHOBTa6nMu&

Tabnuua 5.198 — NapameTpbl CTaTyca 3/1EKTPONUTAHUS.

Power

Cratyc noacuctemsl anekTponutaHmna PokE

Nominal Power

HomMHanbHaA MOLWHOCTb NCTOYHMKA NUTaHNA noacuctemsl PoE

Consumed Power

N3mepeHHOoe 3HavyeHue ﬂOTpEGI]ﬂEMOﬁ MOLWHOCTU

Usage Threshold MoporoBoe 3HayeHWe NOTPebASEMOW  MOLWLHOCTM, NpPU  KoTopom  dopmupyeTtcs
MHOPMaLMOHHOE coobLieHne (snmp trap) o NpeBbileHUM NOPOra

Traps OT0b6pakaeT paspeLieHre GopmupoBaHMe MHGOPMALIMOHHBIX COOBLLEHM

Port O603HauyeHne nHTepdelica KommyTaTopa

Powered device OnwncaHue PoE-ycTpoicTtea

State AOMUHUCTPATUBHOE COCTOAIHME 3/1IEKTPOMUTAHUA MOpPTa. BO3MOMKHble 3HauyeHus — auto u
never.

Priority MpuopuTeT ynpasaeHUs s1eKTponuTaHnem nopta. BoamorkHble 3HaueHus — critical, high, low.

Status OnepaTMBHOE COCTOAHWNE INEKTPOMNUTAHNA NOPTa. BO3MOXKHbIE 3HAaYeHUA:

Off - nuTaHKWe nopTa BbIKAOYEHO aAMUHUCTPATUBHO

Searching — nuTaHWe NopTa BKAKOYEHO, OXKMaaHMe NnoakntodeHns PoE-ycTpoiicTea

On — nuTaHKe NopTa BK/OYEHO U eCTb NpMcoeguHeHHHoe PoE-ycTpoiicTeo

Fault — aBapua nuTaHms nopta. POE-yCTPOMCTBO 3anpocuno MOLHOCTb 60/bluyio, Yem
[0CTYNHO uan notpebisemasn POE-yCTpOCTBOM MOLLHOCTb NPEBbICU/IA 3aaHHbIN Npeaen.

Classification

Knaccudurauma nogKatodeHHoro ycTporctea B cootsetctemu ¢ IEEE 802.3af, IEEE 802.3at

Overload Counter

CYeTYMK KOIMYECTBA C/IY4aEeB NeperpysKm no 3NeKTPONUTaHNIO

Short Counter

CyeTymK cnyyaeB KOPOTKOTO 3aMblKaHUA

Denied Counter

CyeTymK cnyyaeB OTKasa B NoAaye aNeKTponuTaHuA

Absent Counter

CyeTuMK cyyaes NPeKpaLLeHNa 31eKTPONUTAHMUA U3-3a OTK/IIOYEHNA NMUTAEMOro YCTPOMCTBa

Invalid Signature
Counter

CueTumKk ownbOoK KnaccudmrKaumm nograoueHHbIx PoE-ycTpoiicts
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5.27 ®yHKuun obecneueHmna 6esonacHocTU

5.27.1 ®yHKyuu obecneyeHun 3auumsi NOpmMoe

C uenblo nosblweHMA 6e30NacHOCTU B KOMMYTaTOpe CYLL,EecTBYeT BO3MOMKHOCTb HAaCTPOUTb KaKoW-
nmbo nopT Tak, 4ytTobbl AOCTYN K KOMMYTAaTOpy 4Yepes 3TOT MOPT NpenocCTaBAs/cA TO/bKO 3a4aHHbIM
ycTpoiictBam. PyHKUMA 3aLLMUTbI NOPTOB OCHOBaHA Ha onpeaeneHnn MAC-agpecoB, KOTOPbIM paspeLlaeTca
poctyn. MAC-agpeca MmoryT 6biTb HacTpOEHbl BPYYHYIO WM M3yyYeHbl KOMMyTaTopom. ocne msyyeHus
HeobxoaMMbIX agpecoB MopT cineayeT 3abnoKMpoBaTb, 3aWMTUB €ro OT MOCTYMN/JeHUA MaKeToB C
HeunsyyeHHbIMM MAC-agpecamu. Takmum obpasom, Korga 3ab10KMPOBaHHbIN NOPT Noay4YaeTt naket, 1 MAC-
agpec UCTOYHMKA NaKeTa He CBA3aH C 3TMM NOPTOM, aKTUBU3IMPYETCA MEXaHM3M 3aLLUNTbI, B 3aBUCMMOCTU OT
KOTOPOro MOFyT ObITb MPUHATbI CAedyloline Mepbl: HeCAaHKLMOHMPOBAHHbIE MaKeTbl, MOCTynatolme Ha
3206/10KMPOBAHHbINM NOPT, MepecbINatoTcs, 0TOPAChIBAOTCA, MO0 Ke NOPT, MPUHABLUUIA MAKET, OTKAKOYaETCA.
®dyHKUMA 6e3onacHocTn Locked Port nosBondeT coxpaHuTb CMCOK M3ydeHHbIx MAC-agpecoB B daine
KOHUrypaumm, Takmm 06pasom, STOT CIMCOK MOXKHO BOCCTAaHOBUTb NOC/E Nepes3arpy3Kn yCTPONCTBa.

CywectByeT orpaHMyeHue Ha Koaumvectso MAC-agpecoB, KOTOpoe MOXeT U3YyYUTb NOpT
ucnonb3yowmii GyHKuMo 3awmtbl. Ana Kommyratopa MES1024/MES1124/MES2124 3t0
orpaHuyeHue pasHo 128 agpecam Ha nopr.

KomaHObI pexcuma KoHguaypuposaHusa uHmepagelica (duanaszoHa uHmepgelicos) Ethernet,
UHMepdgelica 2pynmnsl N1opmos

BuAa 3anpoca KOMaHOHOM CTPOKM B pexkMme KOHPUrypmposaHua nHtepdeica Ethernet, nntepoeiica
rpynnbl NOPTOB:

console (config-if) #

Tabnunua 5.199 — KomaHap! pexkuma KoHPurypmposaHua nHtepoeica Ethernet, rpynnel nHtepdeitcos
3Ha4yeHue/3HayeHue no
YMOYaHUIO

KomaHda Aeiicmeue

port security max num 3afaeT MaKCMMasibHOE KOJIMYeCTBO aiPecos, KOTOPOE MOXKET

(1..128)/1 N3y4YnTb NOPT.

no port security max
port security routed
secure-address MAC

no port security routed
secure-address
[MAC]

port security

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

YcTaHaBAuBaeT 3alwmileHHbli MAC-agpec.
dopmat MAC agpeca: s AP

H.H.H, H:H:H:H:H:H,
H-H-H-H-H-H

Ypansaer sawmweHHbIn MAC-agpec.

BratouaeT GpyHKLMIO 3aLLMTbl HA MHTepdelice. BrokmpyeT
bYHKUMIO M3yYeHWsa HOBbIX aApecoB Ana uHTepdeiica. MakeTbl
C HeunsyyeHHbIMU MAC-agpecamm UCTOYHMKA OTEpachIBatOTCA.
KomaHaa aHanorMyHa KomaHgae port security discard.

port security forward
[trap trapl}

port security discard
[trap trap]

port security discard-
shutdown [trap trap]

port security trap trap

(1..1000000) cek

BratouaeT GpyHKLMIO 3aLLMTbl HA MHTepdeiice. BrokupyeT
bYHKUMIO M3yYeHWUsa HOBbIX aApecoB Ana uHTepdeiica. MakeTbl
C HeusyyeHHbIMU MAC-agpecamu UCTOYHUKA NepecbinakoTcs.

BratouaeT GpyHKLMIO 3aLLMTbl HA MHTepdeiice. BrokupyeT
bYHKUMIO M3yYeHWsa HOBbIX aApecoB Ana uHTepdeiica. MakeTbl
C HeunsyyeHHbIMU MAC-agpecamm UCTOYHMKA OTEpachiBatOTCA.

BkntouaeT dyHKUMIO 3aWwmTbl Ha MHTepdelice. BbikatoyaeTt
nopT Npu NOCTYN/JI€HNUN NAKeTOB C Hem3yyeHHbIMn MAC-
agpecamu. MNakeTbl ¢ HensydeHHbIMM MAC-agpecamu
MCTOYHUKa OTOpacbIBatOTCA.

3apaeT YacToTy reHepupyembix coobueHuii npotokona SNMP
trap npu NOCTyNNEHUM HECAaHKLMOHNPOBAHHbIX MAaKeTOB.
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no port security BbikntoyaeT GpyHKLMIO 3alUMTbl HA UHTepdelice.
port security mode {max- 3ajaeT pexxum orpaHuyeHmna nsydeHna MAC-agpecos ana
addresses | lock} HacTpauBaemoro nHTepodeiica.

- max-addresses — yaanaeT Tekywme AMHaMUYECKU
M3yYeHHble agpeca, CBA3aHHble ¢ MHTepdeiicom. PaspelieHo
M3y4yeHne MaKCMMasIbHOTO KOANYecTBa apecoB Ha NopTy.
MoBTOpHOE U3yyeHMe 1 CTapeHue paspeLleHbl.

- lock — coxpaHseT B daiin Tekylme AMHAMUYECKU U3yYeHHble
afpeca, cBA3aHHble C UHTepdecoMm 1 3anpeLiaeT obyyeHne
HOBbIM a/1pecam U CTapeHMUeE YKe U3YYEHHbIX afpecosB.

-/lock

no port security mode YcTaHaBAMBAET 3HAaYEHME MO YMOMYAHMIO.

KomaHOobl pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console>

Tabanua 5.200 — KomaHgb! pexkuma EXEC

KomaHoa 3HaveHue Aelicmeue

MoKa3blBaeT HAaCTPOMKN GYHKUMKM Be3onacHOCTU Ha
BblbpaHHOM MHTepdeiice.

show ports security
{gigabitethernet gi port |
fastethernet fa_port |

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);

port-channel group} group: (1..8)

show ports security MoKa3blBaeT TEKYLLME AUHAMUYECKME agpeca ANA

addresses gi_port: (1..3/0/1..28); 3a6/I0KMPOBAHHbIX MOPTOB.

{gigabitethernet gi port | fa_port: (1..3/0/1..24);

fastethernet fa_port | group: (1..8)

port-channel group}

set interface active AKTUBU3MPYET UHTEPDENC, OTKAIOYEHHDbIW GYHKUMEN 3aWnTbI

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..8)

nopra (KomaHAaa 40CTynHa TO/IbKO AR NPUBUAETMPOBAHHOIO
nonb3osarens).

{gigabitethernet gi port |
fastethernet fa_port |
port-channel group}

[pumepbl 8bIM0AHEHUS KOMAHO

= BkAountb PyHKUMIO 3awmuTbl Ha 15 mHTepdeice Ethernet. YcTaHOBUTL orpaHMyeHue Ha
usyyeHne noptoB — 1 nopt. MNMocne wm3ydyeHua MAC-agpeca 3a6/10KMpoBaTb GYHKUMIO
N3yYeHUA HOBbIX aAPeCcoB A5 MHTepdenca C Lenbio OTOPOCUTL NaKeTbl C HEU3YYEHHbIMM
MAC-agpecamm UctouyHMKa. CoxpaHuTb B paia M3ydeHHbl agpec.

console# configure
console (config) # interface gigabitethernet 1/0/15

console (config-if) # port security max 1

= [loAKNtoUYNTb KAMEHTa K nopTy 1 nsyuntb MAC-agpec.

console (config-if) # port security discard
console (config-if)# port security mode lock
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5.27.2 lMpoeepka nodauHHOCMU KaueHma Ha ocHose nopma (cmaHdapm 802.1x)

5.27.2.1 basoeas nposepKa noo0aAuHHOcCMuU

AyteHTUdMKaumMa Ha ocHoBe cTaHaapta 802.1x obecneynMBaeT nNpoOBEPKY MNOAJIMHHOCTU
Nno/ib30BaTesIell KOMMYTATOPa Yepes BHELWHUIN cepBep Ha OCHOBE MOPTa, K KOTOPOMY MOAKAIOYEH KANEHT.
Tonbko ayTeHTUOMUMPOBAHHbIE M aBTOPM3OBaAHHbIE MOJ/b30BaTE/IM CMOTYT Mepegasatb M MNPUHMMATb
AaHHble. [poBepKa NoA/IMHHOCTU Nonb3oBaTesiel NOPTOB BbiNoHAeTcs cepepom RADIUS nocpeacrtsom
npotokona EAP (Extensible Authentication Protocol).

KomaHObI pexcuma 21060716H020 KOHU2YPUPOBAHUS

Bug 3anpoca KOMaHAHOM CTPOKU peXKnma rnobasibHOro KOHPUrypnpoBaHus:
console (config) #

Tabnnua 5.201 — KomaHgb! pexxuma rnobanbHOro KOHPUrypmpoBaHus

KomaHoa 3HaueHue/ Aelicmeue

3HayeHue no

YMOAYAHUIO
dotlx system-auth-control BKAtoyaeT pexum ayTeHTUdGunKaumm 802.1X Ha KommyTaTope.
no dotlx -/ force-authorized BbIkntoyaeT pexkmm ayTeHTMdUMKaumm 802.1X Ha KommyTaTope.
system-auth-control
aaa authentication dotlx 3apaeT 04MH UK ABa MeToAa NPOBEPKU NOAJMHHOCTY,
default {none | radius} aBTopu3aumm un yyeta (AAA), ANA UCNONb30BaHMA HA
[none | radius] nHtepoeiicax IEEE 802.1X.

- none — He BbINO/IHATbL AyTEHTUDUKALMIO;
- radius — ucnonbsosatb cnmucok RADIUS-cepBepoB ans
-/radius ayTeHTMdMKaLMM Noib30BaTeNs.
BTopoit meToa, ayTeHTUPUKALMU UCNoNb3yeTca
V TO/IbKO B C/ly4ae, ecnv no nepsomy ayteHTuduKauma
6bin1a HeycneLwHoM!.

no aaa authentication YcTaHaBAMBaEeT 3HaYEHME N0 YMOAYAHUIO.
dotlx default

KomaHObI pexcuma KoHgu2ypuposaHua uHmepgelica Ethernet

BuAa 3anpoca KOMaHAHOM CTPOKM B pexxume KoHPUrypuposaHua nntepoeiica Ethernet:

console (config-if) #

/' Mpotokon EAP (Extensible Authentication Protocol) BbinonHser 3apgaum pan
ayTeHTUPUKaL MU YAANEHHOTO KAMEHTA, NPU 3TOM onpeAenas MexaHU3m ayTeHTUPUKaLuK.

Tabnnua 5.202 — KomaHgbl pexxuma KoHpurypuposaHua nHtepoeica Ethernet
3HayeHue/3HayeHue no

KomaHoa Aelicmeue
YMOAYAHUIO
dotlx port-control HacTtpausaet ayteHTUdMKaumto 802.1X Ha nHTepdeiice.
{auto | force-authorized | PaspeluaeT py4yHON KOHTPO/Ib 338 COCTOSAHMEM aBTOPU3aL MK

force-unauthorized}
[time-range time]

nopra.
- auto - ncnonbszosatb 802.1X gnA UIMeHEHMA COCTOAHUA
KNMEHTA MeXay aBTOPU30BaHHbIM U HEABTOPU30BAHHbIM;

- force-authorized — BbikntouaeT ayteHTUdMKaumio 802.1X Ha
nHTepoevice. MopT NnepexoanT B aBTOPU30BAHHOE COCTOHUE
6e3 ayTeHTUPMKaLumu;

-/ force-authorized
range_name: (1..32)
cumBona
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no dotlx port-control

- force-unauthorized - nepesoanT NopT B HEaBTOPN30BaHHOE
cocToaHue. rHopupytoTca Bce NONbITKM ayTeHTUdMKaumum
KANEeHTa, KOMMYTaTOp He NpPeAoCTaBAeT CepBUC
ayTeHTUdMKaLMM ANA 3TOro NopTa;

- time — nHTepBan BpemeHu. Eciv aaHHbIM NnapameTp He
onpegesieH, ToO NOPT He aBTOPM30BaH.

YcTaHaBAMBaeT 3HaYeHne No YMONYaHUIO.

dotlx reauthentication

no dotlx reauthentication

-/ nepuoamnueckune
NOBTOPHbIE NPOBEPKM
NOANMHHOCTM BbIK/KOYEHbI

BK/tO4aeT nepmoamyeckme NoBTopHbIE NPOBEPKM
NOA/MHHOCTU (NepeayTeEHTUPUKALMIO) KANEHTA.

BbIK/IlO4aET NepuoanHecKne NOBTOPHbIE MPOBEPKM
noA/IMHHOCTU (NepeayTeHTUGMKALMIO) KIMEHTa.

dotlx timeout reauth-
period period

no dotlx timeout reauth-
period

(30..4294967295)/
3600 cek

YcTaHaBAMBaET Nepuoa MexKay NOBTOPHbIMMU NPOBEpPKaMm
NOANMHHOCTK.

YcTaHaBAMBaeT 3HaYeHUe No YMOAYaHUIO.

dotlx timeout quiet-period
period

no dotlx timeout quiet-
period

(0..65535)/60 cex

YcTaHaBAMBAET NepUOS, B TEYEHNE KOTOPOro KOMMYTaTop
OCTAeTCA B COCTOAHUM MOMAHWUA NOC/e HEeYAAYHOW NPOBEPKM
NoA/IMHHOCTY.

B TeyeHMe nepnoga Mo4aHMA KOMMYTATOP HE NPUHUMAET U
HE MHULMUPYET HUKAKUX ayTEHTUPUKALMOHHBIX COOOLLEHWNA.

YcTaHaBAMBaeT 3HaYeHue No YMONYaHUIO

dotlx timeout tx-period
period

no dotlx timeout tx-period

(30..65535)/30 cek

YcTaHaBAWBaeT nepuos, B Te4eHWe KOTOPOro KOMMyTaTop
O¥KMIaeT OTBET Ha 3anpoc IMbo naeHTndMKaLmio no
npoTtokony EAP oT knveHTa, nepes NOBTOPHOM OTNPaBKOM
3anpoca.

YcTaHaBAWBaeT 3HaYeHUe No YMOAYAHUIO.

dotlx max-req count

no dotlx max-req

(1..10)/2

YcTaHaBAWBaET MaKCMMa/ibHOE YMCA0 NOMNbITOK Nnepeaayn
3anpocoB NPoToKoia EAP-KAMeHTY nepes HOBbIM 3amycKom
npowecca npoBepKu NOAMHHOCTY.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.

dotlx timeout supp-
timeout period

no dotlx timeout supp-
timeout

(1..65535)/30 cekyHa,

YcTaHaBAMBaET NepUoA, MeXKAy NOBTOPHbIMKU Nepeaadyamm
3anpocoBs npoTokona EAP-knneHTy.

YcTaHaBAMBaeT 3HAYeHue no YMONYaHULO.

dotlx timeout
server-timeout period

no dotlx timeout
server-timeout

(1..65535)/30 cekyHz,

YcTaHaBAWBaET Nepuoa, B Te4eHne KOTOPOro KOMMYTaTop
O}KMAAET OTBETA OT CepBepa ayTeHTUdMKaLmm.

YcTaHaBAuBaeT 3HaYeHue no YMONYaHUIO.

KomaHOwbi pexcuma Privileged EXEC

BunAa 3anpoca KomaHAHOM CTPOKKM pexxunma Privileged EXEC:

console#

Tabnnua 5.203 — KomaHgb! pexxkuma Privileged EXEC

KomaHoa

3HaveHue

Aelicmeue

dotlx re-authenticate
[gigabitethernet gi_port |
fastethernet fa_port]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24)

BpyuHyto ocyLiecTsaseT NOBTOPHYIO NPOBEPKY NOAAUHHOCTU
YyKa3aHHOro nopTta B KOmaHAe, 1Mbo Bcex NopTos.,
noapepxusatowmx 802.1X.

show dot1x interface
{gigabitethernet gi_port |
fastethernet fa_port}

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24)

MokasbiBaeT coctoaHue 802.1X gna kommyTatopa mbo ana
YKa3aHHOro nHTepodeiica.

show dot1x users
[username username]

(1..160) cumeonos

[MoKa3blBaeT aKTUBHbIX ayTEHTUPULIMPOBAHHbBIX
nonb3osatenen 802.1X KommyTtaTtopa.

show dot1x statistics
interface
{gigabitethernet gi_port |
fastethernet fa_port}

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24)

MokasbiBaeT cTaTUcTUKyY no 802.1X ansa BbibpaHHOroO
MHTepodeica.
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[Mpumepbl 8bINOAHEHUA KOMAHO

= BKAKOUUTD pexkum ayTeHTudmkaumm 802.1X Ha KommyTaTope. Mcnosnb3oBaTb
cepBep A/1A NPOBEPKU MNOAJAMHHOCTM KAMEHTOB Ha WHTepdelicax |EEE 802.1X
nHTepdelica Ethernet ncnonbsosatb pexxum ayteHTnduUKaumm 802.1x.

console# configure

console (config)# dotlx system-auth-control

console (config)# aaa authentication dotlx default radius
console

config)# interface gigabitethernet 1/0/18
console (config-if)# dotlx port-control auto

console# show dotlx

MNokasaTtb coctoAHMe 802.1X gna KommyTaTopa.

RADIUS-
. Ona 18

802.1x is disabled

Admin Oper Reauth Reauth Username
Port Mode Mode Control Period
gi0/1 Force Authorized Authorized* Disabled 3600 n/a
gi0/2 Force Authorized Authorized* Disabled 3600 n/a
gi0/3 Force Authorized Authorized* Disabled 3600 n/a
gi0/4 Force Authorized Authorized* Enabled 3600 n/a
gi0/5 Force Authorized Authorized* Disabled 3600 n/a
gil/6 Force Authorized Authorized* Disabled 3600 n/a
gi0/7 Force Authorized Authorized* Disabled 3600 n/a
gi0/8 Force Authorized Authorized* Disabled 3600 n/a
gi0/9 Force Authorized Authorized* Disabled 3600 n/a
gi0/10 Force Authorized Authorized* Disabled 3600 n/a
gi0/11 Force Authorized Authorized Disabled 3600 n/a
gi0/12 Force Authorized Authorized* Disabled 3600 n/a
gi0/13 Force Authorized Authorized* Disabled 3600 n/a
gi0/14 Force Authorized Authorized* Disabled 3600 n/a
gi0/15 Force Authorized Authorized* Disabled 3600 n/a
gi0/16 Force Authorized Authorized* Disabled 3600 n/a
More: <space>, Quit: g, One line: <return>

= [lokasaTtb cocTonaHue 802.1X ana 12 untepdeliica Ethernet.

console# show dotlx interface gigabitethernet 1/0/12
802.1x is disabled

Admin Oper Reauth Reauth Username
Port Mode Mode Control Period
gi0/12 Force Authorized Authorized* Disabled 3600 n/a

* Port is down or not present

Seconds
Seconds

Quiet period: 60
Tx period: 30
Max req: 2

Supplicant timeout: 30 Seconds
Server timeout: 30 Seconds
Session Time (HH:MM:SS): 00:00:00
MAC Address:

Authentication Method: Remote

Termination Cause: Port re-initialize

Authenticator State Machine
State: INITIALIZE
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Backend State Machine

State: INITIALIZE
Authentication success: O
Authentication fails: 0

Tabnnuya 5.204 — OnncaHue pesybTaToB BbIMOJHEHMUA KOMaH/,

apamemp

OnucaHue

Port

Homep nopTa.

Admin mode

Pexum ayteHTudumKaumm 802.1X: Force-auth, Force-unauth, Auto.

Oper mode

OnepaumnoHHbI1 peXXMM NopTa: aBTOPU30BaHHbINA, HEAaBTOPMU30BaHHbII, N1M60
BbIK/lOYEHHbIN (Authorized, Unauthorized, Down).

Reauth Control

KoHTponb nepeayTeHTUOUKALMM.

Reauth Period

I'Iepmop, mexay NnOBTOPHbIMU NpoBEPKamMun NOA/TMHHOCTU.

Mma nonb3osaTtena npu ncnonbzosaHmnm 802.1X. Ecam nopT aBTOPU3OBaAH, TO
oTobpakaeTca MMs TeKyLlero nonb3osaTtens. Ecav nopT He aBTOPU30BaAH, TO

Username
oTOobpaKaeTca MMs NocaeHEero ycrnewHo aBTOpM30BaHHOIO N0b30BaTeNA Ha
nopry.

. . Mepuoa, B Te4EHME KOTOPOro KOMMYTAaTOP OCTAETCA B COCTOSAHUN MOIYAHUA nocne

Quiet period pnoa, . P Y P
HeyAa4yHOM NPOBEPKU NOAJIMHHOCTY.
Mepuog, B TeYEHME KOTOPOrO KOMMYTATOP OXKMAAET OTBET HA 3anpoc Mbo

Tx period naeHtTMdmnKaumo no npotokony EAP oT KnmMeHTa, nepes NOBTOPHOM OTNPaBKOM
3anpoca.

Max req MakcumanbHoe YMCA0 NOMNbITOK Nepesayn 3anpocos NpoTokona EAP knneHTy

nepea HoBbiM 3anyCKOM npouecca NpoBepkKn NOAANHHOCTW.

Supplicant timeout

Mepuon mexay NOBTOPHbIMKU Nepeaadyamn 3anpocoB NPoToKoaa EAP kaneHTy.

Server timeout

Mepuos, B TeYeHME KOTOPOro KOMMYTaTOP OXMAAET OTBETA OT cepBepa
ayTeHTUdUKaumu.

Session Time

Bpems nogxnoyeHna nob3osaTens K yCTPOWCTBY.

Mac address

MAC-agpec nonb3osartens.

Authentication Method

MeTog, ayTeHTUdUKAL MM YCTAHOBIEHHOM Ceccuu.

Termination Cause

MpuymHa 3aKpbITUA ceccum.

State

TeKyu.l,ee 3HaYeHMe aBTOMaTa COCTOSHUMN onpeagenuntena nOAANHHOCTU U BbIXOOAHOIO
aBTOMaTa COCTOAHMUN.

Authentication success

Konnyectso nosy4eHHbIx coobLeHunit o6 ycnewHol ayteHTMdMKaLmm oT cepeepa.

Authentication fails

Konnyectso noslyyeHHbIX COOBLLEHNIA O HeyCNeLHoW ayTeHTUdUKALMKM OT cepBepa.

VLAN

Mpynna VLAN Ha3HayeHHaa Noab30BaTento.

Filter ID

MaeHTudmKaTop rpynnbl GUAbTpaLmm.

= [lokasaTb cTaTUCTMKy no 802.1X ana uHtepodeiica Ethernet 13.

console# show dotlx statistics interface gigabitethernet 1/0/13

EapolFramesRx: 12
EapolFramesTx: 8
EapolStartFramesRx: 1
EapolLogoffFramesRx: 1
EapolRespIdFramesRx: 4
EapolRespFramesRx: 6
EapolRegIdFramesTx: 3
EapolRegFramesTx: 5
InvalidEapolFramesRx: 0O
EapLengthErrorFramesRx: 0
LastEapolFrameVersion: 1
LastEapolFrameSource: 00:00:02:56:54:38
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Tabnnua 5.205 — OnuncaHMe pesybTaToB BbIMNOJIHEHMA KOMaHA,

Mapamemp OnucaHue

KosimyecTBo KoppeKTHbIX NakeTos ftoboro Tuna npotokona EAPOL (Extensible

EapolFramesRx Authentication Protocol over LAN), NpuHATbIX AaHHbIM OnNpeaenuTenem

NOA/IMHHOCTU.

KonnuecTBo KOppeKTHbIX NakeToB ntoboro Tvna npotokona EAPOL, nepegaHHbIxX
EapolFramesTx PP P pea

OaHHbIM onpeaennTenem NoAAMHHOCTY.

Konnyectso nakeTos Start npotokona EAPOL, NpMHATBLIX AaHHbIM onpeaennTenem
EapolStartFramesRx P P A PeA

NOA/IMHHOCTU.

Konnuyectso naketos Logoff npotokona EAPOL, npuMHATbLIX AaHHbIM onpeaenMtenem
EapolLogoffFramesRx g P P A pea

NoA/IMHHOCTW.

Konunyectso naketoB Resp/ld npoTokona EAPOL, npuHATbIX AaHHbIM
EapolRespldFramesRx p/d np P A

onpeaenutenem nNOAJNMHHOCTU.

Konnuyectso nakeTtos oTeeToB (Kpome Resp/ld) npoTtokona EAPOL, npuHATbIX
EapolRespFramesRx (kp p/id) np P

OaHHbIM onpeaennTenem NoAAMHHOCTU.

Konunyectso naketoB Resp/ld npoTokona EAPOL, nepefaHHbIX AaHHbIM
EapolReqldFramesTx p/id np PEA A

onpeaenutenem nNOAJNMHHOCTU.

Konnuyectso nakeToBs 3anpocos (Kpome Resp/Id) npotokona EAPOL, nepeaaHHbIX
EapolReqFramesTx P (kp p/id) np pea

AaHHbIM onpeaenntenem NOANNHHOCTU.

Konunyectso naketos npoTokosa EAPOL ¢ Hepacno3HaHHbIM TUMOM, NPUHATbLIX

InvalidEapolFramesRx
AaHHbIM onpegenutenem NoAJMHHOCTH.

Konunyectso nakeToB npoToko/sia EAPOL ¢ HEKOPPEKTHOM AJIMHOM, NPUHATDLIX

EaplLengthErrorFramesRx
JaHHbIM onpeaennTtenem noAJIMHHOCTY.

Bepcua npotokona EAPOL, npuHATas B camoM nocnegHem Ha AaHHbIA MOMEHT

LastEapolFrameVersion
nakere.

LastEapolFrameSource MAC-afpec UCTOYHUKA, MPUHATLIA B CAMOM NOCAeAHEM HA AaHHbIN MOMEHT naKkere.

5.27.2.2 PacwuperHas nposepKda nodauHHocmu.

PacwmpeHHble HacTpolikn dotlx Mo3BOAAIOT NMPOBOAMTbL MPOBEPKY NOAJMHHOCTU AJIA HECKOJbKUX
KJMEHTOB, NMOAK/IIOYEHHbIX K NopTy. CyLLecTBYeT A4Ba BapuaHTa ayTeHTUMKaLMK: NepBbIi, KOraa npoBepKa
NOA/IMHHOCTM Ha OCHOBe rnopTa TpebyeT ayTeHTUOMKaAuMU TONbKO OAHOIO KAWEHTa, 4Tobbl gocTyn K
cucTeMe MMenun Bce KaveHTbl (pexkmum multiple hosts), BTopoii, Koraa npoBepKa MOA/IMHHOCTM TpebyeT
ayTeHTUOUKALMM BCEX MOAKMOUYEHHDBIX K MOPTY KAUEHTOB (pexknm multiple sessions). Ecnv nopT B pexxunme
multiple hosts He npoxoguT ayTeHTUOUKALMIO, TO BCEM NOAK/IIOYEHHBIM XOCTaM ByAeT 0TKa3aHo B A0OCTyne
K pecypcam ceTu. TaKkKe K pacliMpeHHbIM HAaCTPOMKaM OTHOCUTCS agMUHUCTpupoBaHue roctesbix VLAN, K
KOTOPbIM MMEIOT 4OCTYN He npolwealmne ayTeHTudmKaLmio Nosb3oBaTeNu.

V Mopt pgoctyna (Access) He MoKeT 6biTb UneHoMm HeayTeHTUdUUMpoBaHHoU VLAN. Native

VLAN TpaHKoBoro nopta (Trunk) He mosKeT 6biTb HeayTeHTUdULMpPOoBaAHHbIM VLAN. Ho ans

nopta B pexxume General PVID moxeTt 6biTb HeayTeHTUULUUpOBaHHbIM VLAN (B 3Tom

C/y4yae TO/IbKO TerMpoBaHHble MNaKeTbl MOryT ObiTb MNPUHATbBI B HEaBTOPU3OBAHHOM
COCTOSIHUMN).

KomaHObI pexcuma 271060s6H020 KOHGU2YPUPOBAHUSA

Bug, 3anpoca KOMaHAHOM CTPOKM B pexkume rnobanbHoro KoHUrypuposaHus:

console (config) #
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Tabnnua 5.206 — KomaHgb! pexxuma rnobanbHOro KOHPUrypmpoBaHus

3HayeHue/3HayeHue no

KomaHoa Aelicmeue
YyMOMYAHUO
dotlx bpdu {filtering | 3agaeT 06paboTKy 3awmThl nopTos 802.1x BPDU, Koraa 802.1x
bridging} rn06anbHO BbIK/IOYEH.
- filtering — dunbTpoBaTH NakeTsl 802.1x BPDU;
- bridging — nepepasatb nakeTbl 802.1x BPDU KaK 06blYHble
filtering nakeTbl AaHHbIX.

no dotlx bpdu

®dyHKuMA paboTaeT TONbKO KOrAa pexum
V ayteHTUdUKaumnmn 802.1x Ha KOmmyTaTope
BbIK/IIOYEeH. [1nA BbIKNOYeHUA ayTeHTUGMKaumm 802.1x
ucnonb3yeTtca KomaHga: no dotlx system-auth-control.

YcTaHaBAMBaET 3Ha4YeHWe No YMONYaHUIO.

dotlx guest-vlan timeout
timeout

no dotlx guest-vian
timeout

timeout: (30 .. 180) /

YCTaHaBNMBAET BPeMA 3a[lePIKKN MEXKIY BK/IOYEHUEM
pexkuma ayTeHTUdUKaLmm 802.1x (Mam BKAtOYEHMEM NOPTa) U
nobasneHnem nopta B guest VLAN.

YcTaHaBAWBaeT 3HaYeHUe No YMONYAHUIO.

dotlx traps mac-
authentication success

PaspelsaeT oTnpaBKy trap-coobLieHni, Koraa KAMEHT
yCnewHo npoxoanT ayTeHTudukaumio no MAC-aapecy,

-/ disable OCHOBAHHYIO Ha cTaHgapTe 802.1x.
no dotlx traps mac- YcTaHaBAMBaeT 3HaYeHMeE MO YMONYAHUIO.
authentication success
dotlx traps mac- PaspelsaeT oTnpaBKy trap-coobLEeHMI, KOTAa KMEHT He
authentication failure npowen ayteHTUPMKaumio no MAC-agpecy, OCHOBaHHYHO Ha
-/ disable craHaapre 802.1x.
no dotlx traps mac-
- . YcTaHaBAMBAET 3HAYEHME MO YMONYAHUIO.
authentication failure
dot1x radius-attributes YcTaHaBanBaeT 06paboTKy owmnboK ana atpubytos RADIUS:
errors filter-id resource - accept — nonb3oBaTenb NPUHAT, ecin unbTpauma no ID He
{accept | reject} MOKeT bbITb Mpon3BeaeHa No NpPUYNHaAM pacnpeseneHns
pecypcoB. Ecnav punbTpauma no ID He MOXKeT bbITb
. npovsBeAeHa No Apyrum NpuYnHam, noab3oBatens byaer
-/ reject OTK/IOHEH;
- reject — Ecam dunbtpauma no ID He moxkeT 6bITb 3agaHa, TO
nosib3osatesib 6yaeT OTKNOHEH.
no dot1x radius-attributes
X . YcTaHaBAMBAET 3HAYEHME MO YMONYAHUIO.
errors filter-id resources
dotlx radius-attributes YcTaHaBAnBaeT GopmaTt Hymepauuu noptos B aTpmbyTe NAS-
nas-port format-type Port npu ayteHTMdMKaumm no 802.1x:
{default | human} - deafult - 3HaueHne No ymonuaHuio, Hymepaumsa
cooTBeTcTByeT BHyTpeHHUM iflIndex'am;
-/default

no dotlx radius-attributes
nas-port format-type

- human - Hymepauma nopToB HauMHaeTcs ¢ 1 (Kak Ha
nepegHei naHenu).

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.

KomaHObI pexcuma KoHgu2ypuposaHUa uHmepgelica Ethernet

Bua 3anpoca KOMaHAHOM CTPOKM B pexume KoHPurypuposaHua nHtepoeiica Ethernet:

console (config-if) #

Tabnnuya 5.207 — KomaHgbl pexxuma KoHpuUrypuposaHua nHtepoeica Ethernet

3HayeHue/3HayeHue no

KomaHoa Aelicmeue
YMOMYAHUIO

dotlx host-mode PaspeluaeT HanMume 04HOr0/HECKONBbKUX KNINEHTOB Ha
{multi-host | single-host | aBTOpM30BaHHOM nopty 802.1X.
multi-sessions} -/ multi-host - multi-host — HeCKO/1IbKO KNMEHTOB;

- single-host — oguH KnneHT;

- multi-sessions — HECKONbKO ceccuit.
dotlx violation-mode -/protect 3apaeT aeicTeme, KOTopoe HeObXoANMMO BbINONHUTL, KOraa
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{restrict | protect |
shutdown }

no dotlx
single-host-violation

yctpoicteso, MAC-agpec koToporo otanyaerca ot MAC-agpeca
K/IMEHTA, OCYLLEeCTBAAET NONbITKY A0CTyNa K MHTepdeicy.

- restrict - naketbl ¢ MAC-agpecom, oTanuHbiM oT MAC-agpeca
KNMEeHTa, NepecblNatoTca, Npu 3TOM aapec UCTOYHUKA He
n3y4yaertcs;

- protect — nakeTbl c MAC-agpecom, oTanyHbim oT MAC-
agpeca KnneHTa, oTbpacbiBatoTCA;

- shutdown — nopT BbIKkAOYaeTcs, nakeTbl ¢ MAC-agpecom,
oT/InYHbIM OT MAC-aapeca KaneHTa, oTbpacbiBatoTcs;

YacToTa reHepupyembix coobuieHmii npotokona SNMP trap
npu NOCTYNIEHNUN HECAHKLMOHUPOBAHHbIX NAaKeTOB
coctasnset 1 cekyHAay.

V' KomaHgaa urHopupyertcs B pexxume multiple hosts.

YcTaHaBAMBaET 3Ha4YeHWe No YMONYaHUIO.

dotlx guest-vlan enable

no dotlx guest-vlan enable

-/pocTyn 3anpeueH

PaspeluaeT HeaBTOPM30BaHHbIM NO/Ib30BATENAM AAHHOTO
nHTepdeiica goctyn K rocteson VLAN.
' Ha yctpoiictee fonxeH 6biTb HAacTpoeH XoTa 6bl 0AUH
- rocreso VLAN (KomaHaa dotlx guest-vlan B
HacTpoiikax uHtepdeiica VLAN).

3anpelLaeT HEaBTOPU30BaHHbIM NO/Ib30BATENAM AAHHOTO
MHTepdenca goctyn K roctesoit VLAN.

dotlx mac-authentication
{mac-only | mac-and-
802.1x}

no dotlx mac-
authentication

-/BbIKNIOYEHa

BkntoyaeT ayTeHTUDUKAUMIO, OCHOBaHHYH Ha MAC-agpecax
nosb3osaTesnen.

- mac-only — BK/IlOYAET ayTEHTUOUKALMIO, OCHOBAHHYIO TONbKO
Ha MAC-agpecax, naketbl 802.1x UrHOpupytoTCA;

- mac-and-802.1x — BK/ItO4YaEeT ayTEHTUPMKALMIO, OCHOBAHHYIO
Ha 802.1x 1 MAC-agpecax.

, | -TlocteBas VLAN ponykHa 6biTb BK/IOUYEHa, KOraa

N ucnonb3syetca ayreHTMduKauua no MAC-agpecy.

- He ponHo 6bITb cTaTMUECKMX NpuBA3oK MAC-
appeca.

- GYHKLUMA NOBTOPHOW ayTeHTUDUKALMKN J0MKHA 6bITh
BK/IlOYEHa.

BbIkntoyaeT ayTeHTUdMKaLMio, OCHOBaHHY Ha MAC-agpecax
nonb3oBarteneu.

dotlx mac-authentication
format username {
lowercase | uppercase } [
separator{- | : | . }11
groupsize{1]|2]|4}]

-/lowercase 6e3
pasgenuteneit u geneHuns
Ha rpynnbl (alb2c3d4e5e6)

KomaHga 3agaét dopmat ctpokm ¢ MAC afpecom KANEHTa,
nepegasaemon B atpnbyte User-Name.

-lowercase, uppercase - onpeaenatoT pernctp GykBeHHbIX
CMMBOI0B;

- separator - 3a4aéT pasgenuTenb Mexay rpynnamu
CMMBO/I0B;

- groupsize - KOANMYECTBO CUMBOJIOB B KaXXA0M rpynne.
3agaHue napameTpoB separator u groupsize He 0b6s3aTeNlbHO
(1.e., ecnm TpebyeTca, MOXKHO yKasaTb TONbKO PErucTp), HO ANA
Toro, ytobbl MAC-aapec oTobparkanca pasgenéHHbIM Ha
rpynnbl, HeobxoaMMo 3a4aTb 06a 3TUX NapameTpa.

Mpumep KoHdUrypaumm:
dotlx mac-authentication format username uppercase
separator : groupsize 4

dopmar cTpoku B aTpubyTe:
A1B2:C3D4:E5F6

no dotlx mac-
authentication format
username

YcTaHaBAMBaeT 3HaYeHne Mo yMONYaHUIo

dotlx mac-authentication
format password
{password_string}

-/User-Name

Crtpoka password_string nepeaaétcsa B8 RADIUS atpubyte User-
Password. Mo ymonyaHuto B atpmubyte nepesaérca MAC agpec
KNueHTa B popmarte, 3agaHHOM KomaHaowm dotlx mac-
authentication format username. MakcumanbHasa gavHa
nepegasaeMomn CTPOKM - 128 cumBo/10B.
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no dotlx mac-
authentication format
password

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO

dotlx radius-attributes
filter-id

BKHOUUTB NPOBEPKY NOANMHHOCTU, OCHOBaHHY0 Ha ACL/
Ha3HauuTb QOS-Policy.

- . -/BbiKAOYEH
no dot1x radius-attributes YcTaHaBAMBaeT 3Ha4YeHMe No YMONYAHMIO.
filter-id
dotlx radius-attributes BkntoyaeT 06paboTKy onumm Tunnel-Private-Group-ID (81) B
vian coobueHunax RADIUS-cepsepa.
-/BbIK/IIOYEH

no dotlx radius-attributes
vilan

BbikntoyaeT 06paboTky onumm Tunnel-Private-Group-1D (81) B
coobuieHmax RADIUS-cepsepa.

KomaHObI pexcuma KoHgpuaypuposaHua VLAN

BuA 3anpoca KOMaHAHOWM CTPOKM B pexxume KoHPUrypuposaHma nHtepoeica VLAN:

console (config-if)#

Tabnunua 5.208 — KomaHab! pexkuma KoHPuUrypuposaHua nHtepoeica VLAN

KomaHoa

3HavyeHue

Aelicmeue

dotlx auth-not-req

no dotlx auth-not-req

Mo ymonyaHutio goctyn
HEeaBTOPU30BAHHbIM
no/sib30BaTeNAM 3anpeLleH

PaspewaeT goctyn K gaHHon VLAN HeaBTOpM30BaHHbIM
nonb3oBaTensm.

3anpewaet goctyn K AaHHol VLAN HeaBTOpM30BaHHbIM
nosb30BaTeNsAM.

dotlx guest-vlan

no dotlx guest-vian

Mo ymonyanutio VLAN He
onpeaeneHa Kak rocresas

Onpepgensaet roctesyto VLAN.

OTKpbIBaeT HeaBTOPU30BAHHbIM NO/Ib30BaTENAM UHTepdelica
poctyn K roctesol VLAN. Ecnm rocteBas VLAN onpegeneHa u
paspelueHa, NopT ByaeT aBTOMATUYECKN NPUCOEANHATLCA K
HeW, Koraa He aBTOPM30BaH, M NOKMAATb, Koraa npoiaer
aBTOpM3aumio. YTobbl MCNOIb30BaTb AaHHbIM GYHKLMOHAnN,
NnopT He J0/KeH BbITb CTaTUYECKMM YieHoM roctesoit VLAN.

YcTaHaBAuBaeT 3HaYeHue no YMONYaHULO.

KomaHObl pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKK pexxnma Privileged EXEC:

console#

Tabnnua 5.209 — KomaHgb! pexxkuma Privileged EXEC

KomaHoa

3HaveHue

Aelicmeue

show dotlx advanced
[gigabitethernet gi_port |
fastethernet fa_port]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24)

MoKa3blBaeT AONONHUTE/IbHbIE CBEAEHMA O HACTPOMKaX
npoTokona 802.1x (KomaHAa AOCTYNHa TO/IbKO ANA
NPUBUAETMPOBAHHOIO NOAb30BaTeNs).

KomaHOb1 pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK pexxknma EXEC:

console#

Ethernet-kommymamopsl MES1000, MES2000

205



HELTEX

Tabnnua 5.210 — KomaHgb! pexxkuma Privileged EXEC

KomaHoa 3HaueHue Aelicmeue

show dotlx bpdu Moka3biBaeT 06paboTKy 3awmTbl noptoB 802.1x BPDU Korga
- 802.1x rnobasbHO BbIK/OYEH.

5.27.3 Konmponb npomokona DHCP u onyusa 82

DHCP (Dynamic Host Configuration Protocol) — ceTeBoli MpPOTOKO/A, NO3BONAIOWMIN KAUEHTY NO
3anpocy nony4atb IP-agpec u apyrve Tpebyemble napameTpbl, HeobxoamMmble ana paboTbl B ceTn TCP/IP.

MpoTokon DHCP MOeT MCnonb30BaTbCA 3/10YMbILIEHHUKAMM A1 COBEPLUEHUA aTaK HA YCTPOICTBO,
KaK CO CTOPOHbl KAueHTa, 3acTtasnAa DHCP-cepsep BblgaTb BCe AOCTyMHble afgpeca, Tak U CO CTOPOHbI
cepBepa, NyTem ero noameHsbl. MporpammHoe obecneyeHne KOMMyTaTOpa MO3BOIAET 0H6ECNeYnTb 3aLLUTY
YCTpPOMCTBA OT aTak C MCnonb3oBaHMem npoTtokona DHCP, anAa yero npumeHsaetcA QyHKLMA KOHTPOAA
npoTtokona DHCP — DHCP snooping.

YcTpoinctBo crnocobHo oTcnexkusatb noseneHne DHCP-cepBepoB B ceTu, paspewas ux
NCNO/Ib30BaHME TOJIbKO Ha «J0BEPEHHbIX» MHTepdencax, a Tak¥Ke KOHTPOJIMPOBaTb AOCTYMN KJMEHTOB K
DHCP-cepBepam no Tabauue CoOoTBETCTBUN.

Onuus 82 npotoKona DHCP (option 82) ncnonbsyertca ansa Toro, 4ytobbl NnponHpopmuposaTs DHCP-
cepsep o0 Tom, oT Kakoro DHCP-peTpaHcnsTopa (Relay Agent) 1 uepes Kakoi ero nopt 6b1a1 NOAyYeH 3anpoc.
MpumeHseTca A4na YCTAaHOBNEHUA COOTBETCTBUI IP-agpecoB U MOPTOB KOMMYTATOPa, a TaKXKe A5 3aLnThbI
OT aTakK C ucnosib3oBaHMem npotokona DHCP. Onuua 82 npeactaBnseTr coboit AOMOJIHUTE/IbHYIO
MHbOpMaUMio (MMA yCTpoiCTBa, HOMep nopTa), AobaBnsemMyld KOMMYTaTOPOM, KOTOpbIA paboTaeT B
pexknume DHCP Relay areHTa, B Buge DHCP-3anpoca, NpMHATOro OT KAMeHTa. Ha ocHOBaHWKM AaHHOM onuuu,
DHCP-cepsep Bblgenset IP-agpec (ananasoH IP-agpecoB) M gpyrve napameTpbl NOpPTy KOmMmyTaTopa.
Monyuyne Heobxoammble AaHHble oT cepsepa, DHCP Relay areHT BbigensieT IP-agpec KAMEHTY, a TaKXke
nepepaer emy apyrue HeobxoaMmble NapameTpsbl.

’ ' Ona ncnonb3oBaHuA onuumm 82 Ha YCTPOIACTBE A,0/13KHA 6bITb BKAoYeHa ¢yHKuuA DHCP relay
. areHTa. Aina skntouyeHna DHCP relay areHTa ucnonb3yetca komaHga ip dhcp relay enable B
pexxume rno6anbHOro KOHGUrypmMpoBaHmUa (CM. COOTBETCTBYIOLMIA pa3gen AOKYMEHTALUK).

DOna KoppekTHo paboTbl pyHKuMn DHCP Snooping Bce ncnonbsyemblie DHCP-cepBepbl
OO/MKHbI 6bITb MOAK/IOUEHDI K «A,0BEPEHHbIMY» NOPTaM KOMMyTaTopa. Ana aobasneHus
nopTa B CMUCOK «A0BEPEHHbIX» Ucnonb3lyetcAa KomaHaa ip dhcp snooping trust B pexkume
KoHdurypauum nntepdeiica. Ana obecneyeHna 6e3onacHoOCT1 Bce OCTasibHbie NOPTbI
KOMMYTaTOpa A0/KHbI ObITb «He0BepeHHbIMUY,

.‘

KomaHObI pexcuma 2106as16H020 KOHGU2YPUPOBAHUA

Bug, 3anpoca KOMaHAHOW CTPOKM pexkmnma rnobasnbHOro KoHOUrypmpoBaHmsa:

console (config) #

Tabnnua 5.211 — KomaHabl pexxuma rnobanbHOro KOHGUrypmpoBaHus

KomaHoa 3HayeHue/3HayeHue no Aelicmeue
YMOAYAHUIO
ip dhcp snooping Mo ymonyaHuto Pa3speluaetT KOMMyTaTOPY KOHTPOIMPOBAHME NPOTOKONA
KOHTPO/IMPOBaHUE DHCP.
no ip dhcp snooping npotokona DHCP 3anpelaeT KOMMYTaTOPY KOHTPOAMPOBaHUE NPOTOKOA
BbIK/IIO4YEHO DHCP.
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ip dhcp snooping vlan
vlan_id

no ip dhcp snooping vlan
vlan_id

vlan_id: (1..4094).
Mo ymonyaHuio
KOHTPO/IMpPOBaHUe
npotokosna DHCP
BbIK/IHOYEHO

Paspelaet KoHTpoAnpoBaHue npoTokona DHCP B npeaenax
yKasaHHoro VLAN.

3anpeLaeT KOHTpoIMpoBaHue npoTtokona DHCP B npeaenax
yKasaHHoro VLAN.

ip dhcp snooping
information option
allowed-untrusted

no ip dhcp snooping
information option
allowed-untrusted

Mo ymonyaHuto npuem
DHCP-naketoB c onuueit 82
OT KHEHAAEXKHbIX» NOPTOB

3anpelueH

PaspewaeT npuHMmaTte DHCP-nakeTbl ¢ onumeit 82 ot
«HEHaZEeXHbIX» NOPTOB.

3anpewaet npuHnumatb DHCP-nakeTsbl c onuuen 82 oT
KHEHaAEXHbIX» NOPTOB.

ip dhcp snooping verify

no ip dhcp snooping verify

Mo ymon4yaHuio
BepUPMKaLMA BKAOYEHA

BkntovaeT BepuopurKkaymo MAC-agpeca knmenta u MAC-
ajpeca UCTOYHMKA, npuHaToro B DHCP-nakeTe Ha
«Hef0BepPEeHHbIX» MopTax.

Bbikntovaet Bepuduraumio MAC-agpeca kameHTa u MAC-
agpeca UCTo4YHuUKa, npuHatoro 8 DHCP-nakeTte Ha
«Hef0BepPEeHHbIX» MopTax.

ip dhcp snooping database

no ip dhcp snooping
database

Pe3epBHbI dpain He
ncnosb3yercs

PaspelwaeT ucnonb3oBaHWe pesepBHoro daina (6asbl)
KOHTpO/iA npoToKkosia DHCP.

3anpelLaeT UCNo/ib30BaHMe pe3epBHoro daiina (6asbl)
KOHTpO/iA npoTokosia DHCP.

ip dhcp snooping database
update-freq seconds

no ip dhcp snooping
database update-freq
seconds

seconds: (600..86400)/
1200

3apaeT YacToTy 06HOBNEHUA daitna (6a3bl) KOHTPONA
npotokona DHCP.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.

ip dhcp information option

no ip dhcp information
option

Mo ymon4yaHuio
pobasneHune onuum 82
paspelieHo

Paspewaet ycTpolicTBy gobasneHune onumm 82 npu pabote
npoTtokosa DHCP.

3anpewaeT ycTpoictay AobasneHne onuun 82 npu pabote
npoTtokosa DHCP.

ip dhcp information option
format-type access-node-id
node_id

no ip dhcp information
option format-type access-
node-id

node_id: (1..32) cumBonos

/-

YcTaHoBKa naeHTMouKaTopa access-node_id onuum 82.

YCTaHOBKA 3HAYeHUA No YMO/THaHUIO.

ip dhcp information option
format-type remote-id

No ip dhcp information
option format-type
remote-id

remote_id: (1..32)
CMMBONOB/-

YcTaHoBKa naeHTMoukaTopa remote_id onuum 82.

YcTaHOBKa 3Ha4YeHUA no YMONYaHUIO.

ip dhcp information option
format-type option format
[delimeter delimeter]

no ip dhcp information
option format-type option

format: sp, sv, pv, spv, bin
delimeter: {., ; # / space }

HacTpoiika ¢opmata DHCP onuum 82.
dopmar:

- Sp —HOMep C/1I0Ta 1 NopTa;

- sv—Homep cnota u VLAN;

- pv —Homep nopta u VLAN;

- SpV — HOMep cnoTa, nopta n VLAN;

- bin — 6uHapHbI popmart: VLAN, cnoT, nopr.

YcTaHOBKa 3Ha4YeHUA no YMON4YaHUIO

ip dhcp information option
suboption type
{tr101|custom}

-/tr101

Hactpolika dopmata onumm 82.

- tr101 — ycTaHaBnMBaeT popmart onumm 82 cornacHo
CUHTaKCUCY, NPUHATOMY B pekomeHaaumsax TR-101 (cm.
Tabnnuy 5.212);

- custom — ycTaHaBnmBaeT popmat onuumn 82 B COOTBETCTBUM
¢ dopmatom, npuseseHHom B Tabaunue 5.213.
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no ip dhcp information Bo3BpallaeT 3HaYeHMe No YMONYaHUIO

option suboption type

Tabnnua 5.212 — dopmart noneit onuum 82 cornacHo pekomeHgaumam TR-101

Mone lMepedasaemasn uHgpopmayusa

hostname ycTpolicTBa

cTpoKa Buaa eth <stacked/slotid/interfaceid>:<vlan>
Circuit ID TPOKa BUA /slotid/i 16>V

MocnepHunit 6aiiT — Homep NOPTa, K KOTOPOMY NOAKIOYEHO YCTPOMCTBO, OTNpaBAAtoLLee
dhcp-3anpoc.

Enterprise number —0089c1
Remote agent ID

MAC-agpec ycTpoiicTBa

Tabanua 5.213 — Popmat nonei onupm 82 pexknmma custom

Mone lNepedasaemas uHgpopmayusa

[OnuHa (1 6aiiT)

Tun Circuit ID

[OnuHa (1 6aiiT)

VLAN (2 6aiiTa)

Homep moayns (1 6aiit)

Circuit ID

Homep nopra (1 6aiiT)

Onnna (1 6ainT)

Tun Remote ID (1 6aiiT)
[OnuHa (1 6aiiT)
MAC-agpec KommyTaTopa

Remote agent ID

KomaHObI pexcuma KoHguaypuposaHusa uHmepgelica (QuanazoHa uHmepgelicos) Ethernet,
UHmMepgelica 2pynnel Nopmos

Bua 3anpoca KOMaHAHOW CTPOKM B peMME KOHPUrypmposaHua nHtepdeica Ethernet, nuntepoeiica
rpynnbl NOPTOB:

console (config-if) #

Tabnuua 5.142 — KomaHap! pexkuma KoHpurypmposaHua nHtepoeica Ethernet, rpynnel nHtepdeitcos

KomaHoa 3HavyeHue/3Ha4yeHue no Aelicmeue

YyMOMYAHUO

ip dhcp snooping trust [JobasnaeT nHTepdEenc B CNNCOK «40BEPEHHBIX» MPU

MCNOob30BaHMM KOHTpoAsA npoTtokona DHCP. DHCP-Tpaduk

no ip dhcp snooping trust

Mo ymonyaHuto nHTeppenc
He ABNAETCA AOBEPEHHbIM

«[,0BEPEHHOro» MHTepdeiica cunTaeTcA 6e30nacHbIM U He
KOHTpOAMpYeTCA.

YpanaeT uHtepdeiic n3 cnmcka «40BepeHHbIX» Npu
MCNO/b30BaHUM KOHTPOAA NpoTokona DHCP.

ip dhcp snooping limit rate
rate

no ip dhcp snooping limit
rate

rate:
(1..2048) pps/BbikntoueHO

YcTaHaBAnBaeT orpaHMyeHne Ana AaHHOro nNopTa Ha
KOM4ecTBo NpuHUMaembix DHCP-nakeToB B CEKyHAY .

CHumaet orpaHuyeHune Ha npném DHCP-nakeToB ¢ AaHHOro
nopTa.

ip dhcp information option
format-type circuit-id
circuit_id

no ip dhcp information
option format-type circuit-
id

circuit_id:
(1..63) cumsonos/-

YcTaHasaunBaeT cneundudHblii Circuit-id Ha nHtepdelice.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

ip dhcp information option
format-type remote-id
remote_id

no ip dhcp information

remote_id:
(1..63) cumsonos/-

YctaHasnusaet cneumduyHbii Remote-id Ha nHtepdeiice.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.
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option format-type
remote-id

KomaHOb1 pexcuma Privileged EXEC

BunAa 3anpoca KomaHAHOM CTPOKK pexxkunma Privileged EXEC:

console#

Tabnnua 5.214 — KomaHgb! pexuma Privileged EXEC

KomaHoa

3HayeHue

Aelicmeue

ip dhcp snooping binding
mac_address

vlan_id ip_address
{gigabitethernet gi_port |
fastethernet fa_port |
port-channel group}
expiry {seconds|infinity}

no ip dhcp snooping
binding mac_address
vlan_id

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
vlan_id: (1..4094);
group: (1..8);
seconds: (10..4294967295)

Lob6asnset B pain (6asy) KoHTpona npotokosa DHCP
cooTBeTcTBMe MAC-agpeca knmeHTa, rpynne VLAN u IP-agpecy
019 YKa3aHHOro UHTepdelica.

[aHHas 3anucb byaeT AelcTBUTEIbHA B TEYEHME YKa3aHHOIO B
KOMaHZAE BPEMEHMW KU3HU 3aNUCK, EC/IU KJIMEHT HE OTNPaBUT
3anpoc Ha DHCP-cepBep Ha obHoB/ieHUe. Talimep ob6HyNAeTcA
B C/ly4ae No/MyYeHUn OT KAMEHTa 3anpoca Ha 06HoBeHWe
(KomaHAaa JoCTynHA TONbKO ANA NPUBUAETMPOBAHHOTO
nonb3osaTens).

- seconds — Bpems }KU3HW 3anucu;

- infinity — Bpems *K13HM 3anucKn He orpaHUYeHo.

YaanaeT us ¢aiina (6asbl) KOHTpoAs npoTokosa DHCP
cooTBeTcTBMe MAC-agpeca KnmeHTa u rpynnsl VLAN.

clear ip dhcp snooping
database

Ounwaert daiin (6asy) KoHTpona npoTokona DHCP.

KomaHOowbi pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console#

Tabnunua 5.215 — Komanap! pexknma EXEC

KomaHoa

3HaveHue

Aelicmeue

show ip dhcp information
option

MokasbiBaeT MHbopmaLmio 06 ncnosb3oBaHMM onuumn 82
npoTtokosa DHCP.

show ip dhcp snooping
[gigabitethernet gi_port |
fastethernet fa_port |
port-channel group]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..8)

Moka3biBaeT KOHGUrypaumto GYHKLMM KOHTPONA NPOTOKONA
DHCP.

show ip dhcp snooping
binding

[mac-address mac_address
|
[ip-address ip_address ]
[vlan vian_id]
[gigabitethernet gi_port |
fastethernet fa_port |
port-channel group]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..8);
vlan_id: (1..4094).

MoKa3sblBaeT cooTBeTcTBUA U3 daitna (6asbl) KOHTPoONA
npoTtokona DHCP.
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[Mpumepbl 8bINOAHEHUA KOMAHO

= PaspewunTtb ucnonbzosaHne DHCP onuun 82:
console# configure
console (config) # ip dhcp relay enable

console (config) # ip dhcp information option

= [lokasaTb Bce cooTBeTCTBUA U3 dpalina (6asbl) KOHTpPoNA NpoToKkona DHCP:

console# show ip dhcp snooping

DHCP snooping is Enabled

DHCP snooping is configured on following VLANs: 40

DHCP snooping database is Disabled

Relay agent Information option 82 is Disabled

Option 82 on untrusted port is forbidden

Verification of hwaddr field is Enabled

DHCP snooping file update frequency is configured to: 1200 seconds

Interface Trusted Rate Limit (pps)

fal/0/1 No 5
fal/0/5 Yes -
fal/0/11 Yes -=
fa2/0/11 Yes 9
fa3/0/5 No 1781
fa3/0/11 No 7
Pol Yes 124

5.27.4 3awuma IP-adpeca knueHma (IP-source Guard)

®yHKuMA 3awmTbl IP-agpeca (IP Source Guard) npepHasHauveHa ana ¢uabTpaumm TpaduKa,
NPUHATOrO C WHTepdelica, Ha OCHoBaHWWM Tabauubl cootBeTcTBUA DHCP snooping w cTaTUyeckux
cooTBetcTBMi IP Source Guard. Takum obpasom, IP Source Guard nossonser 6opoTbca ¢ nogmeHon |P-
afpecoB B NaKeTax.

MocKkonbky GyHKUMA KOHTponsa 3awuTtbl IP-agpeca ucnonbsyer Tabauuy coorsercteuii DHCP
V snooping, MmeeT CMbIC/1 UCNO/b30BaTb AAHHYKO (YHKLMUIO, NpeaBapuUTe/IbHO HAcTPOUB WU
] BKAtouns DHCP snooping.

V' dyHKumMio 3awnTbl IP-agpeca (IP Source Guard) Heo6xoaumo BKAOUUTL rnobanbHO U AnA
uHTepdeiica.

KomaHObI pexcuma 2106as16H020 KOHGU2YPUPOBAHUA

Bua, 3anpoca KoMaHAHOW CTPOKM pexkuma rnobanbHoro KoHUrypnposaHma:
console (config) #

Tabnnua 5.216 — KomaHAabl pexuma rnobasibHoro KOHGUrypmpoBaHus

KomaHoa 3HavyeHue Aelicmsue
ip source-guard BkntoyaeT GpyHKUMIO 3awmuThl IP-agpeca KivMeHTa ans Bcero
Mo ymonyaHuio GpyHKUMA
KOoMMyTaTopa.
R BblK/1lO4YEHa
no ip source-guard BbiktoyaeT PpyHKUMIO 3almThl IP-aapeca KAneHTa gns BCcero
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KOMMyTaTopa.

ip source-guard binding
mac_address vlan_id
ip_address
{gigabitethernet gi_port |
fastethernet fa_port |
port-channel group}

no ip source-guard binding
mac_address vian_id

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
vlan_id: (1..4094);
group: (1..8)

Co3pgaHue ctaTMyeckol 3anmcK B Tabaunue cooTBeTCTBUA
mexay IP-agpecom KnaneHTa, ero MAC-agpecom u rpynnoi
VLAN ans yKasaHHOro B KOmaHae uHtepdelica.

YaaneHue ctaTUyeckoi 3anmcv 8 Tabanie COOTBETCTBUA.

ip source-guard tcam
retries-freq {seconds |
never}

no ip source-guard tcam
retries-freq

(10..600, never)/60 cek.

3apaeT YacToTy 06paLleHmA YCTPOMCTBA K BHYTPEHHUM
pecypcam c Lenbio 3anmMcu B NaMaTb HEAKTUBHbIX
3awmuLeHHbIX IP-agpecos.

- never — 3anpeLaeT 3anncb B NamATb HEAKTUBHbIX
3awmuieHHbIX IP-agpecos.

YcTaHaBAWBaeT 3HaYeHne No YMOAYaHUIO.

KomaHObI pexcuma KOHguU2ypuposaHus

uHmepgelica (QuanasoHa uHmepgelicos) Ethernet,

UHMepagelica 2pynmnbl N1opmos

Bua 3anpoca KOMaHAHOW CTPOKU B pexmme KoHpurypmposaHusa uHtepoelica Ethernet, nnrepdeitca

rpynnbl NOPTOB:

console (config-if) #

Tabnnuya 5.217 — KomaHgb! pexkuma KoHpurypuposaHma nHtepdeica Ethernet, rpynnel nntepdeiicos

KomaHoa

3HavyeHue

Aelicmeue

ip source-guard

no ip source-guard

Mo ymonyaHuio GbyHKLUmMA
BbIK/IOYEHa.

BrntoyaeT GpyHKLUMIO 3aWwuThl IP-agpeca KAMeHTa ans
HacTpauMBaemoro nHTepdeica.

BobikntoyaeT pyHKUMIO 3almThl IP-agpeca kKaneHTa gns
HacTpanBaemoro nHtepdeiica.

KomaHObI pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexxunma Privileged EXEC:

console#

Tabnunua 5.218 — KomaHgb! pexxuma Privileged EXEC

KomaHoa

3HavyeHue

Aelicmeue

ip source-guard tcam
locate

Bpy4Hyto 3anycKaeT npouecc 0bpalleHuns yCTPorcTaa K
BHYTPEHHMM Pecypcam C L,esibio 3aMncK B NamMATb HEAaKTUBHbIX
3alMLEHHbIX IP-aapecos. KomaHaa 40CTynHa TObKO A5
NPUBUAEIMPOBAHHOIO NOAb30BaTENSA.

KomaHOowbi pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexuma EXEC:

console#

Tabnnuya 5.219 — KomaHab! pexkmma EXEC

KomaHoa

3HayeHue

Aelicmeue

show ip source-guard
configuration
[gigabitethernet gi_port |

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..8).

KomaHgaa otobpaskaeT HacTpoiKy GyHKLMK 3awmTsl IP-agpeca
Ha 3afiaHHOM, MBO Ha Bcex MHTepdencax yCTPonCTBa.
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fastethernet fa_port |
port-channel group]

show ip source-guard status KomaHga otobpaaert cratyc oyHKuLMM 3awmTbl IP-agpeca gna
[mac-address mac_address]

gi_port: (1..3/0/1..28); YKa3aHHoro uHTepdeiica, IP-agpeca, MAC-agpeca unam rpynnbl

ip-address ip_address VLAN.

{vfan e d’]’— ] fa_port: (1..3/0/1..24);

[gigabitethernet gi_port | Vlanr—;i: (.1(14(:))4)"

fastethernet fa_port | group:{L..

port-channel group]

show ip source-guard KomaHga oTobpakaeT He akTuBHbIe IP-agpeca oTnpasuTtes.

inactive

[pumepebl 8b1M0AHEHUA KOMAHO

= [lokasaTb HAcTPOMKY GYHKLUMM 3awmThl IP-agpeca ana Bcex MHTepdencos:

console# show ip source-guard configuration

IP Source Guard is Enabled

Interface State

gil/0/1 Enabled
gil/0/22 Enabled
gil/0/23 Enabled

= BKAWOUYUTb PYHKUMIO 3awwmThl IP-agpeca ans ¢unbTpaumm TpaduKka Ha OCHOBAHUM TabauLbl
cooTBeTcTBuir DHCP snooping u ctatMyeckux cooteetctBuin IP Source Guard. Co3patb
CTaTMYECKYlO 3anucb B Tabauue cooTBeTcTBMA Aaa WHTepdeica Ethernet 12 nepsoro
ycTpoiictBa B cTeke: |IP-agpec KaveHta — 192.168.16.14, ero MAC-agpec -
00:60:70:4A:AB:AF. UnTtepodeiic B 3-ih rpynne VLAN:

console# configure

console (config) # ip dhcp snooping

console (config)# ip source-guard

console (config)# ip source-guard binding 0060.704A.ABAF 3 192.168.16.14
gigabitethernet 1/0/12

5.27.5 KoHnmpone npomokona ARP (ARP Inspection)

®yHKUMA KoHTpons npotokona ARP (ARP Inspection) npegHasHayeHa Ana 3aWmTbl OT aTak C

ncnonb3oBaHnem npotokona ARP (Hanpumep, ARP-spoofing — nepexsaT ARP-Tpadumka). KoHTposb
npotokosna ARP ocyliecTBiseTca Ha OCHOBe CTaTU4YecKkux cooTteeTcTBuin IP- 1 MAC-agpecos, 3agaHHbIX 1A
rpynnosl VLAN.

I

4

MopT, ckoHPUryprMpoBaHHbIN «HegoBepeHHbIM» ana ¢yHKuun ARP Inspection, gonxkeH
TaK}Ke 6bITb «HeaoBepeHHbIM» ana ¢pyHkuum DHCP snooping nam coorsercremne MAC-
appeca u IP-apgpeca anA 3TOro NopTa AOMKHO 6bITb CKOHGUIYPUPOBAHO CTaTUUECKU. UHaue
OAHHbIN NOPT He byaeT oTBeuyaTb Ha 3anpocbl ARP.

[Ona HeHapEXHbIX NOPTOB BbINO/IHAIOTCA NPOBEPKU cooTeeTcTBuUii IP- 1 MAC-agpecos.

KomaHObI pexcuma 2106a16H020 KOHU2YPUPOBAHUS

Bug, 3anpoca KOMaHAHOM CTPOKM pexnma rnobasibHOro KOHGUIypupoBaHus:

console (config) #
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Tabnnua 5.220 — KomaHAabl pexxuma rnobanbHOro KOHPUrypmpoBaHus

KomaHoa

3HayeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

ip arp inspection

no ip arp inspection

Mo ymonyaHuio GyHKUMA
BbIK/lOYEHa

BKkntoyaeT KoHTposib NnpoTokona ARP (dyHKumio ARP
Inspection).

BbIK/Il0YaeT KOHTPOb NpoTokona ARP (pyHKumMio ARP
Inspection).

ip arp inspection vlan
vlan_id

no ip arp inspection vlan
vlan_id

vlan_id: (1..4094)
Mo ymonyaHuio dbyHKUMA
BbIK/lOYEHA

PaspewaeT nposepKy npoTokona ARP, ocHOBaHHYyto Ha 6ase
cootBeTcTBMin DHCP snooping, B BbibpaHHOM rpynne VLAN.

3anpeLyaeT NpoBepKy npoTokosa ARP, ocHOBaHHyto Ha 6ase
cooTBetcTeuit DHCP snooping, B BbibpaHHOM rpynne VLAN.

ip arp inspection validate

no ip arp inspection
validate

MpepocTtasnaeT cneunduryHble NPOBEPKM ANA KOHTPONA
npoTtokona ARP.

MAC-agpec uctodHuka: na ARP-3anpocos n oteeTos
nposepaetca cootBeTcTBne MAC-agpeca B 3arosioBke
Ethernet MAC-agpecy UCTOYHUKA B COA4EPHKMMOM NPOTOKONA
ARP.

MAC-agpec Ha3HauyeHusa: lna ARP-oTBeTOB nposepsaeTca
cooTBeTcTBMe MAC-aapeca B 3aronoBke Ethernet MAC-
aZpecy HasHaAYeHNA B COAEPKUMOM npoTokona ARP.
IP-appec: Mposepsaetca cogepkmumoe ARP-nakeTa Ha Hannune
HeKoppeKTHbIX IP-agpecos.

3anpewaet cneumduryHbIe NPOBEPKUN AN KOHTPONA
npotokona ARP.

ip arp inspection list create
name

no ip arp inspection list
create name

name: (1..32) cumBona

1. Co3gaHue cnucKka ctatuyecknx ARP cooTBeTCTBUNA.
2. Bxof, B pexxum KoHourypmposaHua ARP-cnnckos.

YpaneHue cnucka ctatmdecknx ARP cooTBeTCTBUNA.

ip arp inspection list assign
vlan_id name

no ip arp inspection list
assign vian_id

name: (1..32) cumBona
vlan_id: (1..4094)

HasHauaeT cnuncok ctatuyeckmx ARP cooTBeTcTBMIA ANs
yKaszaHHon VLAN.

OTMEeHSAET Ha3HaYeHMWe CUCKa cTaTuyeckmx ARP cooTBeTcTBUIA
A4 yKasaHHoi VLAN.

ip arp inspection logging
interval {seconds | infinite}

no ip arp inspection
logging interval

(0..86400, infinite)/5 cek

3aZaeT MMHUMaIbHbIN MHTEPBAZ MEXAY COObLEeHUaAMN,
cogepKalmmm nHpopmaumio npotokona ARP,
nepegasaemMbiMU B KypHa.

- 3HayeHue 0 yKasbIBaeT Ha TO, YTo coobuweHua byayT
reHepupoBaTbCA HE3aMeAITENbHO;
infinite — He reHepMpoBaTb COOBLLEHMI B KypHan.

YcTaHaBAMBaeT 3HaYeHne no YMONYaHUIo.

KomaHObI pexcuma KoHgpuaypuposaHusa uHmepdgelica (duanaszoHa uHmepgelicos) Ethernet,

UHmMepcgelica epynnel NOpPmMo8s

Bupa, 3anpoca KOMaHAHOWN CTPOKK B pexkmme KoHPUrypmposaHua uHtepoeiica Ethernet, nnrepdeitca

rpynnbl NOPTOB:

console (config-if)#

Tabnunua 5.221 — KomaHabl pexkuma KoHpuUrypuposaHua nHtepdeiica Ethernet, rpynnbl nntepdelicos

KomaHoa

3HaveHue no
YMOMYAHUIO

Aelicmeue

ip arp inspection trust

Mo ymonyaHuto nHtepdenc
He ABNAETCA AOBEPEHHbIM

[JobaBnser nHTepoeiic B CNUCOK «LOBEPEHHbIX» NPU
MCNO/Ib30BaHMUM KOHTPOAA npoTokona ARP. ARP-Tpaduk
«0BepeHHOro» nHTepderica cuntaetca 6e3onacHbIM U He
KOHTpO/IMpyeTcA.
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no ip arp inspection trust

YpanaeT uHtepdeic n3 cnucka «4oBepeHHbIX» Npu
MCMNO/Ib30BAaHUM KOHTPOAA NpoTokona ARP.

KomaHObI pexcuma KoHgu2ypuposaHUa ARP-criuckos

Bug, 3anpoca KOMaHAHOM CTPOKM B pexume KoHdUrypuposaHua ARP-cncKos:

console# configure
console (config) # ip arp inspection list create spisok
console (config-arp-list)#

Tabnnua 5.222 — KomaHgb! pexknma KoHpurypuposaHma ARP cnuckos

KomaHoa

Aelicmeue

ip ip_address
mac mac_address

[ob6asnsaet ctatnyeckoe cootsetctame IP- 1 MAC-agpecos.

no ip ip_address mac
mac_address

Ypanaet ctatnyeckoe cootsetcteue IP- u MAC-agpecos.

KomaHObl pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnunua 5.223 — Komanap! pexkuma EXEC

KomaHoa

3HayeHue

Aelicmeue

show ip arp inspection
[gigabitethernet gi_port |
fastethernet fa_port |
port-channel group]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..8)

MoKa3sbiBaeT KOHOUIrypaunio GyHKLUN KOHTPOIA NPOTOKOA
ARP Inspection Ha Bbi6paHHOM uHTepdeiice/Bcex
nMHTepdencax.

show ip arp inspection list

MoKa3bIBaeT CNUCKKU CTaTUYECKNX cooTBeTcTBUiM IP- n MAC-
agpecos (KoMaHAa AOCTyMHa TO/IbKO ANA
NpWBUIErMPOBAHHOIO NOb30BaTeN ).

show ip arp inspection
statistics
[gigabitethernet gi_port |
fastethernet fa_port |
port-channel group |
vlan vian_id]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..8)
vlan_id: (1..4094)

MoKa3blBaeT CTaTUCTUKY ANA CAeAYIOLLMX TUNOB NaKeTos.,
KOTopble 6binn 06paboTaHbl Npy nomowm dyHKumMm ARP:
- nepefaHHble naketsbl (forwarded);

- noTepsiHHbIe nakeTbl (Dropped);

- own6bkKM B IP/MAC (IP/MAC Failures).

clear ip arp inspection
statistics
[gigabitethernet gi_port |
fastethernet fa_port |
port-channel group |
vlan vian_id]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group: (1..8)
vlan_id: (1..4094)

OuunwaeT cTaTUCTUKY KOHTpOAA npoTokona ARP Inspection.

[Mpumepbl 8bINOAHEHUA KOMAHO

=  BKAOUYATb KOHTpPO/Ab nNpoTokona ARP u pobasutb B ChNMCOK spisok cTatnyeckoe

cooTBeTCcTBUE: 192.168.16.98. Ha3HauuTb

MAC-agpec:

00:60:70:AB:CC:CD,

IP-agpec:

cnucok spisok cratnyecknx ARP cooteeTtctemin gna VLAN 11:

console# configure
console (config) # ip arp inspection list create spisok
console (config-ARP-list)# ip 192.168.16.98 mac 0060.70AB.CCCD

console (config-ARP-1list) # exit
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console (config) # ip arp inspection list assign 11 spisok

= [lokasaTb CMMCKM CTaTUYeCcKux cootseTcTemi IP- 1 MAC-agpecos:

console# show ip arp inspection list

IP

192.168.16.98

List name: servers
Assigned to VLANs: 11

ARP

0060.70AB.CCCD

5.27.6 Hacmpolika ¢pyHkyuu MAC Address Notification

®dyHkuma MAC Address Notification nossonseT oTcnexKmMBaTb NOABNEHUE U UCYUE3HOBEHUE aKTUBHOTO
060pyAoOBaHUSA Ha CeTM, MyTEM COXPaHeHMs ucTopun usydeHuna MAC-agpecos. lpu 06HapyKeHUU
M3MEHEHUA B cocTaBe M3yyeHHbIXx MAC-aapecoB KOMMYTATOpP COXpaHAeT WHpopmaumio B Tabauue wu

nsBewaer o6 aTom C MNomouwbio CcooblieHnn npoTokona SNMP.

CDYH KUna wmmeet HacCTpamBaemMble

napameTpbl — rnybuHa nctopmm 0 cobbITUAX U MUHUMANbHbLIN UHTEPBAN OTMpPABKM cooblueHunii. Cepsuc
MAC Address Notification no ymonyaHuto OTK/OYEH U MOKET BbITb HACTPOEH BbIBOPOUYHO ANA OTAENbHbIX

NopTOB KOMMYTaTOPa.

KomaHObI pexcuma 2106a16H020 KOHGU2YPUPOBAHUA

Bug, 3anpoca KOMaHAHOM CTPOKM B peXKMUMe r106anbHOro KoOHGUIyprupoBaHua:

console (config) #

Tabnnua 5.224 - KomaHgb! pexxnuma rnobanbHOro KOHPUrypmpoBaHus

KomaHda

3Ha4yeHue/ 3Ha4yeHue no
YMOMYAHUIO

Aelicmeue

[no] mac address-table
notification change

-/BblK/IlOYEHA

KomaHaa npeaHasHadyeHa ans rnobanbHOro ynpasaeHus
¢dyHKuMen MAC notification. KomaHnaa paspeluaet
pernctpaumio cobbitnii gobasneHuns n yaanenma MAC
aapecos B/13 TabanL, KOMMYTaTOPa M OTMPABKY YBEAOM/IEHUA
0 cobbITUAX.

OTpuuatensHan dopma KomaHapl (c npedpuKkcom no)
BbIKtOYaeT QyHKLUMIO r06anbHO U OTMEHAET
COOTBETCTBYIOLLME HACTPOVKM Ha BCeX UHTepdelicax.

[Ons paboTbl GYHKUMN HEOBXO4MMO AOMNO/IHUTENBHO
paspeluaTb reHepaLmio yBeAOMAEHWNI Ha HTepdeicax (cm.
HUXKe).

mac address-table
notification change
interval {value}

(0..4294967295)/1

MaKcrMManbHbI TPOMENKYTOK BPEMEHWN MeX Ay OTNpaBKamm
SNMP-yBegomneHuin. Ecnn 3HaueHre MHTepBana BpemeHu
paBHo 0, TO reHepaLmaA yBegOMIEHUIN U cOXpaHeHne cobbITuit
B UCTOPUIO BYZET OCyLLEecTBAATLCA HEMEANEHHO MO mepe
BO3HWKHOBEHWA COObITUI 06 M3MEHEHUIN COCTOAHUA TabanLbl
MAC-agpecos. Ecnu 3HaueHWe nHTepBana BpemeHn 6onblue 0,
TO YCTPOMCTBO ByAEeT HaKanMBaTh CObbITUA 06 U3MeHeHUn
cocToAHMA Tabaunubl MAC-agpecoB B TeHEHME 3TOTO BPEMEHM,
a 3aTem OTNpaBAATb yBegoMAeHNsA NpoTokona SNMP n
COXPaHATb COBBLITMA B UCTOPUMN.

mac address-table
notification change history
{value}

(0..500)/1

KomaHaa 3aaaeT makcumasibHoe KomyecTBo cobbiTuil 06
N3MeHeHWU cocTosHuA Tabanubl MAC agpecoB, KoTopoe
COXpaHAeTca B UCTOPUU. ECIM yCcTaHOBNEH pasmep UCTOpUM
paBHbIit 0, TO cOBbITUA He coxpaHatoTcA. Mpu nepenoaHeHMm
6ydepa nctopun HoBoe cobbITUE NOMELLAETCA Ha MECTo
camoro cTaporo.
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[no] snmp-server enable
traps mac-notification
change

-/BbIK/IIOYEHO

KomaHgza npegHasHayeHa A8 BKAOYEHUA UM OTKOYEHUA
oTnpaBku SNMP-yBegomneHuit 06 MU3meHeHUU COCTOAHMUSA
Tabamubl MAC-agpecoB. s OTKAKOYEHUS UCNOb3YeTCs
oTpuuaTenbHana Gopma KOMaHAbI.

Ecnv oTnpaBKa yBeAOMIEHWUI BKAOYEHA, TO YCTPOUCTBO byaeT
MHPOPMMPOBATL O COBLITUAX COOBLLEHMAMM NPOTOKOIa SNMP
N COXPaHATb COOTBETCTBYOLWME COBbITUA B MCTOpUK. Ecin
oTnpaska SNMP-yBegOM/IEHUNI BbIK/HOYEHA, TO YCTPOMCTBO
6yAeT TONbKO COXPaHATb COBbITUA B UCTOPUU.

[no] snmp-server enable
traps mac-notification
flapping

-/BKNtOYEHa

BK/1104MTb/BbIKNIOUYUTL OTNIPaBKY Tpanos o ¢daannuHre MAC-
appecos (eltMnFlappingNotification).

KomaHObI pexcuma KoHguaypuposaHue uHmepgelica Ethernet

BuAa 3anpoca KOMaHAHOWM CTPOKM:

console (config-if) #

Tabnnua 5.225 - KomaHgbl pexxuma KoHOUrypuposaHua nHtepoeica Ethernet

change [added | removed]

KomaHda 3HauyeHue no Aeiicmeue
YMOMYAHUIO
BK/IloYEHME reHepaLmn YyBEAOMAEHUI Ha KaXKa0M
e . MHTepderice 0 cobbITUAX U3MEHEHUA cocToaHUA MAC-
snmp trap mac-notification
BbIK/IlOYEHa appecos. OTAE/NbHO MOXHO Pa3peLunTb reHepaumio

yBeAOoM/IeHUI ToNbKo 06 nsydyeHnn MAC agpecos 1mbo
TONbKO 06 UX yAaneHun.

KomaHObl pexcuma privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKKM B pexume privileged EXEC:

console#

Tabnnua 5.226 - KomaHgb! pexxkuma privileged EXEC

KomaHda

3HayeHue

Aeiicmeue

show mac address-table
notification change history
[interfaces]

OT0b6parkeHne Bcex yBeJOMIEHUI1 06 USMEHEHUW COCTOAHMUA
MAC-agpecoB, cOXpaHeHHbIX B UCTOPUU. BO3moOXKHa

dunbTpauma cobbiTUii No Nnoptam, rpynnam noptos (LAG) n
VLAN.

show mac address-table
notification change
statistics

OTOb6parkeHne CTaTUCTUKN cepBuCca: obLLee KOANYecTBo
cobbiTnit 06 nsyyeHnn MAC-agpecos, obuiee KONNYecTBo
cobbiTnit 06 yaaneHun MAC-agpecos, oblee KONMYecTso
oTnpasneHHbIx SNMP-coobLeHui.

[Tpumepbl UCNoAb308aHUS KOMAHO

= [lpuMep MOKasblBaeT. Kak HacTpouTb nepegady coobueHmnini SNMP MAC Notification Ha
cepsep c agpecom 172.16.1.5. Mpu HacTpolike 3apaeTca obuwee paspelleHne paboTbl

cepBuca, HacCTpaunBaeTCA MMUHUMANbHbIM UHTEpPBaN OTNpPaBKU COO6U.I,EHMVI,

pasmep UCTOPUM COBbLITUIA N HACTPaMBaETCA CEPBUC Ha 3a4aHHOM MOPTY.

Console (config)

console (config
console (config
console (config
console (config

)
)
)
)

snmp-server host 172.16.1.5 traps private
snmp-server enable traps mac-notification change

mac address-table notification change interval 60

#
#
# mac address-table notification change
#
#

mac address-table notification change history 100
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console
console
console
console

—~ e~~~

5.28 ®yHKuuu DHCP Relay nocpegHuka

config)# interface gigabitethernet 0/7
config-if)# snmp trap mac-notification change
config-if)# exit
config) #

3apaueit DHCP Relay areHTa aBnasetcs nepegadya DHCP-nakeToB OT KAMEHTa K cepBepy M 0bpaTHo, B
cnyyvae ecam DHCP-cepBep HaxoauTca B OAHOW CETM, a KAWEHT B gpyron. Opyron ¢yHKLMen ssnaetca
nobasneHne AononHUTeNbHbIX onunit B8 DHCP-3anpock! KaveHTa (Hanpumep, onuum 82).

MpuHumn pabotbl DHCP Relay areHTa Ha KommyTaTope:

KOMMYTaTOp NpMHUMMaeT oT KaneHTa DHCP-3anpocbl, nepegaer 3T 3anpocbl cepBepy OT MMEHMU
KAneHTa (oCTaBnsAa B 3anpoce onuum c TpebyembiMW KAMEHTOM NapameTpamu W, B 3aBUCMMOCTM OT
KOHUrypaumu, obasnas ceoun onumm). NMoay4ns OTBET OT CEpBEPA, KOMMYTATOP NEPEAET ero KANEHTY.

KomaHObI pexcuma 2106as16H020 KOHGU2YPUPOBAHUSA

Bug, 3anpoca KOMaHAHOM CTPOKM pexkmnma rnobanbHOro KOHGUIrypnpoBaHms:

console (config) #

Tabnnua 5.227 — KomaHabl pexkuma rnobanbHoro KoHPUrypmMpoBaHus

KomaHoa

3HayeHue

Aelicmeue

ip dhcp relay enable

no ip dhcp relay enable

Mo ymonyaHuio areHT
BbIK/HOYEH

BkntoyeHune dpyHKumii DHCP Relay areHTa Ha KommyTaTope.

BbikntoueHne ¢pyHKunin DHCP Relay areHTa Ha KommyTaTope.

ip dhcp relay address
ib_addr

no ip dhcp relay address
[ip_addr]

MokeT 6bITb 3a4aH0 40 8-
MW cepBepoB

3apaét IP-agpec goctynHoro DHCP-cepsepa gna DHCP Relay
areHTa.

Ypanset IP-agpec n3 cnucka DHCP-cepsepos ans DHCP Relay
areHTa.

ip dhcp relay information
policy {keep | replace |
drop}

no ip dhcp relay
information policy

Mo ymonuaHuio BKAtOUYEH
pexum keep

OnpegaensaeT pexum obpaboTkm DHCP-nakeToB c onumeit 82:
- keep — nponyckaeT nakeTbl 6€3 U3MeHeHUN;

- replace — 3ameLlaet cogepkumoe onuum 82;

- drop — oTbpacbiBaeT NakeTbl ¢ onunen 82.

YcraHaBauBsaet pPexXnm no yMON4YaHUIo.

KomaHObI pexcuma KoHgu2ypuposaHua uHmepgeltica VLAN

BunAa 3anpoca KoOMaHAHOM CTPOKM B pexknume KOHPUrypuposaHua nHtepoeica VLAN:

console# configure
console (config)# interface vlan {vlan id}
console (config-if)#

Tabnunua 5.228 — KomaHabl pexxuma KoHpuUrypuposaHma nHtepdeica VLAN

KomaHoa

3HaveHue

Aelicmeue

ip dhcp relay enable

no ip dhcp relay enable

Mo ymonuyaHuio areHT
BbIK/O4EeH

BkntoyeHue pyHKumii DHCP Relay areHTa Ha HacTpansaemom
MHTepodeiice.

BbikntoyeHue pyHKumnii DHCP Relay areHTa Ha HacTpanMBaemom
MHTepodeiice.

Ethernet-kommymamopsl MES1000, MES2000

217



HELTEX

KomaHObI pexcuma KoHgu2ypuposaHusa uHmepaelica Ethernet

Bug, 3anpoca KOMaHAHOM CTPOKM:

console (config-if) #

Tabnnua 5.229 — KomaHgb! pexxuma KoHpuUrypuposaHua nHtepoeiica Ethernet

KomaHoa 3HayeHue no Aelicmeue
yMOAYdAHUO
OnpegenseT pexxum obpaboTkn DHCP-nakeToB ¢ onuumeit 82.
. . . - keep — nponyckaeT nakeTbl 6€3 M3MeHeHUN;
ip dhcp relay information P~ npony
. - replace — 3ameluaeT cogepxumoe onuum 82;
policy {keep | replace | -/global

drop | global}

- drop — oTbpacbiBaeT NakeTbl ¢ onuuein 82.
3HayeHuWe Ha nopTax umeet Bonee BbICOKUIA NPUOPUTET, HEM
rnobanbHaa HacTPOWMKa.

KomaHOobi pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnnua 5.230 — KomaHab! pexkuma EXEC

KomaHoa

Aelicmeue

show ip dhcp relay

OTobparkaeT KOHPUTYpaLMIo HacTpoeHHo M PyHKLMM DHCP Relay areHTa ansa KommyTaTopa u
OTAEeNbHO ANA MHTepdencoB, a TaKKe CMUCOK AOCTYMHbIX CEPBEPOB.

[pumepbl 8b1N0AHEHUS KOMAHO

= [lokasaTtb cocTonaHue pyHKumMmn DHCP Relay areHTa:

console# show ip dhcp relay

DHCP relay is Enabled
DHCP relay is not configured on any vlan.
Servers: 192.168.16.38
Relay agent Information option is Enabled
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5.29 KoHdurypuposaHue PPPoOE Intermediate Agent

®yHKuusa PPPoE |IA peannsoBaHa B COOTBETCTBUM C TpeboBaHMAMM gokymeHTa DSL Forum TR-101 u
npefHasHavyeHa 411 UCMOb30BAHMA Ha KOMMYTATOpax, paboTaloLWwmx Ha ypoBHe AoCTyna.

CDYHKLI,Mﬂ Nno3BONAET OONOJ/IHATb MNaKeThbl

Active Discovery ocyuiecTsnaertca

nHTepdelica.

Peanusauma o¢yHKuum PPPoOE

PPPoE Discovery uHpopmMaLMel, XapaKTepusyloLlen
nHTepdelic goctyna. 3To HeObX0AMMO ANA AEHTUDUKALMM NONb30BATENLCKOIO MHTEpPdEiica Ha cepBepe
pocrtyna (BRAS, Broadband Remote Access Server). YnpaBneHue nepexsatom n o6paboTkoii naketos PPPoE

Co0bLLEeHNI NPOTOKONA NyTeM HasHAYeHMA JOBEPEHHbIX MHTePhENCoB.

KomaHObI pexcuma 2106as16H020 KOHGU2YPUPOBAHUSA

Bug, 3anpoca KOMaHAHOM CTPOKM peXknma rnobanbHoro KoHGUryprupoBaHus:

console (config) #

Tabnnua 5.231 — KomaHapl pexknuma rnobanbHoro KoHPurypmposaHms

rnob6anbHo ana BCero YCTpOﬁCTBa n Bbl60p0‘4H0 AnAa  Kaxgoro

1A npeanocrtasnAeTr Ao0NOoJIHUTENIbHblE BO3MOXHOCTU  KOHTPOAA

KomaHda

3HayeHue/3HayeHue o
YMOAYAHUIO

Aeiicmeue

[no] pppoe intermediate-
agent

-/PPPOE IA oTKAtoueH

PaspelueHune/3anpet pabotbl PPPOE Intermediate Agent.

[no] pppoe intermediate-
agent format-type access-
node-id word

word: cTpoka oT 1..32
CUMBO/I0B/MAEHTUGUKATOP
YCTPOMCTBA HE Ha3HayeH.

YcTaHOBKa CTPOKM MAEHTUOMKALMM YCTPOICTBa JOCTyNa.
OTpuuaTensHas dopma KoMmaHAbl (N0) BoccTaHaBnnBaeT
HaACTPOWKM NO YMONYAHUIO.

[no] pppoe intermediate-
agent format-type generic-
error-message word

word: cTpoKa go 128
CMMBO/10B/Ha3HaYeHo
coobuieHne «PPPoE
Discover packet is too large
to process.»

YcTaHOBKa TeKcTa coobueHma 06 owmnbKe npesbiWeHUA
pa3mepa naketa (MTU), otnpasnsemoro PPPoE IA 8 PADO nnu
PADS naketax. OTpuuatenbHas popma KOmaHAabl
BOCCTaHaB/IMBaET 3HaYEHWe NapameTpa Mo YMOJYAHUIO.

MpumeuyaHue: ecan coo6u.|,eHv1e Co4epPXKUT CMMBONbI
npo6ena, ero HeO6XO,CI|l4MO 3aK/IYNUTb B KaBblYKW.

[no] pppoe intermediate-
agent format-type option
[sp[sv]|pv][spv] delimeter
[#]

splsv/pv]spv
.,:#/ yctaHoeneH ¢opmart B
cooTseTcTBum ¢ TR-101:
slot / port : vlan

HacTpoiika Habopa napameTpoB 1 pPasgennTens Mexay HuUmu,
KOTOpble UCMoNb3ytoTcA ana GoOpMMPOBaHUA NOAONLMM
circuit -id.

B KOMaHAe UCNoNb3YIOTCA Creaytolwme YCA0BHble
0603HaYeHun:

sp —slot + port

sv—slot + vlan

pv — port + vlan

spv —slot + port + vlan

KomaHObI pexcuma KoHgu2ypuposaHuUsa uHmepaelica

Bug, 3anpoca KOMaHAHOM CTPOKM B peXmMme KoOHOUTypnpoBaHua nHTepdeliica:

console (config-if)#

Tabnnua 5.232 — KomaHab! pexuma KoHpurypuposaHua nHtepoeiica Ethernet, rpynnbl noptos

KomaHda

3HayeHue/3HavyeHue no
YMOAYAHUIO

Aelicmeue

[no] pppoe intermediate-
agent

PaspelwweHune/3anpet pabotbl PPPoE Intermediate Agent Ha
MHTepodeiice.

[no] pppoe intermediate-
agent format-type circuit-

word: cTpoka oT 1 fo 63
CMMBO/10B

HasHauyeHue ngeHtTudomKartopa circuit-id, sobasnsemoro
KommyTaTopom. MaeHTUdUKaTOp, 3aaHHbIN B KOMaHae,
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id [word]

NOIHOCTbIO NepeonpeaenseT aeHTUOUKATOP, BbIYUCAAEMBIN
Ha ocHoBe rn1obanbHbIX NapameTpos access-node-id u
option/delimeter. OtTpuuatenbHaa bopma KomaHAab!
BOCCTaHaB/IMBAET HAaCTPOMKY Ha OCHOBE rN06asnbHbIX
napameTtpos access-node-id u option/delimeter.

[no] pppoe intermediate-
agent format-type
remote-id [word]

word: cTpoka oT 1 no 63
CMMBOJIOB.

Mo ymonyaHuio B KavecTse
remote-id ucnonbsyetca
MAC-agpec KommyTaTopa.

HasHaueHune naeHtndukaTopa remote-id, gobasnsaemoro
KommyTaTopom. MaeHTduKaTop AONKEH BbITh
CKOHOUIypMpoBaH Ha Bcex MHTepdelicax KommyTaTopa, rae
paboTaeT PPPOE IA. OTpuuatenbHaa ¢opma KOmaHAbl
BOCCTaHaB/AMBAET HAaCTPOMKY MO YMOHAHUIO.

[no] pppoe intermediate-
agent trust

Mo ymonyaHuio nHtepdelic
He ABNAETCA JOBEPEHHbIM.

YnpasneHune pexxumom fosepua K nHtepoeiicy. Komanga
fobasnaeT unm yaanaet nHTeppenc s cnucka f0BepeHHbIX.
UHTepodeiickl, K KoTopbiM nogKkntoueHbl PPPoE cepsepbl,
HACTPaMBaOTCA KaK AoBepeHHble. MHTepdeiichl, K KOToOpbIM
NMOAKOYEHbI N0/1b30BaTENN, HACTPaNBALOTCA KaK
HepoBepeHHble. OTpuuaTenbHaa Gopma KOMaHAbl
BOCCTaHaB/MBAET 3HAYEHUE N0 YMOIYAHWUIO.

[no] pppoe intermediate-
agent vendor-tag strip

Mo ymonyaHuio pexxum
yZAaNeHNA BbIKIOYEH.

PaspeweHue nau 3anpet yaaneHus vendor-speciifc onunm 3
naketos PADO, PADS, PADT nepef, 0TNpaBKOM UX B CTOPOHY
nonb3osaTens. PyHKUMA yaaNeHUA MOXKET ObITb
MCMONb30BaHa TONbKO Ha UHTepdelice, Ha KOTOPOM
pa3peweHa pabota PPPoOE |A 1 KoTopbl ABaseTca
[0BepeHHbIM UHTepdericom. O6bIYHO DYHKLMA yaaneHus
HacTpaunBaeTca Ha UHTepdeiice, 0bpaLLEHHOM B CTOPOHY
PPPOE cepsepa.

OTpuuatenbHaa Gopma KOMaHAbl BbIKNHOYAET PEKUM
yAaneHums.

KomaHObI pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabnuua 5.233 — KomaHap! pexknuma EXEC

KomaHda

3Ha4yeHue/3HayeHue no
YMOAYAHUIO

Aeiicmeue

show pppoe intermediate-
agent info [interface
{gigabitethernet gi_port |
fastethernet fa_port |
port-channel po}]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
po: (1...8).

OTobparkeHune HacTpoek PPPoOE Intermediate Agent. Ecau B
KOMaHZe ABHO He 3aZiaH nHTepdeic, To KomaHaa
BbIMOJIHAETCA 4NA BCeX MHTepdelicos, rae paspelleHa pabota
PPPOE |A 1 Bcex goBepeHHbIX MOPTOB.

show pppoe intermediate-
agent statistics [interface
{gigabitethernet gi_port |

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);

OTobparkeHune cTaTUCTUKKM paboTbl PPPOE Intermediate Agent.
Ecnn B KomaHAe He 3a4aH ABHO MHTepdelic, TO KoMaHAaa
BbIMOIHAEGTCA ANA BCeX MHTepdelicos ¢ paspelleHHbIM PPPoE

{gigabitethernet gi_port |
fastethernet fa_port |

(1..3/0/1..28);
fa_port: (1..3/0/1..24);

fastethernet fa port | po: (1...8).
A 1 BCex foBepeHHbIX NOPTOB.
port-channel po}]
clear pppoe intermediate- .
e . . OumnCTKa cTaTUCTUKK paboTbl PPPOE Intermediate Agent. Ecin
agent statistics [interface gi_port:

B KOMaH/e He 3af,aH ABHO MHTepdeic, TO KoMaHaa
BbIMOIHAEGTCA ANA BCeX MHTepdelicoB ¢ paspelleHHbIM PPPoE
IA 1 BCcex AOBEPEHHbIX MOPTOB).

{gigabitethernet gi_port |
fastethernet fa_port |
port-channel po}]

(1..3/0/1..28);
fa_port: (1..3/0/1..24);
po: (1...8).

port-channel po}] po: (1...8).
show pppoe intermediate-
agent sessions [interface gi_port: OTObparkeHne BCex 3aperncTpMpoBaHHbIX KIMEHTCKUX CECCUN.

Ecnv B KomaHAe He 3a4aH ABHO MHTepdelic, To oTobparkatoTca
BCE CEeCCMM C COPTUPOBKOW NO UHTepdeicam.
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5.30 KoHdurypuposaHue DHCP-cepBepa

DHCP-cepBep  OCyWecTB/S€T  LEHTPAAM30BaHHOe  YyMpaB/ieHWe CeTeBbIMM  agpecamn U
COOTBETCTBYIOWMMM KOHPUIYPALMOHHBIMM NapameTpaMu, aBTOMaTMYECKM NPeaoCTaBAsfd UX KAMEHTaM.
370 no3BonAeT n3bexkaTb PyYHOM HACTPOMKM YCTPOMCTB CETU M YMEHbLUAET KOJIMYECTBO OLWNOOK.

KomaHObI pexcuma 2106a0716H020 KOHGU2YPUPOBAHUS

Bug, 3anpoca KOMaHAHOM CTPOKM pexRmnma rnobasibHOro KOHOUIypupoBaHus:

console (confiqg) #

Tabnnua 5.234 — KomaHgb! pexxuma rnobanbHOro KOHPUrypmpoBaHus

KomaHda 3HayeHue/3Ha4yeHue no Aeiicmeue
YMOAYAHUIO
ip dhcp server BkntoueHune ¢dyHKunn DHCP-cepBepa Ha KommyTaTope.
- -/BbIK/IIOYEHa
no ip dhcp server BbikntoueHne dpyHKummM DHCP-cepBepa Ha KommyTaTope.
ip dhcp pool host name Bxog, B peXXum KOHOUTYpUpOoBaHUA CTaTUYECKUX afpecoB
(1-32) cumBonos DHCP-cepBepa.
no ip dhcp pool host name Ypanset koHourypaumio DHCP-kiMeHTa ¢ 3a4aHHbIM UMEHEM.
ip dhcp pool network name Bxog, B perxmm KoHpurypuposanua DHCP-nyna agpecos
DHCP-cepsepa.
(1-32) cumsonos - name —wnma DHCP-nyna agpecos.
no ip dhcp pool network Yaansetr DHCP-nyn ¢ 3aaaHHbIM UMEHEM.
name
ip dhcp excluded-address YKasbiBaeT IP-agpeca, koTopble DHCP-cepBsep He byaeT
low_address [high_address] HasHayaTb gna DHCP-kAMeHTOB.
- low_address — HayanbHbIl IP-aapec AnanasoHa;
- - high_address — KoHeuHbIN IP-agpec AnanasoHa.
no ip dhcp excluded- Yaanexue IP-agpeca u3 cnncka UCKAOYEHUI ANA Ha3HAYeHUA
address low_address ero DHCP-knneHTam.
[high_address]
ip dhcp ping enable Bkntountb nepepayvy ICMP-3anpocoBs Ha Ha3Havyaemblv agpec
ANA NpoBepku, uTo IP-agpec ABnAeTca cBO6OAHbIM, NpexXae
-/BbIKNIOYEHA
yem OH byaeT HazHauyeH DHCP-kaueHTy.
no ip dhcp ping enable YCTaHOBWTb 3HAaYEHME MO YMOHAHUIO.
ip dhcp ping count number Onpepenaet Konnyectso otnpasnaembix ICMP-3anpocos.
- - number: (1..10)/2
no ip dhcp ping count YCTaHOBWTb 3HAaYEHME MO YMOIHAHUIO.
ip dhcp ping timeout time OnpegenseT TalimayT, B TeuyeHue koToporo DHCP-cepBep
time: (300 .. 1000)/500 mc 0XXMAAeT OTBET C agpeca, Ha KOTopbli oTnpasneH ICMP-
3anpoc.
no ip dhcp ping timeout YCTaHOBWTb 3HaYeHMEe N0 YMOYAHUIO.

KomaHObI pexcuma KoHgu2ypuposaHUa cmamuyeckux adpecos DHCP-cepsepa

Bug, 3anpoca KOMaHOHOW CTPOKWM B peXnme KOHPUIypupoBaHMA cTaTMyeckux agpecos DHCP-
cepsepa:

console# configure
console (config)# ip dhcp pool host name
console (config-dhcp) #

Tabnunua 5.235 — KomaHabl pexuma KOHPUrypruposaHums

KomaHoa 3HavyeHue Aelicmeue
address ip_address ) PyuHoe pesepsuposaHue IP-agpecos ana DHCP-knveHTa.
{mask | prefix_length} - ip_address — |P-agpec, KOTopbIit 6yaeT conocTaB/eH ¢

Ethernet-kommymamopsl MES1000, MES2000 221



HELTEX

{client-identifier id|
hardware-address
mac_address}

no address

bU3MUECKMM aAPECOM KINEHT];

- mask/ prefix_length — macka noaceTn/ anvHa npeduKca;
- id — pusnuecknin agpec (MaeHTMdUKaTOpP) CETEBOI KapTbl;
- mac_address — MAC-agpec.

Ypanaet 3ape3epsupoBaHHble IP-agpeca.

client-name name

no client-name

(1-32) cumBonos

Onpepgenset uma DHCP-knaneHTa.

Ypanaet uma DHCP-knueHTa.

KomaHObI pexcuma KoHgu2ypuposaHusa nyana DHCP-cepsepa

BunAa 3anpoca KOMaHAHOWM CTPOKMK B pexxume KoHpurypuposaHua nyna DHCP-cepsepa:

console# configure
console (config)# ip dhcp pool network name
console (config-dhcp) #

Tabanuya 5.236 — KomaHab! pexmma KoOHPUrypmposaHma

no lease

KomaHda 3HaueHue Aeiicmeue
address {network_number YcTaHaBMBaeT HOMep NOACETM U MAcKy NoAceTV ANs nyaa
| low low_address appecos DHCP-cepsepa.
high high_address} - network_number — |P-agpec Homepa noacetu;
{mask | prefix_length} - - low_address — HayanbHbIl IP-agpec AnanasoHa aapecos;
- high_address — KoHeuHbIN IP-agpec gMana3oHa agpecos.
- mask/ prefix_length — macka nogcetn/ gnnHa npedukca.
no address Ypanset koHourypaumto DHCP-nyna agpecos.
lease {days [{hours} Bpems apeHabl IP-aapeca, KOTopblli HasHayeH ot DHCP.
[minutes]] | infinite} - infinite — Bpemsa apeHAbl He orpaHnYeHo;
- days — KoNMYecTBo AHel;
-/1 peHb

- hours - KOAMYECTBO Yacos;
- minutes — KONNYECTBO MUHYT.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

ping enable

no ping enable

-/BbIKNIOYEHa

Bkntountb nepeanady ICMP-3anpocos ana nposepku, uTo IP-
afpec aBnAeTcAa cBO6OAHbIM, Npexae Yem oH byaeT HasHayeH
DHCP-KnneHTy.

YCTaHOBUTb 3HAYEHMeE Mo YMO4aHUIO.

KomaHObI pexcuma KoHgu2ypuposaHusa nyaa DHCP-cepsepa u cmamu4yeckux adpecos DHCP-

cepesepa

Bupg, 3anpoca KOMaHAHOM CTPOKM:

console (config-dhcp) #

Tabnnua 5.237 — KomaHab! pexmuma KoOHPUrypmposaHuma

KomaHda

3HaveHue

Aeiicmeue

default-router ip_address_list

no default-router

Mo ymonYaHMto CNncokK
MapLLpPYTU3aTOPOB He
onpegeneH.

OnpegenseT CNMCOK MapLIpyTU3aTOPOB MO YMONYAHUIO ANA
DHCP-knueHTa:
- ip_address_list — cnucok IP-agpecoB mapLupyTU3aTopos,
MOMKET COAEPMKATb A0 8 3anucei, pasaeneHHbix npobesom.
IP-aapec mapLpyTM3aTopa A0JIXKeH 6bITb B TOM e
. NOACETH, YTO U K/INEHT.

YcTaHaBAMBaeT 3Ha4YeHue no YMO4YaHUIO.

dns-server ip_address_list

no dns-server

Mo yMon4YaHUio Crncok
DNS-cepsepoB He
onpegeneH.

Onpepenset cnncok DNS-cepsepoB, AOCTYNHbIX AN1A KNNEHTOB
DHCP:

- ip_address_list — cnucok IP-agpecos DNS-cepBepoB, MOXKeT
cofep:KaTb A0 8 3anuceld, pasfeneHHbIX Npobesom.

YcTaHaBAMBaeT 3HaYeHUe No YMOYaHUIO.

domain-name domain

no domain-name

(1-32) cumBonos

Onpegenset gomeHHoe umsa ana DHCP-kaneHTos.

YcTaHaBAMBaeT 3HaYeHUe No YMOHaHUIO.
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netbios-name-server
ip_address_list

Mo ymonuyaHuio cnmucok
WINS-cepBepos He
onpegeneH.

no netbios-name-server

Onpegensaet cnucok WINS-cepBepoB, 4OCTYNHbIX ANA
knueHTtos DHCP:

- ip_address_list —cnucok IP-agpecos WINS-cepBepoB, MOXKeT
copepKaTtb A0 8 3anucei, pasgeneHHoix npobenom.

YcTaHaBAMBAET 3HAYeHUe No YMOYaHUIO.

netbios-node-type
{b-node | p-node | m-node |
h-node}

Mo ymonyaHuto TMn y3na
NetBIOS He onpegeneH.

no netbios-node-type

Onpeaenset Tmn y3na NetBIOS Microsoft gnsa knneHToB DHCP:
- b-node — wupokoBelaTenbHbIl;

- p-node — TOYKa-TOUKa;

- m-node — KOMBMHNPOBAHHDIN;

- h-node — rubpuaHsbii.

YcTaHaBAMBAET 3HAYeHUe No YMOYaHUIO.

next-server ip_address

no next-server

Mcnonb3yetca ana ykasaHma DHCP-knuneHTy agpeca cepsepa
(kak npaBuno, TFTP-cepBepa), C KOTOPOro AO/KEH BbITb
NoJly4eH 3arpy3ouHblin dann.

YcTaHaBAMBaeT 3HaYeHUe No YMOYAHUIO.

next-server-name name

(1..64) cumBonos

no next-server-name

Mcnonb3yetca ana ykaszaHua DHCP-knneHTy nma cepsepa, ¢
KOTOPOro A0/KeH 6bITb NOMYyYeH 3arpy304HbIi daiin.

YcTaHaBAMBaeT 3HaYeHue no YMOYaHUIO.

bootfile filename

(1..128) cumBonos

no bootfile

YKasbiBaeT uma daiina, NCcnosib3yemoro 1A HauyaibHOM
3arpy3ku DHCP-knueHTa.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

time-server ip_address_list

Mo ymonuyaHuio cnmucok
cepseposB He
onpegeneH.

no time-server

OnpegaenseT CNMCOK CepBEPOB BPeMeHM, AOCTYMHbIX A4
knueHTos DHCP:

- ip_address_list — cnucok IP-agpecoB cepBepoB BPeEMEHM,
MOMKET COAEPMKATb A0 8 3anucei, pasaeneHHbix npobesom.

YcTaHaBAMBaeT 3HaYeHue no YMOYaHUIO.

option code

{ascii ascii_string |
hex hex_string |
ip ip_address }
option ip-list code
ip_address_list

no option code

HacTtpausaet onumu DHCP-cepsepa.

- code — kog onuyn DHCP-cepBepa;

- ascii_string — cTpoka B popmate ASCII;

- hex_string — cTpoka B 16-om popmare;

- ip_address —|P-agpec;

- ip_address_list — yka3biBaeT, 4TO 32 KOAOM CnefyeT CNUCOK
IP-apgpecos.

Ypanaet onuymn gna DHCP-cepsepa.

tftp-server ip_address_list

Mo ymonyaHumio cnmucok

no tftp-server ip_address_list

cepBepoB He
onpeaeneH.

HacTpolika onumn 150 — agpeca TFTP-cepsepa:
- ip_address_list —cnucok IP-agpecos TFTP-cepBepoB, MoXeT
copepKaTtb A0 8 3anucei, pasgeneHHoix npobenom.

Ypanser HacTpoliky onuun 150:
- ip_address_list —cnucok IP-agpecos TFTP-cepBepoB, MOXeT
copepKaTtb A0 8 3anucei, pasaeneHHoix npobenom.

KomaHOwbi pexcuma Privileged EXEC

BunAa 3anpoca KomaHAHOM CTPOKKM pexxnma Privileged EXEC:

console#

Tabnunua 5.238 — KomaHab! pexxkuma Privileged EXEC

KomaHda

3HauyeHue

Aelicmeue

clear ip dhcp binding
{ip_address | *}

Ypanenue 3anuceli n3 Tabanubl cootseTcTBUA GU3NYECKMX
a4pecoB M agpecos, BblAaHHbIX ¢ nyna DHCP-cepsepom:

- ip_address — IP-agpec, Ha3HayeHHbIn DHCP-cepBepom;

* - yAanuTb BCe 3anucH.

show ip dhcp

MpocmoTp KoHoUrypaumn DHCP-cepsepa.

show ip dhcp
excluded-addresses

MpocmoTp IP-agpecos, kotopblie DHCP-cepsep He byaeT
Ha3Ha4vaTb g DHCP-KknneHTOB.

show ip dhcp pool host
lip_address | name]

(1-32) cumBonos

MpocmoTp KoHOUrypaummn ana ctatmyeckux agpecos DHCP-
cepsepa:
- ip_address — IP-agpec KIVeHTa;
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- name — vuma DHCP-nyna agpecos.
show ip dhcp pool network (1-32) cumBONOB MpocmoTp KoHourypaummn DHCP-nyna agpecos DHCP-cepBepa:
[name] - name — ums DHCP-nyna agpecos.
show ip dhcp binding MpocmoTp IP-agpecos, KOTOpble CONOCTaBAEHbI C GPUINYECKUMU
[ip_address ] - agpecamum KAMEHTOB, a TaKXKe BPeEMS apeHapl, cnocob
Ha3HayeHuA u coctoaHue IP-agpecos
show ip dhcp server MpocmoTp ctatuctukn DHCP-cepsepa.
statistics i

[pumepebl 8b1M0AHEHUA KOMAHO

=  Hactpoutb DHCP-nyn ¢ nmeHem test n ykasatb gna DHCP-kaneHTOB: nmAa gomeHa - test.ru,
LWAKO3 N0 YMONYaHuto - 192.168.45.1 n DNS-cepsep - 192.168.45.112.

console#

console# configure

console (config)# ip dhcp pool network test

console (config-dhcp)# address 192.168.45.0 255.255.255.0
console (config-dhcp) # domain-name test.ru

console (config-dhcp) # dns-server 192.168.45.112

console (config-dhcp) # default-router 192.168.45.1

— e~ o~ —~
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5.31 KoHdurypuposaHue ACL (cnucku KoHTpona gocryna)

ACL (Access Control List — cnMcok KoHTposa gocTyna) — Tabnuvua, KoTopaa onpeaensdeT npasuna
dunbTpaumm Bxoaallero Tpaduka Ha OCHOBaHMM NepesaBaeMbiX B NakeTax npoTtokonos, TCP/UDP nopTos,
IP-agpecos nan MAC-agpecos.

Ona peanusaumm ¢yHKumm ACL KommyTaTop wWcnosibayeT cucTemHble pecypcbl TCAM (Ternary
Content Addressable Memory). 3TOT pecypc UCNOb3yeTca ANA peanms3auum u apyrux GyHKLMIA YCTPOMCTBa,
Hanpumep, oyHKUMKM Selective Q-in-Q. MMockonbKy pecypc TCAM ABAAeTcA OrpaHUYEHHbIM, AAA
ONTUMM3ALUN €r0 UCNONb30BAHMA B PA3/IMYHBIX YCAOBUAX NPEAYCMOTPEHO ABa peXuMma. ITU perumbl
Ha3BaHbl ACL-only n ACL & SQinQ.

B pexxnume ACL-only Becb pecypc TCAM oTgaeTca Ana ncnosb3osBaHus cepsncom ACL. 3To nossonser
No/sIb30BaTENI0 YCTPOMCTBA CO34aTb MaKCMMa/IbHOE KOJIMYECTBO MPaBuA AR CMUCKOB KOHTPOAA AOCTyna.
Kpome TOro, B 3TOM pexKMme BO3MOXKHA rPynnMpPOoBKA UAEHTUYHbIX NPABWI, €CIM OHU MPUMEHAIOTCA ONA
BCEX MOPTOB KOMMYTATOPA - 3TO AaeT BO3SMOXKHOCTb CYLL,ECTBEHHO CIKOHOMMUTL pecypcbl TCAM.

Ons ynpasnenusa npasunamm ACL B pexkume ACL-only mcnonb3yeTca AONOAHUTENbHbIM MapameTp
npodunb (profile). Ana Karkaoro nopta goctynHo 3 npoduns — 0, 1 1 2, K KOTOPbIM MOXKHO MPMBA3bLIBATb
cnUcKkM poctyna. MNpu aHanuse TpaduK nocnefoBaTeNlbHO NPOBEPAETCA Ha COOTBETCTBME MNpaBuaam
CMUCKOB KOHTPOJIA AOCTyna B MNopafke, onpegensembiMm Homepom npoduna. CHavana nposepatoTca
npasuna npoduna 0, 3atem npodwmna 1 u B nocnesHwW0 ovepesb — npoduna 2.

Ona Toro, utobbl caKOoHOMUTb pecypcbl TCAM obuwme pna Bcex NopToB npasuna Tpebyetca
rpynnupoBaTb B 04HOM m13 npoduen.

OrpaHunyeHune pexuma ACL-only cocTonT B HEBO3MOXKHOCTM UCMO/b30BaTh GyHKUUK Selctive Q-in-Q u
MAC-based VLAN.

Pexxum ACL & SQinQ npeaycmatpmBaeT OOHOBPEMEHHOE WCNONAb30BaHMe pecypca TCAM

HecKonbKnmMmu cepsmucamu. PacnpegenerHmne TCAM mexkay cepBnucamn NponNCxXoamT aBTOMaTUYECKH.
OueHunTb ncnosbsoBaHne TCAM MOXKHO € MOMOLLbIO KOMaHAbl «show system resources tcam».

V ACL-cnucku Ha 6a3e IPv6, IPv4 n MAC-agpecoB He AO0NXHbl UMeTb OAMHAKOBble Ha3BaHUA.

IPv6 u IPv4-cnucku moryTt pabotatb BMecTe Ha ogHom ¢usmnueckom uHtepdeiice. Cnucok
ACL Ha 6a3e MAC-agpecaumm He MOXKeT COBMeLLaTbCA €O cnucKamu ana IPv4 unm IPv6. iBa
CNUCKa OAMHAKOBOrO TUMA He MOryT paboTaTb BMecTe Ha UHTepdeiice.

KomaHabl Ans co3paHusa U pedakTUpoBaHuA cnnckoB ACL AOCTYMHbl B pexXume r1o6anbHoro
KOHUrypupoBaHus.

KomaHObI pexcuma 271060s16H020 KOHGU2YPUPOBAHUSA

KomaHaHana CTpoKa B pexkume rnobanbHOro KoHGUrypmpoBaHUsa MMeeT BUA,
console (config)#

Tabnunua 5.239 — KomaHabl Ana co3aaHma U KoHoUrypmuposaHms cnnckos ACL

KomaHoa 3HayeHue Aelicmeue
ip access-list extended Co3paHune HoBOro pacwmnpeHHoro cnucka ACL gnsa agpecaumm
access_list IPv4 1 BXOA B peXnm ero KoHGuUrypnpoBaHus (ecam cnmcok ¢

AaHHbIM UMEHEM eLlle He co34aH) B0 BXO4 B peXnm

access_list: (1..32) KOH(UIypMpOBaHMA paHee CO34aHHOrO CMMCKa.

no ip access-list extended tmeona YnaneHue cnucka ACL ana agpecaunu IPv4.
access_list
ipv6 access-list access_list Co3paHue HoBoOro pacwmpeHHoro cnucka ACL gnsa agpecaumu
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no ipv6 access-list
access_list

mac access-list extended
access_list

no mac access-list
extended access_list

IPV6 1 BXOA B PeXMM ero KoHGUrypnpoBaHusa (ecam cnmcok ¢
AaHHbIM UMEHEM €elLLle He co3aH) 60 BXOZ B PEXMUM
KOHGUTYPMPOBaHMA paHee CO34aHHOTO CMMCKa.

Ypanexue cnucka ACL ana agpecaunm IPv6.

Co3gaHue HoBoro cnmcka ACL Ha 6a3e MAC-agpecauum 1 BXog,
B PEXMM €ro KOHPUrypmpoBaHua (eCn CNMUCOK C AaHHbIM
MMEHEM eLLe He co34aH) b0 BXOZ B PeXKMM
KOHOUIypMpoBaHUA paHee CO34aHHOrO CrUCKa.

Yaanenue cnucka ACL Ha 6a3e MAC-agpecaumm.

time-range range_name

no time-range range_name

range_name: (1..32)
cuMmBosia

BxoZ, B peum KoHPUrypupoBaHus time-range u
onpeaeseHne BpeMeHHbIX MHTepPBaioB ANA CNUCKa AOCTyna.
- range_name - umsa npodunsa HacTpoek time-range.

YaaneHue 3agaHHOM KOHGUrypaumm time-range.

Ons TOro u4tobbl aKkTMBM3MpOBaTb cnmncok ACL,

NHTepdeiicom, NCNONb3YIOLLMM CNMCOK, MOXKET bbITb 160 nHTepdelic Ethernet, nnbo rpynna nopTos.

KomaHAabl pexxmma KOHOUryprupoBaHus nHtepderica Ethernet, rpynnbl nopTos.

KomaHaHas cTpoka B perknume KoHburypmpoBaHua nHtepdeiica Ethernet, rpynnbi noptos nmeet Bua;

console (config-if)#

Tabanuya 5.240 — KomaHga HasHadeHus cnncka ACL nHtepdeicy.

KomaHoa

3HayeHue

Aelicmeue

service-acl input access_list
[profile profile_id]

no service-acl input
[profile profile_id]

access_list: (1..32)
c1MBONa;
profile_id: (0..2)

B HacTpolikax onpeaenéHHoro pusnyeckoro nHTepderica
KOMaHAa NpuBA3bIBAET YKa3aHHbIW CMUCOK K AaHHOMY
nHTEpbeNcy.
V’ Napamertp profile gocryneH TonbKo B pexkume
acl-only.

YaaneHue cnucka c nHtepdeiica.

KomaHObi pexcuma Privileged EXEC

KomaHgHasa cTpoKa B pexxume Privileged EXEC umeet Bua;:

console#

Tabnunua 5.241 — KomaHabl Ana npocmoTpa cnnckos ACL

KomaHoa

3HayeHue

Aelicmeue

show access-lists
[access_list]

show access-lists time-
range-active [access_list]

access_list: (1..32)
cumBona

MokasbiBaeT cnuckn ACL, co3gaHHble Ha KOMMyTaTope.

MokasbiBaeT cnucku ACL, co3gaHHble Ha KoMmyTaTope,
KOTOpble B HAacCToALLEe BPeMA ABAAIOTCA aKTUBHbIMU.

show interfaces access-lists
[gigabitethernet gi_port |
fastethernet fa_port |
port-channel group|

vlan vian_id]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
vlan_id: (1..4094);
group (1..8)

MokasbliBaeT cnucku ACL HazHauyeHHble nHTepdeicam.

clear access-lists counters
[gigabitethernet gi_port |
fastethernet fa_port |
port-channel group]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group (1..8)

OB6HYAUTL BCe cyeTunkM cnnckos ACL, anbo cueTumkm ana
cnuckoB ACL 3apaHHoro nHtepdelica.
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show interfaces access-lists
counters

[gigabitethernet gi_port |
fastethernet fa_port |
port-channel group]

gi_port: (1..3/0/1..28);
fa_port: (1..3/0/1..24);
group (1..8)

MoKa3blBaeT CYETUMKMU CIINCKOB AocTtyna.

KomaHOwb! pexcuma EXEC

KomaHaHasa cTpoka B pexkume EXEC nmeet sua;

console#

Tabnnua 5.242 — KomaHab! Ana npocmoTpa cnnckos ACL

KomaHoa 3HayeHue Aelicmeue
show time-range range_name: (1..32) MoKa3blBaeT KOHOUIypaLMio BpEMEHHOTO MHTepBana
range_name cMmBona

5.31.1 KoHdpueypuposaHue ACL Ha 6a3e IPv4

B pgaHHOM pasgene npuBeAeHbl 3HAYEHMA W ONUCAHMUA OCHOBHbIX NMAPaMeTPOB, UCNONb3YEMbIX B
COCTaBe KoMaHA HacTpoliku cnmckoB ACL, ocHOBaHHbIX Ha agpecaunn IPv4.,

CosgaHne n BXo4 B peXum pefaktnposaHma cnmckoB ACL, oCHOBaHHbIX Ha agpecauun |Pv4,
OCyLLecCTBAAETCA NO KOMaHAe: ip access-list extended access-Iist. Hanpumep, ana cosgaHusA
cnucka ACL nog HasBaHuMeMm EltexAL Heob6x0AMMO BbINONHUTL CeAYIOLME KOMAHAbI:

console#

console# configure
console (config)# ip access-list extended EltexAL
console (config-ip-al)#

Tabnnua 5.243 — OcHoOBHble NapameTpbl, UCNOIb3YEMbIE B KOMAHAAX

lMapamemp

3HavyeHue

Aelicmeue

permit

[Oevicteue ‘paspewnTs’

Co3gaeT paspellatowee npasuno uabtpaumm B cnncke ACL.

deny

[Oelicteue ‘3anpetuTs’

Co3paeT 3anpeluatoliee npasuao puabtpaumm B cnucke ACL.

protocol

MpoTtokon

Mone npeaHa3HayeHo ANsA yKasaHWUA NPOTOKoNa (Mnu Bcex
NPOTOKO/I0B), Ha OCHOBE KOTOPOro byAeT ocyLecTeaseTca
dunbTpaums. Mpu BbiIbOpe NPOTOKO/IA BO3MOXKHbI Ceayoume
BapuWaHTbl: arp, icmp, igmp, ip, tcp, egp, igp, udp, hmp, rdp,
idpr, ipv6, ipvb:rout, ipv6:frag, idrp, rsvp, gre, esp, ah,
ipv6:icmp, eigrp, ospf, ipinip, pim, 12tp, isis, ipip, 1Mbo
4yncnoBoe 3Ha4YeHWe NPOTOKONA, B AnanasoHe (0 — 255).

[na cooTBeTcTBUA NIOBOMY NPOTOKOY MCNOb3YETCA
3HayeHue ip.

source_mac

MAC-agpec UCTOYHUKA

Onpegenser MAC-agpec UCTOYHMKA NaKeTa.

source_mac_wildcard

Macka MAC-agpeca
NCTOYHMKA

Macka onpegenset 6uTbl MAC-afpeca UCTOYHWMKA NaKeTa,
KOTOpble HE06XOANMMO UFHOPMPOBATbL. B 3HaUeHuA
UTHOPUpPYeMbiXx BUTOB AOMKHbI ObITb 3aMMCaHbl eAUHULbI.
Hanpumep, ncnonb3ys macky, MOXXHO onpenenvTb Ana
npasuna ¢punbTpaymm ananasoHa MAC-agpecos. Ytobbl
£06asuTb B Npasuao ¢punbTpauumn sce MAC-agpec
HaumHatowmecs Ha 00:00:02:AA.xx.xx, HeobxoaAnMMO 3aJaTb
3HayeHne mackn 0.0.0.0.FF.FF, To ecTb, cornacHo gaHHoM
macke, nocnegHve 16 6ut MAC-agpeca byayT He BaXKHbl oA
aHanusa.

destination_mac

MAC-agpec Ha3HayeHus

Onpegenser MAC-agpec HazHavyeHuA NakeTa.
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destination_mac_wildcard

Macka MAC-agpeca
Ha3HayeHuA

ButoBas macka, npumeHsemasn K MAC-agpecy HazHauyeHun
nakeTa. Macka onpegenset 6utel MAC-aapeca, KoTopble
HeobXxoANMMO UTHOPMPOBATL. B 3HaYEHUA UTHOPUPYEMbIX
6MTOB A0/MKHbI BbITb 3aNMcaHbl eaMHULbI. MacKa
MCNONb3yeTCA aHaNorMYHO macke source_mac-wildcard.

source_ip

IP-apgpec NCTOYHUKaA

Onpegenset IP-agpec UCTOYHMKA NaKeTa.

source_ip_wildcard

Macka IP-agpeca
MCTOYHMKA

buToBasa macka, npumeHaemas K IP-agpecy UCTOYHMKA NakeTa.
Macka onpegenset 6uTbl IP-agpeca, KoTopble Heob6xoaMMO
WUrHOPMPOBATb. B 3HAaUYeHUA UTHOpUpPYyeMbIX BUTOB LOMKHbI
6bITb 3aNMCaHbl eaUHNLLI. Hanpumep, Ncnosib3ys Macky,
MOXHO onpeaenvnTb ans npasuaa Gunbtpaymm IP-ceto.
YT106bI f,06aBUTL B NpaBuio puabTpaumm IP-ceTb 195.165.0.0,
HeobxoanMo 3a4aTb 3HauyeHne macku 0.0.255.255, To ecTb
COrnacHoO AaHHOM Macke nocnegHue 16 6uT IP-agpeca byayT
WUrHOPUPOBATHLCA.

destination_ip

IP-agpec Ha3HavyeHUA

Onpepgenset IP-agpec Ha3HaYeHMA NakeTa.

destination_ip_wildcard

Macka IP-agpeca
Ha3HayeHuA

Bbutosas macka, npumeHaemasn K IP-agpecy HasHauyeHuA
nakeTa. Macka onpegaenset 6utbl IP-agpeca, KoTopble
HEeobXxoANMMO UFHOPMPOBATL. B 3HAYEHUA UTHOPUPYEMbIX
6UTOB [0/IKHbI ObITb 3aMNMcaHbl eauMHULbl. Macka
MCNO/Ib3yeTCA aHaNOrMYHO macke source_ip_wildcard.

vlan WaerTndukaTop Vian Onpegenset Vlan, gna Kotoporo 6yaeT NpMMeHATbCA
npasuno.
DSCP- iff .B
dscp None DSCP & 3aronoske L3 OI‘IpEAEﬂH%T 3HayeHne DSCP-nons diffserv. BoamoxkHble Koabl
coobueHnit nons dscp: (0 — 63).
precedence Onpegenset npuoputeT IP-TpadukKa: (0-7).

Mpuopwutet IP

range_name

Mma npoduna
KoHOUrypauum time-range

Onpe,u,enﬂeT KOHC'JMpraLI,VIIO BPpeMEeHHbIX MHTEepPBANOB.

icmp_type

Tun coobuweHuii npotokona ICMP, ncnonbsyemblt ans
dunbTpaymm ICMP-nakeToB. BO3MOXHble TUMbl COObLEHMM
nons icmp_type: echo-reply, destination-unreachable, source-
quench, redirect, alternate-host-address, echo-request,
router-advertisement, router-solicitation, time-exceeded,
parameter-problem, timestamp, timestamp-reply,
information-request, information-reply, address-mask-
request, address-mask-reply, traceroute, datagram-
conversion-error, mobile-host-redirect, mobile-registration-
request, mobile-registration-reply, domain-name-request,
domain-name-reply, skip, photuris, n1M6o uncnosoe 3HaueHne
TMna coobuieHus, B ananasoHe (0 — 255).

icmp_code

Koa coobuieHns
npoTtokona ICMP

Kopg, coobuweHunii npotokona ICMP, ncnonbsyemblit ana
dunbTpaymm ICMP-nakeToB. Bo3MOoXKHble Koabl COObLLEHM
nons icmp_code: (0 — 255).

igmp_type

Tun coobuweHunn
npoTtokona IGMP

Tun coobuweHunit npotokona IGMP, ncnonbayemblit gns
dunbTpaymm naketos IGMP. Bo3MoKHble TUMbl CO0bLLEeHUI
nons igmp-type: host-query, host-report, dvmrp, pim, cisco-
trace, host-report-v2, host-leave-v2, host-report-v3, nn6o
4MCNOBOE 3HaYeHMe TUNa coobLueHus, B AnanasoHe (0 — 255).

destination_port

UDP/TCP-nopT Ha3Ha4yeHun

source_port

UDP/TCP-nopT UCTOYHMKA

Bo3morKkHble 3HaueHuA nons TCP-nopTa: bgp (179),

chargen (19), daytime (13), discard (9), domain (53), drip
(3949), echo (7), finger (79), ftp (21), ftp-data (20), gopher
(70), hostname (42), irc (194), klogin (543), kshell (544), Ipd
(515), nntp (119), pop2 (109), pop3 (110), smtp (25), sunrpc
(1110, syslog (514), tacacs-ds (49), talk (517), telnet (23), time
(37), uucp (117), whois (43), www (80);

ana UDP-noprta biff (512), bootpc (68), bootps (67), discard (9),
dnsix (90), domain (53), echo (7 ), mobile-ip (434), nameserver
(42), netbios-dgm (138), netbios-ns (137), on500-isakmp
(4500), ntp (123), rip (520), snmp (161), snmptrap (162),
sunrpc (111), syslog (514), tacacs-ds (49), talk (517), tftp (69),
time (37), who (513), xdmcp (177).
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JNIn6o uncnosoe 3HavyeHue (0 — 65535).

list_of flags

®dnarn npotokona TCP

Ecnn pna ycnosua dunbTpauumn dnar LomKeH 6biTh
YCTQHOB/IEH, TO Nepes HUM CTaBMTCA 3HAK «+», eCU He
O0/1XeH 6bITb YCTaHOB/EH, TO «-». BO3MOMHble BapuaHTbI
¢dnaros.: +urg, +ack, +psh, +rst, +syn, +fin, -urg, -ack, -psh, -rst,
-syn u -fin. Mpu MCNo/b30BaHMM HECKONBbKUX GNaros B
ycnosumn dpunbTpauumn, dnar 06beguHAIOTCA B O4HY CTPOKY
6e3 npobenos, Hanpumep: +fin-ack.

disable-port BbIK/IOYAET MOPT, C KOTOPOTO BblN MPUHAT NaKeT,
OTKNtOYEHMe nopTa YZAOBNETBOPAOLWMI yCN0BMAM 1060 U3 KOMaHA, 3anpeTa
deny, B cocTaBe KOTOpOW, 6bI10 ONUCaHO none.
log-input Bknatouaet OoTNpaBKy WMHGOPMALMOHHBIX COObBLEeHNA B
OTnpaBKa coobueHuni CUCTEMHDBINA  KypHan npuv NOJAYYEeHUW MaKeTa, KOTopbli

COOTBETCTBYET 3anncu.

offset_list_name

HanmeHoBaHMe cnncKka
wabnoHoB nonb3oBaTens

3apaeT MCNoNb30BaHWE CNMUCKA WaboHOB Noab30BaTeNs ANA
pacno3HaBaHua nakeToB. [AnAa Kaxpgoro cnvcka ACL moxket
6bITb ONpeaeneH cBOM CNUCOK WabnoHOB.

index

MHpekc npasuna

MHpaekc  3agaeT nosioXKeHWe npasBuia B CAWCKE W ero
npuoputeT. Yem meHble MHOEKC — TemM MnpuopuTeTHee
npasuao. JJManasoH 4ONyCTUMbIX 3HauyeHn 1-2147483647.

Y
y

napameTp «any».

Ona Bbibopa Bcero guManasoHa napameTpos, Kpome dscp u ip-precedence ucnonb3syertcs

Mocne Toro Kak xotAa 6bl ogHa 3anucb aobasneHa B cnucok ACL, nocnegHeit no ymondaHuio
pobaBnsaetca 3anucb «deny any any any», KoTopas O3HayYaeT WMrHOpMpoBaHWe Bcex

nakeToB, He yaosaeTsopsaAowmx ycnosuam ACL.

Tabnunua 5.244 - KomaHgbl, Mcnonb3yemble ans HacTporikn ACL cnnckoB Ha ocHoBe IP-agpecauumn

KomaHda

Aelicmeue

permit protocol

{any|source_ip source_ip_wildcard}
{any|destination_ip destination_ip_wildcard}
[dscp dscp | precedence precedence]
[time-range range_name] [index index]
[offset-list offset_list_name]

[obaensert paspeLatoLLyto 3anmcb GuabTpaumm ana npoTokoa. Makersi,
oTBeyaloLLMe yCI0BUAM 3anucK, byayT 06pabaTbiBaTbCA KOMMYTAaTOPOM.

permit arp

{any/source-mac source-mac-wildcard }

{any/ destination mac destination mac wildcard}
{any/sender-ip sender-ip-wildcard }
{any/target-ip target-ip-wildcard}

[vlan vian_id]

[obasnsaeT paspeLatolyto 3anmcb GuabTpaLmm ana npotokona ARP.
MakeTbl, OTBeYaloLMe ycnosuam 3anucu, byayt obpabatbiBaTbea
KOMMYTaTopoMm

permit ip

{any|source_mac source-mac-wildcard}
{any|destination_mac destination_mac_wildcard}
{any|source_ip source_ip_wildcard}
{any|destination_ip destination_ip_wildcard}
[dscp dscp | precedence precedence]

[time-range range_name] [index index]
[offset-list offset_list_name]

[vlan vian_id]

[obasnset paspeLuatolyto 3anucb GuabTpaumm ana npoTokona IP.
MaKkeTbl, OTBEYAlOLLME YCA0BUAM 3anucK, byayT obpabaTtbiBaTbes
KOMMYTaTOpOM.

permit icmp

{any|source_ip source_ip_wildcard}
{any|destination_ip destination_ip_wildcard}
{any|icmp_type}

{any|icmp_code}

[dscp dscp | ip-precedence precedence]
[time-range range_name] [index index]

[obasnaeT paspelatoLyto 3anmce GunbTpaumm ana npotokona ICMP.
MakeTbl, OTBeYalOLWMe ycnosuam 3anucu, byayt obpabatbiBaTbea
KOMMYTaTOpOM.
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[offset-list offset_list_name]
[vlan vian_id]

permit igmp

{any|source_ip source_ip_wildcard}

{any| destination_ip destination_ip_wildcard}
ligmp-type]

[dscp dscp | precedence precedence]
[time-range range_name] [index index]
[offset-list offset_list_name]

[vlan vian_id]

[JobasnsaeT paspeLlatowyto 3anncek duabTpaumm ans npotokona IGMP.
MakeTbl, OTBEYAlOLLME YCAOBUAM 3anucK, byayT obpabaTbiBaTbCA
KOMMYTaTOpPOM.

permit tcp

{any|source_ip source_ip_wildcard}
{any|source_port}

{any| destination_ip destination_ip_wildcard}
{any| destination_port}

[dscp dscp | precedence precedence]
[match-all list_of flags]

[time-range range_name] [index index]
[offset-list offset_list_name]

[vlan vian_id]

JobasnsaeT paspeLlatowyto 3anuce GuabTpaumm ans npotokona TCP.
MakeTbl, OTBEYAtOLLME YCAOBUAM 3anucK, byayT obpabaTbiBaTbCA
KOMMYTaTOpPOM.

permit udp

{any| source_ip source_ip_wildcard}

{any| source_port}

{any|destination_ip destination_ip_wildcard}
{any|destination_port}

[dscp dscp | precedence precedence]
[time-range range_name] [index index]
[offset-list offset_list_name]

[vlan vian_id]

[dobasnaeT paspeLlatowyto 3anncek duabTpaumm ans npotokona UDP.
MakeTbl, OTBEYAlOLLME YCAOBUAM 3anucK, byayT obpabaTbiBaTbCA
KOMMYTaTOpPOM.

deny protocol

{any|source_ip source_ip_wildcard}
{any|destination_ip
destination_ip_wildcard}

[dscp dscp | precedence precedence]
[time-range range_name]
[disable-port|log-input] [index index]
[offset-list offset_list_name] [vlan
vlan_id]

[obasnsaer 3anpeLyatoLLyto 3anucb GUAbTPaLMK ANA NPOToKoAa. MakeTbl,
oTBeYaloLLMe YCI0BUAM 3anucK, byayT 610KMPOBaTHCA KOMMYTAaTOPOM.
Mpu UCnoNb30BaHWMM KNtOYEBOTro cioBa disable-port ¢pusmnyeckuii
nUHTepdec, NPUHABLLMI TaKoM NaKeT, byaeT BbiKAoYeH. Mpu
MCNo/Ib30BaHUM KNKOYEBOTO c10Ba log-input byaeT oTnpaBneHo
coobLieHne B CUCTEMHbIN KypHa.

deny arp {any/source-mac source-mac-wildcard }
{any/ destination mac destination mac wildcard }
{any/sender-ip sender-ip-wildcard }
{any/target-ip target-ip-wildcard }

[{log-input} {disable-port}]

[vlan vian_id]

[obasnsaeT 3anpeLyaroLLyto 3anucb puabTpaLmm a4na npotokona ARP.
MakKeTbl, OTBEYalOLLME YCNOBUAM 3anucu, ByayT 6aoKMpoBaTbCA
KommyTaTopom. Mpun ncnonb3oBaHWM KNtoYeBoro caosa disable-port
du3nyecknin nHTepdeiic, NPUHABLIMIA TaKoM NakeT, byaeT BbikAtoYeH. Mpu
MCNO/Ib30BaHMM KNtoyeBoro cnosa log-input byaet otnpasneHo
CO0bLEHME B CUCTEMHDIN YKYPHaN

deny ip

{any|source_mac source-mac-wildcard}

{any| destination_mac destination_mac_wildcard}
{any|source_ip source_ip_wildcard}
{any|destination_ip destination_ip_wildcard}
[dscp dscp | precedence precedence]

[time-range range_name] [disable-port|log-
input] [index index] [offset-list offset_list_name]
[vlan vian_id]

[obasnsaet 3anpeLyatoLLyio 3anucb GpUAbTPaLMK Ana npoTokona IP.
lMaKeTbl, OTBEYAtOLLME YCA0BUAM 3anucu, byayT 6aokuposaTbes
KommyTaTopom. Mpun ncnonb3oBaHUK KNkoueBoro ciosa disable-port
dur3nYecknin nHTepdeic, NPUHABLIKIA TaKOM NakeT, ByaeT BbiKAtoYeH. Mpu
MCNo/Ib30BaHUM KNIOYEBOTO C/10Ba log-input byaeT oTnpaBneHo
CcoO0bLLEHME B CUCTEMHDIN KYpPHa.

deny icmp {any|source_ip
source_ip_wildcard}

{any|destination_ip
destination_ip_wildcard} {any|icmp_type}
{any|icmp_code}

[dscp dscp | precedence precedence]
[time-range range_name]
[disable-port|log-input] [index index]
[offset-list offset_list_name] [vlan
vlan_id]

JobasnsaeT 3anpewatouyto 3anuce GuabTpaumm ana npotokona ICMP.
MakeTbl, OTBEYAlOLLME YCAOBUAM 3anmcK, ByayT 610KMpoBaTbCA
KOMMyTaTopoMm. Mpu ncnoib3oBaHMK KatoueBoro cnosa disable-port
dU3nYECKUIA UHTepdENC, NPUHABLLIMIA TaKOM NakKeT, OyAeT BbIK/HOYEH.
Mpu Ucnonb30BaHWM KAOYEBOTO €/10Ba log-input 6yaeT oTnpasaeHo
CO0bLEHME B CUCTEMHDIN KYpPHa.
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deny igmp {any|source_ip
source_ip_wildcard}
{any|destination_ip
destination_ip_wildcard}

ligmp_typel

[dscp dscp | precedence precedence]
[time-range range_name]
[disable-port|log-input] [index index]
[offset-list offset_list_name] [vlan
vlan_id]

[obasnsaeT 3anpewatoLyto 3anmcb GunbTpaumm gaa npotokona IGMP.
MakeTbl, OTBEYAlOLLME YCAOBUAM 3anmcK, ByayT 610KMpoBaTbCA
KoMmyTaTopoM. MpKn ncnoib3oBaHUK Katouesoro cnosa disable-port
du3nYecKMii UHTepdelic, NPUHABLUMIA TaKoM NakeT, byaeT BbikAtoueH. Mpu
MCNONb30BaHUK KNKOYEBOTO cNoBa log-input byaeT oTnpasieHo
CO0bLEHME B CUCTEMHDIN KYPHa.

deny tcp {any| source_ip source_ip_wildcard}
{any|source_port}

{any|destination_ip destination_ip_wildcard}
{any|destination_port}

[dscp dscp | precedence precedence]
[match-all list_of flags]

[time-range range_name]

[disable-port | log-input] [index index]
[offset-list offset_list_name]

[vlan vian_id]

JobasnaeT 3anpeLyatoLyto 3anuck puabTpaumm ana npotokona TCP.
MakeTbl, OTBEYAIOLLME YCIOBUAM 3anucK, byayT 610KMpoBaTbCA
KommyTaTopom. Mpu ncnonb3oBaHUKM KatoveBoro cnosa disable-port
dur3nyecknit nHTepdeinc, NPUHABLIKIA TaKOW NakeT, ByaeT BbikatoueH. Mpu
MCNONb30BaHUN KNOYEBOIO cnoBa log-input byaeT oTnpaBneHo
Cco0bLIEHME B CUCTEMHDIN KYpPHa.

deny udp {any| source_ip source_ip_wildcard}
{any| source_port}

{any|destination_ip destination_ip_wildcard}
{any|destination_port}

[dscp dscp | precedence precedence]
[time-range range_name]
[disable-port|log-input] [index index]
[offset-list offset_list_name]

[vlan vian_id]

[obasnsaeT 3anpewarowyro 3anncb GpunbTpauum gns npotokona UDP.
MaKeTbl, OTBEYAIOLLME YCNOBUAM 3anucu, ByayT 610KMpPoBaTbCA
KoMMyTaTopom. Mpu ncnosb3oBaHMM KntoUdeBoro caosa disable-port
dU3nYECKMIA UHTepdEIiC, NPUHABLLUMIA TaKOM NakKeT, ByAeT BbIK/IOYEH.

offset-list name { offset_base offset mask value}

Co3£2éT CcNUCOK WabnoHoB Nosb3oBaTena ¢ UMeHem name. Uma moskeT
BK/ItOYaTb OT 1 A0 32 cMMBOOB.
B 01HO KOMaHAE MOKET COAEPHKATLCA 40 NATU WABNOHOB, COCTOALMX U3
cneayoLmMX NapameTpoB:
offset_base — 6a3oBoe cmelleHMe. BO3MOKHbIe 3HaYeHuA:

L3 — Hayano 3aronoBKa IPv4;

L4 — KoHeL, 3aronoBKa IPv4;
offset — cmeweHre b6aliTa faHHbIX B Npeaenax naketa. basosoe
CMeLLeHMe NPUHUMAETCA 33 HaYaNo OTCYeTa;
mask — macka. B aHasM3e nakeTa NPUHUMAIOT y4acTMe TONbKO Te paspaabl
6aiiTa, g KOTOPbIX B COOTBETCTBYOLWMX pa3pagax Macku 3agaHa ‘1’;
value — uckomoe 3HayeHue.

no offset-list name

YanseT co3gaHHbI paHee CrMCOK.

5.31.2 KorngpuzypuposaHue ACL Ha 6a3e IPv6

B paHHOM pasgene npuseeHbl 3HAYEHMA U ONMCAHMA OCHOBHbIX NMApameTpoB, UCMO/b3yeMbliX B

coctaBe KOMaHz, HacTpoiKmM cnnckos ACL, ocHOBaHHbIX Ha aapecauuu IPv6.

CosgaHve U BXO4 B pexkum peaaktTuposaHua cnmnckos ACL, ocHoBaHHbIX Ha aapecauuu IPv6,
OCYLLECTBNAETCA MO KOMaHge: ipvé access-list access-1ist. Hanpumep, Ana cos3gaHusa cnucKa

ACL noa, HazsaHMem MESipv6 Heobxo0AMMO BbINOHUTL CAeaylolmne KoMaHabl:

console#
console# configure

console (config) # ipv6 access-list MESipv6

console (config-ipvé6-al) #

Tabnnua 5.245 — OcHoBHble NapamMeTpbl, UCMONb3YEMbIE B KOMAHAAX

Mapamemp

3HaveHue

Aelicmeue

permit

[eiicteue paspewmtb

Co3pgaeT paspellatolee npasuno puabtpaumm B cnncke ACL.
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deny

[Jevicteue 3anpetutb

Co3pgaet 3anpeLatollee npasmao punbtpaumm B cnucke ACL.

protocol

MpoTokon

Mone npeaHasHayeHo A1A YKa3aHWUA NPOTOKoAa (Mnm Beex
NPOTOKO/I0B), Ha OCHOBE KOTOPOro byAeT ocyuiecTBaaeTca
bunbTpaums. Mpu BbibOpe NPOTOKOA BO3MOXKHbBI CleaytoLme
BapuaHTbl: icmp, tcp, udp, 1Mbo YMcNoBOE 3HAYEHME
npoToKona —icmp (58), tcp (6), udp (17).

[na cootBeTcTBUA NOBOMY NPOTOKO/Y UCMO/b3YeTCA
3HauyeHwue ipvé6.

source_prefix/
length

Afpec oTnpasuTensa u ero
ANMHa

OnpegenseT IPv6-agpec u aanHy npedukca cetn (0-128)
(KonnyecTBO CTapwmx 6UT agpeca) MCTOYHKMKA NakeTa.

destination_prefix/
length

Aapec HazHavyeHuA u ero
AJIMHA

Onpeaenset IPv6-agpec n anvHy npedukca cetum (0-128)
(konnyecTBO CTaplMX BUT agpeca) Ha3HaYEHWUA NaKeTa.

dscp None DSCP & saronoske L3 Onpep,enﬂeuT 3HayeHune DSCP-nonsa diffserv. BoamoskHble Koabl
coobueHnit nons dscp: (0 — 63).
precedence Mpuoputert IP Onpegenset npuoputeT IP-TpaduKa:(0-7).

range_name

Mma npoduna
KoHbUrypauum time-range

Onpegenset KOHPUIypaLMio BPpeMEHHbIX MHTEPBA/IOB.

icmp_type

Tun coobuweHunn
npoTtokona ICMP

Ncnonbayetca ana punbtpaumm ICMP-nakeToB. Bo3moKHble
TUMbl U YMCNOBbIE 3HAYEHUA cO0bLLEHMI nos icmp-type:
destination-unreachable (1), packet-too-big (2), time-
exceeded (3), parameter-problem (4), echo-request (128),
echo-reply (129), mld-query (130), mld-report (131), midv2-
report (143), mld-done (132), router-solicitation (133), router-
advertisement (134), nd-ns (135), nd-na (136).

icmp_code

Koa coobuieHui
npoTtokona ICMP

Ncnonbayetca ana punbtpaumm ICMP-nakeToB. Bo3moKHble
3HayeHua nona 0 — 255.

destination_port

UDP/TCP-nopT Ha3Ha4yeHus

source_port

UDP/TCP-nopT UCTOYHMKA

Bo3moxkHble 3HauyeHus nonsa TCP-nopTa: bgp (179),

chargen (19), daytime (13), discard (9), domain (53), drip
(3949), echo (7), finger (79), ftp (21), ftp-data (20), gopher
(70), hostname (42), irc (194), klogin (543), kshell (544), Ipd
(515), nntp (119), pop2 (109), pop3 (110), smtp (25), sunrpc
(1110, syslog (514), tacacs-ds (49), talk (517), telnet (23), time
(37), uucp (117), whois (43), www (80);

ans UDP-nopra biff (512), bootpc (68), bootps (67), discard (9),
dnsix (90), domain (53), echo (7 ), mobile-ip (434), nameserver
(42), netbios-dgm (138), netbios-ns (137), on500-isakmp
(4500), ntp (123), rip (520), snmp (161), snmptrap (162),
sunrpc (111), syslog (514), tacacs-ds (49), talk (517), tftp (69),
time (37), who (513), xdmcp (177).

NInbo uncnosoe 3HavyeHue (0 — 65535).

list_of flags

®naru npotokona TCP

Ecaun ana ycnosua ¢unbtpaumm dnar 4oaxKeH bbiTb
YCTaHOB/IEH, TO Mepes HUM CTaBUTCA 3HAK «+», €C/IU He
[0/KeH 6bITb YCTaHOB/EH, TO «-». BO3MOXHble BapuaHTbl
dnaros.: +urg, +ack, +psh, +rst, +syn, +fin, -urg, -ack, -psh, -rst,
-syn u -fin.

disable-port BbIKNtOYaAET NOPT, C KOTOPOTo BbI1 NPUHAT NaKeT,
OTKANtoYeHWE nopTa YZL0B/IETBOPAIOLLNIA YCNOBUAM Nt06ON M3 KOMaHA, 3anpeTa
deny, B cocTaBe KOTOpOI, Bbl10 ONKUCaHO none.
log-input Bkatouaet OTNpaBKy WHOOPMALMOHHBIX CcoObLeHni B

OTnpaBKa coobueHni

CUCTEMHBIN KYpHan npu MOJNyYEHUM MNaKeTa, KOTopbI
COOTBETCTBYET 3anucu.

offset_list_name

Nmsa cnvcka 6utoBsbix

3afaeT UCNoNb3oBaHMeE CNUCKa WwabnoHoB Nonb3osaTens AanAa
pacrno3HaBaHWA MakeToB. [NA Ka)k[oro cnucka ACL moxer

nonem 6bITb ONpeaeneH CBOM CNUCOK WabnoHOB.
index MHaeKE NbasrAa MHOeKc npaBuna B Tabauue, Yyem MeHblIe MHAEKC — TeM
A P npuoputeTHee npasuno 1-2147483647
/' Ona Bblbopa Bcero guanasoHa napameTpoB, Kpome dscp u ip-precedence ucnonb3syetcs
napamertp «any».
/ MNocne Toro, Kak xota 6bl ogHa 3anucb aobasneHa B cnucok ACL, nocnegHUMM B CNUCOK
pobaenaTCca 3anucm
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permit-icmp any any nd-ns any
permit-icmp any any nd-na any

deny ipv6 any any

[Be nepsble U3 HUX pa3pellaloT NOUCK coceaHux IPv6 yCTPOMCTB ¢ MOMOLLbIO NPOTOKONA
ICMPVv6, a nocnegHAaa O3HavyaeT UrHOPUPOBAHME BCEX MAKeTOB, He YA0B/AETBOPAIOLMX

ycnosuam ACL.

Tabnuua 5.246 — KomaHapl, ucnosblyemble aas Hactpoikn ACL cnuckoB Ha ocHoBe IPvb-agpecaumm

KomaHoa

Aeiicmeue

permit protocol
{any|source_prefix/length}

{ any|destination_prefix/length}
[dscp dscp | precedence precedence]
[time-range range_name]

[offset-list offset_list_name]

[obasnsaet paspeLatoLyto 3anucb GUbTPaLMKM AnA NpoToKona. MakeTsl,
oTBevatoLme ycaoBuam 3anucu, byayTt 06pabatbiBaTbCA KOMMYTAaTOPOM.

permit icmp
{any|source_prefix/length}

{ any| destination_prefix/length}
{any|icmp_type}

{any|icmp_code}

[dscp dscp | precedence precedence]
[time-range range_name]

[offset-list offset_list_name]

[dobasnaeT paspelatowyto 3anncb GuabTpaumm ans npotokona ICMP.
MakeTbl, OTBEYAlOLLME YCAOBUAM 3anucK, byayT obpabaTbiBaTbCA
KOMMYTaTOPOM.

permit tcp
{any|source_prefix/length}

{any | source_port}

{ any| destination_prefix/length}
{any| destination_port}

[dscp dscp | precedence precedence]
[time-range range_name]

[match-all list_of flags]

[offset-list offset_list_name]

JobasnsaeT paspeLatowyto 3anuce uabTpaumm ans npotokona TCP.
lMaKeTbl, OTBEYaloLMeE yCnoBuaAM 3anucu, byayT obpabatbiBaTbea
KOMMYTaTOPOM.

permit udp
{any|source_prefix/length}

{any | source_port}

{ any|destination_prefix/length}
{any| destination_port}

[dscp dscp | precedence precedence]

[time-range range_name]
[offset-list offset_list_name]

JobasnsaeT paspelatowyto 3annce uabTpaLmm ans npotokona UDP.
lMaKeTbl, OTBEYalOLLMeE yCnoBUAM 3anucK, byayT obpabatbiBaTben
KOMMYTaTOPOM.

deny protocol
{any|source_prefix/length}

{ any|destination_prefix/length}
[dscp dscp | precedence precedence]
[time-range range_name]
[disable-port|log-input]

[offset-list offset_list_name]

[obasnsaer 3anpeLyatoLLyto 3anncb GUAbTPaLMK ANA NpoToKona. MakeTsl,
oTBEYaloLLME YCIOBUAM 3anucH, byayT 6/10KMPOBaTHCA KOMMYTAaTOPOM.
Mpu ucnonb3oBaHUK KNtodeBoro cnosa disable-port ¢usnueckuit
UHTepdeic, NPUHABLLMI TaKoM NaKeT, byaeT BbiKAOYEH. Mpu
MCNo/Ib30BaHUM KNKOYEBOTO C/10Ba log-input byaeT oTnpaBneHo
CcoO0bLLEHME B CUCTEMHDIM KYpPHa.

deny icmp
{any|source_prefix/length}

{ any| destination_prefix/length}
{any|icmp_type}

{any|icmp_code}

[dscp dscp | precedence precedence]
[time-range range_name]
[disable-port|log-input]

[offset-list offset_list_name]

[JobasnsaeT 3anpewatoyto 3anuce puabTpaumm ana npotokona ICMP.
MakeTbl, OTBEYAIOLLME YCIOBUAM 3anucK, byayT 610KMpoBaTbCA
KoMmyTaTopom. Mpu ncnosib3oBaHum Katouesoro cnoea disable-port
du3nyecknit nHTepdeinc, NPUHABLIKIA TaKoW NakeT, byaeT BbikatoueH. Mpu
MCNONb30BaHUN KNKOYEBOTO cNoBa log-input byaet oTnpaBneHo
CcoO0bLLEHME B CUCTEMHDIM KYpPHa.
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deny tcp

{any|source_prefix/length}

{any | source_port}

{ any|destination_prefix/length}
{any| destination_port}

[dscp dscp | precedence precedence]
[match-all list_of flags]

[time-range range_name]
[disable-port|log-input]

[offset-list offset_list_name]

[ob6asnseT 3anpewatoLLyto 3anucb puabTpaumm gna npotokona TCP.
MaKeTbl, OTBEYAtOLWME YCNOBUAM 3anncK, byayT 610KMpoBaTbCA
KommyTaTopom. Mpu ncnonb3oBaHUK Katouesoro cnosa disable-port
duU3MYeCcKUIi UHTepdelic, NPUHABLLMIA TaKOM NakeT, byaeT BbiKAtoueH. Mpu
MCMNONb30BaHWUM KNOYEBOTO C10Ba log-input byaeT oTnpaBneHo
CO0D6LEHNE B CUCTEMHBII XKypHa.

deny udp
{any|source_prefix/length}

{any | source_port}

{ any|destination_prefix/length}
{any| destination_port}

[dscp dscp | precedence precedence]
[match-all list_of flags]

[time-range range_name]
[disable-port|log-input]

[offset-list offset_list_name]

[ob6aBnaeT 3anpeLLatoLLyto 3an1cb GuabTpauumn ana npotokosa UDP.
MakeTbl, OTBEYAtOLWME YCNOBUAM 3anncK, byayT 610KMpoBaThbCA
KommyTaTopom. Mpun ncnonb3oBaHUKM Katovesoro cnosa disable-port
dusnyecknin HTepdenc, NPUHABLLIMIA TaKoW NakeT, ByaeT BbikatoveH. Mpu
MCMNONb30BaHUM KOYEBOTO C/10Ba log-input byaeTt oTnpaBneHo
co0blLEeHME B CUCTEMHDIN KypHa.

offset-list name
{ offset_base offset mask value} ...

Co34aéT cnMcoK WwabioHOB No/b30BaTeNA C UMEHEM name. ma moxKeT
BK/tOYaTb OT 1 A0 32 CMMBOJIOB.
B ogHOM KOMaHAE MOXKET coaepKaTbCa 40 NATU WabaoHOB, COCTOAWMX U3
cneayoLmx napameTpoB:
offset_base — 6a3oBoe cmeleHMe. BO3MOXKHbIe 3HaYeHuUsA:

L3 — Hayano 3aronoska IPv4;

L4 — KoHeL, 3aronoBskKa IPv4;
offset — cmeweHne 6aliTa pJaHHbIX B Mpegenax naketa. basosoe
cMelleHMe NPUHUMAETCA 3a Havano oTcYeTa;
mask — macKka. B aHanu3e naketa NPMHMMAIOT y4acTMe TONbKO Te paspsaabl
6aiTa, AN KOTOPbIX B COOTBETCTBYIOLLMX pa3paLax Macku 3agaHa ‘1’;
value — ucKomoe 3HaveHue.

no offset-list name

Yaanser co3aaHHbIN paHee CruCoK.

5.31.3 KorngpuzypuposaHue ACL Ha 6a3ze MAC

B gaHHOM pasgene npuseeHbl 3HAYEHMA U ONUCAHMA OCHOBHbIX NAapameTpoB, UCMO/b3yeMbliX B

cocTaBe KOMaHA HacTpoiKkm cnnckos ACL, ocHoBaHHbIX Ha MAC-agpecaumu.

CosgaHue M BXOoA4 B pexum pepaktmposaHua cnmckos ACL, ocHoBaHHbIx Ha MAC-agpecauumm,
OCYLLECTB/AETCA MO KOMaHAe: mac access-list extended access-list. Hanpumep, gna cos3gaHus

cnucka ACL nog HaszsaHnem MESmac HeobxoanMOo BbINOHUTL CAeayolwme KOMaHabl:

console#
console# configure

console (config)# mac access-list extended MESmac
console (config-mac-al) #

Tabnunua 5.247 - OcHOBHble NapamMeTpbl, UCNONb3yeMble B KOMaHAaX.

Mapamemp 3HavyeHue Aelicmeue
permit [JeWcTBre paspelnTsb CospgaeT paspeluatolee Npasmno punbTpaumm B cnmcke ACL.
deny [JelicTBue 3anpeTuTb Co3paet 3anpewatolee npasuno unbtpaumm B cnucke ACL.
source Appec oTnpasuTens Onpepenser MAC-agpec UCTOYHMKA NaKeTa.

Macka onpegensaet 6utbl MAC-agpeca, KoTopble Heo6XxoaMMO
UrHOPMPOBaTb. B 3HaYeHUA rHOPUpPyeMbIx BUTOB A0/KHbI 6bITb
3anuncaHbl egnMHULBI. Hanpumep, NCNonb3ya MacKy, MOXHO
onpeaenuTb AnA npasuna puabTpaummn ananasoHa MAC-agpecos.
YT106bl £,06aBMTL B Npasuao ¢punbtpaumm sce MAC-agpec
HaunHatowmecs Ha 00:00:02:AA.xx.xx, HeO6X0AMMO 334aTb

source_wildcard

buTtoBasa macka,
npumeHaemasn Kk MAC-
afpecy UCTOYHMKA NakeTa
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3HayeHune mackm 0.0.0.0.FF.FF, To ecTb, cornacHo gaHHoM macke,
nocnegHue 16 6ut MAC-agpeca 6yayT He BaKHbI AN aHaAn3a.

destination

AZpec HazHayeHun

Onpepenser MAC-agpec HazHa4yeHUA nakeTa.

destination_wildcard

buTtoBasa macka,
npumeHaemasa Kk MAC-
afpecy HazHayYeHuA NakeTa

Macka onpegenset 6uTbl MAC-agpeca, KoTopble HE0H6X0AMMO
UrHOPMPOBaTb. B 3HaYeHUA THOPUpPYyeMbIX BUTOB A0/KHbI 6bITb
3anucaHbl eanHULbI. MacKa MCMob3yeTcAa aHaN0rMYHO MacKe
source_wildcard.

vlan_id [ranasoH 3Ha4YeHul MNoacetb VLAN ¢opunbTpyembix NakeTos.
(0..4095)
cos [unanasoH 3HaYeHui Knacc obcnyxusanmsa (CoS) punbTpyembix NakeTos.
(0..7)

cos_wildcard

buTtoBasa macka,
npumeHaemas K Knaccy
obcnyxnsanus (CoS)
dUNbTPyeMbIX NaKeToB

Macka onpegenset 6uTbl CoS, KOTopble HE0HX0ANMO
WUrHOPMpPOBaTb. B 3HaUeHWA UTHOPUPYEMbIX BUTOB A0/XKHbI BbITh
3anucaHbl eguMHNULBI. Hanpumep, 4Tobbl UCNonb30BaTb B Npasuie
¢dunbTpaymm CoS 6 n 7, Heobxogumo B none CoS ykasaTb
3HauyeHue 6, 6o 7, a B Nosie Macku 3HadeHune 1 (7 B ABONYHOM
npeactasneHun — 111, 1 — 001, nonyyaercs, 4To nocnegHuin 6mr,
byaeT urHopupoBsatbes, To ecTb CoS moxeT 6biTb b0 110 (6),
nmbo 111 (7)).

eth_type

[uranasoH 3Ha4YeHul"
(0.. OXFFFF)

Ethernet Tvn ¢unbTpyembix NakeToB B WECTHAALATEPUYHOWN
3anucu.

disable-port

BbIkNtOYaeT NopT, C KOTOPOro H6bl1 NPUHAT NakKeT,
YO,0BNETBOPAOLWMI YCIOBUAM KOMaHAbI 3anpeTa deny.

log-input

OTnpaBKa coobweHni

BKAtoyaeT oTnpaBKy MHOGOPMALMOHHBIX COOBLEHUIA B CUCTEMHbIN
JKYPHaA Npv Noay4eHMm nakeTa, KOTOPbIM COOTBETCTBYET 3aMucHu.

range_name

Nma npoduna
KoHbUrypauum time-range

Onpegenset KOHPUIYPaLMIO BPEMEHHbIX MHTEPBAOB.

offset_list_name

MobaliToBOE CMelLleHne OT
KNHOYEBOM TOUKK

3afaeT Mcnosib30BaHME CMMCKa WabsoHOB NOAb30BaTENA AN1A
pacno3HaBaHuMA NakeTos. Aaa Kaxkaoro cnvcka ACL moxkeT 6bITb
onpeaeneH CBOM CNUCOK LWabaoHOoB.

index MHOeKE NDaBuAa MHAaeKe npaBuna B Tabanue, Yem meHbLIe MHAEKC — Tem
A P npuoputeTHee npasuno 1-2147483647
/' Ana Bblﬁopa BCEero AuvanasoHa napameTposB, Kpome dscp u ip-precedence ucnoab3lyerca
napamerp «any».
/’ MNocne Toro Kak xota 6bl ogHa 3anucb gobasneHa B cnucok ACL, nocnegHeit No ymonyaHuio
AoﬁaBHHETCﬂ 3anNucb deny-any-any, KOTOpaA O3Ha4YaeT UTHoOpupoBaHUEe BCeX NaKeToB He

yaosnersopsatowmx ycnosuam ACL.

Tabnnua 5.248 — KomaHgbl, ucnonb3yemble gnsa Hactpolikm ACL-cnnckoB Ha ocHoBe MAC-agpecaumm

KomaHda

Aelicmeue

permit

{any|{source source_wildcard }
{any| destination destination_wildcard}

[vlan vian_id]

[cos cos cos_wildcard] [eth_type]

[ob6aBnseT paspeLuatoLLyto 3anncb GuabTpaLmu. MakeTbl, OTBeYatoLLme
yCa0BMAM 3anucu, byayT 06pabaTbiBaTbCA KOMMYTAaTOPOM.

[time-range range_name] [index index]
[offset-list offset_list_name]

deny [ob6aBnseT 3anpeLyatoLLyto 3anucb GunbTpaLmm. MakeTbl, oOTBEYaOLWME
{any|{source source_wildcard } yC/I0BUSIM 3anumcK, ByayT 6/10KMpoBaTbC KOMMyTaTopom. Mpu

{any|{ destination destination_wildcard}} MUCNONb30BaHUK KNtoveBoro cnosa disable-port, ¢usnyeckuin nHtepdeiic,
[vlan vian_id] NPUHABLUWIA TaKoW NakKeT, byAeT BbIK/AOYEH.

[cos cos cos_wildcard] [eth_type] Mpw ncnonb3oBaHUM KNtoYeBOro c/ioBa log-input ByaeTt oTnpaBaeHo
[time-range range_name] Cco0bLLEHME B CUCTEMHDIM KYpPHa.

[disable-port|log-input] [index index]
[offset-list offset_list_name]

offset-list name { offset_base offset mask
value} ...

Co34aéT cn1coK WabnoHOB NOb30BaTENS C UMeHeM name. ms moxkeT
BK/ItOYaTb OT 1 A0 32 cMmBONOB.
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B 04HOIM KOMaHAEe MOXKET coaepKaTbCa A0 NATU WabIOHOB, COCTOALMX U3
cnepyoLWwmx NnapameTpoB:
offset_base — 6a30Boe cmelleHne. Bo3mMoXKHble 3HaYeHun:
L2 Havano cmelleHusa ot Ethertype-
outer-tag  Havano cmeweHusa ot STAG
inner-tag Hayano cmelteHusa ot CTAG
src-mac Hayano cmeuteHma ¢ MAC-agpeca UCTOYHMKA
dst-mac Hayano cmeweHna ¢ MAC-agpeca Ha3HayeHua
offset.offset — cmeweHne 6aliTa gaHHbIX B Npesenax naketa. basosoe
cMeLeHMe NPUHMMAETCA 3a Havano oTcyeTa
mask — macka. B aHann3e naketa NPMHUMAIOT y4acTUe TOJIbKO Te paspsaabl
6aifTa, AN KOTOPbIX B COOTBETCTBYIOLLMX pa3paax Macku 3agaHa ‘1’.
value — uckomoe 3HayeHune

no offset-list name Ypanaet co3faHHbIN paHee CrUCOoK.
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5.31.4 Hacmpoliika epemeHHbIX UHMepeanoes «time-range» 044 cnuckos docmyna

B faHHOM pa3gene npnBoaATCA KOMaHAbl HaCTPOD’IKM BpeMEHHbIX MHTEPBA/ZI0B O/1A CMTUCKOB ACL.

CospgaHve U Bxo4 B

pexumm penakTtmposaHUA

npodouna KoHdurypaumm «time-range»,

OCYLLECTB/IAETCA NO KOMaHAe: time-range range_name. Hanpumep, gna co3gaHus npodpunsa BpeMeHHbIX
WHTepBanoB noj HasBaHuem http-allowed Heob6x0ANMMO BbINOJIHUTL CeAyoLLME KOMaHAbI:

console#
console# configure

console (config)# time-range http-allowed
console (config-time-range) #

Tabnnua 5.249 — KomaHabl pexkuma KOHGUIYpUpPoBaHUA BPEMEHHbIX UHTEPBA/IOB

MNapamemp 3HauyeHue Aelicmesue
absolute start hh:mm day month year YcTaHaBAuBaeT abcontoTHble BpeMsa U AaTy, Korga CNmMcoK
[A0CTyna BCTYMNaeT B CUAY.
no absolute start YaanaeT orpaHuyeHne no BpemeHu
hh:mm: (0..23):(0..5) A P P
absolute end hh:mm day month year day: (1..31) YcTaHaBAnBaeT abcontoTHble BPeMA U AaTy 3aBepLUeHns

no absolute end

month: (Jan .. Dec)
year: (2000..2097)

LEeNcTBMA CNUcKa gocTtyna.

YaanaeT orpaHuyeHune no spemeHn. Ecam spems n gata
3aBepLUeHUs AeUCTBMUA CMMUCKA AOCTYNa He YCTaHOB/IEHbI,
TO CMMCOK J0CTyna byaeT fencTBoBaTb HeonpeaeNeHHbIN
CPOK.

periodic day _of the week hh:mm to
day_of the_week hh:mm

periodic list hh:mm to hh:mm
day_of the_week1
[day_of the_week2...day_of the_week7]

periodic list hh:mm to hh:mm all

no periodic day_of the_week hh:mm to
day_of the_week hh:mm

no periodic list hh:mm to hh:mm
day_of the_week1

[day_of the_week2...day_of the_week7]

no periodic list all hh:mm to hh:mm all

day_of_the_week:
Monday,
Tuesday, Wednesday,
Thursday, Friday,
Saturday, Sunday
hh:mm: (0..23):(0..5)

YcTaHaBAMBaEeT Bpema U AeHb HeJenun, Koraa Cnucok
AocTyna 6yaeT akTUBEH.

Ypanaet orpaHu4YeHune no BpemeHun.
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5.32 KoHdurypupoBaHue 3awmtbl ot DoS-atak

l£|,aHHbIl\;1 KN1aCC KOMaH/, NO3BOIAET 6I'IOKMpOBaTb HEKOTOpble PACNPOCTPaHEHHbIE K/1aCCbl DoS-aTak.

KomaHObI pexcuma 2106a0716H020 KOHGU2YPUPOBAHUS

KomaHZHas cTpoKa B perkume rnobasbHOro KOHGUryprMpoBaHUA UMeeT BUA,:

console

(config) #

Tabnnua 5.250 — KomaHabl ANa HAaCTPOMKM 3aWwmTbl oT DoS-aTak

3Ha4yeHue

Aelicmeue

apamemp
security-suite deny
martian-addresses
{reserved|add ip_address

|remove ip_address }

3anpelLyaeT NpoxoxaeHve ¢ppenmos ¢ HegONyCTUMbIMU
(«mapcraHcknumm») IP-agpecamu nctodHuka (loopback,
broadcast, multicast).

- ip_address - BanngHbin IP-agpec

security-suite dos protect
{add|remove}
{stacheldraht|
invasor-trojan|
back-orifice-trojan}

3anpelyaeT/paspellaeT NPOXoKAEHME ONpeaeNeHHbIX TUNOB
TpaduKa, xapaKTepHbIX ANA BPEAOHOCHbIX MPOrPamm:

- stacheldraht — ot6pacbiBaet TCP-nakeTbl ¢ nopTom
UCTOYHMKA 16660;

- invasor-trojan — ot6pacbiBaeT TCP-nakeTbl C NOpPTOM
Ha3HayeHua 2140 n nopTom UctouHUKa 1024;

- back-orifice-trojan — ot6pacbisaeT UDP-nakeTbl c noptom
HasHaveHuA 31337 n nopTom UctouHnKa 1024,

security-suite enable

no security-suite enable

BksitouaeT Knacc KomaHg, security-suite.

OTKAIOYaEeT KNacC KOMaHA, security-suite

KomaHabl pexxuma KOHOUTYpPUPOBaHUA VIHTepdDEI\/’ICB Ethernet, rpynnbl NOpTOB

KomaHZHan CTpoKa B perkume KoHOUTypupoBaHua nHTepdeiica Ethernet, rpynnbl NOPTOB MMEET BUA,:

console

(config-if) #

Tabanua 5.251 — KomaHga KoHpurypmposaHmsa 3awmtbl oT DoS-aTak gnsa uHtepdeincos

KomaHoa

3HayeHue

Aelicmeue

security-suite deny
{fragmented |[icmp [syn}
{add|remove} {any|
ip_address } [mask]}

no security-suite deny
{fragmented|icmp|syn
{add|remove} {any|
ip_address} [mask]

Cospaet/yganser npasusio, 3anpeLLatoLLee NpoxXoxaeHne
TpaduKa, COOTBETCTBYIOLLEFO KPUTEPUAM:

- fragmented — ¢pparmeHTMpOBaHHbIE NaKETHI;

- icmp — ICMP-Tpaduk;

- Syn — syn-naketbl;

- ip_address — BanuaHbii IP-agpec;

- mask — macka B ¢popmarte IP-agpeca nnm npedukca.

BoccTaHaBnvBaeT 3HaueHMe No YMOIYAHMIO.

security-suite dos syn-
attack rate {any|
ip_address} [mask]

no security-suite dos syn-
attack {any| ip_address}
[mask]

rate: (5..1000) nakeToB B
CeKkyHAay

3afaeT Nopor syn-3anpocoB Ha onpeaeseHHblit IP-agpec/ceTs,
Npw NpeBbILEHNN KOTOPOTO NLWHNE dperimbl byayT
oTbpacbiBaThCA.

- rate — CKOpOCTb;

- ip_address - BanugHbii IP-agpec;

- mask — macka B ¢opmarte IP-agpeca nam npedukca.

BoccTaHaBnmBaeT 3HaYeHue no YMONYaHUIO.

238

Ethernet-kommymamopsi MES1000, MES2000




HELTEX

5.33 KauecrtBo ob6cnykusaHusa - QOS

Mo ymonyaHMIO Ha BCex MopTax KomMmyTaTopa WMCMOJIb3yeTcs opraHvMsauua oyepeau NakeToB No
meTtoay FIFO: nepsbiit npuwen — nepsbit ywén (First In — First Out). Bo Bpemsa MHTEHCUMBHOWN nepenayu
TpaduKa Npu UCNONb30BAaHUWU OAAHHONO METoZa MOTYT BO3HWKHYTb MPo6sieMbl, MOCKOJIbKY YCTPOICTBOM
WUrHOPUpPYIOTCA BCe nakeTbl, He Boweawune B bydpep ouepean FIFO, M COOTBETCTBEHHO TepsOTCA
6e3B03BpaTHO. PewaeT daHHylo npobnemy MeTon, OpraHM3YKOWMIM odepegu Mo npuoputety Tpaduka.
MexaHuam QOS (Quality of service — KauecTBo 06CNyKMBaAHUA), peaNN30BaHHbIN B KOmmyTaTope MES2124,
No3BOJIAET OPraHM30BaTb YETbipe oyepeaun NPUoOpPUTETa NaKeTOB B 3aBUCMMOCTM OT TUNA NepeaaBaemblxX

[OAHHbIX.

5.33.1 Hacmpoiika QoS

KomaHObI pexcuma 2106a716H020 KOHGU2YPUPOBAHUA

Bug 3anpoca KOMaHAHOM CTPOKU peXKnma rnobasnbHOro KOHPUrypmpoBaHus:

console (config) #

Tabnuua 5.214 — KomaHapl pexkmma rnob6anbHOro KoHGUrypmposaHus

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aelicmeue

gos [basic | advanced]

Paspeluaet kommyTaTopy ncnosab3osaTb QOS.

- basic — 6a308Bbili pexxum QoS;

- advanced — paclmpeHHbIi pexxnm KoHourypmuposaHusa QoS,
BK/IIOYAIOLLMIA NOHBIN NepeveHb KOMaHg, HacTpolikn QoS.

-/basic
no qos YCTaHOBUTb MexaHM3M nepeaayn gaHHbix FIFO.
V HacTpoiiku QOS npu atom 6yayT yaaneHbl.
class-map 1. Co3paeT cnucoK Kputepues KnaccuduKkaumm Tpaduka.

class_map_name
[match-all| match-any]

no class-map
class_map_name

(1..32) cumBonos

Mo ymonyaHuio
ncnosb3yeTca onuma
match-all

2. BXxoauT B peKuMm pefaKkTMpOBaHMA CNNCKA KpuTepres

KnaccuduKaumm Tpadpmka.

- match-all — Bce KpuTepum gaHHOro cnuncka goKHbI 6bITb

BbINOJIHEHbI;

- match-any — oguH, nto6oii KpuTepuit 4aHHOTO CKCKa

AO/KeH 6bITb BbINOMHEH.

V' B cnucKe Kputepues MOXKeT 6biTb 04HO UK ABa
npasuna. Ecam npasuna gBa, u 06a OHM yKasbiBaloT

Ha pa3Hble Tunbl ACL (IP, MAC), To Knaccudpukauuma byaet

OCYLL,ECTBAATLCA N0 NEPBOMY B CMCKE BEPHOMY Npasuay.

V JeicTByeT TONbKO ANA pexxmuma qos advanced

YanseT cnMcoK Kputepues KnaccuduKamm Tpaduka.

policy-map policy_map_name

no policy-map
policy_map_name

(1..32) cumsonos

1. Co3paert cTpaTeruio Knaccupukaumm Tpadpuka.

2. BXOAUT B peXXnm pefaKTUpOoBaHUA cTpaTernm

KnaccuduKkaumm TpaduKa.

V B ogHOM HanpaBneHnu noaaepK1MBaeTca TONIbKO
opHa cTpaTterna Knaccudpukauum Tpaduka.

Mo ymonuyaHuio policy-map ycraHasansaet DSCP=0 ans IP-

naketos u CoS=0 ana TerMpoBaHHbIX NAKETOB.

V [DeiicTByeT TONbKO ANA peXxuma qos advanced.

Ypanaet npaBuao Knaccudpukaumm Tpaduka.

qos aggregate-policer
aggregate_policer_name

aggregate_policer_nam
e: (1..32) cumsona

Onpegenset wWabaoH HaCcTPOeK, KOTOPbI NO3BOIAET
OrpaHMYnTb NOOCY NPOMNYCKaHMA KaHana v B TO e Bpems
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committed_rate_kbps excess-
burst-byte [exceed-action
{drop | policed-dscp-
transmit}]

no qos aggregate-policer
aggregate_policer_name

committed_rate_kbps:
(3..57982058)

committed_burst-byte:
(3000..19173960)

rapaHTMpoBaTb ONpeAeneHHy0 CKOPOCTb Nepeaaym AaHHbIX.

Mpu paboTe ¢ NoN0COM NPONYCKAHMA UCMOb3YETCA aNrOPUTM

MapKMPOBaHHOW «KOP3UHbI». 3aa4elt aAropuTMa ABAfeTcA

NPUHATUE pelleHua: NnepeaaTtb NAKeT UM OTOPOCUTD.

MapameTpamu anropuTma ABAAIOTCA — CKOPOCTb NOCTYNAEHUA

(CIR) mapKkepoB B «KOpP3uHY» 1 06BEM (CBS) «KOpP3UHbI».

- committed_rate_kbps — cpegHee 3Ha4YeHNE CKOPOCTH

TpaduKa, Kbut/c. [laHHaA CKOPOCTb rapaHTUPyeTCa Npu

nepefaye nHGopmauuu;

- excess-burst-byte — pazmep cAepKMUBaOLWLErO NOPOra B

bainTax;

- drop — nakeT 6yzeT oTbpoLUEeH, Koraa «Kop3mMHa»

nepenosHUTCS;

- policed-dscp-transmit — npy nepenosHeHNN KKOP3UHbI»

3HayeHue DSCP 6yaeT nepeonpeaeneHo.

V‘ Henb3Aa yaanutb WabnoH HACcTpoEK, ec/iv OH
ucnonb3yeTca B cTpaTterun policy map, nepeg

yAaneHuem cneayet yAanuTb HasHayeHue WabnoHa

cTpateruu: no police aggregate aggregate_policer_name

V DeiicTByeT TOoNbKO AnA pexxuma qos advanced.

Yaansaer wabnoH HaCTPOEK PeryiMpoBaHMa CKOPOCTW KaHana.

wrr-queue cos-map queue_id
cosl...cos8

no wrr-queue cos-map
[queue_id]

queue_id: (1..4)
cosl...cos8: (0..7)
3HaueHua CoS no
YMONYaHuUo ana

oyepepnen:
CoS=1-o4epegp 1
CoS =2 —-ouepegp 1
CoS =0 — ouepepp 2
CoS =3 —oyepegb 2
CoS =4 —o4yepegb 3
CoS =5—ouepegp 3
CoS =6 — ouepepb 4
CoS =7 —o4yepenb 4

OnpegensaeT 3HaueHna CoS ana oyepeseit UCXoaALLErO
Tpaduka.

YcTaHaBAnBaeT 3HaYeHUA N0 YMOAYAHMUIO.

wrr-queue bandwidth
weightl weight2 weight3
weight4

no wrr-queue bandwidth

0..255/1

Mo ymonyaHuio Bec
KaXkaon odyepeam paBeH
1

MpucBanBaeT BeC UCXOAALLMM OUYepeaAM, UCMOb3YEMbIN
mexaHmamom WRR (Weighted Round Robin — Becosoi
MeXaHW3M pacnpeaeneHunn Harpysku).

YcTaHaBAMBaeT 3HAYeHne no YMONYaHUIO.

priority-queue out
num-of-queues

number_of _queues

no priority-queue out num-of-
queues

number_of_queues:
(0..4)

Mo ymonyaHutio, Bce
ouyepeam
obpabaTbiBatoTca No
anropuTtmy «strict
priority».

3af@eT KO/IMYECTBO NPUOPUTETHBIX O4epesen.
Ana npuoputetHoit ouepeam sec WRR 6yger
urHopuposartbca. Ecnm 3apaerca otamuHoe ot «0»
3HauyeHue N, To ctapwue N ouepegei 6yayr
npuoputeTHbiMU (He 6yayT yyactBoBatb B WRR).
Mpumep:
0: Bce ouepeamn paBHOMNPaBHbI;
1: Tpu mnapwmnx ouepeam yyacteytotr B WRR, 4-1 He
yuyacreyer;
2: ase mnaawmx oyepeam ydyacrsyior 8 WRR, 3-4 He
y4acrsylorT.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

gos wrr-queue threshold
gigabitethernet
queue_id
threshold-percentage

no gos wrr-queue threshold
gigabitethernet

queue_id: (1..4)

threshold-percentage:
(0..100)

Mo ymonyaHuto
3HayYeHne NoOpPOroBbIX
HacTpoeK ana
oTbpacbiBaHMA
n36bITOYHOro TpadumKa

YcTaHaBAWBaET NOPOroBble 3HaYeHUsa Ana 0T6PachbiBaHUA
136bITOYHOro TpaduKa ovepeam.
0O6bem TpadMKa B 3aBUCUMOCTU OT ero npuopuTeTa
CpaBHMBAETCA C COOTBETCTBYIOWMM noporom. Ecamn
nopor nNpesBbILLEeH, NAKETbI C COOTBETCTBYIOLUM
npuopurtetom cbpoca 6yayT oT6pacbiBaTbCA B TEUEHUE BCETO
BpemeHU, NOKa Nopor NpesblLeH.
[DelictByeT TONbKO ANA pexuma gos advanced.

YcTaHaBAMBaeT 3HaYeHUA NOPOro. Mo YMOIYaHUIO
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queue_id

pasHo 80%

gos wrr-queue wrtd

no qos wrr-queue wrtd

Mo ymonuanuio WRTD
BbIK/IlO4YEHO

Bkntoyaer WRTD (Weighted Random Tail Drop — Becoso#
MeXaHM3M yaNeHnn NaKeToB U3 ouepeaen).

V' N3meHeHUA BCTYNAT B CUAYy nocne nepesarpysku
yCTpOMCTBa.

Bbikntowaetr WRTD.

gos map policed-dscp dscp_list
to dscp-mark-down

no qos map policed-dscp
[dscp-list]

dscp_list: (0..63)
dscp-mark-down: (0..63)

Mo ymonyanuto Tabamua
NOBTOPHOW
MapKMPOBKK ABAAETCA
nycTol, To ecTb
3HayeHuna DSCP gna
BCEX BXOAALMX NAKETOB
ocTalTCcA
HEW3MEHHbIMM.

3anonHseT Tabauuy nepemapkupoBku DSCP. [Ona Bxoaawwmx
nakeToB C YyKasaHHbIMK 3HayeHuamu DSCP 3apaeT HoBoe
3HayeHue DSCP.

- dscp_list — onpepenaer go 8 3HauyeHuit DSCP, 3HauyeHus
pasgenstoTcs 3Hakom npobena.

- dscp-mark-down — onpepensaet HoBoe 3HayeHue dscp.

V DeiicTByeT TONbKO ANA pexxuma qos advanced.

YcTaHaBAMBaAET 3Ha4YeHWe No YMONYaHUIO.

gos map dscp-queue dscp_list
to queue_id

no qos map dscp-queue
[dscp_list]

dscp_list: (0..63)
queue_id: (1..4)

3HayeHuA no

YMONYAHUIO:
DSCP: 0-15, ouepeap 1
DSCP: 16-23, ouepeab 2
DSCP: 24-39, ouepeab 3
DSCP: 40-47, ouepeab 4

DSCP: 48-63,

oyepenb 3

YcTaHaBAMBaeT COOTBETCTBME MeXay 3HadveHuamum DSCP
BXOAALLMX NAKETOB N 0Yepeaamu.
- dscp_list — onpepenser go 8 3HaueHuit DSCP, 3HauyeHus

pasfensaoTca 3Hakom npobena.

V [DeicTByeT TONIbKO ANA pexuma gos advanced.

YcTaHaBAMBaeT 3HaYeHUA N0 YMOAYAHUIO

gos map dscp-dp dscp_list to
dp

no qos map dscp-dp [dscp-list]

dscp_list: (0..63)
dp: (0..2)

Mo ymonyaHuio Bce
MaKeTbl UMEKT
npuopwuTeT cbpoca
dp=0

CTaBuT B COOTBETCTBME 3HayeHUto DSCP npuopuTeT oTbpoca
(4em Bblle YMCNOBOE 3HAYEHME NpPUOPMUTETA, TEM HUKE
BEPOATHOCTb TOro, YTO MakeT Oyaer oTbpoleH; B nepByto
ouepenb OTbpacbiBatoTCA MakeTbl C npuoputetom cbpoca O,
3atem 1, 3atem 2)

- dscp_list — onpepenser go 8 3HaveHuit DSCP, 3HauyeHus
pasgenstoTca 3Hakom npobena.

V' DeiicTByeT TONbKO AnA pexxuma qos advanced.

YcTaHaBAMBaeT 3HAYeHUA No YMONYaHUIO.

qos trust
{cos | dscp}

no qos trust

-/cos

YCTaHaBAMBAET pPEeXMM [0Bepus KoMmyTaTopa B 6asosom
pexunme QoS (CoS namn DSCP).

- COS — YCTAHaBAMBAET KNaccudmKaL Mo BXOAALLMX NAKETOB MO
3HayeHnAM CoS. [InA HeTerMpoBaHHbIX NAKETOB MCMONb3yeTcA
3HaveHue CoS No ymonyaHuio;

- dscp — yCTaHaB/MBaEeT KAacCUPUKALMIO BXOSALMX MAKETOB
no 3HayeHusam DSCP.

V [JeiicTBYyeT ToNbKO ANA pexxuma qos basic.

YcTaHaBAMBaeT 3HaYeHUA N0 YMONHYAHMUIO.

gos dscp-mutation

no qos dscp-mutation

Mo3BoNAeT NPUMEHUTb TabIMLLy M3MEHeHU dscp K
COBOKYMHOCTM dscp-A0BepeHHbIX NopToB. Mcnonb3oBaHue
TabAnLbl UISMEHEHUI NO3BOIAET NepesanucaTb 3HaveHua dscp
B IP-nakeTax Ha HOBble 3HAYeHMUA.

V‘ MpumeHUTb TabnLy nsmeHeHnit DSCP BO3MOKHO

TONbKO AN BXOAALLEro TpaduKa A0BEpPeHHbIX
nopToB.
V [eiicTBYeT TO/NIbKO ANA pexkuma qos basic.

OTMeHSEeT UCNO0/Ib30BaHMe KapTbl U3MeHeHu dscp.
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gos map dscp-mutation
in_dscp to out_dscp

in-dscp: (0..63),
out-dscp: (0..63)

Mo ymonyaHuio KapTa
M3MEHEHUN ABnsAeTcA
nycTou, To ecTb
3HayeHuna DSCP ana
BCEX BXOAALLMX NaKeTOB
ocTaloTCcA
HEU3MEHHbIMM

3anonHseTt Tabanuy nepemapkuposku DSCP. [na Bxoaawmx
NnakeToB C YKa3aHHbIMM 3HayveHnamu DSCP 3apgaet HoBble
3HaveHua DSCP.

- in_dscp — onpepenser fo 8 3HauyeHuit DSCP, 3HauyeHus
pasgenstoTcs 3Hakom npobena.

- out_dscp — onpegenser o 8 HOBbiIX 3HauyeHun DSCP,
3HayeHun pasgenatTca 3Hakom npobena.

V [elicTByeT TONbKO ANA pexuma qos basic.

no gos map dscp-mutation
[in_dscp]

YcTaHaBAnBaeT 3HaYeHUA NO YMONYAHMUIO.

rate-limit vian_id rate burst

no rate-limit

vlan_id: (1..4094);
rate: (3..57982058)
Kbut/c
burst: (3000..19173960)
6anT /128k6ant

YcTaHaBAMBaET OrpaHMYeHme CKOPOCTU A/1A BXOAALLErO
Tpaduka gns 3agaHHon VLAN.

- vlan_id — Homep VLAN:

- rate — cpefHan ckopocTb Tpaduka (CIR), K6uT/c;

- burst — pazmep caepkmBatoLLero nopora (orpaHuyeHmne
CKopocTu) B banTax.

CHMMaeT orpaHuyeHne CKOpoCTH Bxogsallero Tpaduka.

KomaHObI pexcuma pedakmupo8aHUA CIUCKA Kpumepues Kaaccugukayuu mpaguka

Bung, 3anpoca KOMaH,Ll,HOVI CTPOKU pexXunma penakTtmpoBaHnA CNMUCKa KpUTeEpUeEB K!'IaCCM(bMKaLI,MM

TpadukKa:

console# configure
console (config)# class-map class map name[match-all|match-any]
console (config-cmap) #

Tabnnua 5.252 — KomaHabl pexkuma peaakTMPOBaHUA CNUCKa KpUTepueB KnaccuouKkaumm Tpaduka

KomaHoa

3HayeHue

Aelicmeue

match access-group
acl_name

no match access-group
acl_name

(1..32) cumBonos

JobasnsaeT Kputepuii Knaccupurkaunm tpaduka. Onpegenser
npasuna ¢punbTpaLmm Tpaduka no cnucky ACL ans
KnaccuduKaumm.

V [eiicTByeT TONbKO ANA pexxuma qos advanced.

YpanaeT kputepuit kKnaccudurkaumm Tpaduka.

KomaHObI pexcuma pedakmuposaHuUsa cmpameauu Kaaccugukayuu mpagukxa

Bug, 3anpoca KOMaHAHOM CTPOKM peXxmnma peaakTMpoBaHua cTpaTernmn kKnaccudurkaumm tpadmka:

console# configure
console (config) # policy-map policy map name
console (config-pmap) #

Tabnnua 5.216 — KomaHgb! pexkuma pegakTMpoBaHUa cTpaTermm knaccudmkaumm tpaduka

KomaHoa

3HayeHue

Aelicmeue

class class_map_name
[access-group acl_name]

(1..32) cumsonos

OnpegenseT NpaBuIo KnaccuduKaumm Tpadurka U BXOAUT B
peKum KoHOUTyprpoBaHWa Npasuaa knaccudukaumm — policy-
map class.

- access-group — onpegenset npasuna dbunbtpauumn Tpaduka
no cnucky ACL ans knaccudmkaumu. Mpu co3gaHnm HoBoro
npasuna KnaccuduKaumm, onumMoHanbHbIA NapameTp access-
group obasarteneH.
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no class class_map_name

D Toro uto6bl UCNONL30BaTb HACTPOIKU CTPaTErun
\ / policy-map ana uHTepdeiica, ucnonb3yite KOMaHAY
service-policy B pexkume KoHdurypauum nHrepodeiica.

V [DeicTByeT TONIbKO ANA pexuma qos advanced.

YpanseT npasuao Knaccuoukaumm Tpaduka class-map us
cTpateruu policy-map.

KomaHObI pexxuma KOHguU2ypupo8aHus Npasuaad KAaccugukayuu

Bug, 3anpoca KOMaHAHOMW CTPOKM peXxnma KOHPUIypupoBaHUA NPaBmIa KnaccuouKaumm:

console# configure
console (config) # policy-map policy map name

console (config-pmap) # class class map namelaccess-group acl- name]
console (config-pmap-c) #

Tabnnuya 5.217 — KomaHgb! pexkuma KoHPUrypruposaHma npasuaa kKnaccudumkaumm

KomaHoa

3HavyeHue

Aelicmeue

trust
[cos | dscp | cos-dscp]

no trust

Mo ymonuyaHutio pexxum
[0BepUA He yCTaHOBNEH

OnpegenseTt pexxum gosepua K onpegeneHHoOMy TUny
Tpaduka. [laHHOM KoMaHAoM BbIbUpaeTca 3HaYeHne, KoTopoe
QoS 6yaeT ncnonb3oBaTb B KaYecTBe BHyTpeHHero DSCP.

- €COS — B KayecTse BHyTpeHHero DSCP ncnonbsyetca CoS;

- dscp — B KauecTtBe BHyTpeHHero DSCP ncnonbsyetca DSCP
BXOAALLMX MAKETOB (3HaYeHue No YMONYaHUIO);

- cos-dscp — B KauyecTse BHyTpeHHero DSCP ncnonbsyetca DSCP
BXOAALLMX NaKeToB, ecaun 3710 IP-nakeTbl, nHave CoS.

V DeiicTByeT TONbKO ANA pexxuma qos advanced.

YcTaHaBAMBaeT 3HAYeHue no YMONYaHULO.

set
{dscp new_dscp | queue
queue_id | cos new_cos}

no set

new_dscp: (0..63)
queue_id: (1..4)

new-cos: (0..7)

YcTaHaBAMBaeT HOBble 3HaYeHna ana IP-nakeTa.
V KomaHaa set aBaseTca B3aMmoucKkaovatoLwei ¢
KOomMaHpAoi trust ona oaHol 1 Toil e cTpaTterum
policy-map.
Crtpaterum policy-map, ucnonb3syowme KomaHpabl set,
V trust uan umerowmin Knaccupuraumio ACL,
HA3HAYalTCA TO/IbKO 418 UCXOAALMX HTepdeiicoB.
V DeiicTByeT TONbKO ANA pexxuma qos advanced.

Ypanaet HoBble 3HayeHUA ana IP-nakera.

police
committed_rate_kbps
committed_burst_byte
[exceed-action {drop |
policed-dscp-transmit }]

committed_rate:
(3..12582912) kbut/c

committed_burst:
(3000..19173960) 6aiit

Mo3BOASAET OrPaHNUYNTL MOAOCY NPOMYCKAHUA KaHana 1 B TO e
BpPeMs rapaHTMpPOBaTb ONpeseNleHHYI0 CKOPOCTb Nepeaaym
[JaHHbIX.

Mpu paboTe ¢ NONOCOM NPOMYCKaHWUA UCMNONb3YETCA afOPUTM
MapKMPOBaHHOW «KOP3UHbI». 3a4ayei anroputma ABAseTcs
NPUHATUE peLleHns: nepeaaTtb NakeT Uan oTbpocuTh.
MapameTpammn anroputTma ABAAIOTCA — CKOPOCTb NOCTYNAeHUSA
(CIR) MapKepoB B «KOP3MHY» U 06bEM (CBS) «KOP3MHbI».

- committed_rate_kbps — cpeaHee 3HaYeHMe CKOPOCTH
TpaduKa, Kbut/c. [laHHaA CKOPOCTb rapaHTUPyeTCa Npu
nepegaye nHbopmaumu;

- committed_burst_byte — pa3amep caeprKMBatoLWEero nopora B
bainTax;

- drop — naket byzeT oT6poLLEeH, Koraa «Kop3nHa»
nepenonHuTCS;

- policed-dscp-transmit — npu nepenonHeHNN «KOP3UHbIY,
3HauyeHune DSCP bypeT nepeonpeseneHo.

V’ [DelictByeT TONbKO ANA pexuma gos advanced.
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no police

OTKAOYaET peryanpoBaHme CKOPoCTU KaHana.

police agregate
aggregate_policer_name

no police agregate
aggregate_policer_name

(1..32) cumsonos

HasHauaeT npasuny knaccudukaumm Tpaduka wabnoH
HaCTPOEK, KOTOPbIV MO3BONAET OrPAHUYUTL NONOCY
NpoNycKaHWaA KaHana 1 B TO XKe BPems rapaHTUpoBaThb
onpeaesieHHyo CKOPOCTb Nepeaayun AaHHbIX.

V [eicTByeT TONbKO ANA pexuma qos advanced.

YpanseT wabnoH HacTPOEK peryiMpoBaHnUa CKOPOCTU KaHana
13 npasuna KnaccudumKkaumm TpadmKa.

KomaHObI pexcuma KoHguaypuposaHua uHmepgelica Ethernet, 2pynnsl nopmos

BuAa 3anpoca KOMaHAHOM CTPOKM pexnma KoHburypmposaHusa nHtepderica Ethernet, rpynnel nopTos:

console (config-if)#

Tabanua 5.218 — KomaHabl perknma KoHourypmposaHusa nHtepdeiica Ethernet, rpynnbl nopTos.

KomaHoa

3Ha4yeHue

Aelicmeue

service-policy input
policy_map_name

no service-policy input

(1..32) cumBonos

HasHauaeT nHtepdeliicy ctpaternio knaccudukaumm Tpadmka.
| B oaHOM HanpaBneHUU uHTepdeitcom
V noAAepKMBAETCA TONbKO OAHa cTpaTerus
KnaccupuKauum tpadpumka.

/’ [elictByeT TONAbKO ANA pexuma gos advanced.

YaansaeT ctpatervto knaccudpukaumm tpaduka ¢ nHTepdeica.

traffic-shape
committed_rate
[committed_burst]

no traffic-shape

committed_rate:
(36..1000000) k61T/C

committed_burst:
(4096..16769020) 6aiiT

YcTaHaBAMBAET OrpaHUYeHMe CKOPOCTU AN UCXOLALLENO
Tpaduka Yepes nHTepdeic.

- committed_rate — cpefHAs CKOPOCTb TpadmKa, K6UT/c;
- committed_burst — pasmep cAepKuBatoLLero nopora
(orpaHuuyeHue ckopocTu) B HaiTax.

CHUMaET orpaHnYeHne CKOpPOCTU UcxoaalLero Tpaduka yepes
nHTepdenc.

traffic-shape queue
queue_id committed_rate
[committed_burst]

no traffic-shape queue

committed_rate:
(36..1000000) k61T/C

committed_burst:
(4096..16769020) 6aiiT

YcTaHaBAMBaET OrpaHUyeHme CKopoCcTU Tpaduka yepes
nMHTepdec ana ucxoasawel odepeam.

- committed_rate — cpeHAsA CKOPOCTb TpaduKa, KBUT/C;
- committed_burst — pasmep cAepKuBatoLLero nopora
(orpaHuyeHue ckopocTu) B HaiTax.

CHUMaET orpaHuYeHne CKopocTM TpaduKa Yepes nHTepoelic

queue_id queue_id: (0..8) [ONA UCXoaALLeit ovepeapm.
qos trust BkntouaeT 6a308Bblil MeXaHW3M (oS A1 MHTepdelica.
-/BrioueHo V DeiicTByeT TONbKO ANA pexuma qos basic.

no qos trust

BbiktoyaeT 6a30BbI MEXaHU3M (OS A/1A MHTepdeica.

rate-limit rate [burst]

rate: (3..1000000) k6ut/c
burst: (3000..19173960)

YcTaHaBAMBaET OrpaHUYeHMe CKOPOCTU ANA BXOAALLErO
TpaduKa.

- rate — CKOpOCTb Tpaduka, K6UT/c;

- burst — pasmep caep*KMBatoLero nopora (orpaHnyeHmne
CKOpoOCTKM) B BaiTax.

Gaiir /128k6aitt [aHHasa KomaHAa AOCTYNHA TO/IbKO B peXxume
KoHdurypupoBaHus nHtepoeiica Ethernet.
no rate-limit CHUMaeT orpaHuYeHne CKOpoCTH BxogsaLLero Tpaduka.
qos cos YcTtaHaBauBaeT 3HayeHue CoS no ymonyaHuio ans nopra (CoS,
default-cos NpUMeHAEeMbI ANA BCero HeTermpoBaHHOro Tpaduka,
npoxoasaLLero yepes nHTepoeic)
(0..7)/0

NO qOs cos

[laHHaA KOMaHAa AOCTYNHA TONbLKO B peKUMe
KoHduUrypuposaHusa untepoeiica Ethernet.

YcTaHaBAMBaeT 3HaYeHUe Mo YMONYaHUIO.
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KomaHOb! pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnunua 5.219 — KomaHab! pexkuma EXEC

KomaHoa

Aelicmeue

show qos

MokasbliBaeT pexkum QOS HAaCTPOEHHbIM Ha ycTpoicTee. B 6a30BOoM pexkMme NoKasbiBaeT
«[,0BEPEHHbBIN» pexum (trust mode).

show class-map
[class_map_name]

MoKa3sblBaeT CNUCKN KpUTepUeB Knaccupukaumm tpaduka.
/! [eiicteyeT TONbKO ANA pexuma qos advanced.

show policy-map
[policy_map_name]

MokasbiBaeT npaBuaa KnaccuduKkaumm Tpaduka.
/ | [lelicTByeT TONLKO ANA pexxuma qos advanced.

show gos aggregate-
policer
[aggregate_policer_name]

MoKa3blBaeT HACTPOMKM cpesiHeN CKOPOCTH, U OFPAHUYEHUA NONOChI NPOMNYCKAHWUA ANA
npasua Knaccuoukaumm Tpaduka.
/|  DeiicteyeT TONbKO ANA pexxuma qos advanced.

show qos interface [buffers
| queueing | policers |
shapers | rate-limit]
[gigabitethernet gi_port |
fastethernet fa_port |

port-channel group|
vlan vian_id]

MokasbiBaeT QoS-napameTpbl 414 MHTepdeiica.

-vlan_id —Homep VLAN (1..4094);

- gi_port — Homep uHTepdeiicos Gigabit Ethernet;

- fa_port — Homep uHTepdelicos Fast Ethernet;

- group — Homep rpynnbl noptos (1..8);

- buffers — HacTpoliku bydepa ana odepeaei nHTepdeiica;

- queueing — anroputm o0bpaboTku ouepegent (WRR nau EF), Bec gaa WRR ouepegneit, Knaccbl
obcnyKuBaHus ana ovepeaen n npuoputet ans EF;

- policers — cKOHPUrypMpoBaHHble CTpaTernm Knaccuoukaummn Tpaduka ana nHtepodelica;
- shapers — orpaHuyeHne cKOpocTK Ans ncxoaslLero Tpaduka;

- rate-limit — orpaHuuyeHne ckopocTh gna BxoasaLLero TpaduKa.

show qos map [dscp-queue
| dscp-dp | policed-dscp |

dscp-mutation]

MokasbiBaeT MHOPMaLMIO O 3aMeHe NoJsiei B NakeTax, ucnonbsyembix QOS.
- dscp-queue — Tabanua cootsetcTens DSCP u ouepesei;

- dscp-dp — Tabanua cootseTcTBua meTok DSCP 1 npuoputeta cbpoca (DP);
- policed-dscp — Tabnunua nepemapknposku DSCP;

- dscp-mutation — Tabanua nsmenernna DSCP-to-DSCP.

[pumepbl 8bINOAHEHUS KOMAHO.

= Bkatountb pexkum QoS advanced. PacnpegenunTb TpaduK no oyepeaam, naketbl ¢ DSCP 12 B
nepsyto oyepenb, naketbl ¢ DSCP 16 Bo BTOpyto. Bocbmasa ouvepeab — npuopuTeTHas.
Co3patb cTpaTernto Knaccupukaumm Tpaduka no cnmcky ACL, paspewarowemy nepegady
TCP-nakeTtoB ¢ DSCP 12 u 16 n orpaHMYMBAIOLLYIO CKOPOCTb — cpeaHAaa ckopocTb 1000

Kéut/c,

nopor orpaHuyeHua 200000 6airT.

nHTepoelicax Ethernet 14 n 16.

console#

console# configure

console (config) # ip access-list tcp ena

console (config-ip-al)# permit tcp any any dscp 12
console (config-ip-al)# permit tcp any any dscp 16
console (config-ip-al)# exit

console (config)# gos advanced

console (config)# gos map dscp-queue

console

12 to 1
16 to 2

config)# priority-queue out num-of-queues I

console (config) # policy-map traffic

console (config-pmap) # class classl access-group tcp ena
console (config-pmap-c) # police 1000 200000 exceed-action drop
console (config-pmap-c)# exit

console (config-pmap) # exit

(
(
(
(
(
console (config) # gos map dscp-queue
(
(
(
(
(
(

Mcnonb3oBaTb AaHHYHO CTpaTernto Ha
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console (config) # interface gigabitethernet 1/0/14
console (config-if)# service-policy input
console (config-if) # exit

console (config-if) # service-policy input
console (config-if)# exit

(
(
(
console (config)# interface gigabitethernet 1/0/16
(
(
(

console (config) #

5.33.2 Cmamucmuka QoS

KomaHObI pexcuma 2106as16H020 KOHU2YPUPOBAHUSA

Bug, 3anpoca KOMaHAHOM CTPOKM pexRnma rnobasbHOro KOHGUIypupoBaHus:

console (config) #

Tabanuya 5.253 — KomaHapl pexxnuma rnobanbHOro KoOHPUrypmposaHms

KomaHoa

3HayeHue/3HayeHue no
YMOMYAHUIO

Aelicmeue

gos statistics aggregate-
policer
aggregate_policer_name

no qos statistics aggregate-
policer
aggregate_policer_name

(1..32) cumBonos

Mo ymonuyanuto QoS-
CTaTUCTUKA OTK/ItOYEHa

BkstouaeT QOS-CTaTUCTMKY MO OrpaHUYEHMIo NOa0C
nponyckaHus.

OTkNtovaeT QOS-CTaTUCTUKY NO OFPAHUYEHUIO NONOC
nponyckaHua.

gos statistics queues set
{queue | all}{ dp | all}

{ gigabitethernet gi_port |
fastethernet fa_port | all}

no qos statistics queues set

set: (1..2);
queue: (1..4);
dp: (high, low);
gi_port: (1..3/0/1..24);
fa_port: (1..3/0/1..24)
3HayYeHue No YMOIYaHuUIO:
Set 1: Bce npuopuTteTsl, BCE
ouepesm, BbICOKUM
npuopuTtet cbpoca.
Set 2: Bce npuopuTteTbl, BCE
oyepeam, HU3KUM
npuopuTteT cbpoca.

BkntouaeT QOS -CTaTUCTUKY A5 BbIXOAHbIX OYepesen.
- set — onpepenaeT Habop CHETYMKOB;
- dp — onpeaenaeT npuopuTeT cbpoca.

OTKnto4aeT QOS-CTaTUCTUKY O/15 BbIXOAHbIX OYepenen.

KomaHObI pexcuma KoHgu2ypuposaHua uHmepgetica Ethernet, 2pynnsi nopmos

Bug, 3anpoca KOMaHAHOW CTPOKM pexunma KoHourypuposaHua uHTepdelica Ethernet,

nopToB:

console (config-if) #

Tabnunua 5.221 — KomaHapl pexknma KoHdurypmposaHua nHtepdeica Ethernet

rpynnei

KomaHoa

3HayeHue

Aelicmeue

qos statistics policer
policy_map_name
class_map_name

no qos statistics policer
policy_map_name
class_map_name

policy_map_name:
(1..32) cumBonios

class_map_name:
(1..32) cumBonios

Mo ymonuaHuto cbop QoS-
CTaTUCTUKM OTKNKOYEH

BkntoyaeT cbop QOS-CTaTUCTUKM Ha MHTepdeice.

- policy_map_name — cTpaterus knaccudukaumm Tpaduka;
- class_map_name — cnncok KpuTepmes Knaccupukalmm
TpaduKa.

OTKntoyaeT cbop QoS-cTaTUCTUKM Ha NHTepdelice.

KomaHOb! pexcuma EXEC

Buna 3anpoca KomaHAHOM CTPOKK pexunma EXEC:
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console#

Tabnunua 5.222 — KomaHapl pexkuma EXEC.

KomaHoa

Aelicmeue

clear qos statistics

Ouunwaet ctatucTnKy QOS.

show qos statistics

MNMoKa3biBaeT cTaTUCTUKY QOS.
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6 CEPBUCHOE MEHIO, CMEHA NMPOrPAMMHOIO OBECMNMEYEHUA

6.1 MeHio Startup

MeHtio Startup MUCNonb3yeTca AnAa BbINOJIHEHUA CNeunanbHbIX npoueayp, TaknxX Kak: obHoBNEHUNE
nporpammHoro o6ecnequMﬂ, yAaneHne cogepxmnmoro (bﬂaLLl-ﬂaMﬂTM, BOCCTaHOB/IEHME NApPOAA,
ANAarHoCTuKa, 3agaHne CKopoctu pa6OTbI TEPMUHANA, pa60Ta C NapaMeTpamMmm CTeKa yCTpOﬁCTBa.

Ona Bxoaa B meHto Startup HeobxoAMMO NpepBaTh 3arpy3Ky HaxKatuem Knasuwm <Esc> nnu <Enter>
B TEYEHMeEe MepBbIX ABYX CEKYHA Noc/e NnosiBAeHUn coobLeHns aBTo3arpysKkm (Mo OKOHYaHMUM BbINOAHEHUS
npoueaypbl POST).

Startup Menu

Download Software

Erase Flash File

Password Recovery Procedure
Set Terminal Baud-Rate
Stack menu

Back

o U W N

Enter your choice or press 'ESC' to exit:
[ns BbIXoZa N3 MEHIO U 3arpy3KuM YCTPOMCTBA HAaXXMUTE KNaBULy <6>, 1nbo <esc>.

’ Ecnm B TeuyeHue 15 cekyHA (3HaueHUe No YMONYaHUIO) He Bbi6paH HU OAUH U3 NYHKTOB
e MEeHI0, TO 3arpy3Ka yCcTpoiicTBa NpoAoKUTCA. Bpemsa 0XKMAaHUA MOXKHO YBENNUYUTD C
NOMOLLbIO KOMaHA, KOHCONN.

Tabanuya 6.1 — OnucaHune meHio Startup

Ne HazeaHue OnucaHue

[Ona 3arpysku nporpammHoro obecneuyeHus ucnonbsyetca npotokon X-Modem. [Mpu
HaKaTuM KNaBuwWK <1> Ha KOHCONb ByAET BbiBEAEHO Caeaytolee cooblyeHue:
Download Software

<1> O6HoBneHMWe Downloading code using XMODEM.
nporpaMmmHoOro
obecneyeHun Tenepb, Koraa ycTpoWCTBO roToBO K npuemy odaina, HeobxoaMmo nepenaTb ero npu
nomouwy npoTtokona X-Modem. Mocne npuema daiina ycTpoicTBO nepesarpysuTcs
aBTOMATMYeECKU.
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yCTpoOlicTBa B CTeKe

[aHHas npoueaypa ncnonb3yetca ANA yaaneHua KoHourypaumm ycTpomncTsa. Ona
yaaneHus dalina HaxaTb KnaBuwy <2>, MNoABUTCA MpeaynpexaeHue (noatseppute
HaXkaTMem KnaBuwmn <y>):
Warning! About to erase a Flash file.
Are you sure (Y/N) ? y
BBecTn uma daitna KoHPUrypauymm:
Erase Flash File
Write Flash file name (Up to 8 characters, Enter for none.): CDB
YpaneHue
<2> Write Flash file name (Up to 8 characters, Enter for none.): CDB
copepnumoro $psw- . A ' T
File CDB (if present) will be erased after system initialization.
namaAT
==== Press Enter To Continue ====pns Bosspara 8 meHio Startup HaxaTb
KnaBuuly <enter>.
==== Press Enter To Continue ====
Ansa HoBoro daina KoHdpurypaumm Mma AOMKHO ObiTb OTIMYHO OT MMEHM
KOH}Mrypaumnm 3anMcaHHOM Ha AaHHbIA MOMEHT.
[aHHas npoueaypa MCNONb3YeTCA A8 BOCCTAHOB/JEHWA YTPayeHHOro napoAs, OHa
No3BOIAET NOAK/IOUYNTLCA K YCTPOMCTBY 63 napons.
Password Recovery
Procedure [lnA BOCCTAHOB/MIEHUA MapPOAA HaKaTb KAaBuULy <3>, NpU NOCAeAyoWEemM NOAKNHEHUMN K
<3> BoccTaHOB/IEHME YCTPOICTBY Naponb byaeT NpoOUrHopnpoBaH.
napo/a Current password will be ignored!
[na Bo3BpaTa B MeHto Startup HaxkmuTe Knasuwy [enter].
==== Press Enter To Continue ====
Mpoueaypa UCNONb3yeTca A/1A YCTAaHOBKM CKOPOCTU paboTbl TepmMUHana (Mo ymonYaHuio
. 115200 bog,).
Set Terminal Baud- A o
Rate [na 3apaHua HOBOM CKOpOCTM paboTbl TepmMMHana HaxaTb Knasuwy <5> u BBeauTe
<4> 3agaHue ckopoctu 3Hatenme:
A P Set new device Baud rate: 115200
paboTbl TepMUHAnNa
[na Bo3spaTta B MeHIo Startup HaxaTb Knasuwy <enter>.
==== Press Enter To Continue ====
[Ona  yBennyeHusa Ko/iMyecTBa MNOPTOB KOMMYTAToOpa, CyLecTBYeT BO3MOMKHOCTb
0bbegMHEHNA YCTPOMCTB B CTEK. YCTPOWUCTBO C uaeHTuduKkaTopom 1 BypeT sBeaywmm,
ocTasibHble - BeaoMbiMu. KommyTatopbl MES1024/MES1124/MES2124 moryT paboTaThb Kak
ABTOHOMHO, TaK U B COCTaBe CTeKa.
Ona naeHTMOMKauMM M YCTAaHOBKMU pexmMma paboTbl YCTPOMCTBA B CTeKe WMCNoJib3yeTcs
Stack menu MeHto cTeka (Stack menu).
Paborta ¢
<5> napameTpamu cTeka [na BXo4a B MEHIO CTEKa HayKaTb Kaasuwy <5>:
yCTpoiicTBa Stack menu
[1] Show unit stack id
[2] Set unit stack id
[3] Set unit working mode
[4] Back
Enter your choice or press 'ESC' to exit:
OnwucaHue Stack menu ykasaHo B Tabnuue 4.3
<6> Back [nA BbIXO4a U3 MEHIO M 3arpy3KM YCTPOMCTBA HaXKMUTE KnasuLwy <6>, inbo <esc>.
Bbixog, U3 meHto
Tabnnuya 6.2 — OnucaHune meHio Stack menu, paboTa c napameTpamm CTeKa YCTPOMCTBa
Ne HaseaHue meHto OnucaHue
Show unit stack id [na npocmoTpa naeHTUPUKATOPa YCTPOMCTBA B CTEKE HAXKMUTE KNaBuLly <1>:
Mpocmotp Current working mode is stacking.
<1> WaeHTUdNKaTOPa Unit stack id set to 1.

Ethernet-kommymamopsl MES1000, MES2000

249



HELTEX

[ns HazHayeHUa MaeHTUOMKATOpa YCTPOMCTBA B CTEKE HAXKMUTE KNaBULLY <2>:
Enter unit stack id [0-8]: 1

Set unit stack id Unit stack id updated to 1.

<2> HasHaueHwne roe )
naeHtTndumKatopa 3HayeHue oT «1» Ao «8» —HOMep YCTPOMCTBA B CTEKE,
YCTPOICTBA B CTeKe 3HayeHune «0» - aBTOHOMHBIN pexnm paboTbl KommyTaTopa.

[nAa Bo3BpaTa B MEHIO CTEKA HAXKMUTE KNAaBULLy <enter>.
==== Press Enter To Continue ====

[nA ycTaHOBKM pexxnma paboTbl YCTPOMCTBA HAXKMUTE KNaBuLy <3>:
Enter unit working mode [1- standalone, 2- stacking]:1
Set unit working mode Unit working mode changed to standalone.
roe
3Ha4yeHne 1 — aBTOHOMHbIN peXxum,
3HaYeHMe 2 — PEeXUM CTEKMPOBAHUA.
[nA Bo3BpaTa B MEHIO CTEKA HAXKMUTE KNaBuwy <enter>.

==== Press Enter To Continue ====

<3> | YcraHOBKa pexuma
paboTbl ycTponcTa

Back [na BbIxoAa U3 MeHIO HaXKMUTE Knasuuy <4>
<4>
Bbixoz 13 meHio

6.2 O6HOoBNeHMe nporpammHoro obecneveHus c cepsepa TFTP

Cepsep TFTP ponxkeH 6biTb 3anyLieH U HaCTPOEH Ha KOMMbloTepe, € KoToporo byaer
3arpy»artbca nporpammHoe obecneyeHune. CepBep AONKEH UMETb paspeLleHUue Ha YTeHue
¢daiinos HauanbHoOro 3arpysumnka u/vmnm cucremuoro NO. Komnblotep ¢ 3anyweHHbiMm TFTP-
cepBepoM A0/KeH bbiTb AOCTYNeH AN KOMMYTaTopa (MOXKHO NPOKOHTPOANPOBATb,
BbINO/JIHUB Ha KOMMYyTaTope KomaHay ping {A.B.C.D}, rae A.B.C.D — IP-agpec KomnbloTepa).

® oy,

O6HoBneHue nporpammMmHoOro obecneyeHua moxert OoCyuwiecTBNATbCA TOJ/IbKO
npunsuiaernposaHHbIM nNoJsib3oBaTesieM.

© oy,

6.2.1 O6Ho8sEHUE CUCMEeMHO020 Npo2pamMmmHo20 obecneyeHus
3arpyska ycTpoicTBa ocyliecTBaserca u3 ¢daisia cuctemHoro nporpammHoro obecnevenums (MO),
KOTOpPbIA XpaHuTtca Bo dasw-namatu. MNpu obHoBAeHUM, HOBbIM ¢dan cuctemHoro MO coxpaHAeTcA B

CNeuManbHo BblaeseHHOW obsaacTv namatu. [pu 3arpyske YCTPOMCTBO 3anyCKaeT aKTUBHbIN dain
cuctemHoro MNO. Bbibop akTMBHOro ¢aiina 3agaeTca KoMaHLoM:

boot system {image-1 | image-2 } [unit unit_id]

rae unit_id — Homep ycTpoicTBa B cTeke (41A yCcTpolicTBa, paboTatowero B aBTOHOMHOM peXxunme,
HOMep YCTPOWCTBa He 3ajaeTcA), image-1, image-2 — daiin cuctemHoro MO.

Mpwu paboTe B cTeKe, eC/IM HOMEP YCTPOMUCTBA He 3a4aH, AaHHAA KOMaHAa NPMMeHaeTca K
° BegyLiemy yCTpOuCTBY.

[na npocmoTpa TeKywen BepcMuM CUCTEMHOrO MNporpammHoro obecneuyeHus, paboTatollero Ha
YCTpOICTBE, BBEAUTE KOMAHAY show version:

console# show version

SW version 1.1.44[e%e72ef0] ( date 16-Nov-2015 time 18:20:13 )
Boot version 0.0.0.3 ( date 23-Feb-2011 time 17:40:14 )
HW version 01.03
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Mpoueaypa obHoBneHua MNO:

KomaHaolt copy ckonupoBaTb HOBbIM ¢ai nporpammHoro obecrneyeHMa Ha YCTPOMCTBO B
BblAeNIeHHYI0 061acTb namaTh (image2). PopmaT KOMaHAbI:

copy tftp:// tftp_ip_address/[directory/]filename image
Mpumep BbINOSIHEHMA KOMAHAbI:

console# copy tftp://192.168.16.34/filel image

Accessing file “filel’ on 192.168.16.34
Loading filel from 192.168.16.34:
RN NN NN RN N RN RN RN N N N RN AN RN R R

Copy took 00:01:11 [hh:mm:ss]

/ 3HaK BOCK/IML,aHUA YKa3bIBaeT Ha TO, YTO UAET NPOLLECcC KonupoBaHUA. Kaxkablii
BOCK/IMLLATE/NbHbIN 3HAK COOTBETCTBYET ycnewHoii nepegayve 10 naketos no 512 6anT
mHdOopMaUMM KaxKAbli. TOUKa YKasbiBaeT Ha TO, YTO B NpoLLEcCe KONUPOBAHUA NPou3oLes

TaﬁmayT oXupgaHua naketos ot TFTP-cepsepa. HeckonbKo ToueK B CTPOKEe MOXeT O3HA4aTb,
YTO BO3HMK/IA OWINGKa B npouecce KonunposaHuAa.

KomaHgoit boot Bbibepute akTuBHbIN dainn cuctemHoro MO ana nocnenytowen 3arpysKu:

console# boot system image-2

Ecnun He BbIGpaH HOBbIN 3arpyXXeHHbli ¢paitn cuctemHoro MO aKTUBHbIM, TO YCTPOIACTBO
BbIMOJIHMT 3arpy3Ky C UCMO/Ib30BaHMEM TEKYLLLEero akTMBHOro obpasa.

RN

Yb6eautecb, YTO NPaBuAbHO BbiOpaH aKkTUBHbLIN ¢ann cuctemHoro MO. Ona npocmoTpa AaHHbIX O
BepCUAX NPOrpaMmHOro obecrneyeHus U UX akTUBHOCTM BBeAUTE KOMaHAY show bootvar:

console# show bootvar

Unit Image Filename Version Date Status
1 1 image-1 1.1.44[0b70e656]  24-Nov-2015 17:28:25  Active
1 2 image-2 1.1.44[1537c93f] 12-Nov-2015 15:45:10 Not active*
/' CumBonom «*» oTmeuaeTca ¢aiin nporpammHoro obecneueHus, KOTopbi 6yaeT

MCNOJIHATLCA NPU NOCAeAyoLEei 3arpysKe.

MepesarpysnTe KOMMYTaTOP KOMaHAOM reload.

console# reload

This command will reset the whole system and disconnect your current
session. Do you want to continue (y/n) [n]?

MoaTtsepanTe nepesarpysky BBOLOM ‘y'.
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2 OO6HosneHue 3a2py304HO20 paiina ycmpolicmea (HayasnbHO20 3a2py34uUKa)

HauyanbHbIA 3arpy3umnKk 3amnyckaeTca cpasy nocse BKAKYEHUA MUTaHUA yCTpoicTea. MocpencTtBom

3arpysoyHoro ¢aina ocywecTBAseTca npoueaypa «TecTUPOBAaHWUA CUCTeMbl NpuW BKAoYeHun» (POST),
pacnakoBka M 3anyck ¢aiina cucremHoro MO. Mpu ob6HOBNEHMM HOBbIM $alil Hauya/bHOIO 3arpy3yvmka
coxpaHsaetca Ha flash Ha mecTe cTaporo.

[na npocmoTpa TeKywel Bepcuu 3arpysouyHoro ¢aiina, paboTalollero Ha YCTPOWCTBE, BBeAuUTe

KOMaHAy show version:

console# show version

SW version 1.1.44[e%e72ef0] ( date 16-Nov-2015 time 18:20:13 )
Boot version 0.0.0.3 ( date 23-Feb-2011 time 17:40:14 )
HW version 01.03

Mpoueaypa obHoBAeHuA MNO:

1. KomaHgol copy CKOMMpOBaATb HOBbIA 3arpy3o4Hbiid ¢daiin Ha yctponcteo. Popmat KomaHApl:
copy tftp://tftp_ip_address/[directory/]filename boot.

console# copy tftp://192.168.16.34/332448-10018.rfb boot

Erasing file..done.
RN RN RN RN NN N RN N R RN N RN RN

Copy: 2739187 bytes copied in 00:01:18 [hh:mm:ss]

/ 3HaK BOCK/AML,AHUA YKa3biBaeT Ha TO, YTO UgeT npouecc KonnposaHuA. Ka)KAbIVI

BOCK/IMLLATE/NbHbIN 3HAK COOTBETCTBYET ycnewHoi nepegayve 10 naketos no 512 6anT
nHdopMaumnK KaxKablii. TOUKa YKasbiBaeT Ha TO, YUTO B NpoLLecce KONUPOBaHUA Npou3oLLes
TalimayT 0XKugaHua naketos oT TFTP-cepBepa. HeCKONbKO TOUEK B CTPOKE MOXKET 03HAUaTb,
4TO BO3HUKNA OWMGKa B NpoLecce KONMPOBaHUA.

2. TlepesarpysnTe KOMMYTaTOp KOMaHAOM reload.

console# reload

This command will reset the whole system and disconnect your current
session. Do you want to continue (y/n) [n]?

MoateepanTe Nepesarpysky BBOAOM ‘y.
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NMPUNOXKEHUE A NPUMEPbl NMPUMEHEHUA WU KOH®PUTYPUPOBAHUA

YCTPOMUCTBA

HacTpoiiKa npoToKo/a MHOXeCTBa cBA3yowWwmMx gepesbes (MSTP)

MpoTtokon MSTP no3sonseT CTPOUTb MHOXKECTBO CBA3YIOLWMX AepeBbeB ANA oTaenbHbix rpynn VLAN
Ha KOMMYyTaTOpax JIOKA/IbHOM CETU, YTO NO3BONAET BaNaHCMPOBATb HArpysKy. [NA NPOCTOTbl PAaCCMOTPUM

cnyqaﬁ C TPpEMA KOMMYTATOPaMHU, 06'be,£I,MHEHHbIMM B KO/ZIbLUEBYH TOMOJZIOTUIO.

MycTb vian 10, 20, 30 o6beamHAoTCA B nepBom ak3emnaape MSTP, vlan 40, 50, 60 o6beauHatoTcA
BO BTOpPOM 3K3emnaape. Heobxogumo, utobbl Tpaduk VLAN-os 10, 20, 30 meKay nepsBbiM M BTOPbIM
KOMMyTaTopamu nepegasasncs Hanpsamyto, a Tpaduk VLAN-oB 40, 50, 60 nepenaBancsa TpaH3UTOM 4yepes
KommyTaTop 3. KommyTaTtop 2 HasHauyMm KOPHEBbIM A/1A BHYTPeHHero ceasyiollero aepesa (IST — Internal
Spanning Tree) B KOTOPOM NepeaaeTca cay*kebHaa nHpopmaLmsa. KommyTaTopbl 06beAUHAIOTCA B KOAbLO,
ncnonbaysa nopTbl g1 1 g2. HuxKe npuBeaeHa cxema, n3obparkatoLLas 10rmMyeckyto TONnoormio CeTu.

VLAN 10,20,30 HaaHaueHbs! Ha axzemnap 1
VLAN 40,50,60 HazHavyeHb! Ha axzemMnnap 2

xommyTarop 1 KoMmmyrarop 3

JTOT NOPT NepeckinaeT TpadmK
Ans skaemnnapa 1 u Gnokmpyer
Tpaduk Ana akzemnnapa 2

KOMMmyTarTop 2

PucyHoK 19- Hacmpolika npomokosaa MHOXecmaa cea3yrouux oepesses

370T NOPT nepeckinaeT Tpacpmk
AnA akzemnnapa 2 u Gnokupyer
Tpacmk ana axkzemnnapa 1

Koraa oguH M3 KOMMYTaTOPOB BbIXOAWUT U3 CTPOS, IMH60 0bpbiBaeTCA KaHa/l, MHOXECTBO AePeBbEB
MSTP nepecTpanBaeTcs, YTO NO3BOAAET MUHUMMM3NPOBATL NOC/NEACTBUA aBapuu. HuxKe npueeseH npouecc
KoHdUrypaumm KommyTaTopoB. [na 6onee GbICTPON HACTPOMKKM co3gaeTca obwmii KOHOUIypPaLMOHHbIN
wabnoH, KOTopbIi 3arpykaetca Ha TFTP-cepBep M MCNoJb3yeTcA BNOCAEACTBUM ANS HACTPOWMKWM BCex

KOMMYTaTOpPOB.

1. CosgaHue wabnoHa v KOHPUrypaLma NepBoro KOMmyTaTopa

console# configure
console (config)# vlan database
console (config-vlan)# vlan 10,20,30,40,50,60
console (config-vlan)# exit
console (config)# interface vlan 1
console (config-if) # ip address 192.168.16.1 /24
console (config-if) # exit
console (config) # spanning-tree mode mstp
(

console (config) # interface range gigabitethernet 1/0/1-2
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console (config-if)# switchport mode trunk

console (config-if)# switchport trunk allowed vlan add 10,20,30,40,50,60
console (config-if)# exit

console (config) # spanning-tree mst configuration

console (config-mst) # name sandbox

console (config-mst)# instance 1 add vlan 10,20,30

console (config-mst)# instance 2 add vlan 40,50,60

console (config-mst) # exit

console (config) # do copy running-config startup-config

01-0ct-2006 01:09:34 SCOPY-I-FILECPY: Files Copy - source URL running-
config destination URL flash://startup-config

01-0ct-2006 01:09:44 %COPY-N-TRAP: The copy operation was completed
successfully

Copy succeeded

console (config) # do copy startup-config tftp://192.168.16.2/mstp.conf

01-0ct-2006 01:10:44 %COPY-I-FILECPY: Files Copy - source URL
flash://startup-config destination URL tftp://192.168.16.2/mstp.conf
01-0ct-2006 01:10:44 %COPY-N-TRAP: The copy operation was completed
successfully

|

Copy: 726 bytes copied in 00:00:01 [hh:mm:ss]

console (config)# spanning-tree mst 1 priority 0
console (config)# end

KoHdurypaumsa BTOporo KommyTaTopa

console# configure

console (config) # interface vlan 1

console (config-if)# ip address 192.168.16.1 /24

console (config-if) # do copy tftp://192.168.16.2/mstp.conf startup-config

01-Oct-2006 02:17:14 SCOPY-I-FILECPY: Files Copy - source URL
tftp://192.168.16.2/mstp.conf destination URL flash://startup-config
............ 01-0ct-2006 02:17:27 %COPY-N-TRAP: The copy operation was
completed successfully

|

726 bytes copied in 00:00:13 [hh:mm:ss]

console (config-if)# do reload

You haven't saved your changes. Are you sure you want to continue ?
(Y/N) [N] Y

This command will reset the whole system and disconnect your current
session. Do you want to continue ? (Y/N)[N] Y

Shutting down

console# configure

console (config)# interface vlan 1

console (config-if)# no ip address

console (config-if)# ip address 192.168.16.100 /24
console (config-if)# exit

console (config)# spanning-tree priority 0

console (config) # end

KoHdurypaums TpeTbero Kommytatopa

console# configure
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console (config) # interface vlan 1
console (config-if) # ip address 192.168.16.1 /24
console (config-if)# do copy tftp://192.168.16.2/mstp.conf startup-config

01-0ct-2006 02:17:14 SCOPY-I-FILECPY: Files Copy - source URL
tftp://192.168.16.2/mstp.conf destination URL flash://startup-config
............ 01-0ct-2006 02:17:27 $COPY-N-TRAP: The copy operation was
completed successfully

|

726 bytes copied in 00:00:13 [hh:mm:ss]

console (config-if)# do reload

You haven't saved your changes. Are you sure you want to continue ?
(Y/N) [N] Y

This command will reset the whole system and disconnect your current
session. Do you want to continue ? (Y/N) [N] Y

Shutting down

console# configure

console (config)# interface vlan 1

console (config-if)# no ip address

console (config-if)# ip address 192.168.16.101 /24
console (config-if)# exit

console (config)# spanning-tree mst 2 priority 0
console (config)# end

Hactpoiika selective-qinqg

[Do6asneHue SVLAN

JaHHbI Npumep onucbiBaeT, Kak ao6asnatb meTky SVLAN 20 Ko Bcem VLAN 3a UCKAOYEHUEM
VLAN 27.

consolet#configure

console (config) #vlan database

console (config-vlan) #vlan 20,27

console (config-vlan) #exit

console (config) #finterface GigabitEthernet 1/0/24

console (config-if) #switchport mode trunk

console (config-if) #switchport trunk allowed vlan add 20,27

console (config-if) #selective-qing list ingress add vlan 27

console (config-if) #selective-ging list ingress permit ingress vlan 20

MopameHa CVLAN

B ceTax nepefayn AaHHbIX A0BOJIBHO 4acTO BO3HMKAOT 33Jayu, CBA3aHHble ¢ nogmeHoi VLAN
(Hanpumep, AN KOMMYTaTOpPOB YPOBHSA  AOCTyna  CywecTByeT TWMoBas  KOHUrypauus, HO
nosb3oBaTtenbcknin Tpadmk, VOIP n TpaduK ana ynpasneHusa TpebyeTtcs nepeaaBaTb B pasHbix VLAN Ha
pa3NnYHbIX HanpaBaeHuaAXx). B aTom cnyyae 6b1s10 6bl yA06HO Bocnonb3oBaTbea GpyHKUMen noameHsl CVLAN
Ana 3ameHbl TunusmposaHHbix VLAN Ha VLAN ana Tpebyemoro HanpasieHus. PaccmoTpum
KOHUrypaumio KoOMMyTaTopa, B KOTOpPOM ocyuiecteaseTca nogmeHa VLAN 100, 101 u 102 Ha 200, 201 u
202:

console#configure
console (config) #vlan database
console (config-vlan) #vlan 200-202
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console (config-vlan) #exit

console (config) #interface GigabitEthernet 1/0/24

console (config-if) #switchport mode trunk

console (config-if) #switchport trunk allowed vlan add 200-202
console (config-if) #selective-qing list ingress override vlan 200
ingress vlan 100

console (config-if) #selective-qing list ingress override vlan 201
ingress vlan 101

console (config-if) #selective-qing list ingress override vlan 202
ingress_vlan 102

Hactpoitka Multicast-TV VLAN.

®dyHkumnsa «Multicast-TV VLAN» paet BO3MOXHOCTb MCMNO/Mb30BaTh ANs Nepeaadym MHOroaapecHoro
Tpadumka ogHy VLAN B ceT onepaTopa M A0CTaBAATb 3TOT TPadMK NONb30BATENAM AaXKE B TOM C/y4ae, ecu
OHW He ABnsAlTcA yneHamm ato VLAN. 3a cueT ¢oyHKuum «Multicast-TV VLAN» moxeT 6biTb COKpalleHa
Harpyska Ha ceTb OnepaTopa 3a cyYeT OTCYTCTBUA Ay6/MPOBAHUA MHOTOAAPECHbIX AaHHbIX, Hanpumep, Npu
npegocrasaeHumn ycnyrm IPTV.

Cxema npumeHeHua OyYHKUMW npeanosaraeT, 4To MopTbl MOJsb30BaTesnelt paboTatoT B perumme
«access» WAM «customer» M npuHagnexkat K nwboh VLAN 3a wucknodeHnem multicast-tv VLAN.
Monb3oBaTeNIM MMEKOT BO3MOMKHOCTb TO/IbKO MOAYy4aTb MHOroaapecHbli Tpadumk us multicast-tv VLAN u He
MOryT nepegasaTtb AaHHble B 3TolM VLAN. Kpome TOro, B KOMMyTaTope A0/KEH OblTb HACTPOEH NOPT-
NCTOYHMK Mmulticast-TpadmKka, KOTOpbIN A0AXKeEH ObITb y4acTHMKOM multicast-tv VLAN.

V dyHKuma «Multicast-tv VLAN» paboTtaeT TonbKo coBmecTHO ¢ IGMP Bepcumii 1 1 2.

Mpumep HacTPoOiIKM Ana nopTa B pexxume paboTbl access

1. BkAOUUTL GUNLTPALMIO MHOTOAAPECHbIX AaHHbIX

console (config)# bridge multicast filtering

2. Hactpoutb VLAN nonb3osateneii (VID 100-124), multicast-tv VLAN (VID 1000), VLAN ynpasneHus
(VID 1200)

console (config)# vlan database
console (config-vlan)# wvlan 100-124,1000,1200
console (config-vlan) # exit

3. HacTpouTb NopTbl NoAb3oBaTeNEN.

console (config) # interface range fal/0/1-24

console (config-if) # switchport mode access

console (config-if)# switchport access vlan 100

console (config-if)# switchport access multicast-tv vlan 1000
console (config-if)# bridge multicast unregistered filtering
console (config-if)# exit

4. HactpouTb uplink-nopT, paspewns nepegayy MHoroagpecHoro TpadurKa, TpadmKa nonb3oBaTenei
W ynpasneHue.

console

console (config) # interface gil/0/1

console (config-if)# switchport mode trunk

console (config-if)# switchport trunk allowed vlan add 100-124,1000,1200
(

config-if)# exit
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5. HacTtpoutb igmp snooping rnobanbHo 1 Ha HTepdelicax.

console (config ip igmp snooping

( ) #
console (config)# ip igmp snooping wvlan 1000
console (config) # ip igmp snooping vlan 1000 querier
console (config) # ip igmp snooping vlan 100
console (config) # ip igmp snooping vlan 101
console (config) # ip igmp snooping vlan 102
console (config) # ip igmp snooping vlan 103

console (config) # ip igmp snooping vlan 124
6. HacTpouTb MHTepdeic ynpasaeHun

console (config)# interface wvlan 1200
console (config-if)# ip address 192.168.33.100 255.255.255.0
console (config-if) # exit

Mpumep HacTPOIKK ANA NOPTa B pexKume «customer»

JaHHbIN TN NOAKAIOYEHUMA  MOXKET OblTb  MCMoAb30BaH A/AAa  TOro, 4tobbl MomevaTb
nonb3oBatenbckne IGMP-report’bl onpegeneHHbix VLAN (CVLAN) oTaenbHbIMM BHELWHUMWU METKaMMU
(SVLAN).

1. BrAOUUTb GUABTPALMIO MHOTOAAPECHbIX SAHHbIX

console (config)# bridge multicast filtering

2. Hactpoutb VLAN nonb3osateneit (VID 100), multicast-tv VLAN (VID 1000, 1001), VLAN ynpasneHus
(VID 1200)

console (config)# vlan database
console (config-vlan)# wvlan 100,1000-1001,1200
console (config-vlan)# exit

3. HacTpouTb nopT nonb3oBaTens

console (config)# interface fal/0/1

console (config-if)# switchport mode customer

console (config-if)# switchport customer vlan 100

console (config-if)# switchport customer multicast-tv vlan add 1000, 1001
console (config-if) # exit

4. Hactpoutb uplink-nopT, paspewns nepegadyy MHoroagpecHoro TpaduKa, TpaduKka nosboBartenei
W ynpasneHue

console (config) # interface gil/0/1

console (config-if) # switchport mode trunk

console (config-if)# switchport trunk allowed vlan add 100,1000-1001,1200
console (config-if) # exit

5. Hactpoutb igmp snooping rnobanbHOo M Ha WHTepdelicax, A06aBUTbL NpaBuIa MapPKUPOBKMU
nonb3oBaTtesibckux IGMP-report’os

console (confiqg)
console (confiqg)
console (confiqg)
console (config)

# ip igmp snooping

# ip igmp snooping vlan 100

# ip igmp snooping map cpe vlan 5 multicast-tv vlan 1000
# ip igmp snooping map cpe vlan 6 multicast-tv vlan 1001
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6. HacTtpoutb MHTepdeiic ynpaBaeHumn

console (config)# interface vlan 1200
console (config-if)# ip address 192.168.33.100 255.255.255.0
console (config-if)# exit

Hacrtpowka asropusaumm IGMP-3anpocos yepe3 RADIUS

B AaHHOM npumepe onucbiBaeTca NPoLecc HacTPoMKkK aBTopmlaummn IGMP-3anpocos Yepes Radius-
cepsep. IP-agpec KommyTaTtopa - 10.113.113.2, IP-agpec Radius-cepsepa — 10.113.113.1, MAC-agpec
KnneHta — 00:1B:21:4F:F8:1F, amMana3soH paspetweHHbix Multicast-rpynn: 233.7.0.0/16, nopt KaveHta —
FastEthernet 1/0/1

HacTtpoitku Radius-cepsepa (freeRadius)

1. Copepxkunmoe daina ”/etc/freeradius/clients.conf”
client 10.113.113.0/24 ¢{

secret = mestest
nastype = cisco
shortname = private

}
2. Cogepxumoe daina “/etc/freeradius/users”

001B214FF81F Cleartext-Password := "001B214FF81F", NAS-PORT == 1, Framed-
IP-Address =~ "233.7.*.*", NAS-IP-Address == "10.113.113.2"

Hactpoiiku KommyTaTopa

console (config
console (config
console (config

( bridge multicast filtering
(
(
console (config
(
(
(

#
# vlan database
# vlan 30
# exit
console (config) #
console (confiqg) #
console (confiqg) #
mestest
console (config
console (config
console (config
console (config
console (config
console (config
console (config
(
(
(
(
(
(

ip igmp snooping
ip igmp snooping vlan 30
radius-server host 10.113.113.1 usage igmp-auth key

—_— — — — — — —

# interface range fastethernet 1/0/1-10
# switchport access vlan 30
# bridge multicast unregistered filtering
# multicast snooping authorization radius
# exit
# interface gigabitethernet 1/0/4
# switchport mode trunk
console (confiqg) #
console (confiqg) #
console (confiqg) #
console (config) #
console (config) #
console (config) #

switchport trunk allowed vlan add 30
exit

interface vlan 1

ip address 10.113.113.2 255.255.255.0
no ip address dhcp

exit

—_— — — = — — — — — — — ~— ~—
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NPUNOXEHUE B TWUMNOBBLIE CXEMbl MOCTPOEHMA CETEM HA BA3E
NMPOTOKO/JIA EAPS

1. Tononorna Nnpocroe «KonbLo»

SWITCH 1

| SWITCH3

(@)
2
Zo

B TOnonoruu cetm ToNbKO OAHO KOAbLO. B 3TOM c/iydae HeobxoaMmo onpeaennTb A1A HEero TONbKO
EAPS domain.

2. Tononorma oauH AOMEH C HECKOJIbKMMU KKOAbLAMUN»

B Tononoruu cetn 3 Konbla (MmoxeT 6bITb 2 1 6onee) n 2 obuimx y3na mexay HUMKU. B aTom cnyyae
Heobxoanmo onpegenntb EAPS-domain 1 ycTaHOBWUTb OAHO KONbLO B Ka4ecTBe OCHOBHOrO, a Apyrue Kak
BTOPUYHbIE.
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3. Tononoruna HeCKO/IbKO AOMEHOB CO CMEXHbIMU «KOMbLLAMU»

SWITCH 1

)
N

7

<

B Tononormn cetu 2 Kosbla (MoXKeT 6biTb 6bonee AByx) C ogHMM ObWMM y3n0M. B 3TOoM cnyyae
Heobxoaumo onpeaenntb EAPS-domain ans Ka)kaoro Konbua.
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NMPUNOXKEHUE B ONMUCAHUE NPOLECCOB KOMMYTATOPA

Tabnuvua - OnucaHMe NPoLeccoB KOMMYTaTopa

Uma OnucaHue npouecca

npouecca

3SWF MNepenaya NakeToB MeXAy YPOBHEM 2 1 CETEBLIM YPOBHEM

3SWQ MporpammHan obpaboTka ACL nepexBayeHHbIX NaKeToB

AAAT YnpasneHue n o6paboTka metogos AAA

AATT Cumynatop AAA ana nposepkn metoaos AAA

ARPG Peanunsauma npotokona ARP

B_RS YnpasneHue nepesarpy3Kon yCTPONCTB B CTEKE

BOXM JononHuTtenbHble AeNCTBUSA B cTeKke (No/sydvyeHue cBeAeHWIt O CTeKe, MHAMKauuMA, obmeH
COoO0bLWEHNAMM, CMeHa unit id)

BOXS O6paboTKa KOMaHZ COCTOAHUA CTeKa: JobasBneHue macrepa/cnensa, nUsyyeHue TOMOAOTUM,
obHoBneHue Bepcun MO cneliBa

BRGS Brige security - arp inspection, dhcp snooping, dhcp relay agent, ip source guard, pppoe
intermediate agent

BRMN Bridge Management: EAPS, STP, onepaummn c FDB (mobaBneHwe, yaganeHuwe 3anuceit),
3epKannposaHue, KoHpurypmuposaHue noptos/VLAN, GVRP, GARP, LLDP, IGMP snooping, IP
multicast, OAM

BSNC ABTOMAT CMHXPOHMU3aLMM MacTepa M CeliBa B CTeKe

BTPC KnuneHt BOOTP

CcDB KonnpoBaHune KOHOUIypaumMoHHbIX ¢painnos

CFM Peanusaumus Ethernet CFM

CNLD 3arpyska/Bbirpyska KoHourypaumum

COPY YnpasneHue konuposaHvem $paiinos

D_LM Link Manager — noTOK, KOTOpPbIN CNeanT 3a COCTOAAHUE CTEK-JIMHKOB

D-SP Stacking Protocol

DACT Diacnostic ACTive tests. NoToK, B KOTOpom BbinonHAwTca VCT-TecTbl.

DDFG PaboTa c ¢paitnoBoi cuctemol

DHCP Cepsep 1 Relay Agent DHCP

DMNG Dinstant Manager — nonyyeHue nHbopmMmaLmm C yaaneHHbIx oHUTOB (Bepcua NO, uptime,
YyCTaHOBKa aKTMBHOro obpasa MN0O)

DNSC Knnent DNS

DSND Data Set Delays Report

DSPT Dispatcher — 06paboTKa cobbITUiM OT y4a/1E€HHbIX OHUTOB 06 M3MEHEHUM COCTOAHUA
BEHTUNATOPOB, UCTOYHWUKOB NUTaHUA, TepmoaaTumkos, SFP-TpaHcuBepos. MNonyyeHne
COO0BLEHNI OT yaaneHHbIX OHUTOB 06 nx Bepcun MO, cepuinHom Homepe, MD5 cymme MO.

DSYN Stack application

DTSA Stack application

ESTC JlornpoBaHue cobbITUin 0 NpeBbileHnn noporos TpadurKka Ha CPU (cpu input-rate detailed)

EVAU O6paboTKa cobbiTnin Address Update, HUKHWI ypoBEHb, Nepeaya Bbille

EVLC O6paboTKa cobbITMN O CMEHE COCTOAHWUSA NOPTA, HUXKHUIN YPOBEHb, Nepeaaya Bbille

EVRX Ob6paboTKa cobbITMIN NpMéMa naKkeTa U3 KommyTtaTtopa B CPU, HUXKHUIA ypoBEHb, Nepeaaya
naketa Ha ypoBeHb 2

EVTX O6paboTKa cobbITMN OKOHYAHUA OTNPaBKKU NakeTa n3 CPU B KOMMYTATOP, HUKHUIM YPOBEHb

exRX O6paboTKa BbIX04a NAKETOB C HUMKHEro YPOBHSA 2

FFTT YnpaBneHue Tabanuen mappyTmsaumm U MapLipyTmMsauma NakeTos

FLNK ®yHKuMA FlexLink

FTPD Peanusaumna npotokona FTP

FTPM YnpasneHue FTP-cepsepom (06paboTka KOHPUrypaLmoHHbIX 3anpocos u3 CLI/SNMP)
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GOAH Peanunsauma web-cepsepa GoAhead

GRN_ Peanunsaumnsn Green Ethernet

HCLT MonyuyeHue n 06paboTKa KOMaHA HaCTPOMKM YCTPOMCTBA HUKHETO YPOBHSA

HDEB Cbop cTaTUCTUKK paboTbl 33434 CUCTEMBI

HLTX OTnpaskKa naketos n3 CPU B KommyTaTop

HOST OcHoBHOM host-NOTOK, XONOCTOM X0z,

HSCS Stack Config — HacTpolika pyHKUMI CBMYA Ha yaasleHHOM loHUTE

HSES Stack Events — o6paboTtka cobbiTnii link changed, address update ¢ yaaneHHbIX OHUTOB Ha
macTtepe

ICMP Peanunsauma npotokona ICMP

IDLE BespelictBne cucrtemsl

IGMP Peanunsauma npotokosa IGMP (xocTtoBoi YacTu)

10D |0 Debug task

I0TG YnpasneHne TepMmnHanamm BBoAa-BbiBOAA

I0TM YnpasneHne TepMmnHanamm BBoAa-BbiBOAA

IOUR YnpasneHne TepMmnHanamm BBoAa-BbiBOAA

IP6C CyéTunkm ipvd u ipve

IP6M MapuwpyTtrsaumsa ipv4 n ipve

IPAT YnpasneHue 6330 gaHHbIX ip-agpecos

IPG O6paboTKa nepexBavyeHHbIX GparmeHTUPOBaHHbIX IP-nakeToB

IPRD BcnomoraTtenbHana 3agayva ana ARP, RIP, OSPF

IPSL Peanusaumnsa IP SLA

KEYM YnpaBnieHue Knto4Yamm ayTeHTUdMKaLmm

L2HU MNepepaya nakeToB Ha ypoBeHb 3

L2PS O6paboTka cobbITUI CMeEHbl COCTOAHUA/HACTpoeK MHTepdelcoB M nepeaaya coobLLeHMI
3aperncTpupoBaHHbIM CayXKbam

L2SC JNornposaHue storm-control

L2UT Ytununsaums noptos (show interfaces utilization)

LACP Peanusauma npotokona LACP (IEEE 802.1AX)

LBDR Peanunsauma ¢pyHKummn Loopback Detection

MACT O6paboTKa cobbiTnA 06 oKoHYaHUK aelicteus B FDB (ageing MAC-aapecos)

MLDP Marvell Link Layer Reliable Datagram Protocol, stack transport

MRDP Marvell Reliable Datagram Protocol, stack transport

MROR Pe3epBnpoBaHne KOHPUTIYpaUMOHHOro daiaa B SHEProHe3aBUCMMON NAMATH

MSCm MeHegaKep ana paboTbl C TEPMUHANBHBIMU CECCUAMMU

NSCT HacTpoiKka orpaHuMyeHMs CKOpOCTM nepexsBaTa naketoB Ha CPU, BeaeHue CTaTUCTUKKM MO
nepexBayeHHbIM NakeTam

NTPL Mepuoamyeckas reHepauma curHana ana onpoca tabamuy, MAC, VLAN, nopToB, MynbTUKacTa,
MapLpyTusaLmm, npuopuTesaumm

NTST [JobaBneHne 1 yaaneHne oHUTOB B CTeKe, cbpoc Ha AedONT COCTOAHUA HOHUTA, HA CETEBOM
ypoBHe

OAM Peanusauus Ethernet OAM

OUls O6paboTka KomaHabl Ha BoccTaHoBneHne OUI ana Voice VLAN

PLCR O6paboTKa cOOLITUIN CMEHbI COCTOSHWA NOPTOB YCTPOMCTB CTEKA

PLCT O6paboTKa cObbITUIN CMEeHbI COCTOAHUS NOPTOB

PNGA Peanusaumns ping

POLI Policy Management

PTPT Precise Time Protocol

ROOT PoauTtenbcKkuit Tack ana Bcex 3aaad

RPTS Routing protocol

SCPT ABTOOGHOB/NIEHWNE U aBTOKOHPUTYpUPOBaHUE

SEAU MonyyeHune cobbiTnit Address Update, HUXHMI ypoBEHDb
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SELC MonyyeHue cobbITUIM O CMEHE COCTOAHUA NOPTA, HUMKHUIM YPOBEHb

SERX MonyuyeHune cobbiTni Npuéma nakeTa U3 KommytaTtopa B CPU, HUKHWUI ypoBEHb

SETX MonyyeHne cobbITUIM OKOHYAHMA OTNPaBKM NakeTa n3 CPU B KOMMYTATOP, HUKHWUIM YPOBEHb

SFMG sFlow Manager — 06paboTKa cobbiTnit UameHeHus IP agpeca, CLI/SNMP 3anpocos, Taiimepos

SFSM sFlow Sampler

SFTR MpoTtokon Sflow

SNMP Peanunsauma npotokona SNMP

SNPR 3agaya, KoTopan pasbusaet 6onbwmne SNMP 3anpockl Ha bonee menkune (NPoKCUpyeT)

SNTP Peanusaumna npotokona SNTP

SOCK YnpaBneHue paboToi cokeToB

SQIN HacTpoitka selective qing

SS2M Slave To Master — nepegaya coobLeHnit co cnenBa Ha mactep

SSHP CepBep ssh - HacTpoWKa, 06paboTKka KomaHa, Talimep

SSHU Cepsep ssh - npoTokon

SSLP Peanunsaumna SSL

SSTC NornpoBsaHue cobbiTuii 0 NpesbllleHUn noporos Tpaduka Ha CPU (cpu input-rate detailed)

STSA CLI-ceccna yepes COM-nopt

STSB CLI-ceccusa yepes VLAN

STSC CLI-ceccusa yepes VLAN

STSD CLI-ceccusa yepes VLAN

STSE CLI-ceccusa yepes VLAN

STSF CLI-ceccusa yepes VLAN

STSG CLI-ceccusa yepes VLAN

STSH CLI-ceccusa yepes VLAN

STSI CLI-ceccunsa yepes VLAN

SW2M ObpaboTKa cobbiTnit Adress update ot FDB, 610KMpoBKa nopTa Npu BO3SHUKHOBEHUW OLWMOOK
Ha nopTty

SWTR PaspeleHune npoxoxkaeHua Tpadpduka yepes KackaaHble MHTepdenchl

SYLG BbiBOA COO6LLEHMI B Syslog

TBI_ Tabnunua BpemeHHbIX npomeKyTkoB gns ACL

TCPP Peanunsauma npotokona TCP

TFTP Peanunsauma npotokona TFTP

TMNG YnpasneHue npuopmuteTtamn 3agay

TMON Monitor Task — oTcneKMBaeT cOCTOAHUE 3aK0/bLIOBKM BydepoB 1, B caydae obHapyKeHus,
nepesarpyKaet oHUT (apyroro cnocoba pelleHusa npobaembl HanAeHO He 6b1s10)

TNSL KnuneHr telnet

TNSR Cepsep telnet

TRCE Peanusauua trace route

TRIG 3anyck gelicteua B FDB (ageing MAC-aapecos)

TRMT YnpasneHWe tOHUTaMM B CTEKE C NOAAEPKKOM TPaH3aKLUMM

TRNS File Transfer — KonupoBaHue $palinos mexxay oHUTamm cteka (MN0)

TUNT Peanunsauma TyHHenen: KoHoUrypuposaHue, 06paboTka NakeTos

UDPR UDP relay

VRRP Peanunsauna npotokona VRRP

WBSR YnpasneHue un Taimepbl web-cepsepa

WDHI He ncnonb3ayeTtca (paHblue 6bina cBA3aHa ¢ watchdog Talimepom).

WDLO Cépoc watchdog Talimepa. Mpu cpabaTbiBaHUU Talimepa (3TO NPOUCXOAUT NPU 3aBUCAHUM)
KOMMYTaTOp nepesarpyaercs.

XMOD Peanusaums npotokona X-modem
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TEXHUYECKAA NOOAEPXKKA

Ona  nonydyeHMs TeXHWYECKOM KOHCY/AbTauuMM MO BOMpoOcam 3Kchayatauuu obopypoBaHuA
000 «lMpeanpuaTtne «3nTeke» Bbl moxkeTe 06paTnTbcA B CEPBUCHDLIN LLEHTP KOMNAHUW:

Poccuitckan ®eaepauyma ,630020, r. HoBocnbupck, ya. OKpy»kHasa, gom 29 B.
TenedoH:

+7(383) 274-47-87

+7(383) 272-83-31

E-mail: techsupp@eltex.nsk.ru

Ha odumumanbHoOM caitTe KOMnaHUK Bbl MoXKeTe HaTU TEXHUYECKYIO AOKYMEHTaLUMIO U NPOrpaMmHOe
obecneyeHune gnsa npoaykuum OO0 «Mpeanpuatve «INTekc», obpaTuUTbcA K B 6ase 3HaHWIM, OCTaBUTb
WMHTEPAKTUBHYIO 3asiBKY WM MPOKOHCY/IbTUPOBATLCA Y MHXeHepoB CepBUCHOrO LEHTPa Ha TEXHUYECKOM
dopyme.

OduumanbHbIn caT KomnaHmu: http://eltex.nsk.ru
TexHunueckuit popym: http://eltex.nsk.ru/forum

ba3a 3HaHmi: http://eltex.nsk.ru/support/knowledge
LeHTp 3arpy3ok: http://eltex.nsk.ru/support/downloads

Ethernet-kommymamopsl MES1000, MES2000 265


http://eltex.nsk.ru/
http://eltex.nsk.ru/forum

HELTEX

266 Ethernet-kommymamopsi MES1000, MES2000



