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A ELTEX

YC/NOBHbIE OO3HAYEHUA

0O603HauyeHue OnucaHue

B KBagpaTHbIX CKOOBKax B KOMaHAHOM CTPOKe YKa3biBaloTCA HeobsA3aTesibHble

[] napameTpbl, HO UX BBOA, NpPeAoCTaBAseT onpeaesieHHble AO0MNO/HUTENbHbIE
onuuu.

0 B ¢durypHbIx ckobkax B KOMaHAHOWN CTPOKE YKa3blBAlOTCA BO3MOXKHble 0653a-
TesibHble NapameTpbl. Heobxoanmo BbIGpaTb OANH U3 NAPaMeTPOB.

«,» [aHHble 3HaKN B ONMCAHUM KOMaHAbl UCMOJb3YOTCA A1 YKa3aHUA AuManaso-

«=-» HOB.

«|» JaHHbI 3HaK B ONUCAHUM KOMaHbl 0603HaYaeT «KUIn».

«f» [JaHHbIN 3HaK B ONUCcaHWE KOMaHAbl YKa3blBAeT Ha 3HAaYEHME NO YMOJIYaHUIO.
Kypcusom Calibri ykasbiBaloTca nepemeHHble MW NapamMeTpbl, KOTOpble He-

Kypcus Calibri yp Y P P PoL, P

06X0AMMO 3aMEHUTb COOTBETCTBYIOLLMM C/IOBOM UIMN CTPOKOW.

MonyXupHbI Kypcue MonyXMpHbIM WPMUPTOM BblAENEHBI NPUMEYAHNA U NPEaYNPEKAEHUA.

<MonyxcupHoliii MoAYKMPHbIM KYPCUBOM B YF/IOBbIX CKOOKAxX YKa3blBAOTCA HAa3BaHUA KAaBuLL
Kypcue> Ha KnasuaTtype.
Courier New MNonyxunpHbim LW pudtom Courier New 3anmncaHbl npUmepbl BBOAA KOMAHA,

Wpudptom Courier New B pamKe C TEHbIO YKa3aHbl pe3y/ibTaTbl BbINOJHEHUA
KOMaHA,

Courier New|

MpumeyaHua U npegynpexaeHua

No/Ib30BaHUIO U HACTPOiiKe YCTPOUCTBA.

MpeaynpexaeHna MHGOPMUPYIOT NONb30BaTENA O CUTYaALMAX, KOTOPble MOTYT HAHEeCTH
Bpep, YyCTPOCTBY UM YeNOBEKY, NPUBECTU K HEKOPPEKTHO paboTe ycTpoiictBa uam no-

/f MpumeyaHua cogeprKaT BaXKHYIO MHGOPMAUMIO, COBETbl MAM PEKOMEHAAUUU MO WUC-
o
Tepe AaHHbIX.
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HELTEX

1 BBEAEHMUE

B nocnegHue roabl HabnopaeTcA TEHAEHUMA K OCYLLECTBAEHMIO MacWTabHbIX MPOEKTOB No
NMOCTPOEHUIO CceTeil CBA3M B COOTBETCTBMM C KoHuenuuer NGN. OgHOM M3 OCHOBHbIX 3adady npwu
peanusauunu KPYMNHbIX MY/NbTUCEPBUCHBIX  ceTel ABnaeTca co3faHue HaeXHbIX n
BbICOKOMPOM3BOANUTE/NbHbBIX TPAHCMOPTHbLIX CeTel, KoTopble ABAAIOTCA OMOPHbIMWU B MHOTFOCAOMHOM
apXMTEKType ceTel cneayloLlero NoKoAeHus.

Mepesaya wHGOPMAUMM Ha OOMbLIKMX CKOPOCTAX, OCOBEHHO B CETAX KPyMHOro MmaclTaba,
noApasymeBaeT BbI6Op TaKolM TOMOMOMMM CETU, KOTOpas No3BoAseT NMOKO OCyLLEeCTBAATL pacnpeaeneHne
BbICOKOCKOPOCTHbIX MOTOKOB.

KommyTatopbl cepmin MES53xx, MES33xx n MES23xx, MOryT MCNOAb30BaTbCA Ha CETAX KPYMHbIX
npeanpuATMA U NpeanpuATUMA mManoro u cpegHero 6usHeca (SMB), B onepaTopckux ceTax. OHM
obecneynBaloT BbICOKYIO MPOM3BOAUTENBHOCTb, FMOKOCTb, 6€30MacHOCTb, MHOIOYPOBHEBOE Ka4yecTBO
obcnyxumeaHma (QoS). KommyTaTtopbl MES5324 1 MES3324 o6n1aaatoT NOBbIWEHHON HAaAEeKHOCTbIO 33 CYET
pe3epBMpPOBAHNA Y3108, onpeaenstowmnx becnepebonHOCTb GYHKUMOHNMPOBAHNA — MOgyAeN NMUTAHUA U
MoAyfier BEHTUNALMUN.

NInHelika nNpomblwneHHbIX KommyTatopoB ODJITEKC cepum MES35xx npegHasHavyeHa Ana
OpraHM3aLMn 3aLMLLEHHBIX OTKA30yCTOMUYMBBIX CETEN Mepesayn AaHHbIX Ha 0ObeKTax, rae HeobxoaMmo
BbINOJIHEHNE TPeOOBAHUN MO YCTOMYMBOCTM K BO3AEWCTBMAM Pas3MYHOIO BMAA TEMMEPATYPHbIM WU
MeXaHWYeCKUM BO3AENCTBUAM, BUOpaLMmM 1 ap.

B HacTosemM pyKOBOACTBE M3/I0MKEHbI HAa3HAaYeHMe, TEXHUYECKME XapaKTEPUCTUKM, PEKOMEeH4aumm
MO HA4a/ibHOM HACTPOMKe, CUMHTAKCUMC KOMAHA, AN1A KOHPUrypauuu, MOHUTOPUHIa M ob6HOBAEHUA
nporpammHoro obecnevyeHma KOMMyTaTopa.
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A ELTEX

2 ONUCAHUE U3OENUNA

2.1 Ha3HaueHue

KommyTaTtopbl arperaunun cepuit MES53xx, MES3xx — 3TO BbICOKOMNPOU3BOAUTENbHbIE YCTPOMCTBA,
OCHalleHHble uHTepdencamm 10GBASE-G, 40GBASE-G M npepgHasHauyeHHble A1A WCNO/Ib30BaHUSA B
ONEepaToOPCKMX CETAX B KAYeCTBE YCTPOWCTB arperaumm n B LLeHTpax o6paboTkm aaHHbIX (LLOJ) B KavecTse
Top-of-Rack nnm End-of-Row KommyTaTopos.

MopTbl ycTpolicTBa noaaepunsatoT paboTy Ha ckopocTtax 40 Féut/c (QSFP) (MES5324), 10 réut/c
(SFP+) nan 1 rémt/c (1000BASE-X 1 1000BASE-T SFP), uto obecneumsaeT rubKOCTb B MCNOAb30BAHUN U
BO3MOHOCTb MOCTEMNEHHOrO Nnepexoga Ha 6os1ee BbICOKME CKOPOCTU Nepeaayn AaHHbIX. Hebnoknpyemas
KOMMYTaLMOHHAA MaTpuua MO3BOASET OCYLEeCTBAATb KOPPEKTHylo o06paboTKy nakeTtoB npw
MaKCMMabHbIX Harpyskax, COXpaHsaa Npu 3TOM MWHWMANbHbIE M MpeAcKasyemble 33a4epPrKKM Ha BCeX
TMnax Tpaduka.

Cxema BeHTMAauuKM front-to-back obecneumsaeT adpdeKkTMBHOE OXNarKaeHWE NPU MUCMNOb30BAHMM
YCTPOMCTB B YC/NI0BUAX cOBpemeHHbIX LLO/.

ﬂ,y6l1VIDOBaHHbIe BEHTUNATOPbI N UCTOYHUKUN MUTAHUA MOCTOAHHOIoO UAN NepemeHHOro TOKa B
CoYeTaHUU C PasBUTON CUCTEMOM MOHUTOPUHra annapaTHOW YacTU YCTPONMCTBA MO3BOAIT MOAYYUTb
BbICOKME MOKa3aTeIM HafeKHOCTU. YCTPOICTBa MMEIOT BO3MOXKHOCTb ropsiueit 3aMeHbl Moay/iei NnuTaHusa
M BEHTUIALUMOHHbBIX Moaynen, obecneymsan 6ecnepeboitHOCTb PYHKLMOHNPOBAHUA CETU onepaTopa.

KommyTtaTtopsl goctyna cepum MES23xx — ynpasasemble KOMMYTaToOpbl YPOBHA L2+, ocyLLecTBAAaloT

NOAK/MOYEHME KOHEYHbIX MO/b30BaTeNen U ceTel npegnpuaTUA Manoro U cpegHero 6usHeca K cetam
onepaTopoB CBA3M C NomolLLblo nHtepdericos 1/10Gigabit Ethernet.

2.2 ®yYHKUUM KOMMYTaATOpaA

2.2.1 ba3osble pyHKYUU

B Tabnumue 1 npueeseH cnncok 6a3oBbix GyHKLUMIN YCTPOMCTB, AOCTYMNHbIX AN aAMUHUCTPUPOBAHMA.

Tabnunua 1 — basosble GyHKUUM YCTPOMCTBA

3awuma om BAOKMpOBKa BO3HMKAET B C/y4asx Meperpysku BbIXOAHbIX NOPTOB YCTPOMCTBA Tpa-
6510KUpOBKU o4Yepedu bGUMKOM OT HECKO/IbKMX BXOAHbIX MOPTOB. ITO MPUBOAMUT K 3aJep)KKaM nepenayu
(HOL) OaHHbIX M NoTepe NaKeToB..

Moddepska CnocobHoCTb NoaaepXunBaTh nepesady CBepPXAANHHbBIX KaapoB, YTO MO3BOAAET ne-
C8epX0/IUHHbIX KAOPO8 | pefaBaTb AaHHble MEHbLUMM YMC/IOM NAKETOB. ITO CHUMKAET 06beM CAYKEBHON UH-
(Jumbo frames) dopmaumn, Bpems 06paboTKM 1 NepepbiBbI.

YnpaBneHne NOTOKOM MO3BOJIAET COEANHATD HU3KOCKOPOCTHOE YCTPOMCTBO C BbICO-
KOCKOPOCTHbIM. [InA npeaoTBpalleHua nepenonHeHus bydepa HU3KOCKOPOCTHOE
YCTPOMCTBO MMEET BO3MOXHOCTb OTNpPaBnATb nakeT PAUSE, Tem cambim MHPOPMU-
pysA BbICOKOCKOPOCTHOE YCTPOMCTBO O HEOOXOAMMOCTM cAenaTb naysy npu nepesa-
Yye NakeTos.

ynpaeneHue nMoMoKom
(IEEE 802.3X)
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HELTEX

Paboma e cmeke
ycmpoliicme

KommyTaTop noadeprkuBaeT ob6bedMHEHNE HECKO/IbKMX YCTPOWCTB B CTEK. B aTom
C/lydae KOMMYTaTOpbl PAacCMaTpMBAlOTCA KaK eguHOe YCTPOWMCTBO C 06WwymMM Ha-
CTpOiKamun. Bo3moXKHbI ABE TONONOMMK NOCTPOEHUA CTEKA — KOJIbLLO M LienoyKa. Mpu
3TOM MapameTpbl NMOPTOB BCEX YCTPOWCTB, BKJ/KOYEHHbIX B CTEK MOMKHO 334aTb C
KOMMyTaTopa, paboTalowero B pexkmme «mactep». CTeKMpoBaHME YCTPOMCTB Mo-
3BOJIIET CHU3UTb TPYA0EMKOCTb YPaBAEHUSA CETHIO.

2.2.2 ®yHKyuu npu pabome c MAC—adpecamu

B Tabanue 2 npuseaeHbl GyHKLUUKN YCTPOMCTB Npu paboTe ¢ MAC-agpecamu.

Tabnnua 2 — PyHKuMKM paboTbl ¢ MAC-agpecamm

Tabauya MAC-adpecos

KommyTaTop coctasaseT B NamATv Tabauuy, B KOTOPOI yCTaHaB/IMBAETCA COOTBETCT-
Bue mexay MAC-agpecamu 1 y3namu nopToB KOMMyTaTopa.

Pexcum obyyeHus

B oTcyTcTBME 0byuYeHUA, AaHHbIe, MOCTYNatloLWmMe Ha Kakoi-1mbo nopT, nepegatoTtcs
Ha BCe OCTasibHble NOPTbl KOMMyTaTopa. B pexume obyyeHUs KOMMyTaTOp aHau-
3upyeT Kagpbl M, onpegenns MAC-agpec oTnpasuTens, 3aHOCUT ero B Tabauuy
MaplupyTusaumn. Bnocneacteum Kagp Ethernet, npefHasHaueHHbI AnA XocTa,
MAC-agpec KOTOpOro y}Ke ecTb B Tabsinue, nepeaeTca TONbKO Yepes yKasaHHbIN B
Tabauue noprt.

lMooddepxcka nepedayu
Ha Heckonbko MAC-

[aHHana d)YHKLI,MFl no3BoNAeT YyCTaHaB/IMBATb CoeAMHEHUA «OAUH KO MHOTMM» U

adpecoe «MHOFMEe KO MHorMm». Takmm obpasom, Kaap, aLpecoBaHHbI MHOroafpecHom
(MAC Multicast rpynne, nepeAaeTca Ha KaxKabli NopT, BXOAAWMMI B rpynny.

Support)

Asmomamuyeckoe

epemsa xpaHeHua MAC-
aodpecos

Ecnn ot yctpoiictea ¢ onpegeneHHbiM MAC-agpecom 3a onpeaeneHHblit nepuog,
BPEMEHW He MOCTYNatoT NakeTbl, TO 3aMMcb AJA AAaHHOro aApeca ycTapesaeT U yaa-
naerca. 1o NO3BOMIAET NOAAEPKMBATL TabANLY KOMMYTALMM B aKTyalbHOM COCTOA-

(Automatic Aging for o

MAC Addresses)

Cmamuyeckue 3anucu .

MAC CeTteBom KOMMYTATOpP MO3BOJIAET NO/Ib30BATENIO OnpeaesinTb CTaTU4eCkne 3anmcu
) ) cootBeTcTBUN MAC-aapecoB, KOTOPbIe COXPAHADTCA B Tab/MLLe MapLpyTU3aumm.

(Static MAC Entries)

2.2.3 ®yHKyuu emopo20o ypoeHa cemesoli modenu OSI|

B Tabaunue 3 npmBeaeHbl GyHKUMKU U 0COBEHHOCTN BTOPOro ypoBHA (yposeHb 2 OSl).

Tabnumua 3 — OnucaHme GyHKUMUI BTOPOro ypoBHA (yposeHb 2 OSI)

Peanusaumua npotokona IGMP nossonAaetr Ha ocHoBe MHPOPMALUKU, NOAYYEHHOM
npu aHanuse cogepxumoro IGMP-naKkeToB, onpeaenntb, KakMe yCTPoCTBa B CETU

®yHkyusa IGMP Snooping o
y4yacTBYIOT B Fpynnax MHOroagpecHoOM paccblikM, U aApecoBaTb TPaduK Ha COOT-
BETCTBYHOLLME NOPThI.
. Peannzauua npotokona MLD no3sonseT ycTpoicTBy MMHUMU3NPOBATL MHOMOas-
®yHkyusa MLD Snooping atl P yerp y P A
pecHbI IPV6 Tpaduk.
®YHKUMA, NO3BOAAIOWAA MEepPeHanpaBaATb MHOroaApecHbl TpaduK U3 oaHOWM
®yHkyusa MVR VLAN B apyryto Ha ocHoBaHMM IGMP-coobLweHWi, YTO NO3BONAET YMEHbLWUTL Ha-

rpysky Ha uplink-nopty. MpumeHseTtca B peweHusx lll-play.

Ethernet-kommymamopel cepuli MES53xx, MES33xx, MES35xx, MIES23xx
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3awuma om

LUVIpOKOBeu.I,aTeanbIVI WTOPM — 3TO pPa3sMHOXeHWe WnpoKoBellaTe/IbHbIX c006-

wupokKosewamesnbHo20 LLEHWI B KaXKA0M y3/1e, KOTOPOE NPUBOAMT K 1aBUHOOBPa3HOMY POCTy MX YMcna 1
«wmopma» napanusyet paboty cetn. KommyTtaTopbl MMeOT GYHKUMIO, MO3BOIAIOLLYIO Orpa-
(Broadcast Storm HUYUTb CKOPOCTb Mepesaym MHOFOAZPECHbIX WU LUMPOKOBELLATENbHbIX KaApos,
Control) NPUHATBIX U NepeaaHHbIX KOMMYTaTOPOM.

3epkanupoBaHue NopToB No3BoaAeT AybanposaTb Tpadpuk HabaogaembIx NOPTOB,
3epkanuposaHue nepecbiian Bxogawme n/Mam ncxoaawme nNakeTbl Ha KOHTPOAMPYOWMIA nopT. Y
nopmoes No/sb30BaTENIA KOMMYTATOPA €CTb BOSMOXKHOCTb 3343aTb KOHTPO/IMPYIOLWMIA U KOH-
(Port Mirroring) Tpo/sMpyemble NOpTbl U BblBpaTb TMN TpaduKa (BXxoAAWMIK M/UAK McxoaALmMA),

KOTOpbI ByaeT nepefaH Ha KOHTPOAMPYOLWMIA NOPT.

U3zonayua nopmos
(Protected ports)

JaHHasa dyHKUMA no3BoONAET HasHauuTb NopTy ero uplink-nopT, Ha KoTopbli 6es-
ycnoBHo byaeT nepeHanpaBaaTbca Becb TpaduK, obecneunsas Tem cambim U308-
LUMIO C ApyrMmu noptamu (B npegenax o4HOr0 KOMMYTaTopa), Haxo4ALMXCA B
3TOM Xe WupoKosewaTensHom gomeHe (VLAN) B npegenax ogHOro KommyTtaTtopa.

Private VLAN Edge

[daHHaa dyHKUMA NO3BOAIAET M30/MPOBaTb rpynny NopToe (B npeaenax O4HOMO
KOMMYyTaTopa), HaxogAalWMXCA B OAHOM LUMPOKOBELATE/IbHOM AOMEHE MeXay
coboii, No3BoNAS NPU 3TOM 0BMeEH TPadUKOM C APYrMMKU NOPTaMM, HAXOAALMUMMU-
CA B 3TOM e LIMPOKOBELLATENBHOM [OMEHe, HO He MPUHALJEKAWMMU K 3TOW
rpynne.

Private VLAN
(light version)

ObecneynBaeT M30AALMI0O MEXKAY YCTPOMCTBAMM, HAXOAAWMMMUCA B OLHOM LLIMPO-
KoBellaTe/lbHOM LOMeHe, B npeaenax Bceit L2-ceTn. PeanunsosaHbl TONbKO ABa
pexuma paboTbl nopta Promiscuous u Isolated (Isolated-nopTbl He moryT obme-
HWBATLCA APYr C APYrom).

Moddepxka npomokKona
STP
(Spanning Tree Protocol)

Spanning Tree Protocol — ceTeBoI NPOTOKOJ, OCHOBHOW 3aJayeit KOTOPOro ABAA-
eTca npuseaeHue cetu Ethernet ¢ M3bbITOYHLIMKU COEANHEHUAMMN K APEBOBUAHOM
TOMONOINK, UCKAtOYatoLWen neTan. KommyTaTopbl 06MeHMBaOTCA KOHGUrypaLm-
OHHbIMM COOBLLLEHNAMM, UCMONL3YA Kaapbl cneumanbHoro popmara, U BbIBOPOUHO
BKJIIOYAIOT M OTK/IIOYAIOT nepeaayy Ha nopTbl.

Moddepxcka npomokKona
RSTP

(IEEE 802.1w Rapid
spanning tree protocol)

Rapid (6bicTpbint) STP (RSTP) — ABnsieTcA ycoBeplleHCTBOBaHMEM npoTokona STP,
XapaKTepmn3yeTca MeHbLIMM BpeMeHeM NPUBEAEHUA CeTU K APEeBOBUAHON ToMo-
NIOTUM 1 UMeeT Bosiee BbICOKYHO YCTOWYMBOCTD.

lpomokon ERPS
(Ethernet Ring Protection
Switching)

MpoToKON NpeaHasHayYeH AN NOBbIWEHMA YCTOMYMBOCTA U HAZEKHOCTM CeTU ne-
peAaun AaHHbIX, MMeIOLLEN KOMbLEBYIO TOMOJIOMMIO, 3@ CHET CHUNKEHUA BPEMEHM
BOCCTaHOBJ/IEHWA CETU B C/ly4ae aBapuu. Bpems BocCTaHOBAEHWA He npesbiwaet 1
CEeKYHAbl, YTO CYLLECTBEHHO MEHbLUE BPEMEHW MEepPecTPOMKM CEeTU MPU UCMOb30-
BaHMM NPOTOKO/IOB CEMeiiCTBa spanning tree.

Mododepxka VLAN

VLAN — 37O rpynna noptoB KommyTaTopa, 06pasyowmx o4Hy LMPOKoBeLaTeb-
Hyto obnacTb (AomeH). KommyTaTop noaaepKMBaeT pas3/iMyHble CPeAcTBaA Kaaccu-
bUKaunm NakeToB oA onpeaeneHma ux NPUHAANEKHOCTU K onpeaeneHHoin VLAN.

Moddepxcka npomokKona
OAM

(Operation,
Administration, and
Maintenance, IEEE

Ethernet OAM (Operation, Administration, and Maintenance), IEEE 802.3ah —
bYHKLUMM ypOBHA KaHafa nepefayn AaHHbIX NPeacTaBasatoT coboi NPOTOKOA MO-
HUTOPWMHIra COCTOAHMA KaHana. B aTom npoTokone gna nepesayn nHpopmaummn o
COCTOAHUM KaHana MeXay HenocpencTBEHHO MNOAKAOYEHHBIMU YCTPOMCTBaMU
Ethernet ncnonb3ytotca 610KM gaHHbIX npoTokona OAM (OAMPDU). O6a ycTpoi-

802.3ah) CTBa A0/IKHbI Nogaep*mnsaTb cTaHgapT IEEE 802.3ah.

Mpotokon peructpauunm GARP VLAN obecneumBaeT guHamuuyeckoe pobasne-
Moddepxcka GVRP Hue/ypanenve rpynn VLAN Ha noptax KommyTtaTopa. Ecnv BKAoYeH NpoTokon
(GARP VLAN) GVRP, kommyTaTOp onpegenseT, a 3aTeM pacnpocTpaHAeT AaHHble O NPUHAANexX-

HocTu K VLAN Ha Bce nopTbl, ABNAIOLMECS YACTbiO aKTUBHOM TOMOOTUN.

Moddepxka VLAN Ha
6asze nopmos
(Port-Based VLAN)

Pacnpepenenne no rpynnam VLAN BbInOAHAETCA MO BXoAAWwMM noptam. [JaHHoe
pelleHne No3BoAET UCNOAb30BATb Ha KaXXA0M MOpPTy TONbKO oaHy rpynny VLAN.
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Mooddeprcka 802.1Q

IEEE 802.1Q — OTKPbITbIN CTaHAAPT, KOTOPbIA ONUCbIBAET npoLenypy Ternposa-
HUA TpadMKa Ana nepegaym MHGopmaumm o npuHagnexHoctn K VLAN. MNossonser
ncnonb3oBaTb Heckonbko rpynn VLAN Ha ogHom nopTy.

Ob6veduHeHuUe KaHa108 ¢
ucnonv3oeaHuem LACP

MpoToKkon LACP obecneynBaeTt aBTomaTuyeckoe obbeANHEHNE OTAE/bHbIX CBA3EN
MeXay ABYMSA YCTPOMCTBaMM (KOMMYTaTOP—KOMMYTaTOp WAM KOMMYyTaTop—
cepBep) B eAMHbIN KaHan nepeaayn AaHHbIX.

B NnpoTOKONE NOCTOAHHO ONpeaenseTcs BO3MOXKHOCTb 06beAMHEHNA KaHAO0B, U B
C/ly4ae OTKasa CoefMHEeHUs, BXOAALWEro B 06beANHEHHbIV KaHan, ero TpaduK as-
TOMATUYECKM NepepacnpesenseTca Nno He OTKasaBWMM KOMMOHEeHTam obbeau-
HEHHOro KaHana.

Co3daHue epynn LAG

B ycTpoicTBax nopaep:kusaetca GpyHKLUMA CO34aHUA rpynn KaHanos. Arperauus
KaHanos (Link aggregation, trunking) nnn IEEE 802.3ad — TexHonorus obveauHe-
HUA HECKO/IbKMX GU3NYECKMX KaHaNOB B OAMH JIOFMYECKMI. ITO CNocobCTBYET He
TO/IbKO YBENNYEHUIO NPOMYCKHOM CMOCOBHOCTN MArMcTpanbHbIX KaHa/ 0B KOMMY-
TaTOP—KOMMYTaTOP M/IM1 KOMMYTaTOp—CepBep, HO U MOBbILWEHNIO UX HAaZEKHO-
CTW. BO3MOXHbI TpU TMNa 6anaHCMPOBKM — Ha ocHOBaHWN MAC-afpecoB, Ha OCHO-
BaHUM IP-agpecos U Ha ocHOBaHUM NopTa (socket) HasHayeHus.

lpynna LAG cocTouT M3 MOPTOB C OAMHAKOBOM CKOPOCTbIO, paboTarowmx B Ayn-
JNIEKCHOM peXxume.

Mooddepxcka Auto Voice
VLAN

MpepoctaBnaeT BOIMOXKHOCTb MAEHTUPULMPOBATL ros10cOBOM TpadMK Ha OCHOBA-
Hum OUI (Organizationally Unique Identifier — nepsble 24 6uta MAC-agpeca). Ecam
B8 MAC-Tabanue KommyTaTtopa npucytcteyeT MAC-agpec ¢ OUl ronocoBoro wito3a
unn e IP-TenedoHa, To AaHHbIM NOPT aBTOMATMYECKM AobasnseTtcs B voice vlan
(naeHTMduMKauma no npotokony SIP nnum ke no MAC-agpecy nonyyatens He noa-
AeprkmBaetca).

Selective Q-in-Q

Mo3BonseT HazHayaTb BHewHMin VLAN SPVLAN (Service Provider's VLAN) Ha ocHo-
BE& CKOHOMIYpUPOBAHHbLIX NpaBun GUAbTPALMKU MO HOMepamM BHyTpeHHux VLAN
(Customer VLAN). MpumeHeHune Selective Q-in-Q no3sonseT pa3obpatb Tpadwmk
aboHeHTa Ha HeckonbKo VLAN, nameHntb meTky SPVLAN y nakeTa B OTAENbHOM
y4acTke ceTu.

2.2.4 ®yHKyuu mpemoe2o ypoeHa cemesoii modenu OSI|

B Tabnmue 4 npuseaeHbl GyHKUMK TpeTbero ypoBHsA (yposeHb 3 OSI).

Tabnunua 4 — OnncaHme GyHKUNIN TpeTbero ypoBHa (Layer 3)

Kauenmei BootP u
DHCP

(Dynamic Host
Configuration Protocol)

YcTpoicTBa  Cnoco6Hbl

BootP/DHCP.

aBTOMaTMyeckn noay4vatb IP-agpec no nNpoToOKoAny

CmamuyecKue IP-
mapuwpymeol

AOMUHUCTPATOP KOMMYyTaTOPa MMEeT BO3MOXKHOCTb 406aBAATb M YAANATb CTaThYe-
CKMe 3anucu B Tabnuy mapipyTMsaumuu.

lTpomokon ARP
(Address Resolution
Protocol)

ARP — npoTtoKon conocTtaBneHua IP-agpeca n ¢umsmyeckoro agpeca ycrpoicrea. Co-
OTBETCTBME YCTaHAaBAMBAETCA Ha OCHOBE aHa/M3a OTBeTa OT y3/a ceTu, agpec y3na
3anpalunBaeTca B LUMPOKOBeELLATeIbHOM MaKeTe.

lpomokon RIP
(Routing Information
Protocol)

MPOTOKON ANHAMMUYECKOW MapLLPYTU3aLLMM, KOTOPbIM NO3BOAAET MapLLPyTM3aTopam
06HOBAATL MapPLIPYTHYIO MHOOPMALMIO, NOYyYan ee OT COCeAHUX MapLpyTM3aTo-
poB. B 3a4a4M NpoTOKONa BXOAUT OnpeaesieHne oNnTMMaabHOro MapLipyTa Ha OCHO-
BAHUM JaHHbIX O KONNMYECTBE NPOMEKYTOUHbIX Y3/10B.

®yHkyusa IGMP Proxy

IGMP Proxy - GyHKUMA YNPOLLEHHON MapLpyTM3aLMM MHOTOaAPECHbIX AAaHHbIX Me-
KAy cetamu. [na ynpasneHmMa maplpyTtusaumnein ncnonb3yertcs npotokon IGMP.
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Mpomokon OSPF

MPOTOKOA AMHAMMYECKOM MapLUpyTM3aLMM, OCHOBAHHbIN Ha TEXHONOMMWU OTCNEKMU-
BaHMA cocToaHUA KaHana (link-state technology) n ucnonb3ylowmii Ans HaxoKAeHus
KpaTyanwero nytv Anroputm [Jenkctpol. MpoTtokon OSPF pacnpoctpaHaeT nHboOp-
MaUMIo O JOCTYMHbIX MapLUpyTax MeXay MapLpyTu3atopamyv oAHOW aBTOHOMHOWM
cUCTEMBI.

lpomokon VRRP

MNMpotokon VRRP npegHasHayeH onA pe3epBUPOBAHMA MapLLPYTU3aTOPOB, BbIMOJI-
HAIOLWMX POSb LWAKD3a MO YMONYaHWI0. ITO AocTuraetca nyTém obbeauHeHua IP-
WHTepdEencoB rpynnbl MapLpyTM3aTOpOB B OAMH BUPTYaNbHbIM, KOTOpbI byaer
MCNONb30BATLCA KaK W03 NO YMONYAHUIO AN KOMMbIOTEPOB B CETU.

lpomokon PIM

PIM-npoToKOn MHOroagpecHo mapuwpytusaumm ana |P-ceTeld, co3gaHHbIM Ans
peweHua npobaem rpynnoBoit maplipytusaumm. PIM 6asmpyeTca Ha TPaaAnUMOHHbIX
MapLpYyTHbIX NpoToKosax (Hanpumep, Border Gateway Protocol), Bmecto Toro,
4yTOObl CO34aBaTb COGCTBEHHYK ceTeByto Tonosiormto. PIM umcnonb3yet unicast-
Tabnuuy Mmapwpytusauum ana nposepkn RPF. 3Ta npoBepka BbliNosHAETCA
MapLipyTusaTopamu, 4tobbl ybegmTbcs, 4TO nepegayvya MHoroagpecHoro Tpaduka
BbINOJIHAETCA No Nyt 6e3 netesnsb.

2.2.5 ®yHkyuu QoS

B Tabnnue 5 npuBeaeHbl oCHOBHble GyHKUMM KavecTBa obcnyKmnaHus (Quality of Service).

Tabanua 5 — OcHoBHble PYHKLMM KayecTBa 06CNyKMBAHMA

MododepixKa
npuopumemHbix
ouepedeli

YCTPOCTBO NoaAepKnBaeT npuopmTesaumio ncxogawero Tpaduka no oyepeaam Ha
Kaxkgom nopTy. PacnpegeneHve nakeToB No O4Yepeasm MOMKET MPOU3BOAUTLCA B
pesysibTaTe KnaccuduKaLumm NaKeToB Mo PasNYHbLIM MOMAM B 3aro/I0OBKax NakeTos.

Mododepxka Knacca
obcnyrusaHusa 802.1p

CraHgapT 802.1p cneunduumpyeT meToa yKasaHUsa NpMopuTeTa Kagpa M anroputm
MCMNO/Ib30BaHMA NPUOpPUTETA B LEeNIAX CBOEBPEMEHHOW A0CTaBKU YyBCTBUTENBHOIO K
BPEeMEHHbIM 3aepKKam Tpaduka. CtaHaapT 802.1p onpenenset BOCEMb YPOBHEM
npuoputeTos. KommyTaTopbl MOryT MCNO/Nb30BaTb 3HayeHwe npuoputeTa 802.1p
ONA pacnpefeneHnsa Kagpos No NPUOPUTETHLIM oYepeaam.

2.2.6 ®yHKyuu obecneyeHusa 6ezonacHocmu

Tabanuya 6 — PyHKUMKM obecneyeHma 6e3onacHOCTU

DHCP snooping

PyHKLMA KOMMYTaTOpa, NPeAHa3HaYeHHaA AnA 3aluMTbl OT aTak C UCNO/Ib30BAHUEM
npotokona DHCP. Ob6ecneunBaet ¢punbrpaunto DHCP-coobLieHMiA, NocTynuBLINX C
HeHafeXHbIX MOPTOB MyTEM MOCTPOEHUA U NOAAEPKaHWUA 6asbl AAHHbBIX NPUBA3KU
DHCP (DHCP snooping binding database). DHCP snooping BbinoaHseT AencTsua
6paHAMay3pa MexKay HeHaAeKHbIMWU NopTamn n cepsepamm DHCP.

Onyusa 82 npomokKona
DHCP

Onuwms, KoTopas nossonsieT npouHoopmuposatb DHCP-cepBep o Tom, C KaKkoro
DHCP-peTpaHcaaTopa 1 Yepes Kakoi NopT npuLien 3anpoc.

Mo ymoi4aHMIO KOMMYTaTOp, MCNo/b3yroLWwmin dyHKUMo DHCP snooping, obHapyKu-
BaeT u otbpacbiBaeT Aobon DHCP-3anpoc coaep:kalmii onumio 82, KOTOPbIM OH
noslyunn yepes HeHaaéxHbil (untrusted) nopr.

UDP relay MepeHanpasneHne WwWnpokoselLaTesibHoro UDP-TpaduKa Ha yKasaHHbIW IP-agpec
DHCP-cepBep ocyuiecTBaseT LeHTpaAn30oBaHHOE yrnpaB/ieHWe CeTeBbIMU apecamu

®yHkyuu DHCP- peep ocyu, LeHTp ynp ap

cepsepa M COOTBETCTBYHOLLMMMN KOHOUTYPALMOHHBIMKU MapaMeTpamu, aBTOMATUYECKU npe-

AO0CTaB/IAA UX KINEHTaM.
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IP Source address guard

PyHKLMA KOMMYTaTOPa, KOTopaa orpaHuumsaeT IP-Tpaduk, PuabTpya ero Ha ocHo-
BaHUM Tabaumubl cooTBeTCTBUI 6a3bl AaHHbIX NpmesAskM DHCP — DHCP snooping u
CTAaTUYECKM CKOHOUTYPUPOBaHHBbIX IP-aapecos. PyHKUMA Ucnonb3yeTca Ana 60pbobl
c noameHoli IP-agpecos.

Dynamic ARP
Inspection (Protection)

DyHKLMA KOMMYTATOpa, NpeAHa3HavYeHHaa A1A 3alWmMTbl OT aTak C UCMOJIb30BaHMEM
npotoKkosa ARP. CooblLueHMe, KOTOPOe NOCTYMAeT C HEHAAEXKHOIO NopTa, NoaBepra-
eTca nposepKke — cooTteeTcTByeT Aun IP-agpec B Tene npuHatoro ARP-naketa IP-
agpecy oTnpasutens.

Ecnv agpeca He coBnazatoT, TO KOMMYTaTOp OTBpacbiBaeT NakerT.

L2 - 13 —-L4 ACL (Access
Control List)

Ha ocHose nHdpopmauumn, coaepKallenca B 3arosoBkax yposHen 2, 3 u 4, y agmu-
HUCTPATOPA eCTb BO3MOXKHOCTb HacTpouTb A0 1024 npasu/, COrnacHO KOTOPbIM Ma-
KeT 6ypet obpaboTaH, AmMbo oTHpPOLLEH.

Time-Based ACL

Mo3B0/1AET CKOHUTYPUPOBATL BPEMEHHbIE PAMKM, B TEYEHME KOTOPbIX AaHHbIA ACL
6yneT AeicTBoBaTh.

nodéauHHOCMU HA
ocHose nopma (802.1x)

lMooddeprcka OcHoBHaa ¢yHKUMA GJOKMPOBKM — MOBbICMTb 6€30MacHOCTb CeTW, MpeaocTaBaAs
3a6/10KUPOBAHHbIX AOCTyNn K MOPTYy KOMMyTaTopa TO/IbKO A/1s yCTpoicTe nmerowmx MAC-agpeca, 3a-
nopmos KpenneHHble 33 3TUM NOPTOM.

lIposepka Mposepka noanmHHocTy IEEE 802.1x npeacraBnseT coboit MexaHU3m KOHTPOAA A0C-

Tyna K pecypcam 4yepes BHelWHWi cepsep. Mpowealine npoBepKy NOAJIMHHOCTM
NoAb30BaTeAN NOAYYAIOT AOCTYN K pecypcam BbiGpaHHOM ceTu.

2.2.7 ®yHKYyuU ynpasaeHuUa KOMmMymamopom

Tabnunua 7 — OcHoBHble GYHKUMUN yNpaBAEHUA KOMMYTAaTOPaMn

3azpy3Ka u ebi2py3Ka
¢aiina Hacmpoliku

MapameTpbl YyCTPOWUCTB COXPaHAOTCA B Qaliie HAaCTPOIMKN, KOTOPbIA COAEPKUT AaH-
Hble KOHOUTYpaLWUK KaK BCE CUCTEMbI B LLe/IOM, TaK U OnpeaeNeHHOoro nopTta ycr-
poticTsa.

Mpomokon TFTP (Trivial
File Transfer Protocol)

MpoTokon TFTP ucnonb3yeTtca gna onepaumn 3anncu m yteHua ¢ainos. MNMpoToKon
OCHOBaH Ha TpaHCMOpPTHOM npoTokoae UDP.

YcTpoicTBa NOAAepKMBAOT 3arpysky M nepegady no AaHHOMY NPOToKoay ¢alinos
HACTPOMKM M 06pa3oB NporpammHoro obecneyeHums.

MpoTokon SCP ucnonb3yeTtca Aaa onepauuit 3anncu m yteHus ¢daiinos. MpoTokon

KOMAHOHOU cmpoKu
(cLi)

Mpomokon SCP (Secure | ocHosaH Ha ceTeBOM NpoToKose SSH.
Copy) YCcTpoiicTBa NOALEPKMBAIOT 3arpysky M nepegady no AaHHOMY NpPoTokoay ¢alinos
HACTPOWMKM M 06pa3oB NporpammHoro obecneyeHums.
YaaneHHbih MoHUTOPUHT (RMON) — cpecTBO MOHUTOPUHIA KOMMbIOTEPHbIX CEeTeN,
o acwupeHne SNMP. CoBMecTMMble YCTPOMCTBa NO3BOAIOT COBUPATL AMArHocTUYe-
YoanenHoii EK e ZHHbIe C NOMOLLbIO C aHu,mm\:/ gae eHua ceTbto. RMON pa oAc aH4apTHasA
ve 4 nom T npasaeHu TblO. — 3TO CTaHAapT
MoHumopuHz (RMON) .
6asa MIB, B KOTOpol onpeaeneHbl TeKywas W nNpeablaylian CTaTUCTUKA YPOBHA
MAC 1 06BbeKTbI ynpaBaeHuA, NPefoCTaBAAOWME AaHHbIE B Pea/IbHOM BPEMEHM.
Mpotokon SNMP ucnosb3yeTca 4158 MOHUTOPUHIA U YNPaBAEHUS CETEBLIM YCTPOW-
lpomokon SNMP CcTBOM. [ns ynpaBAeHMA AOCTYNOM K CUCTEME ONpeaenseTca CNUCOK 3anucen co-
06LLecTBa, KaxKaan U3 KOTOPbIX COAEPKUT NPUBUNETUU JOCTYNA.
YnpaBneHne kommytatopamu nocpeactsom CLI ocyuiecTBafeTcs noKaabHO Yepes
Uumepdpeiic nocsegoBaTenbHbi NopT RS-232, nnbo yaaneHHo 4yepes telnet, ssh. UHTepdelic

KOMaHAHOW CTPOKK KoHconu (CLI) ABNAeTcA NpOMbIWAEHHbIM cTaHgapTom. UHTep-
npetatop CLI npeaocTaBAsfeT CNMCOK KOMaHA W K/oYeBbIX C/10B A4/1A MOMOLLM NOAb-
30BaTe/N0 M COKPaLLEHMIO 06bema BBOAMMbIX AaHHbIX.

Syslog

Syslog — npoToKos, obecneymBatowWwmii nepeaadyy coobWEHNN O NPOUCXOAALLNX B
cucTeme cobbITUAX, a TaKKe yBeAOMIeHUI 06 oWwmnbKax yaaneHHbIM cepBepam.

Ethernet-kommymamopel cepuli MES53xx, MES33xx, MES35xx, MIES23xx

15



DHELTEX

SNTP MpoTtokon SNTP — NpOTOKON CUHXPOHWU3ALUN BPEMEHMN CETU, rapaHTUPYyeT TOYHOCTb
(Simple Network Time CUHXPOHM3aLMM BPEMEHW CETEBOIO YCTPOMCTBA C CEPBEPOM 40 MUNIUCEKYHADI.
Protocol)

Traceroute — cny»kebHas GyHKUMA, NpeaHa3HAYeHHana ANA onpefesieHns mapLupy-
Traceroute y dyHKL, pen, A pen, pwpy

TOB Nepeaayun AaHHbIX B IP-ceTax.
YnpaeneHue A .

MWHUCTPATOP MOXKET Onpeae/ivTb YPOBHU MPUBUAEIMA AOCTYNa A/A NO/b30Ba-

KOHmMpoaupyembsim A . P . P PEA yp P Aocty p,u

Tenen yCTpomcTBa M XapaKTEPUCTUKM AR KaXKL0ro YPOBHA NPUBUAETUIA (TONbKO aNn
docmynom — ypoeHu N

. yTeHusa — 1 ypoBeHb, NOMHbIN AocTyn — 15 ypoBeHb).

npuesusneauu

KommyTaTop crnocobeH ycTaHaB/AMBaTb 3anpeT AOCTYNa K KaKaomy uHTepodeicy
Brokupoexa ynpasnenus (SNMP, CLI). 3anpeT moKeT 6biTb YCTAaHOBNEH OTAENbHO ANA KaXKA0ro
unmepdeiica TMMa gocTyna:

P Telnet (CLI over Telnet Session)

ynpaenenus Secure Shell (CLI over SSH)

SNMP
JlokanbHasn [na nokanbHOM ayTeHTUOMKAUMKN NOAAEPKMBALTCA XpPaHEHMe Naposei B base AaH-
aymeHmudgukayus HbIX KOMMYTaTOpa.

dunempayus IP-

Joctyn no SNMP paspewaetca ana onpegeneHHbix |P-agpecos, AsnaloWwWmxca yne-

adpecos 013 SNMP Hamu SNMP-coobecTsa.
MpoTtokon RADIUS ucnonb3yetca ana ayteHTMdUKaumm, aBTopusaumnm u yyeta. Cep-
Bep RADIUS ucnonbsyet 6a3y AaHHbIX NOAb30BaTeNEN, KOTOPAsA COAEPKUT AaHHbIe
Knauenm RADIUS
NPOBEPKN MNOAJIMHHOCTM ANA KaX[oro nosb3osatend. KommyTaTtopbl copepkat
KNMEHTCKYI0 YacTb npoTokona RADIUS.
TACACS+ YCTpPOMNCTBO NpeaocTaBnAeT Noanep KKy NPOBEPKM NOAJIMHHOCTU KNIMEHTOB nNocpes-
(Terminal Access cTBom npoTokosa TACACS+. MpoTtokon TACACS+ obecneunBaeT LLeHTPaNIN30BaHHYO
Controller Access cuctemy 6e30MacHOCTM A1 NPOBEPKU MO/b30BaTe1el, NOAYYAOWMX AOCTYN K YCT-
POWCTBY, @ TaK¥Ke LeHTPa/IM30BaHHYI0 CUCTEMY YyNpaBaeHUA Npu cobalofeHun co-
Control System)
smectumoctn ¢ RADIUS u gpyrumun npoueccamn NpoBepKU NOAAUHHOCTU.
Cepeep SSH dyHKumA cepBepa SSH nossonset KaneHTy SSH ycTaHOBWUTb C YCTPOMCTBOM 3aLiu-
peep LieHHOe coefMHeHne aNA ynpaBaeHUsa UM.
Moddepka [daHHaa dyHKUMA NpefocTaBAAeT BO3MOMXKHOCTb CO34aBaTb MAaKPOKOMaHAbl, npesa-
MAKPOKOMGHD cTaBnsowWwme cobolt Habop KOMaHA, M NPUMEHATb UX A1 KOHOUTYPALUM YCTPOMNCT-

Ba.

2.2.8 /[lonosnHumesnbHble hyHKYUU

B Tabnmue 8 npueeaeHbl 4ONOAHUTENbHbIE QYHKLMMW YCTPONCTBA.

Tabanua 8 — lononHUTeNbHble GYHKLUN YCTPOUCTBA

BupmyansHoe
mecmupoeaHue Kabens
(vcrT)

CeTeBble KOMMYTaTOpbl MMeIOT B CBOEM COCTaBe MPOrpammHble M annapaTtHble
cpeacTBa, NO3BONAOLWME BbINONHATL GYHKLMU BUPTYaNbHOTO TecTepa Kabensa — VCT.
TecTep NO3BONSET ONPEAENNTb COCTOSHME MeAHOro Kabens cBA3u.

JuazHocmuka
onmuy4yecKoz20
mpaHcusepa

YCTPOCTBO MO3BOASET TECTUMPOBATb OMNTUYECKMIA TpaHcueep. Mpu TecTUpoBaHUK
OTC/IE}KMBAIOTCA TaKMe NnapameTpbl, Kak TOK M HanpsyKeHWe nuTaHusA, Temneparypa
TpaHcueepa. [na peanunsaummn Tpebyerca noaaepikka asTux GyHKUMIA B TpaHCUBepe.

Green Ethernet

[aHHbI MexaHM3M NO3BOJIAET KOMMYTATOPY CHU3UTb SHepronotTpebneHve 3a cyet
OTK/IIOYEHWNA HEAKTUBHbIX 3/IEKTPUYECKMX MOPTOB.
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2.3 OCHOBHble TEXHUYECKME XapaKTEPUCTUKHU

OCHOBHble TeXHU4YecKume napamMeTpbl KOMMYTAaTOpPOB NpueeaeHbl B Ta6/w1u,e 9.

Ta6IIVILI,a 9 — OCHOBHble TEXHUYECKME XapaKTepucTtnkm

O6wue napameTpbl

MES5324 Marvell 98CX8129-A1 (Hooper)

MES3324

MES3316F

MES3308F

MES3324F Marvell 98DX3336-A1 (PonCat3)

MES3348

MES3348F

MES3508P Marvell 98DX3333A1-BTD41000 (PonCat3 Industrial)

MES2324

MaKeTHbI Npoueccop MES23248B

MES2324F

MES2324FB Marvell 98DX3236-A1 (AlleyCat3)

MES2324P

MES2348B

MES2348P

MES2308

MES2308P Marvell 98DX3233

MES2308R

MES2326 Marvell 98DX3235
1x10/100/1000BASE-T (OOB)

MES5324 1x10/100/1000BASE-T (Management)
24x10GBASE-R (SFP+)/1000BASE-X (SFP)
4x40GBASE-SR4/LR4 (QSFP)
1x10/100/1000BASE-T (OOB)
20x1000BASE-X/100BASE-FX (SFP)

MES3324F 4x10GBASE-R (SFP+)/1000BASE-X (SFP)
4x10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo
1x10/100/1000BASE-T (OOB)
20x10/100/1000BASE-T

MES3324 4x10GBASE-R (SFP+)/1000BASE-X (SFP)
4x10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo

MrTepdeicel 1x10/100/1000BASE-T (OOB)
12x1000BASE-X/100BASE-FX (SFP)

MES3316F 4x10GBASE-R (SFP+)/1000BASE-X (SFP)
4x10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo
1x10/100/1000BASE-T (OOB)
4x1000BASE-X/100BASE-FX (SFP)

MES3308F 4x10GBASE-R (SFP+)/1000BASE-X (SFP)
4x10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo

MES2324 24x10/100/1000BASE-T (RJ-45)

MES2324B 4x10GBASE-R (SFP+)/1000BASE-X (SFP)
24x10/100/1000BASE-T (RJ-45) PoE/PoE+

MES2324P 4x10GBASE-R (SFP+)/1000BASE-X (SFP)
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20x1000BASE-X/100BASE-FX (SFP)

m:;iij? 4x10GBASE-R (SFP+)/1000BASE-X (SFP)
4x10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo
24x10/100/1000BASE-T (RJ-45)
MES2326 2x1000BASE-X (SFP)
2x10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo
MES2348B 48x10/100/1000BASE-T (RJ-45)
MES3348 4x10GBASE-R (SFP+)/1000BASE-X (SFP)
MES2348P 48x10/100/1000BASE-T (PoE+)
4x10GBASE-R (SFP+)/1000BASE-X (SFP)
48x1000BASE-X/100BASE-FX (SFP)
MES3348F 4x10GBASE-R (SFP+)/1000BASE-X (SFP)
10x10/100/1000BASE-T (RJ-45)
MES2308 2x1000BASE-X (SFP)
8x10/100/1000BASE-T (PoE/PoE+)
MES2308P 2x10/100/1000BASE-T (RJ-45)
2x1000BASE-X (SFP)
MES2308R 8x10/100/1000BASE-T (PoE/POE+, RJ-45)
MES3508P 2x10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo
MES5324 800 Iéut/c
MES3324
MES3324F
MES2324
MES2324P 128 rémt/c
MES2324B
MES2324FB
MES2324F
MES2348B
[MponyckHaAn MES2348P 176 F6ut/c
cnocobHocTb MES3348
MES3348F
MES3316F 112 réur/c
MES3308F 96 Iéut/c
MES2326 56 Iéut/c
MES2308R
MES3508P 20 T6u/c
MES2308
MES2308P 24 Towr/c
MES5324 512,8 MPPS
MES3324
MES3324F 95 MPPS
Mpoun3BoANTENbHOCTb
Ha nakeTax gavMHon 64 MES2324
6aiiTa MES2324B
MES2324FB 92,1 MPPS
MES2324F
MES2324P 93,1 MPPS

Ethernet-kommymamopel cepuli MES53xx, MES33xx, MES35xx, MES23xx
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MES2348B
MES2348P
MES3348

MES3348F

130,9 MPPS

MES2308R

14,7 MPPS

MES3508P

14 MPPS

MES2308
MES2308P

17,7 MPPS

MES3316F

83 MPPS

MES3308F

71 MPPS

MES2326

41,4 MPPS

O6bem bydepHon
NamaTu

MES5324

32 Méut

MES3324F
MES3324
MES3316F
MES3308F
MES2324
MES2324P
MES23248B
MES2324FB
MES2324F
MES2308
MES2308R
MES2308P
MES3508P

12 Méut

MES2348B
MES2348P
MES3348
MES3348F
MES2326

24 Méut

O6bem O3Y (DDR3)

MES5324

4 T6anT

MES3324F
MES3324
MES3316F
MES3308F
MES2324
MES2324P
MES23248B
MES2324FB
MES2324F
MES2348B
MES2348P
MES3348
MES3348F
MES2308
MES2308R
MES2308P
MES2326
MES3508P

512 M6anT

O6bvem N3Y (RAW

MES5324

2 I6ant

Ethernet-kommymamopel cepuli MES53xx, MES33xx, MES35xx, MIES23xx
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NAND)

MES3324F
MES3324
MES3316F
MES3308F
MES2324
MES2324P
MES2324B
MES2324FB
MES2324F
MES2348B
MES2348P
MES3348
MES3348F
MES2308
MES2308R
MES2308P
MES2326
MES3508P

512 M6ait

MES5324

64K

MES3324F
MES3324
MES3316F
MES3308F
MES2324
MES2324P
MES23248B
MES2324FB

Tabnuua MAC-agpecoB | \ES2324F

MES2348B
MES2348P
MES3348
MES3348F
MES2308
MES2308R
MES2308P
MES2326
MES3508P

16K

O6bem TCAM

(konnuecTBo npaBun

ACL)

MES5324

2K

MES3324F
MES3324

MES3316F
MES3308F
MES3348

MES3348F
MES3508P

3K

MES2324
MES2324P
MES2324B
MES2324FB
MES2324F
MES2348B
MES2348P
MES2326
MES2308
MES2308R
MES2308P

1K

Ethernet-kommymamopel cepuli MES53xx, MES33xx, MES35xx, MES23xx
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Konnyectso
mapuwpyTos L3 Unicast

MES5324

8K

MES3324F
MES3324

MES3316F
MES3308F
MES3348

MES3348F
MES3508P

13K

MES2324
MES2324P
MES2324B
MES2348B
MES2348P
MES2324FB
MES2324F
MES2326
MES2308
MES2308R
MES2308P

1K

Konnuectso ARP-
3anucen

MES5324

8K

MES3324F
MES3324

MES3316F
MES3308F
MES3348

MES3348F
MES3508P

4K

MES2324
MES2324P
MES23248B
MES2324FB
MES2324F
MES2348B
MES2348P
MES2326
MES2308
MES2308R
MES2308P

1K

Konnyectso rpynn L2
Multicast (IGMP
snooping)

MES5324
MES3324F
MES3324
MES3316F
MES3308F
MES3348
MES3348F
MES3508P

4K

Ethernet-kommymamopel cepuli MES53xx, MES33xx, MES35xx, MIES23xx
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MES2348B
MES2348P
MES2324P
MES2324
MES2324B
MES2324FB
MES2324F
MES2326
MES2308
MES2308R
MES2308P

2K

Konnuyectso
mapuwpyTos L3
Multicast (IGMP Proxy,
PIM)

MES5324
MES2324P
MES3324F
MES3324
MES3316F
MES3308F
MES2348B
MES2348P
MES3348
MES3348F
MES2324
MES2324P
MES2324B
MES2324FB
MES2324F
MES2308
MES2308R
MES2308P
MES3508P

4K

CKopoCTb Nepeaaun
OaHHbIX

MES5324

OnTuyeckune uHtepdeiicol 1/10/40 réut/c
nekTpuyeckune nHtepdeiicol 10/100/1000 M6éuT/c

MES3324F
MES3324
MES3316F
MES3308F
MES2324
MES2324P
MES2348B
MES2348P
MES3348
MES3348F
MES2324B
MES2324FB
MES2324F

OnTuyeckme nHtepdeiicol 1/10 réur/c
dneKkTpuyeckue nHtepdeiicsl 10/100/1000 Méut/c

MES2326
MES2308
MES2308R
MES2308P
MES3508P

OnTnyeckune uHTepdeiicol 1 rémt/c
dneKTpuyeckue nHtepdericsl 10/100/1000 MbuT/c

Konunyectso npasun
SQinQ

MES5324

1375 (ingress)/75 (egress)

Ethernet-kommymamopel cepuli MES53xx, MES33xx, MES35xx, MES23xx
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MES3324F
MES3324

MES3316F
MES3308F
MES3348

MES3348F
MES3508P

1320 (ingress)/72 (egress)

MES2324
MES2324pP
MES2348B
MES2348P
MES2324B
MES2324FB
MES2326
MES2324F
MES2308
MES2308R
MES2308P

360 (ingress)/72 (egress)

MES5324

64

MES3324F
MES3324
MES3316F
MES3308F
MES3348
MES3348F

MES3508P
MakcrumansHoe MES2324

Konmnyectso ECMP- MES2324P

MapLipyTos MES2348B
MES2348P
MES23248B
MES2324FB
MES2326
MES2324F
MES2308
MES2308R
MES2308P

Noppepxka VLAN

cornacHo 802.1Q ao 4K aktnsHbix VLAN

KayecTBo 06cnyxmBaHMA QoS

npuoputesauma Tpaduka, 8 ypoBHel

8 BbIXO4HbIX OYepeaei ¢ pasHbIMM NPUOPUTETAMU O/1A KaXK40ro nopra

Konunyectso VRRP-mapwpyTnsaTopos 255
Konnuectso L3 nHtepdelicos 2048
Konunyectso BupTyanbHbix Loopback- 64

nHTepdencos

Arperaumsa KaHanos (LAG)

16 rpynn, o 8 NOPTOB B KaxKA0M

Konnuyectso aksemnaapos MSTP

64

CeepxanvHHble Kagpbl (jumbo frames)

MaKCUMa/bHbIN pasmep naketos 10K

CreknpoBaHue

0o 8 yctpoiicTts

Ethernet-kommymamopel cepuli MES53xx, MES33xx, MES35xx, MIES23xx
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CooTBeTCTBME CTaHAAPTaM

IEEE 802.3 10BASE-T Ethernet

IEEE 802.3u 100BASE-T Fast Ethernet

IEEE 802.3ab 1000BASE-T Gigabit Ethernet

IEEE 802.3z Fiber Gigabit Ethernet

IEEE 802.3x Full Duplex, Flow Control

IEEE 802.3ad Link Aggregation (LACP)

IEEE 802.1p Traffic Class

IEEE 802.1q VLAN

IEEE 802.1v

IEEE 802.3 ac

IEEE 802.1d Spanning Tree Protocol (STP)

IEEE 802.1w Rapid Spanning Tree Protocol (RSTP)
IEEE 802.1s Multiple Spanning Tree Protocol (MSTP)
IEEE 802.1x Authentication

IEEE 802.3af PoE, IEEE 802.3at PoE+ (Tonbko MES2308P 1 MES3508P)

YnpasneHue

NokanbHoe ynpasnexHve

Console

YpaneHHoe ynpasneHune

SNMP, Telnet, SSH, WEB

dur3nyecKkne XxapaKTePUCTUKMU U YCIOBUA OKpPYIKaloLen cpeabl

MCTOYHMKM NUTaHKA

MES5324 CeTb NepemMeHHOoro Toka: 220B+-20%, 50 'y,
MES3324F .36.72B
MES3348 CeTb NOCTOAHHOrO T.OKa. .
MES3348F BapMaHTbl NUTaHUA:
MES3324 - O4MH UCTOYHMK NUTAHWA NOCTOSHHOIO MW NEPEMEHHOrO TOKa;
MES3316F - ABa UCTOYHMKA nmvTava NOCTOAHHOIO WM NEePEeMEHHOr0 TOKa, C BO3-
MES3308F MOXHOCTbIO ropaYel 3ameHbl.
MES2324
MES2324P
MES2326
MES2308 CceTb NepemMeHHOoro Toka: 220B+20%, 50 'y,
MES2308R
MES2308P AC
MES2348P
MES3508P CeTb NOCTOAHHOIO TOKa: 45-57B
CceTb NepemMeHHOoro Toka: 220B+20%, 50 'y,
N CBMHL,0BO-KMCNOTHbIN aKKyMynATop.
XapaKTepUCTMKKU 3apALHOro YCTPOMCTBA:
- TOK 3apsga:
MES23248 2,7+0.2A - MES2324FB n MES2348B;
MES2324FB 1.6+0.1A - MES2324B.
MES2348B

- HanpsXeHue cpabaTbiBaHUs pacuenutens Harpyskm — 10-10,5B;
- MOPOroBoOe HanpAXeHne MHAMKaUUKM HU3Koro 3apaga — 11B
/ CeueHue npoBoaa ana nogknouveHmna AKb, He meHee 1,5mMmm

MES2324F DC
MES2308P DC

Emkoctb AKB, He meHee 20Ah (Hanpumep GP12200).
CeTb NOCTOAHHOrO TOKa: 48B

MES5324 He 6onee 85 BT
MoTpe6asemas MES3324F He 6onee 45 Bt
MOLUHOCTb MES2324

MES2326 He 6onee 25 BT

MES3308F

Ethernet-kommymamopel cepuli MES53xx, MES33xx, MES35xx, MES23xx

24




HELTEX

MES3324
MES3316F He 6onee 35 BT
MES2324F
MES2324B He 6onee 50 BT
MES2324FB He 6onee 85 BT
MES3348 He 6onee 45 Bt
MES3348F He 6onee 55 BT
MES2348B He 6onee 45 BT/ He 6osee 85 BT (c ydeTom 3apaga 6atapen)
MES2348P He 6onee 1600 BT
MES2308 He 6onee 20 BT
MES2308R He 6onee 15 BT
MES2308P He 6onee 270 BT
MES2324P He 6onee 410 Bt
MES3508P He 6onee 255 Bt
MES5324 430 x 298 x 44mm
MES3324F 430 x 275 x 44 mm
MES2324
MES2324B 430 x 158 x 44 mm
MES2324P 440 x 203 x 44 mm
MES2324FB
MES2324F 430 x 243 x 44 mm
MES3324
MES3316F 430 x 275 x 44 mm
MES3308F

FabapuTHble pasmepbl
MES2348B 440 x 280 x 44 mm
MES3348
MES3348F 440 x 316 x 44 mm
MES2348P 430 x 490 x 44 mm
MES2326 440 x 158 x 44 mm
MES2308
MES2308R 310 x 158 x 44 mm
MES2308P 430 x 158 x 44 mm
MES3508P 85x 152 x 115 mm
MES5324 oT 0 go +45 °C
MES2324
MES2324P
MES2324B
MES2324FB

MHTepBal’I pa6ow|x MES2324F

Temnepartyp MES2326 oT-20 go +50 °C
MES2308
MES2308P
MES2308R
MES2348B
MES2348P

Ethernet-kommymamopel cepuli MES53xx, MES33xx, MES35xx, MIES23xx
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MES3324F
MES3324
MES3316F
MES3308F
MES3348
MES3348F

oT-10 go +45 °C

MES3508P oT-40 po +70 °C

MHTepBan Temnepatypbl XpaHeHUA oT -40 fo +70 °C (oT -40 po +85°C gna MES3508P)

OTHOCUTENbHAsA BNIAXKHOCTb npu
3KcnyaTaumm (6e3s obpasosaHus He 6onee 40%
KOHZeHcaTa)

OTHOCKTENIbHAA BAAXKHOCTb NpKU

XpaHeHun (6e3 obpasoBaHuUA oT 10% no 95% (o1 5% no 95% ans MES3508P)
KOHZeHcaTa)
CpepHuii Cpok cnyxobl 10 net

ﬂ Tun nuTaHua yCTpOVICTBa onpeaenaerTca npu 3aKase.

2.4 KOHCTpYKTMBHOE UCMO/IHEHUe

B AaHHOM pasgene onmcaHo KOHCTPYKTUBHOE WCMOJIHEHME YCTpoicTB. NpeacTaBneHbl M3obpaxke-
HUA nepeaHein, 3aaHel (BepxHei ana MES3508P) n 60KOBbIX NaHeseil yCTPOMCTBA, ONUCaHbI PasbeMmbl,
CBETOAMOAHbIE MHANKATOPbL! M OPraHbl yNpaBAeHus.

Ethernet-kommyTtaTopbl cepuint MES53xx, MES33xx, MES23xx BbINOAIHEHbI B METa/IZIMYECKOM KOpNy-
Ce C BO3MOXHOCTbHIO YCTaHOBKM B 19” KapKac, BbicoTa Kopnyca 1U.

Ethernet-kommyTtaTopbl cepmum MES35xx BbINO/AHEHbI B METaN/IMYECKOM KOpRyce A KpenaeHus Ha
DIN-peWky.

2.4.1 BHewHuii 8ud u onucaHue nepedHeli naHenu ycmpolicmea

BHewHWn BWUg, nepepHelr naHenn yctpoicte cepuit MES53xx, MES33xx, MES23xx u MES35xx
NOKa3aH Ha pUCyHKax 1-19.

derex i 2 3 it E
] et = SPEEELL e
3 e 3 3 i Kt white *AYs PAVaf oAt TATA T FATANCA T Sila SATa TAY
EE’:- E 'lﬁ.- é%%_b . SIS, TR, TR, T, |!n!n!!l!n_|’u” .
I
1 2 34 5 6 7 8

PucyHok 1 — lNepedHas naHenos MES5324

B Tabnvue 10 npuBeseH nepevyeHb pPas3bemoB, CBETOAMOAHbLIX WHAMKATOPOB W OpraHos
yrpasaeHuaA, PacnosioXKeHHbIX Ha nepeaHeit naHean KommyTaTopa.
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Tabnunua 10 — OnucaHue pa3bemMoB, MHAMKATOPOB M OpraHOB yrnpas/ieHua nepeaHen naHenn MES5324

No dnemeHT nepepHen Onncanme
naHenm
Unit ID NHAaMKaTop HOMepa YCTPOMCTBA B CTEKE.
Power NHAMKaTOp NUTaHMA YCTPOMCTBA.
1 Master MHAaMKaTop pexkmma paboTbl yCTpoiicTBa (BeayLumit/Begombiii).
Fan NHauKaTop paboTbl BEHTUAATOPOB.
RPS NHOMKaTOp pe3epBHOro 3/1eKTPONUTAHUA.
KOHCO/IbHbIV NOPT 415 IOKAIbHOTO YNPaBAEHUA YCTPONCTBOM.
PacnnHoBKa pa3bema cnegytowlas:
1 He ncnonb3yeTcA
2 He ucnonb3yeTca
3 RX
4 GND
2 Console 5 GND
6 TX
7 He ucnonb3yeTca
8 He ucnonbsyetca
9 He ucnonbsyeTca
Pacnalika KOHCO/IbHOTrO Kabena npuseAeHa B NPUIOXKEHUN B
3 usSB USB-nopr.
Mopt (out-of-band) 10/100/1000BASE-T (RJ-45) ans yaaneHHoro ynpase-
4 00B HUA YCTPOMCTBOM.
YnpasneHne oCyLLeCcTBAAETCA MO CETU, Pa3fe/ibHO C KaHajlom nepenayu
OaHHbIX.
5 Meamt Mopt 10/100/1000BASE-T (RJ-45) ana yAaneHHOro ynpasaeHUs yCTpoMCT-
& BOM. YNpaB/ieHMe OCyLecTBAAETCA N0 CETU Nepesayn AaHHbIX.
dyHKLMOHaNbHAA KHOMKA A1 Nepe3arpyskun ycTpoictea u cbpoca K 3aBo-
OCKMM HacTpoMKam:
6 r - PU HaXKaTUM HA KHOMKY A/ nTeNbHOCTbi0 MeHee 10 ¢ npoucxoanuTt nepesa-
rpy3Ka yCTpOWCTBa;
- NPW HaXaTUW Ha KHOMKY AauTenbHocTblo 6onee 10 ¢ nponcxoaunt cbpoc
HaCTPOEK yCTPOMCTBA A0 3aBOACKOM KOHbUTypaLmu.
7 [1-24] Cnotbl gna yctaHoBKM TpaHcueepos 10G SFP+/ 1G SFP.
XLG1, XLG2
! LG1-XL .
8 XLG3, XLG4 Cnotbl XLG1-XLG4 gnAa ycTaHoBKM TpaHcuBepos 40G QSFP

TUTOTUTTY T OTTD SR AL R AL R L2 R R A, AR A A IR R A R I A A R A A

oD,
0

LSO
29683 006 1

B - =1 D EIT = = e

gesise 3 : e S .

) = =] e ] - rr o Tt 4

‘s %l o 0 ° Is] rmu 4

_838 L_Ip o g @ 2 g J1 18

— ¢ opR S 3

~0 00 | IE 2 e o 8

w0 0 O |FrE 7 - 230 st = 1 S P S e b oo SOk

ey | 0 " W » D R ] Bl A T ) e T e )
sasamtaes oeakeads P ossnenat meaaman™ oo e aRe A o P Y PPy

— - 1 J 1

PucyHok 2 — lNepedHas naHeno MES3324F
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PucyHok 4 — MepedHsaa naHenbs MES3316F

D

JAELTEX MES3308F s

s
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9000000

PucyHok 5 — lNepedHas naHens MES3308F

B Tabnmue 11 npuBeseH nepevyeHb pPa3beMOB, CBETOAMOAHbLIX MHAMKATOPOB W OpPraHoB
yNpaBneHnA, PacnosioXKeHHbIX Ha nepeaHen naHenn kommytatopoB MES3308F, MES3316F, MES3324,
MES3324F.

Tabaunuya 11 — OnucaHne pasbemoBs, MHAMKATOPOB W OPraHOB ynpasaeHus nepegHent naHenm MES3308F,
MES3316F, MES3324, MES3324F

No dnemeHT nepeaHen Onucanme
naHenu
UnitID MHAMKaTOp HOMepa YCTPOMCTBA B CTEKE.
Power MHAWKaTOp NUTAHUA YCTPOMCTBA.
1 Master NHauKaTop pexxuma paboTbl ycTpoiicTBa (BeayLwmnii/seaombiit).
Fan NHauKaTop paboTbl BEHTUAATOPOB.
RPS MHAMKATOpP pe3epBHOro aNeKTPONUTAHUA.
2 Console KoHCONbHbIM NOPT AN5 NIOKANbHOIO YNpPaB/eHUA YCTPOUCTBOM.
MopT (out-of-band) 10/100/1000BASE-T (RJ-45) anA yaaneHHoro ynpasne-
3 00B HWUA YCTPOMCTBOM.
YnpaB/iieHNe OcCyw,ecTBAAETCA MO CETWU, PasfeslbHO C KaHa/jom nepesayu
[AaHHbIX.
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®YHKUMOHaNbHAA KHOMKa AR nepesarpysku ycTpoicTea u cbpoca K 3aBo-
ACKMM HacTpoiKam:
- NPVY Ha)KaTUM Ha KHOMKY ANUTeNbHOCTbIO MeHee 10 ¢ npoucxoanT nepesa-

4 F
rpysKa ycTpolicTBa;
- MPU HAXKaTMM Ha KHOMKY AnuTenbHocTbio 6onee 10 ¢ npoucxoaut cbpoc
HACTPOEK YCTPOMCTBA A0 3aBOACKOM KOHbUIypaLmu.
[1-24] CnoTbl ANA yCTAaHOBKKU TpaHcueepos 1GSFP.
5 [1-16] MopTbl 10/100/1000BASE-T (RJ-45).
(1-8]
[11-12, 23-24]
6 [7-8, 15-16] Kom60o-nopTtbi: noptbl 10/100/1000BASE-T (RJ45) / 1000BASE-X.
[3-4, 7-8]
XG1, XG2
7 XG3, XG4 Cnotbl gna yctaHoBKM TpaHcusepos 10GSFP+/ 1GSFP.

PucyHok 6 — lNepedHas naHens MES2326

Tabanuya 12 — OnucaHue pasbemoB, MHAMKATOPOB M OPraHOB yrpasaeHusa nepegHen naHenn MES2326

Ne dnemeHT nepeaHen Onncanme
naHenm
1 ~110-250VAC, 60/50Hz max | Pasbem 418 MOAKMOYEHMA K MCTOYHMKY 3/1€KTPOMUTAHUA MepeMeHHOro
2A TOKa.
Unit ID NHANKaTop HOMepa YCTPOMCTBA B CTEKE.
Power NHAMKaTOp NUTaHUA yCTPOMCTBA.
2
Master MHAanKaTop peskmma paboTsl yCTpoiicTBa (Beaylumit/segombii).
Status NHAMKaTOp COCTOAHMA YCTPOMCTBA.
3 Console KoHCObHbIM NOPT ANA NOKANbHOTO YNPaBAeHUA YCTPONCTBOM.
PyHKLMOHaNbHAA KHOMKa 41 nepesarpysku ycTpoictea M cbpoca K 3aBo-
ACKMM HacTpoOMKam:
4 P - NPY HaXKaTUM HA KHOMKY A/NTeNbHOCTbIO meHee 10 ¢ npoucxoanTt nepesa-
rpy3Ka yCcTpoIcTBa;
- NPW Ha)KaTUKW Ha KHOMKY AauTenbHocTblo 6osee 10 ¢ nponcxogut cbpoc
HACTPOEK YCTPOoMCTBA A0 3aBOACKOM KOHpUrypaumm.
5 [1-26] MopTbl 10/100/1000BASE-T (RJ-45).
6 [25-26] Komb6o-nopTbl: nopTbl 10/100/1000BASE-T (RJ45) / 1000BASE-X.
7 [27-28] CnoTbl ANa ycTaHOBKM TpaHcnsepos 1GSFP.
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PucyHok 8 — lNepedHsas naHenbs MES2324P

B Tabnmue 13 npuBedeH nepevyeHb pPa3beMOB, CBETOAMOAHbLIX WMHAMKATOPOB W OpPraHoB
yNpaB/eHMA, Pacno/IOXKEHHbIX HA NepeaHeln NaHenn kommyTtatopa MES2324, MES2324P.

Tabnnua 13 — OnucaHMe pa3bemoB, MHANMKATOPOB WU OPraHOB ynpaBaeHusa nepegHen naHenm MES2324,
MES2324P*

Ne AnemeHT nepepHen Onncanme
naHenu
1 ~110-250VAC, 60/50Hz max | Pasbem O/19 MOAKAOYEHMA K UCTOUHMKY 3S/1IEKTPOMUTAHUA MepeMeHHOro
2A TOKa.
Unit ID MHAMKaTOp HOMepa YCTPOMCTBA B CTEKE.
Power MHAMKATOp NUTaHMA YCTPOMCTBA.
2 Master MHanKkaTop pexxmnma paboTbl ycTpoicTea (BeayLmil/segombiii).
Status MNHAMKATOP COCTOAHMA YCTPOMCTBA.
Alarm MHauKaTop aBapum.
3 Console KOHCONbHbIM NOPT AN5 NOKANBbHOIO YNpaB/eHUA YCTPOUCTBOM.
dDyHKLMOHaNbHAA KHOMNKA 418 nepesarpysku ycTpoictea u cbpoca K 3aBo-
OCKUM HacTpoMnKam:
4 . - MPY HAXKaTMM HA KHOMKY AAUTEeNbHOCTbIO MeHee 10 ¢ npoucxoamuT nepesa-
rpy3Ka yCTpoICTBa;
- NPWU Ha¥XaTUM Ha KHOMKY A/UTeNbHOCTbio 6onee 10 ¢ nponcxoauT cobpoc
HaCTPOEK YCTPOWCTBa A0 3aBOACKOM KOHGUrypauuu.
5 [1-24] MopTbl 10/100/1000BASE-T (RJ-45).
6 Link/Speed CeeToBaA MHAMKAUMA COCTOAHUA ONTUYECKUX UHTepdencos.
XG1, XG2
7 XG3, XG4 Cnotbl gna ycTaHoBKM TpaHcueepos 10GSFP+/1GSFP.

! KommyTaTopbl MES2324, MES2324B, MES2324F DC, MES2324FB moryT 6biTb OcHaleHbl nopTom OOB (nopT (out-
of-band) 10/100/1000BASE-T (RJ-45) ana yganeHHOro ynpasaeHMsA YCTPOMUCTBOM. YNpaBieHne ocyLecTBaseTca no
CeTH, pa3aeNbHO C KaHAIOM Nepesaym AaHHbIX).
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PucyHok 13 — MES3348, nepedHsas naHesno

PucyHok 14 — MES3348F, nepedHss naHeso

Ethernet-kommymamopel cepuli MES53xx, MES33xx, MES35xx, MIES23xx 31



DHELTEX

B Tabnunue 14 npuBedeH nepevyeHb pPa3beMOB, CBETOAMOAHbLIX WHAMKATOPOB W OpPraHoB
ynpaBieHMA, PacnonoXKeHHbIX Ha NepegHen naHenn KommyTtatopos MES2324B, MES2324FB, MES2324F
DC, MES2348B, MES3348, MES3348F.

Tabnunua 14 — OnncaHMe pa3beMoB, MHAVUKATOPOB M OPraHOB ynpas/ieHusa nepeaHen naHean MES2324B,
MES2324FB, MES2324F DC, MES2348B, MES3348, MES3348F

Ne | dnemeHT nepepHel naHenu

OnucaHue

2A

~110-250VAC, 60/50Hz max

Pasbem gnA NOAKNOYEHMA K UCTOYHWUKY SNEKTPOMNUTAHMA NepemeHHOoro
TOKa.

48 (45~ 57) VDC

Pasbvem AnAa NoAKNKYEHUA K MUCTOYHUKY S1EKTPONUTAHUA NOCTOAHHOrO
TOKa.

2 12VDC max 3A

Knemmbl g5 NOAKNIOYEHMA aKKYMYNATOPHOM 6aTapen 12V.

Unit ID NHANKaTOp HOMEpa YCTPOMCTBA B CTEKE.

Power NHAMKaTOp NUTaHMA YCTPOMCTBA.

Master WMHpukaTop pexknma paboTbl ycTpolicTsa (BeayLnii/BesombliA).
3 Fan MHavKaTop paboTbl BEHTUNATOPOB.

Battery NHAMKaTop cocToAHMA BaTapewn.

RPS NHOMKaTOp pe3epBHOro 31eKTPONUTaHUA.

4 Console

KOHCONbHbIM NOPT ANA NOKANbHOTO YNpaB/ieHNUA YCTPOMUCTBOM.

®YHKLMOHaNbHAA KHOMKa 4711 nepe3arpysku ycTpolictea u cbpoca K 3aBo-
ACKUM HacTPOMKam:
- NPW HaXaTUKM HA KHOMKY A/UTeNbHOCTbI0 MeHee 10 ¢ npoucxoauT nepe-

5 F
3arpyska ycTpoWcTBa;
- NPW Ha)KaTUKW Ha KHOMKY AnutenbHOCTbio 6onee 10 ¢ npoucxogut cbpoc
HACTPOEK YCTPOMCTBA A0 3aBOACKOM KOHbUIypaLmu.
MES2324B MopTtbl 10/100/1000BASE-T (RJ-45).
(1-24] MES2324FB
MES2324F CnoTbl ANA yCTaHOBKKU TpaHcueepos 1G SFP.
[11-12,
6 23-24] MES2324FB | Kom6o-noptbl 10/100/1000BASE-T (RJ45) / 1000BASE-X.
MES2348B
n 10/100/1000BASE-T (RJ-45).
[1.48] MES3348 oprei 10/100/ (RI-45)
MES3348F CnoTbl AnA yCTaHOBKKU TpaHcueepos 1G SFP.

7 Link/Speed

CBeToBan MHAMKALMA COCTOAHNA ONTUYECKUX NHTepdeicos.

XG1, XG2
XG3, XG4

CnoTbl Ana ycTaHOBKM TpaHcusepos 10GSFP+/ 1GSFP.

Ethernet-kommymamopel cepuli MES53xx, MES33xx, MES35xx, MES23xx
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PucyHok 18 — lNepedHas naHens MES2308R

B Tabnuue 15 npuBedeH nepeyeHb pPa3beMoB, CBETOAMOAHbLIX MHAMKATOPOB W OPraHoB
ynpaBaeHWA, pacnosioXKeHHbIX HA NepeaHen NnaHenn KommyTtatopos MES2308, MES2308P, MES2308R.

Tabnuvua 15 — OnucaHune pasbemoB, MHAMKATOPOB M OPraHOB ynpas/ieHua nepegHen naHenn MES2308,
MES2308P, MES2308P DC, MES2308R

—r
1 Knemma 3asemnenus =

Knemma gia 3a3eMneHuns ycTpoicTea.

~110-250VAC, 60/50Hz max
2A

Pazbem gna noaknwoyveHua K UCTOYHUKY 3SN1EKTPONUTAHUA NepemMeHHOoro
TOKa.
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48 (45~ 57) VDC

Pasbem AnA NOAKAOYEHMA K WUCTOYHWUKY INEKTPOMUTAaHUA MOCTOAHHOrO
TOKa.

Unit ID NHAaMKaTop HOMepa YCTPOMCTBA B CTEKE.
Power NHAMKaTOp NUTaHMA YCTPOMCTBA.
3 Master NHauKaTop pexuma paboTbl ycTpolicTBa (Beayumit/seaombiii).
Status NHAMKATOP COCTOAHMA YCTPOICTBA.
Alarm NHankaTop asapwun.
4 Console KoHCO/bHbIM NOPT ANA IOKAbHOTO YNPaB/eHUA YCTPOMUCTBOM.
PyHKLMOHaNbHAA KHOMKa A/1A Nepes3arpy3ku ycTpolicTea 1M cbpoca K 3aBo-
ACKMM HacTpoOMKam:
5 F - MPU HaXKaTUM Ha KHOMKY A/ANTEeNbHOCTbIO meHee 10 ¢ npoucxoauT nepe-
3arpyska ycTpoWcTBa;
- MPU HAXKATMM HA KHOMKY AAMTenbHOCTbio 6onee 10 ¢ nponcxoant cobpoc
HACTPOEK YCTPOMCTBA A0 3aBOACKOM KOHOUIrypauum.
6 [1-10] 10 nopTos 10/100/1000BASE-T (RJ-45).
7 Link/Speed CBeToBaA MHAMKALMA COCTOAHUA ONTUYECKUX HTEPdENCOoB.
8 [11,12], [9, 10] CnoTbl ANA yCTaHOBKM TpaHcueepos 1G SFP.

10/100/1000BASE-T PoE+ e\Tex I

@ % MES3508P
2
ad 0

-

Console

S|

PucyHok 19 — lNepedHas naHesnb MES3508P

Tabanuya 16 — OnMcaHue pa3bemMoB, MHAMKATOPOB W OPraHOB ynpas/ieHua nepegHen naHenn MES3508P

Ne | dnemeHT nepegHel naHenu OnucaHue

1 [1-8] 8 noptos 10/100/1000BASE-T (RJ-45).

2 [1-8] CeeToBasa nHAMKauuA PoE.

3 | 9,10 Kom60o-nopTbl 10/100/1000BASE-T (RJ-45) / 1000BASE-X.
4 PWR1, PWR2 NHAMKaTOpbl NUTAHUA YCTPOICTBA.
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Alarm

NHAMKaTop aBapuu.

Temp

MHAMKaTOp TemnepaTypbl.

DyHKUMOHAIbHAA KHOMKa A/1A nepes3arpysku ycTpomncTea n cbpoca K 3aBo-
ACKMM HacTpoMKam:

- MPU HaXKaTUKW HA KHOMKY OAUTENIbHOCTbIO meHee 10 ¢ npoucxoauT nepe-
3arpysKa ycTpoucTBa;

- NPWU HaXKaTUKW Ha KHOMKY AnuTesnbHocTbio 6onee 10 ¢ npoucxoamuT cbpoc
HaCTPOEK YCTPOMCTBA A0 3aBOACKOM KOHOUIypaumu.

Console

KOHCONbHbIM NOPT ANA IOKANbHOIO YNpaB/eHUA YCTPOUCTBOM.

2.4.2 3a0HAaa naHenb ycmpolicmeda

BHewWwHMM BMA 3aaHen naHenn kommyTtatopoB MES5324 npuseaeH Ha pucyHke 20.

-0 WA =
0 He =
max 1A =
3 4

PucyHok 20 — 3a0Hsas naHenb MES5324

B Tabanue 17 npuBeaeH nepevyeHb Pa3beMoB, PAcNOIOKEHHbIX Ha 3a4HEN NaHe M KommyTaTopa
MES5324.

Tabnuua 17 — OnncaHne pa3bemoB 3aHel naHenm kommytatopa MES5324

Ne dnemeHT 3agHel naHenn OnucaHue
—_—r— -
1 Knemma 3asemneHna = Knemma pgns 3asemneHusa yCTponcTsa.
2 CbeMHble BEHTUAATOPDI CbeMHble BEHTUNALMOHHbIE MOZY/IM C BOSMOXKHOCTbIO ropAYei 3aMeHbl.
3 48VDC Pasbem gnA NOAKNIOYEHMA K UCTOUYHWUKY 3/1€KTPOMUTAHUA MOCTOAHHOIO
TOKa.
Pasbem OnA NOAKNOYEHUA K UCTOYHMKY 3/IEKTPOMUTAHUA NEPEMEHHOro
4 | ~220 VAC 50 Hz max 1A AR oA y P P

TOKa.

BHewWHMI BUA 3a4Hein naHenm KommyTaTopos cepmum MES33xx npuBegeH Ha pucyHKe 21.

BB Oe®
SeRaS8el @) ®

35500680

DO,

PucyHok 21 — 3a0HAaa naHens MES3324F, MES3348, MES3348F, MES3324, MES3308F, MES3316F
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Tabnnuya 18 — OnMcaHue pa3beMoB 3a4Hel NaHenn KoMMyTaTopoB cepum MES33xx

— o
1 Knemma 3aszemneHuna = Knemma gna 3asemneHuna ycTpomcrea.

2 CbemHble BEHTUNATOPLI CbeMHble BEHTUNALNOHHbIE MOAyNn C BO3SMOXHOCTbIO FOpﬂquI 3aMeHbl.

Pasbem anAa noaxkno4eHWA K MCTOYHMKY 3NEKTPOMUTAHWA MOCTOAHHOrO
TOKa.

3 48VDC

Pasbem Ana NOAKNOYEHUA K UCTOMHWUKY 3NEKTPONUTAHMA NepemMeHHOro
TOKa.

4 ~220 VAC 50 Hz max 1A

BHewHMI BUA 3aHEN NaHenn KommyTaTopoB cepmm MES23xx npuBegeH Ha pUCyHKax 22- 24.

-] -
_ ]
PucyHok 22 — 3a0HsasA naHenbs MES2324, MES2324B, MES2324F DC, MES2324P
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PucyHok 24 — 3a0HsaA naHens MES2348B

Tabnunua 19 — OnucaHue pa3beMoB 3aaHel naHenn kommytatopos MES2324x, MES2348B

e v
1 Knemma 3asemnenuna = Knemma pgna 3asemneHuna ycTpomcTsaa.
2 BeHTunatopbl.
3 12VDC max 5A Knemmbl g5 NoAKAOYEHUA aKKYMYAATOpPHOM 6aTapen 12V.

~110-250VAC, 60/50Hz max Pasbem ana nogKNtOYEHUA K UCTOYHWUKY 3/EKTPONUTAHMA NepemMeHHOro
2A TOKa.

BHewHW BUA 3aaHeN NaHenn KommyTtaTopos cepun MES2308x npuBeaeH Ha pucyHKe 25.
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PucyHok 25 — 3a0HAa naHenb MES2308, MES2308P, MES2308P DC, MES2308R

BHewHW BUA 3agHen naHenn KommyTtatopa MES3508P npuBegeH Ha pucyHke 26.
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PucyHok 26 — BepxHAa naHens MES3508P

Tabnunua 20 — OnMcaHne pasbemoB 3agHel naHenn kommyTtatopa MES3508P

dnemeHT 3agHel naHenn

OnucaHue

——
Knemma 3azemnenua =

Knemma gna sasemneHus yCTpOl‘;ICTBa.

48 (45~ 57) VDC

Paszbemsl ANnA NOAKNHYEHUA K UCTOYHUKAM 3TEKTPONUTAHUA NOCTOAHHOIO

TOKa.

12VDC max 5A

PeneiHbI BbIxo4 aBapuiiHOM curHanmnsaumm: 1A 24V DC.

2.4.3 bokoevble naHeau ycmpolicmea

JSIC)
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PucyHok 27 — lpasas 6okosas naHesno Ethernet-kommymamopos
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PucyHok 28 — Jlesasa 6okosas naHesnb Ethernet-kommymamopos
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Ha 60KOBbIX MaHeNAX YCTPOMUCTBA PACMONOMKEHb! BEHTUNALMOHHbIE PELLETKN, KOTOpble CAyXKaT Ans
oTBOAa Tenna. He 3akpblBaTe BEHTUNALMOHHbIE OTBEPCTUA MOCTOPOHHUMU npeameTamu. ITO MOXKeT
MPMBECTM K Neperpesy KOMMNOHEHTOB YCTPOMCTBA U BbI3BaTb HapylleHus B ero paborte. PekomeHaauum no
YCTaHOBKE YCTPOICTBa Pacno/iosKeHbl B pasgene «YCTaHOBKa M NOAK/IIOUEHME Y.

2.4.4 Ceemoseasa uHOUKauyusa

CoctoaHue wuHTepdeiicoB Ethernet wuHaMumpyeTca AByMA CBETOAMOAHBIMW  MHAMKATOPaAMM,
LINK/ACT 3eneHoro ugeta U SPEED aHTapHOro useTa. PacnonoseHue cBETOANOA0B NOKa3aHO Ha PUCYHKaX
29, 30, 31.

LINK/ACT SPEED

PucyHok 29 — BHewHuli sud pasvema ¢ QSFP mpaHcusepamu

LINK/ACT  SPEED

PucyHok 30 — BHewHuli 8uo pasvema SFP/SFP+

LINK/ACT SPEED

PucyHok 31 — BHewHul sud paszvema RJ-45

Tabnunuya 21 — CeBeToBan MHAMKaLMA cocTosiHuA XLG-nopToB

BbikntoueH BbikntoueH MopT BbIKAOYEH AN COeANHEHME HE YCTAaHOBAEHO

FopuT NOCTOAHHO lopuT nocToAHHO YcTaHOB/IeHO coenHeHne Ha ckopocTy 40G6uT/c

Ethernet-kommymamopei cepuli MES53xx, MES33xx, MES35xx, MES23xx 38
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Mwuranue

FoOpMT NOCTOAHHO MpeT nepegaya AaHHbIX

Tabnunua 22 — CeeToBan MHAMKaLMA cocTosiHUA XG-nopToB

CsBeyeHue MHANKaTopa CsBeyeHue HAMKaTopa

CocrosaiHue uHTepodeiica Ethernet

SPEED LINK/ACT
BblkntoYeH BblkAtoYeH MopT BbIKNOYEH UAN coOeANHEHUE He YCTaHOBEHO
BbikntoueH [oOpUT NOCTOAHHO YcTaHOB/IEHO coeaMHeHne Ha ckopocTu 1G6uT/c

fopuUT NOCTOAHHO fopuUT NOCTOAHHO YcTaHoOBMEHO coeamHeHne Ha ckopocTi 10G6uT/c

X Mwuranune NaeT nepegaya gaHHbIX

Tabnuua 23 — CeeToBas MHAUKaUuA coctosHuA Ethernet-noptos 10BASE-T

CBeyeHue MHAMKaTopa CBeyeHue nHpamKatopa

CocrosaHue uHTepdeiica Ethernet

SPEED LINK/ACT
BbikntouyeH BbikntouyeH MopT BbIKAKOYEH UIN COEANHEHME HE YCTAHOB/IEHO
YcTaHOB/MEHO coeAMHEeHMe Ha cKkopoctu 10M6ut/c
BbikntoueH fopuT NOCTOAHHO

mnn 100M6wuTt/c

FopuUT NOCTOAHHO FopuT NOCTOAHHO YcTaHOB/IEHO coeamHeHne Ha ckopocT 1000M6uT/c

X MwuraHune NaeT nepepaya AaHHbIX

NHaukaTop Unit ID (1-8) cny»KuT ana o603HavyeHUs Homepa yCTPOMCTBA B CTEKeE.

CucrtemHble nHamkaTopbl (Power, Master, Fan, RPS) cay»aTt gna onpeneneHus coctosHusa paboTbl
y3108 KommyTaTtopos cepmumn MES53xx, MES33xx, MES23xx, MES35xx.

Tabnvua 24 — CeeToBas UHAUKALMA CUCTEMHbIX MHANKATOPOB

HasBaHue DyHKUMA .
CocTosiHMe MHAMKaTopa CocTosiHue ycTpoicTBa
UHAWKaTopa UHAWKaTopa
BbikntoueH MuTaHne BbIKAOYEHO
CocTosiHMe . MuTaHWe BKAOYEHO, HOPMAbHasA
3eneHbl, ropuUT NOCTOAHHO o
Power WUCTOYHMKOB paboTa ycTpoiicTBa
nuTaHuA . CamoTecTMpoBaHue yCTPOWCTBa Npu
3eneHbi, mepuaet
crapte (POST)
. YCTPOMCTBO ABNAETCA «MACTEPOM»
MpusHak 3eneHbln, ropuUT NOCTOAHHO
cTeKa
BeayLero -
Master Y M YCTPOMCTBO He ABNAETCA «KMACTEPOM»
yCTpOMUCTBa Npu
BbikntoueH B CTEKe MM He 3a/aH pexum
paboTe B cTeke
CTEeKMpOBaHMA
CoctosaHue 3eneHbliA, FOPUT NOCTOAHHO Bce BeHTUAATOPbLI UCMPaBHbI
Fan BEHTUANATOPA . OTkKa3 ogHoro unun 6onee
KpacHbIn, ropuT NOCTOAHHO
oxnaxaeHua BEHTUNATOPOB
3eneHblii, TOPUT NOCTOAHHO HopmanbHasa paboTa ycTpoictsa
OTka3 ogHoro unun 6onee
KpacHbIi, ropuT NOCTOAHHO BEHTU/IATOPOB, AW aBapua PoE
NHankaTop
(MES2348P)
Status COCTOAHUA -
o 3arpyska yctpounctea. He HasHaueH IP-
ycTponucTea .
. . aApec HU Ha 0auH U3 nHTepdelicos,
MwuraeT, KpacHbl-3en1eHbIN
NMBOo B CTEKe He 0OHapyKeH macTep
(MES2324, MES2324FB, MES2324F DC)
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MHaukaTop

3eneHsbli, roOpnUT NOCTOAHHO

MoaknoueH notpebutens PoE (roput

PoE coctoAaHna PoE- WMHAMKATOP, COOTBETCTBYHOLWMI NOPTY)
nopToB BbikntoueH Motpebutenn PoE He NogKAOYEHDI.
o Pe3epBHbIN UCTOYHMK NOAKAIOYEH U
3eneHbli, ropuUT NOCTOAHHO
Pexunm paboTbl paboTaeT HopmasbHO
RPS pe3epBHOro OTcyTCTBME NEPBMYHOIO NUTaHMUA
NCTOYHMKA KpacHbIi, ropuT NOCTOAHHO pe3epBHOro UCTOYHMKA UK ero
nuTaHuA HENCNPaBHOCTb.
BbikntoyeH Pe3epBHbIN NCTOYHMK HE NOAKNIOYEH
3eneHbli, ropuT NOCTOAHHO AKB nogxnto4veHa, nuTaHne B Hopme
3eneHblit, MUraHue AKB 3apsarkaeTca
Battery NHankaTop . OcHoBHOE NUTaHKue oTKAo4YeHOo, AKB
OpaH:KeBblil, FOPUT NOCTOAHHO
(MES2324B, | cocTtosHus paspsaeTca
MES2324FB, | akKyMyAaToOpHOM | Muraet, KpacHblit-3e1eHbli Hu3Knit yposeHb 3apsasa AKb
MES2348B) 6aTapem KpacHbIi, ropuT NOCTOAHHO AKB oTkntoveHa
o Asapusa PTB (pacuenuTens Toka
KpacHbi, muraHme
6aTtapewu)
o Harpy3ka PoE Bbiwe HacTponku usage-
OpaH:KeBbli, FTOPUT MOCTOAHHO
threshold
CeeTtoBas Kputuueckas ownbka B paboTte POE,
WUHAMKaumMA . npuseaLwasn K oTKAtoYeHuto PoE Ha
Alarm AnKan KpacHbIn, ropuT NOCTOAHHO puBeA
CUCTEMHBIX BCEX NOPTaX MO0 0TKa3 OAHOTO MK
WHANKATOPOB 60nee BEHTUIATOPOB
HarpysKa PoE HMKe HacTpoliKu usage-
BbikntoyeH Py P &
threshold
2.5 KomnneKTt nocTtaBku

B 6a30BbIii KOMNAEKT NOCTABKM BXO4AT:

— Ethernet-kommyTaTop;

—  Mogaynb nuTaHua PM75-48/12 nan PM160-220/12 (onumoHanbHo);
—  lWHyp nuTaHMA (B cnyyae KOMMeKTaumMm moaynem nutaHus Ha 220B);
— KomnneKT Kpenexa B CTOMKY;

—  [JoKymeHTauma.
Mo 3aKasy noKynatens B KOMMJIEKT MOCTaBKM MOryT ObiTb BK/AlOuYeHbl SFP/SFP+-
V TpaHcUBepbI.
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3 YCTAHOBKA U NOAKNHOYEHUE

B AaHHOM pasfene onucaHbl NpoLeaypbl YCTAHOBKM 060pyA0BaHUA B CTOMKY M NOAKAOUYEHMA K NK-
Talouwen cetu.

3.1 KpenneHue KPpOHLWTENHOB

B KOMMNEKT NOCTaBKM YCTPOMCTBA BXOAAT KPOHLWTEWHbI AN1R YCTAaHOBKM B CTOWMKY M BUHTbI 414 Kpen-
NeHVA KPOHLUTEMHOB K KOPNyCy YCTPOWCTBA. N5 YCTaHOBKM KPOHLUTEMHOB:

PucyHok 32 — KpenneHue KpoHWmeliHo8

1. CoBmecTuTe YeTbipe OTBEPCTUA A/A BUHTOB Ha KPOHLUTEMHE C TAKMMMU Ke OTBEPCTUAMM Ha
60KOBOI NaHesn yCTPonCTBa.

2. CnomoLLblo OTBEPTKM NPUKPENUTE KPOHLUTEMH BUHTAMM K KOPMycCy.

3. MosTopuTe geiicteuaA 1,2 Ans BTOPOro KPOHLUTEMNHaA.

3.2 YcTaHOBKA YCTPOICTBA B CTOMKY

[N yCTaHOBKM YCTPOMCTBA B CTOMKY:

1. MpunoxKuTe yCTPOMCTBO K BEPTUKA/IbHBbIM HAaNPaBASOWMM CTOMKMN.

2. CoBMecTUTE OTBEPCTUA KPOHLUTEMHOB C OTBEPCTUSAMM HA HaNpPaBAAIOLWMX CTOVKM. Mcnonb-
3yiTe OTBEpCTUA B HaMpPaBAAOWMX HA OAHOM YPOBHE C 06enx CTOPOH CTOMKM, ANS TOro
4TO6bI YCTPOMCTBO PACNONaraaocb ropu3oHTa bHO.

3. C nomoLLbto OTBEPTKM MPUKPENUTE KOMMYTATOP K CTOMKE BUHTAMMU.
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PucyHok 33 — YcmaHosKa ycmpoticmea 8 cmoliky

Ha pucyHKe 34 npuBeneH npumep pasmelleHna kommyTtatopos MES5324 B cTouke.

o MES-5324 N1 o
(] Ka6enbHblin opraHainaep (o]
o MES-5324 N2 o
(o] Ka6enbHblin opraHanaep o
o MES-5324 N3 o
(o] Ka6enbHblin opraHanaep o
o]  MES5324 N4 )
(o] KabenbHblin opraHainaep o
o MES-5324 N5 o
(o] KabenbHebli opraHainsep (o]

PucyHoK 34 — PasmeuwjeHue kKommymamopos MES5324 e cmolike

I He 3aKpbiBaliTe BEHTUNALMUOHHDbIE OTBEPCTUA, a TaKXKe BEeHTUNATOPDbI, PacnoNOKeHHbIe Ha
3agHel naHenun, NOCTOPOHHUMM NpepgmeTamMmu Bo u3bexkaHuMe neperpeBa KOMMOHEHTOB
KOMMYTaTOpa M HapyLlueHuA ero paborbl.
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BbIK/1lOYEHUA yCTpOVICTBa .

3.3 YcraHOBKa moaynen NUTaHuA

KOMMYTaTOP MOXeT paGOTaTb C O4HUM UNN OBYMA MOOYNAMU NUTAHUA. YcTaHOBKa BTOpPOro moayna
NMNTaHUA H606XO,£I,MMa B C/iyd4ae MUCNo/s1b3oBaHUA YCTPOﬁCTBa B ycnosuax, Tpe6y}ou.|,14x NoBbILLIEHHOM
HaOEeXHOCTU.

MecTa gna YCTaHOBKMU MO,CI,y.I'IEﬁ NMNTaHnA C 3I'IeKTpMLl6CKOl71 TOYKMN 3pPEHUA PaBHOUEHHDI. C TOuKM
3peHnAa KnCnosib3oBaHUA YCTpOﬁCTBa, Mmoaynb NUTaHUA, HaXO,CI,ﬂLLI,MﬁCﬂ banke K Kpatko, CcHUTaeTcAa
OCHOBHbIM, b6nunxKe K LUEHTPY — peE3€PBHbIM. Mo,u,ynm NMNTaHNA MOTYT YCTaHaB/INBATbCA U U3BJIEKATbLCA 6es

KOMMyTaTOp NpogosixKaeT paboTy 6e3 nepesanycka.

an YyCTaHOBKe WU WU3BNEYEHUU OONONHUTE/NIBHOIO MOAyaAA NMUTAHUA

PucyHok 35 — YcmaHoeka moodyneli numaHus.

CocTonaHMe mogynei MUTAHUA MOXKET ObiTb MPOBEPEHO MO WMHAMKALMW Ha nepegHewn

naHenn

KommyTaTopa (cm. pasgen 2.4.4) uanm no AMarHOCTUKe, AOCTYMHOW 4yepe3 uHTepdeicbl ynpaBaeHus
KOMMYTaTOPOM.

el

radRil)

MHauKaumua asapmm moayna NUTaHUA MOXKeT 6bITb Bbi3BaHa He TOJIbKO OTKAa3oMm mopaynsa,

HO U OTCyTCTBMEM NEPBUYHOIo NNTAHUA.

3.4 TMoaKnouYeHUe NUTAOLWEN CeTH

1. Mpexae, 4em K yCTPOWCTBY OyZeT NoAKAOYEHA NUTAOLWLAA CeTb, HEOBXOAMMO 3a3eM/IUTb
KOpMyC YCTPOMCTBA. 3a3em/ieHne HeobXoAMMO BbIMOJHATL M30JIMPOBAHHBIM MHOTOXW/Ib-
HbIM MPOBOAOM. YCTPOWCTBO 3a3eMJIEHUA U CeYeHMe 3a3eMISIOLLErO MPOBOAA AO/IKHbI CO-

OoTBeTCTBOBaTb TpeboBaHusmM MY3.

2. Ecan npepnosiaraetcs MOAKNHOYEHME KOMMbIOTEPA MAM MHOTO 060PYyAO0BaHMA K KOHCOJb-
HOMY NOPTY KOMMYTaTOpPa, 3TO 060PYA0BaHUE TaKKE A0/IKHO BbITb HAAEHKHO 3a3eM/EHO.

3. ToaxntounTe K ycTpoicTey Kabenb NUTaHMA. B 3aBMCMMOCTM OT KOMMIEKTaLMM YCTPOMUCTBA,
NUTaHME MOMKET OCYLLECTBAATLCA OT CETU NepemeHHOro ToKa, AMbo OT CeTU MOCTOAHHOrO
TOKa. lMpy NOAKAOYEHMM CETU NEePeMeHHOro ToKa ciaedyeT MCNoAb3oBaTb Kabenb, Bxoas-
WMIA B KOMMNJEKT YCTPOMCTBA. JNA NOAKAIOUYEHUA K CETM MOCTOAHHOrO TOKa MCMo/b3yiTe

npoBoj ceyeHnem He meHee 1 MMZ.
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4. BKAOYMTE NUTaHME YCTPOMUCTBa M ybeauTecb B OTCYTCTBMM aBapuUil NO COCTOAHUIO MHAMKA-
TOPOB Ha NepeAHelr naHenu.

3.5 TMoaknioueHne AKb kK MES2324B, MES2324FB, MES2348B

MNogkntoveHmne AKB ocyuiectenaeTca meaHbiM NPOBOAOM ceyeHMem He meHee 1,5 MMmZ. Mpwn noa-
KntoveHnn AKB HeobxoamMmo cobatogatbh NOASPHOCTb.

Emkoctb AKB, He meHee 20Ah.

PucyHok 36 — [ModkntoueHue AKB K ycmpolicmay

3.6 YcraHoBKa u yganeHue SFP-tpaHcuBepoB

} YCTaHOBKa ONTMYECKMX MOAYNei MOXeT NPOU3BOAUTLCA KaK NPU BbIKNIOUEHHOM, TaK M
- NpPY BKIOYEHHOM YCTPOJiCTBeE.

1. BcTaBbTe BepxHUit SFP-moaynb B CIOT OTKPLITOM YaCTblo pa3bema BHWU3, a HUXKHUI SFP-
MOZY/Ib OTKPbITOM YacTbio pa3bema BBEPX.

PucyHok 37 —YcmaHosKa SFP-mpaHcueepos

2. Hapasute Ha moaynb. Korpa oH BCcTaHeT Ha MecTo, Bbl ycabiwnte xapaKTeprn?l Len4yoK.

PucyHok 38 — YcmaHoeneHHble SFP-mpaHcugepei
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[nsa ypaneHvs TpaHcueepa:

1. OTkpoiiTe 3aLWenky moayns.

PucyHok 39 — Omkpbeimue 3aw,enKku SFP-mpaHcusepos

2. WU3Bnekute moaynb U3 cnoTa.

PucyHok 40 — NzeneyeHue SFP-mpaHcusepos
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4 HAYANbHAA HACTPOMKA KOMMYTATOPA

4.1 Hacrtpoiika TepmuHana

Ha KomnbloTepe 3anycTuTb NporpaMmmy amyaaumm tTepmuHana (HyperTerminal, TeraTerm, Minicom)
W NPOM3BECTU CNEAYIOLLME HACTPOMNKM:

— BblGpaTb COOTBETCTBYIOLWMI NOCAeA0BaTe/IbHbIN NOPT,;

—  YCTaHOBWTb CKOPOCTb Nepeaaun aaHHbix — 115200 604,

— 3agaTtb GopmaT AaHHbIX: 8 6UT AaHHbIX, 1 CTONOBbLIN OUT, 6€3 KOHTPOA YETHOCTY;

—  OTK/IIOYUTb annapaTHoe U NPorpammHoe ynpaBaeHue NoTOKOM AaHHbIX;

— 334aTb peXuMm 3smynauun TepmuHana VT100 (MHoOrme TepMWHasbHblE MPOrpaMmbl
MCNONb3YIOT AAHHbIV PEXUM 3MYNALNU TEPMMHAA B KAYECTBE PEXUMA NO YMOJIYaHUIO).

4.2 BKAloYeHUe yCTpoucTea

YCTaHOBUTbL COeaMHEHNE KOHCON KOMMYTaTOpPa (I'IOpT «console») C pa3bemMmomMm nocsieaoBaTesibHOro
MHTepd)eﬁca KOMMbOTEPQA, HA KOTOPOM YCTAaHOB/IEHO NPOrpammHoe obecneveHue IMYyNAUNN TEPMUHANA.

BKkAlounTb  ycTpoicTBo. [pM  KaxkAom BK/OYEHMM KOMMyTaTopa 3anycKaetca npoueaypa
«TECTMPOBAHMA CUCTEMbI NpU BKAOYEHMMU» (POST), KoTopasa no3BoaseT onpesenntb paboTocnocobHoOCTb
YCTpPOMCTBA Nepes 3arpy3Koi CNONHAEMOMN NPOrpamMmmbl B onepaTuBHyto namaTb (O3Y).

OTobpaxkeHue xona BbinoaHeHUs npouenypbl POST Ha kKommyTaTtopax MES5324:

BootROM 1.20

Booting from SPI flash

General initialization - Version: 1.0.0

High speed PHY - Version: 2.1.5 (COM-PHY-V20)
Update Device ID PEX0784611AB

Update Device ID PEX1784611AB

Update Device ID PEX2784611AB

Update Device ID PEX3784611AB

Update Device ID PEX4784611AB

Update Device ID PEX5784611AB

Update Device ID PEX6784611AB

Update Device ID PEX7784611AB

Update Device ID PEX8784611AB

Update PEX Device ID 0x78460

High speed PHY - Ended Successfully

DDR3 Training Sequence - Ver 5.3.0

DDR3 Training Sequence - Number of DIMMs detected: 1
DDR3 Training Sequence - Run with PBS.

DDR3 Training Sequence - Ended Successfully
BootROM: Image checksum verification PASSED
Starting U-Boot. Press ctrl+shift+6 to enable debug mode.

U-Boot 2011.12 (Feb 01 2016 - 14:45:42) Eltex version: v2011.12 2013 03.0 4.0.1

Loading system/images/active-image

Autoboot in 2 seconds - press RETURN or Esc. to abort and enter prom.

Cnycta pgaBe CcekyHAbl Mociae 3aBepweHusa npoueaypbl POST  HauvMHaeTca aBToO3arpyska
nporpammHoro obecnedyeHnss KommyTtatopa. [ns BbINOAHEHWUA CleumasnbHbiX Npoueayp MCNoab3yerca
MeHto Startup, BOWTM B KOTOPOE MOXKHO MPepBaB 3arpysky HakaTuem Knasulwum <Esc> unn <Enter> B
TeYyeHue 3TOro BpemeHHMu.
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Mocne ycnewHowW 3arpyskM KOMMYyTaTopa MOABUTCA CUCTEMHOE NpurialweHne uHTepdeinca

KOMaHAHoM cTpoku CLI.

>1lcli

Console baud-rate auto detection is enabled, press Enter twice to complete the
detection process

User Name:
Detected speed: 115200

User Name:admin
Password: ***** (admin)

console#

[na 6bicTpOro Bbi30Ba CMPaBKM O AOCTYMHbIX KOMaHAAX UCNONb3yiTe KOM6BUHALMUIO Kna-
BULWW <Shift>n <?>.

4.3 3arpy3ouyHoe MeHIo

Ona BXxoda B 3arpy3o4yHOe MeHlo ciedyeT NOAKIUYUTLCA K YCTPOUCTBY Yepes nHTepdenc RS-232,

nepesarpysuTb YCTPOICTBO, U B TEYEHME ABYX CEKYHA NOC/e 3aBeplieHns npoueaypbl POST HaxkaTb “ESC”
mnn “ENTER”:

U-Boot 2011.12 (Feb 01 2016 - 14:45:42) Eltex version: v2011.12 2013 Q3.0 4.0.1
Loading system/images/active-image

Autoboot in 2 seconds - press RETURN or Esc. to abort and enter prom.

Bupg, 3arpy3o4yHoro meHto:

Startup Menu
1] Restore Factory Defaults

[

[2] Boot password

[3] Password Recovery Procedure
[4] Image menu

[5] Back

Enter your choice or press 'ESC' to exit:

Tabnnua 25 — PyHKUMKN MHTepdeica 3arpy304HOro MeHH

DyHKYUA OnucaHue
Restore Factory Defaults BoccTaHOBUTb 3aBOACKME HACTPOMKM
Boot password YcTaHOBUTL / yAanuTb naposb Ha bootrom
Image menu BbibpaTb akTUBHbIN 06pa3a cucremHoro MO
Password Recovery Procedure CbpoCUTb HAacTPOMKK ayTeHTUUKALUN
Back MpoJoMKUTb 3arpysKy
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4.4 Pexum pabotbl KOMMYyTaTOpaA

KommyTaTtopbl cepuit MES53xx, MES33xx ,MES23xx paboTatoT B peKMme CTEKMPOBaHUA.

CTek QYHKLMOHUPYET KaK eanHOoe YCTPOMCTBO U MOXKeT 06beanHATb A0 8 KOMMYTaTOPOB OA4HOM U
TOW }Ke MOAENU, UMEIOLLMX CAeayloLMe poan, onpegensemble X NopaaKkosbimu Homepamu (UID):

— Master (UID yctpoitctea 1 uam 2), ¢ HEro NpoucxoamuT ynpasieHne BCeEMU YCTPOMCTBAMM B
cTeke.

—  Backup (UID yctpoiictBa 1 unm 2) — yCcTponcTBO, NoauunHaAoweecs master. AybnmpyeT Bce
HACTPOMKK, U, B CAy4Yae BbIXOAa YMNPaBAAOLWEro YyCTPoOMCTBa M3 CTpos, bepeT Ha cebsa
GYHKUMM yIpaBIeHUA CTEKOM.

— Slave (UID yctpomncte or 3 go 8) — ycTpolicTBa, noguuHsioweeca master. He moxer
paboTaTb B aBTOHOMHOM pexxunume (ecam oTcyTcTByeT master).

B pexume crtekmpoBaHua MES5324 wmcnonbzyer XLG nopTbl ANA CUMHXPOHM3ALUMWU, OCTaNbHble
KOMMYyTaTOpbl cemencTea, Kpome MES2308, MES2308P — XG nopTbl, MES2308 n MES2308P ncnonb3ytot
ontnyeckme 1G-noptbl. Mpn 3TOM yKasaHHble NOPTbl HE YY4ACTBYIOT B Nepesade AaHHbIX. BO3MOXHbI gBe
TOMNOMIOTUU CUHXPOHU3UPYIOLWLMXCA YCTPOMUCTB — KO/bLLEBAA M NIMHENHAsA. PekomeHAyeTca MCNo/ib30BaTb
KOJ1bLLEBYO TONOOIMIO AN1A MNOBbILEHNA OTKA30yCTONYMBOCTM CTEKA.

Mo ymoYaHMI0O KOMMYTATOP ABAAETCA MacTepom, NopTbl XLG (XG) yyacTByloT B nepeaave AaHHbIX.

KommyTtatop MES3508P He nogaeprKnusaeT pexxnm CTeKMpPOBAHUA.

Hacmpolika Kommymamopa 019 pabomel 8 pexcume CmeKuposaHus

3anpoc KOMaHAHOM CTPOKM MMEET cneayowwmii Bua,
console (confiqg) #

Tabnnua 26 — ba3oBble KOMaHAbI

Komanda 3HayeHue/3HayeHue Neiicmeue
o ymMmon4aHuio
stack configuration links {fo1l- HasHauaeT nHTepdencbl aaa CUHXPOHU3ALUKM PaboTbl KOMMYyTa-
4| tel-4 | gi9-12} i TOpa B CTeKe.
stack configuration unit-id - HasHayaeT Homep ycTpoKcTBa «unit-id» NOKaNIbHOMY YCTPOMCTBY
unit_id u:l:ttj;;(ult'f’ (Ha KOTOpOM BbINONHEHA KOMaHAa). CMeHa Homepa yCcTPolCcTBa
Npou3oNAET nocne nepesarpyskn KommyraTopa.
no stack configuration YpaneHue HacTpoOeK CTeka.
stack unit unit_id unit_id: (1..8, all) Mepexos, K KOHPUTYPUPOBAHUIO IOHUTA B CTEKE.
[pumep

= Hactpoutb MES5324 ana paboTbl B perMme CTeKMpoBaHWUA. HaszHauuTb BTOPbIM OHUTOM, WUC-
nosnb3oBaTb MHTepdeichl fol-2 B KauecTBe CTEKMPYIOLLUX.

consolefconfig
console (config) #stack configuration unit-id 2 links fol-2

console (config) #

KomaHObi pexcuma privileged EXEC

3anpoc KOMaHAHOM CTPOKKN UMEET CAeayioWmnii BUA,:
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console#

Tabnunua 27 — basoBble KOMaHAbI, AOCTyMHble B pexume EXEC

3HayeHue/3Ha4eHue "
KomaHoa / Aelicmeue
no yMmon4aHuro
show stack - OTobparkaeT MHopmaumio 06 yCTPOMCTBAX, BXOAALUMX B CTEK.
show stack configuration OTob6parkaeT MHPOPMaLMIO O CTEKUPYIOLMX UHTepdeicax OHN-
TOB B CTEKe.
show stack links [details] ) PacwmpeHHoe oTobpaxKeHne WHPOPMAUUU O CTEKMPYIOLWUX
MHTepdercax.
= [lpumep Mcnoab3oBaHUA KoMaHAabl show stack links:
console# show stack links
Topology is Chain
Unit Id Active Links Neighbor Links Operational Down/Standby
Link Speed Links
1 fol/0/1 fo2/0/2 40G fol/0/2
2 fo2/0/2 fol/0/1 40G fo2/0/1

YcTpoiicTBa € ogMHaKoBbiMK naeHtTudukatropamm «Unit ID» He moryt paboTtatb B 0gHOM
e cTeKe.

4.5 HacTpoiKa pyHKLUA KOMMyTaTopa

®YHKLMKN NO HaYaibHOMY KOHOUIYPUPOBAHMIO YCTPOMNCTBA MOXKHO PasfeninTb Ha AB8a TUna.

— bas3oBas HacTpoiKa — BKAoYaeT B ceba onpeaeneHne 6a3oBbix GyHKUMIA KOHPUTYypauumn m
HACTPOMKY ANMHAMMYECKUX IP-agpecos.

— HacTtpoitka napameTpoB cuctembl 6€30MacCHOCTM — BK/IOYAET YNpaB/ieHWEe CUCTEMOMN
6e3onacHOCTU Ha ocHoBe mexaHn3ama AAA (Authentication, Authorization, Accounting).

/ Mpu nepesarpy3Ke ycTpoiicTBa BCce HECOXPaHEHHbIE AaHHble GyAyT yTepsaHbl. AnA coxpaHe-
HUA N06bIX BHECEHHbIX MU3MEHEHMIT B HAaCTPOKY KOMMYTaTOpa UCNO/Ib3yeTcA Cleaylowan
KomaHga:

console# write

4.5.1 ba3osaa Hacmpolika Kommymamopd

[nsa Hayana KOHPUrypaLMm yCTpPoiCTBa HEOBXO4MMO NOAK/IOUMTL YCTPOMCTBO K KOMMNbIOTEPY Yepes
nocaeaoBaTeNbHbIM NOPT. 3aNycTUTb HAa KOMMNbIOTEPE NPOrPaMmy IMYAALUN TEPMUHANA COTNIACHO MYHKTY
4.1 «Hactpolika TepmuHana».

Bo Bpemsa HayaNbHOM HAaCTPOMKN MOMKHO onpeaennTb nHTepdeinc, KoTopbii byaeT MCNoNb30BaTbCA
ONA NOAKAOYEHMA K YCTPOICTBY yAaNEHHO.
ba3oBan HacTpoOIKa BKAOYAET cneayollee:

1. 3apaHue naposa ans nonbsosatens «adminy» (c yposBHem npusunernit — 15).
2. Co3paHue HOBbIX NOb30BATENEN.
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3. Hactpoi#ka ctatuyeckoro IP-aapeca, Mackv NoACeTU M LWIKO3a MO YMOYAHUIO.
4. TlonyyeHune IP-agpeca ot cepsepa DHCP.
5. HacTpolika napameTpoBs npoTtokona SNMP.

4.5.1.1 3adaHue napons 044 nosb3osamensa «admin» u co30aHUe Ho8bIX ronb3osamenel

DOna obecneueHus 3awuLEHHOro BXoga B CUCTEMY HEO6XOAMMO Ha3HauUTb Napoab Npu-
e BUNErMpoBaHHOMY nosb3oBaTento «adminy».

Mma nonb3oBaTena W Maposib BBOAWUTCA NpPU  BXoZe B CUCTEMY BO BpemMs CeaHCoB
aAMUHUCTPUPOBAHMA yCTponcTBa. [na co3aaHMsa HOBOMO MoJib30BaTesIn CUCTEMbI MW HACTPOMKK Ntoboro
M3 NapaMeTpPoB — UMEHW NO/Ib30BaTENS, MAP0A, YPOBHA MPUBUIETUIN, UCNOb3YIOTCA KOMaHAbI:

console# configure
console (config) # username name password password privilege {1-15}

V YpoBeHb npusunernii 1 paspeluaeT A40CTyn K YCTPOUCTBY, HO 3anpeLyaeT HacTPOuKy. Ypo-
BeHb NpusBuneruii 15 paspeluaeT Kak 40CTyn, Tak U HaCTPOIKY YCTPOCTBa.

Mpumep KOMaHA 418 3a4aHna nosb3osatesnto «admin» napons «eltex» u cosgaHma nosib3osarens
«operator» c naponem «pass» 1 ypoBHem rnpusuiernin 1:

console# configure

console (config) # username admin password eltex

console (config) # username operator password pass privilege 1
console (config) # exit

console#

4.5.1.2 Hacmpolika cmamuyeckozo IP-adpeca, macku nodcemu U Wwint03a rno ymMmoa4aHuro

Ona BO3MOMKHOCTU yNpaBAeHUss KOMMYTaTOPOM M3 CeTU HeobXxoaumo HasHauuTb ycTponctey |P-
afpec, Macky NoAcCeTU U, B C/lyvae yrnpaB/eHUsa M3 APYroi CeTu, W03 No YMOonYaHuto. IP-agpec MOXKHO
HasHauutb nbomy uHTepdeicy — VLAN, dusmuyeckomy nopTy, rpynne noptoB (MO yMONYaHUIO Ha
uHTepoderice VLAN 1 HasHaueH IP-agpec 192.168.1.239, macka 255.255.255.0). IP-agpec Wwnto3a AOKEH
nNpUHagAexKaTb K TON e NoaceTu, 4To U oAnH u3 IP-uHTepdeincos ycTponcTsa.

/ B cnyyae ecam IP-agpec HacTpauBaeTca AnAa uHTepdeiica pusnyeckoro nopra uam rpynnol
NopToB, 3TOT UHTepdelc yaanaeTca us rpynnbl VLAN, KOTOpoii OH npuHagnexKan.

V Mpu yaaneHuu Bcex IP-agpecos KOMMyTaTopa A0CTYN K Hemy 6yaeT ocywectsnaTbea no IP-
appecy 192.168.1.239/24.

= [lpumep KoMaHpg HacTponkm IP-agpeca ana uHtepoeiica VLAN 1.

MapameTpbl NHTEpPPECca:

IP-adpec, HazHauaemblil 0a1a uHmepdgpetica VLAN 1 —192.168.16.144
Macka nodcemu — 255.255.255.0
IP-adpec winto3a no ymonyaHuro —192.168.16.1

console# configure

console (config)# interface vlan I

console (config-if)# ip address 192.168.16.144 /24
console (config-if) # exit

console (config)# ip default-gateway 192.168.16.1
console (config) # exit

Ethernet-kommymamopel cepuli MES53xx, MES33xx, MES35xx, MES23xx 50



HELTEX

console#
[nsa Toro utobbl y6eanTbea, 4To agpec 6bin HasHayeH UHTepPdENCY, BBEAMTE KOMaHAY:

console# show ip interface vlan 1

IP Address I/F I/F Status Type Directed Prec Redirect Status
admin/oper Broadcast
192.168.16.144/24 wvlan 1 UP/DOWN Static disable No enable Valid

4.5.1.3  [ony4eHue IP-adpeca om cepsepa DHCP

Ona nonyyeHuna IP-agpeca moXKeT ucnonb3oBaTbca npotokon DHCP, B cnyvyae ecan B cetu
npucytcTeyeT cepsep DHCP. IP-agpec ot cepsepa DHCP moxHO nony4yaTb 4yepes noboi nHtepdenc —
VLAN, ¢usnyeckuit nopt, rpynny NopTos.

V Mo ymonuaHuio DHCP-KAneHT BKAOYEH Ha uHTepdeiice VLAN 1.
Mpumep HaCTPOWMKM, NpegHa3HavyeHHOW Aas nonyvyeHua aumHamudeckoro |P-agpeca ot DHCP-

cepsepa Ha uHTepdemce vian 1:

console# configure

console (config) # interface vlan !
console (config-if)# ip address dhcp
console (config-if)# exit

console#

[na Toro utobbl ybeanTtbea, UTo agpec H6bi1 HazHavyeH MHTepdelicy, BBeAMTE KOMaHAY:

console# show ip interface vlan 1

IP Address I/F I/F Status Type Directed Prec Redirect Status
admin/oper Broadcast
10.10.10.3/24 vlian 1 UP/UP DHCP disable No enable Valid

4.5.1.4  Hacmpolika napamempos npomokona SNMP daa docmyna K ycmpolicmey

YCTPOMCTBO COAEPIKUT BCTPOEHHbIN areHT SNMP 1 nogaep»kusaer sepcun npotokona vl/v2c/v3.
AreHT SNMP nogaepkmaeT Habop cTaHAAPTHbIX NepemeHHbix MIB.

[na BO3MOXHOCTM agMUHUCTPUPOBAHNA YCTPOCTBA NOCPEeACTBOM NpoTokona SNMP, Heobxoanmo
co34aTb XOTA 6bl 0AHY CTPOKY coobliectBa. KoMMmyTaTopbl NOAAEPKMBAOT TPY TUMNA CTPOK coobLiecTsa:

— ro-—onpeaenset AOCTyN TO/IbKO Ha YTEHUeE;
— rw-—onpeaenaert A0CTyN HAa YTEHUE U 3anNuChb;
— su-—onpeaenaet goctyn SNMP-agmnHUCTPaTOpPa;

Hanbonee pacnpocTpaHeHO MCMNONb30BaHWE CTPOK coobliectBa public — ¢ foctynom TONbKO Ans
yteHus obbekToB MIB u private — ¢ gOCTynom Ha 4YTeHWe U uameHeHue obbekToB MIB. [na Kaxaoro
coobuiectBa MOXKHO 3a4aTb IP-agpec cTaHUUKM ynpasaeHus.

Mpumep co3paHua coobllectBa private ¢ AOCTYNOM Ha YTeHWe W 3anucb M IP-agpecom cTaHuum
ynpasnexHna 192.168.16.44;
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console# configure

console (config) # snmp-server server

console (config)# snmp-server community private rw 192.168.16.44
console (config) # exit

console#

[na npocMoTpa co3aHHbIX CTPOK coobluectBa M HacTpoek SNMP 1cnonb3yeTca KoMmaHAa:

console# show snmp

SNMP is enabled.

SNMP traps Source IPv4 interface:
SNMP informs Source IPv4 interface:
SNMP traps Source IPv6 interface:
SNMP informs Source IPv6 interface:

Community-String Community-Access View name IP address Mask
private read write Default 192.168.16.1
44
Community-String Group name IP address Mask Version Type

Traps are enabled.
Authentication-failure trap is enabled.

Version 1,2 notifications
Target Address Type Community Version Udp Filter To Retries
Port name Sec

Version 3 notifications
Target Address Type Username Security Udp Filter To Retries
Level Port name Sec

System Contact:
System Location:

4.5.2 Hacmpolika napamempos cucmemsl bezonacHocmu

Ona obecneyeHns 6e30MaCHOCTU CUCTEMbI MCMOAb3YyeTCcA MexaHuam AAA (ayTeHTUUKaLmsS,
aBTopwu3aums, yyet). Ans wndpoBaHMA AaHHbIX UCMOb3YETCA MexaHuU3M SSH.

— Authentication (ayTeHTUdMKaumMa) — conocTaBieHMe 3anpoca CyLLeCcTBYOWEN YYETHOM
3anuncu B cucteme 6e3o0nacHoCTU.
— Authorization (aBTopu3auusi, NPOBEPKA YPOBHA A[OCTyMa) — COMNOCTaB/eHUEe YYETHOM

3anucu B cucTeme (npolleaten ayTeHTUGUKaLnMio) u onpeaenéHHbIX NoJTHOMOUYMIA.
— Accounting (y4€T) — cneskeHue 3a notpebieHnem pecypcos Nojib3oBaTeNeM.

MpY UCNONb30BaHUWN HACTPOEK YCTPOMCTBA MO YMOAYAHUIO MMA NoAb3oBaTena — admin, naponb —
admin. MNaponb Ha3HayaeTca Nonb3oBaTesieM. B cnydae eciv Naposib yTpayeH, MOMKHO nepesarpysuTb
YCTPOMCTBO M Yepes cepuiiHbIA NOPT NpepBaTb 3arpy3Ky, Haxas Knasuwy <Esc> unu <Enter> B TeueHue
nepsbIX ABYX CEKYHA nocae nossaeHna cooblieHnn asTosarpysku. OTKpoeTcs meHio Startup, B KOTOpoOm
HY}KHO 3aMyCTUTb Npoueaypy BocctaHoBneHun napona ([2] Password Recovery Procedure).

Ana obecneveHus nepBOHaqaanoﬁ 6esonacHoCTH naposb B cCUCteme MOXHO 3a4aTb ANA
cepBucos:
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KoHconb (nogxntoueHme yepes cepuitHbli NopT);
Telnet;
SSH.

4.5.2.1 YcmaHo8Ka naposs 0415 KOHCOAU

console (config)# aaa authentication login default line
console (config) # aaa authentication enable default line
console (config)# line console

console
console
console

config-line)# login authentication default
config-line)# enable authentication default
config-line) # password console

—~ o~~~

B oTBeT Ha npurnaweHne BBeCTM Napo/sib BO BpemA perncrpaumm B YCTpOﬁCTBe yepe3 ceaHc
KOHCO/11 BBEOAUTE NAPOJib — console.

4.5.2.2 YcmaHoska naposs 004 Telnet

console (confiqg)
console (confiqg)
)

aaa authentication login default line

#
# aaa authentication enable default line

console (config)# ip telnet server

console (config-line)# login authentication default
console (config-line)# enable authentication default
console (config-line)# password telnet

(
(
(
console (config)# line telnet
(
(
(

B oTBET Ha MpuraaweHe BBECTU Napo/ib BO BPEMS PErMUCTPALLMM B YCTPOWCTBE Yepes ceaHc Telnet
BBEAUTE naponb — telnet.

4.5.2.3 YcmaHosKa napona 0aa SSH

console (config

aaa authentication login default line

) #
console (config)# aaa authentication enable default line
) #

console (config

ip ssh server

console (config-line)# login authentication default
console (config-line)# enable authentication default
console (config-line)# password ssh

(
(
(
console (config)# line ssh
(
(
(

B oTBeT Ha nmpuraaweHne BBECTM Mapo/ib BO BPems Perncrpaumm B yCTPOMCTBe yepes ceaHc SSH
BBeguTe naposb — ssh.

4.5.3 Hacmpoiika 6aHHepa

Ona yaobcTBa aKcnayaTaumMy YCTPOMCTBA MOXKHO 3a4aTb HaHHep — coobuieHue, coaeprKaliee
nobyto nHdopmaumto. Hanpumep:

console (config)# banner exec ;

Role:

Core switch
Location: Objedineniya 9, str.
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5 YNPAB/JIEHUE YCTPOMUCTBOM. UHTEP®ENC KOMAHAHOW CTPOKU

ONnA KOHPUrypaumMm HacTpoeK KOMMYTaTopa MCMO/b3yeTcs HECKOJ/IbKO PEeXMMOB. B Kaxaom
pexume AOCTyneH onpegeneHHbli CNMCOK KOMaHA. BBOA CMMBONA «?» CAYXWUT A/1A NPOCMOTpa Habopa
KOMaHZ, AOCTYMHbIX B KAXKAOM M3 PEKMMOB.

Ona nepexoga M3 oA4HOro pexnma B ,u,pyroﬁ MCNOJIb3YKOTCA CneunaibHble KOMaHAbl. I'Iepel-leHb
CyW,eCTBYHOLWMNX PEXXMMOB M KOMaHA BXO4a B PEXUM!

KomaHOdHbili pexcum (EXEC), naHHbIV pexXMm A0CTyneH cpasy noc/e yCnewHon 3arpy3km KommyTa-
TOpa 1 BBOAA MMEHM Nonb3oBaTensa U napons (Ans HenpuMBUAErMPOBAHHOIO Noab3oBatens). Mpurnawe-
HME CUCTEMbI B 3TOM PeXMMeE COCTOUT U3 MMeHU ycTpoincTea (host name) n cumsona “>”.

console>

MNpusuneauposaHHbiii KomaHOHbIl pexcum (privileged EXEC), naHHbIN peXxum A0CTyneH cpasy no-
C/le yCMewHoi 3arpy3kM KOMMyTaTopa, BBOAA MMEHW NOb30BaTeNs U napons. MpurnaweHme cucTembl B
3TOM peXXMUMe COCTOMT U3 UMeHM ycTpolicTea (host name) u cumsona “#”.

console#

Pexcum anobanvHolii koHguaypayuu (global configuration), naHHbIN pexXMm NpeAHasHayveH Ann
3a4aHuA 06LWMX HAcTpoeK KommyTaTopa. KomaHapl pexunma rnobanbHol KoOHOUrypauum OOCTYNHbI U3
ntoboro nogpexmma KoHPUrypaumm. Bxos B pexxmm ocyLLecTBaseTca KOMaHAoN configure.

console# configure
console (confiqg) #

Pexcum KoHgpuzypayuu mepmunHana (line configuration), paHHbIN peXMMm nNpeaHasHaYeH Aaa KOH-
burypaumm, ceasaHHoOM ¢ paboTon TepMMHana. Bxog B perKMM OCYLLECTBAAETCA U3 peXMMA FN06anbHOM
KOHOUIypauum.

console (config)# line {console | telnet | ssh}
console (config-line) #

5.1 ba3oBble KOMaHAbI

KomaHOb! pexcuma EXEC

3anpoc KomaHAHOM CTpoKKM B pexume EXEC umeeT cnepytowmii Bua;

console>

Tabnnua 28 — basoBble KOMaHAbI, AOCTYMNHble B pexxnume EXEC

Komanda 3HayeHue/3Ha4yeHue Neiicmeue
o ymoa4aHuio
enable [priv] priv: (1.15)/15 MepekNoUNTLCA B NPUBUAETMPOBAHHBIN PEXKMUM (€CAN 3HaYeHUne
He YKa3aHo — To ypoBeHb npusuaernii 15).
login - 3aBepLueHue TeKyLLe CeCCUM U CMeHa NoNb30BaTens.
exit - 3aKpbITb aKTUBHYIO TEPMUHA/IbHYIO CECCUIO.
help 3anpoc cnpaBo4YHoOW MHPopmauumn o paboTte mHTepdelica Ko-
i MaHAHOW CTPOKM
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show history

MoKasaTb UCTOPUIO KOMAHA, BBEAEHHbIX B TEKYLLEN TePMUHANb-
HOW ceccuu.

show privilege

MoKasaTb ypoBEHb NPUBUAETUIA TEKYLLETO NONL30BATENS.

terminal history

-/dYHKLMA BKAKOYEHa

BK/IIOUMTL OYHKLMIO COXPAaHEHUS UCTOPUM BBEAEHHbIX KOMaHZ
ONA TeKkyLlwein TepMUHANBbHOMN ceccuu.

terminal no history

OTKNOUYNUTD GYHKLMIO COXPAHEHUA UCTOPUM BBELAEHHbBIX KOMaHA,
ONA TEKYLWEN TePMUHANIbHOM ceccun.

terminal history size size

size: (10..207)/10

MN3meHnUTb pasmep bBydepa WMCTOPUM BBEAEHHbIX KOMaHZA A4
TeKyLLelt TEpPMUHANBHOW CECCUM.

terminal no history size

YCTaHOBWTb 3HaYeHMe N0 YMOJTHAHUIO.

terminal datadump

no terminal datadump

-/BbIBOA, KOMaHA,
pasgensaeTca no
CTpaHuuam

OT06pa3sunTb BbIBOA, KOMaHZ 6e3 pasgeneHuns Ha CTpaHuLbl (pas-
JAeneHune BbIBOAA CNPABKM NO CTPaHML,AM OCYLLLECTBAAETCA CTPO-
Kol: More: <space>, Quit: g or CTRL+Z, One line: <return>).

YCTaHOBWUTb 3HAYeHME NO YMO/I4aHUIO.

show banner [login | exec]

OTobparkaeT KoHbUrypauuto 6aHHepos.

KomaHObI pexcuma privileged EXEC

3anpoc KOMaHAHOM CTPOKU MMeeT caeayowmii BUa;

console#

Tabnunua 29 — basoBble KOMaHAbl, 4OCTYMNHblE B pexxume privileged EXEC

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4yaHuro

Aeiicmeue

disable [priv]

priv: (1, 7, 15)/1

BepHyTbCA B HOPMasIbHbIV PEXUM U3 NPUBUNETMPOBAHHONO.

configure[terminal]

MepeiTn B pexxnum KoHbUrypaumu.

debug-mode

MepeiTn B peXknm oTnaaKu.

set system mode {acl-sqinq |
acl-sqing-udb}

acl-sging

YCTaHOBUTb PeXUM HacTPOMKK puabTpaumm Tpaduka.

- acl-sging — peXkMm no ymonyaHuio;

- acl-sging-udb — BABOE yMeHbLIEHO KO/IMYECTBO BO3MOMKHbIX
npasun SQinQ; gob6asneHa BO3MOXKHOCTb GpUAbTPALUM MO TPU-
Haguath opdcetam (B pexkmme No yMOAYAHMIO — NATb)

KomaHObI, 0ocmyrnHbie 80 8CeX pexuUMax KoH@dua2ypayuu

3anpoc KOMaHAHOVI CTPOKN MMeeT O4NH U3 cheayrowmnx snaos:

console#
console (config) #

console (config-line) #

Tabauua 30 — ba3oBble KOMaHAb!, AOCTYMHbIE BO BCEX PEKMMAX KOHOUTypaumm

Komanda 3HayeHue/3Ha4yeHue Neiicmeue
no yMmoa4YaHuro

exit BblIliTM 13 ntoboro pexkmma KoHdUrypaLum Ha ypoBeHb Bbille B
i nepapxum Kkomang, CLI.

end BbIiTM 13 Nto60ro pexkuma KoHOUrypaLumm B KOMaHAHbIA PeXum
) (Privileged EXEC).

do ) BbINOMHUTL KOMaHAy KomaHaHoro ypoBHs (EXEC) m3 nwoboro

pexnuma KoHoUrypaumm.
help - BbIBOAMT CNPaBKY NO UCNOAb3yeMbIM KOMaHAAM.

KomaHObI pexcuma 210b6aabHol KOHuU2ypayuu

3anpoc KoMaHAHOM CTPOKU MMeeT ceayowmii Bua;:

console (config) #
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Tabnunua 31 — basoBble KOMaHAbI, AOCTYMNHbIE B peXUMe KOHPUrypaumm

KomaHda

3HayeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

banner exec d message_text d

no banner exec

3afaTb TeKcT cooblieHma exec (Npumep: No/b30BaTe b YCMNELHO
BOLUE/ B CUCTEMY) U BK/IIOUMUTL BbIBOZ, Ha IKPaH.

- d — pa3genutens;

- message_text — TeKCT coobuieHunn (B cTpoke 4o 510 cMmBo/IOB,
obuiee 2000 cumBosioB).

YAanuTb TEKCT coobLieHns exec.

banner login d message_text d

no banner login

3apaTtb TeKcT coobuweHuna login (MHPopmaumoHHoe coobuieHme,
KoTopoe oTobpakaeTca nepes BBOAOM MMEHM MONb30BaTeNA U
napoAs), U BKAOYUTb BbIBOA, HA 3KPaH.

- d — pa3genutens;

- message_text — TeKCT coobuieHnn (B cTpoke Ao 510 cumBoOB,
obuiee 2000 cnmBosios).

YaanuTb TeKCT coobuenus login.

KomaHObI pexcuma KoHgu2ypayuu mepmuHana

3anpoc KOMaHAHOM CTPOKU B peXMMe KOHPUIypauum TepMnuHana MMeeT caeayowmnii Bua,:

console (config-line) #

Tabnnua 32 — ba3oBble KOMaHAbl, AOCTYMHbIE B peXXnume KoHPUrypaumm TepmmHana

3HayeHue/3HayeHue »
KomaHoa Aelicmeue
no ymosn4aHuro
history BKkNtoUnTb GYHKLMIO COXPAHEHUA NCTOPUMN BBEAEHHbIX KOMAHA,
no history -/yHKUMA BKItOYEHa BbIKNOUNTL OYHKLMIO COXPAaHEHMA WUCTOPUM BBEAEHHbIX KO-

MaHA.

history size size

no history size

size: (10..207)/10

M3meHuTb pasmep Bydepa MCTOPUM BBEAEHHBIX KOMAHA.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

exec-timeout timeout

no exec-timeout

timeout: (0..65535)/10
MUHYT

3a4aTb TaMM-ayT TEKYLLEN TEPMUHANBHOM CECCUN B MUHYTaX.

YCTaHOBUTb 3HAYEHME MO YMOYAHUIO.

5.2 ®Punbrpauma coobuieHnit KomaHgHOM CTPOKU

®dunbTpaumna coobleHnt No3BOSIAET YMEHbLWMUTb 06bem oTobpa)KaemMblx AaHHbIX B OTBET Ha
3anpockl N0/1b30BaTENA U 061ErYUTb NOUCK Heobxoammon uHbopmauuun. ns unbTpaumm nHdopmaumm

Tp66yeTCﬂ ILl,OﬁaBl/lTb B KOHeL, KOMaHLI,HOl)'I CTPOKN CumBOA

dunbTpPaLMK, NnepeuncieHHblx B Tabauue.

Illll

M ncnosb3oBatb OAHY W3 OFILI,MVI

Tabnunua 33 — KomaHapl pexxknma rnobanbHoM KoHbUrypaumm

Memood

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

begin pattern

include pattern

exclude pattern

MOKa3bIiBaeT CTPOKM, NepBble CUMBOJIbl KOTOPbIX COOTBETCTBYIOT
wabnoHy pattern.

BblBOAUT BCE CTPOKM, cofeprKalime waboH.

BbIBOAMT BCe CTPOKM, He cofepralune WwabnoH.
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5.3 MepeHanpasneHue BbiBOAa KOMaHA CLI B nponsBonbHbIN ¢aiin Ha N3Y

NHTepdeiic KoMaHAHOM CTPOKM NpeaoCTaBAseT BO3MOXKHOCTb NepeHanpas/ieHns BbIBOAA KOMaHZ, B
Nnpou3Bo/ibHbIV dain Ha M3Y.

[nsa Toro ytobbl KONMPOBATL BbIBOA KOMaHAbI B $alin (nepesanucaTb Gpain, ecnm Takow yKe cylie-
cTByeT), TpebyeTcs nocne Habopa KomaHAbl 0oTobpaxkeHUs MHPopMaLmn A06aBUTb CUMBOJT «>» U YKa3aTb
nmsa danna. Ans Toro, Ytobbl KONMPOBATL BbIBOA KOMaHAbI B KOHel, ¢palina, nocie Habopa KOMaHZAbl OTO-
6paxkeHns MHPopmaunmn 406aBUTb CUMBOA «>>» U YKa3aTb UMA daiina. Mpumep UCNoNb30BaHUA:

consolef#show system >> flash://directory/filename
MepeHanpaBaaTb BbIBOA KOMaHA, B paiil MOXeT TONbKO NoJsib3oBaTenb ¢ 15 ypoBHem npu-

e BUNErUiA.

5.4 HacTpoKa MaKpOKOMaHA,

[aHHas ¢yHKUMA No3BoaseT co3gaBatb YHUOUUMpPOBAHHbIE HABOPbl KOMaHA — MaKpOoChl, KOTOpble
MOXHO BNOC/NeACTBUN NPUMEHATbL B MPOLLECCE KOHUTYpauumn.

KomaHObI pexcuma 2a06anb6HolU KOHpuU2ypayuu

Bug 3anpoca KOMaHAHOM CTPOKU pPeXKMMa rnobanbHoOM KOHGUIypauum:
console (config) #

Tabnuua 34 — KomaHabl pexnma rnobanbHo KoHOUrypaumm

3HavyeHue/3Ha4yeHue ”
KomaHoa / Aelicmeue
110 yMOAYAHUIO

macro name word Co3pgaeT HOBbIM Habop KOmaHA, ecan Habop € TaKMM MMeHem
cylwecTsyeT — nepesanucbiBaeT ero. Habop KomaHz BBOAMTCA
word: (1..32) cumMB0OI0B | MOCTPOYHO. 3aKOHYMTb MaKPOC MOKHO C MOMOLLbIO CUMBONA
“@”. MaKkcumanbHasa aAsvHa makpoca — 510 cMmBoNOB.

no macro name word Ypanaer yKaszaHHbIA Makpoc.

macro global apply word word: (1..32) cumBonioB | MpuMeHAET yKasaHHbIA MaKpoc.

macro global trace word word: (1..32) cumBonioB | MpoBepseT yKkasaHHbIM MaKpoC Ha BafMAHOCTb.
macro global description word word: (1..160) Co34aeT CTPOKY-AEeCKPMNTOP rNobanbHOro Makpoca.
no macro global description CMMBONOB Ypanaer cTpoKy-4eckpunTtop.

KomaHOobi pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console>

Tabnunua 35 — KomaHab! perknma EXEC

3Ha4yeHue/3HayeHue -
KomaHoa Aelicmeue
no ymon4aHuio
macro apply word MpuMeHAEeT yKa3zaHHbI MaKpocC
word: (1..32) cumBosioB —
macro trace word MpoBepseT yKasaHHbI MaKpoC Ha BaANAHOCTb
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show parser macro [{brief |
description [interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group}] | name
word}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..16);
word: (1..32) cumsonos

OTo6pakaeT napameTpbl HACTPOEHHbIX MaKPOCOB Ha YCTPOWCT-
Be.

KomaHObI pexcuma KoHguaypayuu uHmepgelica

Bupa 3anpoca KOMaHAHOM CTPOKM peXkMma KoHpUrypaumnm nHtepoeliica:

console (config-if) #

Tabnunua 36 — KomaHapl pexknma KoHourypaumm nHtepdeiica

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

macro apply word

word: (1..32) cumBonos

MprMeHAEeT yKasaHHbI MaKpoc.

macro trace word

word: (1..32) cumBonos

MpoBepseT ykasaHHbI1 MaKpPOC Ha BaNIMAHOCTb.

macro description word

word: (1..160)

no macro description

CMMBOJI0B

YcTaHaBMBAaET CTPOKY-AECKPUNTOP MaKpoca.

YaanAaet cTpoKy-AecKpunTop.

5.5 KomaHabl ynpaBaeHus cuctemom

KomaHOwb1 pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK perknuma EXEC:

console>

Tabnunuya 37 — KomaHapl ynpasneHus cucremoi B pexkmume EXEC

KomaHda

3HayeHue/3HayeHue no
YMOMYAHUIO

Aelicmeue

ping [ip] {A.B.C.D | host} [size
size] [count count] [timeout
timeout] [source A.B.C.D]

host: (1..158) cumBoNOB;
size: (64..1518)/64 6aiT;
count: (0..65535)/4;
timeout: (50..65535)/2000
mc

KomaHga cnyuT ans nepegaym 3anpocos (ICMP Echo-Request)
npotokona ICMP ykasaHHOMY y3ny ceTH, a TakXKe ANA KOHTpoAA
nocrtynatowux oteetos (ICMP Echo-Reply).

- A.B.C.D — IPv4-agpec y3na cetu;

- host — pomeHHOe UMS y3na ceTu;

- Size — pa3mep NakeTa 419 OTNPaBKK, KONMYECTBO HalT B NakeTe;
- count — KONMYECTBO NaKeToB ANA Nepesayn;

- timeout — Bpema 0XMAaHMA OTBETa Ha 3anpoc.

ping ipv6 {A.B.C.D.E.F | host}
[size size] [count count]
[timeout timeout] [source
A.B.C.D.E.F]

host: (1..158) cumBonos;
size: (68..1518)/68 6aiiT;
count: (0..65535)/4;
timeout: (50..65535)/2000
Mc

KomaHga cnyskuT ans nepegaym 3anpocos (ICMP Echo-Request)
npotokona ICMP ykazaHHOMy y31y ceTu, a TaK Ke, A1 KOHTponA
noctynatowmx oteetos (ICMP Echo-Reply).

- A.B.C.D.E.F — IPv6-agpec y3na cetu;

- host — pomeHHOE MMA y31a ceTu;

- Size — pa3mep NakeTa ANA OTNPABKKU, KOAMYeCTBO BalT B NakeTe;
- count — KONMYECTBO NaKeToB ANA Nepenauu;

- timeout — BpemMa 0XKMAaHWA OTBETa Ha 3anpoc.
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traceroute ip {A.B.C.D | host}
[size size] [ttl tt]] [count
count] [timeout timeout]
[source ip_address]

host: (1..158) cumBonos;
size: (64..1518)/64 6airT;
ttl: (1..255)/30;
count: (1..10)/3;
timeout: (1..60)/3 ¢;

OnpepeneHve Mmaplipyta TpaduKa
- A.B.C.D — IPv4-agpec y3na cetun.
- host — poMeHHOe MMA y3na ceTu;
- Size — pa3mep NakeTa A/ OTNPABKM, KOANYECTBO HaNT B NakeTe;
- tt/| — MaKcMmanbHOE KOIMYECTBO Y4aCTKOB B MApLLPYTE;
- count — KONWYECTBO MOMbITOK Mepefayn MNakeTa Ha KarKaom
y4acTke;
- timeout — Bpema OXKuMAaHUA 0TBETa Ha 3anpoc;
- IP_address — |IP-apgpec vHTepdeiica KommyTaTopa, UCMNoJib3ye-
MblI/ ANA Nepesayu NakeTos;

) OnucaHue OWMGOK NpU BbINOJHEHUU KOMaHA MU pe-

V 3y/AbTaToOB NpuBeAeHO B Tabauuax 39, 40.

A0 y3n1a Ha3HayeHwuA.

traceroute ipv6

{A.B.C.D.E.F | host} [size size]
[ttl tt/] [count count]
[timeout timeout] [source
ip_address]

host: (1..158) cumBonos;
size: (66..1518)/66 bair;
ttl: (1..255)/30;
count: (1..10)/3;
timeout: (1..60) /3 ¢;

OnpegeneHune maplupyTa TpaduKa 40 y31a HazHaYeHusn.
- A.B.C.D.E.F —IPv6-agpec y3na cetu.
- host — pomeHHOe MMSA y31a ceTu;
- Size — pa3mep NakeTa A/1A OTNPABKM, KOANYECTBO HaNT B NaKeTe;
- tt/ — MaKcMManbHOE KOIMYECTBO Y4acTKOB B MapLUPyTe;
- count — KONMYeCTBO MOMbITOK Nepefayn MakeTa Ha KaxKaom
y4acTKe;
- timeout — Bpema 0XXnaaHusA oTBeTa Ha 3anpoc;
- IP_address — |P-agpec uHTepdeiica KommyTaTopa, UCNoJb3ye-
MblI/ ANA Nepesaym NakeTos.
) OnucaHuMe owM6OK NpU BbINONHEHUU KOMaHA U pe-
V 3y/nbTaToOB NpuBegeHo B Tabauuax 39, 40.

telnet {A.B.C.D | host} [port]
[keyword1...]

host: (1..158) cumBoNOB;
port: (1..65535)/23

OTKpbITMe TELNET-ceccuun ana ysna cetu.
- A.B.C.D — IPv4-appec y3na cetu;
- host — poMmeHHOe MMSA y31a ceTu;
- port — TCP-nopT, no KoTopomy paboTaet ciykba Telnet;
- keyword — Kno4yeBoe CNoBo.
OnucaHue cneumanbHbiXx KomaHa Telnet u Knwuesbix
V cnoB npueeaeHo B Tabnunuax 41

ssh {A.B.C.D | host} [port]
[keyword1...]

host: (1..158) cumBonos;
port: (1..65535)/22;

OTKpbITME SSH-ceccun ana y3na cetu.
- A.B.C.D — IPv4-apgpec y3na cetu;
- host — pomeHHOe MMA y3na ceTu;
- port — TCP-nopT, no KoTopomy paboTaet cay>kba SSH;
- keyword — KnoyeBoe cNoBo.
V' OnucaHue KAoueBbiX CNOB NpUBeaeHo B Tabauue 42

resume [connection]

connection:
(1..5)/nocnegHns
yCTaHOB/IEHHasA ceccun

MNepekntoyeHne Ha Apyryto yctaHosneHHyto TELNET-ceccuto.
- connection — Homep ycTaHoBneHHOM telnet-ceccum.

show users [accounts]

OTo6paskeHne MHOOPMALMM O MOJIb30BATENAX, WMCMONb3YHOLLMX
pecypcbl ycTpocTBa.

show sessions

OT06parkeHne MHPopMaLmmn 06 OTKPBITBIX CECCUAX K YAaNEHHbIM
YyCTPOMCTBaM.

show system

BbiBOA, cCTEMHOM MHpOPMaLUK.

show system battery [unit

OTobparkeHne nHbopmaumum o batapee.

. unit: (1..8)/- ) .
unit] - unit — HoMep YCTPOICTBA B CTEKe
show system id [unit unit] OTobparkeHne cepuimHOro HoMmepa ycTPOMCTBaA, PEBU3UN MNAATbI U
unit: (1..8)/- 6a3oBoro MAC-aapeca.
- unit — HoMep YCTPOICTBA B CTEKE.
show system [unit unit] unit: (1..8)/- OTobparkeHne CUCTEMHOM MHPOPMALLIMM KOMMYTATOpPA.
- unit — HoMep YCTPOICTBA B CTEKE.
show system fans [unit unit] unit: (1..8)/- OTobparkeHne MHGOPMaL MM O COCTOSSHUM BEHTUIATOPOB.

- Unit — HoMep YCTPOWCTBA B CTEKE.

show system power-supply

OTo6pa>KeHme MHd)OpMaLI‘MM O COCTOAHUN UCTOYHUKOB NUTAHUA.

show system sensors

OT06parkeHne nHGopMaLLMM TemnepaTypHbIX SaTYMKOB.

show version

OTobparkeHne TeKyliel BepcuM CUCTEMHOrO MPOrPamMmHOro
obecneyeHus ycTpoiicTBa.

show system router
resources

OTobparkeHMe pasmepa M 3aHATOCTM anmapaTHbIX Tabauu, ycT-
povicTea (MapLupyT13aumu, coceaen, nHtepdencos).
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show system tcam utilization
[unit unit]

unit: (1..8)/-

OtobparkeHne 3arpysku pecypcos namsatn TCAM (onpepeneHHo
agpecyemasn namsaTb).
- Unit — HomMep yCTPOICTBa B CTEKeE.

show tasks utilization

OTo6pakeHne ypoBHs 3arpy3ku pecypcoB LEeHTPasbHOro nNpo-
LLeccopa KOMMYTaTopa 4/18 KaXA0ro CUCTEMHOrO npovecca.

show tech-support [config |
memory]

OTobparkeHne nHdopmaLmm 0b ycTpolicTee, Heobxoanmon gns
Ha4asIbHOM AMAarHOCTUKM Npobaem.

show storage devices

OTobparkeHne nonHoro cnucka M3Y mn ux pasgenos.

KomaHpga «show sessions» oTobpaaer Bce yaaneHHble COeAUHEHUA TONbKO U3 TeKyluei
e ceccum. [laHHaa KOMaHAa MCNONb3yeTca cneaylowmm obpasom:

1. BbINONHUTL NOAKAIOYEHUE K YAANEHHOMY YCTPOMCTBY C KOMMYyTatopa C MNOMOLLbIO
TELNET unu SSH;

2. BepHyTbCA B POAUTENIbCKYIO ceccuio (Ha KommyTaTop). s 3Toro HaxaTb KOM6MHauuio
Knasuw <Ctrl+Shift+6>, oTnycTutb M HaxaTb <x> (MKc). Npoun3o[ET nepexoa B poau-
Te/NIbCKYIO CECCcUIo;

3. BbINONHUTb KOMaHAY «show sessions». B Tabauue A0OMKHBI NPUCYTCTBOBATb BCE UCXOA,A-
LMe coegMHEHUA B TEKYLLIEI ceccuu;

4. pnAa Toro 4tobbl BEPHYTbCA K CECCUM YAANEHHOrO YCTPOMCTBA, HEO6XOAMMO BbINOJHUTD
KomaHgy «resume N», rae N — Homep coeguHeHMs M3 BbiBOAA KOMaHAbl «show

sessions».

KomaHObi pexcuma privileged EXEC

3anpoc KomaHAHOM cTpoKKM B pexxkume privileged EXEC nmeet cneayrowmin Bua;

console#

Tabnuua 38 — KomaHabl ynpasneHua cuctemol B pexkume privileged EXEC

3HayeHue/3Ha4yeHue .
KomaHoa / Aeiicmeue
no ymoa4aHuro
reload [unit unit_id . KomaHgaa cny»KuTt ansa nepesanycka ycTponcTsa.
[ _id] unit_id: (1..8)/- Aa ciy A P ycka yetp

- unit_id — Homep ycTpoICTBa B CTeKe.

reload in {minutes | hh:mm}

minutes: (1..999);
hh: (0..23), mm: (0..59).

YcTaHOBKa NMPOMEXKYTKa BpemMeHu, Yepes KOoTopblii mpousonaer
OT/IOXKEHHAsA nepesarpysKa ycTpoincTsea.

reload at hh:mm

hh: (0..23), mm: (0..59).

YcTaHOBKa BpemMeHU nepesarpysKku yCTponcTsaa.

boot password password

no boot password

YcTaHoOBKa napons Ha bootrom.

YpaneHue napona Ha bootrom

reload cancel

OTMmeHa OT/IOXKEeHHOro nepesanycka.

show cpu utilization

OTobpakeHne CTaTUCTUKU MO YPOBHIO 3arpy3Kku Pecypcos LEeH-
TPanbHOro Npoteccopa.

show cpu input rate

OTobpakeHne CTaTUCTMKU MO CKOPOCTU BXOAAWMX (Gpeimos,
obpabaTbiBaeMbIX MPOLLECCOPOM.

show cpu input-rate detailed

OTOob6parkeHne CTaTUCTUKM MO CKOPOCTU BXoaawmx ¢pelimos,
obpabaTbiBaeMbIX MPOLLECCOPOM MO TUMY TPaduKa.

show cpu thresholds

OTOb6parkeHne cnncka HacTpoeHHbIx noporos ansa CPU.

show memory thresholds

OTobparkeHne CNMCKa HaCTPOEHHbIX Noporos 414 RAM.

show sensor thresholds

OTo6pa>KeHme CNKUCKa Noporoe gnAa Aatynkos.

show storage thresholds

OTo6paskeHne cnucka NOpPoroB A1s Pa3aesios YCTPOWCTB.

show system mode

OTobparkeHne MHGopMaLMM 0 napameTpax ¢unbTpauumn Tpadu-
Ka.

" I'Ipmmep MCNOJIb30BaHMNA KOMaHAbI traceroute:

console# traceroute ip eltex.com
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2 eltexsrv
3 * *x %

Tracing the route to eltex.com (148.21.11.69) form , 30 hops max, 18 byte packets
Type Esc to abort.

1 gateway.eltex (192.168.1.101) O msec 0 msec 0 msec
(192.168.0.1) 0 msec 0 msec 0 msec

Tabnumua 39 — OnucaHue pe3ynbTaToB BbINONHEHUS KOMaHAp! traceroute

lone

OnucaHue

1

MopAaaKoBbIA HOMEP MapLLIPYTM3aTopa B NYTU K YKa3aHHOMY Y371y CETU.

gateway.eltex

CeTeBoe MMs 3TOro MapLipyTM3arTopa.

192.168.1.101

IP-agpec aToro mapuwpyTtmsaTopa.

0 msec 0 msec 0 msec

Bpems, 3a KoTopoe nakeT 6bln NepesaH M BEPHYACA OT MapLupyT13aTopa. YKasbiBaeTcs
ONA KaXK4O0M NONbITKM Nepeaayn naketa.

Mpu BbINOAHEHUMW KOMaHAbI traceroute MoryT NPOMU3onTU OWKBKKM, onMcaHue OWNBOK NpuBeaeHo B

Tabauue.

Tabnmua 40 — OWMBKM Npu BbINOJIHEHUN KOMaHAbI traceroute

Cumeon owubku OnucaHue
* TaimayT Npu NONbITKE Nepeaayu nakeTa.
? HewnssecTHbIV TMN NaKeTa.
A AZMWHUCTPATUBHO HeaocTyneH. O6bIYHO NPOUCXOAUT NPU BNOKMPOBAHUN UCXOAALLETO
TpaduKa no npasunam B Tabauue gocryna ACL.
F TpebyeTca pparmeHTaLma n yctaHoBKa 6utos DF.
H Y3en ceTn HegOCTyNeH.
N CeTb He4OCTYMHaA.
P lMpoToKkon HeJoCTyNeEH.
Q MCTOYHMK noaaBeH.
R MUcTekno Bpemsa NOBTOpPHOM cbopku pparmeHTa.
S OwmnbKa ncxoaalLero mapLupyTa.
U MopT HegocTyneH.

MporpammHoe obecneyeHne Telnet KOMMyTaTOpoB NoAAepKMBaeT cCneuurasbHble KOMaHAabl —
YHKUMM KOHTPOAA TepMUHana. [na BxoAa B PEKMM CleumanbHbiXx KOMaHA, BO BpemMa akTuBHoi Telnet-
CECCUM UCMOJb3YETCA KOMBUHAUMA KNaBul <Ctrl+shift+6>.

Tabnuua 41 — CneumanbHble KomaHabl Telnet

CneyuanoHaa KomaHoa

Ha3zHayeHue

AN Mepeaatb no telnet paspbiB coegmHeHuUA.

AN Mepepatb no telnet npepbiaHune npouecca (IP).

AN h Mepeaatb no telnet yganeHme cumsona (EC).

AN o Mepepatb no telnet npekpalteHue sbisoga (AO).

ANt Mepeaatb no telnet coobuwieHne «Are You There?» (AYT) 4n1A KOHTPOAA NOAKNIOUEHUSA.
ANy Mepepatb no telnet ctupaHue ctpokm (EL).

AN x Bo3BpaT B peKMM KOMaHOHOW CTPOKMW.

TaKe BO3MOXKHO MCNO/b30BaHMeE AOMNOMHUTEIbHbIX ONUMIA NpU OTKPbITUKM Telnet- n SSH-ceccuit:
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Tabnunua 42 — Knrouesble cnoBa, UCNob3yemble Npu oTKpbITUKM Telne-t n SSH-ceccuit

Onyusa OnucaHue
/echo JIoKanbHO BKAtOYAET pyHKLUMIO echo (NnogaBneHMe BbIBOAA HAa KOHCO/b).
/password OnpeanenseT naponb Ans Bxona Ha SSH-cepsep.
/quiet He gonyckaeT BbiBOA, BCex cO0bLEHMI NporpammHoro obecneyerua Telnet.

/source-interface

OnpeaenseT nHTepdEnCc-UCTOUHUK.

BkntoyaeT 06paboTKy NOTOKa, KOTOPLIN paspellaeT HesawumueHHoe TCP-coeanHeHune
6e3 KoHTpoA nocnepoBaTenbHocTen Telnet. MoTokoBoe coeanHeHne He obpabaTbiBa-

/stream eT Telnet-onumMn 1 MOXeT UCNOMb30BATLCA A/1A MOAKAOYEHUS K NMOPTam, Ha KOTOPbIX
3anyuweHbl nporpammsl Konuposanua UNIX-to-UNIX (UUCP) nnbo apyrve npoToKobl,
He asaatowmeca Telnet-npoTokonamm.

Juser OnpegenAaeTt umAa Nonb3oBaTena anAa Bxoga Ha SSH-cepsep.

KomaHObI pexcuma 2106a1bHOU KOHpuU2ypayuu

3anpoc KOMaHAHOW CTPOKU B PEXKMUME r106anbHON KOHPUTYpaLMKU UMEET cieayowmnii Bua;

console (config) #

Tabanua 43 — KomaHabl ynpaBaeHUsa CUCTEMOM B peXKMMe rnobanbHOM KOHPUrypaLmm

3HayeHue/3HayeHue .
KomaHoa Aelicmeue
Mo ymon4aHuio

hostname name name: (1..160) KomaHza cnyxuTt ana 3afaHus ceTeBoro MMeHM yCTPOMCTBa.

no hostname CMMBO/I0B/- BepHyTb ceTeBOE MMA YCTPOICTBA B 3HAUYEHMWE MO YMOIYAHWIO.

service tasks-utilization Pa3pewwnTb yCTPOMCTBY NPOrPaMMHO U3MEPATb YPOBEHb 3arpy3Ku
pPecypcoB LLEHTPA/IbHOrO NPoLEeccopa KOMMYTAaTopa AAs KaXKAoro
CNCTEMHOrIO npouecca.

- — -/BK/IIOYEHO —

no service tasks-utilization 3al'|peTMTb YCTPOUCTBY NPOrPaMMHO U3MEPATb YPOBEHb 3arpysku
PecypcoB LLEHTPA/IbHOrO NMPoLEeccopa KOMMYTAaTopa A/s KaXKAoro
CNCTEMHOTIO npouecca.

service cpu-utilization Pa3pewwnTb yCTPOMCTBY NPOrPaMMHO M3MePATb YPOBEHb 3arpy3Ku
pecypcoB LEeHTPaAbHOro NpoLeccopa KOMMyTaTopa.

-/BKIOYEHO

no service cpu-utilization

3anpeTuTb YCTPOMCTBY NMPOrpamMMHO U3MepATb YPOBEHb 3arpysku
pecypcoB LeHTPaAbHOro NpoLeccopa KoMmyTaTopa.

service cpu-input-rate

Pa3speLwmnTb yCTPOMNCTBY MPOrPaMMHO M3MEPATb CKOPOCTb BXOAA-
wux operimos, obpabaTbiBaeMbiX LEHTPasbHbIM NPOLLECCOPOM
KOMMyTaTopa.

no service cpu-input-rate

-/BbIK/IIOYEHO —
3anpeTuTb YCTPOMCTBY MPOrpaMMHO M3MEPATb CKOPOCTb BXOASA-

wux operimos, obpabaTbiBaeMbiX LEHTPa/sbHbIM MNPOLLECCOPOM
KOMMyTaTopa.

service cpu-rate-limits traffic
bps

YCTaHOBKa OrPaHMYEHWU CKOPOCTM BXOAALWMX GperimoB AnsA on-
peaeneHHOro Tuna TpadmKa.

traffic: (http, telnet,
- pps - NaKeToB B CEKyHAY.

ssh, snmp, ip, link-local,
arp, arp-inspection,
stp-bpdu, routing,
ip-options,other-bpdu,
dhcp-snooping,
igmp-snooping,
mld-snooping, sflow,
ace, ip-error, other,

vrrp);
" T pps: 8..2048
no service cpu-rate-limits BoccTraHaBnMBaeT 3HadeHue pps N0 YMONYaHUIO AN onpesaeneH-
traffic Horo Tpaduka.
service password-recovery _Jenabled Pa3spewntb BOCCTAaHOB/NIEHME MApPONA Yepe3 3arpy3oyHoe MEHI0

«password recovery procedure» C COXpaHeHnem KOHd)MpraLI,MVI.
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no service password-recovery

PaspelwnTb BOCCTAaHOB/IEHWE MApONA Yepes 3arpy3oyHOE MEHH
«password recovery procedure» c yaaneHvem KoHdurypaumu.

link_flapping enable

BKAtOUNTL NpesoTBpaLLeHre GaannmHra anHKa.

- - - -/enabled

link_flapping disable OTKNOUYNTL NpesoTBpaLLeHre GaannuHra MHKa.
service mirror-configuration Co34aBaTb pe3epBHYHO KOMUIO TEKYLLEN KOHPUrypaLumm.
no service -/enabled OTKNIOYNTb KONMMPOBaHUWeE TeKyLL el KoHOUrypauum.
mirror-configuration

system router resources ip_entries: YcTaHOBKa pasmepa Tab/mubl MapLipyTM3aLmm.
[ip-entries ip_entries | (8..8024)/5120;

ipv6-entries ipv6_entries | ipv6_entries:

ipm-entries ipm_entries | (32..8048)/1024;

ipmv6-entries ipmv6_entries] ipm_entries:

(8..8024)/512;
ipmv6_entries:
(32..8048)/512

cpu threshold index index
interval relation value
[flap-interval flap_interval]
[severity level] [notify {enable |
disable}] [recovery-notify
{enable | disable}]

no cpu threshold index index

index: (0..4294967295);
interval: (5sec, 1min,
5min);
relation: (greater-than,
greater-or-equal,
less-than, less-or-equal,
equal-to, not-equal-to);
value: (0..100) npoueH-
TOB;
flap_interval: (0..100)/0
NPOLLEHTOB;
severity: (emerg, alert,
crit, err, warning, no-
tice, info, debug)/alert

3apatb nopor gna 3arpysku CPU.

- index — Npon3BO/IbHbIM UHAEKC NOPOra;

- interval — nHTepBan namepeHus 3arpysku CPU. 3HauyeHue 3arpys-
Kn CPU 3a 3TOT MHTepBan byaeT CpaBHUBATLCA C MOPOroBbIM;

- relation —oTHoweHMe mexay 3arpy3skoint CPU 1 noporosbim 3Ha-
YyeHnem, Heobxoanmoe anA cpabaTtbiBaHWA NOPOra;

- value — 3Ha4YeHwe nopora;

- flap_interval — 3HayeHune, onpegensaowee MOMEHT BOCCTAHOB-
/leHnA nopora nocse cpabaTbiBaHUA;

- severity — ypoBeHb BaXHOCTU TPanos A/ 3TOro Nopora;

- notify — BKAtoYyaeT/oTKOYaEeT OTNPaBKy Tpanos o cpabaTbiBaHWUM
nopora;

- recovery-notify — BK/l04aeT/oTKA04aeT OTNPaBKY TPanos O BOC-
CTaHOBNEHMM Nopora.

Ypanutb nopor ¢ 3agaHHbIM MHOEKCOM.

memory threshold index index
relation value [flap-interval
flap_interval] [severity level]
[notify {enable | disable}]
[recovery-notify {enable |
disable}]

no memory threshold index
index

index:
(0..4294967295);
relation: (greater-than,
greater-or-equal,
less-than, less-or-equal,
equal-to, not-equal-to);
value: (0..100)
NPOLEHTOB;
flap_interval:
(0..100)/0 npoueHTOB;
severity: (emerg, alert,
crit, err, warning,
notice, info,
debug)/alert

3agaTtb nopor Ana obvema ceobogHoM namatu RAM.

- index — NPOM3BO/IbHbIN MHAEKC NOPOra;

- relation — oTHOwWeHWe mexay obbemom cBOb6OAHOW NamATU U
NoporoBbIM 3HaYeHWeMm, Heobxoanmoe ana cpabaTtbiBaHUA NOPO-
ra;

- value — 3HayeHMne nopora;

- flap_interval — 3HaueHuWe, onpeaenAollee MOMEHT BOCCTaHOB-
NeHns nopora nocne cpabaTbiBaHus;

- severity — ypOBEHb Ba*KHOCTW TPanoB A 3TOro Nopora;

- notify — BKNtoYaeT/oTKAOUaeT OTNpaBKy Tpanos o cpabaTtbiBaHUK
nopora;

- recovery-notify — BkntoyaeT/oTKAOYaET OTNPABKY TPanos O BOC-
CTaHOBJ/IEHMM Nopora.

Yaanutb nopor € 3agaHHbIM MHOEKCOM.

sensor threshold fan fan_num
unit-id unit_id index index
relation value [flap-interval
flap_interval] [severity level]
[notify {enable | disable}]
[recovery-notify {enable |
disable}]

no sensor threshold fan
fan_num unit-id unit_id index
index

fan_num: (1..63);
unit_id: (1..8);
index:
(0..4294967295);
relation: (greater-than,
greater-or-equal,
less-than, less-or-equal,
equal-to, not-equal-to);
value: (0..1000000000)
060pOTOB/MUH;
flap_interval:
(0..1000000000)/0
060poTOB/MUH;
severity: (emerg, alert,
crit, err, warning,
notice, info,
debug)/alert

3afaTb NOPOr ANA AATYMKA CKOPOCTU BPALLLEHUA BEHTUAATOPA.

- fan_num — Homep BeHTUNATOPA;

- unit_id — Homep 10HUTa, Ha KOTOPOM HAXOAUTCA BEHTUAATOP;

- index — NPON3BOIbHbIV MHAEKC NOPOra;

- relation — OTHOLLEHWE MEXAY CKOPOCTbIO BPALLEHUA BEHTUNATO-
pa 1 NoporosbiM 3HadeHuem, Heobxogumoe ans cpabaTbiBaHWUA
nopora;

- value — 3HaYeHWe nopora;

- flap_interval — 3HayeHue, onpepensAoWee MOMEHT BOCCTAHOB-
NeHusa nopora nocne cpabatbiBaHus;

- severity — ypoBeHb Ba)KHOCTW TPanos s 3TOro Nopora;

- notify — BKAtouaeT/oTkNIO4aET OTNPaBKy TPanos o cpabaTbiBaHUK
nopora;

- recovery-notify — Bkalo4aeT/oTkNO4aET OTNPABKy TPanos O BOC-
CTaHOBJ/IEHUW MOPOTa.

YanuTb NOPOT € 3a4,aHHbIM UHAEKCOM ANA BEHTUAATOpa fan_num
Ha loHUTe unit_id.
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sensor threshold
thermal-sensor sensor_num
unit-id unit_id index index
relation value [flap-interval
flap_interval] [severity level]
[notify {enable | disable}]
[recovery-notify {enable |
disable}]

no sensor threshold
thermal-sensor sensor_num
unit-id unit_id index index

sensor_num: (1..63);
unit_id: (1..8);
index:
(0..4294967295);
relation: (greater-than,
greater-or-equal,
less-than, less-or-equal,
equal-to, not-equal-to);
value: (-1000000000..
1000000000) °C;
flap_interval:
(0..1000000000)/0 °C;
severity: (emerg, alert,
crit, err, warning,
notice, info,
debug)/alert

3apaTb Nopor ANA gaTyMKa TemnepaTypbl.

- Sensor_num — HomMep TepPMOAATYMKa;

- unit_id — Homep IOHUTA, Ha KOTOPOM HaXxoAUTCA TePMOAATYMK;

- index — NPOM3BOJIbHbIM MHAEKC NOPOra;

- relation — oTHOWeEHWE MeXAay TeEMNEPATypOit U NOPOroBbIM 3Ha-
yeHnem, Heobxoanmoe gaa cpabaTbiBaHUA NOPOra;

- value — 3HayeHue nopora;

- flap_interval — 3HayeHuWe, onpeaensowee MOMEHT BOCCTAHOB-
JIeHus nopora nocne cpabaTbiBaHUS;

- severity — ypoBeHb BaXKHOCTW TPanoB A/19 3TOro Nopora;

- notify — Bk/to4aeT/OTKAKOUAET OTNPaBKY TPanos o cpabaTbiBaHUK
nopora;

- recovery-notify — Bknto4aeT/oTKAOUYaET OTNPaBKy TPanos O BOC-
CTaHOBAEHMW NOpora.

YAanuTb Nopor ¢ 3afaHHbIM MHAEKCOM A/1A TepMOJATYMKa sen-
SOr_num Ha oHuUTe unit_id.

storage threshold index index
interval relation value
[flap-interval flap_interval]
[severity level] [notify
{enable | disable}]
[recovery-notify {enable |
disable}]

no storage threshold index
index

index:
(0..4294967295);
relation: (greater-than,
greater-or-equal,
less-than, less-or-equal,
equal-to, not-equal-to);
value: (0..100)
NPOLEHTOB;
interval: (0..100)/0
NPOLEHTOB;
severity: (emerg, alert,
crit, err, warning,
notice, info,
debug)/alert;

3agatb nopor ana obvema ceobogHOM NamaTh Ha M3Y.

- index — NPOW3BO/IbHbIV MHAEKC NOPOra;

- relation — oTHOWeHMe mexay obbema cBO6OAHOM NaMATU U No-
pOroBbIM 3HaYeHUeMm, Heobxoammoe Ansa cpabaTtbiBaHUA NOpPOra;

- value — 3Ha4YeHune nNopora;

- flap_interval — 3HauyeHune, onpeaensiow,ee MOMEHT BOCCTAHOB-
NeHusA nopora nocne cpabatbiBaHUs;

- severity — ypoBeHb BaXKHOCTW TPanoBs /1 3TOro Nopora;

- notify — Bk/Ito4aeT/OTKAKOUAET OTNPaBKY TPanos o cpabaTbiBaHUK
nopora;

- recovery-notify — Bknto4aeT/oTKAOUYAET OTNPaBKYy TPanos O BOC-
CTAHOBNEHMM Mopora.

Y4anunTb NOPOr ¢ 3a4aHHbIM UHAEKCOM.

5.6 KomaHpgbl ANA HACTPOMUKM NapamMeTPOoB ANA 3a4aHUA naponeit

[aHHbI KOMMIEKC KOMaHA npeaHasHayeH A4S 334aHWMA MMHUMa/bHOM CAOMKHOCTM Napons, a

TaKXe 1A 3a4aHnA BpemMeHu AeUCTBUA Napos.

KomaHObI pexcuma 2106as1bHoU KoOHpuU2ypayuu

3anpoc KOMaHAHOW CTPOKU B pPeXKMUME r106anbHON KOHPUTYpaLMM UMEET cieayowmnii Bua;

console (config) #

Tabanua 44 — KomaHabl ynpaBaeHUa CUCTEMOM B perKMme rnobanbHOM KOHGUrypaumm

KomaHda

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

passwords aging age

no password aging

age: (0..365)/180 gHeit

3apaet BpemMAa XU3HU naponeﬁ. Mo ucreyeHnun 3agaHHoOro CpOKa
6y,a,eT npeanoxKeHo CMeHUTb Napob. 3HauveHune 0 rOBOPUT O TOM,
YTO BpPpEMA KU3HU napone|7| He 3a4aHo.

BoccTaHaBnmBaeT 3HaveHue nNo YMONYaHUIO.

passwords complexity enable

-/BbIKAOYEHO

BK/itoyaeT orpaHuyeHve Ha Gopmat napons.

passwords complexity
min-classes value

no passwords complexity
min-classes

value: (0..4)/3

BKAlOYaeT orpaHuyeHue, 3ajatoliee MUHUMaNbHOE KOJIMYECTBO
K/IaCCOB CMMBOJIOB (CTPOYHble BYKBbI, 3ari1aBHble 6yKBbl, LUdpbI,
CUMBObI).

BocctaHaBnvBaeT 3HaveHue no YMONYaHUIO.

passwords complexity
min-length value

value: (0..64)/8

Bkntouaet orpaHu4YeHne Ha MMHUMaNbHYO A/IMHY NAapPOoaA.

Ethernet-kommymamopel cepuli MES53xx, MES33xx, MES35xx, MES23xx 64




HELTEX

no passwords complexity
min-length

BoccTaHaBnmBaeT 3HaYeHue no YMONYaHUIO.

passwords complexity
no-repeat number

BknoyaeT orpaHuyeHue, 3ajaroliee MaKCMMasbHOE KOJIMYecTBO
nocnenoBaTe/ZIbHO NOBTOPAKOWMXCA CUMBOJIOB B HOBOM Mapone.

no password complexity
no-repeat

number: (0..16)/3
BoccTaHaBAMBaET 3HAYEHME MO YMONHAHMIO.

passwords complexity

3anpeu.|,aeT npu cCMeHe Napo/sAa UCNO/Ib30BaTb B Ka4eCTBe HOBOro

not-current cTapsblii.
- -/enabled —
no passwords complexity Pa3speluaeT ncnonb3oBaTb CTapblii Naposib NP CMEHe.
not-current
passwords complexity 3anpeLyaeT MCNO/b30BaTh B Ka4eCTBe Napo/ia MMA No/b30BaTe N .
not-username
-/enabled

no passwords complexity
not-username

Pa3speluaeT ncnonb3oBaTb B Ka4ecTBe Napoaa MMA NONb30BaTeNA.

Tabnuua 45 — KomaHabl ynpaBneHus cuctemom B pexkmume Privileged EXEC

KomaHda

3HayeHue/3HayeHue

Aelicmeue
10 yMoA4YaHuIo

show passwords configuration

- OTo6parkaeT MHPopmaLumtio 06 orpaHUYEHUAX Ha NAPOAU.

5.7 Pab6ora c paitnamm

5.7.1 OnucaHue apaymeHmMoe KOMaHO

Mpu ocyliecTBNeHNN onepaunin Hag, dainamu, B KauecTBe apryMeHTOB KOMaH/A, BbICTynatoT agpeca

URL — onpepenutenn MecTOHaXOXAEHMA pecypca.

OnucaHne KAK4YeBbIX CNOB,

onepauusx, npMeeaeHo B Tabauue 46.

Tabnumua 46 — CNUCOK KAKOYEBbIX CIOB U UX ONMCaHUe

MUCNONIb3yeMbIX B

Knrouyesoe cnoeo

OnucaHue

flash://

McxoaHbld agpec nav agpec mecta HasHauyeHUs 418 SHeproHe3asncMMon NamaTu. JHeproHesa-
BMCMMan NaMATb MCMO/b3yeTca Mo ymoadaHuio, ecam agpec URL onpegeneH 6e3 npedukca (npe-

dukcamm ssnstotea: flash:, tftp:, scp:...).

running-config

Paiin TekyLlen KoHoUrypaumm.

mirror-config

Konusa daiina TekyLLen KoHPUrypaumm.

startup-config

daiin nepBoHaYabHOM KOHUTypauuu.

active-image

daitn ¢ akTMBHBLIM 06pasom.

inactive-image

dalin ¢ HeakTMBHbIM 06pa3om.

tftp://

NcxoaHbli aapec nnam aapec
CuHTakcuc: tftp://host/[directory/] filename.
- host — IPv4-anpec unu ceteBoe MMA YCTPOICTBA;
- directory — kaTanor;

- filename — vmsa danna.

MeCTa Ha3Ha4YeHuA ana

TFTP-cepsepa.

scp://

McxopHbil agpec namn agpec mecta HasHadyeHus ana SSH-cepsepa.
Cuntakcuc: scp://[username[:password]@]host/[directory/] filename
- username — UM NO/b30BaTeNs;

- password — napo/ib N0/Nb30BaTeNs;

- host — IPv4-agpec unu ceteBoe MM YCTPOICTBA;

- directory — KaTanor;

- filename — nms daina.

logging

daiin c uctopreit KomaHgag,
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5.7.2 KomaHObI 0518 pabomei ¢ halinamu

3anpoc KomaHAHOM cTpoKKM B pexxkunme Privileged EXEC nmeeT cneaytowmin BUA:

console#

Tabnunua 47 — KomaHapl ana pabotbl ¢ dannamm B perkume Privileged EXEC

KomaHda

3HayeHue/3Ha4yeHue
no ymoa4aHuro

Aeiicmeue

copy source_url
destination_url [exclude |
include-encrypted |
include-plaintext]

copy source_url
running-config

copy running-config
destination_url [exclude |
include-encrypted |
include-plaintext]

copy startup-config
destination_url

source_url: (1..160)
CMMBOJIOB;
destination_url: (1..160)
CMMBOJIOB;

KonuposaHue daina n3 MectononoKeHns UCTOYHMKA B MeCcTono-
NIOXKEHWE Ha3HaYeHus.

- source_url — mecTononoxeHune Konvpyemoro ¢aiina;

- destination_url — appec mecta HasHauyeHuAa, Kyga daiin byaet
CKOMUPOBaH.

Cnegytolime onumun A0CTYNHbI TONbKO NPU KONMpoBaHUK 13 daiina
KoHdUrypauum:

- exclude — uHpopmauus, KpuTMYHana ana 6esonacHocTH, He ByaeT
BK/IlOYEHA B KOHEYHbIN daiin;

- include-encrypted — nHpopmaumsa, KputuuHaa gna 6esonacHo-
CTW, byZeT BK/OYEHA B KOHEYHbIN ¢hain B 3alimMdpoBaHHOM BUAE;
- include-plaintext — nHpopmauusa, KpuTUYHaa ana 6esonacHocTH,
6yAeT BKAOYEHa B KOHEYHbIV daitn B He3alwndpoBaHHOM BUAE.

KonupoBsaHue dalina KoHoUrypaunm c cepsepa B TEKYLLYIO KOHPU-
rypauuio.

CoxpaHeHue TeKyLelt KoHdUrypaLmm Ha cepsepe.

- exclude — UCKAOYMTL U3 KONUPYEMbIX AaHHbIX MHPOPMaLMIO O
K/to4ax, Naponax v T.m;

- include-encrypted — coxpaHsATb OaHHble O K/Ato4ax, NMaponsax B
WwndpoBaHHOM BUAE;

- include-plaintext — coxpaHATb fJaHHble O KAOYax, Naponsx B
ABHOM BMe.

CoxpaHeHue NepBoHaYaNbHOWM KOHOUIypaLmm Ha cepsepe.

copy running-config
startup-config

CoxpaHeHue TeKylen KoOHPUrypaumm B nepBoHayYaabHy0 KOHOU-
rypauuto.

copy running-config file

CoxpaHeHWe TeKyuwel KoHbUrypauum B 3afaHHbIA pe3epBHbll
dain KoHdpurypauuu.

copy startup-config file

CoxpaHeHWe nepBoOHayYanbHOM KOHGUrypauuu B 3agaHHbIN pe-
3epBHbIN dalin KoHOUrypauuu.

boot config source_url

KonuposaHue ¢aiina KoHdurypauum c cepsepa B palin nepsoHa-
YaNbHOM KOHOUrypaumm.

dir [flash:path | dir_name]

OTobparkaeT cnucok ¢painnos B ykasaHHOM KaTasore.

more {flash:file |
startup-config |
running-config |
mirror-config | active-image |
inactive-image | logging |

file}

file: (1..160) cumsonos

OTobparkaet cogeprkumoe dalina.
- startup-config — oTobparkaeT cogep:knumoe ¢aina nepBoHa-
YanbHOM KOHOUTypauuu;
- running-config — oTobpakaeT cogep:knumoe oaina TekyLuen
KoHbUrypauuu;
- flash: — oTobpaxkaeT daiinbl ¢ pnew-namaTi ycTPOMCTBa;
- mirror-config — oTobpakaet cogepxumoe danna TeKyWen KOH-
durypauum ¢ 3epkana;
- active-image — otobparkaeT Bepcuio Tekywero daina obpasa
no.
- inactive-image — oTobparkaeT Bepcuio HeakTMBHOro ¢alina ob-
pasa 0.
- logging — oTobpakaeT cogepunmoe daina KypHana.
- file — vma daiina.

l daiinbl oTobpaxkarorca B popmate ASCII.

.o

delete ur/

Ynanenwe daiina.

delete startup-config

YpaneHus ¢gaiina nepBoHayaNbHOW KOHOUTypauuu.

boot system inactive-image

3arpy3sunTbca ¢ HeakTMBHOro obpasa MO.
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show {startup-config |
running-config} [brief |
detailed | interfaces

OtobparkaeT cogepxumoe daina nepsoHayanbHOU KoHUrypa-
unn  (startup-config) wunm Tekywen KoHdurypauum (running-
config).

{gigabitethernet gi_port | gi_port: (1..8/0/1..48); - interfaces — KoHbUrypauus uHTepdelicoB KommyTatopa - Gpusn-
tengigabitethernet te_port | te_port: (1..8/0/1..24); Yeckux uHTepodericos, rpynn mHTepdeicos (port-channel), VLAN-
fortygigabitethernet fo_port | fo_port: (1..8/0/1..4) nHTepdericos, oob-nopTta, UHTEpdElica 3aMblKaHUA Ha cebn, TyH-
oob | port-channel group | group: (1..12); Henew.

vlan vian_id | tunnel vlan_id: (1..4094); Cnegyrowme onumm AOCTYMNHbI NPU BbIBOAE TEKYLWLEW KOHPUrypa-

tunnel_id | loopback
loopback_id}]

tunnel_id: (1..16); umu:
loopback_id: (1..64) - brief — BbIBOA, KOHPUIYpaLMKM 6e3 ABOMYHbIX AaHHbIX, HAaNpUMmep,
SSH un SSL kntouein.
- detailed — BbIBOA, KOHOUIYpPaLUK C BKIOYEHMEM ABOUYHbIX AaH-
HbIX

show bootvar Moka3blBaeT akTMBHbIA Pain cuctemHoro MO, KOTOPbIN YCTPOWCT-

BO 3arpy’KaeT npu 3anycke.

write [memory] CoxpaHeHWe TeKywen KoHourypaumm B ¢alin nepBoHayvasibHOM

KOHUrypaumu.
rename url new_url url, new_url: (1..160) N3meHeHne umeHu daina.
CMMBO/IOB - url — Terywee uma daina; - new-url — Hosoe nms daina.
' | CepBep TFTP He moxeT 6biTb aApecomM MUCTOYHUMKOM M afApecom HasHauyeHuA A1 OJHOWM
- KOMaHAbl KONUpoBaHUA.

[pumepbl UC016308AHUA KOMAHO

= Yaanutb paiin test 3 sHeproHe3aBUCUMOM NAMATH:

console# delete flash:test
Delete flash:test? [confirm]

PesynbTaT BbINONHEHUA KOMaHAbI: MOC/e NOATBEPXKAEHMA dain byaeT yaaneH.

5.7.3 KomaHObI 0na pe3epsupoeaHus KOHguypayuu

B OJaHHOM pa3sgene onucaHbl KOMaHAbl, MpefHasHayeHHble A9 HACTPOWMKWM pe3epBMPOBAHMUA
KOHOUrypaLmm no Taimepy Uam Npu COXpaHeHUM TekyLLein KoHpurypaumm Ha flash-HakonuTene.

KomaHObI pexcuma 2a0b6aab6Hol KOHuU2ypayuu

3anpoc KOMaHAHOM CTPOKM B pexkmme rnobanbHOM KOHPUTYpauum MMeeT cneayomii Bua;
console (config) #

Tabnnua 48 — KomaHabl ynpaBaeHUs cucteMomn B pexkmme rnobasnbHoM KOHPUrypaumum

3HayeHue/3Ha4yeHuUe .
KomaHoa / Aeiicmeue
no ymon4aHuro

backup server server YKasaHue cepBepa, Ha KOTOpbIli ByAeT Npou3BOAUTLCA pe3epBu-
server: (1..22) poBaHue KOHUrypaumu. Crpoka B dopmare
CMMBO/I0B «tftp:// XXX XXX XXX XXX ».

YpaneHue cepsepa A5 pe3epBUMPOBaHUS.

no backup server

backup path path YKasaHWe nyTu pacrnonoxeHua ¢alina Ha cepsepe u npeduKkca
path: (1..128) datina. Mpu coxpaHeHun K npedukcy byaeT o06aBAATLCA TEKYLLAA
CMMBO/I0B AaTa v Bpemsa B dopmate rrrrmmaay4mmcc.
no backup path YaaneHue nytv ans pesepBupoBaHms.

backup history enable
no backup history enable

BK/IlOUMTb COXpaHeHMe CTOPUMN pe3epPBHbIX Konui.

-/BbIK/IOYEHO

OTKOUUTb COXPaHEHME UCTOPUM PE3EePBHbIX KOMUIA.
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backup time-period timer

no backup time-period

timer:
(1..35791394)/720 muH

YKaszaHMe MpoMexyTKa BpemeHu, No UCTeYeHun Kotoporo byaer
OCYLLEeCTBAATLCA aBTOMATUYECKoe pe3epBMpoOBaHWe KoHdUrypa-
uum.

BoccTaHaBnvBaeT 3HaueHue no YMONYaHUIO

backup auto

no backup auto

-/BbIK/IIOYEHO

BK/ItOYEHME aBTOMATUYECKOTO PE3EPBUPOBAHNA KOHUTypaLmK.

YcTaHOBKaA 3Ha4YeHMA No YMOI4aHUIO.

backup write-memory

no backup write-memory

-/BbIK/IIOYEHO

Bk/itoyeHWe pesepBUMPOBaHUA KOHPUIypaumMm npu CcOXpaHeHUn
nonb3osaTenem KoHdurypauum Ha flash-HakonuTens.

YCTaHOBKa 3HAY€HUA NO YMOYAHUIO.

Tabaunuya 49 — KomaHapl ynpasneHusa cuctemoit B pexkume Privileged EXEC

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aeiicmeue

show backup

OTobparkaeT MHPOPMaLMIO O HACTPOMKaAxX pe3epBMPOBaHUA KOHDU-
rypaumm

show backup history

OTobparkaeT UCTOPUIO YCNELIHO COXPAaHEHHbIX HA cepBep KOHUry-
pauui.

5.7.4 KomaHOblI 019 asmomamu4yecko2o0 06HosneHUA U KOHgu2ypayuu

lpoyecc asmomamu4ecko2o 0b6Ho8aeHUsA

KommyTaTop 3anyckaeT npoLecc aBToMaTMyeckoro obHoBneHun, basupytowmiica Ha DHCP, ecnu oH
BK/AOYEH U umsa TeKctoBoro ¢anna (DHCP-onums 43, 125), copepxkawero mumsa obpasa MO, 6bino
npepocrtasneHo cepsepom DHCP.

Mpouecc aBToMaTUYECKOro 0B6HOBNEHUNA COCTOUT U3 cneayrowmnx aTanos:

1. KommyTaTop 3arpyrKaeT TeKCTOBbIN Gai U unTaeT 13 Hero uma danna obpasa MNO Ha TFTP-

cepsepe;

2. KommyTaTop ckaumBaeT nepsbiit 610K (512 6aiiT) obpasa NO c TFTP-cepBepa, B KOTOPOM CO-
aepxutca sepcua MNO;
3. KommyTtaTop cpaBHuMBaeT Bepcuto dpaiina obpasa NO, nonyyeHHoro ¢ TFTP-cepBepa, ¢ Bepcuen
aKTMBHOro obpasa MO KommyTaTopa. Ecan OoHW OTAMYaAKOTCA, KOMMYTaATOp 3arpyaet obpas
MO ¢ TFTP-cepBepa BMeCTO HeaKTMBHOro obpasa MO KommyTaTopa U AenaeT AaHHbIM obpas

dKTUBHbIM;

4. Ecnn o6pas MO 6bln 3arpyKeH, To KOMMYTaTOp NepesarpyraeTca.

[pouecc asmomamu4ecko20 KOHPU2YpUPOBAHUSA

KommyTaTop 3anycKaeT npouecc aBTOMaTUYeCcKoro KoHourypaumm, 6asmpytowmiica Ha DHCP, npwm
BbIMNOJIHEHUW CNEAYIOLLMX YCIIOBUNA:

— B KOHOUrypaumm paspelleHo aBToMaTMueckoe KoHOUIypmnpoBaHue;

— otseTr DHCP-cepsepa coaeput

IP-agpec TFTP-cepsepa (DHCP-onuus 66) u uma dalina

KoHdurypaummn (DHCP-onuma 67) B popmate ASCII.

! NonyuyeHHbI paitn KoHUrypauum gobasnserca K TeKyuien (running) KoHpurypaumu.

KomaHObI pexcuma 2106anabHol KoOHpuU2ypayuu

3anpoc KoMaHAHOM CTPOKM B peknume rnobasibHoM KOHOUrypaLmMmn MMeeT Ceayowmnn BuAa:

console (config) #
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Tabnnuya 50 — KomaHabl ynpaBaeHus cuctemMon B pexkmme rnobanbHoM KOHPUrypaumnm

3Ha4yeHue/3HayeHue "
KomaHoa / Aelicmeue
no yMmon4aHuro

boot host auto-config BKNtOYeHMEe aBTOMATUUYECKOM KOoHoUrypauum, 6asmpyrolieincs Ha

DHCP.
. -/BKNIOYEHO — —

no boot host auto-config BbIK/IlOYEHME aBTOMATUYECKOWN KOHPUrypaumm, 6asmnpytowenca Ha
DHCP.

boot host auto-update Bk/toueHne aBTomaTuuyeckoro obHosneHus MO, 6asupytolerocs
Ha DHCP.

-/BKAOYEHO

no boot host auto-update BbIKk/ItOYEHWE aBTOMaTUYecKoro obHoBeHusA MO, H6asupytowerocs

Ha DHCP.

KomaHOb1 pexcuma privileged EXEC

3anpoc KoMaHAHOM CTPOKK B pexume privileged EXEC umeet cneaytowmii Bua;

console#

Tabnunua 51 — KomaHapl ynpaBneHus cuctemoi B pexkmume privileged EXEC

KomaHda

3HayeHue/3HayeHue

Aelicmeue
10 yMoA4YaHuIo

show boot

MpPOCMOTP HacTpoeK aBTOMAaTUYeCKOro O6HOBAEHWUA U KOHdUrypa-
TI7R

= [lpumep KoHurypaumm ISC DHCP Server:

unsigned integer 32,
unsigned integer 8,
unsigned integer 8,
unsigned integer 8,
text

}i

host mes2124-test {

option image-filename code 125 = {

#enterprise-number. MmeHTudUKaATOP NPOM3BOOUTENS, BCEerma pPabBeH
35265 (Eltex)

#data-len. [nuHa BCex IOAHHEIX ONUMM. PaBHa IJiMHE CTPOkKM sub-
option-data + 2.

#sub-option-code. Koxm nomonumy, BCcerma paBeH 1
#sub-option-len. InuHa cTpoku sub-option-data
#sub-option-data. Umsa TexcToBOTO Oanna, comepxamero nMs
obpaza IIO

hardware ethernet a8:f9:4b:85:a2:00; #mac-agpec KoMMyTaTopa

filename "mesXXX-test.cfg"; #rMsa KOHOUIYpALUM KOMMYyTAaTOpPa

option image-filename 35265 18 1 16 "mesXXX-40l.ros"; #1MsT TEKCTOBOTO
barna, comepxamero mMa obpazsa IO

next-server 192.168.1.3; #IP-ampec TFTP cepepa

fixed-address 192.168.1.36; #IP-ampec KOMMyTaTopa

5.8 HacTpoiKa cuctTeMHOro BpemeHum

/ Mo ymonuaHUio aBTOMATUUYECKUIA Nepexos Ha IeTHee Bpemsa OCYLLEeCTBNAAETCA B COOTBETCT-
BUM co ctaHaaptamu CLUA u Eeponbl. B KOoHOUrypauum moryt 6biTb 3agaHbl Nobble paTta U
Bpems ONA nepexopna Ha neTHee Bpema u o6paTtHo.

KomaHOwbi pexcuma Privileged EXEC

3anpoc KomaHgHoM cTpoKu B pexxume Privileged EXEC nmeet cneayrowmin BuAa;

console#
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Tabnunuya 52 — KomaHabl HACTPOMKM CUCTEMHOIO BpemeHu B pexkmme Privileged EXEC

3Ha4yeHue/3HayeHue

KomaHoa Aelicmeue
no ymon4aHuro
clock set hh:mm:ss day month hh: (0..23); PyyHasa ycTaHOBKa CMCTEMHOro BpemeHW (KoOmMaHZa n[OoCTynHa
year mm: (0..59); TO/IbKO AR MPUBMAETMPOBAHHOIO NO/b30BaTENS).
clock set hh:mm:ss month day ss: (0..59); - hh —4acbl, MM — MUHYTbI, SS — CEKYHAbI;
year day: (1..31); - day — peHb; month — mecau,; year — rog.

month: (Jan..Dec);
year: (2000..2037)

show sntp configuration

MoKasbiBaeT KoHOUrypauuio npotokosa SNTP.

show sntp status

MNMoka3sbiBaeT cTaTyc npoTtokona SNTP.

KomaHOwbi pexcuma EXEC

3anpoc KomaHAHOM CTPoKKM B pexkume EXEC umeeT cnepytowmin BuA;

console>

Tabnunuya 53 — KomaHabl HACTPOMKM CUCTEMHOIO BpeMeHU B pexkume «EXEC»

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show clock

show clock detail

lNoKa3biBaeT cucteMHoe Bpemsa 1 Aaty.

[JononHutenbHo oTobpakaeT NapameTpbl YacCOBOro Nnosca 1 nepe-
X04a Ha NeTHee Bpems.

KomaHObI pexcuma 2106anabHol KoOHpu2ypayuu

3anpoc KOMaHAHOM CTPOKM B peknume rnobasbHON KOHUIypaLMmn MMEET CeayoWnin BUA,:

console (confiqg) #

Tabnunua 54 — CNMCOK KOMaHZ ANA HAacTPOMKN CUCTEMHOIO BPEMEHU B pexkmme rnobanbHol KoHdurypa-

umm

KomaHda

3Ha4yeHue/3HayeHue
no yMmoa4aHuo

Aeiicmeue

clock source {sntp | browser}

no clock source {sntp |
browser}

-/BHELWHUIA UCTOYHNK
He ucnonb3yerca

Mcnonb3oBaHMe BHELWHErO UCTOYHMKA A/1A YCTaHOBKM CUCTEMHOTO
BpPEMEHMU.

3anpeLu,aeT MCNONb30BaHNE BHeLWHero NCTOYHMKa ANA yCTaHOBKU
CUCTEMHOIO BpeMEHMN.

clock timezone zone
hours_offset [minutes
minutes_offset]

no clock timezone

zone: (1..4) cumsonos/
HeT ONM1caHuA 30HbI;
hours_offset:
(-12..+13)/0;
minutes_offset:
(0..59)/0;

YcTaHaBAMBaeT 3HaYeHKMe YacoBoro nosca.

- zone — cnoBo, chopmMmMpoBaHHOE U3 NepBbiX BYKB cnoBoOCOYETa-
HUA, KOTOPOE OHO 3ameHAEeT (onuncaHme 30Hbl);

- hours-offset — yacoBoe cmelleHNEe OTHOCUTENIbHO HY/NIEBOTO Me-
puauana UTC;

- minutes-offset — MUHYTHOE CMeLLeHne OTHOCUTENbHO HY/NEeBOro
mepuamnaHa UTC.

YcTaHaBAMBaEeT 3HaYeHUe Mo YMOAYaHUIO.

clock summer-time zone date
date month year hh:mm date
month year hh:mm [offset]

clock summer-time zone date
month date year hh:mm month
date year hh:mm [offset]

zone: (1..4) cumsona/
HeT onmcaHua 30Hbl;
date: (1..31);
month: (Jan..Dec);
year: (2000 ..2037);
hh: (0..23);
mm: (0..59);
week: (1-5);
day: (sun..sat);
offset: (1..1440)/60
MWH;
Mo ymonyaHuio

3apaeT Aaty u BpemMA A1 aBTOMATMYeCKOro nepexoga Ha fetHee
BpemMs 1 Bo3BpaTa 0bpaTHO (AnA onpeseneHHoro roga).

MepBbiM B KOMaHAe YKa3blBaeTCA ONMCaHUE 30Hbl, BTOPbIM Bpems
AN nepexoAa Ha NeTHee BPpems U TPETbUM Bpema A/1a BO3BpaTa.

- zone — cnoBo, copMUPOBaHHOE M3 NepBbix ByKB cnoBocoyeTa-
HWA, KOTOPOE OHO 3aMeHsEeT (onuncaHue 30Hbl);

- date —uncno;

- month — mecsu;

- year —rog;

- hh —y4acbl, mm — MUHYTbI;

- offset — KonnuecTBo MUHYT, fobaBnfaembIXx Npu nepexose Ha
NeTHee Bpems.
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clock summer-time zone
recurring {usa | eu | {first |
last | week} day month hh:mm
{first | last | week} day month
hh:mm} [offset]

no clock summer-time

nepexoj Ha netHee
BpeMA BbIKNKOYEH

3apaeT faty v Bpema 418 aBTOMATUYECKOro nepexoaa Ha feTHee
BpeMmMsa 1 BO3BpaTa 06paTHO B PEKMME EXKErogHo.

- zone — cNoBo, CGOPMMpPOBaAHHOE M3 NepBbIX OYKB CNOBOCOYETA-
HWA, KOTOPOE OHO 3aMeHSAET (onucaHme 30HbI);

- usa — yCTaHOBMTb NpaBu/Ia Nepexoaa Ha NeTHee Bpems, UCMoJib-
3yemble B CLLIA (nepexon, BO BTOPOE BOCKpeceHbe MapTa, 06paTHO
B NepBOE BOCKpeceHbe HOoAbpA, B 2 Yaca yTpa No MecTHOMY Bpe-
MeHW);

- eu — yCTaHOBUTb NpaBuaa nepexoaa Ha NeTHee BPemMs, UCMOJb-
3yemble EBpocoto3om (nepexom, B NocnesHee BOCKpPECEHbE MapTa,
0bpaTHO B nocsiegHee BOCKpPeCeHbe OKTAbpsA, B 1 yac yTpa no
TpuHBMYY);

- hh —yacbl, mm — MUHYTbI;

- week — Hegensa mecaua;

- day — peHb Hegenw;

- month — mecsau;

- offset — konnuecTBo Ao6aBAAEMbIX MUHYT NPU NepPexoae Ha NeT-
Hee Bpems.

OTK/NOYaeT aBTOMATUYECKUI Nepexos, Ha eTHee Bpems.

sntp authentication-key number: YcTaHaB/MBAET K/OY MPOBEPKUM MOAJIMHHOCTM A/A NPOTOKO/A
number md5 value (1..4294967295); SNTP.
encrypted sntp value: (1..32) - number — HOMep K/oYa;
authentication-key number CMMBOOB; - value — 3Ha4YeHue Knua;
md5 value Mo ymonyaHuio - encrypted — 3a4aTb 3HaYeHMe KtoYa B 3aWMPPOBAHHOM BUAE.
no sntp authentication-key nposepka Yaanser KoY NpoBepPKU NOAJNHHOCTM ans npoTokona SNTP.
number NoA/NIMHHOCTH
OTK/IKO4YEeHa
sntp authenticate -/nposepka TpebyeT NpoBepKy NOAJIMHHOCTU ANA NONYyYEeHUA UHPOPMALLUN OT
NOAJIMHHOCTU He NTP-cepBepos.
no sntp authenticate Tpebyetca YcTaHaBMBaET 3HaYEHWE N0 YMOMYAHMIO.
sntp trusted-key key_number key_number: OcylectBnsaeT NPoOBEepPKY MNOANMHHOCTM CUCTEMbI, OT KOTOPOM

(1..4294967295);
Mo ymonyanuio

CUHXPOHU3MpyeTcA ¢ nomolLbto SNTP no 3agaHHOMY Katouy.
- key_number — Homep KAtoya.

no sntp trusted-key npoBepka YcTaHaBAMBaeT 3HaYeHMeE MO YMONYAHWIO.
key_number NoANMHHOCTU
OTK/ItOYeHa
sntp broadcast client enable Paspewaet paboTy wupokoseLaTenbHbix SNTP-K1MeHTOB.
{both | ipv4 | ipv6} : /3anpetueHo
no sntp broadcast client YcTaHaBAMBaEeT 3HaYeHME N0 YMOIYAHUIO.
enable
sntp anycast client enable Paspewaet paboty SNTP-knuMeHTam, NOAAEpKUBAOLLMM METos,
{both | ipv4 | ipv6} /3anpetueHo PacCblIKM NaKeToB, MO3BOMIAIOWMIA MNOCbIIATL AaHHble BAMNKaK-
LeMy YCTPOWCTBY M3 rpynrbl Noayyatenei.
no sntp anycast client enable YcTaHaBAMBAET 3HAYEHUE MO YMOMYAHMUIO.
sntp client poll timer seconds seconds: YctaHaBamBaeT Bpems onpoca ana SNTP-cepsepa.

no sntp client poll timer

(60...86400)/24

YcTaHaBAMBaeT 3HaYeHue no YMOYaHUIO.

sntp client enable
{fortygigabitethernet fo_port |
tengigabitethernet te_port |

Paspewaet paboty SNTP-knuMeHTam, NOAAEPKMUBAIOLLMM METOZ,
PacCbIKM MaKeToB, NO3BO/AKLWMIA MNOCbINATL AaHHble 6auXKan-
LeMy yCTPOMCTBY U3 rpynmnbl NoayYaTesiei, a TaKKe WMPOKoBeLLa-

port-channel group | oob | fo_port: (1..4); TenbHbIM SNTP-kAMeHTam ana BbibpaHHOro MHTepdelica.

vlan vian_id} te_port: (1..24); - noapobHoe onucaHve WHTepdENCcoB U3NOXKEHO B pasgene
group: (1..16); «KoHdurypaums nHtepoelicos».

no sntp client enable vlan_id (1..4094) YcTaHaBAMBaeT 3HaYeHMe NO YMOIYAHUIO.

{fortygigabitethernet fo_port | /3anpelueHo

tengigabitethernet te_port |

port-channel group | oob |

vlan vian_id}

sntp unicast client enable PaspewaeTt paboTty ogHoaapecHbiXx SNTP-KNMeHTOoB.

no sntp unicast client enable -/3anpeerio YcTaHaBAMBAET 3HAYEHME MO YMOIYAHMIO.

sntp unicast client poll PaspeluaeT nocnesoBaTeNbHbIM OMPOC 3a4aHHbIX OAHOAAPECHbIX
-/3anpewyeHo SNTP-cepBepos.

no sntp unicast client poll

YcTaHaBAMBaeT 3Ha4YeHue no YMO4YaHUIO.
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sntp server {ipv4_address |
ipv6_address |

ipv6_link local_address%{vian
{integer} | ch {integer} | isatap
{integer} |
{physical_port_name}} |
hostname} [poll] [key keyid]

no sntp server {ipv4_address |
ibv6_address |
ipv6_link_local_address%{vian
{integer} | ch {integer} | isatap
{integer} |
{physical_port_name}} |
hostname}

hostname: (1..158)
CUMBO/IOB;
keyid: (1..4294967295)

3agaet agpec SNTP-cepsepa.

- ipv4_address — IPv4-agpec y3na ceTv;

- ipv6_address — IPv6-agpec y3na ceTv;

- ipv6z-address — IPv6z-appec y3na cetv ans ping.

dopmar agpeca ipv6_link_local_address%interface_name:
ipv6_link_local_address — nokanbHbii IPv6 agpec KaHana;
interface_name — vma ucxopawero uHTepdeiica 3apaetca B
cnepyrouem dopmare: vian {integer} | ch {integer} | isatap {in-
teger} | {physical_port_name}

- hostname — pomeHHOE MMA y31a CeTH;

- poll — BKAtoyaeT onpoc;

- keyid — vaeHTUdMKaTOpP KAtova.

YpaneHue cepsepa 13 cnucka NTP-cepsepos.

clock dhcp timezone

no clock dhcp timezone

-/3anpelueHo

PaspeluaeT nonyyeHne TakMx AaHHbIX KaK YacOBOW NOSAC U /ieTHee
spemsa ot DHCP-cepsepa.

3anpeLaeT NoayYyeHMA TaKMX AaHHbIX KaK YaCcoBOWM MOAC U NeTHee
Bpemsa ot DHCP-cepsepa.

KomaHObI pexcuma KoHgu2ypayuu uHmepagelica

3anpoc KOMaHAHOM CTPOKM B pexxnume KOHPUrypaumnm nHtepdelica MMeeT creayowmn BUA,:

console (config-if) #

Tabnuua 55 — CnMcok KOMaHA, ANA HAaCTPOMKU CUCTEMHOIO BPEMEHMU B peXmnme KoHPUrypaumm nHtepdeit-

Ca

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

sntp client enable

no sntp client enable

-/3anpelueHo

Paspewaet paboTty SNTP-KAMEHTY, KOTOPbIM NoadepKusaer me-
TOA, PacCbl/IKM NAKeToB, NO3BOAIOLWMIA NOCLINATL AaHHbIE YCTPOM-
CTBY GAMKalluemMy M3 Fpynnbl NosiyyaTesiel, a TakKe LWMPOKoBe-
wartenbHomy SNTP-KAMEHTY Ha HacTpauBaemom UWHTepdeice
(Ethernet, port-channel, VLAN).

YcTaHaBAMBaET 3HAYEHUE MO YMOYAHUIO.

[Mpumepebi 8bIM0AHEHUS KOMAHO

" OTO6pa3VITb CNCTeMHOE BpemMA, A4aTy U AaHHbIE NO 4YacoBOW 30HE:

console# show clock detail

Time zone:
Acronym is PST
Offset is UTC-8

Summertime:
Acronym is PDT

15:29:08 PDT (UTC-7)
Time source is SNTP

Jun 17 2009

Recurring every year.

Begins at first Sunday of April at 2:00.
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CTaTyC npouecca CMHXPOHU3aALMN BpEMEHMU 0To6pa>+<aeTc;| C noMouwbo AONOJIHUTE/ZIbHO CMMBOJ1a

nepen sHa4eHnem BpemeHu.

[pumep:

‘ *15:29:08 PDT(UTC-7) Jun 17 2009

MCI'IOﬂb3YI-OTCﬂ cneaywouimne o0b03HayeHuA:

— TOuKa (.) o3HayaeT, 4To Bpems J0CTOBEPHO, HO HET CUHXPOHM3aL MK ¢ cepsepom SNTP;
— OTCYTCTBME CMMBO/1a O3HAYaeT, YTO BpemA AOCTOBEPHO M CMHXPOHM3aLMUA eCTb;
— 3Be3a04Ka (*) o3HayaeT, UTo Bpems He4oCTOBEPHO.

= 334aTb AaTy M Bpema Ha CUCTeMHbIX Yacax: 7 mapTa 2009 roga, 13:32

console# clock set 13:32:00 7 Mar 2009

=  OT06pa3unTb cTaTyc npotokona SNTP:

console# show sntp status

Unicast servers:

Server
Source
Stratum
Status
Last Response
Offset
Delay

Anycast server:

Broadcast:

Clock is synchronized, stratum 3, reference is 10.10.10.1, unicast

10.10.10.1

Static

3

up

10:37:38.0 UTC Jun 22 2016
1040.1794181 mSec

0 mSec

B npumepe Bblle CUCTEMHOE BPeEMA CMHXPOHM3MpPOoBaHO oT cepeepa 10.10.10.1, nocneaHuii oTeeT
nony4yeH B 10:37:38, HecoBnageHMe CUCTEMHOTFO BPEMEHU C BpeMEHEM Ha cepsepe cocTasuio 1.04 c.

5.9 KoHo}urypauuma BpemeHHbIX UHTepBanos time-range

KomaHObI pexcuma KoHgu2ypauyuu 8peMeHHbIX UHmMepsasos

console# configure
console (config) # time-range range name, rgne

range_name — CUMBOJbHbIN (1...32) naeHTUdUKATOP BPEMEHHOTO MHTEpPBana
console (config-time-range) #

Tabanua 56 — KomaHabl pexxuma KoHOUrypaumm BpemeHHOro MHTepBeana

3HaveHue/3Ha4yeHue "
KomaHoa / Aelicmeue
o ymon4aHuo
absolute {end | start} hh:mm hh: (0..23); 3a4aTtb Havyano M (MAKn) KoHeu, BpeMeHHOro uHTepsana B dopmare:
date month year mm: (0..59); Yyac: MMHYTa LieHb MecaL, roA,.
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no absolute {end | start}

date: (1..31);
month: (jan..dec);
year: (2000..2097);

Yaanutb BpemMeHHOM uHTepsain.

periodic list hh:mm to hh:mm
{all | weekday}

no periodic list hh:mm to
hh:mm {all | weekday}

hh: (0..23);
mm: (0..59);
weekday: (mon...sun)

3a4aTb BPEMEHHOWN WMHTEpBan B TeYeHWe OA4HOro U3 AHen Hepenu
WU KaX[0ro gHA Hepenu.

Y8anutb BpeMeHHOM MHTepBa.

periodic weekday hh:mm to
weekday hh:mm

no periodic weekday hh:mm to
weekday hh:mm

hh: (0..23);
mm: (0..59);
weekday: (mon...sun)

3afaTb BpEMEHHOM MHTEPBaA/ B TEYUEHUE HeLeNN.

YAanuTb BpeMeHHOM UHTepBa.

5.10 KoHdurypauua untepdencos n VLAN

/ 3HaueHMe Mackn MmoxKeT b6bITb 3anucaHo nnbo B popmare X.X.X.X, nmbo 8 popmarte /N, rae
N — K0/nM4YecTBo eaMHUL, B ABOMYHOM NpPeACTaBNEHUN MACKU.

5.10.1 NMapamempeol Ethernet-uimepdpelicos, Port-Channel u Loopback- uumepdgpeiicoe

KomaHObI pexcuma KoHgu2ypayuu uHmepgeltica (Quana3zoHa uHmepgelicos)

console# configure

console (config) # interface { gigabitethernet gi port | tengigabitethernet
te port | fortygigabitethernet fo port | oob | port-channel group | range
{..} | loopback Ioopback id }
console (config-if) #

[aHHbIN peXnm A0CTYyNeH U3 pexkMma KoHOUIypauum U npeaHasHayeH ANs 3a4aHua NapameTpos
KOHPUrypaumMm uHTepdeiica (nopTa KommyTaTopa WAWM TpPynnbl NOPTOB, paboTaloWwmMx B perume
pasgeneHus Harpysku), inbo ananasoHa UHTepdencos.

Bbibop MHTepdeiica ocyLWwecTBAAETCA NPY NOMOLLM KOMaHA,:

Ana MES5324

Tabnuua 57 — KomaHab! Bbibopa nHTepdeica ana MES5324

KomaHoa

Ha3sHauyeHue

interface fortygigabitethernet fo_port

O1A HacTponkn 40G-nHTepdeiicos

interface tengigabitethernet te_port

Ons HacTpoliku 10G-uHTepdelicos

interface gigabitethernet gi_port

O15 HacTpolikn 1G-nHTepdeicos

interface port-channel group

AN HACTPOWKM rpynn KaHanoB

interface oob

[OJ17 HAaCTPOMKM UHTepdelica ynpaBaeHus

interface loopback loopback_id

[NA HAaCTPOUKM BUPTYanbHbIX MHTepbeicos

roe:

— group — NopsAAKOBbI HOMeEp rpynnbl, obLiee KOAMYecTBO cornacHo Tabavue 9 (cTpoka «Arpera-

ums KaHanos (LAG)»);

— fo_port — nopaaxosbiii Homep 40G-nHTepdeitca, 3apaetca 8 suge: 1..8/0/1..4;

— te_port — nopagKosblii Homep 10G-nHTepdeiica, 3agaetca s suae: 1..8/0/1..24;

— gi_port—nopaaKkosbiit Homep 1G-nHTepdeliica, 3agaerca 8 suae: 1..8/0/1;

— loopback_id — nopsgKkoBbIit HOMep BUPTYasibHOrO MHTepdeica, obLuee KONMYECTBO COrNacHoO Tab-
nuue 9 (ctpoka «Konnuectso BupTyanbHbix Loopback-uHtepdelicos»).
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Ona MES3324F, MES3324, MES2324, MES2324B, MES2324P, MES2324F, MES2324FB

Tabnunua 58 — KomaHapl Bbibopa nHTepdenca ana MES3324F, MES3324, MES2324, MES2324B, MES2324P,
MES2324F, MES2324FB

KomaHoa HasHavyeHue
interface tengigabitethernet te_port ANnA HacTpovikn 10G-nHTepdeicos
interface gigabitethernet gi_port ANA HacTponkn 1G-uHTepdericos
interface port-channel group ONA HAaCTPOMKM rpynn KaHanos

ONA HACTPOWMKKM UHTepdeica ynpaBaeHus (MHTepdeic ynpasaeHums

interface oob
NPUCYTCTBYET HE Ha BCEX KOMMYTaTopax)

interface loopback loopback_id ONA HACTPOWKM BUPTYaNbHbIX MHTepdeincos

roe:

— group — nopsAKoBbIA HOMep rpynmnbl, obLee KOANMYECTBO coracHo Tabanue 9 (cTpoka «Arpera-
ums KaHanos (LAG)»);

— te_port — nopagKosbiit Homep 10G-uHTepdeiica, 3apaetca B suge: 1..8/0/1.. 4;

— gi_port—nopaaKosbiii Homep 1G-nHTepdeliica, 3agaerca 8 suae: 1..8/0/1..24;

— loopback_id — nopagKoBbli HOMep BMPTYyasibHOro UHTepdelica, obliee KOMYECTBO COrnacHo Tab-
nmue 9 (ctpoka «Konnuectso BupTyanbHbix Loopback-nuntepdericos»).

Ona MES2326

Tabanuya 59 — KomaHab! Bbibopa nHTepdeica gns MES2326

KomaHoa HasHayeHue
interface tengigabitethernet te_port Ana HacTpoikm 10G-uHTepdelicos
interface gigabitethernet gi_port ANA HacTponkn 1G-uHTepdericos
interface port-channel group AR HACTPOWKM rpynn KaHanoB
interface loopback loopback_id ONA HAaCTPOMKM BUPTYasibHbIX MHTepdelicos

roe:

— group — NopsAKOBbIA HOMepP rpynnbl, obLee KOANMYECTBO cornacHo Tabauue 9 (cTpoka «Arpera-
ums KaHanos (LAG)»);

— te_port —nopaakosbii Homep 10G-uHTepdeiica, 3agaerca B suge: 1..8/0/1.. 4;

— gi_port —nopsaakosbiit Homep 1G-uHTepdeiica, 3agaertca s suae: 1..8/0/1..26;

— loopback_id — nopasakoBblit HOMep BUPTYanbHOro MHTepdeiica, obLiee KOMYeCcTBO COrnacHo Tab-
nvue 9 (cTpoka «Konunuectso BupTyanbHbix Loopback-nHtepdericos»).

Ana MES2348B, MES3348, MES3348F

Tabnnua 60 — KomaHabl Bbibopa nHTepdeinca gns MES2348B, MES3348, MES3348F

KomaHoa HasHayeHue
interface tengigabitethernet te_port AN HacTporikm 10G-nHTepdeicos
interface gigabitethernet gi_port ANA HacTponkn 1G-uHTepdericos
interface port-channel group AN1A HACTPOWKM rpynn KaHanoB
interface loopback loopback_id ONA HAaCTPOMKM BUPTYasibHbIX MHTepdelicos

roe:

— group — nopsAKoOBbIA HOMepP rpynnbl, obLee KOAMYECTBO coracHo Tabauue 9 (cTpoka «Arpera-
umA KaHanos (LAG)»);

— te_port — nopaaKosbiit Homep 10G-nHTepdeiica, 3apaetca 8 snae: 1..8/0/1.. 4;

— gi_port—nopaaKosbiit Homep 1G-nHTepdeliica, 3agaerca 8 suae: 1..8/0/1..48;

— loopback _id — nopsagKoBbIi HOMep BUPTYasibHOrO MHTepdeica, obliee KOAMYECTBO COrnacHo Tab-
nnue 9 (ctpoka «Konunuectso BUpTyanbHbix Loopback-uHtepdelicos»).
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Ona MES3316F

Tabnunuya 61 — KomaHapl Bbibopa nHTepdenca ana MES3316F

KomaHoa

Ha3HnayeHue

interface tengigabitethernet te_port

ona Hactpoiikm 10G-uHTepdelicos

interface gigabitethernet gi_port

ONA HacTpoliku 1G-uHTepdeicos

interface port-channel group

AN HAaCTPOWKM rpynn KaHanoB

interface oob

015 HAaCTPOMKKM MHTepdeica ynpaBieHusa (MHTepdenc ynpaBaeHun
NPUCYTCTBYET HE Ha BCEX KOMMYTaTOPaXx)

interface loopback loopback_id

019 HAaCTPOMKM BUPTYanbHbIX MHTepdeicos

roe:

— group — NopsAAKOBbI HOMEp rpynnbl, obLiee KOAMYecTBO cornacHo Tabavue 9 (cTpoka «Arpera-

umna KaHanos (LAG)»);

— te_port— nopaakosblit Homep 10G-uHTepdelica, 3apaetca 8 suge: 1..8/0/1.. 4;

— gi_port —nopaaKkosbiit Homep 1G-nHTepdeliica, 3agaerca 8 suae: 1..8/0/1..16;

— loopback_id — nopagKoBblit HOMep BUPTyasNbHOro MHTepdeica, obliee Ko/AMYecTBO, COrnacHo
Tabnnue 9 (cTpoka «KonnyectBo BMPTYasbHbIX Loopback-uHTepdeicos»).

Ana MES3308F

Tabnnua 62 — KomaHAgbl Bbibopa nHTepdeica ana MES3308F

KomaHoa

Ha3HauyeHue

interface tengigabitethernet te_port

ons HacTpoliku 10G-uHTepdelicos

interface gigabitethernet gi_port

015 HacTpolikn 1G-uHTepdeicos

interface port-channel group

[OJ/15 HACTPOMKM rpynn KaHanos

interface oob

AN HAaCTPOUMKKM MHTepdeiica ynpasneHus (MHTepdeic ynpaBneHus
NPUCYTCTBYET HE HA BCEX KOMMYTaTOPaXx)

interface loopback loopback_id

017 HAaCTPOMKM BUPTYaNbHbIX HTEpPdelicoB

roe:

— group — nNopsAKoBbIA HOMep rpynnbl, obLee KOAMYECTBO cornacHo Tabauue 9 (cTpoka «Arpera-

uMA KaHanos (LAG)»);

— te_port — nopaaxosblit Homep 10G-uHTepodeiica, 3agaetca 8 suge: 1..8/0/1.. 4;

— gi_port —nopaaKkosbiit Homep 1G-nHTepdeliica, 3agaerca 8 suae: 1..8/0/1..8;

— loopback_id — nopagKoBbIi HOMep BUPTYyanbHOro MHTepdelica, obliee KOAMYECTBO COMNACHO Tab-
nuue 9 (ctpoka «Konnuectso BupTyanbHbix Loopback-uHtepdericos»).

Ona MES2308 nu MES2308P

Tabnunua 63 — KomaHapl Bbibopa nHTepdeica gna MES2308, MES2308P

KomaHoa

Ha3sHauyeHue

interface gigabitethernet gi_port

O1A HACcTpoMnKKM 1G-uHTepdeincos

interface port-channel group

[NA HACTPOMKM rpynn KaHanos

interface loopback loopback_id

[NA HAaCTPOUKM BUPTYanbHbIX MHTepbeicos

roe:

— group — NOpPAAKOBbIN HOMepP rpynmnbl, 0blee KOAMYECTBO cornacHo Tabnuue 9 (cTtpoka «Arpera-

uma KaHanos (LAG)»);

— gi_port—nopaaKkosbiit Homep 1G-nHTepdeliica, 3agaerca 8 suae: 1..8/0/1..12;
— loopback_id — nopsaKkoBbIit HOMep BUPTYasibHOrO MHTepdeica, obLee KONMYECTBO COrNacHo Tab-
nnue 9 (ctpoka «Konnuectso BupTyanbHbix Loopback-untepdericosy).

Ethernet-kommymamopel cepuli MES53xx, MES33xx, MES35xx, MES23xx 76




HELTEX

Ona MES2308R

Tabnunua 64 — KomaHabl Bbibopa nHTepdenca ana MES2308R

KomaHoa HasHa4yeHue
interface gigabitethernet gi_port ANA HacTponkn 1G-uHTepdericos
interface port-channel group AR HACTPOWKM rpynn KaHanoB
interface loopback /oopback_id ONA HaCTPOMKM BUPTYabHbIX MHTepdelicos

roe:

group — NOpsAAKOBbIN HOMEpP rpynnbl, 0bLLee KONMYEeCTBO CornacHo Tabauue 9 (cTpoka «Arpera-
ums KaHanos (LAG)»);

gi_port — nopaaxosbiii Homep 1G-nHTepodelica, 3agaercs 8 suge: 1..8/0/1..10;

loopback _id — nopaakosbIi HOMep BUPTYyanbHOro UHTepdelica, obliee KOJMYECTBO COr/lacHO Tab-
nnue 9 (ctpoka «Konunuectso BupTyanbHbix Loopback-uHtepdelicos»).

Ona MES3508P

Tabnunua 65 — KomaHapl Bbibopa nHTepdeica ana MES3508P

KomaHoa HasHayeHue
interface gigabitethernet gi_port ANA HacTponkn 1G-uHTepdericos
interface port-channel group ON1A HACTPOWKM rpynn KaHaaoB
interface loopback /oopback_id ONA HaCTPOMKM BUPTYanbHbIX MHTepdeicos

roe:
group — NOpsAKOBbIN HOMEpP rpynnbl, 0bLLee KONMYECTBO cornacHo Tabauue 9 (cTpoka «Arpera-
ums KaHanos (LAG)»);

gi_port — nopaaxosbiii Homep 1G-nHTepodelica, 3agaerca 8 suge: 1/0/1..10;

loopback_id — nopagKoBbln HOMep BMPTyasbHOro MHTepdelica, obliee KOANMYECTBO COrnacHo Tab-
nvue 9 (cTpoka «Konunuectso BUpTyanbHbix Loopback-nHtepdericos»).

3anucb nHTepdeiica

1..8/0/1..N

HOMEep YCTPOICTBA B CTEKE Homep cnoTa Homep MHTepdelica

KomaHabl, BBeAeHHble B peMMe KOHdUrypauunm wuHTepdelica, NPUMEHAITCA K BblbpaHHOMY

nHTepoeicy.

Hu)Ke npuBeaeHbl KOMaHAbl 414 BXOAA B PeXMM HacTpolKu gecAatoro Ethernet-uHTtepdeliica (anna

MES5324) nepBoro ycTpoiCTBa B CTEKE U BXO/a B PEKMM HACTPOMKM rpynnbl KaHanos 1.

console# configure

console (config) # interface tengigabitethernet 1/0/10
console (config-if) #

console# configure

console (config) # interface port-channel I

console (config-if) #

Bbi6op duana3oHa uHmepdgeiicoe ocyLLecTBASETCA NPU MOMOLLM KOMaHA,:

— interface range fortygigabitethernet portlist — pana HacTpolikm AamanasoHa
fortygigabitethernet-untepdelicos;
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— interface

range

tengigabitethernet portlist — pns  HacTpoMKM  AManasoHa
tengigabitethernet-uHtepoeiicos;

— interface range gigabitethernet portlist — pna HacTpokM ananasoHa gigabitethernet-
nHTepdelicos;
— interface range port-channel grouplist — npna HacTpoWKM AmManasoHa rpynn NopPToB.

KomaHabl, BBeAEHHbIE B AaHHOM pexXunme, NPUMEHATCA K Bbl6paHHOMy Anana3oHy MHTep¢EﬁCOB.

Hu)ke npuBeseHbl KOMaHAbI A5 BXOAA B PEXMM HAaCTPOMKKM amanasoHa Ethernet untepdelicos ¢ 1
no 10 (ana MES5324) n ana BxoAa B PeXKMM HACTPOMKM BCEX rPynn NOPTOB.

console# configure
console (config) # interface range tengigabitethernet 1/0/1-10
console (config-if) #

console# configure
console (config)# interface range port-channel 1-8
console (config-if) #

Tabnunua 66 — KomaHapl pexknma KoHdurypaumm nHtepdencos Ethernet n Port-Channel

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuo

Aelicmeue

shutdown

no shutdown

-/BKNIIOYEH

BblkNOUnTL  KOHOUTypupyembii  uHTepderic (Ethernet, port-
channel).

BkAtounTb KOHOUTYypUpyembli MHTepdeNic.

description descr

descr: (1..64)

[o6asunTb onucaHue nHTepoeiica (Ethernet, port-channel).

no description CMMBO/IOB/HeT .
Ypanutb onucaHue uHtepdeiica.
onuncaHua
speed mode mode: (10, 100, 1000, 3apaTb CKOPOCTL Nepesaym gaHHbix (Ethernet).
no speed 10000) YCTaHOBUTb 3HaYEHME MO YMONHAHMUIO.

duplex mode

no duplex

mode: (full, half)/full

3apaTb pexkum pynnekca uHtepdeica (nonHoaynnekcHoe coeam-
HeHue, NnonyaynaekcHoe coeguHenue, Ethernet).

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

negotiation [cap1
[cap2...cap5]]

no negotiation

cap: (10f, 10h, 100f,
100h, 1000f, 10000f)

BkntouaeT aBTOCOrNacoBaHWe A7 CKOPOCTU M AyMJieKca Ha Ha-
cTpamBaeMom uHTepdeiice. MOXHO yKasaTb onpefeneHHble Cco-
BMECTMMOCTM NapameTpa aBTOCOIAacoOBaHWUA, ECAN NapameTpbl He
3afiaHbl, TO NOAAepXKMBatOTCA Bce coBmecTumocTu (Ethernet, port-
channel).

BbIkNtouaeT aBToCOrNacoBaHWe AnA CKOPOCTM M AyNaeKca Ha Ha-
CTpaMBaeMom UHTepodeiice.

flowcontrol mode

mode: (on, off,

3agaTb pexuMm ynpasnieHua notokom flowcontrol (BkatounTh, OT-
KNHOUYMTb UK aBTOCOrnacoBaHue). AstocornacosaHue flowcontrol
paboTaeT TONbKO B C/yyae, €CAM PEXMM aBTOCOr1acoBaHUA

no back-pressure

auto)/off negotiation BKk/iOYeH Ha HacTpaMBaemom uHTepdeiice (Ethernet,
port-channel).
no flowcontrol OTKNOYUTD PEXUM YNPABAEHUA NOTOKOM.
back-pressure BKntoyaeT QyHKUMIO «OBPATHOro AaBieHMa» Ha HAaCTPanmBaemMom
nHTepoerice (Ethernet).
-/BbIK/IOYEH

BblIk/NtoYaeT QyHKUMIO «0BPaTHOrO AaBNEHUA» HA HAaCTPaMBAEMOM
UHTepodeiice.

load-average period

no load-average

period: (5..300)/15

YCTaHOBWTb Nepuoa, B TeYEHME KOTOPOro cobupaerca CTaTUCTUKA
0 Harpyske Ha uHTepodeiice.

YCTaHOBUTb 3HAYeHue no YMOI4aHUIO.

media-type {force-fiber |
force-copper | prefer-fiber}
[auto-failover]

-/prefer-fiber

Bbibop TNa KOM60O-NOPTa B KAYECTBE OCHOBHOTO HOCUTENS.
-force-fiber — paspelweHa aKTMBHOCTb TOJILKO OMNTUYECKOW 4aTu
KoMb0-nopTa;

-force-copper — paspelleHa aKTUYHOCTb TOJIbKO MeAHOW YacTu
KOMb0-nopTa;

-prefer-fiber — npevmyLiecTBo onTnyeckoro MHKa.
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| no media-type | | YCTaHOBUTb 3HAYEHME MO YMONYAHUIO.

KomaHObI pexcuma 2a06an6Hol KOHgpu2ypayuu

Bua 3anpoca KoOMaHAHOM CTPOKM B pexume rnobanbHoi KoHGUrypaumu:
console (config) #

Tabnvua 67 — KomaHapl pexxmma obuwmx HacTpoek nHTepdeica Ethernet n Port-Channel

KomaHoa

3Ha4yeHue/3HayeHue
o ymon4aHuro

Aelicmeue

port jumbo-frame

no port jumbo-frame

-/3anpeuyeHo

PaspewaeT KommyTaTopy paboTatb € ¢peimamm 60/bLIOrO

pasmepa.

V 3HaueHne maximum transmission unit (MTU) no ymon-
yaHuto 1500 6aifT.

V Hactpoiika BCTynUT B cUNy TO/IbKO MoOcae nepe3arpysku

cTpoiike port jumbo-frame 10200 6aiiT.

yCTpoicTBa.

3HaueHne maximum transmission unit (MTU) npu Ha-
3anpewaeT KommyTaTopy paboTtath ¢ dpperimammn bonbluoro pas-
mepa.

seconds

no errdisable recovery interval

(30..86400)/300 cerkyHz,

mtu size YcTaHOBUTb 3HaUeHMe maximum transmission unit (MTU)
size: (128..1500)/1500 V Hactpoiika MTU He paboTtaeT ana TpaH3uTHOro TpaduKka
6anT
no mtu YCTaHOBWUTb 3HaYEHWE N0 YMOYAHUIO
errdisable recovery cause {all | BKNIOUMTL aBTOMATMYECKYHO aKTUMBaLMIO WHTepdelica nocne ero
loopack-detection | OTK/IIOYEHUSA B CIeAYHOLMX CYYanX:
port-security | - loopback-detection — obHapyxeHue netensb;
dotlx-src-address | acl-deny | - port-security — HapyweHue 6e3onacHOCTK Ans port security;
stp-bpdu-guard | - dotlx-src-address —HenpoxoxaeHue ayTeHTUUKaAUUKU, OCHO-
stp-loopback-guard | udid | BaHHOM Ha MAC-aapecax nonb3oBaTtenei;
storm-control | link-flapping} - acl-deny —HecooTBeTcTBME cnnckam goctyna (ACL);
- stp-bpdu-guard — aktnBauus 3awmtel BPDU Guard (nepegava
HeCaHKLMOHUpPOBaHHOro naketa BPDU yepes nHtepdeiic);
- stp-loopback-guard — o6Hapy:KeHue netenb npoTokosiom STP;
-/3anpeuiero - udld - akTMBaUMA 3aWwmTbl UDLD;
- storm-control —LUMpPOKOBeLLATENbHbIN WTOPM;
- link-flapping —bnannuHra nuHka.
no errdisable recovery cause YCTaHOBWTb 3HaYEHME MO YMONYAHUIO.
{all | loopack-detection |
port-security |
dotlx-src-address | acl-deny |
stp-bpdu-guard |
stp-loopback-guard | udid |
storm-control | link-flapping}
errdisable recovery interval seconds: YCTaHOBUTb BPEMEHHOM MHTepBan Aas aBTOMaTUYEeCKOro MoBTOp-

HOTo BKOYEHUs nHTepdelica.

YCTaHOBUTb 3HaYeHuMe no YMONYaHUIO.

snmp trap link-status

no snmp trap link-status

-/BKNIOYEHO

BkntoyaeT otnpaBky SNMP trap-coobuieHuii 0 COCTOAHUM UHTep-
denCcHbIX TIMHKOB.

OTKntoyaeT otnpasky SNMP trap-coobuieHni.

KomaHOobi pexcuma EXEC

BunAa 3anpoca KoMaHAHOM CTPOKM B pexxkume EXEC:

console#
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Tabnunuya 68 — KomaHapl pexknma EXEC

KomaHda

3Ha4yeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

clear counters

Cbpoc cTaTUCTUKKM aNa BCeX NHTepdelncoB.

clear counters {oob |
gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group | vlan
vlan_id}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..16)
vlan_id: (1..4094)

C6poc CTaTUCTMKKM ANA uHTepdeica.
' Cratuctuika no VLAN gocTtynHa TonbKo ana MES3508P

set interface active
{gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group}

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..16)

AKTUBUpPYET MOPT WM TPYNny NOPTOB, BbIKAHOYEHHbIX KOMaHAO0M
shutdown.

show interfaces
{gigabitethernet gi port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group}

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..16)

MoKas3aTb cBOAHY MHPOPMAUMIO O COCTOSIHUM, HAaCTPOMKe U CTa-
TUCTUKe nopTa.

show interfaces configuration
{oob | gigabitethernet
gi_port | tengigabitethernet
te_port | fortygigabitethernet
fo_port | port-channel group |
detailed}

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..16)

MoKa3aTb KOHPUTypaLMIo MHTepdecoB.

show interfaces status

MoKasaTb COCTOAHUE BCEX MHTEPdENCOoB.

show interfaces status {oob |
gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group | detailed}

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..16)

MokasaTtb coctoaHue Ethernet-nopTa, rpynnbl nopTos.

show interfaces advertise

Moka3aTb NapameTpbl aBTOCOrNACcoOBaHUA, 06bABAEHHbIE ANA BCEX
UHTEepdencos.

show interfaces advertise
{oob | gigabitethernet
gi_port | tengigabitethernet
te_port | fortygigabitethernet
fo_port | port-channel group |
detailed}

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..16)

MokasaTb MapameTpbl aBTOCOMNACOBaHWA, OObLABIEHHblE ANA

Ethernet-nopTa, rpynnbl NopToB.

show interfaces description

MoKasaTb onucaHus Bcex MHTepdelicos.

show interfaces description
{oob | gigabitethernet
gi_port | tengigabitethernet
te_port | fortygigabitethernet
fo_port | port-channel group |
detailed}

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..16)

MokasaTb onucaxue Ethernet-nopTta, rpynnbi NOpPTOB.

show interfaces counters

MoKasaTb CTaTUCTUKY ANA BCeX UHTepdECcoB.

show interfaces counters
{oob | gigabitethernet
gi_port | tengigabitethernet
te_port | fortygigabitethernet
fo_port | port-channel group |
vlan vian_id | detailed}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..16)
vlan_id: (1..4094)

MoKa3aTb CTAaTUCTUKY ANA UHTepdelica.
’ Cratuctuka no VLAN goctynHa Tonbko ana MES3508P

show interfaces utilization

MoKa3aTb CTaTUCTMKY MO Harpyske A1 Bcex MHTepdeincos.

show interfaces utilization
{gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group}

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..16)

MoKasaTb CTaTUCTUKY NO Harpyske ans Ethernet-untepdeiica.
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show interfaces mtu
{gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group | vlan
vlan_id | loopback
loopback_id}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..16);
loopback-id: (1..64);
vlan_id: (1..4094)

MokasaTtb HacTporiky MTU ansa uHtepodeiica

show ports jumbo-frame

Moka3aTb HacTPOKKy jumbo-frames B KommyTaTope.

show errdisable recovery

MoKa3aTb HACTPOMKMN AN aBTOMATUYECKOM NOBTOPHOM aKTUBAaLLMM
nopra.

show errdisable interfaces
{gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group}

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..16)

MoKasaTb NPUUYUHY OTKIOYEHWUA NOPTA, FPynMnbl MOPTOB U COCTOA-
HMe aBTOMaTUYECKOM aKTUBALUMK.

default interface [range]
{gigabitethernet gi_port |
fastethernet fa_port |
port-channel group | loopback
loopback_id}

gi_port: (1..8/0/1..28);
fa_port: (1..8/0/1..24);
group: (1..16);
loopback_id: (1..64)

Cbpoc HacTpoeKk uHTepdeiica UAK rpynnbl MHTepdENCcoB Ha 3Ha-
YeHWs, YyCTaHOBNEHHbIE N0 YMOYaHMIO.

[Mpumepsl 8bIMNOAHEHUA KOMAHO.

= [lokasaTb COCTOAHME MHTEPDENCOB:

console# show interfaces status

Flow Link Uptime Back Mdix

Port Type Duplex Speed Neg ctrl State (d,h:m:s) Pressure Mode Port
Mode
gil/0/1 1G-Copper - -= - -- Down - - - Access
gil/0/2 1G-Copper -= -= - -- Down - -= -= Access
gil/0/3 1G-Copper - -= - -- Down - - - Access
gil/0/4 1G-Copper -= -= - -- Down - -= -= Access
gil/0/5 1G-Copper - - - --  Down - -— - Access
gil/0/6 1G-Copper - -= - -- Down - - - Access
gil/0/7 1G-Copper -= -= - -- Down - -= -= Access
gil/0/8 1G-Copper - -= - -- Down - - - Access
gil/0/9 1G-Copper - - - --  Down - -— - Access
gil/0/10 1G-Copper -= -= - -- Down - -= -= Access
gil/0/11 1G-Copper - -= - -- Down - - - Access
gil/0/12 1G-Copper -= -= - -- Down - -= -= Access
gil/0/13 1G-Copper - -= - -- Down - - - Access
gil/0/14 1G-Copper -= -= - -- Down - -= -= Access
gil/0/15 1G-Copper -= -= - -- Down - -= -= Access
gil/0/16 1G-Copper - -= - -- Down - - - Access
gil/0/17 1G-Copper -= -= - -- Down - -= -= Access
gil/0/18 1G-Copper - -= - -- Down - - - Access
gil/0/19 1G-Copper -= -= - -- Down - -= -= Access
gil/0/20 1G-Copper -= -= - -- Down - -= -= Access
gil/0/21 1G-Copper - -= - -- Down - - - Access
gil/0/22 1G-Copper -= -= - -- Down - -= -= Access
gil/0/23 1G-Copper - -= - -- Down - - - Access
gil/0/24 1G-Copper -= -= - -- Down - -= -= Access
tel/0/1 10G-Fiber Full 10000 Disabled Off Up 00,04:37:36 Disabled Off Trunk
tel/0/2 10G-Fiber Full 10000 Disabled Off Up 00,04:37:10 Disabled Off Trunk
tel/0/3 10G-Fiber - - -- -- Down -- - - Access
tel/0/4 10G-Fiber - -- - -- Down - - - Access

Flow Link
Ch Type Duplex Speed Neg control State
Pol - -= - - - Not Present
Po2 - - - - - Not Present
Po3 -= -= -= -= - Not Present
Po4d - -- -- - - Not Present
Po5 -= -= -= -= - Not Present
Po6 -- -- -- -= - Not Present
Po7 -= -= -= -= - Not Present
Po8 -= -= -= -= - Not Present
Po9 -= -- -- - - Not Present
Pol0 -= -= -= -= - Not Present
Poll - -- -- - - Not Present
Pol2 -- -- -- -= - Not Present
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Pol3 -= - - -= - Not Present
Pol4 -= - - -= - Not Present
Pol5 - - - - - Not Present
Pol6 - -= - -- - Not Present

= [loKas3aTb CBOAHYIO MHGOPMALIMIO O COCTOSIHMM, HAacTpoliKe 1 cTatucTuke Ethernet-nopta (pexum
0TOBPAKEHUA CTAaTUCTUKM KnaccudurKaumm TpaduKa):

consolef#show interfaces TengigabitEthernet 1/0/1

tengigabitethernetl/0/1 is down (not connected)
Interface index is 1
Hardware is tengigabitethernet, MAC address is a8:£9:4b:£d:00:41
Description: ME5100 erl 17.161 te 0/0/1
Interface MTU is 9000
Port is down
Flow control is off, MDIX mode is off
15 second input rate is 0 Kbit/s
15 second output rate is 0 Kbit/s
0 packets input, 0 bytes received
broadcasts, 0 multicasts
input errors, 0 FCS, 0 alignment
oversize, 0 internal MAC
pause frames received
packets output, 0 bytes sent
broadcasts, 0 multicasts
output errors, 0 collisions
excessive collisions, 0 late collisions
pause frames transmitted
symbol errors, 0 carrier, 0 SQE test error
Output queues: (queue #: packets passed/packets dropped)
1: 0/0
0/0
0/0
0/0
0/0
0/0
0/0
0/0

cNoNoRoNoNoNoNolNolNe)

O J oUW N

* [lokasaTb NapameTpbl aBTO-COMacoBaHUA:

console# show interfaces advertise

Port Type Neg Preferred Operational Link Advertisement
tel/0/1 10G-Fiber Disabled - --
tel/0/2 10G-Fiber Disabled -= --
tel/0/3 10G-Fiber Disabled - --
tel/0/4 10G-Fiber Disabled -= --

fol/0/3 40G-Fiber Disabled -= -=

fol/0/4 40G-Fiber Disabled -- -—
gil/0/1 1G-Copper Enabled Slave --
Pol -= Enabled Slave --
Po2 - Enabled Slave --
Po8 -= Enabled Slave -=
Oob Type Neg Operational Link Advertisement
oob 1G-Copper Enabled 1000f, 100f, 100h, 10f, 10h

lMoKa3aTb CTaTUCTUKY MO UHTepdelcam:

console# show interfaces counters
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Port InUcastPkts InMcastPkts InBcastPkts InOctets
tel/0/1 0 0 0 0
tel/0/2 0 0 0 0
tel/0/5 0 0 0 0
tel/0/6 0 2 0 2176
tel/0/7 0 1 0 4160
tel/0/8 0 0 0 0

Port OutUcastPkts OutMcastPkts OutBcastPkts OutOctets
tel/0/1 0 0 0 0
tel/0/2 0 0 0 0
tel/0/3 0 0 0 0
tel/0/4 0 0 0 0
tel/0/5 0 0 0 0
tel/0/6 0 545 83 62186
tel/0/7 0 1424 216 164048
tel/0/8 0 0 0 0
tel/0/9 0 0 0 0

OOB InUcastPkts InMcastPkts InBcastPkts InOctets

oob 0 13 0 1390

OOB OutUcastPkts OutMcastPkts OutBcastPkts OutOctets

oob 3 616 0 39616

MoKasaTb CTaTUCTMKY MO rpynne KaHanos 1:

console# show interfaces counters port-channel 1

Ch InUcastPkts InMcastPkts InBcastPkts

______ Pl 111 o o %007
Ch OutUcastPkts OutMcastPkts OutBcastPkts

______ P01 o & 3 ez

Alignment Errors: 0

FCS Errors: 0

Single Collision Frames: 0
Multiple Collision Frames: O
SQE Test Errors: 0

Deferred Transmissions: 0
Late Collisions: O
Excessive Collisions: 0
Carrier Sense Errors: 0
Oversize Packets: 0
Internal MAC Rx Errors: O
Symbol Errors: 0

Received Pause Frames: 0
Transmitted Pause Frames: 0

InOctets

MoKa3aTb HacTpoMKy jumbo-frames B KommyTaTope:

console# show ports jumbo-frame

Jumbo frames are disabled
Jumbo frames will be disabled after reset
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Tabnnua 69 — OnMcaHMe CYETYMKOB

Cuemyuk OnucaHue
InOctets Konnuectso npuHATbIX 6aiTOB.
InUcastPkts Konnyectso NPUHATbLIX 04HOAAPECHbIX NaKeTOB.
InMcastPkts Konnyectso NPMHATLIX MHOFOaApPeCHbIX MaKeToB.
InBcastPkts Konnyectso NPUHATLIX LWUMPOKOBeELLATeIbHbIX NAaKETOB.
OutOctets Konnuectso nepegaHHbIX 6aiToB.
OutUcastPkts Konnyectso nepefaHHbIX O4HOAAPECHbIX NAKETOB.
OutMcastPkts Konunyectso nepefaHHbIX MHOroagpecHbIX MakeTos.
OutBcastPkts Konnyectso nepegaHHbIX WMPOKOBeELLATe/IbHbIX MAaKeToB.

Alignment Errors

KonnuectBo NpuHATLIX GPerMOB C HAPYLLEHHOW LeIOCTHOCTbLIO (C KonnyecTBom 6ainT
He COOTBETCTBYIOLLMM AJIMHE) U HE MPOLIeALLNX NPOBEPKY KOHTPObHOM cymmbl (FCS).

FCS Errors

Konunuectso npuHATbIX GPermMOoB € KONMYeCTBOM HaliT, COOTBETCTBYIOLLMM A/IMHE, HO He
npoLlealmnx NpoBepKy KOHTPOIbHOM cymmbl (FCS).

Single Collision Frames

Konnuectso d)peVIMOB, BOBJ/IEYEHHDbIX B €AMHUYHYIO KON/TU3UKO, HO BnocneacTtsnu ne-
pPenaHHbIX yCnewHOo.

Multiple Collision Frames

Konnyectso d)peVIMOB, BOB/IEYEHHbIX BoNee yem B OAHY KON/In3nto, HO BnocneacTsunn
nepeaaHHbIX ycnewHo.

Deferred Transmissions

Konnuectso ¢ppeiimoB, As KOTOPbIX NepBas NonbITKa Nepesaym OT/10KeHa 13-3a 3aHnA-
TOCTM cpeabl nepeaayn.

Late Collisions

Konnyectso cnyyaes, Korga Koaamsmns 3adMKCMpoBaHa Noc/ie TOro, Kak B KaHa CBA3M
y*Ke 6binn nepenaHbl nepsble 64 6aiT (slotTime) nakerta.

Excessive Collisions

Konnuectso ¢ppeiimoBs, KOTopble He Obliv NepesaHbl M3-3a U3ObITOYHOIO KOIMYeCTBa
KONNU3UNA.

Carrier Sense Errors

Konnyectso ciyyaes, KOrga coCToAHME KOHTPOAA Hecylwen 6bi10 noTepaHo, Anbo He
YyTBEP}KAEHO NPK NONbITKe nepegaun dppema.

Oversize Packets

Konunyectso NpuHATLIX NAaKeTOB, pa3mep KOTOPbIX NPeBbIlaeT MaKCUMabHbIN paspe-
LWEHHbIV pasmep ¢peinma.

Internal MAC Rx Errors

Konunuectso ¢ppeimoBs, KOTOpble He BblIM MPUHATLI YCNELWHO M3-33 BHYTPEHHEN oWnbKK
npuema Ha yposHe MAC.

Symbol Errors

[nsa nHtepdeiica, paboTatowero B pexkume 100M6/c — Konn4ecTsBo cyyaes, Koraa
MMeNICA HEAOMYCTUMbIV CUMBOA AaHHBIX, B TO BPEMS KaK NpaBu/ibHasa Hecyllan bbina
npeacrasneHa.

[na vutepdeiica, paboTatoLiero B noayaynnekcHom pexkume 1000M6/c — Konmuectso
C/Ny4yaeB, KOrAa CpeacTBa NPUMEMa 3aHATbI B TeYEHWE BPEMEHM, PABHOMY UK Bonbluemy
yem pasmep csoTa (slotTime), u B Te4eHME KOTOPOrO MMENIOCb XOTA 6bl 0AHO CObbITHE,
KoTopoe 3actaBnseT PHY BblgaBaTh OWMOKY npuema AaHHbix (Data reception error) nau
owmnbKy Hecyuiel (Carrier extend error) Ha GMIL.

[na vuTepdelica, paboTatoLiero B NoHOM AynaeKcHOM pexxume 1000M6/c — Konuue-
CTBO C/ly4yaeB, KOrga cpeacTsa NpUema 3aHATbl B TeYEeHUE BPEMEHU, PABHOMY UK
60/1bLIEMY YEM MMHMMABHBIN pasmep dpeirma (minFrameSize), n B TedueHMe KOToporo
MMenocb XoTa 6bl 04HO cobbITUE, KOTOpOe 3acTaBnseT PHY BblgaBaTb OWIMOKY Npuema
AaHHbIx (Data reception error) Ha GMIL.

Received Pause Frames

Konnuectso npuHATbIX ynpasaswwmx MAC-¢ppeimos ¢ Kogom onepaumm PAUSE.

Transmitted Pause
Frames

Konunyectso nepegaHHbix ynpasaawowmx MAC-ppeinmos ¢ kogom onepaumm PAUSE.
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5.10.2 Hacmpoiika VLAN u pexcumos kommymauyuu uHmepdgeiicos

KomaHObI pexcuma 2106aabHOU KOHU2ypayuu

BuAa 3anpoca KOMaHAHOM CTPOKM B pexxume rnobanbHoi KoHGUrypaumu:

console (confiqg) #

Tabnnua 70 — KomaHab! perkmnma rnobanbHom KoHGUrypaumm

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuwo

Aeiicmeue

vlan database

MepeiTn B pexxum KoHpurypaumm VLAN

vlan prohibit-internal-usage
{add VLANIist | remove
VLANIist | except VLANIist |
none}

VLANlist: (2..4094)

- add — go6aBuTb yKasaHHble VLAN ID B nepeyeHb 3amnpeLLeHHbIX
LN BHYTPEHHEro UCno/ib30BaHUA;

- remove — yaanuTb yKasaHHble VLAN ID u3 nepeyHs 3anpelyeH-
HbIX AN BHYTPEHHEro UCNOoJ/b30BaHMA;

- except — 106aBUTbL B NepeyeHb 3anpeLeHHbIX 418 BHYTPEHHEro
ncnosb3osaHua Bce VLAN ID, 3a UCK/IOYEHMEM YKa3aHHbIX B Kaye-
CTBE NapameTpa;

- none — 04nCcTUTb nepedeHb VLAN ID, 3anpeleHHbIX ANAa BHYT-
pPEHHEero Ucnonb3oBaHUA.

vlan mode {basic | tr101}

-/basic

BbibpaTb pexum

KomaHOb! pexcuma KoHgu2ypayuu VLAN

Bug, 3anpoca KOMaHAHOW CTPOKM B pPeXKMME

console# configure
console (config)# vlan database
console (config-vlan) #

KoHdurypaumm VLAN:

[aHHbIV pexxnum OoCTyneH U3 pexunma rnobasbHon KoHGUrypaLmm 1 npegHasHayeH gna 3agaHna
napameTpoB KoHPurypaumm VLAN.

Tabnunua 71 — KomaHabl pernma KoHourypaumm VLAN

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

vlan VLANIist [name
VLAN_name]

no vlan VLANIist

VLANIist: (2..4094)
VLAN_name: (1..32)
cMmBoOIa

Oo6asutb VLAN nam Heckonbko VLAN.

Yaannte VLAN nnaun Heckonbko VLAN.

map protocol protocol [encaps]
protocols-group group

no map protocol protocol
[encaps]

protocol: (ip, ipx, ipv6,
arp, (0600-ffff (hex)}*);
encaps: (ethernet,
rfc1042, licOther);
ethernet group:
(1..2147483647);

MpunBA3aTb NPOTOKOA K rpynne MPOTOKOJ/IOB, aCCOLMMPOBAHHbIX
BmecTe.

YaannTb NPUBA3KY.
*- Homep npoToKona (16 6uT).

map mac mac_address {host |
mask} macs-group group

no map mac mac_address
{host | mask}

mask: (9..48)

Mpusasatb MAC-agpec nnn guanasoH MAC-agpecoB No macke K
rpynne MAC-agpecos.

YaanuTb NpuBA3KYy.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (OuanasoHa uHmepgelicos) VLAN

Bua 3anpoca KOMaHAHOM CTPOKK B perxnume KoHdurypaumm nutepdeica VLAN:

console# configure
console (config) # interface {vlan vlan id |range vlan VLANIlist}
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console (config-if) #

[aHHbIN peXxum AOCTYMNeH U3 perkMma KOHOUrypaumm 1 npeaHasHadeH s 3afaHvA napameTpos
KoHurypaummn nutepoeiica VLAN nnbo gruanasoHa nHTepdencos.

Bbibop MHTepdeiica ocyLecTBAAETCA NPY NMOMOLLY KOMaHAbI:

interface vlan vlian id

Bbibop ananasoHa MHTepdeNCcoB OCyLWEecTBAAETCS NPU NOMOLLM KOMaHAbI:
interface range vlan VLANIist

Huyke npuBeaeHbl KOMaHAbl A1A BXOAA B PEXMM HAcTpolku uHtepdeiica VLAN 1 1 BXo4a B peum
HacTpoiku rpynnbl VLAN 1, 3, 7.

console# configure
console (config)# interface vlan 1
console (config-if) #

console# configure

console (config)# interface range vlan 1,3,7
console (config-if) #

Tabnunua 72 — KomaHapl pexknma KoHdurypaumm nHtepoeica VLAN

3Ha4yeHue/3HayeHue
no yMmon4aHuio

KomaHda Aelicmeue

name name name: (1..32) [Oo6asntb uma VLAN.

no name CMMBON0B/MMA YCTaHOBWTb 3HaYeHMe N0 YMOIYaHUIO.
COOTBETCTBYET HOMeEpY
VLAN

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (QuanaszoHa uHmepagelicos) Ethernet, uHmep-

gelica 2pynnsl nopmos

Bug, 3anpoca KOMaHAHOM CTPOKM B pexume KoHPUrypaumm untepdelica Ethernet, nHtepodeiica
rpynnbl NOpPTOB:

console# configure
console (config) # interface {fortygigabitethernet fo port |
tengigabitethernet te port | gigabitethernet gi port | oob | port-channel

group | range {..}}
console (config-if) #

[aHHbIN pexXnm A0CTyNeH U3 perkMma KOHOUIypauumn v npegHasHavyeH Ans 3aJaHus NapameTpos
KOHPUrypaumm uHTepdeiica (nopta KommyTaTtopa WAWM Tpynnbl NOPTOB, paboTaloWMX B peume
pasaeneHus Harpysku), inbo ananasoHa uHTepdencos.

MopT MOXKeT paboTaTb B YETbIPEX PEXKMMAX:

— access — NHTepdenc gocTyna — HeTermpoBaHHbIN MHTepdenc ana ogHon VLAN;

—  trunk — nHTepodenc, NpUHMMaOWMA TONIbKO TErMPOBaHHbIN TPAaPUK, 3a UCK/IOYEHMEM OA-
Horo VLAN, KoTopblii MOXeT bbiTb A06aBneH ¢ NoOMOLLbO KoMaHAbl switchport trunk na-
tive vlan;
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— general — uHTepdelic c nosHon noaaepkon 802.1q, NPUHMMAET KaK TErMpPOBaHHbIN, TaK
N HETETMPOBAHHbIN TPadUK;
— customer — Q-in-Q nHTepdeic.

Tabnunua 73 — KomaHabl perknma KoHourypaumm nHtepdeinca Ethernet

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4yaHuro

Aelicmeue

switchport mode mode

no switchport mode

mode: (access, trunk,
general,
customer)/access

3apatb pexkum pabotbl nopta B VLAN.
- mode — pexkum paboTbl nopta B VLAN.

YCTaHOBWUTb 3HAYeHME NO YMO/I4aHUIO.

switchport access vlan vian_id

no switchport access vlan

vlan_id: (1..4094)/1

[o6asutb VLAN ana nHtepdeliica gocryna.
-vlan_id —naeHTUOUKaLUNOHHbIA Homep VLAN.

YCTaHOBWTb 3HaYeHMe N0 YMOJTHaHUIO.

switchport general
acceptable-frame-type
{untagged-only | tagged-only |
all}

-/NPUHMMATL BCE TUMbI
dpeiimos

MpuHMMaTb Ha uHTepdelice ToNbKo dperimbl onpeaeneHHoro
™na:

- untagged-only — TONbKO HETErMPOBaAHHbIE;

- tagged-only — TONbKO TErMpoBaHHbIE;

- all — Bce dpelimbl.

switchport trunk allowed vilan
add vian_list

switchport trunk allowed vian
remove vian_list

vlan_list: (2..4094, all)

Lo6asutb cnucok VLAN ana nHtepdeiica.
- vlan_list — cnucok VLAN ID. Anana3oH HomepoB VLAN mMOXHO
3aaTb NepeyncaeHmem yepes 3anAaTylo UM yYKa3aTb HavyalbHOE n

non

KOHeYHOe 3HaueHus AnanasoHa yepes geduc "-".

Yaanutb cnucok VLAN gns nHtepdelica.

switchport trunk native vlan
vian_id

no switchport trunk native
vlan

vlan_id: (1..4094)/1

LNo6asnaet Homep VLAN B KauvectBe Default VLAN gns gaHHoro
MHTepdeiica. Becb HeTermpoBaHHbIM TpaduK, NOCTynaloWmMin Ha
OaHHbIN NopT, onpeaensetca B AgaHHyo VLAN.
-vlan_id — naeHTMOUKaUNOHHBbIM Homep VLAN.

YCTaHOBUTb 3HaYeHue no YMO4YaHUIO.

switchport general allowed
vlan add vian_list [tagged |
untagged]

switchport general allowed
vlan remove vian_list

vlan_list: (2..4094, all)

[o6asuntb cnmcok VLAN gna nHtepdeiica.

- tagged — nopt 6yaeT nepepasaTb TErMpPOBAHHbIE NaKeTbl ANA
VLAN;

- untagged — nopT byaeT nepepaBaTb HETErMPOBaHHbLIE MaKeTbl
ona VLAN.

- vlan_list — cnnucok VLAN ID. uana3oH VLAN mMo»KHO 3a4aTb ne-
peuncneHnem Yyepes 3anAaTyo UK YKa3aTb HayasibHOE U KOHeYHoe

3HayeHuA Amana3oHa Yepes gedpuc "-".

Ypanutb cnuncok VLAN ans nHtepdelica.

switchport general pvid
vlan_id

no switchport general pvid

vlan_id: (1..4094)/1 -
ecnu ycraHosneH VLAN
Nno YMONYaHMIo

[Oo6asutb mnaeHtuoukatop VLAN nopta (PVID) pgna ocHOBHOro
nHTepdelica.
-vlan_id — naeHTMdUKaunoHHbIi Homep VLAN nopra.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

switchport general
ingress-filtering disable

no switchport general
ingress-filtering disable

-/dunbTpauma
BK/IIOYeHa

BbIKNHOUMTL AN OCHOBHOIO MHTepdeinca GuabTpaLmio BXOAALMX
NaKeToOB Ha OCHOBE NPUCBOEHHOro UM 3HavyeHna VLAN ID.

BKNOUNTL AN OCHOBHOTO WMHTepdelica GpuUAbTPaLMIO BXOAALLUX
NaKeToOB Ha OCHOBE NPUCBOEHHOro UM 3HavyeHna VLAN ID.

Ecnn dunbTpauma BKAOYEHA, U NaKeT He BxoguT B rpynny VLAN c
NpUCBOEHHbIM NakeTy 3HayeHvem VLAN ID, To nakeT oTbpacbiBa-
eTca.

switchport general
acceptable-frame-type
{tagged-only | untagged-only |
all}

no switchport general
acceptable-frame-type

-/NpUHMMaTBL BCE TUMbI
dpeitmos

MpUHUMaTL Ha OCHOBHOM MHTepdeice ToNbKo dpermbl onpeae-
NeHHoro TMna:

- tagged-only — T0/1bKO TErMpPOBaHHbIE;

- untagged-only — TONbKO He TErMpPOBaAHHbIE;

- all — Bce dppelimbl.

MpuHUMaTb Ha OCHOBHOM MHTepdelice Bce TUNbI pperimos.
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switchport general map
protocols-group group vlan
vlan_id

no switchport general map
protocols-group group

vlan_id: (1..4094)
group: (1.. 2147483647)

YctaHoBUTL npasuno Knaccuoukaumm VLAN ana uHtepdelica,
OCHOBAHHOE Ha NPMBA3KE K NPOTOKOAY.

- group — naeHTUGUKaLMOHHbII HOMep rpynnbl;

- vlan_id — vaeHTUdUKaumMoHHbI Homep VLAN.

Yoanute npasuio KnaccuduKkaumu.

switchport general map
macs-group group vlan vian_id

no switchport general map
macs-group group

vlan_id: (1..4094)
group: (1..2147483647)

YctaHOBUTL npasuno Knaccuoukaumm VLAN ana uHtepdelica,
OCHOBaHHOe Ha npusaske Kk MAC-agpecy.

- group — naeHTUGUKALMOHHbII HOMep rpynnbl;

- vlan_id — vaeHTUdUKaumMoHHbI Homep VLAN.

Yoanute npasuao Knaccudurauum.

switchport general map
protocols-group group vlan
vlan_id

no switchport general map
protocols-group group

vlan_id: (1..4094)
group: (1.. 2147483647)

YctaHOBUTL npasuno Knaccuoukaumm VLAN ana uHTepdelica,
OCHOBaHHOE Ha NPMBA3KE K NPOTOKOAY.

- group — aeHTUGUKALMOHHBIV HOMEp rpynnbl;

- vlan_id — vaeHTUdUKauMOHHbI Homep VLAN.

YpanuTe npasuao Knaccuburkaumu.

switchport dotlq ethertype
egress stag ethertype

ethertype: (1..ffff) (hex)

3ameHutb TPID (Tag Protocol ID) B 802.1q VLAN-Terax nakeTos,
NCXOAALMX C AaHHOTO MHTepdeica.
Donyctumble 3HaueHua EtherType cm. MpunoxkeHue B.
. NoppaepmBaemblie 3HaueHus Ethertype.

switchport dotlq ethertype
ingress stag add ethertype

switchport dotlq ethertype
ingress stag remove ethertype

ethertype: (1..ffff)
(hex)

[o6asutb TPID B Tabanuy knaccupukatopos VLAN.
Odonyctumble 3HaueHus EtherType cm. MpunoxkeHune B. MNoaaep-
K1Baemble 3Ha4YeHun Ethertype.

Ypanute TPID 13 Tabaunybl Knaccupurkatopos VLAN.

switchport customer vian
vlan_id

switchport customer vian
vlan_id inner-vlan vian_id

no switchport customer vian

vlan_id: (1..4094)/1

[ob6asutb VLAN ana nonb3osaTenbCcKoro nHtepdeiica.
- vlan_id — wpeHTndnKaumnoHHbIi Homep VLAN.

[106aBUTb K BXOAALMM HETETMPOBAHHbLIM NaKeTam Ha KJAMEHTCKOM
nopty BHyTpeHHW 802.1q 3aronosBok — C-VLAN (inner-vlan) u
BHewWwHu 802.1q 3aronoBOK, coaeprKawmii pvid oNoONHUTENbHON
VLAN (S-VLAN).
Ana paboTbl 3TOM KOMaHAbl HE06XO0AMMO BKIKOUYUTb
H rno6anbHo pexum «vlan mode tr101».

YCTaHOBUTb 3HaYeHMEe N0 YMOAYAHMUIO.

switchport customer
multicast-tv vlan add vian_list

switchport customer
multicast-tv vlan remove
vlan_list

vlan_list: (2..4094, all)

PaspelaeT NpUHUMaTb MHOrOaApecHblit TpPaduK U3 yKa3aHHbIX
VLAN (He aBaatowmxca VLAN nonb3oBaTenibCKoro nHtepdeiica) Ha
HacTpaMBaeMom UHTepdelice, COBMECTHO C NOAb30BaTENAMU ApPY-
TMX NONb30BATE/IbCKMX NOPTOB, MPUHUMAIOLLMX MHOFOAPECHbIN
TpaduK 13 gaHHbIx VLAN.

- vlan_list — cnncok VLAN ID. AnanasoH VLAN MOXHO 3aAaTb ne-
peuncneHnem Yepes 3anATyto UK YKasaTb HavyaslbHOE U KOHEeYHoe
3HayeHuna AuManasoHa Yepes aepuc "-".

3anpeLLaeT NPMHMMaTb MHOFOAZPECHbIN TpaduK Ha HacTpausae-
MoMm nHTepdelice.

switchport forbidden vlan add
vlan_list

switchport forbidden vian
remove vian_list

vlan_list: (2..4094,
all)/sce VLAN
pa3peLueHbl NopTy

3anpetutb fobasneHne ykasaHHbix VLAN nopry.

- vlan_list — cnnucok VLAN ID. AnanasoH VLAN mMoXKHO 33aaTb ne-
peuncneHnem yepes 3anAaATyr0 UM YKa3aTb Ha4ya/lbHOE U KOHEeYHoe
3HayeHuna AuManasoHa Yepes gepuc "-".

PaspewunTb AobasneHne ykasaHHbix VLAN-nopty.

switchport forbidden
default-vlan

no switchport forbidden
default-vlan

Mo ymonyaHuio
YNeHCTBO B AedonTHOM
VLAN paspelieHo

3anpetutb gobasnexHne gedpontHon VLAN-nopTy.

YCTaHOBUTb 3HaYeHME N0 YMONYAHWUIO.

switchport protected-port

no switchport protected-port

MepeBoAWT NOPT B PEKUM U30NALMM BHYTPU rPynibl NOPTOB.

BoccTaHaBnvBaeT 3HaveHMe No YMOIYaHMIO.
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switchport protected
{gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group}

no switchport protected

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..16)

Mo ymonuyaHutio
MUcnonb3yercs
MapLpyTU3auma no
6a3e AaHHbIX
n3y4yeHHbIx MAC-
aapecos (FDB)

MNepeBoanT nopt B pexkmm Private VLAN Edge. OTmeHseT mapLupy-
TM3aumio no 6ase AaHHbIX n3yyeHHblix MAC-agpecos (FDB) u Ha-
npasnfeT BeCb 0OAHOALPECHbIN, MHOrOaAPEeCHbIM U LUMPOKOBeLLa-
TeNbHbIM Tpadumk Ha uplink-noprT.

OTKAtOYaeT OTMEHY MapLUpyTM3aunm no 6ase AaHHbIX U3YYeHHbIX
MAC-agpecos (FDB).

switchport default-vlan tagged

no switchport default-vlan
tagged

YCTaHOBWTb NOPT Kak Ternpyowmii B gedpontHon VLAN.

YCTaHOBWUTb 3HAYeHME NO YMOI4aHUIO.

KomaHOb1 pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKM pexxnma Privileged EXEC:

console#

Tabnnuya 74 — KomaHabl perknma Privileged EXEC

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aeiicmeue

show vlan

Mokaszatb nHopmauuio no scem VLAN.

show vlan tag vian_id

vlan_id: (1..4094)

MokasaTtb nHpopmauuto no VLAN, nonck no ngeHtudukaTopy.

show vlan internal usage

Mokasatb cnncok VLAN ana BHyTpeHHeEro Mcnosib3oBaHUA KOMMY-
TaTOPOM.

show
default-vlan-membership
[gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group | detailed]

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..16)

Mokasatb cocTas rpynnsl gedpontHon VLAN.

KomaHOowbl pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnnua 75 — KomaHab! perkmma EXEC

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aeilicmeue

show vlan multicast-tv vlan
vlan_id

vlan_id: (1..4094)

MoKa3aTb NOPTbI-UCTOYHUKU U MPUEMHUKU MHOFOa[pPEeCHOro Tpa-
¢duKka B gaHHol VLAN. MopTbl MCTOYHUKM MOTYT Kak nepenasaTb,
TaK U NPUHUMATb MHOTOAAPECHbIN TpaduK.

show vlan protocols-groups

Moka3saTb MHPOPMALMIO O rpynnax NPOTOKONOB.

show vlan macs-groups

MokazaTtb nHpopmauuto o rpynnax MAC-aapecos.

show interfaces switchport
{gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group}

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..16)

MoKasaTb KOHPWIypaLMIo NOPTa, FPyNMnbl NOPTOB.

show interfaces
protected-ports
[gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group | detailed]

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..16)

MokaszaTb coctosaHue noptos: B pexxume Private VLAN Edge, B
private-vlan-edge-coobuecTse.
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[Mpumepsl 8bINOAHEHUA KOMAHO

= [lokasaTb nHPopmaumto o Bcex VLAN:

console# show vlan

Created by: D-Default, S-Static, G-GVRP, R-Radius Assigned VLAN, V-Voice VLAN
Vlan Name Tagged Ports UnTagged Ports Created by
1 1 tel/0/1-24, D
fol/0/1-4,9i1/0/1,
Pol-16
2 2 S
3 3 S
4 4 S
5 5 S
6 6 S
8 8 S

MoKas3aTb NOPTbl UCTOYHWMKM U MPUEMHUKN MHOroagpecHoro TpadumKa B VLAN 4:

console# show vlan multicast-tv vlan 4

Source ports : tel/1
Receiver ports: te0/2,te0/4,te0/8

MoKkasaTb MHGOPMALMIO O rpynnax NPOTOKO/IOB:

console# show vlan protocols-groups

Encapsulation Protocol Group Id
0x800 (IP) Ethernet 1
0x806 (ARP) Ethernet

0x86dd (IPvo) Ethernet 3

MokasaTtb KoHdUrypaumio nopta TenGigabitEthernet 0/1:

console# show interfaces switchport TengigabitEthernet 0/1

Added by: D-Default, S-Static, G-GVRP, R-Radius Assigned VLAN, T-Guest VLAN, V-
Voice VLAN

Port : tel/0/1

Port Mode: Trunk

Gvrp Status: disabled

Ingress Filtering: true

Acceptable Frame Type: admitAll

Ingress UnTagged VLAN ( NATIVE ): 1

Protected: Disabled

Port is member in:

Vlan Name Egress rule Added by
Untagged
Tagged
Tagged
Tagged
Tagged
Tagged
Tagged
8 Tagged

N ooyl W
N ooy Ul W
N nnhnh nhn g

Forbidden VLANS:
Vlan Name
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Classification rules:

Protocol based VLANs:
Group ID Vlan ID

Mac based VLANs:
Group ID Vlan ID

5.10.3 Hacmpolika Private VLAN

TexHonorus Private VLAN (PVLAN) nossonsieT npov3BoauTb pasrpaHudeHue Tpaduka Ha BTOPOM
ypoBHe mogenu OSI mexkay nopTramm KOMMyTaTopa, KOTOpble HaXxo4ATCA B O4HOM LUMPOKOBELLATEIbHOM
AOMeHe.

— Ha KommyTaTopax MoXKeT 6bITb CKOHPUTrypuposaHo Tpu TMna PVLAN nopToB:promiscuous —
nopT, KOTOpbiA crnocobeH OOMEHMBATLCA AAHHbIMKM MeXAy NbbiMu MHTepdencamu,
BK/ItoYasn isolated 1 community nopTbl PVLAN;

— isolated — nopT, KOTOPbIN NONHOCTLIO M30ANMPOBAH OT APYIMX NOPTOB BHYTPU OAHOFO U TOFO
»ke PVLAN, HO He oT promiscuous noptoB. PVLANbI 6/10KMpyOT Becb TpaduK, Maywmuii B
cTopoHy isolated noptoB, Kpome TpadMKa CO CTOPOHbI Promiscuous MOPTOB; MaKeTbl CO
CTOpPOHbI isolated nopToB MoOryT nepefaBaTbCA TO/IBKO B CTOPOHY Promiscuous nopTos;

— community — rpynna nopTtos, KOTOpble MOryT OOMEHMBATLCA AaHHbIMU Mexay coboi u
promiscuous NopTamu, 3T MHTepPencbl OTAeNeHbl HA BTOPOM ypoBHe mogenmn OSI oT Bcex
oCTasibHbIX community MHTepdelicoB, a Tak:Ke isolated nopTos BHyTpu PVLAN.

Mpouecc BbINONHEHMA QYHKLMW OOMNOJAHUTENLHOFO pasgefieHnA MOPTOB C MOMOLLBI TEXHONOMMU
Private VLAN npepgctaBneH Ha pucyHke 41.

Promiscuous ports

Trunk ports

VLAN 100 VLAN 100
Switch A Switch B
‘ A

OO0 .

VLAN 201 VLAN 202 VLAN 201 VLAN 202

Carries VLAN 100,
201, and 202 traffic

VLAN 100 = Primary VLAN
VLAN 201 = Secondary isolated VLAN
VLAN 202 = Secondary community VLAN

PucyHok 41 — Mpumep pabomsl mexHonoauu Private VLAN
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Bua 3anpoca KOMaHAHOM CTPOKU B pexume KoHourypauum uHtepdelica Ethernet, untepdeliica

Vlan, nHtepdeliica rpynnbi NOPTOB:

console# configure

console (config) # interface {tengigabitethernet te port | gigabitethernet

gi port | port-channel group | range {..}

console (config-if) #

| vlan vlian id}

Tabaunuya 76 — KomaHapl pexxnma koHdurypaumm nHtepdeica Ethernet

3HayeHue/3Ha4yeHue
no yMmoA4aHuio

KomaHda

Aelicmeue

switchport mode private-vian
{promiscuous | host}

3apaTb pexkum paboTbl nopta B VLAN.

no switchport mode

YCTaHOBUTb 3HAYEHUe Mo YMO4aHUIO.

switchport private-vlan

mapping primary_vlan [add | primary_vlan:

[No6aButb (yganuTtb) OCHOBHYK M BTopocTeneHHble VLAN Ha
promiscuous uHTepdeiic.
/| Haopun promiscuous uHTepdeiic Henb3a Aob6aBuTb

6onbLie ogHoit primary vian.

remove secondary_vlan] (1..4094);
secondary_vlan:
no switchport private-vlan (1..4094)

mapping

Yaanutb OCHOBHYIO M BTOpocTeneHHble VLAN.

switchport private-vlan
host-association primary_vian
secondary_vlan

primary_vlan: (1..4094)
secondary_vlan:

Lo6aeutb primary un secondary vlan Ha host nutepdeiic.
/| HaopuH host untepdeiic Henbsn fobasutb 6onblue
opHoi secondary vian.

no switchport private-vlan (1..4094)

host-association

Yaanutb OCHOBHYIO M BTOpocTeneHHble VLAN.

Tabnunua 77 — KomaHapl pexknma KoHdurypaumm nHtepoeica VLAN

3HayeHue/3HayeHue no
YMOMYAHUIO

KomaHoa

Aelicmeue

private-vlan {primary |
isolated | community}

BKkntoumTb mexaHu3m Private VLAN v 3agatb TMN uHTepdelica.

no private-vlan

OTKNIOUNTb MexaHn3m Private VLAN.

private-vlan association

[add | remove] secondary_vlan (1..4094)

LOo6autb (yaanuTb) npusAsKy BTopocTeneHHon VLAN K oc-
HOBHOW. HacTpoiika npumeHnma ToNbKo aaa primary VLAN.

no private-vlan association

YpanuTe npueasky sTopocteneHHol VLAN K OCHOBHOM.

opgHoM ocHoBHOM VLAN — 8.

[Mpumep HacmpolKu uHmepgelicoe Kommyma

MakcumanbHoe KonnyecTso BTopocteneHHbix VLAN — 256
MaKcumanbHoe KonanuectBo community VLAN, KoTopbie MOryT 6biTb aCCOLLMMPOBaHbI C

mopa SW1 (pucyHok 41 — [pumep pabomesi mex-

Hoso2uu Private VLAN)

promiscuous nopt— interface gigabitethernet 1/0/4
isolated nopT- gigabitethernet 1/0/1
community nopt — gigabitethernet 1/0/2, 1/0/3.

interface gigabitethernet 1/0/1
switchport mode private-vlan host
description Isolate

switchport forbidden default-vlan
switchport private-vlan host-associa

tion 100 201
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exit
|
interface gigabitethernet 1/0/2
switchport mode private-vlan host
description Community-1
switchport forbidden default-vlan
switchport private-vlan host-association 100 202
exit
|
interface gigabitethernet 1/0/3
switchport mode private-vlan host
description Community-2
switchport forbidden default-vlan
switchport private-vlan host-association 100 202
exit
|
interface gigabitethernet 1/0/4
switchport mode private-vlan promiscuous
description to Router
switchport forbidden default-vlan
switchport private-vlan mapping 100 add 201-202
exit
|
interface tengigabitethernet 1/0/1
switchport mode trunk
switchport trunk allowed vlan add 100,201-202
description trunk-swl-sw2
switchport forbidden default-vlan
exit
|
interface vlan 100
name primary
private-vlan primary
private-vlan association add 201-202
exit
|
interface vlan 201
name isolate
private-vlan isolated
exit
|
interface vlan 202
name community
private-vlan community

5.10.4 Hacmpolika uumepgpelica IP

IP-uHTEpdENC co3pmaétcs npu HasHavyeHuu IP-agpeca Ha nobo M3 UHTepdelicoB yCTPOICTBA

gigabitethernet, tengigabitethernet, fortygigabitethernet, oob, port-channel nau vlan.

BuAa 3anpoca KOMaHAHOWM CTPOKM B pexxnume KoHPuUrypaumnm nHtepdelica IP.

console# configure
console (config) # interface ip A.B.C.D
console (config-ip) #

[aHHbIN pexMm JOCTyneH U3 pexkuma KoHOUrypauum u npegHasHaveH A/a 3a4aHus NapameTpos

KoHduUrypaummn nntepdeiica IP.
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Tabnunua 78 — KomaHapl pexknuma KoHdurypaummn nHtepdeica IP

KomaHda

3Ha4yeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

directed-broadcast

no directed-broadcast

-/BbIK/IIOYEHO

BKkntouaeT ¢yHKumo nepesoga IP directed-broadcast nakerta B
CTaHOAPTHbIM LUIMPOKOBELLATENbHBIN NaKeT U pa3pellaeT nepesa-
4y Yepes BblIbpaHHbIN MHTEpdeNC.

3anpeuwaeT TpaHcaaymio IP directed-broadcast nakeTos.

helper-address ip_address

no helper-address ip_address

ip_address: A.B.C.D

BkntouaeT nepeagpecaumio wupoKoselwaTenbHbix UDP-naketos
Ha onpeaeneHHbIN agpec.

- ip_address — IP-agpec Ha3HayeHUs, Ha KOTopbI ByayT nepeHa-
NpPaBAATLCA NAKeTbI.

OTKAOYaeT nepeagpecaumio WwWupoKosewatTenbHbix UDP-nakeTos .

[pumepbl 8b1M10AHEHUS KOMAHO

= Bkatountb dyHKUMIO directed-broadcast:

console# configure
console (config) #interface PortChannel 1
console (config-if) #ip address 100.0.0.1 /24

console (config) # interface ip 100.0.0.1

(

console (config-if) #fexit
(
(

console (config-ip) # directed-broadcast

5.11 Selective Q-in-Q

[aHHaa ¢yHKUMA NO3BOIAET Ha OCHOBE CKOHQUIYpPUPOBaAHHbIX NPaBuUA GUALTPaALUK NO HOMEpPam
BHyTpeHHMX VLAN (Customer VLAN) npousBoauTtb gobasneHue BHewHero SPVLAN (Service Provider’s
VLAN), nogmeHsATb Customer VLAN, a Tak:Ke 3anpeLuaTb NPOXoXKaeHus Tpadumka.

Onsa ycTpoicTBa co3gaeTca CNMCOK MpPaBWA, Ha OCHOBaHMM KoToporo byaetT obpabaTbiBaTbes

TpaduK.

KomaHObI pexcuma KoHguaypayuu uHmepgelica (duanaszoHa uHmepgetlicog) Ethernet u Port-

Channel

Buza 3anpoca KoMaHAHOWM CTPOKM pexxnma KoHduUrypaumm nHtepoeica KoHpurypaumu:

console# configure
console (config) # interface { gigabitethernet gi port | tengigabitethernet
te port | fortygigabitethernet fo port | oob | port-channel group | range

{..}}

console (config-if) #

Tabnvua 79 — KomaHabl pexknuma KoHdurypauumn nHtepdeliica (ananasoHa nHtepdelicos) Ethernet

KomaHda

3Ha4yeHue/3HayeHue
no yMmon4aHuwo

Aelicmeue

selective-qinq list ingress
add_vlan vian_id [ingress_vlan
ingress_vlan_id]

vlan_id: (1..4094)
ingress_vlan_id:
(1..4094)

Co3aaeT NpaBMIO, Ha OCHOBAHMM KOTOPOIO K BXOAALLEMY NAKETY C
BHelWHen meTkol ingress_vlan_id 6ypet pobasBnatbca BTOpas
meTKa vlan_id . Ecaw ingress_vlan_id He yka3biBaTb — NpaBuio
by[eT NPUMEHATLCA KO BCeM BXOAALLMM NaKeTam, K KOTOPbIM He
6bIM NPUMEHEHbI APYr1e NPaBUAa («NPaBUIO MO YMONYAHUIO®).
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selective-qinq list ingress deny Co3paeT 3anpeuiatollee NpaBuao, Ha OCHOBAHUM KOTOPOrO BXO-
[ingress_vlan ingress_vian_id] ingress_vlan_id: OAlLMe NaKeTbl C BHeWHeW meTKoW Tera ingress_vlan_id 6yayt
(1..4094) oTbpacbiBaTbca. Ecnm ingress_vlan_id He ykasbiBaeTca — 6yayt

OT6paCbIBaTbCﬂ BCe BXoJAulne nakeTbl.

selective-qinq list ingress Co3spgaeT paspelsatollee npasuao, Ha OCHOBaHUM KOTOPOro BXO-
permit [ingress_vlan OAWMe NakeTbl C BHEWHeW MeTKoi Tera ingress_vian_id 6yayt
ingress_vlan_id] nepegaeatbcs 6e3 nsameHeHuin. Ecam ingress_vlan_id He ykasbiBa-
eTca — byayT nepeaaBaTbCcA BCe BXOAALME MaKeTbl 6e3 nameHe-
HUNA.

ingress_vlan_id:
(1..4094)

selective-qinq list ingress
override_vlan vian_id
[ingress_vlan ingress_vlan_id]

Co3faeT NpaBW/IO, Ha OCHOBAHMW KOTOPOrO BHELHAA MeTKa
ingress_vlan_id Bxopsuiero naketa 6yaer 3ameHaTbca Ha vlan_id.
Ecnw ingress_vlan_id He yka3biBaTb — NpaBuao0 6yaeT NpUMeEHATb-
€A KO BCEM BXOAALLMM NaKeTam.

vlan_id: (1..4094),;
ingress_vlan_id:
(1..4094)

selective-qinq list egress
override_vlan vian_id
[ingress_vlan ingress_vlan_id]

Co3faeT NpaBwW/iO, Ha OCHOBAaHMM KOTOPOrO BHELIHAA MeTKa
ingress_vlan_id ncxoaawero naketa byaet 3ameHaTbea Ha vlan_id.
Ecnw ingress_vlan_id He yka3biBaTb — NnpaBuao byaeT npumeHATb-

vlan_id (1..4094);
ingress_vlan_id:

(1..4094)
CA KaK NPaBuIo MO YMOYAHUIO.
no selective-ging list ingress Ypanaer ykasaHHoe npasuno selective ging ana Bxoasawmx nake-
[ingress_vlan vian_id] vlan_id: (1..4094) ToB. KomaHpaa 6e3 napameTtpa «ingress vlan» yaansert npasuio no
YMOYaHMI0.
no selective-ging list egress vlan_id: (1-4094) YaansaeT cnvcok npasun selective ging ana ncxoaawmx nakeTos.

ingress_vlan vian_id

KomaHObi pexcuma EXEC

Buma 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:
console#

Tabnunua 80 — KomaHabl pexunma EXEC

3HayeHue/3HayeHue
no ymon4aHuio

KomaHoa Aeiicmeue

show selective-qinq - OTobparkaeT cnucok npasun selective ging.

show selective-ging interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group}

gi_port: (1..8/0/1..48); OTo6paskaeT cNUCOK NpaBuA selective ging Ana yKasaHHOro nopra.

te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..16)

[Tpumepbl 8bINOAHEHUA KOMAHO.

= Cos3pgaTb NpaBUO, Ha OCHOBaHMN KOTOPOro, BHELLHAS MeTKa Bxoasallero naketa 11 byaer 3ame-
HATbcA Ha 10.

console# configure

console (config) # interface tengigabitethernet 1/0/1

console (config-if) # selective-ging list ingress override vlan 10
ingress-vlan 11

console (config-if)# end

=  OT06pasnTb CNNCOK CO3aaHHbIX Npasua selective ging:

console# show selective-ging

Direction Interface Rule type Vlan ID Classification by Parameter

ingress tel/1 override vlan 10 ingress_vlan 11
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5.12 KOHTpOAb LULMPOKOBELLATENIbHOIO KLUTOPMa»

LvpoKoBeLWaTeNbHbIA  «WUTOPM»  BO3HWKAET  BCAEACTBME  4YPE3MEPHOro  KOJIMYecTBa
LUMPOKOBELLATENbHbIX COODLWEHWI, OAHOBPEMEHHO MepefaBaembiX MO CEeTU 4Yepes OAMH NOPT, 4TO
NPUBOAUT K Meperpyske PecypcoB CETU W MOABNEHWUIO 3ageprKeKk. «LLUTopm» MOMKEeT BO3HWKHYTb Mpu
Ha/IMUYUM «3aKO/bLLOBAHHbIX» cermeHToB B ceTu Ethernet.

KommyTaTtop wu3mepAeT CKOPOCTb MNPUHMMAEMOrO LWKMPOKOBELWATeNbHOr0, MHOFOAApPEeCcHoOro u
Hen3BeCTHOro oaHoagpecHoro Tpad)m(a ANnAa NopToB C BKAKOYEHHbIM KOHTpPOJIEM LWLMPOKOBELWATENNIbHOIO
«WTOpMa» n OT6paCbIBaeT NaKeTbl, €C/IN CKOPOCTb NpeBbIaET 3a4aHHOE MaKCMMa/IbHOE 3HA4YEHUE.

KomaHObI pexcuma KoHgpu2ypayuu uHmepgetica Ethernet

Bupa, 3anpoca KomaHAHOW CTPOKM B pexxume KoHourypaumum mHtepdeiica Ethernet, nntepdeitca
rpynnbl NOPTOB:

console (config-if) #

Tabnunua 81 — KomaHapl pexxnuma koHdurypaummn nHtepdeica Ethernet

3HayeHue/3HayeHue

KomaHoa Aelicmeue
no ymoa4aHuo
storm-control multicast BK/tOYaET KOHTPOIb MHOTO3APECHOro TpaduKa:
[registered | unregistered] - registered — 3aperncTpMpoBaHHOrO;
{level level | kbps kbps} [trap] - unregistered —He3aperncTpMpoBaHHOrO.
[shutdown] - level — 06bem TpadumKa B NpoOLLEHTaX OT NPOMNYCKHOM cnocobHOCTH
level: (1..100); nHTepdeiica;
kbps: (1..10000000) - kbps - 06bem TpaduKa.

Mpw 06Hapy»KeHMM MHOoroaapecHoro TpadmrKa nHTepdeinc moxer
6bITb OTKAtOYEH (shutdown) nnu gobasneHa 3anumch B XKypHan co-
obuweHui (trap).

no storm-control multicast BbIK/IlOYaeT KOHTPO/Ib MHOTOaAPEeCHOro Tpaduka.
storm-control unicast {level BKAtOYaET KOHTPO/Ib HEU3BECTHOMO O4HOaAPECHOro TpaduKa.
level | kbps kbps} [trap] - level — 06bem TpaduKa B MPOLEHTAX OT NPOMYCKHON CNOCOBHOCTU
[shutdown] nHTepdeiica;
level: (1..100); - kbps - 06bem TpaduKa.
kbps: (1..10000000) Mpu 06HapPYKEeHUM HEM3BECTHOMO O4HOAAPECHOrO TpadUKa UHTEp-

deic moxeT 6bITb oTKAtoYeH (shutdown) namn nobasneHa 3anuco B
YKypHan cooblueHwuii (trap).

no storm-control unicast BbIK/IlOYaET KOHTPO/Ib O4HOaAPECHOro TpaduKa.
storm-control broadcast {level BKtOYaEeT KOHTPO/Ib LIMPOKOBELLATENIbHOTO TPadUKa.
level | kbps kbps} [trap] - level —06bem TpadurKa B NpoLeHTax OT NPONYCKHOM CNocobHOCTU
[shutdown] nHTepdenca;
level: (1..100); - kbps - 06bem Tpaduka.
kbps: (1..10000000) Mpu obHapyXeHMU WnpoKoBeLaTeNbHOro TpadurKa nHTepdeic

MO3KeT bbITb OTKAtoYeH (shutdown) nan gobasneHa 3anuch B XKyp-
Han coobuieHuni (trap).

no storm-control broadcast BbIK/IlOYaeT KOHTPO/1b LWMPOKOBELLATENbHOTO TpadumKa.

KomaHOb! pexcuma EXEC

Buza 3anpoca KomaHAHOM cTPOKKM pexxunma EXEC:

console#
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Tabnnua 82 — KomaHab! perkmma EXEC

3HayeHue/3HayeHue .
KomaHoa / Aelicmeue
no ymon4aHuwo

show storm-control interface i port: (1.8/0/1..48); MoKa3biBaeT KOHOUIYPaL M0 GYHKLMN KOHTPOA WMPOKOBELLa-
[gigabitethernet gi_port | tge_’;)ort.' (1“8/0/1“24),' Te/IbHOMO «LITOPMa» A/ YKa3aHHOro nopra, MM60o BCex NopToB..
tengigabitethernet te_port | — o
- fi t:(1..8/0/1..4
fortygigabitethernet fo_port] o_port: (1..8/0/1.4)

[pumepebl 8b1M0AHEHUA KOMAHO

= BK/HOUYMTb KOHTPO/b LUMPOKOBELLATE/IbHOIMO, MHOFOAZPECHOro U ogHOoaApecHoro Tpadumka Ha 3-m
nHtepoeiice Ethernet. YcTaHOBMTb CKOPOCTb A4/1A KOHTpoAMpyemoro Tpaduka — 5000 K6/c: ana
wnpokosewartenbHoro, 30% Nonocbl NPONYCKaHUA 4NA BCEro mHoroagpecHoro, 70% ana Heus-
BECTHOrO OAHOAAPECHOTO.

console# configure

console (config) # interface TengigabitEthernet 0/3

console (config-if)# storm-control broadcast kbps 5000 shutdown
console (config-if) # storm-control multicast level 30 trap
console (config-if) # storm-control unicast level 70 trap

5.13 pynnbl arperauum KaHanos — Link Aggregation Group (LAG)

KommyTtaTopbl obecneunsatoT NogaepKKy rpynn arperaummn KaHanos LAG B Ko/an4yecTBe COrnacHo
Tabnuue 9 (cTpoka «Arperaums KaHanos (LAG)»). Kaxkpasa rpynna nopToB AO/KHA COCTOATb W3
nHTepdelicos Ethernet ¢ ogmMHakoBol CKOPOCTbIO, paboTatoWwmx B AynaeKcHOM pexume. O6begmHeHne
NopTOB B TPYyMMy YBE/NMYMBAET MNPOMYCKHYIO CMOCOBHOCTb KaHana MeXay B3aMMOLENCTBYHOWUMU
YCTPOMCTBAMM M MOBbILWAET OTKA30yCTOMYMBOCTb. [pynna MOpTOB ABAAETCA A/1A KOMMYTAaToOpa OAHWM
JIOTMYECKUM MOPTOM.

YCTpoIiCTBO NOAAEPKMBAET ABA PEXMMA PaboTbl rpynnbl NMOPTOB — CTaTUYECKasa rpynna u rpynna,
paboTatowas no npotokony LACP. PaboTta no npotokosny LACP onucaHa B COOTBETCTBYHOLLEM pa3aene
KOHUrypauum.

V Ecnu pna nntepdeiica npoussegeHbl HACTPOUKMK, TO AnA Aob6aBaeHUA ero B rpynny cieayer
BEPHYTb HACTPOMKU NO YMONYAHUIO.
[obaBneHne wHTepdeicoB B rpynny arperaumMyM KaHaloB f[OCTYNHO TOJNbKO B peKume
KOHoUrypaumnm nHtepoeiica Ethernet.

Bupa 3anpoca KOMaHAHOM CTPOKU B pexknume KoHpurypaumm nHtepoderica Ethernet:
console (config-if) #

Tabnunua 83 — KomaHabl perknma KoHourypaumm nHtepdeica Ethernet

Komanda 3Ha4yeHue/3HayeHue Neiicmeue
no yMmoa4YaHuro
channel-group group mode [Oob6asuTtb ethernet-nHtepdeiic B rpynny nopTos.
mode group: (1..16); - on — f06aBuTbL NOPT B KaHan 6e3 LACP;
mode: (on, auto) - auto — fo06aBuTbL NOPT B KaHan ¢ LACP B pexkume «active».
no channel-group Yaanutb Ethernet-untepdeliic 13 rpynnbl nopTos.
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KomaHObI pexcuma 2106anabHol KoHGuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM pekmuma rnobanbHOM KOHPUrypaLmm:

console# configure
console (config) #

Tabaunua 84 — KomaHapl pexknma rnobanbHOM KOHOUrypaumm

KomaHda 3HayeHue/3HayeHue Aeiicmeue
o ymon4YaHuo

3apaeT MexaHu3m 6anaHCMPOBKU HArpy3KM AON1A  CTpaTerum
ECMP 1 ana rpynnbl arpernpoBaHHbIX NOPTOB.

- src-dst-mac-ip — mexaHu3m 6anaHCMPOBKM OCHOBbIBAETCA Ha
MAC-agpece u IP-agpece;

- src-dst-mac — mexaHu3m 6anaHCMPOBKM OCHOBbIBAETCA Ha

MAC-agpece;
- src-dst-ip — mexaHuM3m 6anaHCMPOBKM OCHOBbIBaeTcA Ha IP-
aapece;
port-channel load-balance {src- - src-dst-mac-ip-port — mexaH13m 6anaHCMPOBKM OCHOBbLIBAETCA
dst-mac-ip | src-dst-mac | src-dst- Ha MAC-aapece, IP-agpece n TCP-nopTe HasHavyeHuUs;
ip | src-dst-mac-ip-port | dst-mac -/src-dst-mac - dst-mac — mexaHn3am 6anaHcMpoOBKM OCHOBbIBaeTca Ha MAC-
| dst-ip | src-mac | src-ip} [mpls- agapece nosnyyatens;
aware] - dst-ip — mexaHn3m 6anaHcMpPOBKM OCHOBbIBaeTcA Ha IP-agpece
nonyyartens;

- src-mac — mexaHu3m 6anaHcMpoBKM OCHOBbIBaeTcA Ha MAC-
afpece oTnpasuTens;

- src-ip — mexaHu3m 6anaHCMPOBKKM OCHOBbIBaeTcA Ha IP-agpece
oTnpasuTens;

- mpls-aware — BKtoueHue napcuHra L3/L4 3aronoBKoB NakeTos
¢ MPLS-meTKamun ana BCero yCTPOMWCTBA. AKTYa/lbHO TO/IbKO C
pexxnmamu 6anaHcposkm no L3/L4-3aronoBKkam nakera.

KomaHOwbi pexcuma EXEC

Buza 3anpoca KomaHAHOM CTPOKKM pexxunma EXEC:
console>

Tabnunua 85 — KomaHapl pexknma EXEC

3HayeHue/3Ha4yeHuUe .
KomaHda / Aelicmeue
no yMmon4aHuwo

show interfaces port-channel

[group] group: (1..16) MNMoKa3sbiBaeT MHGOPMaLMIO MO rpynne KaHanos.

5.13.1 Cmamuyeckue 2pynneil azpe2ayuu KaHanoe

dyHKuMeln ctatndeckux rpynn LAG saBnsetcA obbeAMHEHUE HECKONbKMX GU3MYECKMX KaHaloB B
OAMH, YTO NO3BONAET YBE/NMYUTL NPONYCKHYIO CNOCOBHOCTL KaHana M NOBbICUTb €ro OTKa30yCTOMYMBOCTb.
[na cTtaTyecKkux rpynn NpUopuUTET UCMO/Ib30BaHNA KaHaN0B B 06beAMHEHHOM MyYKe He 3a4aeTcs.

/ [Ona BkaoyeHna pabotbl MHTepdeiica B cOCTaBe CTaTUHECKOW rpynnbl UCNONb3YIATE KOMaH-
ay channel-group {group} mode on B pexume KoHpUrypaunum cooTBeTCTBYIOLLErO MHTEp-
deiica.
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5.13.2 Mpomokon azpezayuu kaHanoe LACP

®dyHKkumenn npotokona Link Aggregation Control Protocol (LACP) sBnsetca ob6beauHeHue
HECKO/IbKNX (U3MYECKMX KaHANOB B OOMH. ArperMpoBaHMe KaHa/l0B WMCMO/b3yeTca AAa YBe/NYEHUS
NPONYCKHOM CNOCOBHOCTU KaHana M NoBbIWEHUA ero oTkasoyctonumsoctn. LACP nossonseT nepenasatb
TpaduK No 06beAMHEHHbIM KaHaNam B COOTBETCTBUM C 334aHHbIMU MPUOPUTETAMMU.

V Dna BkawuveHua pabotbl uHTepdeiica no npotokony LACP wucnonb3syiite KomaHay
channel-group {group} mode auto B pexume KOHPUrypauum cOOTBETCTBYIOLLETO UHTEp-
deiica.

KomaHOb! pexcuma 2106aabHOU KOHU2ypayuu

Bug 3anpoca KOMaHAHOM CTPOKU peXKnmMa rnobanbHOM KOHGUIypauum:
console (config) #

Tabnnua 86 — KomaHabl perkrma rnobanbHOM KOHPUrypauum

3HaveHue/3Ha4yeHue "
KomaHoa / Aelicmeue
no ymoa4yaHuro
lacp system-priority value YcTaHaBAMBaeT NPUOPUTET CUCTEMDI.
— value: (1..65535)/1
no lacp system-priority YcTaHaBAMBaEeT 3HAYEHUE MO YMONYAHUIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet

Bug, 3anpoca KOMaHAHOM CTPOKM B pexkMme KoHdurypauumn nHtepdeliica Ethernet:

console (config-if) #

Tabnunua 87 — KomaHapl pexknma KoHourypaumm nHtepdeica Ethernet

3HayeHue/3Ha4yeHue "
KomaHoa / Aelicmeue
no ymoa4YaHuro
lacp timeout {long | short} YcTaHaBAMBaeT afMUHUCTPATUBHbBIN TamayT npoTokona LACP:
Mo ymonyanuio I o .
- long — anutenbHoe Bpems TaiimayTa;
ncnonbsyercs o
- short — manoe Bpemsa TarimayTa.
- 3HauyeHue long
no lacp timeout YcTaHaBAMBaET 3HaYEHME N0 YMONYAHUIO.
lacp port-priority value YcTaHaBauBaeT npuoputet uHtepdelica Ethernet.
—— value: (1..65535)/1
no lacp port-priority YcTaHaBAMBaET 3HaYEHME N0 YMONYAHUIO.

KomaHOb! pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK pexxknma EXEC:

console#
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Tabnunuya 88 — KomaHapl pexxknma EXEC

3Ha4yeHue/3HayeHue
no ymon4aHuro

show lacp {gigabitethernet MokasbiBaeT MHbOopMaLmio o npoTokose LACP ana nHtepdeliica

gi_port | tengigabitethernet Ethernet. Ecnn pononHnTeNbHble NapameTpbl He UCNONbL3YHOTCA,

te_port | fortygigabitethernet To ByaeT nokasaHa BcA MHGOPMaLLUA.

fo_port} [parameters | - parameters — NoKa3bIBaeT NapamMeTpbl HACTPOMKM NPOTOKONA;

statistics | protocol-state] - statistics — nokasbiBaeT cTaTUCTUKY paboTbl NPOTOKONA;

- protocol-state — nokasbiBaeT coctoAaHMe paboTbl NPOTOKONA.

KomaHoa Aelicmeue

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

show lacp port-channel MokasbiBaeT nHbopmaumio o npotokone LACP ana rpynnsl nop-
group: (1..16)
[group] T08B.

lpumepbl 8b1M10AHEHUS KOMAHO

= Co3pgaTb Nepsyto rpynny nopTtos, paboTatowyto no npoTokoay LACP 1 BKAOYalOLWYO ABa UHTEpP-
deiica Ethernet — 3 n 4. CkopocTb paboTbl rpynnbl — 1000 M6uUT/c. YCTaHOBUTb NPUOPUTET CUCTE-
Mbl — 6, npuopuTeTbl 12 1 13 ana noptos 3 1 4 COOTBETCTBEHHO.

console# configure
console (config) # lacp system-priority 6

console (config)# interface port-channel 1
console (config-if)# speed 10000

console (config-if)# exit

console (config) # interface TengigabitEthernet 1/0/3
console (config-if)# speed 10000

console (config-if)# channel-group 1 mode auto
console (config-if) # lacp port-priority 12

console (config-if)# exit

console (config) # interface TengigabitEthernet 1/0/4
console (config-if)# speed 10000

console (config-if)# channel-group 1 mode auto
console (config-if)

console (config-if)

# lacp port-priority 13
# exit

5.14 Hactpoiika IPv4-agpecauumn

B paHHOM pasgene onucaHbl KOMaHAbl ANA HAaCTPOMKKU CTaTUYECKMX napameTtpoB IP-agpecauumm,
TaKuMX Kak IP-agpec, macka nogceTtu, W03 No ymondaHuio. HacTpoiika npotokonos DNS u ARP onuncaHa B
COOTBETCTBYIOLLMX pasaenax AOKYMeEHTaUUN.

KomaHObI pexcuma KoHgpu2ypayuu uHmepgetica Ethernet, uHmepdgelica epynnel nopmos, VLAN,
Loopback

Bupa, 3anpoca KoMaHAHOW CTPOKM B pexume KoHourypaumm mHtepdeiica Ethernet, nntepdeitca
rpynnbl noptos, nHTepdenca VLAN, nutepdeitca Loopback.

console (config-if) #

Tabnnua 89 — KomaHabl pexknma KoHourypaumm nHtepdeiica

3HayeHue/3Ha4yeHue
no ymoa4aHuro

KomaHoa Aelicmeue

ip address ip_address {mask |

" HasHaueHue 3agaHHOMy UHTepdelicy IP-aapeca 1 Macku noaceTu.
prefix_length} prefix_length: (8..32) A y unTeppeiicy IP-aap A

no ip address [/P_address] Yananexue IP-appeca nntepdelica.
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ip address dhcp

no ip address dhcp

MonyyeHwne IP-appeca ansa HacTpameaemoro nHtepdetica ot DHCP-

V' cepsepa.

He ucnonbsyetca gna loopback—-uHTtepdeiica.
3anpeT ucnonb3oBaHuA npotokona DHCP ana nonydeHua IP-
agpeca BbIbpaHHbIM UHTEPENCOM.

ip unnumbered [vlan vian_id |
loopback loopback_id]

no ip unnumbered

vlan_id: (1..4094);
loopback_id: (1..64)

PaspewaeT KoHourypupyemomy wuHTtepdelicy sammctsoBatb |P-
appeca VLAN u Loopback-uHtepdeiica.

OTKAtoYaeT GYHKLMIO 3aMMCTBOBAHUA agapeca.

KomaHOb! pexcuma 2106aabHOU KOHU2ypayuu

BuAa 3anpoca KoMaHAHOM CTPOKM B pexume rnobanbHo KoHGUrypaumu:

console (config) #

Tabnnua 90 — KomaHabl perkmnma rnobanbHomM KoOHGUrypauum

KomaHoa

3HayeHue/3HayeHue
no yMmon4aHuo

Aeiicmeue

ip default-gateway ip_address

no ip default-gateway

-/WNto3 No yMON4YaHUIo
He 3agaH

3afaeT 419 KOMMYTaTOpPa afpec W33 Mo YMOIYAHMIO.

Ypanaer HazHAYeHHbIN agpec wn3a no yMmoa4aHutio.

ip helper-address
{ip_interface | all} ip_address
[udp_port_list]

no ip helper-address
{ip_interface | all} ip_address

-/BbIKNIOYEHO

BkatoyaeT nepeagpecaumio wnpokoseLlatensHolx UDP-naketos
Ha onpefeneHHbIN agpec.

- ip_interface — IP-agpec nHTepdeiica, AnA KOTOPOro BbINOJHAETCA
HACTPOWKa;

- all — nosBonset BbIOpaThb Bce IP-nHTEpPdENChl yCTPOICTBa;

- ip_address — IP-agpec HazHayeHun, Ha KOTopbI ByayT nepeHa-
npasnATbcA nakeTbl. 3HavyeHue 0.0.0.0 oTKAo4vaeT nepeaapeca-
uuio;

- udp_port_list — cnucok noptos UDP. LLInpoKoBeLaTenbHbIn Tpa-
®UK, HanNpaB/eHHbIN HAa NepeyYncieHHble B CNUCKe NOpTbl, NOA-
Bepraetcs nepeagpecaumn. MakcumanbHoe obLee KoNnM4ecTso
NOpPTOB M aZlPecoB Ha YCTPOMCTBO - 128.

OTmeHseT nepeagpecaLmio Ha 3a4aHHbIX MHTepdeiicax.

KomaHObI pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKK B pexume Privileged EXEC:

console#

Tabnunua 91 — KomaHapl perknma Privileged EXEC

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4yaHuro

Aelicmeue

clear host {* | word}

word: (1..158)
CMMBOJIOB

Ypanaetr n3 namAtM MNosiydyeHHble no npotokony DHCP 3anucwm
COOTBETCTBUIN MMeH MHTepdeicos 1 ux IP-agpecos.
* — y[anuTb BCe COOTBETCTBUA.

renew dhcp {gigabitethernet
gi_port | tengigabitethernet
te_port | fortygigabitethernet
fo_port | vlan vian_id |
port-channel group | oob}
[force-autoconfig]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..16)
vlan_id: (1..4094)

OtnpasnseT 3anpoc kK DHCP-cepBepy Ha o6bHoBNeHMe IP-agpeca.
- force-autoconfig — npu obHoBNeHWu IP-agpeca 3arpy:kaetcs
KoHourypauus c TFTP-cepsepa.

show ip helper-address

OTobpakaeT Tabnauuy nepeagpecaymm
UDP-nakeToB.

LWMPOKOBELWaTE/IbHbIX
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KomaHOowbi pexcuma EXEC

Bua 3anpoca KOMaHAHOM CTPOKM B perkume E

console>

Tabnnua 92 — KomaHab! perknma EXEC

Xec:

3HayeHue/3HayeHue
no ymon4aHuro

KomaHda

Aelicmeue

show ip interface
[gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group | loopback
loopback_id | vlan vian_id |
oob]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..16);
loopback_id : (1...64)
vlan_id: (1..4094)

MokasbiBaeT KOHUrypaLuuio
MHTepodeiica.

IP-agpecaumn Ana yKasaHHOro

5.15 Hactpoiika Green Ethernet

Green Ethernet — TexHonorus, No3BosiAlOWAA CHU3UTb SHeEpronoTpebseHne yCTPOMCTBA 3a CYeT
OTK/IIOYEHMA MUTAHUA ANA HEAKTUBHbIX 3/1EKTPUYECKUX MOPTOB U M3IMEHEHUA YPOBHA NnepenaBaemoro

CUrHana B 3aBUCUMMOCTU OT OAJINHDbI Kabens.

KomaHObI pexcuma 2106anabHoU KoOHpu2ypayuu

Buz 3anpoca KOMaHAHOM CTPOKM B peXXnume rnobasbHon KoHbUrypaumm:

console (config) #

Tabnvua 93 — KomaHabl pexxnma rnobanbHOM KOHOUrypaLmm

3Ha4yeHue/3HayeHue
no yMmon4aHuo

KomaHda

Aeiicmeue

green-ethernet energy-detect

BKntouaeT sHeprocbeperaloWmnin pexxum gas HeaKTUBHbIX MOp-
TOB.

-/BbIKNOYEH "
no green-ethernet OTKANtoYaeT aHeprocbeperatowmin pexum ANa HeaKTUBHbIX NOp-
energy-detect TOB.
green-ethernet short-reach BkntoyaeT aHeprocbeperatolwmii pexxum A1A NopToB, K KOTOPbIM
NOAKNIOYAIOTCA YCTPOMCTBA C AAMHOW Kabensa noaxnoyeHus
MeHblUe MOPOroBOro 3HaYeHws, YCTaHaBNIMBAEMOTO C NMOMOLLbIO
-/BblKIOYEH

KomaHzbl green-ethernet short-reach threshold.

no green-ethernet short-reach

OTKAtOYaeT sHeprocbeperatolmii PeXkMm Ha OCHOBaHWUMU AJIMHbI
Kabens.

KomaHObI pexcuma KoHgu2ypayuu uHmepagelica

Bua 3anpoca KOMaHAHOM CTPOKM B peXKMME K

console (config-if) #

oHdurypaumnmn nHtepdeliica Ethernet:

Tabnnua 94 — KomaHabl perknuma KoHourypaumm nHtepdeica Ethernet

3HayeHue/3HayeHue
no ymon4aHuwo

KomaHda

Aelicmeue

green-ethernet energy-detect -/BK/itoYeH

BKntouaeT sHeprocbeperatowmii pexxmum ans nHtepdelica.
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no green-ethernet
energy-detect

OTKAtoYaeT sHeprocbeperaowmnin pexxum ana nHtepdeiica.

green-ethernet short-reach

no green-ethernet short-reach

-/BkatoyeH

Bk/touaeT sHeprocbeperatouimii peXXMm Ha OCHOBaHWU AJIMHbI
Kabens.

OTKAtoYaeT sHeprocbeperatolmii PeXnMm Ha OCHOBaHMUM AJINHbI
Kabens.

KomaHOwb1 pexcuma Privileged EXEC

BunAa 3anpoca KomaHAHOM CTPOKK B pexume Privileged EXEC:

console#

Tabnunuya 95 — KomaHabl perxknma Privileged EXEC

KomaHoa

3HayeHue/3HayeHue
Mo yMmon4YaHuo

Aeiicmeue

show green-ethernet
[gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
detailed]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

OtobparkaeT cTaTUCTUKY green-ethernet.

green-ethernet power-meter
reset

C6paCbIBaeT CYHETYUK U3MepUTENA MOLLLHOCTU.

[pumepbl 8b1M0AHEHUS KOMAHO

=  OT0b6pa3unTb CTAaTUCTUKY green-ethernet:

console# show green-ethernet detailed

Short-Reach mode:

Power Savings: 82

Energy-Detect mode:

Di

Disabled
sabled

% (0.07W out of maximum 0.40W)

Cumulative Energy Saved: 0 [Watt*Hour]

Short-Reach cable length threshold: 50m

Port Energy-Detect Short-Reach VCT Cable
Admin Oper Reason Admin Force Oper Reason Length

tel/0/1 on off on off off

tel/0/2 on off on off off

tel/0/3 on off on off off

tel/0/4 on off on off off

tel/0/5 on off on off off

tel/0/6 on off on off off

5.16 Hactpouka IPv6-agpecauun

5.16.1 rpomokon IPv6

KommyTaTopbl noaaep»kusatoT paboTy no npotokony IPv6. Moaneprkka IPv6 ABnAeTca BaKHbIM
[OCTOMHCTBOM, MOCKOJIbKY MPOTOKOAN IPV6 npu3BaH, B MepCrnekTuBe, NMOMHOCTbIO 3aMeHUTb afpecalmio
npotokona IPv4. Mo cpasHeHuto ¢ IPv4 npoTtokon IPv6 nmeet paclumpeHHoOe agpecHoe NpPOCTPaHCTBO —
128 6ut Bmecto 32. Agpec IPv6 npeactasnseT cobon 8 6/710KOB, pas3aeneHHbIX ABOETOUYMEM, B KaXKA0M
610Ke 16 6UT, 3aNNCaHHbIX B BUAE YETbIpeX LWECTHAALATEPUYHBIX YMCEN.
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MomMMMO yBeNMYEeHUs aApecHOro NPOCTPaHCTBa MPOTOKOA IPV6 uMMeeT MepapXUUecKylo cxemy
agpecaumn, obecneuymBaeT arperauuio MapLUpPyTOB, ynpouwaeTr Tabauuy MaplipyTM3auuu, npu 3TOM
3pPeKTUBHOCTb PaboTbl MapLUPYTU3aTOpa MOBLIWAETCA 3a CYEeT MexaHM3mMa OOHapyXKeHUs coceaHuX
Y3/108.

NokanbHble agpeca IPv6 (IPv6Z) B KommyTaTope Ha3HadawTcas MHTepdeiicam, NosTomy npu
ncnonb3oBaHMM IPV6Z-aapecoB B CMHTAKCUMCE KOMAHA UCNONb3YETCA cnegytowmii dopmar:

<ipv6-link-local-address>%<interface-name>

roe:

interface-name — nma nHTepodeinca:

interface-name = vlan<integer> | ch<integer> |<physical-port-name>

integer = <decimal-number> | <integer><decimal-number>
decimal-number=01|1]2|3|4|5|6|7|8]|9

physical-port-name = gigabitethernet (1..8/0/1..48) | tengigabitethernet (1..8/0/1..24) |
fortygigabitethernet (1..8/0/1..4)

Ecnn 3HayeHue rpynnbl UM HECKONIbKUX Fpynn noapas B agpece nportokona IPvé pasBHO
Hynio - 0000, TO paHHble rpynnbl MOryT 6biTb onyweHbl. Hanpumep, agpec
FE40:0000:0000:0000:0000:0000:AD21:FE43 moKeT 6biTb cokpaweH ao FE40::AD21:FE43.
CoKpaleHuto He MmoryT 6biTb NOABEPrHyTbl 2 pasAenieHHble Hy/leBble rpynnbl U3-3a BO3-
HUKHOBEHUA HEOAHO3HAYHOCTM.

EUI-64 — 3T0 ngeHtudukarop, co3gaHHbin Ha 6a3e MAC-agpeca uHtepdeiica, ABNSIOWMACA
64 mnagwumn 6utamm IPve-agpeca. MAC-agpec pasbusaerca Ha gBe yacTu no 24 6ura,
mexXay KotopbiMmu gobasnaerca KoHctaHTa FFFE.

v

KomaHObI pexcuma 2106aabHoU KoOHpuU2ypayuu

Buz 3anpoca KOMaHAHOM CTPOKM pexnma rinobanbHoM KoOHbUrypauum:
console (config) #

Tabanua 96 — KomaHAabl pexunma rnobanbHon KoHoUrypaumm

KomaHda 3HayeHue/3HayeHue

1o ymon4yaHuro

Aeiicmeue

ipv6 default-gateway
ibv6_address

no ipv6 default-gateway
ibv6_address

3afaeT 3HaYeHWe NoKanbHoro agpeca IPvb-wno3a no ymonya-
HUIO.

Ypanser HacTpoliKu IPv6-Lunt03a Mo yMOYaHUIO.

ipv6 neighbor ipv6_address
{gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group | vlan
vlan_id} mac_address

no ipv6 neighbor
[ipv6_address]
[gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group | vlan
vlan_id]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..16);
vlan_id: (1..4094)

Co3paet cTaTuyeckoe cooTBeTcTBUe mexady MAC-agpecom co-
cefiHero ycTpoiicTtea u ero IPv6-agpecom.

- ipv6_address — IPv6-agpec;

- mac_address — MAC-agpec.

Ypanaet ctaTudeckoe cooTsetcTeme mexagy MAC-agpecom co-
cefiHero ycTpoicTea 1 ero IPv6-agpecom.

ipv6 icmp error-interval
milliseconds [bucketsize]

no ipv6 icmp error-interval

milliseconds:
(0..2147483647)/100;
bucketsize: (1..200)/10

3apaeT orpaHuyeHne ckopoctn ana ICMPv6-coobuweHuii 06
olInbKax.

YcTaHaBAMBaeT 3Ha4YeHue no YMO4YaHUIO.
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ipv6 route prefix/prefix_length
{gateway} [metric]

no ipv6 route
prefix/prefix_length [gateway]

prefix: X:X:X:X::X;
prefix_length: (0..128);
metric: (1..65535)/1

[obasneHune ctatuyeckoro mapupyTa IPvé

- prefix — ceTb Ha3HaYeHus;

- prefix_length — npeduKc macku cetTn (KOAM4YecTBO eamHuUL, B
Macke);

- gateway — W03 ANA AOCTYNa K CETU Ha3HayeHus;

YpaaneHune ctatnyeckoro mappyta IPv6.

ipv6 unicast-routing

no ipv6 unicast-routing

-/BbIKIOYEHO

BktouaeT nepeHanpasneHne oAHOAAPECHbIX NAKETOB.

OTKntovaer nepeHanpasieHne oAHOaApPECHbIX MAaKETOB.

KomaHObl pexcuma KoHgpuaypauyuu uHmepaeltica (VLAN, Ethernet, Port-Channel)

Bupg, 3anpoca KOMaHAHOM CTPOKM pexkmnma KoHdurypaumm nHtepdelica:

console

(config-if) #

Tabnunua 97 — KomaHabl perknma KoHourypaumm nHtepdeiica (Ethernet, VLAN, Port-channel)

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

ipv6 enable

no ipvé6 enable

-/BbIK/IIOYEHO

BkntouyaeT nogaep:kky IPv6 Ha nHtepdelice.

OTkAtoyaeT noaaepKky IPvé Ha nHTepdeiice.

ipv6 address
ipv6_address/prefix_length
[eui-64] [anycast]

no ipv6 address
[ipv6_address/prefix_length]
[eui-64]

prefix-length: (0..128)
((0..64) ecnn
ncnonbsyerca
napamertp eui-64))

3agaet IPv6-agpec Ha uHTepdelice.

- ipv6_address — IPv6-agpec, HazHayeHHbI uHTepdelicy (8 610-
KOB pa3feneHHbIX ABOETOYMEM, B KaxgomM 610ke 16 6uT, 3anu-
CaHHbIX B BUAE YeTbIpex LWeCTHAALATEPUYHBIX Yncen);

- prefix_length — pnnHa npedukca IPv6 — gecaTnyHoe uncio —
KO/IMYECTBO CTapLwmx 6UT agpeca cocTaBAAoWMX NpeduKc;

- eui-64 — npeHTMOMKATOP, CO34aHHbIM Ha 6ase MAC-agpeca
nHTepdeiica, 3anucbiBaeTca B 64 mnaawmx buta IPv6 agpeca;

- anycast — yKa3blBaeT, YTO 3a4aHHbIl agpec anycast-agpec

Ypnanaet IPv6-agpec ¢ untepdelica.

ipv6 address autoconfig

no ipv6 address autoconfig

Mo ymonuyaHutio
aBTOMaTM4ecKas
KOHdUrypauma
BKNIOYEHA, agpeca He
Ha3HayeHbl.

BKkntouyeHne aBTOMATU4YecKon KoHdurypauuum IPv6-agpecos Ha
nHTepdeiice. Aapeca HacTpauBatloTcA B 3aBUMCMMOCTU OT npe-
dUKcoB, KOTopble Nnony4yeHbl B coobuieHnax «Router Advertise-
ment».

YcTaHaBAMBaeT 3HAYeHue no YMONYaHULO.

ipv6 address
ipv6_address/prefix_length
link-local

no ipv6 address
[ipv6_address/prefix-length
link-local]

Mo ymonuyaHutio
3HaYeHne NOoKaAbHOro
agpeca: (FE8O::EUI64)

3apaeT NoKanbHbl IPv6-agpec uHTepderica. Crapwme 6uTbl
NoKanbHbIX IP-appecos B IPv6 — FE8O::

YaanaeT nokanbHbli IPv6-agpec.

ipv6 nd dad attempts
attempts_number

3apaeT Ko/aMYecTBO coobLeHU-TpeboBaHMI, nepeaaBaembix
MHTepdencom B3aMMOZLENCTBYIOWEMY YCTPOWCTBY B C/lyyae 06-

no ipv6 unreachables

(0..600)/1 Hapy»eHus aybnukaumm (konnusuu) IPve-agpeca.

no ipv6 nd dad attempts Bo3BpallaeT 3HayeHMe No YMOYaHMIO.

ipv6 unreachables BkntoyeHne ICMPV6 coobLEHNI O HEAOCTUXMMOCTU aapecaTta
-/enabled npv nepezaye NakeToB Ha onpeaeneHHbIn nHTepdeic.

YcTaHaBAMBaeT 3HaYeHne Mo YMONYaHUIO.

ipvé mid version version

no ipvé mld version

version: (1..2)/2

OnpeaeneHune sepcumn npotokona MLD ans uHtepodelica.

YcTaHaBAMBaeT 3HaYeHue o YyMON4YaHuo

KomaHObl pexcuma Privileged EXEC

BunAa 3anpoca KomaHAHOM CTPOKK pexxunma Privileged EXEC:

console#
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Tabnunuya 98 — KomaHapl pexxkuma Privileged EXEC

KomaHda

3Ha4yeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

show ipv6 neighbors
{ipv6_address |
gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group | vlan
vlan_id}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..16);
vlan_id: (1..4094)

MokasbiBaeT MHoOpPMauuto o cocegHux IPv6 ycTpolicTeax, co-
OeprKaLLyrocs B Kalle.

clear ipv6 neighbors

OunLaeT Kal, coaepKalimii UHGOPMALLMIO O COCEAHMX YCTPOM-
cTBax, paboTatowmx no npotokony IPv6. UHPopmaums o ctatu-
YeCKMX 3anmncax coxpaHaeTcs.

KomaHOwbi pexcuma EXEC

Buza 3anpoca KomaHAHOM CTPOKKM pexxnma EXEC:

console#

Tabnunua 99 — KomaHab! perkmma EXEC

KomaHda

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aelicmeue

show ipv6 interface [brief |
gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group |
loopback | vlan vian_id]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..16);
vlan_id: (1..4094)

MNoKasblBaeT HACTPOWMKKM npoTokona IPv6 gns yKasaHHOro WH-
Tepdelica.

show ipv6 route [summary |
local |connected | static |
ospf | icmp | nd |
ipv6_address[ipv6_prefix |
interface {gigabitethernet
gi_port | tengigabitethernet
te_port | fortygigabitethernet
fo_port | port-channel group |
loopback | vlan vian_id}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..16);
vlan_id: (1..4094)

MNokasbiBaeT Tabanuy IPv6-mapLpyTos.

5.17 HacTtpoWKa npoToKkonos

5.17.1 Hacmpoiika npomokona DNS — cucmembl 00OMeHHbIX UMeH

OcHoBHOM 3agadveit npotokona DNS sensetca onpeneneHve IP-agpeca y3na cetu (xocta) no
3anpocy, coaepalemy ero JomeHHoe MMsA. basa AaHHbIX COOTBETCTBUIN JOMEHHbLIX UMEH Y3/10B CETU U
cooTBeTCcTBYIOWMX UM IP-agpecos BegetcA Ha DNS-cepsepax.

KomaHabl pexkuma rnobanbHon KoHOUrypaumm

Bupa 3anpoca KOMaHAHOM CTPOKM B perKnme rnobasibHoM KoHbUrypaumm:

console (config) #
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Tabnnuya 100 — KomaHabl pexkmma rnobanbHol KoHurypaumm

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aelicmeue

ip domain lookup

Paspelaet ucnonb3osaHne npotokona DNS.

no ip host name

- - -/BKAOYEHO
no ip domain lookup 3anpelaeT ncnonb3osBaHue npotokona DNS.
ip dns server BkntoyaeT paboty DNS-cepBepa.
-/BbIK/IIOYEH
no ip dns server BoikntovaeT paboty DNS-cepsepa.
ip name-server Onpeaenset IPv4/IPv6-agpeca ana goctynHbix DNS-cepsepos.
{serverl_ipv4 address |
serverl_ipv6_address |
serverl_ipv6z_address}
[server2_address] [...]
no ip name-server Ypanaet IP-agpec DNS-cepsepa 13 cnucka AOCTYMNHbIX.
{server1_ipv4_address |
serverl_ipv6_address |
serverl_ipv6z_address}
[server2_address] [...]
ip domain name name Onpegensetr gOMEHHOE MMA MO YMOJYaHUIO, KoTopoe byapet
MCNONb30BaTbCA NPOrPamMMON, ANA [OMNONHEHUA HENPABUIBbHbIX
name: (1..158) OOMEHHbIX UMEeH (AOMEHHbIX MMeH 6e3 ToUKM). [ AOMEHHbIX
CYMBONOB MMeH 6e3 TOYKM B KOHel, umeHu byaeT f06aBnATbCA TOYKa U
yKa3aHHOe B KOMaHAe AOMEHHOE UMA.
no ip domain name YaanaeT LOMeHHOe MMA N0 YMOYAHUIO.
ip host name address1 Onpegenset cTaTUYECKME COOTBETCTBUSA MMEH y3noB cetu |P-
[address2 ... address4] agpecam, pnob6aBnsaeT yCTaHOB/JEHHOE COOTBETCTBME B KILU.
name: (1..158) dyHKuMa nokanbHoro DNS. MoxHo onpegenuTb Ao yYetbipex IP-
CMMBO/10B aApecos.

Ypander craTMYeckMe COOTBETCTBUA WMeH Y3108 cetu |IP-
aapecam.

KomaHObI pexcuma EXEC

BuAa 3anpoca KomaHAHON CTPOKM B pexxkunme EXEC:

console#

Tabnnua 101 — KomaHabl pexkmma EXEC

3HayeHue/3Ha4eHue ”
KomaHoa / Aelicmeue
no yMoaAYaHuIo
clear host {name | *} name: (1..158) YaanaeT 3anucb COOTBETCTBMA MMEHM y3/1a ceTu IP-agpecy Kawa
CMMBOOB nnbo sce 3anucu (*).
show hosts [name] OTobparkaeT AOMEHHOE WMMA MO YMOAYaHWIo, cnucok DNS-
CepBepoB, CTaTMYECKME W KILIMPOBAHHbIE COOTBETCTBMSA MMEH
name: (1..158) peep P
y3108 cetu u IP-agpecos.
CMMBOIOB

Mpu Mcnonb3oBaHMKM B KOMaHAE UMEHU y3/1a ceTu, oTobpaxkaeT-
cA cooTBeTCTBYHOLWMI emy IP-agpec.

show ip dns server

Otobparkaet cratyc DNS-cepBepa M CNUCOK AOCTYNHbIX cepse-
pos.

show ip dns server cache

Otobparkaet kaw DNS-cepsepa.

show ip dns server cache
query_name query_type

query_name: (1..158)
CMMBOJIOB:
query_type: (1..255, a,
ptr, aaaa)

OTobparkaeT NogpobHbIA BbIBOA, 3aMWCK, BKAOYAOWMI B cebs
oTeeTbl RR Ha AaHHbIN 3anpoc query_name w query_type.

show ip dns server counters

OTobparkeHne 06LLero ymMcaa 3anpocoB M obuiero yncna oTee-
TOB HalAeHHbIX B cache-hit.

clear ip dns server cache

Ounctntb Kaw DNS-cepsepa.

clear ip dns server counters

OB6HYNUTL CHETYMKM 3aNPOCOB 1 OTBETOB.
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[pumepbl UCN0Ab308AHUS KOMAHO

Ucnonb3osatb DNS-cepsepa no agpecam 192.168.16.35 n 192.168.16.38, ycTaHOBUTb AOMEHHOE
MMSA NO YMOJIYaHMIO — mes:

console# configure
console (config) # ip name-server 192.168.16.35 192.168.16.38
console (config)# ip domain name mes

YCTaHOBUTbL CTaTMYECKOe COOTBETCTBME: Yy3e/ CeTM C WMmeHem eltex.mes wumeet [P-agpec
192.168.16.39:
console# configure
console (config)# ip host eltex.mes 192.168.16.39
5.17.2 Hacmpolika npomokona ARP
ARP (Address Resolution Protocol — npoTokon paspeleHua agpecoB) — MNPOTOKOA KaHa/lbHOro

YPOBHSA, BbINONHAWMIA GYyHKUMIO onpegeneHmsa MAC-agpeca Ha OCHOBAaHMM cogeprKalllerocs B 3anpoce

IP-apgpeca.

KomaHabl pexkuma rnobanbHon KoHOUrypaumm

Bug 3anpoca KOMaHAHOM CTPOKM B pPeKMME rNobanbHOM KOHPUIypaLmm:

console (config) #

Tabnvua 102 — KomaHabl pexxknma rnobanbHon KoHGUrypaumm

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

arp ip_address hw_address
[gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group | vlan
vlan_id | oob]

no arp ip_address
[gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port|
port-channel group | vlan
vlan_id | oob]

dopmar ip_addr:
A.B.C.D;
dopmat hw_address:
H.H.H
H:H:H:H:H:H
H-H-H-H-H-H;
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..16)
vlan_id: (1..4094)

[obaBnaet craTuuyeckyw 3anucb cootseTcTBusa IP- n MAC-
appecos B Tabnuuy ARP an1a yKazaHHOIo B KOMaHA4e uHTepden-
ca.

- ip_address — IP-agpec;

- hw_address — MAC-agpec.

Ypanaet cTaTMYecKyro 3anucb cootsetctema IP- 1 MAC-agpecos
13 Tabnunubl ARP ans ykasaHHOro B KOMaHae nHTepodelica.

arp timeout sec

no arp timeout

sec:
(1..40000000)/60000
CceK

HacTpauBaeT Bpems KM3HWM OMHAMMYECKMX 3anuceit B Tabauue
ARP (cek).

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

ip arp proxy disable

no ip arp proxy disable

-/OTKNIOUEH

OTKAlOYaeT pexum npokcuposaHua ARP-3anpocoB gna Kommy-
TaTopa.

Bkntoyaet pexkum npokcmposaHna ARP-3anpocos Ana KommyTa-
TOpa.

KomaHObI pexcuma privileged EXEC

Bupa 3anpoca KOmaHAHOM CTPOKM B pexxkume privileged EXEC:

console#
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Tabnnuya 103 — KomaHab! perkuma privileged EXEC

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aelicmeue

clear arp-cache

Ypanser Bce guMHamuuyeckue 3anucu M3 ARP-Tabaunupl (KomaHga
AOCTYMHA TO/IbKO 419 NPUBUAETMPOBAHHOIO NOb30BaTeNs).

show arp [ip-address
ip_address] [mac-address
mac_addres] [gigabitethernet
gi_port | tengigabitethernet
te_port | fortygigabitethernet
fo_port | port-channel group |
oob]

dopmar ip_address:
A.B.C.D

dopmaT mac_address:
H.H.H van H:H:H:H:H:H

nnun H-H-H-H-H-H;
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

group: (1..16)

MokasbiBaeT 3anucu ARP-Tabnuubl: Bce 3anucu, ¢ounbTp no IP-
agpecy; dpunbtp no MAC-agpecy; dunbTp no nHtepdeicy.

- ip_address — IP-agpec;

- mac_address — MAC-appec.

show arp configuration

MokasbiBaeT rnobanbHyto KoHoUrypauuo ARP n KoHbUrypauuo
ARP pnsa nHtepdeiicos.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica

Bug 3anpoca KoOMaHAHOM CTPOKK B pexkume interface configuration:

console (config-if) #

Tabnunua 104 — KomaHabl pexkmuma interface configuration

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

ip proxy-arp

no ip proxy-arp

-/OTKNIOUEH

BkntoyaeT pexmm npokcmpoBaHua ARP-3anpocoB Ha HacTpausae-
MOM MHTepodeiice.

OTKAIOYaeT pexum npokcmMpoBaHna ARP-3anpocoB Ha HacTpau-
BaeMom mHTepdeiice.

arp timeout sec

no arp timeout

sec: (1..40000000)/
rnobanbHasa HacTpoWKa

HacTpanBaeT Bpemsa U3HWM AMHAMWYECKUX 3anucein B Tabauue
ARP (cek) ana HacTpauBaemoro nHTepdeiica.

YCTaHaBAMBAET 3HAYeHWe MO YMOYaHUIO (yCTaHaBAMBAeTCA r/10-
6anbHO).

ip local-proxy-arp

no ip local-proxy-arp

-/oTKAKOUEeH

BkntoyaeT Ha uHTepdeiice dyHKumoHan Local Proxy ARP (Kommy-
TaTop byaeT oTBeyaTb Ha ARP-3anpochl K XOCTam, HaxXo4AWMMCA B
TOM 4yucne Ha 3TOM e L3-uHtepdeiice). Ona paboTbl AaHHON
dYHKLMM Ha NOpPTYy HEeO6X0AMMO BKIOUUTL 06bIYHBIN Proxy ARP
(IP proxy-arp).

OTKkntoyaeT PpyHKumoHan Local Proxy ARP Ha uHTepdelice.

[pumepbl UCI016308AHUS KOMAHO

[Job6aBuTb cTaTnyeckyto 3anmcb B ARP-Tabnamuy: IP-agpec 192.168.16.32, MAC-agpec 0:0:C:40:F:BC,
YCTAHOBMUTb BPEMS KU3HU AMHAMUYecKmx 3anmceit B ARP-Tabaunue — 12000 ceKyHa;:

console# configure
console (config)# arp 192.168.16.32 00-00-0c-40-0f-bc tengigabitethernet

1/0/2

console (config) # exit
console# arp timeout 12000

= [lokasaTtb coaeprkmumoe ARP-Tabanubl:

console# show arp

vlian 1 te0/12

192.168.25.1

HW address status

02:00:2a:00:04:95 dynamic
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5.17.3 Hacmpoiika npomokona GVRP

GARP VLAN Registration Protocol (GVRP) — npotokon VLAN-peructpaumuu. MpoTokon nossonset
pacnpocTpaHuTb no cetu unaeHTudukatopbl VLAN. OcHoBHOW ¢yHKUMen npoTokona GVRP asnsetca
obHapykeHne nHbopmaLmm 06 oTcyTcTBYOWMX B 6ase gaHHbIX KoMmyTaTopa VLAN-ceTAax npu noayvyeHmm
coobuweHnit GVRP. Monyuns nHpopmaymio 06 otcytcreytowmx VLAN, kKommyTaTop aobaBnseT ee B CBOKO
6a3y AaHHbIX.

KomaHObI pexcuma 2n0basabHoU KoOHpuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM pekmuma rnobanbHOM KOHPUrypaLmm:

console (confiqg) #

Tabaunuya 105 — KomaHab! perkmma rnobanbHoM KoHGUrypauum

3HayeHue/3HayeHue »
KomaHoa Aelicmeue
no ymona4yaHuro
gvrp enable / Bkntoyaet ucnonb3osaHme npoTokona GVRP-kommyTaTopom.
-/BbIKNOYEH
no gvrp enable BbIkntoyaeT ncnonb3oBaHme npoTokona GVRP-kommyTaTtopom.

KomaHObI pexcuma KoHgu2ypauyuu uHmepgelica (QuanaszoHa uHmepgeticos) Ethernet, uHmep-

gelica epynnel nopmos

Bua 3anpoca KOMaHAHOM CTPOKU B pexume KoHourypauum uHtepdelica Ethernet, untepdeliica
rpynnbl NOPTOB:

console# configure

console (config) # interface {gigabitethernet gi port | tengigabitethernet
te port | fortygigabitethernet fo port | port-channel group}

console (config-if) #

Tabnvua 106 — KomaHabl pexxuma KoHourypaumm nitepdeica Ethernet, rpynnel nitepdeiicos

3HayeHue/3HayeHue »
KomaHoa Aelicmeue
o ymon4aHuio
gvrp enable BkatouaeT ucnonb3osaHne npotokosa GVRP Ha HacTpanBaemom
nHTepdelice.
-/BblK/IIOYEH
no gvrp enable BbikntoyaeT ncnonb3osaHue npotokona GVRP Ha HacTpanBaemom
nHTEpoelice.
gvrp vlan-creation-forbid 3anpeuaeT AMHaMUYECKoe U3meHeHue uan cosgaHme VLAN ana
HacTpanBaemoro nHTepdeica.
- . -/paspelueHo
no gvrp vlan-creation-forbid PaspelwaeT AnHamuyeckoe nameHeHve uau cosganue VLAN ans
HacTpanBaemoro nHTepoeica.
gvrp registration-forbid Mo ymonyanumio BbinonHAeT cHATUe pernctpauum ana scex VLAN n He pgonyckaeTt
co3faHue n CO34aHuA AN pernctpauumn Hosblx VLAN Ha saHHOM uHTepdeiice.
no gvrp registration-forbid pernctpauma VLAN Ha | YcTaHaBnMBaeT 3HaueHMe N0 yMONYaHMIO.
nHTEpdelice
paspelleHa

KomaHObI pexcuma privileged EXEC

Bupa 3anpoca KOMaHAHOM CTPOKM pexkmma privileged EXEC:

console#
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Tabnnuya 107 — KomaHabl perkuma privileged EXEC

KomaHoa

3HayeHue/3HayeHue
no ymon4aHuio

Aelicmeue

clear gvrp statistics
[gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group]

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..16)

OuuniLaeT HAKONNEHHYHO CTAaTUCTMKY NpoToKoaa GVRP.

KomaHObi pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console>

Tabanuya 108 — KomaHzabl pexkmma EXEC

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aeiicmeue

show gvrp configuration
[gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group | detailed]

show gvrp statistics
[gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group]

show gvrp error-statistics
[gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group]

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..16)

MoKkasbiBaeT KoHOUrypaumto npotokona GVRP ans ykasaHHoro
MHTepodeica, nMbo ana scex nHTepdencos.

lMoKa3blBaeT HAKOMJIEHHYIO CTAaTUCTMKY no npotokony GVRP gna
yKasaHHoro nHtepdeiica, imbo ana Bcex nHTEpPdelicos.

MoKasbiBaeT CTAaTUCTUKY Mo ownbkam npu paboTe npoToKona
GVRP ansa ykasaHHoro nHtepdeiica, 1mbo gns Bcex MHTepdencos.

5.17.4 MexaHu3m obHapyxceHusa nemens (loopback-detection)

[aHHbIA MexaHM3M NO3BONAET YCTPOMUCTBY OTC/IEXMBATD 3aKO/bLLOBAHHbIE NOPTbI. [eTaa Ha nopTy
06HapyKMBaeTcA MyTEM OTCbIIKM KOMMYTAaTOpom ¢perima € afpecom HasHayeHuA, COBMAJAMWMM C
oaHUM 13 MAC-agpecoB ycTpoiCcTBa.

KomaHObI pexcuma 210baabHol KOHuU2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM B peXKume rnobanbHon KoHGUrypaumm:

console (config) #

Tabnnuya 109 — KomaHab! perknma riobanbHoM KoHGUrypaumm

KomaHoa

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

loopback-detection enable

no loopback-detection enable

-/BbIK/IOYEHO

Bk/tovaeT mexaHn3am OGHapy)-KeHMFI neTesb 4NA KOMMyTaTopa.

BoccTaHaBnmBaeT 3HaYeHue no YMONYaHUIO.

loopback-detection interval
seconds

no loopback-detection interval

seconds: (10..60)/30
CeKyHA,

YcTaHaBAuBaeT MHTepBan mexay loopback-¢pperimamu.
- seconds — HTepBaa BpeMeHu mexay LBD ¢peitmamu.

BoccTaHaBnmBaeT 3HaYeHue no YMOAN4YaHUIO
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loopback-detection mode
{src-mac-addr |
base-mac-addr |
multicast-mac-addr |
broadcast-mac-addr}

no loopback-detection mode

-/multicast-mac-addr

Onpegenser MAC-agpec oTnpasutens, yKkasbiaembiit B loopback-
dpenme.

-src-mac-addr — B KauyecTBe agpeca WCTOYHWMKA WMCNOAb3yeTcA
MAC-agpec nopra;

- base-mac-addr — B KauyecTBe agpeca MCTOYHMKA MCMONb3yeTcA
MAC-agpec KommyTaTopa;

- multicast-mac-addr — B KauecTBe agpeca UCTOYHMKA UCMNONb3Y-
eTcA rpynnoBow agpec;

- broadcast-mac-addr — B kKauecTBe agpeca UCTOYHWMKA MCNONb3Y-
eTcs WMpPOKOBeLLaTeNbHbIV agpec;

BoccTaHaBnMBaeT 3HauYeHMe No YMONYaHMIO

loopback-detection vlan-based

no loopback-detection
vilan-based

-/BbIK/IIOYEHO

BkatoyaeT pexkmm obHapyxeHus netam 8o VLAN. Mpu Hanuuum
netan Bo VLAN paHHasa VLAN 6yaet 3ab10KnpoBaHa Ha NopTy, Ha
KoTopom 6bina obHapy:KkeHa neTns.

OTKANOYaeT pexnm obHapyKeHus netam 8o VLAN.

loopback-detection vlan-based
recovery-time value

no loopback-detection
vlan-based recovery-time

value: (30..1000000)
/BbIK/IIOYEHO

3apaet Bpems 610Kknposku VLAN.
-value — Bpemsa, no ucteyeHne kotoporo VLAN aBTOMaTMuyecku
pa3bnokupyetcs.

3abnokuposaHHble VLAN He ByayT BOCCTaHaBAMBATLCA aBTOMATU-
YEeCKU.

KomaHObI pexcuma KoHgu2ypauyuu uHmepgelica (duanaszoHa uHmepaeticos) Ethernet, uHmep-

gelica epynnel nopmos

Bua 3anpoca KOMaHAHOM CTPOKU B pexnume KoHourypauum uHtepdelica Ethernet, untepdeliica

rpynnbl NOPTOB:

console# configure
console(config) # interface {gigabitethernet gi port | tengigabitethernet
te port | fortygigabitethernet fo port | port-channel group}

console (config-if) #

Tabnnua 110 — KomaHabl pexuma KoHourypaumm uHtepdelica Ethernet, rpynnel nHTepdelicos, nHTep-

¢deica VLAN

KomaHda

3HayeHue/3HayeHue
no ymon4aHuio

Aeiicmeue

loopback-detection enable

no loopback-detection enable

-/BbIK/IOYEH

BKNtouyaeT mexaHn3m obHapyKeHUA NeTesb Ha NOpTy

BoccTaHaBnMBaeT 3HauYeHMe N0 YMONYaHMIO

KomaHOb! pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKM perknuma EXEC:

console#

Tabnnuya 111 — KomaHab! perkmma EXEC

KomaHda

3HayeHue/3HayeHue
no ymon4aHuro

Aeiicmeue

show loopback-detection
[gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group | detailed]

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..16).

OTobparkaeT coctosHMe mexaHnsma loopback-detection.
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5.17.5 Cemelicmeo npomokonoe STP (STP, RSTP, MSTP)

OcHoBHoOW 3agayei npotokosa STP (Spanning Tree Protocol) asnsetca npuseaeHue cetn Ethernet c
MHOECTBEHHbIMU CBA3AMM K APEBOBUAHOM TOMOJIOMMM, UCKOYAIOWEN LMKAbI NakeToB. KommyTaTopsl
06MeHMBalOTCA KOHPUIypaLMOHHBIMM COOBLLEHUAMM, WMCNOMb3YA KaApbl cneuuanbHoro ¢opmata, M
BbIBOPOYHO BKNHOYAIOT M OTKNIOYAIOT Nepeaady Ha NnopTbl.

Rapid (6bicTpbiit) STP (RSTP) ABnseTcs ycoBeplleHCTBOBAHMEM MpoToKosa STP, xapaKkTepusyetca
MEHbLWMM BpeMeHeM MpuBELEHNA CeTU K LPEeBOBMAHOW TOMONAOTMM U UMeeT 6osiee BbICOKYHO
YCTONYMUBOCTD.

Mpotokon Multiple STP (MSTP) sBnsetcA Haubonee coBpemeHHoOW peanusaumeinn STP,
noaaepxupawowen ucnonb3dosaHne VLAN. MSTP npeanonaraer KoHourypauuto Heobxogmmoro
KOJIMYECTBA SK3eMMNASPOB CBA3YIOWEro AepeBa (spanning tree) BHe 3aBUCMMOCTM OT Ymcna rpynn VLAN Ha
KommyTaTope. Kaxabli aK3eMnaap MOKeT cogepaTb HeckonbKko rpynn VLAN. HegocTtaTkom npoToKkona
MSTP siBAsieTcs TO, YTO Ha BCEX KOMMYTATOpax, B3aumoaencTaytowwmx no MSTP, 40/13KHbl ObITb 04MHAKOBO
cKOHuUrypuposaHbl rpynnbl VLAN.

V MaKcMMmanbHO A0NYyCTUMOE KOIMYECTBO 3K3emnasapos MSTP yKkasaHo B Tabauue 9.

MexaHuam  Multiprocess STP npegHasHayeH A4/  CO34aHMA  HE3aBUCUMbIX  [AepPeBbeEB
STP/RSTP/MSTP Ha noprax YCTpOMCTBa. M3MeHeHMA COCTOAHMA OTAE/IbHOro [AepeBa He OKasbiBaloT
B/IMAHUA Ha COCTOAHME APYrUX LEePeBbEB, YTO MO3BOJIAET MOBbLICUTb YCTOMYMBOCTb CETU M COKPATUTb
BpeEMA MNepecTpoeHuA JepeBa B C/yYae OTKa3o0B. [lpn KoOHPUrypupoBaHWKM cneayeT WCKAOYUTD
BO3MOXHOCTb BO3HUKHOBEHMA KOJIel, MeXay MopTamu-Y4ieHamu pasHblX gepesbes. [ns obcnyxuBaHuA
M30/IMPOBaHHbIX AEPEBLEB B CUCTEME CO343ETCA OTAENbHbIN NPOLLECC Ha Kaxkgoe aepeso. C npoueccom
COMOCTaBAAOTCA NOPTbl YCTPOMCTBA, NMPUHAANEKALLNE AEPEBY.

5.17.5.1 Hacmpolika npomokona STP, RSTP

KomaHObI pexcuma 2a0b6aab6Hol KOHuU2ypayuu

BunAa 3anpoca KoOMaHAHOM CTPOKM pexxnma rnobanbHom KoOHOUIypaumm:
console (config) #

Tabnnua 112 — KomaHabl pexkuma rnobanbHol KoHurypaumm

Komanda 3HaveHue/3HaveHue Aelicmeue
o yMOAYAHUIO
spanning-tree /BKIOUEHO PaspelwaeT MCNonb30BaHNE KOMMYTAaTOPOM NpoTokona STP.
no spanning-tree 3anpeLaeT UCNoib30BaHME KOMMYTAaTOPOM NpoToKona STP.
spanning-tree mode {stp | YcTaHaBAMBaET perkMm paboTbl npoTokona STP:
rstp | mstp} - stp — IEEE 802.1D Spanning Tree Protocol;
-/RSTP - rstp — IEEE 802.1W Rapid Spanning Tree Protocol;

- mstp — IEEE 802.1S Multiple Spanning Tree Protocol.
no spanning-tree mode YcTaHaBAMBaET 3HaYEHME N0 YMONYAHUIO.
spanning-tree forward-time YcTaHaBAMBaAEeT MHTepPBan BPEMEHM, 3aTpayMBaeMblit Ha Mpocay-
seconds WMBAHWE M M3YYEHWEe COCTOAHWIN nepes nepekntovyeHnem B Co-

seconds: (4..30)/15 cek CTOsIHME Nepesayu.

no spanning-tree YcTaHaBMBaET 3HaYEHME N0 YMONYAHUIO.
forward-time
spanning-tree hello-time YcTaHaBAMBaAET UHTEPBAN BPEMEHU MeXAy nepesadamu WMPOKO-
seconds seconds: (1..10)/2 cex BewaTenbHbix coobuweHunit «Hello» K B3aumozencTByOWMM KOM-

MmyTaTopam.
no spanning-tree hello-time YcTaHaBAMBAET 3HAYEHME MO YMOYAHUIO.
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spanning-tree
loopback-guard

PaspelaeT 3awWmTy, BbiKAOYatOLWYO Nt06oM MHTepdelc npu npue-
me naketos BPDU.

no spanning-tree loopguard
default

- -/3anpeuyeHo = —
no spanning-tree 3anpewaeT 3aLWunTy, BbIK/OYaOLWY UHTEpPdelc npu npuéme nake-
loopback-guard ToB BPDU.
spanning-tree loopguard BkntounTb PyHKLMIO Loop Guard gas Bcex NopTos.
default
-/OTKAIOYEHO

OTKAtoUUTL PyHKUMIO Loop Guard.

spanning-tree max-age
seconds

no spanning-tree max-age

seconds: (6..40)/20 cek

YcTaHaBAMBaET BpemA XU3HU ceAsytowero aepesa STP.

YcTaHaBAMBAET 3HAYeHUE No YMOYaHUIO.

spanning-tree priority
prior_val

no spanning-tree priority

prior_val:
(0..61440)/32768

Hactpausaet npuoputet caAsytoLero gepesa STP.
3HayeHne NpuopuTeTa A0NKHO bbITb KpaTHO 4096.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

spanning-tree pathcost
method {long | short}

YcTaHaBAMBAET MeTOA, OnpeaeneHns LeHHOCTU NyTu.
- long — 3HayeHuMe ueHHOCTM B AManasoHe 1..200000000;

no spanning-tree process id

-/short - short — 3HayeHue ueHHOCTM B AnanasoHe 1..65535.
no spanning-tree pathcost YcTaHaBAMBAET 3HAYEHUE MO YMOIYAHMIO.
method
spanning-tree bpdu OnpeaenseT pexum obpaboTkm naketoB BPDU-uHTepdeicom, Ha
{filtering | flooding} KOTOPOM BbIK/IlOMEH NpoToKoAa STP.
- filtering — Ha wHTepdelice c BbIKNOYEHHBIM NpoTOKoNOM STP
. BPDU-nakeTbl GUNbTPYOTCS;
-/flooding . o
- flooding — Ha uHTepdeiice c BbIKAKOYEHHbBIM NpoTOKo/OM STP
HeTermposaHHble BPDU-nakeTbl nepeparoTcA, TerMpoBaHHble —
bunbTpytoTca.
no spanning-tree bpdu YcTaHaBAMBAET 3HAYEHUE MO YMONYAHMUIO.
spanning-tree process id KomaHgza co3faeT oTaenbHbIN NPOLLECC U NePeBOAUT KOMAHZAHbIN
MHTepdEIC B peXXMM ero KoHGUrypauum.
BHyTpM npouecca NpUMeHUMBbI BbilleyKa3aHHble KOMaH-
V Abl:
id: (1..31)/0 spanning-tree forward-time seconds;

spanning-tree hello-time seconds ;
spanning-tree max-age seconds ;
spanning-tree priority prior_val

Ypanser ykasaHHbli npouecc.

Mpun 3agaHuun STP napametpos forward-time, hello-time, max-age Heo6xoaumo BbinonHe-
e Hue ycnosua: 2*(Forward-Delay - 1) >= Max-Age >= 2*(Hello-Time + 1).

KomaHObI pexcuma KoHgpu2ypayuu uHmepagelica Ethernet, uHmepagelica 2pynnsi NopmMos

Bua, 3anpoca KoMaHAHOW CTPOKM B pexume KoHourypauum mHtepdeiica Ethernet, nntepdeitca

rpynnbl NOPTOB:

console (config-if) #

Tabnunua 113 — KomaHabl perknma KoHourypaumm nHtepdeiica Ethernet, rpynnsl noptos

KomaHda

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

spanning-tree disable

3anpelaeT paboTy npotokona STP Ha KoH$UTypupyemom uHTep-
deiice.

no spanning-tree cost

(1..200000000)/cm.
Tabnunuy 114

no spanning-tree disable */paspeweno PaspeluaeT paboTy npotokona STP Ha KOHdUrypupyemom UHTep-
deiice.
spanning-tree cost cost YcTaHaBMBaeT LLeHHOCTb NyTW Yepes AaHHbIA UHTepdelic.
cost: - coSt — LLeHHOCTb NYTHU.

YcTaHaBAMBAET 3HayeHue, onpeAenfsemMoe Ha OCHOBAHUU CKOPO-
CTY MopTa M MeToAa onpefeneHus LEeHHOCTU NyTu, cm.Tabauuy
114
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spanning-tree port-priority
priority

no spanning-tree port-priority

priority: (0..240)/128

YcTaHaBAvMBaeT npuoputeT uHTepdelica B cBA3ylolWem nepese
STP.

V 3HaueHuMe NpuopuTeTa A,0/MKHO 6bITb KpaTHO 16.

YcTaHaBAMBaET 3HaUYeHMeE No YMONYaHULO.

spanning-tree portfast [auto]

BK/IOYAET PeXKMM, B KOTOPOM MOPT MPU MOAHATUM HA HEM JIMHKA
Cpasy CTaHOBWUTCA B COCTOAHME Mepefayn, He AOXMAAACh UcTeye-
HUA Talimepa.

-/auto - auto — pobaBnAeT 3aAepKKy 3 CeKyHAbl nepes nepexosom B
COCTOSIHWE Nepeaayn.
no spanning-tree portfast BbIK/IIOYAET PEXMM MOMEHTA/IbHOrO MepexoAa B COCTOAHWE ne-
pefayn no NOAHATUIO KJIMHKaY.
spanning-tree guard {root | BK/ItOYaeT 3alMTy «KOPHA» A/A BCEX CBA3yOWMX Aepesbes STP
loop | none} BblbpaHHOro nopra.
- root — 3anpeLaer uHTepdeicy HbbiTb KOPHEBBIM NOPTOM KOMMY-
TaTopa;
-/vcnonb3oBaHue - loop — Bk/toyaeT Ha uHTepdelice AONONHUTENbHYIO 3aWUTY OT

no spanning-tree guard

rno6anbHOM HaCTPOIKM

netenb. B cnyyae, ecnn vHTepdeinc HaxoanUTCA B COCTOAHWUU, OT-
nnyHom ot Designated v npu 3Tom nepectaeT nonyyats BPDU,
MHTepdenc bnokumpyercs;

- none — oTK/toYaeT Bce Guard-pyHKUMM Ha UHTepdelice.

Mcnonb3oBath r106asbHY0 HAaCTPOWKY.

spanning-tree bpduguard
{enable | disable}

no spanning-tree bpduguard

-/BbIKNOYEHO

PaspeluaeT 3alnTy, BbiKAOYaOWY MHTEpdenc npyu npuéme na-
Ketos BPDU.

3anpelaeT 3alnTy, BbIKAKOYAOLWY UHTEpdec npyu npuéme na-
Ketos BPDU.

spanning-tree link-type
{point-to-point | shared}

no spanning-tree link-type

-/onsa gynnekcHoro
nopTa «TOYKA-TOYKAY,
ANA NONYAYNNEKCHOTO

— «Pa3BETB/IEHHbIN»

YcraHaBnauBaeT npoTtokon RSTP B nepegatowiee coctosHWe U on-
pesenser TMn ceA3un 41 BbIOpaHHOro nopTa:

- point-to-point — TouKa-TOuKa;

- shared — pa3BeTB/IEHHbIN.

YcTaHaBAMBaEeT 3HAYEHKWe Mo YMONYaHULO.

spanning-tree restricted-tcn

no spanning-tree restricted-tcn

-/BbIK/IIOYEHO

3anpewgaet npuem BPDU c ¢narom TCN.

Paspewaet npvem BPDU c ¢pnarom TCN.

spanning-tree bpdu {filtering |
flooding}

no spanning-tree bpdu

OnpegaenseT pexnum obpaboTku naketo BPDU-uHTepdericom, Ha
KOTOPOM BbIKNtOYeH npoToKkon STP.

- filtering — Ha wuHTepdelice ¢ BbIKAOYEHHbIM NpoToKonom STP
BPDU nakeTbl punbTpytoTCs;

- flooding — Ha uHTepdeiice c BbIKAOYEHHBIM MpoTOKo/OM STP
HeTernposaHHble BPDU-nakeTbl nepepaloTca, TermposaHHble —
dunbTpytoTCA.

YcTaHaBAMBaEeT 3HAYEHWe Mo YMONYaHULO.

spanning-tree binding-process
id

no spanning-tree
binding-process

id: (1..31)/0

MpuenA3biBaeT NOPT K yKasaHHOMY npoueccy. Mo ymonyaHuio, Bce
MoOpTbI NPUBA3aAHbI K HYNEBOMY MpoLeccy.
- id — Homep npouecca.

BoccTtaHasnuBaet NPUBA3KY NOPTa NO YMONYAHUIO.

Tabnuua 114 — LleHHOCTb NyTK, YCTaHOBAEHHAA MO YMOIYaHUIo (spanning-tree cost)

Memoo onpeodeneHus
Unmepcpelic yeHHocmu nymu
Long Short
Port-channel 20000 4
TenGigabit Ethernet (10000 Mbps) 2000000 100
FortyGigabit Ethernet (40000 Mbps) 2000000 100
Gigabit Ethernet (1000 Mbps) 2000000 100

KomaHObl pexcuma privileged EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK perknma privileged EXEC:

console#
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Tabnunua 115 — KomaHabl perxknma privileged EXEC

KomaHda

3HayeHue/3HayeHue
1o yMoA4YaHuro

Aelicmeue

show spanning-tree
[gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group]

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..16)

lMokKasbiBaeT coctoaHMe NpoToKkoaa STP.

show spanning-tree detail
[active | blockedports]

MoKasbiBaeT NoApo6HY MHPOPMALMIO O HACTPOWKAX MPOTOKOAA
STP, MHGOPMaLMIO 06 aKTUBHBIX AN 3a6NOKMPOBAHHBIX MOPTaX.

clear spanning-tree
detected-protocols [interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group}]

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..16).

Mepe3sanyckaeT npoL.ecc MMrpauymn NPOToKoAa. 3aHOBO NPOUCXO-
OUT nepecyét aepesa STP.

KomaHOwb! pexcuma EXEC

Buza 3anpoca KomaHAHOM cTPOKM pexxunma EXEC:

console#

Tabnunuya 116 — KomaHab! perkmma EXEC

KomaHda

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aeiicmeue

show spanning-tree bpdu
[gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group | detailed]

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..16);

MoKa3sblBaeT pexkum 06paboTkmn naketos BPDU Ha uHTepdericax.

5.17.5.2 Hacmpoliika npomokosna MSTP

KomaHObI pexcuma 2106asabHoU KoOHpuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM pexknma rnobanbHoOM KOHPUrypaumm:

console (config) #

Tabnnuya 117 — KomaHab! perkmma rnobanbHoM KoOHGUrypaumm

KomaHda

3Ha4yeHue/3HayeHue
no ymon4aHuio

Aelicmeue

spanning-tree

Pa3spelsaet ucnonb3oBaHne KOMMyTaTOpoM npoTokona STP.

no spanning-tree pathcost
method

- -/paspelseHo

no spanning-tree 3anpeLaeT NCNoib30BaHNE KOMMYTAaTOPOM NpoToKosa STP.

spanning-tree mode {stp | YcTaHaBAMBAET pexkmMm paboTbl npoTokona STP.

rstp | mstp} -/RSTP

no spanning-tree mode YcTaHaBAMBAET 3Ha4YEHUE N0 YMONYAHMIO.

spanning-tree pathcost YcTaHaBAMBaeT MeToA onpeaeneHus LeHHOCTU NyTu.

method {long | short} - long — 3HayeHwue LeHHOCTM B AnanasoHe 1..200000000;
-/short - short — 3HaueHuMe UeHHOCTU B AMana3oHe 1..65535.

YcTaHaBAnBaeT 3HaYeHUe No YMOHAHUIO.

spanning-tree mst instance_id
priority priority

instance_id: (1..15);
priority:
(0..61440)/32768

YcTaHaBAMBaeT nNpuUoOpUTET ANA OAHHOTO KOMMyTaTopa nepej,
OCTaNbHbIMK, UCNONb3YIOLWMMK 0BLWMIA 3K3emnnsap MSTP.

- instance_id — ak3emnasap MST;

- priority — npuopuTeT KOMMYyTaTOpa.

V 3HaueHue NpMopUTETa JONMXKHO 6bITb KpaTHO 4096.
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no spanning-tree mst
instance_id priority

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

spanning-tree mst max-hops
hop_count

no spanning-tree mst
max-hops

hop_count: (1..40)/20

YcTaHaBAMBaeT MaKCMManbHOE KONNYECTBO TPAH3UTHbIX Y4aCTKOB
Ona naketa BPDU, Heobxoaumbix gnsa GopmupoBaHUA Lepesa w
yaepKaHua nHpopmaumm o ero ctpoeHun. Ecam naket yxe npo-
Wen MaKCMManbHOE KO/MMYEeCTBO TPAH3UTHbIX Y4acTKoB, TO Ha
cnepylolem yqacTke oH oTbpacbiBaeTca.

- hop_count — makcumanbHOE KONIMYECTBO TPAH3UTHbLIX Y4acTKOB
ana naketa BPDU.

YcTaHaBAMBaET 3Ha4YeHWe No YMONYaHUIO.

spanning-tree mst
configuration

Bxog, B pexxnum KoHdurypauum npoTokosia MSTP.

KomaHObI pexcuma KoHgu2ypauuu npomokoaa MSTP

BunAa 3anpoca KOMaHAHOM CTPOKM B pexxnume KoHPuUrypaumm npotokona MSTP:

console# configure

console
console

(config) # spanning-tree mst configuration
(config-mst) #

Tabanuya 118 — KomaHab! perkmuma KoHourypaumm npotokona MSTP

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aeiicmeue

instance instance_id vlan
vlan_range

no instance instance_id vlan

instance_id:(1..15);
vlan_range: (1..4094)

Co3faeT COOTBETCTBME MEXKAY 3K3eMnaapom NpoTokosa MSTP um
rpynnamu VLAN.

- instance-id — vaeHTUduKaTOp sK3emnaspa npotokona MSTP;

- vlan-range — Homep rpynnbl VLAN.

Ypanaetr cOOTBETCTBME MeEXAY dK3emnaapom npoTtokona MSTP wm

vlan_range rpynnamu VLAN.

name string 3apaet uma KoHoburypauum MST.
string: (1..32) cumBona | - string —uma KoHpurypaumm MST.

no name Ypanaetr uma KoHurypaumm MST.

revision value

no revision

value: (0..65535)/0

3apaeT Homep peBnsnm KoHdurypauum MST.
- value — Homep peBnsnmn KoHduUrypauum MST.

YcTaHaBAMBaET 3HaYeHue No ymonyanutio (value).

show {current | pending}

MoKasblBaeT Tekywyto (current) nnb6o oxugatowyto (pending)
KOHUrypaumo MST.

exit ) Bbixoa, 13 pexxmma KoHdurypaumm npotokona MSTP ¢ coxpaHeHu-
em KoHdUrypaumu.
abort Bbixoa, U3 pexkmma KoHdurypaumm npotokona MSTP 6e3 coxpaHe-

HUA KoHdUrypaumm.

KomaHObI pexcuma KoHgu2ypauyuu uHmepagpelica Ethernet, uHmepdaelica 2pynnsl nopmos

Bua 3anpoca KOMaHAHOM CTPOKM B pexume KoHourypaumm uHTepdelica Ethernet, uHtepdelica

rpynnbl NOPTOB:

console (config-if)#

Tabanua 119 — KomaHabl perkmuma KoHourypaumm nHtepdelica Ethernet, rpynnsl noptos

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aeilicmeue

spanning-tree guard root

no spanning-tree guard root

-/3a|J.I,l/ITa BbIK/1lO4EHa

BkAtoyvaeT 3alunTy «KOpHA» ANA BCeX CBA3ylOWwmMx gepesbes STP
BbI6paHHOro nopta. [laHHan 3alimTa 3anpeLaeTt uHTepdeicy bbiTb
KOPHEBbIM MOPTOM KOMMYyTaTOpa.

YcTaHaBAWBaeT 3HaYeHne Mo YMONYaHUIO.
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spanning-tree mst instance_id
port-priority priority

no spanning-tree mst
instance_id port-priority

instance_id: (1..4094);
priority: (0..240)/128

YcTaHaBAunBaeT npuoputeT nHTepdeica B aksemnaape MSTP.
- instance-id — naeHTUPUKATOP 3K3emnasipa npoTokona MSTP;
- priority — npuopuTeT HTepdeiica.

V 3HaueHMe NpuopuTeTa A,0/MKHO 6bITb KpaTHO 16.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

spanning-tree mst instance_id
cost cost

no spanning-tree mst
instance_id cost

instance_id: (1..4094);
cost: (1..200000000)

YcTaHaBAMBAET LEHHOCTb NyTU Yepes BblbpaHHbIN MHTepdenc gns
onpeaeneHHOro sksemnaapa npotokoaa MSTP.

- instance-id — naeHTUPUKATOP 3K3emnaspa npotokona MSTP.

- cost — LLeHHOCTb NyTHU.

YcTaHaBAMBaeT 3HayeHue, onpesensiemoe Ha OCHOBAaHUWM CKOPO-
CTM MopTa U MeToAa onpesAeneHua LeHHOCTU MyTH, cCMm. Tabauuy
114

spanning-tree port-priority
priority

no spanning-tree port-priority

priority: (0..240)/128

YcTaHaBAMBAET NpUopUTET UHTepdelica B KOPHEBOM CBA3YHOLLEM
pepese MSTP.
/1 3HaueHne npuopuTeTa AOMKHO 6bITb KpaTHO 16.

YcTaHaBAMBaEeT 3HaYeHUe no YMOYaHUIO.

KomaHObi pexcuma privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKM pexknma privileged EXEC:

console#

Tabnnuya 120 — KomaHab! perkmma EXEC

KomaHda

3HayeHue/3HayeHue

110 yMOAYAHUIO

Aelicmeue

show spanning-tree
[gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group] [instance
instance_id]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..16)
instance_id: (1..64);

MokasbiBaeT KoHOUrypauuto npoTokona STP.
- instance_id — ngeHTUdUKATOp aK3emnaapa npotokona MSTP.

show spanning-tree detail
[active | blockedports]
[instance instance_id]

instance_id: (1..4094)

MokasbiBaeT NoApobHYIO MHPOPMALMIO O HACTPOMKEe MPOTOKO/A
STP, nHpopmaLmnio 06 aKTUBHBIX UM 3a6OKMPOBAHHBIX MOPTAX.

- active — npocmoTp nHGopmaumm 06 aKTUBHBIX NOpTaXx;

- blockedports — npocmoTtp mMHopmaumm o 3abNOKMPOBAHHDIX
nopTax;

- instance_id — naeHTMdUKATOpP aK3emnaapa npotokona MSTP.

show spanning-tree
mst-configuration

Moka3biBaeT UHOOPMALMIO O CKOHOUIYPUPOBAHHBIX IK3EMNAAPAX
MSTP.

clear spanning-tree
detected-protocols interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group}

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..16)

MepesanyckaeT npouecc mmrpaLMm nNpoTokoia. 3aHOBO NPOMUCXO-
OWT NpocyéT aepesa STP.

[Mpumepbl 86IMNOAHEHUA KOMAHO

= BKAOYUTb NOAAep KKy npoTokona STP, ycTaHOBUTbL 3HauyeHWe npuopuTeTa CBA3YIOLLEro Aepesa
RSTP — 12288, uHtepsan forward-time — 20 cekyHA, MHTEPBaN BpEMEHU MeXay nepeaadyamu LWmn-
poKkoBeLaTenbHbix coobuweHnin «Hello» - 5 cekyHA, BpemMa KM3HKU cBA3ytowero aepesa — 38 ce-
KyHA. [MoKka3aTb KOHUrypauuto npotokona STP:

console (config)
console (config)
console (confiqg)
console (confiqg)

#
#
#
#

spanning-tree
spanning-tree
spanning-tree
spanning-tree

mode rstp
priority 12288
forward-time 20
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console (config)# spanning-tree hello-time 5
console (config) # spanning-tree max-age 38
console (config) # exit

console# show spanning-tree

Hello

Times: hold 1,
hello 5,

Interfaces
Name State

tel/0/1 enabled
tel/0/2 disabled
tel/0/5 disabled
tel/0/6 enabled
tel/0/7 enabled
tel/0/8 enabled
tel/0/9 enabled
gil/0/1 enabled

Pol enabled

Spanning tree enabled mode RSTP
Default port cost method: short

This switch is the root

Loopback guard: Disabled
Root ID Priority 32768
Address a8:£f9:4b:7b:e0:40

Time 5 sec Max Age 38 sec Forward Delay 20 sec

Prio.Nbr Cost
128.1 100
128.2 100
128.5 100
128.6 4
128.7 100
128.8 100
128.9 100

128.49 100

128.1000 4

Number of topology changes 0 last change occurred 23:45:41 ago
topology change 58,
max age 38,

notification 5

forward delay 20

Sts Role PortFast Type
Dsbl Dsbl No -
Dsbl Dsbl No -
Dsbl Dsbl No -
Frw Desg Yes P2P (RSTP)
Dsbl Dsbl No -
Dsbl Dsbl No -
Dsbl Dsbl No -
Dsbl Dsbl No -
Dsbl Dsbl No -

5.17.6 Hacmpolika npomokKona G.8032v2 (ERPS)

MpoTtokon ERPS (Ethernet Ring Protection Switching) npeaHa3HayeH AN NOBbIWEHWUA YCTONYMBOCTU
N HaLEeXHOCTM CeTM nepenayuun AaHHbIX, UMetoLel KObLEeBYO TOMO/IONUIO, 33 CYET CHUMKEHUA BPEMEHM
BOCCTAHOB/IEHUA CeTM B C/lydae aBapun. Bpemsa BoccTaHOBAeHMA He npeBblwaeT 1 ceKkyHAbl, 4TO
CYLLECTBEHHO MeHbLLE BPEMEHW NEPECTPOIKM CETU MPU UCMOIb30BaHUM NPOTOKO/I0B CEMEICTBA Spanning

tree.

KomaHObI pexcuma 2a06an6Hol KoOHpuU2ypayuu

BunAa 3anpoca KOMaHAHOM CTPOKM pexxmnma rnobanbHoM KoOHOUIypaLmm:

console (config) #

Tabnunua 121 — KomaHabl pexkrma rnobanbHoM KoOHGUrypauum

KomaHoa

3Ha4yeHue/3HayeHue
no ymoa4YaHuro

Aelicmeue

erps

no erps

-/BbIK/IOYEHO

Paspewaet paboTy npoTokona ERPS.

3anpewaet paboty npotokona ERPS.

erps vlan vian_id

no erps vlan vian_id

vlan_id: (1..4094)

Co3sgaHue ERPS-Kkonbua ¢ naeHtndumratopom R-APS VLAN, no Ko-
Topoli byaeT nepenaBaTbCa cayKebHas MHPOpMaUma 1 nepexos B
pexum KoHduMrypaumm Konbla.
- vlan_id — Homep R-APS VLAN.

YpaneHune ERPS-Konbua ¢ ngeHtuoukatopom vian_id.
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KomaHObI pexcuma KoHgu2ypauyuu Koabud

Bua 3anpoca KOMaHAHOM CTPOKM B peXKMMe KOHPUIrypaLmm KonbLa:

console (config-erps) #

Tabnunua 122 — KomaHapl perknma koHourypaumm ERPS Konbua

KomaHda

3HayeHue/3HayeHue
no ymon4aHuo

Aelicmeue

protected vlan add vian_list

vlan_list:(2..4094, all)

[o6asnaet ananasoH VLAN B cN1CcOK 3aLmieHHbIx VLAN.

- vlan_list — cnucok VLAN. AuanasoH VLAN MoKHO 3aaaTb nepe-
yncneHnem yepes 3anATYI0 MAWM YKasaTb HayasbHOE U KOHeYyHoe
3HayeHuA gmanasoHa Yepes gedpuc "-".

protected vlan remove
vlan_list

vlan_list:(2..4094, all)

Ypanaet ananasoH VLAN u3 cnucka 3awmueHHbix VLAN.
- vlan_list — cnucok VLAN gna yaanenwms.

port {west | east}
{gigabitethernet gi _port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group}

no port {west | east}

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..16)

Bbibop west (east)-nopTa KOMMyTaTOpPa, BK/IOYEHHOTO B KO/bLO.

YpaneHune west (east)-nopTa KOMMYTaTOpPa, BKAKOUYEHHOTO B KOJIb-
uo.

rpl {west | east} {owner |
neighbor}

no rpl

-/no rpl

Bbibop RPL-nopTa KoMMyTaTOpa M €ro poau.

- west — RPL-noptom 6yaet HazHayeH west noprt;

- east — RPL-noptom byaeT HazHayeH west nopT;

- owner — KommyTaTtop byaeT aBnaTbcs BRagenouem RPL-nopTa;

- neighbor — KommyTaTop OyaeT ABNATbCA cOceAoOM BnagenbLa
RPL-nopra.

YpaneHvne RPL-nopTta KommyTaTopa.

level level

no level

level: (0..7)/1

HacTpolika ypoBHa coobuieHnin R-APS. Heobxoanmo a1 npoxorK-
AeHus coobueHunit yepes CFM MEP.
- level — ypoBeHb coobLueHuii R-APS.

YcTaHOBKa 3Ha4YeHnA no YMOI4aHUIO.

ring enable

no ring enable

-/BbIK/OYEHO

BratoueHne GYHKUMOHMPOBAHNUA KO/bLa.

BbikntoueHne GyHKUMOHMPOBAHNA KOJbLa.

version version

no version

version: (1..2)/2

BbI6bOp pexnma coBMeCTMMOCTU C APYTMMU BEPCUAMM NPOTOKOA
G.8032.
- version — Bepcua npoTtokona G.8032.

YcTaHOBKa 3Ha4YeHnA no YMO4aHUIO.

revertive

no revertive

-/revertive

Bbi6bop pexknma paboTbl KosbLa.

YcTaHOBKa 3Ha4YeHuns no YMOI4YaHUIO.

sub-ring vlan vian_id

no sub-ring vlan vian_id

vlan_id:(1..4094)

YKasaHWe NoAKobLa ANA aHHOTO KoMbLa.
- vlan_id — Homep VLAN.

YpaneHue noakonbLa.

timer guard value

no timer guard

value:(10..2000) mc,
KpatHoe 10/500 mc

YcTaHoBKa Tavimepa 6aokupytowero yctapeswme R-APS coobuie-
HMA.

YCTaHOBKa 3HaY€HUA NO YMOJYAHUIO.

timer holdoff value

no timer holdoff

value:(0..10000) mc,
KpaTtHoe 100 c
TOYHOCTbIO 5 Mc/0 mc

YcTaHOBKa Talimepa 3afepXKW peakuum KOMMyTaTtopa Ha usme-
HeHWe B COCTOAHWMU. BmecTo peakuuu Ha cobbiTwe BKAKOYaeTCA
Talimep, NO MCTEYeHUM KOTOPOro KOMMYTaTop UHbOpmUpyeT o
CBOEM COCTOAHUW. MpeAHa3HaYeH ANA yMmeHblueHua Gayaa nake-
TOB npw GannvHre NopTos.

YCTaHOBKa 3HAY€HNA NO YMOJIYAHUIO.

timer wtr value

value:(1..12) munu/5

YcTaHOBKa Talimepa, KoTopblit 3anyckaetcs Ha RPL Owner kommy-
TaTope B revertive-pexxmme. Mcnonblyetca ana npefoTspalleHma
YaCTbIX 3aLLMTHBIX NEPEKNIOYEHUI U3-33 CUTHANOB O HENCMPABHO-

MmH CTAX.

no timer wtr YCTaHOBKa 3HAYEHWA MO YMOIYAHUIO.

switch forced {west | east} dopcupyeT 3anyck 3alMTHONO NEPEKNOYEeHMA KOoAbLa, Npyu 3TOM
-/no 610KMpPYETCA YKA3aHHbIW NopT.

no switch forced

OTmeHa GopCMpOoBaHUA NepPeKIoYeHNs KobLa.
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switch manual {west | east}

no switch manual

-/no

PyyHoe 610KMpoBaHME yKasaHHOro west (east)-nopta u pasbno-
KMpoBaHue east (west).

OTmeHa py4YHOW BNOKMPOBKM.

abort

OTKaTUTb M3MEHEHWA, BHECEHHble C MOMEHTA BXOZA B PEXUM
KOHUrypauum KonbLa.

KomaHOobl pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnnua 123 — KomaHabl pexkmma EXEC

KomaHoa

3HayeHue/3HayeHue
110 YyMOAYAHUIO

Aeiicmeue

show erps [vlan vian_id]

vlan_id: (1..4094)

3anpoc nHpopmaunmn 06 obuem coctoaHnm ERPS nam coctosHum
yKa3aHHOro KonbLa.

5.17.7 Hacmpolika npomokKona LLDP

OcHoBHoW ¢yHKUMel npotokona Link Layer Discovery Protocol (LLDP) sBnsetcs obmeH mexay
ceTeBbIMM YCTPOMCTBAMM O CBOEM COCTOAHUM U XapaKkTepuctukax. MHbopmaumsa, cobpaHHasa nocpeacTBOM
npotokosa LLDP, HakananBaeTca B yCTPOMCTBAX M MOMKET ObITb 3aMpoLleHa ynpaBAAtoLWLMM KOMMIbIOTEPOM
no npotokony SNMP. Takum o6pasom, Ha OCHOBaHMWM cobpaHHON MHPOPMALMMK, Ha YNPABAAIOLLEM
KOMMbloTepe MOXKeT BbITb CMOAENNPOBAHA TONOOTUA CETU.

KOMMyTaTOpr noagepxnBaroT nepenavdy Kak CTaHOAPTHbIX NAapPaMeTpoB, TaK U ONUMOHa/IbHbIX,

TaKUX KaK:

—  MMA YCTPOKCTBA M €ro onucaHue;
—  WMA NOpTa U ero onuncaHue;
—  uHdopmauma o MAC/PHY;

- uT.A.

KomaHObI pexcuma 2a06an6Hol KoOHpu2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexmnma rnobanbHoM KOHPUrypaumm:

console (config) #

Tabnnua 124 — KomaHgbl pexxnuma rnobanbHon KoHbuUrypaumm

3HavyeHue/3HavyeHue .
KomaHoa / Aeilicmeue
no yMmoa4YaHuro
lidp run /paspeleHo PaspelwaeT KommyTaTopy UCNob3oBaHKe npoTtokona LLDP.
no lidp run pasp 3anpeLaeT KOMMYTATOPY MCMO/Ib30BaHWE NPOTOKoAa LLDP.

lidp timer seconds

no lidp timer

seconds: (5..32768)/30
ceK

OnpepenseT, KaK 4acTo ycTponcTBo b6yaer oTnpasnaTb ob6HOBAe-
Hue nHdopmaumm LLDP.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

lidp hold-Multiplier number

no lidp hold-Multiplier

number: (2..10)/4

3apaeT Be/MYUHY BPEMEHU ONA NPUHUMMAIOLWLEro YCTPOWCTBa, B
TeYeHWe KOTOPOro HYKHO YAEPKMBaTb MPUHUMMAEMble MaKeTbl
LLDP nepeg nx cbpocom.

[JaHHaa BennyMHa nepegaeTca Ha NPUHUMaAEMyLo CTOPOHY B LLDP
update naketax (naketax 06HOBNEHMA), ABNAETCA KPATHOCTbIO ANA
Talimepa LLDP (lldp timer). Takum obpasom, Bpems usHu LLDP
naketos paccumTbiBaetca no ¢popmyne TTL = min (65535, LLDP-
Timer * LLDP-HoldMultiplier)

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.
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lldp reinit seconds

no lldp reinit

seconds: (1..10)/2 cek

MuHuMmanbHoe Bpemsa, KoTopoe LLDP-nopT byaet oxuaatb nepeg,
NoBTOPHOW MHULManu3aunen LLDP.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

lldp tx-delay seconds

no lidp tx-delay

seconds: (1..8192)/2
cek

YcTaHaBAMBaET 3a4€ePXKKYy MeXay nocneaywmmu nepegadammu
naketos LLDP, MHULMMPOBAHHbIMU U3MEHEHUAMM 3HAYEHUN UK
cTaTyca B IoKanbHbIX 6a3ax gaHHbix MIB LLDP.

V PeKkomeHayetca, uTo6bl AaHHAA 3ajaep’kKa 6bina
MeHblue, Yyem 3HayeHue 0.25* LLDP-Timer.

YcTaHaBAnBaeT 3HaYeHWe No YMOIYAHUIO.

lidp lidpdu {filtering | flooding}

no lidp lidpdu

-/filtering

OnpegenseT pexxum 06paboTkn naketos LLDP, Korga npoTokon
LLDP BbIKAtOYEH HA KOMMYTaTOpE:

- filtering — yka3biBaeT, 4To LLDP-nakeTbl pUAbTPYLOTCA, €CAn Npo-
TOKOA LLDP BbIKAOYEH Ha KOMMYTaTOPE;

- flooding — yKasbiBaeT, uto LLDP-nakeTbl nepeaatoTca, ecim npo-
TOKOA LLDP BbIK/IlOYEH Ha KOMMYTaTOpe.

YcTaHaBAMBAET 3HAYeHUe No YMOYaHUIO.

lidp med fast-start
repeat-count number

no lldp med fast-start
repeat-count

number: (1..10)/3

YcTaHaBauBaeT uncno nostopeHunin PDU LLDP ana 6bicTporo 3a-
nycka, onpegenaemoro nocpegcrtsom LLDP-MED.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

lldp med network-policy
number application [vlan
vlan_id] [vlan-type {tagged |
untagged}] [up priority] [dscp
value]

no lldp med network-policy
number

number: (1..32);
application: (voice,
voice-signaling,
guest-voice,
guest-voice-signaling,
softphone-voice,
video-conferencing,
streaming-video,
video-signaling);
vlan_id: (0..4095);
priority: (0..7);
value: (0..63)

OnpegensieT npasuao ans napameTtpa network-policy (cetesas
NOAUTUKA yCTpolcTBa). JaHHbI NapameTp ABAAETCA ONUMOHaNb-
HbIM ANA pacwnpeHma npotokona LLDP MED.

- number — nopaaKoBbIi HoMep Npasuna network policy;

- application — rnaBHaA QyHKUWA, onpeaeseHHas ANA [AAHHOTO
npasuna network policy.

-vlan_id — vaentndukatop VLAN ana gaHHoro npasuna;

- tagged/untagged — onpegenseT TErMpPOBaHHOW W/AM HETernpo-
BaHHoM byaeT VLAN, ncnonbsyemas AaHHbIM NPaBU/IOM.

- priority — npyopuUTET AaHHOro NpaBuaa (MCNoab3yeTca Ha BTOPOM
ypoBHe moaenu OSl);

- value — 3HayeHne DSCP, ucnonbayemoe AaHHbIM NPaBUIOM.

YpanseT cosgaHHoe npasuao ana napametpa network-policy.

lldp notifications interval
seconds

no lldp notifications interval

seconds: (5..3600)/5
ceK

YcTaHaBAMBAET MAKCMMAJ/IbHYIO CKOPOCTb Mepefayn ysBeaome-
Hui LLDP.

- seconds — nepuog, BPEMEHU, B TEYEHUE KOTOPOro YCTPOMCTBO
MOMET OTNPaBUTb He 6osiee OAHOTO YyBeSOMIEHUA.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepdgelicos Ethernet

Buz 3anpoca KoMaHAHOM CTPOKM B pexnume KoHpurypaumnm nntepoericos Ethernet:

console (config-if) #

Tabnnuya 125 — KomaHabl perknma KoHourypaumm nHtepdeiica Ethernet

KomaHoa

3Ha4yeHue/3HayeHue no

ymon4yaHuro

Aeiicmeue

lidp transmit

no lldp transmit

lidp receive
no lidp receive

Mo ymonyaHuto paspeLleHo
Mcnonb3oBaHMe B 060Mx

HanpasaeHUAX.

Pa3pewaet nepegayy naketoB no npoTtokony LLDP Ha wuHTep-
deiice.

3anpelaeT nepegayy naketoB no npoTtokony LLDP Ha uHTep-
deiice.

PaspewwaeT npvem nakeTtos no npoTokony LLDP Ha uHTepdelice.

3anpewaeT npuem naketos No npotokony LLDP Ha uHTepdei-
ce.

lidp optional-tlv tiv_list

tvl_list: (port-desc, sys-

name, sys-desc, sys-cap,
802.3-mac-phy, 802.3-lag,

802.3-max-frame-size,

802.3-power-via-mdi)/Mo

YMONYaHUIO
onumoHanbHoble TLV He

OnpegensieT, Kakue onuuoHanbHble TLV-nons (Type, Length,
Value) 6yayT BKAtOYEHbI YCTPOMCTBOM B nepegaBaemblit LLDP-
naker.
B KOMaHAYy MOXHO BK/IlOYMUTb OT OAHOMO 4O MATU OMLUMOHANb-
HbIX TLV.

| TLV 802.3-power-via-mdi AOCTynHa TO/NIbKO Ha YCTPOM-
V CTBax ¢ noaaeprkoii PoE.
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no lldp optional-tlv

BK/IIOYEHbI B NaKeT.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

lidp optional-tlv 802.1 {pvid
[enable | disable] | ppvid
{add | remove} ppv_id |
vlan-name {add | remove}
vlan_id}

lidp optional-tiv 802.1
protocol {add | remove}
{stp | rstp | mstp | pause |
802.1x | lacp | gvrp}

no lidp optional-tlv 802.1
pvid

ppvid: (1-4094);
vlan_id: (2-4094);
Mo ymonuyanumo
onuMoHanbHble TLV He
BKJ/IOYEHDI.

OnpegaensneT, Kakne onuuoHasbHble TLV-nona 6yayT BKAKOYEHbI
YCTPOKMCTBOM B NepeaaBaemblit LLDP-nakerT:

- pvid — PVID nHTepdeiica;

- ppvid — no6asutb/yaanuts PPVID;

- vlan-name — n06asutb/yganutb Homep VLAN;

- protocol — o06aBuTb/yAaNUTL ONpeaeneHHbI MTPOTOKO.

YcTaHaBAMBaET 3Ha4YeHWe No YMONYaHUIO.

lidp management-address
{ip_address | none |
automatic [gigabitethernet
gi_port | tengigabitethernet
te port |
fortygigabitethernet
fo_port | port-channel
group | vlan vian_id]}

no lldp management-address

dopmar ip-address:
A.B.C.D;
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..16);
vlan_id: (1..4094).
Mo ymonuyanutio
ynpasnsaowmii agpec
onpegensetca
aBTOMaTUYECKM.

OnpeaenseT ynpaBnsaoWmMi agpec, ob6bABNAEHHbIA Ha WHTEp-

delice.

- ip_address — 3apaetca ctatuueckuin IP-agpec;

- none — yKa3blBaeT, YTo aapec He 06bABNEH;

- automatic — yKa3bIBaeT, YTO CUCTEMA aBTOMATUYECKM BbIOMpa-

eT ynpaBastoLWmii agpec u3 Bcex IP-agpecos KommyTaTopa;

- automatic — yKasbIBaeT, YTO cMCTEMA aBTOMATUYECKU BblIbUpa-

eT ynpaBnAloWMIA agpec, U3 CKOHPUIypMpOBaHHbIX aApecoB

3agaHHoro nHtepdelica.

Ecamn nHTepoeiic ethernet unm nHTepdeinc rpynnbl NOPTOB NpPU-

HagnexaT VLAN, 1o gaHHbili agpec VLAN He 6ypeT BKIOYEH B

CMUCOK BO3MOXKHbIX YNPaBAAIOLLMX a4 PeCcoB.

V' B cnyyae Hannuma Heckonbkux IP-apgpecoB cucrema
Bbl6MpaeT HavyanbHbIl IP-agpec U3 guanasoHa AuHa-

muyeckux IP-agpecoB. EcnM AnHamuueckue aapeca OTCyTCT-

BYIOT, TO cucTema Bbl6upaeT HauyanbHbIA IP-agpec U3 anana-

30Ha BO3MOXHbIX cTaTuyeckux IP-agpecos.

Ypansaet ynpasnsatowmii IP-agpec.

lidp notification {enable |
disable}

no lldp notifications

Mo ymonyaHuto oTnpasKa
yBegomnenui LLDP
3anpeLeHa.

PaspewaeTt/3anpeLaer oTnpaBKy yBegomaeHuid LLDP Ha uH-
Tepdelice.

- enable — paspeLaerT;

- disable — 3anpeuwaer.

YcTaHaBAMBaeT 3HAYeHWe no YMONYaHUIO.

lidp med enable [t/v_list]

tvl_list: (network-policy,
location,
inventory)/3anpeuieHo
Mcnonb3oBaHue
pacliMpeHns NpoToKoa
LLDP MED.

Pa3speluaeTt ucnonb3oBaHue pacwmpeHuna npotokonaa LLDP MED.
B KOMaHAy MOXHO BKAIOYUTL OT OAHOTO A0 Tpex CneLuanbHbIX
TLV.

lidp med network-policy
{add | remove} number

no lldp med network-policy

number: (1-32)

HasHauaeT npasuno network-policy saaHHOMY nHTepdeicy.
- add — Ha3HayaeT Npasuno;

- remove — yZanseT NnpaBuo;

- number — Homep nNpasuna.

Ypansaet npasuno network-policy ¢ gaHHoro uHtepdeiica.

lidp med location
{coordinate coordinate |
civic-address
civic_address_data | ecs-elin

coordinate: 16 6anT;
civic_address_data: (6..160)

3apaeT MecTOMONOMKeHWe YCTpoWucTBa ANs npoTokona LLDP
(3HaueHwue napameTpa location npotokona LLDP MED).

- coordinate — apgpec B cucTeMe KOOpAMHaT;

- civic_address_data — agMUHUCTPATUBHbIN agpec yCTPOMCTBa;

ecs_elin_data} 6aliT; - ecs-elin_data — appec B dopmate, onpegeneHHom ANSI/TIA
ecs_elin_data: (10..25) 1057.

no lidp med location 6anT. Ypanaer HacTPOMKM NapameTpa MmecTononoxKeHus location.

{coordinate | civic-address |

ecs-elin}

lidp med notification Paspewaet/3anpeLiaer oTnpasky ysegomneHunii LLDP MED o6

topology-change {enable | U3MEHEeHUN TONOIoTUN.

disable} /sanpeueHo - enable — paspelwaeT oTnpaBKy yBeAOMNEHNN;

no lidp med notifications
topology-change

- disable — 3anpewaeT oTNpaBKy yBeAOMAEHUN.

YcTaHaBAMBaeT 3HaYeHne Mo YMONYaHUIO.
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%
%

nopT rpynnbl.

MakeTtbl LLDP, npuHATble Yyepe3 rpynny nopros, 3anOMWHAIOTCA UHAUBUAYANIBHO NMOPTaMMU
rpynnbl, NPUHABWKMM coobeHuna. LLDP otnpasnsaeT pas/iMyHblie COO6LLEHUA HA KaXKAbli

Pa6oTta npotoKkona LLDP He 3aBMCUT OT COCTOAHMA NpoToKona STP Ha nopTy, naketbi LLDP
OTNPaBAAIOTCA M NPUHMMAIOTCA Ha 3a6/10KMPOBAHHbIX NPOTOKoAOM STP-noprax.

Ecnu nopt KoHTponaupyetca no 802.1X, To LLDP pa6oTaeT ¢ NOpTOM TONbKO B C/ly4ae, eCiv OH

dBTOpPU30BaH.

KomaHObi pexcuma privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKM pexxnma privileged EXEC:

console#

Tabnunua 126 — KomaHabl perknma privileged EXEC

KomaHda

3Ha4yeHue/3HayeHue
Mo yMoA4YaHuo

Aelicmeue

clear lidp table
[gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
oob]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4)

Ounwaet Tabamuy agpecos 06HAPYKEHHbIX COCEAHUX YCTPOMCTB U
HauyMHaeT HOBbIM UWMKA obmeHa nakeTamu no npotokosny LLDP
MED.

show lidp configuration
[gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
oob | detailed]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4)

MNokasbieaeT LLDP-koHdUrypauumn scex GpuUsmMyeckmx uHTepdelicos
YCTPOWCTBa, MO0 33A4aHHbIX MHTepdENCoB.

show lidp med configuration
[gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
oob | detailed]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4)

MNokasbiBaeT KOHGUIypaunmn pacwmpeHmsa npotokona LLDP — MED
ana Bcex ¢pumamyeckux nHTepdencos, MO0 3agaHHbIX MHTepdeNn-
COB.

show lldp local
{gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
oob}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4)

MNokasbiBaeT LLDP-uHbopmaLmio, KOTOPYD aHOHCUPYET AaHHbIN
nopr.

show lldp local
tlvs-overloading
[gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
oob]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4)

MokasbiBaeT cTaTyc nepesarpysku TLVs LLDP.

show lidp neighbors
[gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
oob]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4)

MoKasbiBaeT MHOOPMALMIO O COCeAHMX YCTPOMCTBAX, HAa KOTOPbIX
paboTaeT npoTokon LLDP.

show lldp statistics
[gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
oob | detailed]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4)

MNoKasbiBaeT cTaTUCTUKY LLDP.
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[pumepbl 8b1M0AHEHUS KOMAHO

= YcTaHoBUTb AnA nopTa tel/0/10 cneaytowme tlv-nons: port-description, sytem-name, system-
description. [ns aaHHoro uHTepdelica 4ob6asuTb ynpasaaowmii agpec 10.10.10.70.

console
console
console
console

config) # configure

— e~ o~ —~

= [locmoTpeTb KoHUrypaumio LLDP:

console# show 1lldp configuration

config)# interface tengigabitethernet 1/0/10
config-if)# 1lldp optional-tlv port-desc sys-name sys-desc
config-if)# 1lldp management-address 10.10.10.70

LLDP state: Enabled

Timer: 30 Seconds

Hold Multiplier: 4

Reinit delay: 4 Seconds

Tx delay: 2 Seconds

Notifications Interval: 5 Seconds
LLDP packets handling: Filtering
Chassis ID: mac-address

Port State Optional TLVs Address Notifications
tel/0/7 Rx and Tx SN, SC None Disabled
tel/0/8 Rx and Tx SN, SC None Disabled
tel/0/9 Rx and Tx SN, SC None Disabled
tel/0/10 Rx and Tx PD, SD 10.10.10.70 Disabled
Tabnnuya 127 — OnucaHune pesynbTaToB
Mone OnucaHue
Timer OnpeaenseT, Kak 4acTo ycTpoicTBo weT LLDP-o6HoBAEHUA
Onpeaenset BeanuunHy spemenun (TTL, Time-To-Live) gns npuHMMatoLwero ycTponcTea, B
Hold Multiplier TeYyeHne KOTOPOro HY}KHO yaep»KMBaTb NpUHMUMaeMble nakeTbl LLDP nepeg, nx cépocom:
TTL = Timer * Hold Multiplier.
Reinit dela Onpeaenser MMHMMa/ibHOE BPeMS, B TEYEHUE KOTOPOro NopT byaeT oxuaaTb nepes,
4 nocbinkoi cnegytowero LLDP-coobLieHus.
Tx dela Onpeaenset 3aZlepKKy Mexay nocneayowmmm nepegadamm LLDP-dpenmos, MHMUMKM-
4 POBAHHbIX N3MEHEHUAMM 3HAYEeHU MnMbo cTaTyca.
Port Homep noprTa.
State Pexxum paboTbl nopTa gnsa npoTtokona LLDP.

TLV-onuumn, KoTopble nepegaroTca
BO3MOXHble 3HaYeHUA:

PD — Onucanue nopta;

SN — CuctemHoe ums;

SD — OnuncaHne cnctemel;

SC — BO3MOMKHOCTHM CUCTEMDI.

Optional TLVs

Address Appec ycTpoiictBa, KoTopblit nepeaaeTtca B LLDP-coobuweHumnx.

Notifications YKa3blBaeT, pa3peLleHbl UK 3anpeLeHbl ysegomnenma LLDP

MoKka3aTb MHGOPMALMIO O COCEAHUX YCTPOWCTBAX

console# show 1lldp neighbors
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Device ID Port ID System Name Capabilities
0060.704C.73FE 1 ts-7800-2 B
0060.704C.73FD 1 ts-7800-2 B
0060.704C.73FC 9 ts-7900-1 B, R
0060.704C.73FB 1 ts=-7900-2 W

console# show 1lldp neighbors tengigabitethernet 1/0/20

Device ID: 02:

Capabilities:
System Name:
Time To Live:

802.3 MAC/PHY

duplex mode,
duplex mode

System description:
Port description:

Auto-negotiation support:
Auto-negotiation status:
Auto-negotiation Advertised Capabilities:
100BASE-TX half duplex mode,

Operational MAU type:

10:11:12:13:00

Port ID: gi0/23

B

sandbox?2

24-port 10/100/1000 Ethernet Switch
Ethernet Interface
112

Configuration/Status
Supported
Enabled
100BASE-TX full
10BASE-T half

1000BASE-T full duplex,
10BASE-T full duplex mode,

Unknown

Tabnunuya 128 — OnucaHue pesynbTaToB

Mone OnucaHue
Port Homep nopTa.
Device ID Nma nnm MAC-agpec cocegHero ycTpomncrsa.
Port ID MaeHTUdMKaTop nopTa coceHero ycTponcTaa.

System name

CucteMHoe MMA YCTPOCTBa.

Capabilities

[aHHOe none onucbIBaeT TMN yCTPOMCTBa:

B — Mocr (Bridge);

R — MapuwpyTtumsatop (Router);

W — TouKa goctyna WI-FI (WLAN Access Point);
T-TenedoH (Telephone);

D — DOCSIS-ycTpoticto (DOCSIS cable device);
H — CeTeBoe ycTpolicTeo (Host);

r — NosTopuTens (Repeater);

O — Tun HenssecTteH (Other).

System description

OnucaHune coceaHero ycTpoicTaa.

Port description

OnucaHve NopTa cocesHero ycTpoicTaa.

Management address

Appec ynpasneHus ycTponcTsom.

Auto-negotiation
support

OnpegensaeT, nogaepK1MBaeTca M aBTOMaTUYECKOe onpeaesieHne pexmma nopra.

Auto-negotiation status

OnpepenseT, BKAOYEHA M NOAAEPIKKA aBTOMATUYECKOrO OnpeaesieHna pexnma nop-
Ta.

Auto-negotiation
Advertised Capabilities

OnpepenseT pexumol, noaaepKnaemble QyHKLMEN aBTOMAaTUYECKOTO onpeaeneHus
nopra.

Operational MAU type

Pabounit MAU-TMN ycTpolicTaa.

5.17.8 Hacmpoiika npomokona OAM

Ethernet OAM (Operation, Administration, and Maintenance), |IEEE 802.3ah — ¢yHKUMKM ypoBHSA
KaHana nepefayn AaHHbIX MPeacTaBAAOT coObOW NMPOTOKONA MOHMTOPUHIA COCTOAHWA KaHana. B atom
NpoToKoNe Aaa nepesayn MHGOPMaLMM O COCTOAHUN KaHana MeXAy HenocpeacTBEHHO NOAK/OYEHHbIMM
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yctpoiictBamum Ethernet mcnonbsytotca 610KM gaHHbIX npotokona OAM (OAMPDU). Ob6a ycTtpolicTBa
OO0/IKHbI noaaep*knBatb ctaHaapT IEEE 802.3ah.

KomaHObI pexcuma KoHgpu2ypayuu uHmepgelicos Ethernet

Bug, 3anpoca KOMaHAHOM CTPOKM B pexume KoHdurypaumm nHtepoelicos Ethernet:

console (config-if)#

Tabanua 129 — KomaHab! perkmuma KoHourypaumm nHtepdelica Ethernet

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aeiicmeue

ethernet oam

no ethernet oam

-/oTKAOYEHO

BkntoumTb noagep:Ky Ethernet OAM Ha nopTy.

OTkntounTb Ethernet OAM Ha KoHduUryprpyemom nopry.

ethernet oam link-monitor
frame threshold count

no ethernet oam link-monitor
frame threshold

count: (1..65535)/1

YcTaHaBAMBaeT NOPOr KOAMYecTBa OWMBOK 3a YKa3aHHbIN nepuos,
(nepvog, yctaHaBnMBaeTca KomaHgol ethernet oam link-monitor
frame window).

BoccTaHaBnvBaeT 3HauYeHMe No YMOYaHUIO.

ethernet oam link-monitor
frame window window

no ethernet oam link-monitor
frame window

window: (10..600)/100
mc

YcTaHaBAMBAET BPEMEHHOW NPOMENKYTOK ANA MOACYETa KOJIMYeCT-
Ba OLIMOOK.

BoccTaHaBnvBaeT 3HaYeHue no YMONYaHUIO.

ethernet oam link-monitor
frame-period threshold count

no ethernet oam link-monitor
frame-period threshold

count: (1..65535)/1

YcTaHaBauBaeT nopor ansa cobbitua «frame-period» (nepuog yc-
TaHaBAuBaeTcA KomaHgown ethernet oam link-monitor frame-
period window).

BoccTaHaBnvBaeT 3HaYeHue no YMONYaHUIO.

ethernet oam link-monitor
frame-period window window

no ethernet oam link-monitor
frame-period window

window:
(1..65535)/10000

YcTaHaBAMBaET BPEMEHHOM MPOMEXKYTOK Ans cobbitna «frame-
period» (B dperimax).

BoccTtaHaBanBaeT 3HaYeHMe N0 YMONYAHUIO.

ethernet oam link-monitor
frame-seconds threshold count

no ethernet oam link-monitor
frame-seconds threshold

count: (1..900)/1

YcTaHaBAuBaeT nopor ansa coboitua «frame-period» (nepuog yc-
TaHaBnMBaeTca KomaHaon ethernet oam link-monitor frame-
seconds window), B cekyHAax.

BoccTtaHaBanBaeT 3HaYeHMe N0 YMONYAHUIO.

ethernet oam link-monitor
frame-seconds window
window

no ethernet oam link-monitor
frame-seconds window

window:
(100..9000)/100 mc

YcTaHaBAMBAET BPEMEHHOW NPOMEXKYTOK Ansa cobbitma «frame-
period».

BoccTtaHaBanBaeT 3HaYeHMe N0 YMONYAHUIO.

ethernet oam mode {active |
passive}

YcTaHaBAMBAET peXum paboTbl NpoTokosia OAM:
- active — kKommyTaTOp NocTtosHHO oTnpasaaeT OAMPDU;

no ethernet oam
uni-directional detection

-/active - passive — KOMMyTaTOp HaymHaeT oTnpaBnaTb OAMPDU Tonbko
npu Haanumm OAMPDU co BCTpeYHOM CTOPOHbI.

no ethernet oam mode BoccTtaHaBavBaeT 3HaYeHMeE Mo YMOIYAHUIO.
ethernet-oam remote-failure BkntoyaeT nopaepkKy n 06paboTky cobbituii «remote-failure».
no ethernet oam -/BKAKOYEHO BoccTaHaBnMBaeT 3HaYeHMeE Mo YMOYAHUIO.
remote-failure
ethernet oam BK/toyaeT noaaepKky GyHKUMKU 3aBOpoTa TpaduKa.
remote-loopback supported

-/OTKNIOYEHO
no ethernet oam BoccTaHaBaMBaeT 3HaYeHMeE Mo YMOYAHUIO.
remote-loopback supported
ethernet oam uni-directional BKtoYaeT GyHKUMIO 0BHapyKeHUA oAHOHANPaBAEHHbIX CBA3el Ha
detection 6ase npotokona Ethernet OAM.

-/OTKAOYEHO

BoccTaHaBnmBaeT 3HaYeHue no YMON4YaHUIO.
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ethernet oam uni-directional
detection action {log |
error-disable}

Onpepenser peakuMlO KOMMYTaTopa Ha OAHOHAMNPaBAEHHYO
CBA3b!

- log — otnpaBka SNMP trap v 3anucb B }KypHan;

- error-disable — nepesos, noprta B coctosHue «error-disable»,

no ethernet oam
uni-directional detection
aggressive

/log 3anuncb B XXypHan n otnpaska SNMP trap.
no ethernet oam BoccTaHaBavBaeT 3HaveHMe N0 YMONYAHUIO.
uni-directional detection
action
ethernet oam uni-directional BKAtOYaeT arpeccuBHbIM pPeXuMm onpedeneHus OAHOHaNpPaBieH-
detection agressive HOW cBA3n. Ecam oT cocegHero ycTponcTBa nepecTaloT NPUXoaUTb
Ethernet OAM-coobLeHna — IMHK NOMEYaeTca Kak ogHOHanpas-
-/OTKNOYEHO NEHHBbIN.

BoccTaHaBnvBaeT 3HavYeHMe No YMOYAHMUIO.

ethernet oam uni-directional
detection discovery time time

no ethernet oam
uni-directional detection
discovery-time

time: (5..300)/5 cek

YcTaHaBAMBAET BPEMeHHOW WHTepBan A/nA onpeaeneHvs Tvna
CBA3M Ha NopTy.

BoccTaHaBnmBaeT 3HavyeHMe No YMOIYAHMUIO.

KomaHObI pexcuma privileged EXEC

Bce KomaHAabl AOCTYyMHbl A8 MPUBUIETMPOBAHHONO Mo/b30BaTeNsA. Bug 3anpoca KomaHZHOWM
CTPOKU pexkmma privileged EXEC:

console#

Tabnunua 130 — KomaHabl perxkuma privileged EXEC

KomaHda

3Ha4yeHue/3HayeHue
no yMmon4aHuio

Aeiicmeue

clear ethernet oam statistics
[interface {gigabitethernet
gi_port | tengigabitethernet
te_port | fortygigabitethernet
fo_port}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4).

Ounwaet ctatnuctnky Ethernet OAM g ykasaHHoro nHTepdeica.

show ethernet oam discovery
[interface {gigabitethernet
gi_port | tengigabitethernet
te_port | fortygigabitethernet
fo_port}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4).

OTobparkaeT coctoaHe npoTokona Ethernet OAM ansa ykasaHHoO-
ro nHtepdelica.

show ethernet oam statistics
[interface {gigabitethernet
gi_port | tengigabitethernet
te_port | fortygigabitethernet
fo_port}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4).

OTO6pakaeT CTaTUCTUKY 0BMeHa NPOTOKOAbHbIMU COOBLLIEHUAMM
[NA yKaszaHHoro nHTepdeiica.

show ethernet oam status
[interface {gigabitethernet
gi_port | tengigabitethernet
te_port | fortygigabitethernet
fo_port}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4)

OtobparkaeT HacTpoikn Ethernet OAM pna yKkasaHHOro WHTep-
delica

show ethernet oam
uni-directional detection
[interface {gigabitethernet
gi_port | tengigabitethernet
te_port | fortygigabitethernet

fo_port}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4)

OTo6paskaeT COCTOSHUE MexaHW3Ma onpenefieHus OAHOHaMnpas-
JIEHHbIX CBAA3eM A/1A YKa3aHHOro nHTepdeiica.

[pumepbl 8b1M10AHEHUS KOMAHO

= OT06pa3nTb COCTOAHME NMPOTOKOA ANA NopTa gigabitethernet 1/0/3:

consolef#show ethernet oam discovery interface GigabitEthernet 0/3
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gigabitethernet 1/0/3
Local client

Administrative configurations:

Mode: active
Unidirection: not supported
Link monitor: supported
Remote loopback: supported

MIB retrieval: not supported
Mtu size: 1500
Operational status:

Port status: operational
Loopback status: no loopback
PDU revision: 3

Remote client

MAC address: a8:f9:4b:0c:00:03
Vendor (oui) : a8 £9 4b
Administrative configurations:

PDU revision:
Mode:

Unidirection:
Link monitor:

Remote loopback:

MIB retrieval:

3

active

not supported
supported
supported

not supported

Mtu size: 1500
console#

5.17.9 Hacmpolika ¢pyHkyuu Layer 2 Protocol Tunneling (L2PT)

®yHKumMA Layer 2 Protocol Tunneling (L2PT) no3sonseT nponyckaTb Cy»ebHble NaKeTbl Pas/INyHbIX
L2-npoTokonos (PDU) uepes ceTb npoBaiifepa, YTO MNO3BOAAET «MNPO3PayYHO» CBA3ATb K/AMEHTCKUe
CErMeHTbl CeTH.

L2PT uHkancynupyet PDU Ha rpaHMYHOM KOMMYyTaTope, nepedaeT MX Ha APYyroh rpaHUYHbIN
KOMMYTaTOp, KOTOPbI OXKUAAET CrneunanbHble MHKANCYIMPOBAHHbIE Kagpbl, @ 3aTeM AeKancyampyeT ux,
YTO NO3BO/IAET NOJ/Ib30BATENAM NepeaaBaTb MHPOPMALMIO 2-T0 YPOBHSA Yepes ceTb Nposanaepa.

KommyTtatopbl cepumn MES3000 npenocCTaBAAlOT BO3MOMKHOCTb WMHKANCYy/IMPOBaTb CAYXKebHble
naketbl npotokonos STP, LACP, LLDP, IS-IS.

[pumep

Ecnu BrkaounTb L2PT gns npotokona STP, To KommyTatopsl A, B, C u D 6yayt o6beanHeHbl B 04HO
CBA3yloLLLee AepeBO, HECMOTPA Ha TO, YTO KOMMYTATOp A He COeIMHEH Hanpamylo ¢ KommyTtaTtopamu B, C
n D (PucyHok 42 — Mpumep pabomesl ¢pyHKyuu L2PT). UHbopmaums 06 U3MEHEHUN TONONOTUM CETU MOXKET
6bITb NepegaHa CKBO3b CeTb NpoOBaiaepa.
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Cetb
npoBangepa

Switch 2

PucyHok 42 — lMpumep pabomei pyHKYuu L2PT
AnropuTtm paboTbl GYHKLMOHANA CAeayoLNiA:
MHKancynauma:

1. Bce L2 PDU nepexsatbiBatotca Ha CPU;

2. TMopacuctema L2PT onpeaenset L2-npoTOKOA, KOTOPOMY COOTBETCTBYET NpUHATLIN PDU, 1 npo-
BEPSET, BK/AOYEHA /I Ha MOPTY, C KOTOPOro npuHAT 3T1oT PDU, HacTpolika [2protocol-tunnel
OnA AaHHoro L2-npoTokona.

Ecan HaCTPOﬁKa BK/IlOYEHaQ, TO:

— Bo Bce nopTbl VLAN, Ha KOTOPbIX BK/IIOYEHO TYHHENMpoBaHWe, oTnpasadetca PDU-ppeiim;

— BO Bce noptbl VLAN, Ha KOTOpbIX BbIKJAIOYEHO TYHHENMPOBaHME, OTNpasaaeTca
WMHKancynnpoBaHHbii PDU-ppenim (ncxogHbit  dpeim ¢ Destination MAC-agpecom,
M3MEHEHHbIM Ha TYHHENbHbIN).

Ecnum HacTpoiKa BblKAtOYeHa, To:
— PDU-¢peiim nepepaetca B 06paboTunK COOTBETCTBYIOLLLENO NPOTOKOa.
Jdekancynauma:

1. PeanusosaH nepexsaT Ha CPU Ethernet-kagpos ¢ MAC-aapecom Ha3sHavyeHua, 3a4aHHbIM NpU
nomoum komaHabl 12protocol-tunnel address xx-xx-xx-xx-xx-xx. [epexsaT BK/AOYAETCA TO/bKO
Toraa, Korga xoTa 6bl Ha OAHOM MOPTY BKJOYEHa HAcTpolKa I2protocol-tunnel (HesaBucumo
OT NPOTOKONA).

2. Tlpwu nepexsaTte naketa ¢ MAC-agpecom HaszHauYeHMA XX-XX-XX-XX-XX-XX, OH CHayana nonaaaeT B
noacucremy L2PT, koTopada onpegensaet L2-npoTokon ana gaHHoro PDU no ero 3arosiosky, u
nposepsAeT, BKAOYEHA N HA MOPTY, C KOTOPOTO MPUHAT MHKANCYAMpPoBaHHbIM PDU, HacTpoiika
I2protocol-tunnel ana gaHHoro L2-npoTtokona.

Ecan HaCTponKa BK/IIO4EHaQ, TO!:
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— NOpT, C KOTOpPOro Obln MNOAYYEH WHKANCyAMpOBaHHbIM PDU-ppeim, OGnoKupyetca c
npuynHom 2pt-guard.

Ecnu HacTpoiiKa BbIKAOYEHA:

— BO BCe noptbl VLAN, Ha KOTOpbIX BKAOYEHO TyHHeEAUPOBaHWE, OTNpaBAAeTCA
AeKancynpoBaHHbIn PDU-¢dpelim;
— BO Bce noptbl VLAN, Ha KOTOpbIX BbIKJKOYEHO TYHHENUPOBaHWe, OTNpaBaseTcA

WMHKancyanpoBaHHbIi PDU-dpenm.

KomaHObI pexxcuma 2a06an6Hol KOHpu2ypayuu

BunAa 3anpoca KOMaHAHOWM CTPOKM pexxmnma rnobanbHom KoHbUrypaumm:
console (config) #

Tabanuya 131 — KomaHab! perknma rnobanbHoM KoHGUrypaumm

3HauyeHue/3Ha4yeHue
no ymoa4aHuro
mac_address:
(01:00:ee:ee:00:00,
01:00:0c:cd:cd:do,
01:00:0c:cd:cd:d1,
01:00:0c:cd:cd:d2,
01:0f:e2:00:00:03)/
01:00:ee:ee:00:00

KomaHoa Aeiicmeue

12protocol-tunnel address 3agatb MAC-agpec HazHayeHua ana TyHHenMpyembix Gpeinmos.

{mac_address}

no I2protocol-tunnel address YCTaHOBUTb 3HaYeHUe No YMOAYaHUIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepaelica Ethernet

v

Ha rpaHuyHOM uHTepdelice AoNXKeH BbITb OTKAOUEH NpoTokon STP (spanning-tree
disable).

Bua 3anpoca KOMaHAHOW CTPOKM B pexunme KoHoburypaumm uHtepdeiica Ethernet, nHtepdeiica
rpynnbl NOPTOB:

console (config-if) #

Tabnunua 132 — KomaHabl pexknuma KoHourypaumm nHtepdelica Ethernet

KomaHoa

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

12protocol-tunnel {stp | lacp |
lidp | isis-I1 | isis-12}

no 12protocol-tunnel {stp |
lacp | lldp] isis-I1 | isis-12}

-/BbIK/IIOYEHO

BkatoueHue pexkmma nHKancynaummn naketos STP BPDU.

BbikntoueHne pexuma nHkancynaumm naketos STP BPDU.

12protocol-tunnel cos cos

3agaTtb 3HayeHue CoS gns 3anakoBaHHbIX PDU-dpelimos.

no I2protocol-tunnel
drop-threshold {stp | lacp |
lidp | isis-I1 | isis-12}

no I2protocol-tunnel cos cos: (0..7)/5 YctaHoBka CoS B 3HaYeHMe M0 YMOYAHUIO.

12protocol-tunnel HacTpolika noporoBoro 3HauyeHus CKopocTM Bxoaawmx PDU-
drop-threshold {stp | lacp | dpelrimoB (B MakeTax B CEKYHAY), NOMYYEHHbIX WU NogaeKalmx
lldp | isis-11 | isis-12} threshold treshold: MHKancynauuu. Mpu npesbllweHnn nopora PDU oTtbpacbiBatoTcs.

(1..4096)/BbIKNtO4EHO

OTKAOYaEeT  pexum Bxogawmx PDU-

dpeiimos.

KOHTPO/A CKOPOCTH

12protocol-tunnel
shutdown-threshold {stp |
lacp | lidp | isis-I11 | isis-12}
threshold

treshold:
(1..4096)/BbIKNtO4EHO

HacTpolika noporoBoro 3HayeHWs cKopocTu Bxoasawmx PDU-
bpeiimoB (B nMakeTax B CEKYHAY), NONYYEHHbIX U MOAJENKALLMX
MHKancynauuu. MNMpu npesbllleHnn nopora nopt byaeTt nepese-
OeH B coctoaHue Errdisable (oTkatoueH).
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no I2protocol-tunnel OTK/NIOYaEeT pPeXMM KOHTPOAA cKopocTu BxogAawmx PDU-
shutdown-threshold {stp | ¢dperimos.
lacp | lldp | isis-I1 | isis-12}

KomaHObI pexcuma privileged EXEC

Buza 3anpoca KomaHAHOM CTPOKM pexxnma privileged EXEC:

console#

Tabnunua 133 — KomaHabl perkunma privileged EXEC

3HayeHue/3HayeHue
1o yMoA4YaHuro

KomaHoa Aelicmeue

show I2protocol-tunnel
[gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port|
port-channel group]

OTtobparkaeT nHpopmaumio L2PT ana ykasaHHoro mHTepdeica
UAN ana Bcex UHTepdeincoB, Ha KOTopbiX BKAoYeH L2PT, ecan
nHTepdeNc He yKasaH.

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: ( 1..16).

clear I2protocol-tunnel
statistics [gigabitethernet
gi_port | tengigabitethernet
te_port | fortygigabitethernet
fo_port | port-channel group]

OumncTKa cTatucTUKK L2PT ana yKasaHHoro nHtepdelica unm gns
BCex MHTepdeicos, Ha KOTOPbIX BKAtoYeH L2PT, ecam nHtepdeic
He yKas3aH.

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port:(1..8/0/1..4);
group: ( 1..16)

lpumepbl 8b1M0AHEHUS KOMAHO

YcTaHOBUTb TyHHeNbHbIM MAC-aapec B 3HayeHune 01:00:0c:cd:cd:d0, BknounTb oTnpasky SNMP
traps ot Tpurrepa |2protocol-tunnel (Tpurrepa Ha cpabaTbiBaHue drop-treshold u shutdown-
treshold).

console (config) #12protocol-tunnel address 01:00:0c:cd:cd:d0
console (config) #snmp-server enable traps l2protocol-tunnel

BKNOUNTD pexkMm TyHHenupoBaHua STP Ha uHTepdelice, ycTaHOBUTb 3HaveHWe CoS-naKkeTos
BPDU paBHbIM 4, BK/IIOUMTb KOHTPO/Ib CKOPOCTU BXOAALWMX NakeTos BPDU.

console (config) # interface gigabitEthernet 1/0/1

console (config-if) # spanning-tree disable

console (config-if) # switchport mode customer

console (config-if) # switchport customer vlan 100

console (config-if) # 12protocol-tunnel stp

console (config-if) # 12protocol-tunnel cos 4

console (config-if) # 12protocol-tunnel drop-threshold stp 40
console (config-if) # 12protocol-tunnel shutdown-threshold stp 100

—_— — — — — ~—

console#show l2protocol-tunnel

MAC address for tunneled frames: 01:00:0c:cd:cd:d0

Port CoS Protocol Shutdown Drop Encaps Decaps Drop
Threshold Threshold Counter Counter Counter

gil/o0/1 4 stp 100 40 650 0 450

Mpumepsbl coobLLeHnin 0 cpabaTbiBaHMM TpUrTepa:

12-Nov-2015 14:32:35 $-I-DROP: Tunnel drop threshold 40 exceeded for interface
gil/o/1

12-Nov-2015 14:32:35 $-I-SHUTDOWN: Tunnel shutdown threshold 100 exceeded for
interface gil/0/1
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5.18 Voice VLAN

Voice VLAN ucnonb3yetca ana BbigeneHusa VolP-obopyaoBaHus B otaenvHyto VLAN. Ons VolP-

¢dpelimoB MoryT 6biTb HasHauyeHbl QOS-aTpubyTbl Ona npuopuTesaumm Tpadwmka.

Knaccnopumkaumsa

¢dpelrimoB, oTHocawmxca K ¢perimam VolP-obopyaoBaHusa, 6asmpyetca Ha OUI (Organizationally Unique
Identifier — nepsble 24 6uta MAC-aapeca) otnpasutens. HasHaueHune Voice VLAN ana nopta npoucxoaut
aBTOMATMYECKM — KOrga Ha nopT noctynaet ¢penm ¢ OUl m3 Tabamupl Voice VLAN. Korga nopt
onpeaenseTca, Kak npuHagnexkawmin Voice VLAN — gaHHbIN nopT aobasnasetca o VLAN Kak tagged. Voice
VLAN npymeHum gna cnegyrouwmx cxem:

— VolP-06opypoBaHMe HacTpamsaeTcs, YTOObl paccblnaTb TEFMPOBAHHbIE MakKeTbl, ¢ ID Voice
VLAN, HacTpOeHHbIM Ha KOMMYyTaTope.
— VolP-obopynoBaHue paccbinaet HetermpoBaHHble DHCP-3anpocbl. B otBete ot DHCP-

cepsepa npucytcteyer onuma 132

(VLAN ID), c nomouiblo KOTOPOK YCTPOWMCTBO

aBTOMaTMYeCKM HasHavaeT cebe VLAN ana mapkuMpoBKu Tpaduka (Voice VLAN).

Cnucok OUI npoussoantenei VolP-o60pya0BaHMA, LOMUHUPYIOLWMX HA PbIHKE.

Ooul dupma-npounssogutenb
00:E0:BB 3COM
00:03:6B Cisco
00:E0:75 Veritel
00:DO:1E Pingtel
00:01:E3 Siemens
00:60:B9 NEC/ Philips
00:0F:E2 Huawei-3COM
00:09:6E Avaya

V Voice VLAN mo3KeT 6bITb aKTUBUPOBAH Ha NopTax, paboTalowmx B pexkume trunk u general.

KomaHObI pexcuma 2a06anb6Hol KoOHpuU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexmnma rnobanbHoM KOHPUrypaumm:

console (config) #

Tabnuua 134 — KomaHabl pexknma rnobanbHon KoOHPUrypawumm

KomaHoa

3HayeHue/3HayeHue
no ymoa4YaHuro

Aelicmeue

voice vlan aging-timeout
timeout

no voice vlan aging-timeout

timeout:
(1..43200)/1440

YcTaHaBnMBaeT TaliMayT AN1A MOpTa, NPUHAANENKALLErO K voice-
vlan. Ecnv ¢ nopTa B TeyeHMe 3alaHHOTO BpPeMEHWU He 6blo
¢dperimos ¢ OUI VolP-o6opyaosaHusa, To voice vlan ygansetca ¢
[JaHHOro nopTa.

BoccTaHaBnvBaeT 3HaYeHue no YMONYaHUIO.

voice vlan cos cos [remark]

no voice vlan cos

cos: (0-7)/6

YctaHasnusaeT COS, KOTOpbIM MapKupytoTca dpeimbl, NpUHaL-
nexxawme Voice VLAN.

BoccTaHaBnvBaeT 3Ha4YeHMe No YMOJTYAHWUIO.

voice vlan id vian_id
no voice vlan id

vlan_id: (1..4094)

YcraHasnausaet ugeHtndumratop VLAN ana Voice VLAN

Ynansaet ugeHtudukatop VLAN ana Voice VLAN
DOna ypaneHma wuaeHtudukatopa VLAN Tpebyetca
npeaBapuTeNbHO OTKAOUYUTL GYHKUMIO voice vlan Ha
BCEX NOpTax.

voice vlan oui-table {add oui |
remove oui} [word]

no voice vlan oui-table

word: (1..32) cumsonos

MosBonaeT pegaktmposatb Tabaunuy OUI.
- oui — neps.ble 3 6aitTa MAC-agpeca;
- word — onucaHue oui.

YpanseT Bce Nosb3oBaTeIbckue nameHeHnus OUI-Tabaunupl.
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KomaHObI pexcuma KoHgu2ypayuu uHmepdaelica Ethernet

Bua 3anpoca KOMaHAHOM CTPOKWM B pexume KoHourypauum uHtepdeiica Ethernet, nHTepdeiica
rpynnbl NOPTOB:

console (config-if) #

Tabnunuya 135 — KomaHabl perknma KoHourypaumm nHtepdeica Ethernet

3HayeHue/3HayeHue -
KomaHoa Aelicmeue
no ymon4aHuro
voice vlan enable Bkntoyaet Voice VLAN gna nopra.
- -/oTKAOYEHO -
no voice vlan enable OTkntoyaet Voice VLAN gns nopra.
voice vlan cos mode {src | all} BK/toyaeT MapKupoBKy TpadumKa gns Bcex pperimos, M0 ToNb-
-/src KO A19 UCTOYHMKA.
no voice vlan cos mode BoccTaHaBAMBaeT 3HAYEHME MO YMOTYAHUIO.

5.19 lpynnoBas agpecauusn

5.19.1 ®yHKYyus nocpedHuKa npomokonaa IGMP (IGMP Snooping)

®yHKumna IGMP Snooping Mcnosb3yeTcs B CETAX rpynnoBon paccbiiku. OcHOBHOM 3agadveit IGMP
Snooping saBAfeTcA nNpeaocTaBAeHWE MHOroaapecHoro TpaduKa TONbKO ANA Tex MOopTOoB, KoTopble
3anpocuamn ero.

V" IGMP Snooping moXeT MCNo/b30BaTbCA TONIbKO B cTaTuueckou rpynne VLAN. Moapepxum-
BatoTcA Bepcuun npotokona IGMP - IGMPv1, IGMPv2, IGMPv3.

’ ‘ Yro6b1 IGMP Snooping 6bin akTUBHbIM, PYHKLUA rpynnoBoii ¢unbTpaumum “bridge multicast

. filtering” ponmkHa 6bITb BKAlOueHa (cm. pasgen 5.19.2 MpaBuna rpynnoBoi agpecauum

(multicast addressing)).

Pacno3sHaBaHWe NOPTOB, K KOTOPbIM NOAKIOYEHbI MHOFOa4pECHbIE MapLUPYTM3aTOPbl, OCHOBAHO Ha
cnepyowmx cobbITuAX:

— IGMP-3anpocbl NPUHATBI HA NOPTY;

— MakeTbl npoTokoa Protocol Independent Multicast (PIM/PIMv2) npuHATbI Ha NOPTY;

— MaKeTbl NPOTOKO/1Ia MHOroaapecHon mapwpyTtmnsaumm Distance Vector Multicast Routing Protocol
(DVMRP) npuHATbI Ha nopTy;

— naketbl npoTtokona MRDISC npunHATLI Ha NopTy;

— naketbl NpoToKosa Multicast Open Shortest Path First (MOSPF) npuHATbI Ha NopTy.

KomaHObI pexcuma 2106as1bHoU KOHpuU2ypayuu

Buza 3anpoca KoMaHAHOM CTPOKM peXxnma riobanbHoM KoOHbUrypauum:
console (config) #

Tabnnuya 136 — KomaHab! perkmma rnobanbHoM KOHGUrypaumum

Komanda 3Ha4yeHue/3HayeHue Neiicmeue
o ymoa4aHuro
ip igmp snooping Paspewaet ncnonb3osaHue dyHKkunn IGMP Snooping kKommyTa-
Mo ymonyaHutio TOpPOM.
no ip igmp snooping bYHKUMA BbIKNIOYEHa 3anpeuaet ncnonb3osaHue ¢yHKUMM IGMP Snooping KommyTa-
TOPOM.
ip igmp snooping vlan vian_id vlan_id: (1..4094) PaspewaeT ucnosbsosaHue ¢yHKunn IGMP Snooping KommyTa-
Mo ymonyaHuto TOpPOM ANA AaHHOro uHTepderica VLAN.
dYHKUMA BbIKNIOYEHA - vlan_id — naeHTMPMKaumoHHbIN Homep VLAN.
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no ip igmp snooping vlan
vlan_id

3anpewaet ucnonb3osaHue ¢yHKUUM IGMP Snooping KommyTa-
TOpPOM ANA AaHHoOro uHtepderica VLAN.

ip igmp snooping vlan vian_id
static ip_multicast_address
[interface {gigabitethernet
gi_port | tengigabitethernet
te_port | fortygigabitethernet
fo_port | port-channel group}]

no ip igmp snooping vian
vlan_id static ip_address
[interface {gigabitethernet
gi_port | tengigabitethernet
te_port | fortygigabitethernet
fo_port | port-channel group}]

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

group: (1..16)

Peructpupyet rpynnosoit IP-agpec B Tabnuue rpynnosoi agpe-
cauMm WU ctaTuyeckn pobaBnseT MHTepdencbl M3 rpynnbl AaA
TekyLwen VLAN.

- vlan_id — vaeHTudUKaumoHHbI Homep VLAN;

- ip_multicast_address — rpynnosoii IP-agpec.

MepeuncneHve nHTepdENCoB OCYLLECTBIAETCA YEPES «—N U &, ».

Ypansaet rpynnosoi IP-agpec 13 Tabanupl.

ip igmp snooping vlan vian_id
mrouter learn pim-dvmrp

no ip igmp snooping vian
vlan_id mrouter learn
pim-dvmrp

vlan_id: (1..4094)
Mo ymon4yaHuo
paspelieHo

Paspewaet ans gaHHol rpynnbl VLAN aBTomMaTMyeckoe pacno-
3HaBaHWe MOPTOB, K KOTOPbIM MOAK/IOYEHbI MHOrOagpecHbIe
MapLpyTU3aTopbl.

- vlan_id — vaeHTUdUKaumMoHHbI Homep VLAN.

3anpewgaet ana gaHHou rpynnbl VLAN aBTOMaTMyeckoe pacrno-
3HaBaHMe NOPTOB, K KOTOPbIM MNOAK/OYEHbl MHOroaapecHble
MapLLpyTU3aTOPBbI.

ip igmp snooping vlan vian_id
mrouter interface
{gigabitethernet gi _port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group}

no ip igmp snooping vian
vlan_id mrouter interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group}

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

group: (1..16)

OnpegensaeT NOpT, K KOTOPOMY MOAK/OYEH MapLupyTM3aTop
MHOroaZpecHo paccbliku ans 3agaHHon VLAN.
- vlan_id — vaeHTUdUKaumMoHHbI Homep VLAN.

YKa3bIBaeT, YTO K NOPTY HE NOAKAOYEH MapLIPYTU3aTOP MHOrO-
a[,pECHOM PacCbINKK.

ip igmp snooping vlan vian_id
forbidden mrouter interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group}

no ip igmp snooping vlan
vlan_id forbidden mrouter
interface {gigabitethernet
gi_port | tengigabitethernet
te_port | fortygigabitethernet
fo_port | port-channel group}

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

group: (1..16)

YcTaHaBAMBaeT 3anpeT Ha onpejesneHue moprta (cTaTMyeckw,
OMHAMMYECKN) KaK MopTa, K KOTOPOMY MOAKNIOYEH MapLUpyTU-
3aTOP MHOTOAAPECHOMN PACChINKK.

- vlan_id — wpeHTndMKaunoHHbI Homep VLAN.

CHUMaeT 3anpeT Ha onpeaeneHne nopta Kak nopra, K KOTopomy
NOAKNOYEH MapLUPYTM3aTOP MHOMOA4PECHOW PaCChIIKK.

ip igmp snooping vlan vian_id
querier

no ip igmp snooping vlan
vlan_id querier

vlan_id: (1..4094);
-/BblAava 3anpocos
OTK/loYeHa

BK/lOYaeT noaaepyKy BblAayun 3anpocos igmp-query KommyTa-
Topom B gaHHon VLAN.

OTKAtOYaeT NOALEPXKKY BblAauM 3anpocoBs igmp-query KoMmyTa-
Topom B AaHHon VLAN.

ip igmp snooping vlan vian_id
replace source-ip ip_address

no ip igmp snooping vlan
vlan_id replace source-ip

vlan_id: (1..4094)

BkntoyaeT 3ameHy IP-aapeca UCTOYHMKA Ha yKasaHHbIM IP-agpec
BO Bcex naketax IGMP report B 3agaHHoi VLAN.
- vlan_id — vaeHTUdUKaumMoHHbI Homep VLAN.

OTkntovaeT 3ameHy IP-agpeca nctouHmka B naketax IGMP report
B 3afaHHoM VLAN.

ip igmp snooping vlan vian_id
querier version {2 | 3}

no ip igmp snooping vlian
vlan_id querier version

-/IGMPv3

YcraHaBnausaeT Bepcuto IGMP-npoToKkona, Ha OCHOBaHWWU KOTO-
pow 6yayT popmuposaTtbea IGMP-query 3anpochl.

YcTaHaBAMBaeT 3HaYeHue Mo YMONYaHUIO

ip igmp snooping vlan vian_id
querier address ip_address

vlan_id: (1..4094)

OnpeaenseT ucxofHbl IP-agpec, KoTopblit ByaeT ucnonb3o-
BaTbcA IGMP querier-om. Querier — ycTpoKCTBO, KOTOpoe OT-
npasnsaet IGMP-3anpocbl.
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no ip igmp snooping vlan
vlan_id querier address

YcTaHaBAMBaeT 3HayeHre No ymosdaHuio. Mo ymonyaHuio ecnu
IP-appec HacTpoeH ana VLAN, oH ucnonb3yeTca B KayecTse aj-
peca uctouHmka IGMP Snooping Querier.

ip igmp snooping vlan vian_id
immediate-leave [host-based]

no ip igmp snooping vian
vlan_id immediate-leave

vlan_id: (1..4094);
-/BbIKNOYEHO

Bkntounte npouecc IGMP Snooping Immediate-Leave Ha Teky-
wew VLAN. O3HayaerT, 4To NopT A0/KeH bbITb HeMeaeHHO yaa-
neH m3 rpynnbl IGMP nocne nonyyeHusa coobuieHuns IGMP leave.
- host-based — mexaHn3m fast-leave cpabaTbiBaeT TONbKO B TOM
cny4yae, Korga BCe NOMb30BATENM, NMOAK/OYEHHbIE K AaHHOMY
NnopTy OTNMCANUCL OT rpynnbl (CHETYMK NONb30OBaTENEN BEAeTCa
Ha ocHoBaHuu Source MAC-agpecoB B 3aronoBkax IGMP-
report’os).

OTkntounTb npouecc IGMP Snooping Immediate-Leave Ha Teky-
wew VLAN.

ip igmp snooping vlan vian_id
proxy-report [version version]

no ip igmp snooping vlan
vlan_id proxy-report

vlan_id: (1..4094);
version: (1..3)

BkntounTtb dyHKUMIO proxy report B onpeaeneHHom VLAN. Mpwu
BK/IOYEHUM 3TOW YHKUUM KOMMyTaTop Ha npuweawune IGMP
query byaeTt oTBeyaTb OT cBOero umeHu. Knventckme IGMP re-
port npu 3Tom oT6pacbIBatOTCA.

- version — yctaHaBnnBaeT Bepcuto IGMP gns oTnpaBKy NakeTos.
Mo ymonyaHuio Bepcua onpegensetca No npuweawemy Ha
KommyTaTop nakety IGMP query.

BbikntounTb Proxy report 8 onpegeneHHom VLAN.

KomaHObI pexcuma KoHgu2ypayuu uHmepagpetica VLAN

Buz 3anpoca KoMaHAHOM CTPOKM pexxnma KoHourypaumm VLAN:

console (config-if) #

Tabnunua 137 — KomaHapl pexknma KoHourypaumm nHtepdeica VLAN

KomaHda

3Ha4yeHue/3HayeHue
no yMmon4aHuo

Aeiicmeue

ip igmp robustness count

no ip igmp robustness

count: (1..7)/2

YcTaHaBAMBAET 3Ha4YeHue ycTtonumsoctm gns IGMP.
Ecnv Ha KaHane HabaogaeTcs noteps AaHHbIX, 3HAaYeHMe YCToM-
YMBOCTU LO/IKHO BbITb YBEANYEHO.

YcTaHaBAMBaeT 3HAYEHNE MO YMOHAHUIO.

ip igmp query-interval seconds

no ip igmp query-interval

seconds:
(30..18000)/125 ¢

YcTtaHaBauBaeT TaﬁmayT, Nno KOTOPOMY CUCTeMa OTnpasnaeTt
OCHOBHbIe 3anpOoCbl BCEM Y4YaCTHUKam rpynnbl MHOFOaADECHOI\/'I
nepegadun gna NpoBepKU X akTUBHOCTU.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

ip igmp
query-max-response-time
seconds

seconds: (5..20)/10 ¢

YcTaHaBAMBaeT MakCMManbHoe BpemA OTBeTa Ha 3anpoc.

last-member-query-count

no ip igmp YCTaHaBAMBAET 3HAYEHWE N0 YMOAYAHMIO.
query-max-response-time
ip igmp YCTaHaB/MBAET KOJIMYECTBO 3aMpocoB, MOC/AE PaCcCbiIKM KOTO-

count: (1..7)/3HaueHne

PbIX, KOMMYTaTOp onpegenaeT, YTO Ha AaHHOM NOPTY HET XKe-

milliseconds

no ip igmp
last-member-query-interval

count nepemeHHo NaloLWMX y4acTBOBaTb B MHOr0aApecHoM paccblike.
no ip igmp robustness YcTaHaBAMBaET 3HaYeHMeE N0 YMOIYAHUIO.
last-member-query-count
ip igmp YcTaHaBAMBaeT MHTepPBa 3anpoca AN NOC/AeAHEro y4acTHUKa.
last-member-query-interval .

milliseconds:

(100..25500)/1000 mc

YcTaHaBAnBaeT 3HaYeHUe No YMOIYAHUIO.

KomaHObI pexcuma KoHgpu2ypayuu uHmepaetica (QuanasoHa uHmepgelicos) Ethernet

Buza 3anpoca KOMaHZAHOW CTPOKM pexnma KoHoUrypaumm nHtepdeinca:
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console (config-if)#

Tabnunua 138 — KomaHab! perkuma KoHourypaumm nHtepdelica Ethernet

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4yaHuro

Aelicmeue

switchport access multicast-tv
vlan vian_id

no switchport access
multicast-tv vlan

vlan_id: (1..4094)

BkntoyaeT nepeHanpasneHne IGMP-3anpocoB ¢ KaneHTckux Vian
B Multicast Vlan n mynbTukacToBoro Tpaduka B KnmeHTtckue Vian
ona nHtepdelica B pexxmme «access».

BbikntoyaeT nepeHanpasneHue IGMP-3anpocoB C KAMEHTCKUX
Vlan B Multicast Vlan u mynbTuKactoBoro Tpadumka B KIMEHTCKNE
Vlan gna nHtepdeiica B pexkmme «access».

switchport trunk multicast-tv
vlan vian_id [tagged]

no switchport access
multicast-tv vlan

vlan_id: (1..4094)

BkntouyaeT nepeHanpasneHne IGMP-3anpocoB ¢ KaneHTckux Vian
B Multicast Vlan n mynbTukacToBoro Tpaduka B KnmeHTtckue Vian
ona nHtepdelica B pexkmme «trunk».

BblkntoyaeT nepeHanpasneHne IGMP-3anpocoB C KAMEHTCKUX
Vlan B Multicast Vlan u mynbTuKactoBoro TpaduKka B KAIMEHTCKNE
Vlan gna nHtepdeiica B pexknme «trunk».

KomaHOb! pexcuma EXEC

Bce KOmaHAb! AOCTYNHbI TONBKO 417 NPUBUAETMPOBAHHOIO NOJIb30BaTENA.

Bupg 3anpoca KOMaHAHOM CTPOKK perknma EXEC:

console#

Tabanuya 139 — KomaHzabl pexkmma EXEC

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show ip igmp snooping
mrouter [interface vian_id]

vlan_id: (1..4094)

MokasbiBaeT MHPOpMaLMIO 06 WM3yYEHHbIX MHOrOaApPecHbIX
MapLUpyTU3aTopax B yKasaHHow rpynne VLAN.

show ip igmp snooping
interface vian_id

vlan_id: (1..4094)

MoKasbiBaeT MHbopmaumto IGMP-snooping ANA JAHHOTO UHTEp-
deica.

show ip igmp snooping groups
[vlan vian_id]
[ip-multicast-address
ip_multicast_address]
[ip-address IP_address]

vlan_id: (1..4094)

MokasbiBaeT MHbOPMaUUIO 06 UM3yYeHHbIX MHOroaApPecHbIX
rpynnax, y4acTBYHOLLMX B FPyNnoBoi pacchbiike.

show ip igmp snooping cpe
vlans [vlan vian_id]

vlan_id: (1..4094)

MokasbiBaeT Tabnuuy cootsetcteuii mexay VLAN obopyposa-
HWA, yCTaHOBAEHHOro y nonb3osatenda, n VLAN gna tenesewa-
HuA.

show ip igmp snooping
authorization-cache [interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port }]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4)

BbiBOAMT nepeyeHb aBTOPU30BaHHbIX IGMP-rpynn Ha Bcex MH-
Tepdelicax KommyTtaTopa, M60 TONBKO Ha 33aHHOM WHTep-
delice.

clear ip igmp snooping
authorization-cache [interface
{gigabitethernet gi port |

tengigabitethernet te_port |
fortygigabitethernet fo_port }]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4)

Ouunwaet Tabauuy aBTopu3oBaHHbIX IGMP-rpynn Ha Bcex WH-
Tepdeiicax KomMmyTaTopa, /IMO60 TONBKO Ha 33aJaHHOM MWHTep-
deiice.
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[pumepbl 8b1M10AHEHUS KOMAHO

Bkatountb PyHKumio IGMP snooping Ha KommyTtaTtope. Ona VLAN 6 paspelmnTb aBTOMATUYeCKOe
pacno3HaBaHue NOPTOB, K KOTOPbIM MOAKAOYEHbI MHOFOaApecHble MapLIpyTU3aTopbl. YCTaHOBUTb
nHTepsan mexay IGMP-3anpocamu — 100 cek. YBeAUYNTb 3Ha4YeHMe ycTomumBocTn Ao 4. YcTaHo-
BUTb MaKCMMabHOe BpemMsA OTBeTa Ha 3anpoc — 15 cek.

console# configure

console
console

console
console
console

(config)# ip igmp snooping

(config-if) # ip igmp snooping vlan 6 mrouter learn pim-dvmrp
console (config)# interface vlan 6

(config-if)# ip igmp snooping query-interval 100

(config-if)# ip igmp robustness 4

(config-if)# ip igmp query-max-response-time 15

5.19.2 lMpaeuna 2pynnoeoii adpecayuu (multicast addressing)

JaHHbIAN Knacc KOMaHg, npefHasHayeH Aaa 3afaHusa NpasBuA FPpynnoBoOM agpecauuu B CeTU Ha
KaHaNbHOM M ceTeBOM ypoBHAX moaenm OSI.

KomaHObI pexcuma KoHgu2ypayuu uHmepapetica VLAN

Bupa 3anpoca KOMaHAHOM CTPOKM B perknme KoHourypaumm nutepdeinca VLAN:

console (config-if) #

Tabnvua 140 — KomaHabl pexnma KoHdurypauum nHtepdeica VLAN

KomaHda

3Ha4yeHue/3HayeHue
Mo yMoA4YaHuo

OnucaHue

bridge multicast mode
{mac-group | ipv4-group |
ipva4-src-group}

no bridge multicast mode

-/mac-group

3aZaeT peXXnm rpynnoson nepesayvm SaHHbIX.

- mac-group — MHOroagpecHan nepegaya, ocHoBaHHasA Ha VLAN u
MAC-agpecax;

- ipv4-group — MHoroaapecHas nepegada ¢ TMnom GpuabTpaumu,
OCHOBaHHbIM Ha VLAN 1 agpece npuemHuka B popmarte IPv4;

- ip-src-group — MHoOroapecHaa nepegaya ¢ TMNOM GUABTPALLUM,
ocHoBaHHbIM Ha VLAN u agpece otnpasutens 8 dopmare I1Pv4.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.

bridge multicast address
{mac_multicast_address |
ib_multicast_address} [{add |
remove} {gigabitethernet
gi_port | tengigabitethernet
te_port | fortygigabitethernet
fo_port | port-channel group}]

no bridge multicast address
{mac_multicast_address |
ip_multicast_address }

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..16)

[obasnset rpynnosoit MAC-agpec B Tabavuy rpynnosow agpeca-
LMK 1 cTaTMYeckn aobasnaeT uan yganaet uHtepdeicbl M3 rpyn-
nbl.

- mac_multicast_address — rpynnosoii MAC-agpec;

- ip_multicast_address — IP-agpec MHOroagpecHomn paccbiiku;

- add — gobasnseT cTtaTMUecKy MOAMNWCKY K rpynnosomy MAC-
afpecy AmanasoHa Ethernet-nopToB uam rpynn nopTos.

- remove — yAanseT cTaTMYecKyto NoAnucky K rpynnosomy MAC-
agpecy.

MepeuncieHve MHTEPdENCOB OCYLLLECTBAAETCA YEPes «—» U «,»

Yaansaet rpynnosoit MAC-agpec n3 Tabaunupi.

bridge multicast forbidden
address
{mac_multicast_address |
ib_multicast_address} [{add |
remove} {gigabitethernet
gi_port | tengigabitethernet
te_port | fortygigabitethernet
fo_port | port-channel group}]

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..16)

3anpeLiaeT NoAKNOYeHUE HacTPanBaeMoro NopTa/nopTos K rpyn-
nosomy IPv6-agpecy (MAC-agpecy).

- mac_multicast_address — rpynnosoit MAC-agpec;

- ip_multicast_address — |IP-agpec MHOroaapecHoO’ paccbinku;

- add — fob6aBneHne NopTa/NoOPTOB B CMUCOK 3aMNpeLLEHHBIX;

- remove — yaaneHue nopTa/nopToB M3 CNMCKA 3anpeLleHHbIX.
MepeuncneHve MHTepPdENCOB OCYLLECTBAAETCA YEPES «—» U &, »
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no bridge multicast forbidden
address
{mac_multicast_address |
ip_multicast_address }

Ypanaert 3anpelatowee npasuao ana rpynnosoro MAC-agpeca.

bridge multicast forward-all
{add | remove}
{gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group}

no bridge multicast forward-all

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..16)

Mo ymon4yaHuio
nepeaava scex
MHOTOaAPECHbIX
NaKeToB 3anpeLleHa.

PaspeluaeT nepesayy BCEX MHOrOapECHbIX MAKETOB Ha NOPTY.

- add — pgob6asnset noptbl/06beANHEHHbIE NOPTLI B CMMUCOK MOP-
TOB, A4/19 KOTOPbIX PaspelleHa nepesaya Bcex rpynroBbIX NAaKeToB.;
- remove — ybupaeT rpynny noprtos/o6beAVHEHHbIX NOPTOB W3
paspeLuatoLero npasuia.

MNepeuncneHne NHTepdeNcoB OCYLLECTBAAETCA YEPE3 «—» U K, ».

BoccTaHaBnvBaeT 3HaveHue no YMONYaHUIO.

bridge multicast forbidden
forward-all {add | remove}
{gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group}

no bridge multicast forbidden
forward-all

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..16).

Mo ymonyaHuio noptam
He 3anpeLLeHo
AVHAMUYECKM

npucoeanHATLCA K
MHOroaZpecHom
rpynne.

3anpelaeT nopTy AMHAMUYECKM A06aBAATbCA K MHOroaApecHow
rpynne.

- add — pgob6asnseT noptbl/06beANHEHHbIE NOPTLI B CMMCOK MOP-
TOB, 1A KOTOPbIX 3anpeLleHa nepegaya BCEX rPynmnoBbiX NAKETOB;
- remove — ybupaeT rpynny noprtos/o6beAVHEHHbIX NOPTOB U3
3anpeLatoLLero npasuia.

MNepeuncneHne nHTepdecoB OCyLLLECTBAACTCA YEPE3 «—» U «,».

BoccraHaBnnBaeT 3HaYeHMe NO YMONYAHMUIO.

bridge multicast ip-address
ip_multicast_address {add |
remove} {gigabitethernet
gi_port | tengigabitethernet
te_port | fortygigabitethernet
fo_port | port-channel group}

no bridge multicast ip-address
ip_multicast_address

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..16)

Peructpupyert IP-agpec B Tabivue rpynnosoi agpecaumnm m cTatu-
yecku gobasnset/yaanaer uutepdeics! U3 rpynol.

- ip_multicast_address — rpynnosoii IP-agpec;

- add — gobaBnseT nopTbl K rpynne;

- remove — yganaeT nopTbl U3 rpynnbl;

MNepeuncneHne HTepdecoB OCYLLLECTBAACTCA YEPES «—» U «,».

Ypanset rpynnosow IP-agpec u3 Tabanupl.

bridge multicast forbidden
ip-address
ip_multicast_address {add |
remove} {gigabitethernet
gi_port | tengigabitethernet
te_port | fortygigabitethernet
fo_port | port-channel group}

no bridge multicast forbidden
ip-address
ip_multicast_address

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..16)

3anpewaeT NopTy AMHaAMUYECcKn A06aBNATLCA K MHOroagpecHomn

rpynne.

- ip_multicast_address — rpynnosow IP-agpec;

- add — gob6asneHne NopTa/NOPTOB K CMINCKY 3anpeLieHHbIX;

- remove — yfaneHune nopTa/nopTos M3 CAMCKa 3anpeLLeHHbIX.

MepeuncneHne NHTephENCoB OCYLLECTBAAECTCA YEPES «—» U «,»
V Mpexpe yem onpepenutb 3anpeLeHHble NOopThbl, rpyn-

Nbl MHOTOaJpPecHOW PacCbIKU AONMXKHbI 6biTb 3ape-
rMCTPUPOBAHDI.

BoccTaHaBnvBaeT 3HavyeHMe No YMOIYAHMUIO.

bridge multicast source
ip_address group
ip_multicast_address {add |
remove} {gigabitethernet
gi_port | tengigabitethernet
te_port | fortygigabitethernet
fo_port | port-channel group}

no bridge multicast source
ip_address group
ip_multicast_address

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..16)

YcTaHaB/IMBaeT COOTBETCTBME Mexay |IP-agpecom nonb3oBatens u
rpynnosbiM aZpecom B Tabauue rpynnoBoi agpecaumu, U cTatu-
yecku pgobasnset/yaanser nHtepdeincol U3 rpynmbl.

- ip_address —ucxogHbl IP-agpec;

- ip_multicast_address — rpynnosow IP-agpec;

- add — 06aBuTb NOPTLI B rpynny ncxogHoro IP-agpeca;

- remove — y4anunTb NopTbl U3 Fpynnbl ucxogHoro IP-agpeca.

BoccTaHaBnmBaeT 3HaveHue no YMONYaHUIO.

bridge multicast forbidden
source ip_address group
ip_multicast_address {add |
remove} {gigabitethernet
gi_port | tengigabitethernet
te_port | fortygigabitethernet
fo_port | port-channel group}

no bridge multicast forbidden
source ip_address group
ip_multicast_address

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..16)

YcTaHaBAMBaeT 3anpeT Ha pobasneHune/yaaneHue COOTBETCTBUA
mexay IP-agpecom nonb3oBaTens M rpynnosbiM aapecom B Tab-
/1ue rpynnoBoi agpecauun Ana onpeaeneHHoro nopra.

- ip_address —ucxogHbl IP-agpec;

- ip_multicast_address — rpynnosow IP-agpec;

- add — 3anpet Ha fob6aBneHuWe nMopTa B rpynny ucxogHoro IP-
agpeca;

- remove — 3anpeT Ha y4aneHue nopTa M3 rpynnbl ucxogHoro IP-
afpeca.

BoccTaHaBnvBaeT 3HavYeHMe NO YMOJTHAHUIO.
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bridge multicast ipvé mode
{mac-group | ip-group |
ip-src-group}

no bridge multicast ipv6 mode

-/mac-group

3afaeT pexum rpynnoBoi nepepadun aaHHbix ansa IPv6-nakeTtos
MHOr0aZpecHOM PacChIIKMU.

- mac-group — MHOroagpecHaa nepegaya, ocHoBaHHasa Ha VLAN un
MAC-agpecax;

- ip-group — MHoroagpecHas nepegaya C TUNOM QuUAbTPaUUK,
0OCHOBaHHbIM Ha VLAN u agpece npMemMHuKa B popmare IPv6;

- ip-src-group — MHoroazpecHaa nepegaya ¢ TMNOM GuUAbTPaUUm,
0OCHOBaHHbIM Ha VLAN u agpece oTnpasuTens B popmare |Pv6.

YcTaHaBAMBaET 3Ha4YeHWe No YMONYaHUIO.

bridge multicast ipv6
ip-address
ipv6_multicast_address {add |
remove} {gigabitethernet
gi_port | tengigabitethernet
te_port | fortygigabitethernet
fo_port | port-channel group}

no bridge multicast ipv6
ip-address
ibv6_multicast_address

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..16)

Pernctpupyert rpynnosoi IPv6-agpec B Tabnuue rpynnosoi agpe-
caumu, u ctatndeckn gobasnaet/yaanset nHtepdeincol M3 rpynnol.
- ipv6_multicast_address — rpynnoeoit IP-agpec;

- add — gob6asnseT nopTbl K rpynne;

- remove — yaanseT nopTbl U3 rpynnbl;

MepeuncneHve nHTepdENcoB OCYLLECTBAAETCS YEPES K—N» U &, ».

Ypansaet rpynnosoi IP-agpec 13 Tabanupl.

bridge multicast ipv6
forbidden ip-address
ipv6_multicast_address {add |
remove} {gigabitethernet
gi_port | tengigabitethernet
te_port | fortygigabitethernet
fo_port | port-channel group}

no bridge multicast ipvé
forbidden ip-address
ibv6_multicast_address

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..16)

3anpeLLaeT NOAK/YEHWE HACTPaMBaemMoro nopTa/nopTos K rpyn-
nosomy IPv6-agpecy.

- ipv6_multicast_address — rpynnosoit IP-agpec;

- add — go6asneHne nopTa/MOPTOB B CNMCOK 3aMpPeLLEHHbIX;

- remove — yaasnieHne nopta/nopTos U3 CNMCKA 3anpeLLeHHbIX.
MepeuncneHne nHTepPHENCoB OCYLLECTBAACTCA YEpes «—» U «,»

BoccTaHaBnvBaeT 3HauYeHMe No YMOHaHMUIO.

bridge multicast ipv6 source
ibv6_address group
ipv6_multicast_address {add |
remove} {gigabitethernet
gi_port | tengigabitethernet
te_port | fortygigabitethernet
fo_port | port-channel group}

no bridge multicast ipv6
source ipv6_address group
ibv6_multicast_address

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..16)

YcTaHaBAuBaeT cooTeeTcTBMe mexKay IPvb-aapecom nonb3oBatens
M rpynnoebiM agpecom B Tabauue rpynnosoi agpecauuu, u cTa-
Tuyecku gobasnset/yaanset uHtepdeicol U3 rpynnol.

- ipv6_address —vicxogHbin IP-agpec;

- ipv6_multicast_address — rpynnosoit IP-agpec;

- add — go6asuTb NOPTHI B rpynny ncxogHoro IP-agpeca;

- remove — y4anunTb NopTbl U3 rpynnbl MCXogHoro IP-agpeca.

BoccTaHaBnmBaeT 3HaYeHue no YMOANYaHUIO.

bridge multicast ipv6
forbidden source ipv6_address
group ipv6_multicast_address
{add | remove}
{gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group}

no bridge multicast ipv6
forbidden source ipv6_address
group ipv6_multicast_address

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..16)

YcraHaBAuBaeT 3anpeTt Ha gobasneHune/yaaneHne COOTBETCTBUA
mexay IPv6-agpecom nonb3oBaTens M rpynnoBbiM aApecom B
Tabauue rpynnoBoi agpecauun 4na onpegeneHHoro nopra.

- ipv6_address — vcxogHbin IPv6-aapec;

- ipv6_multicast_address — rpynnosoti IPv6-agpec;

- add — 3anpet Ha gobaeneHne nopTa B rpynmny McxogHoro IPve-
aapeca;

- remove — 3anperT Ha yAaseHne nopTa 13 rpynnbl UCXo4Horo IPv6-
agpeca.

BoccTaHaBnvBaeT 3HaueHMe No YMOTYAHWIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (QuanaszoHa uHmepgelicos) Ethernet, uHmep-

gelica epynnsl nopmos

Bua 3anpoca KOMaHAHOM CTPOKU B pexume KoHourypauum uHtepdelica Ethernet, nHtepdeiica

rpynnbl NOPTOB:

console# configure
console (config)# interface {fortygigabitethernet fo port |

tengigabitethernet te port
range {..}}

group |

console (config-if) #

| gigabitethernet gi port

| port-channel
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Tabnnuya 141 — KomaHabl pexkuma KoHourypaumm nHtepdelica Ethernet, rpynnsl nHTepdelicos

KomaHoa

3Ha4yeHue/3HayeHue
o ymon4aHuro

OnucaHue

bridge multicast unregistered
{forwarding | filtering}

no bridge multicast
unregistered

-/forwarding

YcTaHaBAMBaeT NpaBu/IO Nepesfayn NakeToB C He3aperncTpupo-
BaHHbIX rPyNnoBbIX a4pecosB.

- forwarding — nepegasaTb He3aperncTpupoBaHHble MHOroas-
pecHble NakeTbl;

- filtering — punbTPOBaTL HE3apPErUCTPMPOBAHHbBIE MHOTOA4PEC-
Hble MaKeTbl.

YcTaHaBAMBaeT 3HaYeHne No YMOAYaHUIO.

KomaHObI pexcuma 2106aabHOU KOHU2ypayuu

Bug 3anpoca KOMaHAHOM CTPOKU pPeXKMmMa rnobanbHoOM KOHGUIypauum:

console (config) #

Tabanua 142 — KomaHab! perknma rnobanbHoM KoHGUrypaumm

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuro

OnucaHue

bridge multicast filtering

no bridge multicast filtering

-/OTKAIOUEHO

BkAtoYaeT GUAbTPALMIO FPYNNOBbIX a4PECoB.

OTKAtoYaeT UAbTPaLMIO TPYNMNOBbIX aA4PECOB.

mac address-table aging-time
seconds

no mac address-table
aging-time

seconds: (10..630)/300
CeKyHA,

3agaeT Bpems xpaHeHna MAC-aapeca B Tabsvue rinobanbHo.

YcTaHaBAuBaeT 3HaYeHue no YMONYaHUIO.

mac address-table learning
vlan vian_id

no mac address-table learning
vlan vian_id

vlan_id: (1..4094,
all)/Mo ymonyaHuio
BKJ/IIOYEHO

Bkatountb nsyyeHne MAC-agpecos B gaHHom VLAN.

OTKNOUNTb M3yveHne MAC-agpecos B gaHHOM VLAN.

mac address-table static
mac_address vlan vian_id
interface {gigabitethernet
gi_port | tengigabitethernet
te_port | fortygigabitethernet
fo_port | port-channel group}
[permanent |

delete-on-reset |
delete-on-timeout | secure]

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

[obasnaeT ucxopHolt MAC-agpec B Tabavuy rpynnosoi aj-
pecaumu.

- mac_address — MAC-aapec;

-vlan_id — Homep VLAN;

- permanent — gaHHbli MAC-agpec MOXHO yAanuTb TONbKO C
nomoLLblo KomaHabl no bridge address;

- delete-on-reset — naHHbLIM agpec yganutca nocne nepesa-
rPY3KMU YCTPOMCTBA;

- delete-on-timeout — gaHHbIV agpec yaanuTca no Taim-ayTy;

no bridge multicast
reserved-address
mac_multicast_address
[ethernet-v2 ethtype | lic sap |
lic-snap pid]

group: (1..16) .
- secure — [aHHbIM agpec yAannTCa TOMIbKO C MOMOLLbIO KO-
MaHapbl no bridge address nan nocne BosspalLeHuna nopta B
pexum obyyeHus (no port security).
no mac address-table static Ypanaer MAC-agpec 13 Tabaunubl rpynnoBoi agpecauuu.
[mac_address] vlan vian_id
bridge multicast OnpegaenseT gencTene A1A NaKeToB MHOrOaAPECcHO pacchbin-
reserved-address KM C 3ape3epBMpoBaHHOro agpeca.
mac_multicast_address - mac_multicast_address — rpynnosoii MAC-agpec;
{ethernet-v2 ethtype | licsap | - ethtype — Tun naketa Ethernet v2;
lic-snap pid ] {discard | bridge} ethtype: - sap —Tvn nakeTa LLC;

(0x0600..0xFFFF);
sap: (0..0xFFFF);
pid: (0..OXFFFFFFFFFF)

- pid — T1in naketa LLC-Snap;
- discard — cbpoc naketos;
- bridge — nakeTbl nepegatoTca B pexkmme bridge.

YcTaHaBAMBaeT 3HaYeHne o YMONYaHUIO.

mac address-table
lookup-length length

length: (1..8)/3

3apaet pasmep o6aactu MAC-agpecoB B anropuTme Xelmnpo-
BaHMA. M3MeHeHMa BCTymaloT B AeWCTBME Mociae pecTapta
KOMMyTaTopa.
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no mac address-table
lookup-length

YcTaHaB/MBaeT 3HauyeHue Mo YMOAYaHUIO. M3meHeHua BCTy-
natoT B feicTBME Noc/e pecTapTa KOMMYTaTopa.

KomaHObi pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKM pexknma Privileged EXEC:

console#

Tabnunua 143 — KomaHabl perkuma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
no ymon4aHuro

OnucaHue

clear mac address-table
{dynamic | secure} [interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group}]

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..16)

Ypanser craTMyeckue/gMHamuyeckue 3anucu U3 Tabauubl
rpynnoBown agpecaunu.

- dynamic — yganeHne AMHaMUYECKUX 3anuncen;

- secure — yaaneHne cTaTM4eckux 3anucen.

KomaHOwbi pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKKM perknuma EXEC:

console>

Tabnunuya 144 — KomaHab! perkmma EXEC

KomaHda

3HayeHue/3HayeHue
no ymon4yaHuro

OnucaHue

show mac address-table
[dynamic | static | secure]
[vlan vian_id] [interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group}] [address
mac_address]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..16);
vlan_id: (1..4094)

MNokasbieaeT Tabanuy MAC-agpecos A/1a yKa3zaHHOro uHTepdelica
nnbo Bcex uHTepdercos.

- dynamic — npocmoTp TONbKO AMHAMMUYECKUX 3anncei;

- static — NPOCMOTP TONBbKO CTAaTUYECKUX 3anncei;

- secure — NPOCMOTP TO/IbKO He3onacHbIx 3anuncei;

- vlan_id — vaeHTMPMKaumoHHbIN Homep VLAN;

- mac-address — MAC-aapec.

show mac address-table count
[vlan vian_id] [interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..16);
vlan_id: (1..4094)

Moka3bIiBaeT KoMyecTBo 3anuceit B Tabavue MAC-agpecos gns
yKa3aHHoro uHtepdeiica nmbo gna Bcex UHTEPHENCcoB.
- vlan_id — naeHTMPMKaumoHHbIN Homep VLAN.

show bridge multicast
address-table [vlan vian_id]
[address
{mac_multicast_address |
ipv4_multicast_address |
ibv6_multicast_address}]
[format {ip | mac}] [source
{ipv4_source_address |
ibv6_source_address}]

vlan_id: (1..4094)

Moka3sbiBaeT Tabauuy rpynnosbiX agpecos ANA yKasaHHOro WH-
Tepdeiica ambo scex mHTepdeicos VLAN (KomaHaa AocCTynHa
TONIbKO ANA NPUBUIETMPOBAHHOIO NOb30BaTeNs).

- vlan_id — naeHTMPMKauMoHHbIN Homep VLAN;

- mac_multicast_address — rpynnosoii MAC-agpec;

- ipv4_multicast_address — rpynnosoii IPv4-agpec;

- ipv6_multicast_address — rpynnosoi IPv6-aapec;

- ip — npocmoTp no IP-agpecam;

- mac — npocmotp no MAC-agpecam;

- ipv4_source_address — |Pv4-aapec UCTOYHUKa;

- ipv6_source_address — IPv6-afpec UCTOYHMKA.
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show bridge multicast
address-table static [vlan
vlan_id] [address
{mac_multicast_address |
ipv4_multicast_address |
ipv6_multicast_address]
[source ipv4_source_address |
ipv6_source_address] [all |
mac | ip]

vlan_id: (1..4094)

MoKasbiBaeT Tabauuy CTaTUYECKUX TPYMNMOBbIX aAPECOB ANA YKa-
3aHHOro uHTepdelica Mbo Bcex nHTepdelicos VLAN.
-vlan_id — naeHTUOUKaUMOHHbIM Homep VLAN;

- mac_multicast_address — rpynnosoint MAC-aapec;

- ipv4_multicast_address — rpynnosoi IPv4-aapec;

- ipv6_multicast_address — rpynnosoi IPv6-aapec;

- ipv4_source_address — IPv4-anpec UCTOYHWUKA;

- ipv6_source_address — IPv6-afpec UCTOYHUKA;

- ip — npocmoTp no IP-agpecam;

- mac — npocmotp no MAC-agpecam;

- all — npocmoTp nosiHoW Tabaunupl.

show bridge multicast filtering

vlan_id vlan_id: (1..4094)

MokasbiBaeT KoHOUrypauuio GpuabTpa rpynnosbIX agpecoB ANA
yKasaHHoro VLAN.
- vlan_id — naeHTUOUKaLUNOHHbIA Homep VLAN.

show bridge multicast
unregistered [gigabitethernet
gi_port | tengigabitethernet
te_port | fortygigabitethernet
fo_port | port-channel group]

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..16)

MoKasbiBaeT KoOHOUrypaumio ¢unbTpa ANS He3aperncTpupoBaH-
HbIX FPYNMNOBbIX aLPECOB.

show bridge multicast mode

[vlan vian_id] vlan_id: (1..4094)

MoKa3blBaeT pexnum rpynnosBoi agpecaumn gas yKasaHHOrO MH-
Tepdelica nnmbo Bcex nHTepdeiicos VLAN.
-vlan_id — naeHTUOUKaUMOHHBIA Homep VLAN.

show bridge multicast
reserved-addresses

OTobpaskaeT npaBuna, yCTaHOB/IEHHbIE A1 FPYNMOBbIX 3ape3ep-
BMPOBaHHbIX a4pecos.

[pumepbl 8b1M0MAHEHUS KOMAHO

= BKAouUUTb GUALTPALMIO TPYNMOBLIX aAPECcOB KOMMYTAaTOPOM. 3afaTb Bpemsa XpaHeHus MAC-
agpeca 450 cekyHA, paspewnTb nepeaady HesapermcTpupoBaHHbIX MHOFOAAPECHbIX NaKeToB Ha

11 nopTty KOommyTaTopa.

console # configure
console (config)
console (config)
console (config)
console (config-if)

# mac address-table aging-time 450

# bridge multicast filtering

# interface tengigabitethernet 1/0/11

# bridge multicast unregistered forwarding

console# show bridge multicast address-table format ip

Vlan IP/MAC Address Ports
1 224-239.13012.2.3 te0/8
19 224-239.130(2.2.8 te0/8

Vlan IP/MAC Address type Ports

1 224-239.13012.2.3 dynamic te0/1, te0/2
19 224-239.130(2.2.8 static te0/1-8

19 224-239.13012.2.8 dynamic te0/9-11

Forbidden ports for multicast addresses:

5.19.3 MLD snooping — npomoKos1 KOHMPOoAA MHO20a0pecHo20 mpaguKa e IPv6

MLD snooping — MexaHW3M MHOroafpecHoi pacCblIKM  COOBLEHWNIA,  MO3BO/AOLMIA
MUHMMM3MPOBATb MHOrOaAPECHbIN Tpaduk B IPv6-ceTax.
KomaHOb! pexcuma 2106aa6HOU KOHU2ypayuu
Bua, 3anpoca KOMaHAHOMN CTPOKMN peskMMa r1o6abHOM KOHUIypaumm:
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console (config) #

Tabnunuya 145 — KomaHabl rnobanbHOro pexuma KoHpurypaumm

KomaHda

3HayeHue/3Ha4yeHue
no ymon4aHuwo

Aelicmeue

ipvé mid snooping [vlan
vlan_id]

no ipv6 mid snooping [vlan
vian_id]

vlan_id: (1..4094)
-/BbIKNOYEHO

Bkntoyaet MLD snooping.

OTtkntovaet MLD snooping.

ipvé mld snooping vlan vian_id
static ipv6_multicast_address
[interface {gigabitethernet
gi_port | tengigabitethernet
te_port | fortygigabitethernet
fo_port | port-channel group}]

no ipvé mld snooping vlan
vlan_id static
ibv6_multicast_address
[interface {gigabitethernet
gi_port | tengigabitethernet
te_port | fortygigabitethernet
fo_port | port-channel group}]

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

group: (1..16)

Pernctpupyert rpynnosoit IPv6-agpec B Tabnumue rpynnosoi agpe-
caumu u ctatmdeckn gobasnset/yaanset uHtepdeicbl U3 rpynnbl
ana Terkywen VLAN.

- ipv6_multicast_address — rpynnosoii IPv6-aapec;

MNepeuncneHne nHTepdelicoB OCYLLECTBAAETCA YEPES «—» U K, M.

Ypanset rpynnosou IP-agpec 13 Tabanupl.

ipv6 mid snooping vlan vian_id
forbidden mrouter interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group}

no ipvé mid snooping vlan
vlan_id forbidden mrouter
interface {gigabitethernet
gi_port | tengigabitethernet
te_port | fortygigabitethernet
fo_port | port-channel group}

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

group: (1..16)

[ob6asnaeT npaBmno, 3anpeLLatollee NOpTam U3 CNUCKa pernctpu-
poBaTtbcA Kak MLD-mrouter.

Ypanaet npaBuo, 3anpellatoliee nopTam M3 CnMcKa permcTpupo-
BaTbCA Kak MLD-mrouter.

ipvé mld snooping vlan vian_id
mrouter learn pim-dvmrp

no ipv6 mid snooping vlan
vlan_id mrouter learn
pim-dvmrp

vlan_id: (1..4094);
-/BKOYEHO

M3yyaTb nopTbl, NOAKNOYEHHble K mrouter'y no MLD-query-
nakeTam.

He u3yyaTb nopTbl, NogKatoYeHHble K mrouter'y no MLD-query-
nakeTam.

ipvé mld snooping vlan vian_id
mrouter interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group}

no ipv6 mid snooping vlan
vlan_id mrouter interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group}

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

group: (1..16)

[ob6asnseT cnMcok mrouter-nopTos.

Ypanaet mrouter-nopTbl.

ipvé mid snooping vlan vian_id
immediate-leave

no ipv6 mid snooping vlan
vlan_id immediate-leave

vlan_id: (1..4094)
-/BbIKNIOYEHO

Bkntountb npouecc MLD Snooping Immediate-Leave Ha TekyLuen
VLAN.

OTkAtounTh Npouecc MLD Snooping Immediate-Leave Ha TekyLien
VLAN.

ipvé mld snooping querier

no ipvé mld snooping querier

-/BbIKOYEHO

BkatouaeT noaAepiKKy Bbifaum 3anpocos igmp-query.

OTKNIOYaeT NOALEPHKKY BblAAUYM 3anpocos igmp-query.
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KomaHObI pexcuma KoHguaypauuu uHmepgpelica (QuanaszoHa uHmepgelicos) Ethernet, uHmep-

gelica epynnsl nopmos, uHmepagelica VLAN

Bua 3anpoca KOMaHAHOM CTPOKM B pexume KoHourypaumm mHtepdeiica Ethernet, uHtepdelica
rpynnbl nopToB U nHTepdeica VLAN:

console (config-if) #

Tabnnua 146 — KomaHabl pexuma KoHdurypaumm nHtepdeica (ananasoHa untepoeiicos) Ethernet, nn-
Tepdeica rpynnsl NopTos, MHTepdeica VLAN

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aelicmeue

ipvé6 mid

interval

last-member-query-interval

no ipvé mid

last-member-query-interval

interval:
(100..25500)/1000
MWANINCEKYHA,

3afaeT MaKCMManbHYO 3aepXKy OTBeTa MOoC/eAHero useHa
rpynnbl, KOTOPas MCMOAb3YEeTCA AR BbIYMCAEHMA KOAa MaKCu-
ManbHOW 3agepKkn oteeta (Max Response Code)

BoccTaHaBnvBaeT 3HaYeHMe No YMONYaHUo

ipvé mid query-interval value

no ipvé mld query-interval

value: (30..18000)/125
CEKYHA,

3agaeT MHTepPBan PacCbl/IKM OCHOBHbIX MLD-3anpocos.

BoccTaHaBnvBaeT 3HaYeHue no YMONYaHUIO.

ipvé6 mid
query-max-response-time
value

value: (5..20)/10

3aaeT MaKCMManbHyo 3aepyKKy OTBeTa, KOTopas UCMOAb3yeT-
CA 4019 BbIYMUCAEHUI KOA4A MAKCMMabHOW 3a4epKKN oTBeTa

no ipv6 mld robustness

- CeKyHA,
no ipvé mid BoccTaHaBnMBaeT 3Ha4YeHWe No YMOYaHWIo
query-max-response-time
ipvé mid robustness value YcTaHaBAMBaeT 3HauyeHne KoadoduumeHTa OTKa30yCTOMUYMBOCTH.
Ecnu Ha KaHane HabntogaeTca noTeps AaHHbIX, KoadpdULMeHT
value: (1..7)/2

OTKa30yCTOﬁHMBOCTM AO/IXKeH 6bITb yBeNUYEH.

BoccTtaHaBanBaeT 3HaYeHMe nNo YMONYaHUIO

ipvé mld version version

no ipvé mld version

version: (1..2)/2

YcTaHaBAMBaEeT BepCUio NPOTOKONA, AEWCTBYIOWYIO Ha AAaHHOM
nHTepoelice.

BoccTaHaBnuBaeT 3HayeHue no ymMmon4yaHuto

KomaHObI pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabnunua 147 — KomaHabl pexkuma EXEC

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show ipv6 mid snooping

groups [vlan vian_id] [address

ipv6_multicast_address]
[source ipv6 _address]

vlan_id: (1..4094)

OTobparkaeT MHPOPMALMIO O 3apermcTpUpOBaHHbIX rpynnax B
COOTBETCTBUM C 3a4aHHbIMM B KOMaHAe napameTpamu ouabTpa-
[T17R

- ipv6_multicast_address — rpynnosoi agpec IPv6;

- ipv6_address — IPv6-agpec UCTOYHMKA.

show ipv6 mld snooping
interface vian_id

vlan_id: (1..4094)

OtobparkaetT nHpopmaumio o KoHdurypauum MLD-snooping ans
naHHou VLAN.

show ipv6 mid snooping
mrouter [interface vian_id]

vlan_id: (1..4094)

OTo6pakaeT nHdopmaLmio 0 mrouter-noprax.

5.19.4 ®yHkyuu oepaHuveHusa multicast-mpaguka

®YHKUMWM orpaHnyeHns multicast-Tpaduka ncnonbayrotTcs gna yaobHON HACTPOMKM OrpaHM4YeHus
NPOCMOTPA ONpeAeneHHbIX FPyNn MHOr0aApecHOM PacCbUIKK.
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KomaHObI pexcuma 2106as1bHoU KoOHgu2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM pekmuma rnobanbHOM KOHPUrypaLmm:

console (config) #

Tabnunuya 148 — KomaHabl perkmnma rnobanbHoM KoOHGUrypaumum

3HayeHue/3Ha4yeHue
no ymon4aHuo

KomaHda

Aelicmeue

multicast snooping profile
profile_name

MNepexog, B pexxnum KoHdurypauumn multicast-npodpuns.

profile_name : (1..32)

no multicast snooping profile
CMMBOJI0B

profile_name

YAanuTb yKasaHHbI multicast-npodunsb.
Multicast-npodunb moxket 6biTb yaaneH TonbKo nocne

L TOro, Kak GVAET 0TBA3aH OT BCEX NOPTOB KOMMYTATOpa.

KomaHObI pexcuma KoHgpu2ypayuu multicast-npogung

Bua 3anpoca KOMaHAHOM CTPOKM pexkmMma KoHdurypauumn multicast-npopuna:

console (config-mc-profile) #

Tabnunua 149 — KomaHabl perknma KoHourypaumm multicast-npoduns

3Ha4yeHue/3HayeHue
no yMmon4aHuo

KomaHda

Aeiicmeue

match ip low_ip [high_ip] low_ip: BannaHbIN

multicast-agpec;

3apaeT cooTtBeTcTBME NPOdUNA yKasaHHOMY AumanasoHy IPv4
multicast-agpecos.

high_ip: BanuaHbI
multicast-agpec

no match ip low_ip [high_ip]

Ypanaetr cootsetctBMe Npoduna ykasaHHOMY AuanasoHy IPv4
multicast-agpecos.

match ipvé low_ipv6 low_ipv6: BanngHoil

3agaeT cooTBeTcTBME NpodUNA yKasaHHOMY AuanasoHy IPve

[high_ipvé] IPv6 multicast-agpec; | multicast-agpecos.
no match ipv6 low_ipv6 high_ipvé: BannaHbIn Ypanaer cootsetctBMe Npoduaa ykasaHHOMY AuanasoHy IPve
[high_ipv6] IPv6 multicast-aagpec multicast-agpecos.
permit B cnyyae HecooTBeTCTBMA OLHOMY M3 33a[aHHbIX AMANa3oHOB,
. IGMP-report 6yayT nponycKaTbes.
- -/no permit
no permit B cnyyae HecooTBeTCTBMA OAHOMY M3 33a[aHHbIX AMAMA30HOB,

IGMP-report 6yayT oTbpacbiBaTbea.

KomaHObI pexcuma KoHgpu2ypayuu uHmepaelica (QuanasoHa uHmepgelicos) Ethernet

Buza 3anpoca KOMaHAHOW CTPOKM pexnma KoHoUrypaumm nHtepdeica:

console (config-if) #

Tabnunuya 150 — KomaHab! perknma KoHourypaumm m

HTepdelica (ananasoHa uHTepdericos) Ethernet

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

KomaHda

Aelicmeue

multicast snooping
authorization forwarding-first

Bk/itoyaeT npesBapuTenbHyto pernctpauuto Multicast-rpynnsl Ha
nopty. B cnyyae ycnewHow aBTopu3aumm NoAnNUCKa OCTaeTcs, B

-/OTKAOYEHO cnyYae HeypauHoU — yaansaercs.

no multicast snooping YcTaHaB/MBaeT 3HaYEHWE N0 YMOYAHUIO.

authorization forwarding-first

multicast snooping 3afaert nocnefoBaTeNbHOCTb aBTOPM3aLUM

authorization radius [required] - required — B c/iyyae HepocTynHocTn Bcex RADIUS-cepsepos
-/OTKAIO4EHO IGMP-report-bl oT6pacbiBatoTCA.

no multicast snooping
authorization radius

YcTaHaBAMBaeT 3Ha4YeHue no YMOYaHUIO.
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multicast snooping
max-groups number

OrpaHu14MBaeT KONMYECTBO OAHOBPEMEHHO MPOCMATPUBAEMBIX
multicast-rpynn gna nHtepdeiica.

- - number (1..1000)/-
no multicast snooping

max-groups

CHMMaeT orpaHMyYeHWe Ha KONMYEeCTBO OAHOBPEMEHHO Mpo-
cmaTpuBaeMblx rpynn ana nHtepdeiica.

multicast snooping add

profille_name profile name: (1..32)

MpuBA3bIBaeT YKa3aHHbIN multicast-npodunb K uHTepdelicy.

multicast snooping remove CMMBONOB

{profille_name | all}

YpanaeT cootsetctBMe multicast-npopuna (Bcex multicast-
npoduneit) nHtepodeicy.

KomaHOb! pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnnuya 151 — KomaHzabl pexkmma EXEC

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHoa

Aelicmeue

show multicast snooping
groups count

OTobparkaeT nHbopmaumio 4NA BCEX MOPTOB O TEKYLLEM KOAU-
YyecTBe 3aperucTpMpoBaHHbIX TPYMM, a TaKKe MaKCUMasibHoe
BO3MOKHOE KOJIMYecTBO.

profile name: (1..32)
CMMBO/10B

show multicast snooping
profile [profille_name]

OTobparkaeT MHPopmaUnNo O CKOHPUrypmpoBaHHbIX multicast-
npodunsax.

5.19.5 ®yHKyua mHozoadpecHoli mapwpymu3sayuu IGMP Proxy

®PyHKLMA MHOroagpecHon MmapLipyTU3aLmm

IGMP Proxy npepHasHayeHa Ana peanusauuu

YNPOLLEHHOM MapLIpYTU3aLMM MHOTOAZPECHbIX AAHHbIX MEXAY CeTAMMW, ynpaBAfseMOW Ha OCHOBAHWMU
npotokona IGMP. C nomouwpbto IGMP Proxy ycTpoicTBa, He Haxogslwmeca B O4HOW CETU C CepBEPOM
MHOTr0a4pecHOM PacCblIKW, UMEIT BO3MOXKHOCTb MOAKAOYATLCA K MHOTOaApeCHbIM rpymnmnam.

MapLwpyTmsauma OocylecTBAsSeTCS MexKay WHTepdelicom BblwecTtoAawen cetn (uplink) w
nHTepdelricammn HuKectoawmx cetert (downlink). Mpu atom Ha uplink-uHTEepdelice KommyTaTop BeaeT
cebs Kak 0b6blYHbIM Nonyd4aTenb MHoroagpecHoro TpaduKka (multicast client) u dpopmupyet cobcTBEHHbIE
coobuweHna npotokona IGMP. Ha mHTepdeiicax downlink kKommyTaTtop BbICTynaeT B KayecTse cepsepa
MHOTrOoagpecHOM paccbinkn U 0bpabaTbiBaeT coobuweHna npoTokoaa IGMP OT yCTpOIACTB, NOAKNOYEHHbIX K
3TMM MHTepdeicam.

Y
v

Konunuecteo nogaep:KmMBaemMblX rpynn MHOroagapecHoi paccbiiku npotokoaom IGMP Proxy
yKasaHo B Tabauue 9.

IGMP Proxy nogaep*usaet go 512 downlink-untepdeiicos.

OrpaHuyeHus peanusaumm ¢pyHkummn IGMP Proxy:

- IGMP Proxy He noaaepKMBaeTca Ha rpynnax arperauyum LAG;

- MOXKeT 6bITb onpeAesieH ToNbKO OA4UH MHTepdeiic BbILLEeCTOALLEN CeTH;

- Npu ucnonb3oBaHuu Bepcun V3 nporokona IGMP Ha uHTepdeiicax K HUMKecTosALeN ceTh,
obpabaTtbiBaloTca TONbKO 3anpocbl Tuna exclude (*,G) u include (*,G).

KomaHObI pexcuma 210banabHol KOHuU2ypayuu

BunAa 3anpoca KOMaHAHOM CTPOKM pexxnma rnobanbHoOM KoOHOUIypaumm:

console (config) #
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Tabnunuya 152 — KomaHab! perkmma rnobanbHoM KOHGUrypaumum

KomaHda

3Ha4yeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

ip multicast-routing
igmp-proxy

no ip multicast-routing
igmp-proxy

-/TNo ymon4aHuio
DYHKLMA BbIKAIOYEHA

PaspeluaeT paboTy mapLipyTU3aL MM MHOTrOaApecHbIX AaHHbIX Ha
CKOHOUIYpUpPOBaHHbIX UHTepdelicax.

3anpewaeT paboTy MapLpyTM3aLMM MHOFOAAPEecHbIX AAHHbIX
Ha CKOHOUIYPUPOBAHHbIX MHTEpdecax.

KomaHObI pexcuma KoHgu2ypauyuu uHmepaelicos Ethernet, VLAN, uHmepdgpelica 2pynnsl nopmos

Bua 3anpoca KOMaHOHOM CTPOKM B pexume KoHdurypaumm wuHTepdelicos Ethernet, VLAN,

nHTepdeica rpynnbl NOPTOB:

console (config-if) #

Tabnunua 153 — KomaHabl perknma KoHourypaumm nHtepdeincos Ethernet, VLAN, rpynnbl nopTos.

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

ip igmp-proxy {gigabitethernet
gi_port | tengigabitethernet
te_port | fortygigabitethernet
fo_port | port-channel group |
vlan vian_id}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..16);
vlan_id: (1..4094)

KoHourypupyembiit nHtepdeiic anaerca MHTEPHENCOM K HUKe-
cToAwen cetn. KomaHaa HasHavaeT cBsA3aHHbIM uplink-nHtepdeiic,
YYacTBYIOLMI B MapLUpYTU3aALUN.

KomaHObI pexcuma KoHgu2ypayuu uHmepagpetica VLAN

Bupa 3anpoca KOMaHAHOM CTPOKM perknuma KoHourypaumnm VLAN:

console (config-if) #

Tabnunua 154 — KomaHapl pexknma KoHourypaumm nHtepdeicos VLAN

KomaHda

3Ha4yeHue/3HayeHue
Mo yMmoA4YaHuo

Aelicmeue

ip igmp-proxy dscp dscp

no ip igmp-proxy dscp

dscp: (0..63)/0

YctaHaBauBaeT 3HayeHne DSCP B IP-3aronoBke A1 nakeTos npo-
Tokona IGMP, KoTopoe byZeT Mcno/ib3oBaTbCA KOMMYTATOPOM Ha
nHtepoerice VLAN

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

ip igmp-proxy cos cos

no ip igmp-proxy cos

cos: (0..7)/0

YcTtaHaBauBaeT 3HayeHue 802.1p B IP AnA naketoB MPOTOKOAA
IGMP, KoTopoe 6yaeT MCNOAb30BaATLCA KOMMYTAaTOPOM Ha MHTep-
deiice VLAN

YCTaHOBUTb 3HaYeHMe Mo YMOJIHaHUIO.

KomaHOb! pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKM perknuma EXEC:

console#

Tabnnuya 155 — KomaHab! perkmuma EXEC
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Komanda 3HavyeHue/3Ha4yeHue Neiicmeue
no ymoa4aHuro
show ip mroute KomaHgaa npefHasHayeHa Ans NPoCMoTpa CMCKOB MHOroaapec-
[ip_multicast_address HbIX rpynn. BoamorKeH BbIGOp rpynn no agpecy rpynnbl UAK No
[ip_address]] [summary] afpecy UCTOYHMKA MHOFOAAPeCHbIX AAHHbIX.
- - ip_multicast_address —IP-appec rpynnbi;

- ip_address — IP-agpec UCTOYHWMKA;

- summary — KpaTKoe coZeprkaHue KaxaoM 3anMcu B MHOroaa-

pecHoit Tabanue mapLupyTMsaumm.
show ip igmp-proxy interface vlan_id: (1..4094); NHbopmaums o ctaTyce IGMP-proxy npuMeHUTENbHO K MHTepdei-
[vlan vian_id | gigabitethernet gi_port: (1..8/0/1..48); | cam.
gi_port | tengigabitethernet te_port: (1..8/0/1..24);
te_port | fortygigabitethernet fo_port: (1..8/0/1..4);
fo_port | port-channel group] group: (1..16)

[pumepbl 8b1M0MAHEHUS KOMAHO

console#show ip igmp-proxy interface

* — the switch is the Querier on the interface

IP Forwarding is enabled

IP Multicast Routing is enabled

IGMP Proxy is enabled

Global Downstream interfaces protection is enabled
SSM Access List Name: -

Interface Type Interface Protection CoS DSCP
vlanb upstream - -
v1lan30 downstream default - -

5.20 MHoroagpecHaa maplwpyTtusauuma — npotokon PIM

PIM — npoToKkon MHOroagpecHoM Mmapwpytmsaumn ana |P-ceTeil, co3gaHHbIN AN pelleHus
npobiem rpynnosoi mapwpytusaumu. PIM 6asmpyeTtca Ha TPaAMUMOHHbBIX MAapLIPYTHLIX MPOTOKOAAX
(Hanpumep, Border Gateway Protocol), BmecTo Toro, 4tobbl co34aBaTb COOCTBEHHYO CETEBYHO TOMNO/IOTULO.
PIM wucnonb3yer unicast-tabnuuy maplupytvsauum gns nposepku RPF. 3Ta npoBepKa BbINO/HAETCS
MapLLpyTU3aTopamu, 4Tobbl yoeamTbes, YTo nepesadya MHOroaApecHoro TpaduKa BbIMOAHAETCA NO NyTK
6e3 netenb.

RP (rendezvous point) — Touyka paHAeBY, Ha KOTOpPOW OyayT PerncTpuMpoBaTbCA MCTOYHWMKM
MHOTroaApecHbIX NOTOKOB M CO3aBaTbh MapLLPYT OT UCTOYHMKA S (cebsa) ao rpynnbl G: (S,G).

BSR (bootsrtap router) — mexaHunsm cbopa nHbopmauum o RP KaHgmaaTax, GopMnpoBaHUM CNMCKa
RP pona KarKOoOW MHOroafpecHoOi rpynnbl M OTMpPaBKa CNWCKa B npeaenax gomeHa. KoHowurypauwma
MHOroaapecHon mapLupyTnsaumm Ha 6ase IPv4.

KomaHObI pexcuma 2a06anab6Hol KoOHpuU2ypayuu

BunAa 3anpoca KOMaHAHOM CTPOKM pexxmnma rnobanbHOM KoOHOUrypaumm:
console (config) #

Tabnunua 156 — KomaHabl rnobanbHOro pexnma KoHdurypaumm
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KomaHda

3HayeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

ip multicast-routing pim

no ip multicast-routing pim

-/TNo ymon4aHuio
dYHKUMA BbIKOYEHA

BKAOYMTb MHOroaApecHyo maplpytmsauunto, npotokon PIM Ha
BCEX MHTepdeicax.

OTKAIOYMUTb MHOFOAAPECHYO0 MapLIPYyTU3aLnio u npotokon PIM.

ipv6 multicast-routing pim

no ipv6é multicast-routing pim

-/To ymon4aHuio
DYHKLMA BbIKAIOYEHA

Bkntountb ana IPv6 MHOroagpecHyto mapLipyTusaumio, npoTo-
kon PIM Ha Bcex nHTepdeicax.

OTKAOYMNTL gnAa IPv6 MHOroagpecHyo MaplipyTmMsaumio U npo-
TOKOA PIM.

ip pim accept-register list

MpumeHeHne GUAbTPaLMU PErncTPaLMOHHbIX coobueHnin PIM.

acc_list acc_list: (0..32) - acc_list — cnncok MHoroagpecHbix NpedUKCoB, 3a4aBaeMblit €
cumBona nomoubto ctaHgaptHoro ACL.
no ip pim accept-register list OTKAloYeHWe JaHHOro napametpa.
ipv6 pim accept-register list MpumeHeHre GUABTPALMM PErUCTPALMOHHBIX coobleHmnit PIM
acc_list ) ona IPve.
acc_list: (0..32) . .
- acc_list — cnMcoK MHoroafpecHbix NpedrKcoB, 3a4aBaemblil C
cumBona

no ipv6 pim accept-register list

nomoubto ctaHgaptHoro ACL.

OTK/lOYEHME AaHHOrO NapameTpa.

ip pim bsr-candidate
ip_address [mask] [priority
priority_num]

no ip pim bsr-candidate

mask: (8..32)/30;
priority_num:
(0..192)/0

YKasaTb YCTPOMCTBO KaK KaHauaata B BSR (bootstrap router).
- ip_address — BanngHbii IP-agpec KommyTaTopa;

- mask — macKa noacetu;

- priority_num — npuopurerT.

OTKAKOYEHMEe faHHOro NapameTpa.

ipv6 pim bsr-candidate
ipv6_address [mask] [priority
priority_num]

mask: (8..128)/126;
priority_num:

YKasaTb yCTPOMCTBO KaK KaHauAaaTa B BSR (bootstrap router).
- ipv6_address — BanngHbiii IPv6-agpec KommyTaTopa;
- mask — macka noacety;

(0..192)/0 - priority_num — npuopwurerT.
no ipv6 pim bsr-candidate OTKNlOYEeHWEe AaHHOTO NapameTpa.
ip pim dm {range BKAtoOuMTb MapLpyTM3aumio 3alaHHOTO AMana3oHa MyabTUKacT-
multicast_subnet | default} HbIX rpynn B pexkume PIM-DM.
- multicast_subnet — mHOroagpecHan noaceTb;
- default — ykasatb ananasoH 8 224.0.1.0/24.
. V KomaHAy MOXKHO BBECTM HECKO/IbKO pas, 3aJaB He-
CKO/IbKO ANana3oHOoB.

no ip pim dm {range OTKNOYEeHWEe AaHHOro NapameTpa.
multicast_subnet | default}
ip pim rp-address CospaHue ctatuyeckoit Rendezvous Point (RP), aononHuTensHo
unicast_address MOKHO YKa3aTb MHOroaZpecHyto noaceTb aaa AaHHoM RP.
[multicast_subnet] - unicast_addr — IP-appec;

- - multicast_subnet — mHoOroagpecHas noaceTsb.
no ip pim rp-address YpaneHue crtatmdecko RP wnu ypaneHne RP ana ykasaHHol
unicast_address noaceTw.
[multicast_subnet]
ipv6 pim rp-address Co3paHune ctatuyeckoit Rendezvous Point (RP), aononHuTensHo
ibv6_unicast_address MOHO YKa3aTb MHOroaZpecHyto noaceTb aaa AaHHOM RP.
[ipv6_multicast_subnet] - ipv6_unicast_ addr — IPvé-agpec;

- - ipv6_multicast_ subnet — MHOroagpecHas noaceTb.
no ipv6 pim rp-address YpaneHuve ctatmyecko RP unu yaaneHue RP pgnsa ykasaHHoW
ipv6_unicast_address nogceTu.
[ipv6_multicast_subnet]
ip pim rp-candidate Co3paHune KaHguaata ans Rendezvous Point (RP)
unicast_address [group-list . - unicast_addr — IP-agpec;

. .. . acc_list: (0..32) . o

acc_list] [priority priority] AmEOna - acc_list — cnMcok MHoroazpecHbIx npeduKcos, 3aaaBaemblii C

[interval secs]

no ip pim rp-candidate
unicast_address

priority: (0..192)/192;
secs: (1..16383)/60
CeKyHA,

nomolupto ctaHaapTHoro ACL;
- priority — NPUOPUTETHOCTb KAaHAMAATA;
- secs — nepuoz OTNPaBKM COOBLWEHUN.

OTKAloYeHWe AaHHOrO NapameTpa.
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ipv6 pim rp-candidate
ipv6_unicast_address
[group-list acc_list] [priority
priority] [interval secs]

acc_list: (0..32)
cuMmBoO/Ia
priority: (0..192)/192;
secs: (1..16383)/60

Co3gaHue KaHguaata ana Rendezvous Point (RP)

- ipv6_unicast_addr —IPv6-appec;

- acc_list — cnucok MHoroagpecHbix npedUKcoB, 3a43aBaemblit ¢
nomoubto ctaHaaptHoro ACL;

- priority — NPUOPUTETHOCTb KaHAMAATA;

- secs — nepuog oTNpaBKM COOBLLEHMIA.

no ipv6 pim rp-embedded

- - - CeKyHp,

no ipv6 pim rp-candidate OTKNOYEHWE faHHOTO NapameTpa.
ipv6_unicast_address
ip pim ssm {range YKaszaTb MHOroagpecHy noaceTb
multicast_subnet | default} - range — yKa3aTb MHOroagpecHyto NoaceTs;

- multicast_subnet — MHOroagpecHas noaceThb;

. - default — ykasaTb anana3soH B 232.0.0.0/8.

no ip pim ssm [range OTKNOYEHWE faHHOTO NapameTpa.
multicast_subnet | default]
ipv6 pim ssm {range YKaszaTb MHOroagpecHyt noaceTb
ipv6_multicast_subnet | - range — yKa3aTb MHOrOa4pecHyH NoAceTb;
default} ) - ipv6_multicast_subnet — mHOroagpecHas noaceTs;

- default — ykasatb amnanason B FF3E::/32.
no ipv6 pim ssm [range OTKAtOYEHWE faHHOTO NapameTpa.
ipv6_multicast_subnet | -
default]
ipv6 pim rp-embedded BKAHOUMTb pacinmpeHHbIn GyHKumoHan rendezvous point (RP).

-/BKAOYEHO

OTK/IOUYUTD pacLIMpPeEHHbI yHKLuMoHan rendezvous point (RP).

KomaHObI pexcuma KoHgu2ypayuu uHmepaelica Ethernet

BuAa 3anpoca KOMaHAHOWN CTPOKM:

console (config-if) #

Tabnunua 157 — KomaHabl pexkuma KoHourypaumm nHtepdelica Ethernet

no ip (ipv6) pim dr-priority

3HayeHue/ 3HaueHue ”
KomaHoa / Aelicmeue
no ymMon4YaHuto

ip (ipv6) pim BkntoyeHue PIM Ha nHTtepdeiice.

- - -/BKAOYEHO -
no ip (ipvé6) pim BbikntoueHune PIM Ha uHTepodelice.
ip (ipv6) pim bsr-border MpekpaTuTb Nepesady BSR-coobuieHnl c uHTepdelica.

— -/OTKNIOYEHO
no ip pim bsr-border OTK/IloYeHMe AaHHOro napameTpa.
ip (ipv6) pim dr-priority priority YKasaHue npuopuTeTa ans sbibopa DR-poyTepa.

L - priority — npuoputer DR-poyTepa onpegenstowmii, KTo u3
priority:

(0..4294967294)/1

KomMmyTaTopos ctaHeT DR-poyTtepom. KommyTtaTop ¢ Haunbosb-
WM 3HavyeHnem ctaHeT DR-poyTepom.

Bo3BpallaeT 3HaueHMe No YMOIYaHUIO.

ip ip (ipv6) pim hello-interval
secs

no ip (ipv6) pim hello-interval

secs: (1..18000)/30 cek

YKasaHue nepuoga otnpasku hello-naketos.
- sec —nepuog otnpasku hello-nakeTos.

Bo3BpallaeT 3HaueHMe No YMOHYaHWIO.

ip (ipv6) pim
join-prune-interval interval

no ip (ipv6) pim
join-prune-interval

interval: (1..18000)/60
CeKyHA,

YKasaTb MHTepBas, B Te4EeHMEe KOTOPOro KOMMYTAaTop OTCbinaeTt
join unn prune-coobuweHus.
- interval — nepvog BpemeHW O0TNPaBKK join, prune coobLLeHUN.

BoaBpau.l,aeT 3Ha4YeHne No YMOYaHUIO.

ip (ipv6) pim neighbor-filter
acc_list

no ip (ipv6) pim neighbor-filter

acc_list: (0..32)
cMmBoOIa

dunbTpaums sxoaawmx PIM-coobLieHni.
- acc_list — cnMCcoK agpecos, Ha OCHOBE KOTOPbIX NPOM3BOAMTCA
dunbTpaums.

OTKAOYEHWE AAHHOMO NapameTpa.

KomaHOb! pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK pexxknma EXEC:

console#
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Tabnnuya 158 — KomaHab! perkmma EXEC

KomaHda

3Ha4yeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

show ip (ipv6) pim rp mapping
[RP_addr]

OTobparkaeT akTMBHble RP, cBA3aHHble C MapLpPyTHON MHOP-

mauuen.
- RP_addr — IP-apgpec.

show ip (ipv6) pim neighbor
[detail] [gigabitethernet
gi_port | tengigabitethernet
te_port | fortygigabitethernet
fo_port | port-channel group |
vlan vian_id]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..16);
vlan_id: (1..4094).

OTtobparkaeT nHpopmaumio o PIM-coceanx.

show ip (ipv6) pim interface
[gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group | vlan
vlan_id |state-on | state-off]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..16);
vlan_id: (1..4094)

OtobparkaeT nHdpopmaumio no PIM-uHtepdeicam:
- state-on — oTobparkaeT Bce MHTepdeicsl, rae BKAYeH PIM;

- state-off — oTo6parkaeT Bce nHTepdelichl, rae BoikatoueH PIM.

show ip (ipv6) pim group-map
[group_address]

OTobparkaeT Tabanuy NPUBA3KM MHOTOAAPECHbIX rpynm.
- group-address — agpec rpynnbl.

show ip (ipv6) pim counters

OTobparkaeT cogepknumoe PIM-cyeTumKoB.

show ip (ipv6) pim bsr election

OTobparkaeT MHdopmavumio o BSR.

show ip (ipv6) pim bsr rp-cache

OTobparkaeT MHGOPMaLMIO O U3yYEHHbIX KaHaMaaTax B RP.

show ip (ipv6) pim bsr
candidate-rp

OTobparkaeT cocTosiHMe KaHaMAaaTos B RP.

clear ip (ipv6) pim counters

O6HynseT PIM-cyeTymkm.

[pumep UCnoanb308aHUS KOMAHO

= Bas3oBas HacTpoWka PIM SM c ctatnyeckum RP (1.1.1.1). MpeaBapuTenbHO AOMKEH BbITb HAacTPO-
€H NPOTOKO MapLUpPYTMU3aLLUu.

console# configure
console (config)# ip multicast-routing
console (config)# ip pim rp-address 1.1.1.1

5.21 ®yHKuMM ynpaBneHus

5.21.1 MexaHu3m AAA

Ona obecneyeHns 6e30MaCHOCTU CUCTEMbI MCMOAb3yeTCcA MexaHusm AAA (ayTeHTUUKaLms,

aBTopM3aums, yder).

— Authentication (ayTeHTUdMKaumMA) — conocTaBieHMe 3anpoca CyLWecTByloLel y4ETHOMN 3a-
nucu B cucteme 6€30MacHoOCTM.

— Authorization (aBTopu3auma, NpoBepKa ypoBHA AOCTyna) — conocTaBaeHue y4€THOM 3anu-
cu B cucTeme (Npolueatieit ayTeHTUdUKaLmio) 1 onpeaenéHHbIX MOAHOMOUNNA.

— Accounting (y4éT) — cnekeHue 3a noTpebieHnem pecypcoB Noab30BaTe/IEM.

[NnA WwndpoBaHUA AaHHbIX UCNONb3YETCA MeXaHU3m SSH.

KomaHObI pexcuma 2106as1bHol KoOHpuU2ypayuu

Buza 3anpoca KoMaHAHOW CTPOKM peXnma rinobanbHoM KoOHbUrypauum:

console (config) #
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Tabnnua 159 — KomaHab! perknma rnobanbHOM KoHGUrypaumm

KomaHda

3Ha4yeHue/3HayeHue o
YMOAYAHUIO

Aelicmeue

aaa authentication login
{authorization | default |
list_name} method_list

no aaa authentication login
{default | list_name}

list_name: (1..12)
CUMBO/I0B;
method_list: (enable, line,
local, none, tacacs, radius);
-/MNo ymonyaHuio
OCYyLLECTBAIAETCA NPOBEPKA
no NIoKanbHoM 6ase
OaHHbIX (aaa
authentication login
default local)

YcTaHaBAMBaeT cnocob ayTeHTUdUKaLMKM AN BXOAA B CUCTEMY.
- default — ucnonbsoBatb AnA ayTeHTUOMKALMM ONUCaHHblE
HUKe MeTozbl;
- list_name — uma cnucka ayTeEHTUPUKALMOHHbBIX METOL0B, aKTU-
BM3UPYIOLLErocs, Koraa nob3oBaTeslb BXOAUT B CUCTEMY.
OnucaHue metogos (method_list):
- enable —ucnonb3oBaTb NAPOb ANA ayTEHTUPUKALUY;
- line — ucnonb3oBaTb Napo/ib TEPMUHANA ANA ayTeHTUGUKALNNK;
- local — ncnonb3oBaTb NOKaNbHYO 6a3y MMeH NoJsib3oBaTesient
ANA ayTeHTUdUKaLmu;
- none — He UCMNO/Ib30BaTb AayTEHTUDMKALMUIO;
- radius — ncnonb3oBaTtb cnncok RADIUS-cepBepoB ana ayTeHTU-
duKaumm;
- tacacs — ncnonb3osaTtb cnmucok TACACS cepBepoB A ayTeH-
TMdUKaLMK.

V Echn metop ayteHTUPMKaLMM He onpepeneH, To

AOCTYN K KOHCONM BCeraa ycnewuHbli.

Co3faHue CnncKa OCyLLeCcTBASETCA KOMaHAOiA:

aaa authentication login list_name method_list.
Wcnonb3oBaHue cNUCKa:

aaa authentication login list-name

’ Bo usbexkaHue notepu Aoctyna ciepyeTt BBOAUTb
. Heo6X0AUMbBIA MUHMMYM HACTPOeK ANA YKasbl-
Baemoro meTtoAa ayTeHTudUKaumu.

YcTaHaBAMBaeT 3HaAYeHue no YMOYaHUIO.

aaa authentication enable
authorization {default |
list_name} method_list

no aaa authentication
enable authorization
{default | /ist_name}

list_name: (1..12)
CUMBO/OB;
method_list: (enable, line,
local, none, tacacs, radius);
-/Mo ymonuaHuio
OCYLLLEeCTBAAETCA MPOBEpPKa
no NIoKanbHoM 6ase
OaHHbIX (aaa
authentication enable
authorization default local)

YcTaHaBnvBaeT cnocob ayTeHTUPMKaLuMM Npu  MNOBbILEHUM
YPOBHA NPUBUAErUiA NS BXOAA B CUCTEMY.
- default — wncnonb3oBatb AnA ayTeHTUPMKaUMKM onucaHHble
HUXKe MeToAbl;
- list_name — umsa cnucka ayTeHTUGUKALMOHHBIX METOL0B, aKTU-
BM3WPYIOLLLErocs, KOraa nosab3oBaTteslb BXOAUT B CUCTEMY.
OnucaHune meTtogos (method_list):
- enable — ncnonb3oBaTb NAPOb ANA ayTEHTUPUKALMMK;
- line — ncnonb3oBaTb Napo/ib TEPMUHANA ANA ayTEHTUOUKALMK;
- local — ncnonb3oBaTb NOKaNbHYO 6a3y MMeH nosb3oBaTesiei
ans ayteHTUdMKaumu;
- none — He UCMNoNb30BaTb ayTEHTUPUKALMIO;
- radius — ucnonb3oBaTtb cnncok RADIUS-cepBepoB AN ayTeHTU-
duKaumu;
- tacacs — ucnonb3osatb cnmcok TACACS-cepBepoB Ana ayTeH-
TUdUKaLMK.

V Ecau metop ayteHTUdUKaLMM He onpepeneH, To

BAOCTYN K KOHCONM BCerga ycnewuHbli.

Co3faHune CNUCKa OCYLLEeCTBASAETCA KOMaHAOiA:

aaa authentication login list-name method_list.
Wcnonb3oBaHue cnUcKa:

aaa authentication login list-name

I Bo usbexkaHue notepu AocCTyna cnepyet BBOAUTb
. HeobXxoAuMbIA MUHMMYM HacCTPOeK ANA YKasbl-
Baemoro meTtoAa ayreHTuduKaumu.

YcTaHaBAnBaeT 3HaYeHUe No YMOYAHUIO.
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enable password password
[encrypted] [level /evel]

no enable password [level
level]

level: (1..15)/1;
password: (0..159)
CUMBOJI0B

YcTaHaBAWBaET Naposib AN KOHTPOAA U3MEHEHUA MPUBUIErUiA
[,0CTyna nosib3oBaTenem.

- level — ypoBeHb NpuBUNETUIA;

- password — naposnb;

- encrypted — 3apatb 3aWwWndpPOBaHHbIA Naposb (Hanpumep, na-
posb B 3aWMdpPOBaHHOM BUAE, CKOMMPOBAHHbIN C APYroro ycT-
poiicTea).

Yaanaert naposb A/if COOTBETCTBYIOLLEro YPOBHA NpUBUAETUIA.

username name
{nopassword | password
password | password
encrypted
encrypted_password}
[priveliged level]

no username name

name: (1..20) cumBoN0B;
password: (1..64)
CMMBO/10B;
encrypted_password:
(1..64) cumBonos;
level: (1..15)

[JobasnaeT nonb3osaTens B IOKaNbHYHO 6a3y AaHHbIX.

- level — ypoBeHb npusunervii;

- password — naponeb;

- name — uUMA NoJsib3oBaTens;

- encrypted_password —3alwnopoBaHHbIA Naposb (Hanpumep,
naposib B 3aWMdpPOBAHHOM BUAE, CKONUPOBAHHbLIM C APYroro
YCTPOICTBA).

Ypanaet nonb3osaTtena us NIOKanbHOM 6a3bl AAHHbIX

aaa accounting login
start-stop group {radius |
tacacs+}

no aaa accounting login
start-stop

-/Mo ymon4aHuio BeaeHue
yyeTa 3anpeuieHo

PaspelwaeT BegeHue yyeTa (aKKayHTa) gna ceccuii ynpasaeHus.
BepgeHue yuyeta paspelueHO TONbKO ANS NOnb3oBaTe-
V Neii, BoweALwWUX B CUCTEMY NO UMEHU U NAPOALo, ANA
nonb3oBaTtenei, BOWeAWMUX NO MAPOI0 TEPMUHANA,
BeAeHue yyeTa 3anpeLyeHo.
V BepeHue yuyeTa akTUBUPYETCA U NpeKpalaeTca, Korga
nonb3oBaTeb BXOAUT U OTKNOYAETCA OT CUCTEMBDI, UTO
COOTBETCTBYET 3HaUeHuam start u stop B coobieHunsax
npotokona RADIUS (napameTpbl, coaeprKawmecs B Co-
o6wweHuax npotokona RADIUS, npuBegeHbl B Tabauue
160).

3anpewaet BeAeHWe ydyeTa (akkayHTa) Agns BBedeHHbix B CLI
KOMaHA,

aaa accounting dot1x
start-stop group radius

no aaa accounting dot1x
start-stop group radius

-/Tlo ymon4aHuio BegeHune
yyeTa 3anpeLLeHo

PaspelwaeT BegeHue yyeTa (akkayHTa) ana ceccuii 802.1x.
BepeHue yyeTa aKTMBUpYETCA M NpeKpaLwiaeTca, Korga
V nonb3oBaTe/ib BXOAMUT U OTKNOHAETCA OT CUCTEMbI, YTO
COOTBETCTBYeT 3HaYeHuam start n stop B coobLyeHunax
npotokona RADIUS (napameTpbl, cogepKawmeca B co-
obweHunax npotokona RADIUS npusegeHbl B Tabnuue
160).
B pexume Multiple sessions coobuweHus stat/stop
NOCbINAIOTCA ANA KaXKAO0ro Noib3oBaTesns, B pexume

v

Multiple hosts - TonbKO Ana nosb3osartens,
npoweawero ayreHTuduKauuio (cm. pasgen no
802.1x).

YcTaHaBAuBaeT 3HaYeHue no YMONYaHUIO.

ip http authentication aaa
login-authentication
[login-authorization]
[http | https] method_list

no ip http authentication
aaa login-authentication

method_list: (local, none,
tacacs, radius)

Onpegensetr meTos, ayTeHTUdUKauum npu goctyne Kk HTTP-
cepsepy. Mpu ycTaHOBKE CMMCKa METOAO0B [AOMNOJIHUTE/bHbIN
meToZ, byaeT NPUMEHATbCA TOIbKO B TOM Cayyae, Korga no oc-
HOBHOMY MeTOoAY ayTeHTUdUKaL MM BO3BpaLLleHa owmnbKa.

- method_list — meTof, ayTeHTUOUKALMK:

local — no UMeHU 13 noKanbHOW 6a3bl AaHHbIX;

none — He UCNonb3yeTcs;

tacacs — ncnonb3oBaHue cnmuckos Bcex cepepoB TACACS+;
radius —vcnonb3oBaHue cnvckos Bcex RADIUS-cepsepos.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

aaa accounting commands
stop-only group tacacs+

no aaa accounting
commands stop-only group

-/To ymon4aHuio BegeHune
yyeTa KOMaHZ, BbIK/IOYEHO

BkntouvaeT BeaeHune yyeta BBedeHHbIX B CLI kKomaHa no npoto-
Kony Tacacs+.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

’ Dns Toro 4To6bl KAMEHT NOlYYMN JOCTYN K YCTPOICTBY, AaXKe ec/iv Bce MeToAbl ayTeHTudu-
KaLuuu BepHyau oWMBKY, UCNONb3yiiTe 3HAaYEeHUe NOCAeAHEero MeToga B KOMaHAae — none.
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Tabnnua 160 — ATpnbyThl coobLyeHnit BeaeHnn yyeta npotokona RADIUS ana ceccunii ynpasneHus

Hanau4ue Haau4ue
ampubyma e | ampubyma e
Ampubym pudy pudy OnucaHue
coobweHuu coobweHuu
Start Stop
User-Name (1) EcTb EcTb NaoeHTndukaums nonbsosartens.
IP-agpec KOMMyTaTopa, KOTOPbIM MCNO/b3yeTcs
NAS-IP-Address (4) Ectb Ectb AP . y. P P y
ana ceccuit ¢ Radius-cepsepom.
Mpon3BonbHOE 3HaAYyeHWe, BK/OYEHHOe BO Bce
Class (25) EcTb Ectb P o
coobLeHnA yyeTa ceccui.
. IP-agpec KoMmyTaTopa, UCNO/Ib3YEMbIN AA cec-
Called-Station-ID (30) EcTb EcTb uﬂ'p v P ¥ A
CUI ynpasneHus.
Calling-Station-ID (31) Ectb EcTb IP-agpec nonb3osartens.
Acct-Session-ID (44) EcTb Ectb YHUKanbHbIN NaeHTUOMKATOP yyeTa.
. YKa3blBaeT MeTog, N0 KOTOPOMY KAMEHT H0/KEH
Acct-Authentic (45) EcTb EcTb A poMy A
6bITb ayTEHTUPULMPOBAH.
. . MoKa3sblBaeT, KaK A0Aro Nnosb3oBaTenb 6bin Noa-
Acct-Session-Time (46) Het EcTb A A
K/IIOYEH K cucTeme.
Acct-Terminate-Cause (49) | Het EcTb MpuYKMHa 3aKPbITUA CECCUMN.

Tabnvua 161 — ATpnbyTbl coobLLeHn BeaeHMA yyeTa npoTokoaa RADIUS gnsa ceccuin 802.1x

Hanauyue Haau4ue
ampubyma e | ampubyma s
Ampubym pudy pudy OonucaHue
coobweHuu coobweHuu
Start Stop
User-Name (1) EcTb EcTb NaeHTnduKauma nonbsosartens.
IP-agpec KommyTaTopa, KOTOPbIA MUCMOAb3yeTcA
NAS-IP-Address (4) EcTb Ectb AP o y. P P y
ans ceccuin ¢ Radius-cepsepom.
MopT KOMMyTaTopa, Ha KOTOPOM MOAKNHOUMACA
NAS-Port (5) Ectb Ectb P y P P A
nonb3oBaTeNb.
Mpon3BonbHOE 3HayeHWe, BK/YEHHOe BO Bce
Class (25) EcTb EcTb P .
CO0bLLEeHUA yyeTa Ceccui.
Called-Station-ID (30) EcTb EcTb IP-aapec KommyTaTopa.
Calling-Station-ID (31) Ectb Ectb IP-agpec nosnb3oBatens.
Acct-Session-ID (44) EcTb EcTb YHWKaNbHbIA MAEHTUPUKATOP yyeTa.
. YKa3blBaeT MeToZ, No KOTOPOMY KAMEHT L0/IKEH
Acct-Authentic (45) Ectb Ectb A pomy A
6bITb ayTEHTUPULMPOBAH.
. . Moka3blBaeT, KaK A0Aro No/ib30BaTeNb Obln NoA-
Acct-Session-Time (46) Het EcTb A A
K/IIOYEH K cucTeme.
Acct-Terminate-Cause (49) | Het EcTb MpuunHa 3aKkpbITUA ceccuu.
Nas-Port-Type (61) Ectb Ectb lMokasbiBaeT TMN NopTa KAMEeHTa.

KomaHObI pexcuma KoHgu2ypayuu mepmuHana

Bug, 3anpoca KOMaHAHOW CTPOKM B pPeXXUMeE KOHPUTrypaLmm TepMUHana:

console (config-line) #
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Tabnunua 162 — KomaHabl perkmma KoHoUrypaumm TepMrHaibHbIX CECCUM

3HayeHue/3HayeHue -
KomaHoa Aelicmeue
no ymon4aHuro
login authentication {default | 3agaeT meTog ayTeHTMdUKaummM nNpu BXxoge Ana KoHcoau, telnet,
list_name} ssh.
. - default — ncnosb30BaTh CIMCOK «MNO YMOAYAHUIOY», CO34AHHbIN
list_name: (1..12) N .. .
- KoMaHaol aaa authentication login default
CMMBO/IOB . o o
- list_name — ncnonb3oBaTb CNUCOK, CO34aHHbIM KOMAHAOM aaa
authentication login /ist_name.
no login authentication YcTaHaBAMBaET 3Ha4YeHMeE N0 YMONYAHWUIO.
enable authentication 3apaeT meTog, ayTeHTMOUKALMM NOb30BATENA NPU NOBbILWEHUN
{default | list_name} YPOBHSA NpuBUAEruii ana koHconu, telnet, ssh.
. - default — ncnosb3oBaTh CNMCOK «NO YMOAYAHUIOY», CO34AHHbIN
list_name: (1..12) N L. .
- KOMaHZoM aaa authentication login default
CMMBO/IOB . . .
- list_name — ncnonb3oBaTb CNWCOK, CO34aHHbIM KOMAHAOM aaa
authentication login /ist_name.
no enable authentication YcTaHaBAMBaEeT 3HaYeHMEe NO YMOIYAHUIO.
password password 3azaeT naponb gns TepmMmuHana.
[encrypted] d: (0.159) - encrypted — 334aTb 3aWwWMdpPOBaHHbIA Naposb (Hanpumep, na-
assword: (O.. .
P po/b B 3allMbPOBAHHOM BUAE, CKOMMPOBAHHbIN C APYroro ycT-
CMMBO/IOB o
poicTsa).
no password YpanseT naponib AN TEPMUHANa.

KomaHObi pexcuma Privileged EXEC

Buza 3anpoca KomaHAHOM CTPOKM pexxmnma Privileged EXEC:
console#

Tabnuua 163 — KomaHabl pexxknma Privileged EXEC

Komanda 3Ha4yeHue/3HayeHue Neiicmeue
no ymon4aHuio
show authentication methods ) MokasbiBaeT MHbopmaumnio 06 ayTeHTUGUKALMOHHBIX MeToaax
Ha KoMmyTaTope.
show users accounts ) Moka3blBaeT NOKaNbHYO 6a3y AaHHbIX NONb30BaTENEN M UX NPU-
BU/IETUIA.

KomaHOobi pexcuma EXEC

Buza 3anpoca KomaHAHOW CTPOKK pexunma EXEC:
console>

Bce KOmaHAbl AaHHOTO pasgena AOCTYMNHbI TONIbKO AAA NPUBUAErMPOBaHHbIX nonb3oBaTesien.

Tabnunua 164 — KomaHab! pexkmma EXEC

3Ha4yeHue/3HayeHue
no yMmon4aHuio

show accounting Moka3biBaeT MHPOPMALIMIO O HACTPOEHHbIX METOAAX BefeHuA
yyeTa (aKkKayHTa).

KomaHda Aeiicmeue

5.21.2 NMpomokon RADIUS

MpoTtokon RADIUS ucnonb3yetca ana ayteHTUduKauum, astopmsaumm u ydeta. Cepsep RADIUS
ncnonodyetr 6asy AaHHbIX NONb3OBaTenel, KOTOpaA COLEPXUT AaHHbIE NMPOBEPKU MNOAJMHHOCTM ANA
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Ka)kgoro nosb3oBatens. TakMm o6pasom, ucnonb3oBaHMe npoTtokona RADIUS obecneunBaet
OOMONIHUTE/IbHYIO 3aLUMTY NPU AOCTYME K pecypcam CeTH, a TaKKe Npu A0CTyrne K CaMoMy KOMMYTaTopy.

KomaHOb! pexcuma 2106aabHOU KOHU2ypayuu

BuAa 3anpoca KOMaHAHOM CTPOKM B pexxume rnobanbHoli KoHUrypaumum:
console (config) #

Tabnunua 165 — KomaHab! perkuma rnobanbHoM KoHGUrypaumm

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aelicmeue

radius-server host
{ipv4-address | ipv6-address |
hostname} [auth-port
auth_port] [acct-port
acct_port] [timeout timeout]
[retransmit retries] [deadtime
time] [key secret_key] [priority
priority] [usage type]

encrypted radius-server host
{ipv4-address | ipv6-address |
hostname} [auth-port
auth_port] [acct-port
acct_port] [timeout timeout]
[retransmit retries] [deadtime
time] [key secret_key] [priority
priority] [usage type]

no radius-server host
{ipv4-address | ipv6-address |
hostname}

hostname: (1..158)
CMMBOJIOB;
auth_port:

(0..65535)/1812;
acct_port:
(0..65535)/1813;
timeout: (1..30) cek;
retries: (1..15);
time (0..2000) muH;

secret_key: (0..128)
CMMBOJIOB;

priority: (0..65535)/0;
type: (login, dotl.x,
all)/all

[ob6aBnseT yKkasaHHbIi cepBep B CNMUCOK Mcnonblyembix RADIUS-
cepBepos.

- ip_address — IPv4 unu IPv6-agpec RADIUS-cepBepa;

- hostname — ceteBoe nma RADIUS-cepBepa;

- auth_port — Homep nopTa ANA nepefayn ayTeHTUPUKALNOHHDIX
OaHHbIX;

- acct_port — HOMep nopTa A4NA nepefayn AaHHbIX yyYeTa;

- timeout — HTepBaN OXWAaHWA OTBETa OT cepBepa;

- retries — KONMYecTBO NONbITOK Noncka RADIUS-cepsepa;

- time — BpemA B MMHyTax, B TE4eHNE KOTOPOro HeAOCTYMHble cep-
Bepa He byayT onpawmsaTtbcs RADIUS-KAMeHTOM KomMyTaTopa;

- secret_key — Knto4 ans ayteHTMdMKauMM M wWndpoBaHMA BCero
obmeHa aaHHbimu RADIUS;

- priority — npuoputeT ucnonbzosaHusa RADIUS-cepsepa (Yem Hu-
JKe 3HaUeHUe, TeM NPUOPUTETHEE CepBep);

- type — TN ncnonb3osaHna RADIUS-cepsepa;

- encrypted — 3a4aTb KNtoY B 3alLUMppPOBaHHOM BUAE.

B cnyuyae oTvcyTcTBMA B KOMaHAge napameTpos timeout, retries,
time, secret_key pns paHHoro RADIUS-cepsepa wcnonb3ytoTca
3HaYeHMA HAaCTPOEHHbIE C MOMOLLBLIO KOMaHJ, YKa3aHHbIX HUXKe.

Ypanser yKasaHHbIM cepBep M3 cnucka mcrnonb3yembix RADIUS-
cepBepos.

radius-server attributes nas-id
include-in-access-req [format
word]

no radius-server attributes
nas-id include-in-access-req
[format]

word: (3..32)/%h

Oo6asnset atpmbyt NAS-Id (onuma Ne32) B Access-Request nake-
Tbl. CumBonbl "%h", BcTpeyatowmecs B popmaTHOM CTPOKe, 3ame-
HAOTCA Ha TeKylee uma xocta (hostname).

YcTaHaBAMBaeT 3HaYeHue no YMO4YaHUIO

[encrypted] radius-server key
[key]

no radius-server key

key: (0..128)
CMMBON10B/NO
YMOHAHMIO KNTHOY —
nycras cTpoka

YcTaHaBAMBAET KAKOY, MCMOb3YEMbI MO YMOAYAHWUIO, ANA ayTeH-
TMdUKaumm 1 WwndpoBaHua Bcero obmeHa gaHHbimu RADIUS me-
JKAY YCTPOMCTBOM U OKpy:keHnem RADIUS.

- encrypted — 3a4aTb KNtoY B 3alWIMbPOBaHHOM BUA,

YcTaHaBAMBaeT 3HaYeHUe No YMOAYAHUIO.

radius-server timeout timeout

no radius-server timeout

timeout: (1..30)/3 cek

YcTaHaBAMBaeT MHTEPBaN OXWAaHMA OTBETa OT cepsepa, UCMOAb-
3yemblli MO0 YMONYAHUIO.

YcTaHaBAMBaeT 3Ha4YeHue no YMOYaHUIO.

radius-server retransmit retries

no radius-server retransmit

retries: (1..15)/3

Onpepensaetr KONMYECTBO MOMbITOK, WMCMOAb3yeMoe Mo YMO/Ya-
Huto, nomcka RADIUS-cepsepa 13 cnucka cepsepos. Npu oTkase
OCYLLLECTBAAETCA NOUCK CneAytolero no NpuopuTeTy cepsepa u3
CnucKa.

YcTaHaBAMBaeT 3HaYeHne nNo YMONYaHUIO

radius-server deadtime
deadtime

no radius-server deadtime

deadtime: (0..2000)/0
MMWH

MNo3sonser ontumusnpoBaTb BpemA onpoca RADIUS-cepsepos,
KOrZa HeKoTopble cepBepa HeAOCTYMHbl. YCTaHaBAMBaeT Bpema B
MWHYTax, UCMOJIb3yeMOoe MO YMOYaHWIO, B TeYeHUe KOTOPOro
HeLoCTyNHble cepsepa He ByayT onpawnsatbea RADIUS-kniMeHTOM
KOMMyTaTopa.

YcTaHaBAnBaeT 3HaYeHUe No YMOYAHUIO.
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radius-server host
source-interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group | loopback
loopback_id | vlan vian id}

no radius-server host
source-interface

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

loopback_id: (1...64);
group: (1..16)

3apaet nHTepdeic ycTpoicTea, IP-agpec koToporo byaer ucnonb-
30BaThCA MO YMOJIYAHMIO B KayecTBe agpeca UCTOYHWKA nepepaa-
Baemoro B cooblueHusax npotokona RADIUS.

Ypanaet uHtepderic yctponcraa.

radius-server host
source-interface-ipv6
{gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group | loopback
loopback_id | vlan vian id}

no radius-server host
source-interface-ipv6

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

loopback_id: (1...64);
group: (1..16)

3agaeT uMHTepdenc yctpoictea, IPvb-agpec KoToporo byaer uc-
Nno/Ib30BaTbCA MO YMOJIYAHMIO B KayecTBe agpeca UCTOYHMKA ne-
penaBaemoro B coobuieHmax npotokona RADIUS.

Ypanaet uHtepderic yctpoincraa.

KomaHObi pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOW cTPOKM B pexxkume Privileged EXEC:

console#

Tabnunua 166 — KomaHabl perknma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show radius-servers [key]

OTobparkaeT napameTpbl HacTponkn RADIUS-cepsepoB (KomaHaa
[OCTYMNHA TONbKO A8 NPUBUIETMPOBAHHbIX NOb30BaTeNei).

show radius server {statistics |
group | accounting |
configuration | rejected |
secret | user}

OTobparkaeT cTaTUCTUKY NpoTokona Radius, MHGopmaLuio o nonb-
3oBaTensax, kKoHdurypaumto RADIUS-cepsepa.

[pumepbl UCN0Ab308AHUA KOMAHO

= YcTaHOBWUTbL rnobasibHble 3HaYeHUA ANA NapamMeTPoB: MHTEPBAN OXKUAAHUA OTBETA OT cepsepa — 5
CEeKyHJA, Konmnyectso nonbIiToK nouvcka RADIUS-cepeepa — 5, Bpemsa, B TedeHMe KOTOpPOro HeJoc-
TynHble cepBepa He 6yayT onpawmnsaTtbca RADIUS-kaneHTOmM KommyTaTopa — 10 MUHYT, cekpeT-
Hbl Kntoy — secret. [JobaBuTb B cnucok RADIUS-cepBep, pacrnosioXKeHHbI Ha y3ne cetn c IP-
agpecom 192.168.16.3, nopT cepBepa A1a ayTeHTUPUKauum — 1645, KonnyecTBo NONbITOK AOCTY-

na K cepsepy — 2.

console# configure

console (config)
console (config
console (config
console (config
console (config
retransmit 2

)
)
)
)

#
#

#
#
#

radius-server
radius-server
radius-server
radius-server
radius-server

timeout 5

retransmit 5

deadtime 10

key secret

host 196.168.16.3 auth-port 1645

= [lokasaTb napameTpbl HacTpolikn RADIUS-cepBepos

console# show radius-servers

IP address Dead-

Time

Ret-
rans

Port port Time- Prio.

Auth Acct Out

Usage
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192.168.16.3 1645 1813 Global

Global values

TimeOut : 5
Retransmit : 5
Deadtime : 10

Source IPv4 interface
Source IPv6 interface

2 Global 0 all

5.21.3 Npomokon TACACS+

MpoTokon TACACS+ obecneuynBaeT UEHTPANM30BaHHYO cucTeMy 6e30MacHOCTM AN MPOBEPKU
No/b30BaTesIei, NONYYAIOLWMX AOCTYN K YCTPOMCTBY, MPM 3TOM NOAAEPMKMBAs COBMECTUMOCTb ¢ RADIUS 1
APYrMMM NpoLLeccamm NpoBepKu noannHHocti. TACACS+ npefocTaBaseT cneaytowme cnyKobbi:

— Authentication (nposepka nodauHHocmu). ObecneymBaeTca BO Bpems BXoAa B CUCTEMY MO
MMeHaM Nob30oBaTeNel U onpeaeneHHbIM N0Ab30BaTENAMMN NAPOIAM.
— Authorization (asmopusayus). ObecneumsaercA BO Bpems Bxoda B cuctemy. Nocne

3aBepweHnA CeaHCa nNpPOBEPKU

NOONNHHOCTU 3aMnyCKaeTcA CeaHC aBTopusauunnm C

MCNOoNb30BaHMEM MPOBEPEHHOIN0O MMEHWU MNOJIb30BaTE/NIA, TAKXKe CepBepoOM MNPOBEPAIOTCA

npueunernn nonb3osartena.

KomaHObI pexcuma 2a06anb6HolU KOHpuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM B pexxume rnobanbHoi KoHGUrypauumu:

console (config) #

Tabnunua 167 — KomaHabl pexkuma rnobanbHoM KoHGUrypauum

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

KomaHoa

Aelicmeue

tacacs-server host
{ip_address | hostname}
[single-connection]
[port-number port] [timeout
timeout] [key secret_key]

[priority priority]

encrypted tacacs-server host hostname: (1..158)
{ip_address | hostname} CMMBO/I0B;
[single-connection] port: (0..65535)/49;
[port-number port] [timeout timeout: (1..30) cek;
timeout] [key secret_key] secret_key: (0..128)
[priority priority] CMMBO/I0B;

priority: (0..65535)/0;

no tacacs-server host
{ip_address | hostname}

[JobaBnaeT yKasaHHbIN cepsBep B CMMUCOK ucnonb3dyembix TACACS
cepsepos.

- ip_address — IP-agpec TACACS-cepBepa;

- hostname — ceteBoe uma TACACS-cepBepa;

- single-connection — B KaxXAbli MOMEHT BpPeMEHM WMeTb He
6onblie ofHOro coeguHeHna ana obmeHa paHHbimu ¢ TACACS-
cepBepom;

- port — Homep nopTa Ana obmeHa gaHHbIMK ¢ TACACS-cepBepom;
- timeout — HTEpBan OXXNAAHUA OTBETa OT CepBepa;

- secret_key — Koy pna ayteHTMGMKaumMmM v wmdposaHMA BCEro
obmeHa gaHHbIMK TACACS;

- priority — npuopuTeT ncnonb3osaHmua TACACS-cepsepa (4em Hu-
Ke 3HaYeHue, TeM NpPUOPUTETHEE cepBep);

- encrypted — 3HaueHue secret_key B 3alumdpoBaHHOM BUAE.

B cnyyae oTcyTcTBMA B KOMaHAe napameTpos timeout, secret_key
ona pgaHHoro TACACS-cepBepa MCNOAb3YHOTCA 3HAYeHUA, HaAcTpo-
€HHble C MOMOLLbIO KOMaHJ, YKa3aHHbIX HUMXKe.

YaanaeT yKasaHHbI cepBep M3 cnucka ucnonbdyembix TACACS-
cepBepos.

tacacs-server key key
encrypted tacacs-server key
key

key: (0..128)
cMMBON0OB/MNO
YMOIYAHUIO KoY —
nycras cTpoka

no tacacs-server key

YcTaHaBAMBAET KHOY, UCNO/b3YEMbI MO YMONYaHWIO, ANA ayTeH-
TMPUKaLUKN U WndppoBaHua Bcero obmeHa aaHHbimmM TACACS me-
AY YCTPOUCTBOM U OKpyeHnem TACACS;

- encrypted — 3HauyeHue secret_key B 3aWwmndpoBaHHOM BUAE.

YcTaHaBAMBaeT 3HaYeHne Mo YMONAYaHUIO.

tacacs-server timeout timeout .
timeout: (1..30)/5 cek

YcTaHaBAMBaeT UHTEPBaN OXWMAAHMA OTBETA OT cepsepa, UCMosb-
3yemblii MO YMOYaHWIO.
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no tacacs-server timeout

YCTaHOBUTb 3HAYeHWe no YMOI4aHUIO.

tacacs-server host
source-interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group | loopback
loopback_id | vlan vian id}

no tacacs-server host
source-interface

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

loopback_id (1..64);
group: (1..16)

3agaeT uHTepodeiic yctTpoicTea, IP-agpec KoToporo byaeT ucnosb-
30BaTbCA MO YMOJMAHMIO B KayecTBe afpeca UCTOYHMKA ana o6-
meHa coobuieHnammu ¢ TACACS-cepsepom.

Ypansaet untepdelic ycTpoicrsa.

KomaHOwb! pexcuma EXEC

Buz 3anpoca KomaHAHOM CTPOKM B pexxnme EXEC:

console#

Tabnunuya 168 — KomaHab! perkmma EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show tacacs [ip_address |
hostname]

host_name: (1..158)
CUMBO/I0B

OTobparkaeT HaCTPOMKY M CTaTUCTUKY ans cepsepa TACACS+.
- ip_address — IP-agpec TACACS+ cepBepa;
- hostname — umsa cepsepa.

5.21.4 NMpomokon ynpaeneHusa cemoio (SNMP)

SNMP — TexHonorus, npusBaHHaa obecrneunTb ynpasBiaeHME U KOHTPO/Ab Hag, YCTPOWCTBaMM M

NPUNOKEHNAMM B CETU CBA3M NyTémMm obmeHa ynpaBasiowen wnHOOpMaUMEN MeKay areHTamu,
PaCcnoNOMKEeHHbIMM Ha CETEBbIX YCTPOMCTBAX, U MEHEAXKEPAMM, HAXOAALMMUCA HA CTAaHUMUAX YNPaBAEHUA.
SNMP onpeaenseT ceTb Kak COBOKYMHOCTb CETEBbIX YNPaBAAIOWMX CTAaHUMIA N 31EeMEHTOB CeTU (FNaBHble
MaLUMHbI, WAO3bl M MapLpyTU3aTopbl, TEPMUHANbHbIE CEPBEPbI), KOTOpPble COBMECTHO obecneunBsatoT

AOMUHUCTPATUBHbIE CBA3U MeXAYy CeETEBbIMU YNPaBAAWNMU CTaHUNAMU N CETEBbIMUN areHTamu.

KommyTaTopbl NO3BOAAIOT HAacTPOUTb paboTy npotokona SNMP ana yaaneHHoOro MOHUTOPWUHIA U
ynpaB/eHMA yCTPOMCTBOM. YCTPOICTBO NoAAepKnBaeT NpoToKosbl Bepcnii SNMPv1, SNMPv2, SNMPv3.

KomaHObI pexcuma 2106asabHoU KOHpuU2ypayuu

Buza 3anpoca KoMaHAHOM CTPOKM peXxnma riobanbHoM KoOHGUrypauum:

console (config) #

Tabnunua 169 — KomaHabl pexknma rnobanbHoOM KOHGUrypauum

KomaHoa

3HayeHue/3HayeHue
no ymoaA4YaHuro

Aelicmeue

snmp-server server

Nno snmp-server server

Mo ymon4yaHuio
noaAep’KKa NpoTokona
SNMP oTkntoveHa

BkaounTb noaaepkky npotokona SNMP.

OTKAtOYaeT noaaep KKy npotokona SNMP.

snmp-server community
community [ro | rw | su]
[ipv4_address | ipv6_address |
ipv6z_address] [mask mask |
prefix prefix_length]] [view
view_name]

community: (1..20)
CMMBO/I0B;
encrypted_community:
(1..20) cumBonos;
dopmart ipv4_address:

YcTaHaBAWBaeT 3HaYeHUE CTPOKMU coobliecTBa Ana obMeHa AaHHbI-
mu no npotokony SNMP.

- community — cTpoka coobwecTsa (Naponb) gaa AocTyna no npoTo-
Kony SNMP;

- encrypted — 3agaTb cTpOKy coobuuiecTsa B 3alWMPPOBAHHOM BUAE;
- ro — 4OCTYN TO/IbKO AN1A YTEHUS;
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snmp-server community-group
community group_name
[ipv4_address | ipv6_address |
ipv6z_address] [mask mask |
prefix prefix_length]

encrypted snmp-server
community
encrypted_community [ro |
rw | su] [ipv4_address |
ibv6_address | ipv6z_address]
[mask mask | prefix
prefix_length]] [view
view_name]

encrypted snmp-server
community-group
encrypted_community
group_name [ipv4_address |
ipv6_address | ipv6z_address]
[mask mask | prefix
prefix_length]

no snmp-server community
community [ipv4_address |
ipbv6_address | ipv6z_address]

no encrypted snmp-server
community community
[ipv4_address | ipv6_address |
ipv6z_address]

A.B.C.D;
dopmart ipv6_address:
XXX XX

¢dopmart ipv6z_address:

X:X:X:X::X%<ID>;
mask: -
/255.255.255.255;
prefix_length:
(1..32)/32;
view_name: (1..30)
CMMBO/I0B;
group_name: (1..30)
CUMBOOB

- rw — JOCTYN ANA YTEHWUA U 3anucu;

- SU — JOCTYN agMUHUCTPATOPa;

- view_name — onpegenseT uma Ana npasuaa obospeHua SNMP,
KOTOpOe A0/KHO 6bITb NpeaBapuTENbHO ONpPeAeneHo ¢ NOMOLLLbIO
KOMaHAapbl snmp-server view. OnpegenseT O6bEKTbl, AOCTYMHble
coobuiecTsy;

- ipv4_address, ipv6_address, ipv6z_address — IP-appec ycTpoicTBa;
- mask — macka agpeca IPv4, KoTopasa onpegenseT, Kakue 6uThl
afipeca UCTOYHMKA NaKeTa CPaBHMBAIOTCA € 3afaHHbIM IP-agpecom;

- prefix_length — uicno 6uUT, KoTopble cocTaBaaloT npeduKkc IPv4-
appeca;

- group_name — onpeaenaeT UMA TPynnbl, KOTOPOe AOKHO ObITb
npesBapuTeNbHO OnpesesieHo C NOMOLLBIO KOMaHAbl snmp-server
group. OnpegenseTt 06bEKTbI, AOCTYNHble coobLLecTsy.

YpanseT napameTpbl 41A CTPOKM coobLyecTea.

snmp-server view view_name
OID {included | excluded}

no snmp-server view
viewname [0ID]

view_name: (1..30)
CUMBOIOB

CospgaeT unn peaaktTupyeT npasuio obospeHuns ana SNMP — pas-
pewatouiee npasuno, Mbo  orpaHuuMBaloLlee  cepsepy-
o6o3pesaTento goctyn K OID.

- OID — wpeHTuduKaTop obbekTa MIB, npeactaBieHHbI B BUAE
aepesa ASN.1 (ctpoka Bupga 1.3.6.2.4, MOXKeT BKAtOYaTb B cebs 3a-
pesepBMpoBaHHble cNoBa, Hanpumep: system, dod). C nomoubio
CUMBOIA * MOXKHO 0603HaYNTL CEMeCTBO NoaaepesbeBs: 1.3.*.2);

- include — OID BK/toYeHa B NpaBuio Ans 0603peBaHus;

- exclude — OID uckntoyeHa 13 npasnaa gna obospesaHus.

Ypanset npasunao obospenus gns SNMP.

snmp-server group
group_name {vl | v2 | v3
{noauth | auth | priv} [notify
notify_view]} [read read_view]
[write write_view]

no snmp-server group
groupname {v1 | v2 | v3
[noauth | auth | priv]}

group_name: (1..30)
CUMBO/IOB;
notify_view: (1..32)
CUMBO/I0B;
read_view: (1..32)

CMMBOJIOB; Write_view:

(1..32) cumBonos

Cospaetr SNMP-rpynny wunn  Tabauuy cootseTcTBuii  SNMP-
nonb3osaTenen u npasun ob6o3peHnin SNMP.

-vl,v2,v3-SNMP vl, v2, v3 moaenb 6esonacHocTu;

- noauth, auth, priv — Tvn ayteHTMdMKaLMM, UCNONb3YyEMbIV NPOTO-
kKonom SNMP v3 (noauth — 6e3 ayteHTUdMKaumn, auth — ayteHTH-
duKauma 6e3 wupposBaHus, priv — ayTeHTUPUKaUms C LMdpPOBaHK-
em);

- notify_view — uma npasuna ob03peHUs, KOTOPOMY paspelleHo
onpegensaTb coobueHns SNMP-areHTa — inform u trap;

- read_view — umsa npasuna 0603peHMA, KOTOPOMY paspelleHo
TO/IbKO YTeHue copepxnumoro SNMP-areHTa KoMmyTaTopa;

- write_view — vma npasuna o603peHus, KOTOPOMY paspelleHo
BBOAMTb AaHHble U KOHOUrypupoBaTtb cogep:kumoe SNMP-areHTa

KOoMMyTaTopa.

Ypanaetr SNMP-rpynny

snmp-server user user_name
group_name {v1 | v2c | v3
[remote {ip_address | host}1}

no snmp-server user
user_name {v1 | v2c | v3
[remote {ip_address | host}]}

user_name: (1..20)
CYMBOJIOB;
group_name: (1..30)
CYMBO/I0B

Co3paet SNMPv3-nonb3osaTens.
- user_name — UMa No/ab30BaTens;
- group_name — UMA rpynnbi.

Ypanaetr SNMPv3-nonb3oBatena.
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snmp-server filter filter_name
OID {included | excluded}

no snmp-server filter
filter_name [OID]

filter_name: (1..30)
CMMBOJI0B

Co3pgaet nau pegaktupyet npasuno SNMP-dunbtpa, KoTopoe no-
3gonseT GpuabTposathb inform u trap-coobuwieHuns, nepesasaemble
SNMP-cepsepy.

- filter_name — uma SNMP-¢unbTpa;

- OID — npeHTMduKaTop obbekTa MIB, npeacTaBfieHHbI B BUAE
nepesa ASN.1 (cTpoka Buaa 1.3.6.2.4, MmoxeT BK/oyaThb B ceba 3a-
pe3epBMpoBaHHbIe CN0Ba, Hanpumep: system, dod. C nomolubto
CcMMBONA * MOXKHO 0603HaUYUTL cemencTBo nogaepesbes: 1.3.%.2);

- include — OID BKntoyeHa B NpaBuIo GUAbTPaLNK;

- exclude — OID uckntodeHa 13 npasuna puabTpaumm.

Ypansaet npasuao SNMP-¢unbTpa.

snmp-server host
{ipv4_address | ipv6_address |
hostname} [traps | informs]
[version {1 | 2c | 3 {noauth |
auth | priv}] {community |
username} [udp-port port]
[filter filter_name] [timeout
seconds] [retries retries]

no snmp-server host
{ipv4_address | ipv6_address |
hostname} [traps | informs]

hostname: (1..158)
CMMBOJIOB;
community: (1..20)
CMMBOJIOB;
username: (1..20)
CMMBOJI0B
port: (1..65535)/162;
filter_name: (1..30)
CMMBOJIOB;
seconds: (1..300)/15;
retries: (0..255)/3

OnpeaenseT HacTPOWMKKU ONa nepesaydn coobLieHUn yBeaoMNeHUs
inform n trap SNMP-cepBepy.

- community — cTpoka coobuiectsa SNMPv1/2c ana nepegaum co-
obLweHnn yBegOMNEHNS;

- username — nmsa nonbsosatens SNMPv3 ans ayteHTUdUKauuu;

- version — onpegenat TmMn coobuieHnit trap — trap SNMPv1, trap
SNMPv2, trap SNMPv3;

- auth — yKka3bIBaeT NOANNMHHOCTb NakeTa 6e3 wndposaHus;

- noauth — He yKa3biBaeT NOA/IMHHOCTb NaKeTa;

- priv — yKasblBaeT NOA/IMHHOCTb NAKeTa ¢ WKdpOoBaHUEM;

- port — UDP-nopT SNMP-cepsepa;

- seconds — nepuoa, OXXnAaHUA NOATBEPKAEHWUI nepes NOBTOPHOM
nepegayen coobueHnit inform;

- retries — KOMYECTBO NOMNbITOK Nepefayun coobuweHuit inform, npu
OTCYTCTBUW UX NOATBEPKAEHMA.

Ypanaer HacTpoMKM p[aa nepefayn CoobLLeHUl yBeaoMIEHUA
inform u trap SNMPv1/v2/v3-cepsepy.

snmp-server engineid local
{engineid_string | default}

no snmp-server engineid local

engineid_string: (5..32)
CMMBO/I0B

Cospaet
enginelD.
- engineid_string — uma SNMP-ycTpoiicTsa;

- default — npu ncnonb3oBaHuKn aaHHOM HacTpoWiku engine ID byaet
aBTOMAaTMYeCKM co3AaH Ha ocHoBe MAC-agpeca ycTpoicTsa.

naeHtTMdMKatop  nokanbHoro  SNMP-yctpolictBa —

YpanaeT naeHtudukatop nokanbHoro SNMP-ycTpoiictBa — engine
ID

snmp-server source-interface
{traps | informs}
{gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group | loopback
loopback_id | vlan vian id}

no snmp-server
source-interface [traps |
informs]

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

loopback_id: (1..64)
group: (1..16)

3apaet uHTepdeic ycTpoiictea, IP-aapec Kotoporo byaeTt ucnonb-
30BaTbCA MO YMOIYAHUIO B KaYecTBe aipeca UCTOYHMKA AN obmeHa
coobuweHnamm c SNMP-cepsepom.

YaanaeT untepoeiic ycTpoincrea.

snmp-server
source-interface-ipv6 {traps |
informs} {gigabitethernet
gi_port | tengigabitethernet
te_port | fortygigabitethernet
fo_port | port-channel group |
loopback /loopback_id | vlan
vlan id}

no snmp-server
source-interface-ipv6 [traps |
informs]

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

loopback_id: (1..64);
group: (1..16)

AHanormyHo gna IPv6.

YaanaeT untepoeiic ycTponcTea.

snmp-server engineid remote
{ipv4_address | ipv6_address |
hostname} engineid_string

hostname: (1..158)
CMMBOJIOB;
engineid_string: (5..32)

Co3pgaet naeHtuoukatop yaaneHHoro SNMP-yctpoictea — engine
ID.
- engineid_string — waeHTndurkatop SNMP-ycTpolicTea.
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no snmp-server enginelD CMMBO/10B Yaansaetr naeHtudukatop yaaneHHoro SNMP-ycTpoiictBa — engine
remote {ipv4_address | ID.
ipv6_address | hostname}
snmp-server enable traps / BksitouaeT noaaepkky SNMP trap-coobuieHnii.

-/BKNtOYEHO
no snmp-server enable traps OTkntoyaeT noaaepKky SNMP trap-coobuyeHuit.
snmp-server enable traps BksitovaeT otnpasky SNMP trap-cooblieHuit npu HeyaayHoM no-
authentication NbITKE ayTeHTUGUKaLUM.

-/BKAOYEHO —
no snmp-server enable traps OTKAtoYaeT oTnpasky SNMP trap-coobLyeHuit.
authentication
snmp-server enable traps BkntouaeT oTnpasKy SNMP trap-coobuweHunit:
[erps | link-status] - erps npoTokosa ERPS;

- link-status —cocToaHMA NHTEePdENCHBIX TMHKOB.

-/BKAIOYEHO —
no snmp-server enable traps OTkntoyaeT otTnpaBky SNMP trap-coobuyeHunit:
[erps | link-status] - erps npoTokosa ERPS;

- link-status — cocToAHMA MHTepdENnCHbIX IMHKOB.

snmp-server enable traps BkntoyaeT otnpasky SNMP trap-coobueHnin npu nsmeHeHun B Tab-
mac-notification change nnue nsyyveHHbix MAC-agpecos.

-/oTKAOYEHO —
no snmp-server enable traps OTKkntoyaeT otnpaBky SNMP trap-coobuweHnit npu M3meHeHuMM B
mac-notification change Tabaunue nsyyeHHolx MAC-agpecos.
snmp-server enable traps Bkntoyaet otnpaBKky SNMP trap-cooblieHnin npu obHapyKeHun
mac-notification flapping ¢dnannuHra MAC-agpecos.

-/BKNOYEHO .
no snmp-server enable traps OtkntoyaeT otnpaBky SNMP trap-coobuweHunii npu obHapyxeHuu
mac-notification flapping ¢dnannuHra MAC-agpecos.
snmp-server enable traps ospf BkntouaeT oTnpasKy SNMP trap-coobuieHnin npotokona OSPF.
no snmp-server enable traps -/BKAKOYEHO OTkntovaeT otTnpasky SNMP trap-coobuieHnin.
ospf
snmp-server enable traps ipv6 Bkntouaetr otnpasky SNMP trap-coobuweHnin npotokona OSPF
ospf (IPv6).

-/BKANKOYEHO "
no snmp-server enable traps OtkntoyaeT otnpasky SNMP trap-coobuieHni.
ipv6 ospf
snmp-server enable traps BkntoyaeT otnpasky SNMP trap-coobLieHnii npu AOCTUKEHUM npe-
dhcp-snooping limit clients / AeNbHOro KoAnyecTsa NogKAtouYeHHbix DHCP-KkiveHTOoB.

-/OoTKNO4EHO
no snmp-server enable traps OTkntoyaeT otnpasky SNMP trap-coobLieHni.
dhcp-snooping limit clients
snmp-server trap PaspewaeTt nepefasaTb coobuieHUAa trap cepBepy, KOTOPbIN He
authentication npoLen ayTeHTudunKaLmio.

-/paspelueHo

no snmp-server trap
authentication

3anpelaet nepenaBaTb CoObWEHUs trap cepBepy, KOTOpbIA He
npoLen ayTeHTuPunKaLmio.

snmp-server contact text

no snmp-server contact

text: (1..160) cumBonos

OnpegensieT KOHTaKTHYO MHGOPMALMIO YCTPOCTBA.

YpanaeT KOHTaKTHYH0 MHbOPMaLLMIO YCTPOICTBa.

snmp-server location text

no snmp-server location

text: (1..160) cumsonos

OnpegensietT MHGOPMALMIO O MECTOMOJIOXEHMM YCTPOCTBA.

Ypanaet uHGOPMaLLMIO O MECTOMNO/IOKEHUW YCTPOKMCTBA.

snmp-server set variable_name
namel valuel [name2 value2

[..1]

variable_name, name,
value AO/MKHbI
3afaBaTbCA B
COOTBETCTBUM CO

Mo3BONsET YyCTaHOBUTbL 3HAYEHUA NEPeMeHHbIX B 6ase AaHHbIx MIB
KOMMYyTaTOpa.

- variable_name — umsa nepemeHHO;

- name, value — napbl COOTBETCTBUI UMS — 3HAYEHME.

cneunduraumen

snmp-server enable traps cpu BkntouaeT otnpasky SNMP trap-coobuuieHuii o cpabaTbiBaHUM NOpPO-
notification ra 3arpysku CPU.

-/OTKNOYEHO —
no snmp-server enable traps OTkntoyaeT otnpaBky SNMP trap-coobuieHunii o cpabaTtbiBaHMM Mo-
cpu notification pora 3arpysku CPU.
snmp-server enable traps cpu BKkntouaet otnpaBky SNMP trap-coobuieHnit o BOCCTAaHOBAEHMU
recovery-notification nopora 3arpy3sku CPU.

-/OTKNIOYEHO —
no snmp-server enable traps OTkntoyaeT otnpasky SNMP trap-coobuieHuii 0 BOCCTAHOBNEHMUU
cpu recovery-notification nopora 3arpy3sku CPU.
snmp-server enable traps BkntoyaeT oTnpaBky SNMP trap-coobuieHnit o cpabaTtbiBaHWK NOPO-
memory notification ra gnsa obbvema ceoboagHoro mecta 8 RAM.

-/OTKAOYEHO —
no snmp-server enable traps OTkntoyaeT otnpasky SNMP trap-coobuieHuii o cpabaTtbiBaHWUM No-
memory notification pora gna obbema cBobogHoro mecta B RAM.
snmp-server enable traps BKkntoyaet otnpaBky SNMP trap-coobuieHnit o BOCCTAaHOBAEHMMU

-/OoTKAOYEHO

memory recovery-notification

nopora ana o6bema ceobogHoro mecta 8 RAM.
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no snmp-server enable traps
memory recovery-notification

OTkntoyaeT oTtnpaBky SNMP trap-cooblieHnii 0 BOCCTaHOBNEHUM
nopora gna obbema cBobogHoro mecrta 8 RAM.

snmp-server enable traps
sensor notification

BkntouaeT otnpaBky SNMP trap-coobuweHuii o cpabaTbiBaHMM NOpPO-
ra Ans 3Ha4YeHUs AaTYMKOB.

no snmp-server enable traps /oTkni0deHO OTKkntoyaeT otnpaBky SNMP trap-coobuweHnin o cpabaTbiBaHUM MoO-
sensor notification pora a5 3HaYeHUA AaTYMKOB.
snmp-server enable traps BkntoyaeT otnpaBKy SNMP trap-coobueHuit 0 BOCCTaHOBAEHWUMU
sensor recovery-notification nopora gna 3Ha4yeHua SaTYNKOB.
-/OTKAIOYEHO
no snmp-server enable traps OTkAtoyaeT otnpaBKy SNMP trap-coobLieHnit 0 BOCCTaHOB/IEHMM
sensor recovery-notification nopora g/1a 3Ha4eHna AaTINKOB.
snmp-server enable traps BkntoyaeT otnpasky SNMP trap-cooblueHuii o cpabaTbiBaHMM Nopo-
storage notification y ra gna ob6bema cBO60AHOr0 MeCcTa Ha BCTPOEHHOM diel-namaTu.
no snmp-server enable traps /OTHIIOHEHO OTKkntoyaeT otnpaBky SNMP trap-coobuweHnin o cpabaTbiBaHUM Mo-
storage notification pora ans ob6bema cBO6OAHOro MecTa Ha BCTPOEHHOM deLw-namaTu.
snmp-server enable traps BkntoyaeT otnpaBky SNMP trap-coobuweHnit o BOCCTaHOBNEHUM
storage recovery-notification nopora ana obbema cBobOAHOrO MecTa Ha BCTPOEHHoOM dneww-
-/oTKNIOYEHO [aMATY.

no snmp-server enable traps
storage recovery-notification

OTknoyaeT otnpaBky SNMP trap-coobuieHnii 0 BOCCTaHOB/IEHUM
nopora ana obbema cBobOAHOroO MecTa Ha BCTPOEHHol dneww-
namaTu.

KomaHObI pexcuma KoHgpu2ypayuu uHmepgetica (QuanaszoHa uHmepgelicog) Ethernet

Bua 3anpoca KOMaHAHOM CTPOKM B pexMme KoHdurypaummn nHtepdelica Ethernet:

console (config-if) #

Tabnuua 170 — KomaHabl pexnma KoHdurypauum

nutepdeiica Ethernet

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

snmp trap link-status

no snmp trap link-status

-/BKNOYEHO

BkntouaeT otnpasky SNMP trap-coobLieHnin npu nameHeHumn co-
CTOAHWA HacTpaMBaemoro nopra.

Bbikntoyaet otnpasky SNMP trap-coobuweHunini npu U3MEHeHUMU
COCTOAHMA HACTPaMBaAEMOro MopTa.

KomaHObi pexcuma Privileged EXEC

Buz 3anpoca KomaHAHOM CTPOKM pexxnma Privileged EXEC:

Tabnunua 171 — KomaHapl pexknma Privileged EXEC

KomaHoa

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

show snmp

MokasbliBaeT cTatyc SNMP-coeanHeHUNA.

show snmp enginelD

MokasbiBaeT maeHTUPUKaTOp nokanbHoro SNMP-ycTpoictBa —
enginelD.

show snmp views [view_name]

view_name: (1..30)
CMMBOJIOB

MokasbiBaeT npasuia 0603peHna SNMP.

show snmp groups

group_name: (1..30)

Moka3sbisaetr SNMP-rpynnbl.

[group_name] CYMBONOB
show snmp filters [filter_name] filter_name: (1..30) Moka3sbiBaeT SNMP-punbTpbI.
CMMBO/I0B

show snmp users [user_name]

user_name: (1..30)
CMMBOJI0B

MokasbiBaeT SNMP-nonb3oBatenei.
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5.21.5 NMpomokKon yoanéHHo20 moHumopuHaa cemu (RMON)

MpoTokon MmoHuTopuHra cetn (RMON) saBnsetca pacwmpeHnem npotokona SNMP, nosBosss
npenocTaBuTb 6onee WMPOKME BO3MOXKHOCTU KOHTpona ceteBoro Tpadumka. Otanmume RMON ot SNMP
COCTOUT B XapaKTepe cobupaemoi MHboOpmauum — paHHble cobupaemble RMON B nepsyto odepespb
XapaKTepusylT TpaduKk mexay ysnamu cetu. UHdopmauma, cobpaHHas areHTOm, nepefaeTca B
NPUIOXKEHUE YyNpPaB/IEHUA CETbIO.

KomaHOb! pexcuma 2106aabHOU KOHU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexRmnma rnobanbHoM KOHPUrypaumm:

console (config) #

Tabnnuya 172 — KomaHab! perkuma rnobanbHoM KoHGUrypaumm

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aeiicmeue

rmon event index type
[community com_text]
[description desc_text] [owner
name]

no rmon event index

index: (1..65535);
type: (none, log, trap,
log-trap);
com_text: (0..127)
CUMBOJIOB;
desc_text: (0..127)
CUMBO/I0B;
name: cTpoKa

HacTpanBaeT cobbiTUA, MUCnosb3yemble B CUCTEME YAANIEHHOTO
MOHMUTOpPWHra.

- index — nHpEKC cobbITUA;

- type — TN yBEeAOM/IEHUA, TEeHEPUPYEMOTO YCTPOMUCTBOM MO 3TO-
My CObbITUIO:

none — He reHepupoBaTb YBEAOMNEHMUSA,

log — reHepupoBaTb 3anuch B Tabanue,

trap — otcbinatb SNMP trap,

log-trap — reHepupoBaTb 3anucb B Tabauue u otcbliate SNMP
trap;

- com_text - cTpoka coobuwectsa SNMP ansa nepecbinku trap;

- desc_text — onuncaHue cobbITnS;

- name — uMmsaA co3patensn cobbITus.

Ypansaer cobbiTue, ncnonblyemoe B cucteme yaaneHHoOro MOHMU-
TOPWUHra.
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rmon alarm index
mib_object_id interval
rthreshold fthreshold revent
fevent [type type] [startup
direction] [owner name]

no rmon alarm index

index: (1..65535);
mib_object_id:
KoppekTHbIn OID;
interval:
(1..2147483647) cek;
rthreshold:
(0..2147483647);
fthreshold:
(0..2147483647);
revent: (1..65535);
fevent: (0..65535);
type: (absolute,
delta)/absolute;
startup: (rising, falling,
rising-falling)/rising-
falling;
name: CTpoKa

HacTpaunBaet ycnosus Bblaayuv aBapuiiHbIX CUTHANOB.

- index — NHAEKC aBapuUMHOro cobbITUSA;

- mib_object_id — naeHTMdMKATOP NepemeHHOM 4YacTu obbekTa
OID;

- interval — nHTepBan, B Te4eHMe KOTOPOro AaHHble oTOMpatoTca u
CPaBHUBAOTCA C BOCXOAALLEN U HUCXOAALLEN FTPaHULAMU;

- rthreshold — BocxogAwan rpaHuLa;

- fthreshold — HucxoaAwWas rpaHULa;

- revent — UHOEKC cOBbITUA, KOTOPOE UCMONb3YeTCA Npu nepece-
YEHUU BOCXOAALLEN rPaHNLLbI;

- fevent — nHaekc cobbiTvA, KOTOPOe UCMOo/b3yeTca Npu nepece-
YEHUWN HUCXOAALLEN TPAHULLbI;

- type — meTog, 0T6Opa yKa3aHHbIX MepeMeHHbIX U nojacyeTa 3Ha-
YeHUs ANA CPAaBHEHMSA C FTPaHNLLAMU:

MeTtog absolute — abcontoTHoe 3Ha4eHMe BbIGPAHHOWN NepemeH-
HOW ByZleT CpaBHEHO C rPaHMLLEN Ha KOHLLE NCCaeayemoro HTep-
Bana;

Metog delta — 3HaueHune BbIbBpaHHOM NepemMeHHol Npu nocnea-
Hem oTbope OyaeT BbIMTEHO M3 TEKYLLEro 3HAYeHWA U pasHuLa
6yaeT cpaBHEHa C rpaHuuaMy (pasHuUa Mexay 3HauyeHUAMM
nepemMeHHOW B KOHLLE U B Hayane KOHTPONbHOIO UHTEPBANa);

- startup — MHCTPYKLMA A8 reHepauun cobbiTUii Ha NepBOM KOH-
TpONbHOM MHTepBasne. Onpegenser npasuia reHepaLumn aBapuin-
HbIX COBbLITUI A/18 NEepBOro KOHTPOJIBHOTO WHTEpBasa NyTem
CpaBHeEHMA OTOOpPaHHOM NepemMeHHON ¢ oaHoW, nMbo obenmu
IELTZITEINR

- rising — reHepMpoBaTh eANHUYHOE aBapuiiHoe cobbiThe No BOC-
XOAALLEeN rpaHuLe, eciv 3HaYeHne oTobpaHHON NepemeHHOM Ha
NepBOM KOHTPOJIbHOM MHTepBase 6oblue 6O paBHO 3TOM rpa-
HUue;

- falling — reHepupoBaTb eanHWYHOe aBapwuitHoe cobbiTe no
HUCXOOALLEN TPAHULE, eCIN 3HaYeHNe OTOBpPaHHOW NepemeHHoM
Ha MepBOM KOHTPOJIbHOM WHTepBajne MeHblle NMBO PaBHO 3TOW
rpaHuLe;

- rising-falling — reHepupoBaTb eanHWYHOE aBapuitHoe cobbiTue
no BOCXOAALLEN M/MAM HUCXOZALEN TpaHULe, ecin 3HayeHue
0TOBPaHHON MepemMeHHOW Ha NMepPBOM KOHTPOJIbBHOM MHTepBane
60oblue MO0 paBHO BOCXOAALLEN rpaHuLLe M/uam meHblie anbo
PaBHO HUCXOAALLEN TPAHULLE;

- owner — UMA co3aaTeNsa aBapuiHoOro cobbiTus.

Yaanser ycioBue BblAaun aBapuUnHbIX COObITUN.

rmon table-size {history
hist_entries | log log_entries}

no rmon table-size {history |
log}

hist_entries:
(20..32767)/270;

log_entries:
(20..32767)/100

3apaeT MakCMmanbHbll pasmep RMON-Tabaumu,.
- history — makcMmanbHoe KonnM4ecTBo CTPOK B Tabaunue nctopuu;
- log — maKcMmanbHOE KOIMYEeCTBO CTPOK B Tabauue 3anucen.
3HaueHue BCTYNUT B CUAY TONIbKO NocCie nepesarpysku
H yCTpoOiAcTBa.

YcTaHaBAnBaeT 3HaYeHUe No YMOIYAHUIO.

KomaHObI pexcuma KoHgu2ypauuu uHmepgelica (duanasoHa uHmepageticos) Ethernet, uHmep-

¢elica epynnsl nopmos

Bua, 3anpoca KoMaHAHOW CTPOKM B pexume KoHourypaumum mHtepdeiica Ethernet, nntepdeitca

rpynnbl NOPTOB:

console (config-if) #
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Tabnnuya 173 — KomaHabl pexkuma KoHourypaumm nHtepdelica Ethernet, rpynnsl nHTepdelicos

KomaHoa

3Ha4yeHue/3HayeHue

no ymos14aHutro

Aelicmeue

rmon collection stats index
[owner name] [buckets
bucket_num] [interval interval]

no rmon collection stats index

index: (1..65535);
name: (0..160)
CMMBO/IOB;
bucket-num:
(1..50)/50;
interval:
(1..3600)/1800 cek

BkntoyaeT dopmupoBaHmMe UCTOPUM MO Fpynnam CTaTUCTUKK AnA
6a3bl gaHHbIX (MIB) yaaneHHOro MOHUTOPUHTa.

- index — nHaekc Tpebyemoli rpynnbl CTaTUCTUKK;

- name — BNageneL, rpynnbl CTaTUCTUKMK;

- bucket_num — 3Ha4eHue, accounmpyemoe C KOIM4YEeCTBOM AYeek
AnA cbopa UCTOPMM NO rpynne CTaTUCTUKK;

- interval — nepuog onpoca ana GopMnpoBaHUA UCTOPUN.

BbIKk/toYaeT GopMMpoBaHMEe UCTOPUK NO TPYNNam CTaTUCTUKK ANA
6a3bl AaHHbIX (MIB) yaaneHHOro MOHUTOPUHTA.

KomaHOb! pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console>

Tabnunua 174 — KomaHabl pexkmma EXEC

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4yaHuro

Aeiicmeue

show rmon statistics
{gigabitethernet gi _port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group}

show rmon collection stats
[gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group]

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..16)

MokasbiBaeT cTaTUCTUKY UHTepdeica Ethernet, aMbo rpynnbl nop-
TOB, UCMONb3YEMYIO ANA YAANEHHOTO MOHUTOPUHTA.

OTo6pa>KaeT Mchopmau,mo no 3anpawunsaembiMm rpynnam CTaTu-
CTUKWU.

show rmon history index
{throughput | errors | other}
[period period]

index: (1..65535);
period:
(1..2147483647) cek

MokasbiBaeT uctoputo Ethernet cratnctukn RMON.

- index — 3anpoLeHHas rpynna cTaTUCTUKK;

- throughput — nokasbiBaeT cHeTYNKN NPOU3BOAUTENBHOCTU (Mpo-
NYCKHOM cnocobHocTH);

- errors — NoKa3blBaeT CHETYUKHU OLUVI60K;

- other — nokasbIiBaeT cueT4UMKIM 06PLIBOB U KONU3UNA;

- period — NOKa3blBaeT UCTOPMIO 3a 3aNPOLUEHHbIM Nepuog, Bpeme-
HU.

show rmon alarm-table

MoKa3biBaeT CBOAHYIO TabanLy aBapUiHbIX COBbITUIA.

show rmon alarm index

index: (1..65535)

MoKa3biBaeT KOHPUIypPaLMIO HACTPOMKN aBAPUMHBIX COBbITUIA.
-index — UHAEKC aBapUMHOTo cobbITUA.

show rmon events

MoKa3sblBaeT TabamLy cobbITUiA yaaneHHoro MoHuTopmHra RMON.

show rmon log [index]

index: (0..65535)

MokasbiBaeT Tabmuy 3anmcen yaaneHHoro moHmtopmHra RMON.
- index- nHaeKc cobbITusA.

[pumepsi 8biM0HEHUS KOMAHO

= [lokasaTtb cTaTUCcTUKY 10 nHTepdeiica Ethernet:

console# show rmon statistics tengigabitethernet 1/0/10

Port te0/10
Dropped: 8
Octets:
Broadcast:
CRC Align
Undersize

Errors:
Pkts:

Fragments:

878128 Packets:
7 Multicast: 1

978

0 Collisions: O
0 Oversize Pkts: O
0 Jabbers: 0
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128 to 255 Octets:

64 Octets: 98 65 to 127 Octets: O

0 256 to 511 Octets: O

512 to 1023 Octets: 491 1024 to 1518 Octets: 389
Tabaunuya 175 — OnucaHue pesynbTaToB
Mapamemp OnucaHue
Dropped Konnuyectso 3aeTEKTUPOBAHHbIX COObITUI, KOrAaa nakeTbl 6bliv OTOPOLIEHDI.
Octets Konnuectso 6aiT gaHHbIX (BKAtOYas 6alTbl NIOXMX NAKETOB), MPUHATbLIX U3 CETU (UCKAtO-
Yyas ¢ppeimoBble BUTbI, HO BK/IOYAA BUTbI KOHTPOJIbHOMN CYMMbl).
Packets Ko/iMyecTBO NMpUHATLIX NaKeToB (BKAlOYaA MAOXWME, LUMPOKOBELLATE/IbHblIE M MHOroas-
pecHble NaKkeTbl).
Broadcast KoimyecTBo NPUHATLIX LWMPOKOBELLLATE/IbHBIX NAKETOB (TO/IbKO KOPPEKTHbIE MaKeTbl).
Multicast Ko/iMyecTBO NPMHATLIX MHOTOA4PECHbIX MAaKeTOB (TONIbKO KOPPEKTHbIE NaKeTbl).

CRC Align Errors

Konnyectso NpUHATbLIX NakeToB ANMHOW OT 64 g0 1518 6alT BKAOYMTENbHO, MMEIOLLMX
HEBEPHYIO KOHTPOJ/IbHYIO CYMMYy MBO C LenbiM Yncnom 6anT (OWMBKM NPOBEPKU KOH-
TponbHOM cymmbl — FCS), nMbo ¢ Heuenbim ynMcnom 6aT (OWKMBKM BbipaBHUBAHUA —
Alignment).

Collisions

OueHKa KoanyecTsa KoiM3uii Ha gaHHom Ethernet cermeHnTe.

Undersize Pkts

KonnyecTBo NPUHATLIX NaKeTOB ANMHON MeHblue 64 6aiT (Mckntovas dpelimoBble 6UTbI,
HO BK/IIOYas BUTbI KOHTPOIbHOM CyMMbl), HO B OCTa/IbHOM NPaBUAbHO CHOPMUPOBAHHDIX.

Oversize Pkts

Ko/iMyecTBO NPUHATLIX NAKeTOB AAnHOW 6onbwe 1518 6aiiT (Mckntoyan ¢ppelimoBbie HU-
Tbl, HO BK/OYaA BUTbI KOHTPOILHOW CYMMbI), HO B OCTa/lbHOM NpPaBUIbHO CHopMUpPO-
BaHHbIX.

KonnyecTBo NPUHATbLIX NMaKeToOB A/IMHON MeHble 64 6ainT (uckatouas dperimosble BUTHI,
HO BK/ItOYaA OUTblI KOHTPO/IBHOM CYMMbI), UMEIOLLMX HEBEPHYIO KOHTPOJIbHYIO CyMMy

Fragments . .
& mbo ¢ uenbim ynciom 6anT (oWwWMOBKM NPOBEPKU KOHTPOJbHOM cymmbl — FCS), nmbo c
HeueNbiM Ynciom 6aiT (ownbKK BoipaBHMBaHUA — Alighment).
Ko/imyecTBo NpUHATLIX NAKeTOB g/MHOM H6onbwe 1518 6aiT (Mckntovan dperimosble bu-
Jabbers Tbl, HO BKAOYAA BUTbI KOHTPOJIbHOM CYMMbl), MMEIOLWMX HEBEPHYIO KOHTPONbHYIO CyMMY
mbo ¢ uenbim yncaom 6anT (oWwWMBKM NPOBEPKM KOHTPOAbHOM cymmbl — FCS), nnmbo c
HeuenbiM Ynciom 6aiT (ownbkK BoipaBHMBaHUA — Alighment).
64 Octet KoimyecTBo NpUHATLIX NAaKeTOB (BK/OYan NaoXue NaKeTbl) AMHOM 64 6aliTa (McKntovan

dpeiimoBble 6UTbI, HO BKAOYAA 6UTbI KOHTPO/IbHOM CYMMbl).

65 to 127 Octets

Ko/iMyecTBO NPUHATLIX MaKeToB (BK/AlOYas MAoXuMe NaKkeTbl) AAMHOW OT 65 Ao 127 6awnt
BK/IIOUNTE/IBHO (MCKtoYasa dpeirmoBble BUTbI, HO BKOYas OUTbl KOHTPO/IbHOM CYMMbl).

128 to 255 Octets

Konnuyectso NpuHATLIX NAaKeToB (BKAOYas NA0OXMe nakeTbl) AnvMHoW oT 128 ao 255 6aiT
BK/IIOUNTE/NIbHO (MCKAtoYasa dpeitmoBble BUTbI, HO BKIOUYaa 6UTbl KOHTPO/IbHOM CyMMbl).

256 to 511 Octets

KonnyectBo NpuHATBLIX NAKETOB (BK/KOYAn NIOXMe NaKeTbl) AnuMHoM oT 256 go 511 6ait
BK/IIOUNTE/IbHO (MCKtoYasa dpeimoBble 6UTbI, HO BK/OYan BUTbl KOHTPOJIbHOM CYMMbl).

512 to 1023 Octets

Konnuyectso NpuHATbIX NAaKeToB (BKAOYas Mioxme nakeTbl) AnnHOM oT 512 ao 1023 6ait
BK/IIOUNTENbHO (MCKAtoYasa dpeiimoBble BUTbI, HO BKIOUYaa 6UTbl KOHTPO/IbHOM CYMMbl).

1024 to 1518 Octets

KonnuyecTBo NpUHATLIX NAaKETOB (BK/OYAA NIoXMe nakeTbl) gnnHol ot 1024 go 1518 6ant
BK/IIOUNTE/IBHO (MCKtoYasa dpeimoBble BUTbI, HO BKIOYas OUTbl KOHTPOIbHOM CYMMbl).

* [loKasaTb MHGOPMALMIO MO rPpynnam CTaTUCTMKK 1A nopTa 8:

console# show rmon collection stats tengigabitethernet 1,/0/8

Index Interface Interval Requested Samples Granted Samples Owner
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Tabnnua 176 — OnucaHune pesynbTaToB

Mapamemp OnucaHue
Index NHAEKC, YHUKaNbHO MAEHTUOULMPYIOLWMIA 3aMKCh.
Interface Ethernet-nHtepdelic, Ha KOTOpom 3anyLLeH onpoc.
Interval NHTepBan B CeKyHAAX MeXAy Onpocamu.

Requested Samples

3anpolweHHOoe KONMYEeCTBO OTCYHETOB, KOTOPOE MOMKeT 6bITb COXpaHeHo.

Granted Samples

Pa3spelueHHoe (OCTaBLIeecs) KOIMYECTBO OTCYETOB, KOTOPOE MOXET BbITb COXPaHEHO.

Owner

Bnapeneu, AaHHOM 3anucu.

=  [lokas3aTb CYETYMKMN NPOMYCKHOM CNOCOBHOCTU ANA TPynnbl CTAaTUCTUKN 1:

console# show rmon history 1 throughput

Sample set: 1

Interface: giO/1
Requested samples: 50

Owner: MES
Interval: 1800
Granted samples: 50

Maximum table size: 100

Time Octets Packets Broadcast Multicast %
Nov 10 2009 18:38:00 204595549 278562 2893 675218.67%
Tabnuua 177 — OnucaHue pesynbLTaTos
Mapamemp OnucaHue
Time [aTa 1 Bpema co3gaHuna 3anmcu.
Octets Konnuectso 6aiT AaHHbIX (BKAOYan 6alTbl NNOXMX MAKETOB) MPUHATBLIX U3 CeTU (MCKAto-
Yyas ¢ppeiimoBble BUTbI, HO BKAOYAs BUTbI KOHTPO/IbHOM CYMMbI).
Packets KonnuecTBo NpMHATLIX MaKeToB (BK/OYan MAOXMe NakeTbl) B TeyeHue nepuoga Gopmu-
pOBaHWA 3anucu.
Broadcast KonnuectTBo MPUHATBIX XOPOLIMX MAKeTOB B TeyeHWe nepuoga GopmuMpoBaHMA 3anucu
HanpaBNEHHbIX HA LWUMPOKOBELLATe IbHbIE agpeca.
Multicast KonmuectBo MPUHATBIX XOPOLIMX MAKETOB B TeuyeHWe nepuoga GOpMMPOBAHMA 3anUCK
HanpaBNeHHbIX HA MHOroaZpecHble agpeca.
OueHKa cpegHeil NPonNyCKHOW cnOCOHBHOCTM GU3MYECKOrO YPOBHS HA AaHHOM UHTepdel-
Utilization ce B TeyeHue nepmosa ¢GopmmpoBaHMa 3anucu. MponyckHas cnocobHOCTb OL.eHUBAeTCs
BE/IMYMHOM A0 TbICAYHOM NPOLLEHTA.
KonnuecTBo NpuHATLIX B TeYeHWe neprosa GopMMPOBaHUS 3aNnUCK NaKeToB OJAWHON OT
CRC Align 64 no 1518 6aT BKAKOUNTENBHO, UMEIOLMX HEBEPHYIO KOHTPObHYIO CyMMy IMbO C Le-
NIbIM Ynciom 6anT (OWMOKKM MPOBEPKU KOHTPOIbHOM cymmbl — FCS), nMbo c Heuenbim
yncaom 6aiT (oWKMBKM BbipaBHMBaHMA — Alignment).
Collisions OueHKa KosiMyecTBa KoAM3ui Ha faHHom Ethernet cermeHTe B TeyeHue nepuoga ¢op-

MUPOBaHKUA 3aNUCKU.

Undersize Pkts

Konunyectso NpUHATbIX B TeyeHWe nepuoga GOPMMPOBAHMA 3anuCK MAKeToB A/MHOM
MeHbLue 64 6aiT (UcKNtoYas dpeiMoBble BUTbI, HO BKAOYAs BUTbI KOHTPOJIbHOW CYMMbl),
HO B OCTaZIbHOM NPaBUIbHO CHOPMMUPOBAHHBIX.

Oversize Pkts

KonnuectBo NMpUHATLIX B TeyeHue nepuona GpopmupoBaHMA 3anmMcK MaKeTOB AJIMHOM
6onbuwe 1518 6anT (McKaouaa ¢ppeitmoBble BUTbI, HO BKAOYAA BUTbl KOHTPOILHOM CyM-
Mbl), HO B OCTa/IbHOM MPaBUIbHO CHOPMUPOBAHHDbIX.

Ethernet-kommymamopel cepuli MES53xx, MES33xx, MES35xx, MIES23xx

169




DHELTEX

Fragments

KonnyectBo NpUHATLIX B TedyeHue nepuoga GOpMMPOBaHMA 3anucK MaKeToB AJAMHOM
MeHbLUue 64 6aiT (McKNtoYan GpermoBble BUTbI, HO BKKOYAs BUTbI KOHTPOJIbHOW CYMMbl),
MMEIOLNX HEBEPHYH KOHTPOJIbHYIO CYMMYy Anbo C Lenbim yncnom 6ainT (owmbku npo-
BEPKM KOHTPOIbHOM cymmbl — FCS), 1nbo ¢ HeuenbiMm Ynciom 6anT (ownbKM BbipaBHUBA-
HuA — Alignment).

Jabbers

Ko/iMyectBo MPUHATLIX B TedeHue nepuoga GpopmMpoBaHMA 3anMcu MaKeToB AJMHOM
6onble 1518 6anT (McKNtouasa ¢dpeirmoBble BUTBI, HO BKAOYAn BUTbl KOHTPOJIbHON Cym-
Mbl), UMEIOLNX HEBEPHYIO KOHTPOJIbHYIO CymMMYy NGO C uenbiM Yynciom 6ant (owmnbkm
NPOBEPKU KOHTPO/IbHOM cymmbl — FCS), anbo ¢ Heuenbim yncnom 6anT (oWMBKK Bblpas-
HuBaHusA — Alignment).

Dropped

Konnyectso 3a4eTEKTMPOBaHHbIX CODbITUI, KOoraa nakeTbl 6blM OTOPOLEHDbI B TEYEHUE
nepvoaa GpopmMmmpoBaHMA 3anuncu.

= [loKasaTb CBOAHYIO TabanLy CUIHaN0B TPEBOIM:

console# show rmon alarm-table

Index OID Owner
1 1.3.6.1.2.1.2.2.1.10.1 CLI
2 1.3.6.1.2.1.2.2.1.10.1 Manager

Tabnnua 178 — OnucaHume pesynbTaToB

Mapamemp OnucaHue
Index NHAEKC, YHUKAbHO MAEHTUDMLMPYIOLWLMIA 3aMKCb
(o]} OID KoHTpoAnpyemoi nepeMeHHOoM
Owner Monb3oBaTtenb, CO34aBLINIA 3aMUCh.

= [loKas3aTb KOHPUIypaLUIO aBAPUNHbBIX COBbITUI C UHAEKCOM 1:

console# show rmon alarm 1

Alarm 1

0ID: 1.3.6.1.2.1.2.2.1.10.1
Last sample Value: 878128
Interval: 30

Sample Type: delta
Startup Alarm: rising
Rising Threshold: 8700000
Falling Threshold: 78
Rising Event: 1

Falling Event: 1

Owner: CLI

Tabnnuya 179 — OnucaHue pesynbTaToB

Mapamemp

OnucaHue

OID OID KOHTpPO/IMpYEMOI NepeMeHHOMN.

Last Sample Value

3HayeHMe NepeMeHHOM Ha nocnegHeM KOHTPOAbHOM WMHTepBane. Ecnm meton otbopa
nepemeHHbix absolute — 10 370 abcontoTHOE 3HaYeHWe nepemeHHon, ecnu delta — 70
pasHULA MeXay 3HAaYEHUAMM NEPEMEHHOW B KOHLE U B Hauya/e KOHTPO/IbHOrO MHTepBa-
na.

Interval

MHTepBan B CEKyHAAX, B TeYEeHWEe KOTOPOro AaHHble OTOMPAlOTCA M CPaBHUBAOTCA C
BEPXHEN U HUKHEN FPaHULAMM.
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MeTog, oTbopa yKasaHHbIX NEPEMEHHbIX M NOACYETa 3HAUYEHUA ANA CPAaBHEHWUA C FPaHK-
uamu. Metop, absolute — abcontoTHoe 3HauyeHMe BbIOpPaHHOW NepemeHHol byaeT cpas-
HEHO C rpaHuUein Ha KoHue uccnedyemoro MHTepsana. Metopg delta — 3HayeHue Bbi-
6paHHON NepemMeHHOM Npu nocnegHem otbope 6yAeT BbIYTEHO U3 TEKYLLLETO 3HAYEHUSA, U
pasHuiua byaeT cpaBHeHa C rpaHMUuamM (pasHULA MeKAY 3HaYeHWAMM nepemeHHOl B
KOHLLE W B Ha4yane KOHTPOJIbHOTO MHTEPBaa).

Sample Type

MHCTPYKUMA ANA reHepaLumm cobbITUi Ha NepBOM KOHTPOIbHOM MHTepBane. Onpeaenset
npasuna reHepaunmn aBapunHbIx cobbITUI ANA NEPBOro KOHTPOALHOIO MHTEPBAAA NyTeM
CpaBHeHMA 0TOBPaHHOW NepemMeHHoM c o4HOW, IM60 06enMmu rpaHMLaMK.

rising — reHepupoBaTb eAMHUYHOE aBapUMHOE COBbITME MO BOCXOAALLEN FPAHULLE, eCIU
3Ha4yeHne OTOOpaHHOI NepemMeHHOW Ha MepBOM KOHTPOJIbHOM MHTepBane 6o/bliem
nMbo paBHOM 3TOM rpaHuLe.

Startup Alarm falling — reHepupoBaTb eanHMYHOE aBapUiMHoe cobbiTME MO HUCXOOALLEN FPaHULLE, ecnun
3HayeHne oTobpPaHHON NepeMeHHON Ha NEPBOM KOHTPOJIbHOM MHTepBane MeHbLe Anbo
paBHO 3TOM rpaHuLe.

rising-falling — reHepupoBaTth eguMHUYHOE aBapuitHoe cobbiTe Mo BocxoaAllen u/uam
HUCXOAALWEN TPaHULLE, ECAN 3HAYEeHUEe OTOBPaHHOM NepeMeHHOM Ha NePBOM KOHTPO/Ib-
HOM MHTepBase 6onblue 60 PaBHO BOCXOAALLEH rpaHuLe, U/van meHblie AMbo pPaBHO
HUCXO4ALLEN FPAHULE.

3HaueHue BocxoaaLlel rpaHunubl. Korga sHayeHMe oTobpaHHOM NnepeMeHHol Ha npeabl-
AYyLLeM KOHTPOJbHOM MHTepBasae 6bl10 MeHblue AAHHOM rPaHuLbl, @ Ha TEKYLLEM KOH-
TPOAbHOM MHTepBase 6o/iblem IM60 PaBHOM 3HAYEHWUIO TPaHWLbl, TOr4a eAnHUYHOE
cobbiThe reHepupyeTcs.

Rising Threshold

3HayeHMe HUcxoaAWel rpaHmubl. Korga 3HayeHre oTobpaHHOM nepeMeHHON Ha npeabi-
OYLWEM KOHTPOJIbHOM WMHTepBane 6bi1o 60blue AaHHOW rpaHMUbl, @ HA TEKYLLEM KOH-
TPONbHOM MHTEpPBane MeHblle 60 PaBHO 3HAYEHMIO TPaHMLbI, TOrAa eauHUYHOoE COo-
6bITMe reHepupyeTcs.

Falling Threshold

Rising Event MHAeKc cobbITUA UCMOJIb3YIOLWErocs, KOraa BOCXOAALLAA rpaHnLa nepeceyeHa.
Falling Event NHAEeKC cobbITUA MCNO/b3YIOLLErocsa, KOraa HUCX0AALLLAn rpaHuLLa nepeceyeHa.
Owner Monb3oBaTesib, CO34aBLLNIA 3aNNCh.

= [lokasaTtb Tabsmuy cobbITMit yaaneHHoro MoHuTopuHra RMON:

console# show rmon events

Index Description Type Community Owner Last time sent
1 Errors Log CLI Nov 10 2009 18:47:17
2 High Broadcast Log-Trap router Manager Nov 10 2009 18:48:48

Tabanuya 180 — OnucaHune pesynbTaToB

Mapamemp OnucaHue
Index NHAEeKC, YHUKANbHO MAEHTUPULMPYIOLWMIA cobbITUE.
Description KommeHTapuit, onucbiBaowmii cobbitme.

Tun yBeAOMAEHUSA, FEHEPUPYEMOTO YCTPOMCTBOM MO 3TOMY CODObITUIO:
none — He reHepupoBaTb YBeAOMIEHHUS,

Type log — reHepupoBaTb 3anNuchb B TabauLe,

trap — otcbinatb SNMP trap,

log-trap — reHepupoBaTb 3anucb B Tabanue n otcbinate SNMP trap.

Community CtpoKa coobuiectsa SNMP ana nepecbinku trap.

Owner Monb3oBaTenb, CO34aBLINI cOBbITUE.

Bpems u garta reHepupoBaHua nocaegHero cobbitna. Ecan He 6b110 creHepupoBaHO Co-

Last time sent o
ObITWI, TO 3TO 3HaYeHWe byaeT paBHO HyO.
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MokasaTb Tabamuy 3anuceit yganeHHoro MoHuTopmHra RMON:

console# show rmon log

Maximum table size: 100
Event Description Time

Tabnunuya 181 — OnucaHue pesynbTaToB

Mapamemp OnucaHue
Index NHAEKC, YHUKANbHO NAEHTUOULMPYHOLLMIA 3anuChb.
Description KommeHTapuit, onucbiBaowmin cobbitue.
Time Bpema cosgaHuAa 3anucu.

5.21.6 Cnucku docmyna ACL dns ynpaeneHus ycmpolicmeom
MporpammHoe obecneyeHMe KOMMYTAaTOPOB MO3BOJIAET pPa3pewntb ANMBO OrpaHMUUTbL AOCTYn K
yrnpaB/ieHUIO YCTPOMCTBOM Yepes onpeaenieHHble noptbl uam rpynnbl VLAN. Ona 3Toih uenu cosgatorcs

cnuncku goctyna (Access Control List, ACL) ana ynpaBneHus.

J| ACL per VLAN pa6oTtaet To/1bKO B pexume «acl-sqing»

KomaHObI pexcuma 2106anbHoU KoOHpuU2ypayuu

Bua 3anpoca KOMaHAHOWM CTPOKM pexknma riobanbHoM KoHbUrypauum:
console (confiqg) #

Tabnvua 182 — KomaHabl pexxnma rnobanbHon KoHGUrypaumm

KomaHoa 3HavyeHue/3Ha4yeHue Aelicmeue
no ymon4aHuio

management access-list name Co3pgaeT CNMCOK A0CTyna Ana ynpasneHusa. Bxoa B pexxum KoHdu-

rypauum cnucka AocTyna Asis ynpasiaeHus.
- name: (1..32) cumsona

no management access-list YaanaeT cnUCoK AocTyna Ans ynpasaeHus.

name

management access-class OrpaHuuMBaeT ynpasieHWe YCTPOMCTBOM MO onpegeneHHomy

{console-only | name} cnucky poctyna (access list). AKTUBMpPYET YKa3aHHbIN CNUCOK A0C-
Tyna.

name: (1..32) cumsona | - console-only — ynpaBneHune ycTpoicCTBOM [OCTYMHO TOMbKO C

KOHCONU.

no management access-class OTMeHSET OrpaHNYeHne Ha ynpaB/eHVe YCTPOWCTBOM MO onpeae-
JIEHHOMY CMUCKY aocTyna (access list).

KomaHObI pexcuma KoHgu2ypayuu crnucka docmyna 04 ynpasaeHus

Bua 3anpoca KOMaHAHOM CTPOKM B peXKMme KoHdUrypaLmm cnucka 4ocTyna Aas ynpasiaeHus:

console (config) # management access-list eltex manag
console (config-macl)#
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Tabnnuya 183 — KomaHabl perknuma KoHbMrypaumm Cnucka 4octyna aaa ynpasaeHun

KomaHda

3HayeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

permit [gigabitethernet
gi_port | tengigabitethernet
te_port | fortygigabitethernet
fo_port | port-channel group |
oob | vlan vian_id] [service
service ] [ace-priority index]

permit ip-source
{ipv4_address |
ibv6_address/prefix_length}
[mask {mask | prefix_length}]
[gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group | oob |
vlan vian_id] [service service]
[ace-priority index]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..16);
vlan_id: (1..4094)
service: (telnet, snmp,
http, https, ssh);
index: (1..65535)

3apaeT paspellatollee yca0BMe ANA YNPaBAAIOLWEro CnucKa
gocTyna.

- service — TN gocTyna.

- index — npuopuTeT Npasuna.

deny [gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group | oob |
vlan vlan_id] [service service]
[ace-priority index]

deny ip-source {ipv4_address |
ipv6_address/prefix_length}
[mask {mask | prefix_length}]
[gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group | oob |
vlan vian_id] [service service]
[ace-priority index]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..16);
vlan_id: (1..4094);
service: (telnet, snmp,
http, https, ssh);

index: (1..65535)

3ajaeT 3anpewatollee ycnoBue ANA yNpaBAAKOWEro Crnvcka
pocTyna.

- service — TN AocCTyna,

- index — npuopuTeT Npasuna.

remove ace-priority index

index: (1..65535)

Yaanutb ycnosme ns Cnmvcka gocTtyna.

KomaHOwbI pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexxunma Privileged EXEC:

console#

Tabnnua 184 — KomaHabl perkmma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

show management access-list
[name]

name: (1..32) cumBona

MoKasbiBaeT CNMCKM aocTyna (access list) ans ynpasnexus.

show management
access-class

MokasbiBaeT MHPOpMaumio 06 aKTMBHbLIX CRMCKax AocTyna
(access list) ans ynpasneHus.

5.21.7 Hacmpoiika docmyna

5.21.7.1 Telnet, SSH, HTTP u FTP

[aHHble KOMaHAbl NpegHasHayeHbl 418 HACTPOMKM CepBepoB [AOCTyNa AAA  ynpasBaeHuA
KommyTtaTtopom. [loppep)kka cepsepoB TELNET wn SSH KommyTaTopom NO3BOAAET YyAANEHHO
NOAKAOYATLCA K HEMY A1 MOHUTOPUHIA U KOHbUIypaLmu.
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KomaHObI pexcuma 2106as1bHoU KoOHpuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM pekmuma rnobanbHOM KOHPUrypaLmm:

console (config) #

Tabnunuya 185 — KomaHab! perkmnma rnobanbHoM KOHGUrypaumum

KomaHda

3HayeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

ip telnet server

no ip telnet server

Mo ymonyaHutio Telnet
cepBep BK/IOYEH

PaspelwaeT yganeHHoe KoHOUIypMpoBaHME YCTPOMCTBaA 4epes
Telnet.

3anpelaeTt yaaneHHoe KoHOUIypupoBaHWe YCTpoMCTBa 4epes
Telnet.

ip ssh server

no ip ssh server

Mo ymonyanuio SSH cepsep
OTKJ/ItOYEH

PaspelwaeT yaaneHHoOe KOHOWUIypupoBaHWE YCTPOWCTBA Yepes
SSH.
| [lo Tex nop, NoKa K4 ana wndpoBaHUA He creHepu-
poBaH, SSH-cepsep 6yaeT HaxoauTbca B pesepse. MNo-
cne reHepauumu Kawva (Mcnonb3yemble KOoMaHAbl crypto key
generate rsa u crypto key generate dsa) cepsep nepeipgert B
pabouee coctosHMe.

3anpewaer yganeHHoe KOHPUrypupoBaHWe YCTpPOMCTBa Yepes
SSH.

ip ssh port port_number

no ip ssh port

port_number:
(1..65535)/22

TCP-nopT, ucnonb3yemsiii SSH-cepsepom.

YcTaHaBAMBaeT 3HaYeHUe No YMOAYAHUIO.

ip ssh-client source-interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group | loopback
loopback_id | vlan vian_id}

no ip ssh-client
source-interface

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
loopback_id: (1..64)
group: (1..16);
vlan_id: (1..4094)

3apaet nHtepdeiic ana SSH-ceccui.

Ypansaer uHtepoeic.

ipv6 ssh-client source-interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group | loopback
loopback_id | vlan vian_id}

no ipv6 ssh-client
source-interface

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
loopback_id: (1..64)
group: (1..16);
vlan_id: (1..4094)

3agaeT nHtepdeiic ana IPvé SSH-ceccuit.

Ypanaer nHtepoeinc.

ip ssh pubkey-auth

no ip ssh pubkey-auth

Mo ymon4yaHuio
NCNONb30BaHNe
ny6anyHoOro Kntova
3anpelLueHo

PaspelwaeT Mcnonb3oBaHWe ny6ANYHOrO KAlua AN BXOAALMX
SSH-ceccuit.

3anpeLyaeT UCNonb3oBaHMe MyB6ANMYHOrO Kal4a AN BXOAALMX
SSH-ceccuit.

ip ssh password-auth

no ip ssh password-auth

Mo ymonyaHuio BKAOYEHO

BK/toueHWe pexknma ayTeHTUdUKaLMKM No Naponio

OTK/OYEHUE peXMMa ayTeHTUdUKaALMM NO NapPo0

crypto key pubkey-chain ssh

Mo yMOAYaHMIO KNtoY He
co3faH

BxoZ, B pexkum KoHoMrypaLumm ny6aMyHoro Knoua.

crypto key generate dsa

FeHepupyeT napy Katouei DSA — yacTHbIM M Ny6AMYHBLIA AnA
SSH-cepsuca.

| Ecnm xoTa 6bl 0AMH U3 Napbl KAKOYEN yKe co3aaH, TO
V cucTema NpeanoXKUT nepesanmncatb K.

crypto key generate rsa

FeHepupyeT napy Katoder RSA — 4acTHbIM 1 Ny6anMYHbIN ana SSH-
cepsuca.
V’ Ecnu xoTta 6bl 0AMH U3 Napbl KAlouel yxKe co3gaH, To
cucTema NpeasIoKUT NnepesanmncaThb Kiou.

crypto key import dsa

encrypted crypto key import
dsa

MmnopTtupyeT napy Kntouei DSA
- encrypted —B 3awmndpoBaHHOM BUgE.

crypto key import rsa

MmnopTtupyeT napy Katouyein RSA
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encrypted crypto key import - encrypted —8B 3awmndpoBaHHOM BUAE.

rsa

crypto certificate {1 | 2} - leHepupyet SSL-cepTudMKar.

generate

ip http server PaspewaeT yganeHHoe KoHOUrypupoBaHWe YCTPOMCTBA 4vepes

Mo ymonyaHuto HTTP- WEB.

no ip http server cepBep BK/IOYEH 3anpelwaeTt yaaneHHoe KOHOUIypupoBaHWe YyCTpoMCTBa Yepes
WEB.

ip h-ttp port port 1.65535/80 3apaet nopt HTTP-cepBepa.

no ip http port BoccTaHaBMBaeT 3HAYEHME MO YMOYAHUIO.

ip http secure-server Mo ymonuaHuio HTTPS- Brntouaet HTTPS-cepsep.

no ip http secure-server cepBsep BbIKAKOYEH Bbikntoyaet HTTPS-cepsep.

ip http timeout-policy seconds 3apaet TanmayT HTTP-ceccuu.

[http-only | https-only] seconds: (0..86400)/600

no ip http timeout-policy BoccTaHaBAMBaeT 3Ha4YEHME NO YMOIYAHWUIO.

ip https certificate {1 | 2} " OnpeaenseT akTuBHbIN HTTPS-cepTudmKar.

no ip https certificate BoccTaHaBAMBaET 3HaYEHME NO YMOIYAHWIO.

crypto certificate {1 | 2} leHepupyet SSL-cepTudMKar.

generate

crypto certificate {1 | 2} ) MmnopTtupyet SSL-cepTudMKaT, Ha3HaAYEHHbIA LEHTPOM CepTu-

import duKaumm.

no crypto certificate {1 | 2} BoccTtaHaBnuBaeT SSL-cepTMdMKAT NO YyMONYAHMIO A4 YKasaH-
HOro cepTudmKaTa.

/ Kntoum, creHepupoBaHHble KOMaHAamu crypto key generate rsa u crypto key generate dsa,
‘ COXPaHAIOTCA B 3aKPbITOM ANA Nosib3oBaTens ¢aitne KoHUrypaumm.

KomaHObI pexcuma KoHgu2ypayuu nybauyHo20 Kar4va

BuA 3anpoca KOMaHAHOWN CTPOKM B pexnume KOHPUrypaumm nybaiMyHoro Katoua:

console# configure
console (config) # crypto key pubkey-chain ssh
console (config-pubkey-chain) #

Tabanua 186 — KomaHAabl pexnma KoHPurypaumm nybandHoro Katoua

Komanda 3Ha4yeHue/3Ha4yeHue Neiicmeue
no ymosn4YaHuro
user-key username {rsa | dsa} Bxog, B peKMM CO34aHUA MHAUBUAYANbHOIO NYBANYHOTO KAt0-
ya.
username: (1..48) - rsa — co3aatb RSA-kntoy;
CMMBOJ/10B - dsa — co3patb DSA-Kntou.
no user-key username YpanaeTt ny6AUUHbIN KAOY ANA onpeaesieHHOro nosib3osaTte-
nA.

Bua 3anpoca KOMaHAHOVI CTPOKU B pexmme co3gaHnAa nHOnBmnayasibHOIo I'IY6I'IM‘-IHOI'O K/1to4a:

console# configure

console (config) # crypto key pubkey-chain ssh
console (config-pubkey-chain) # user-key eltex rsa
console (config-pubkey-key) #

Tabnunua 187 — KomaHabl pexkrma co3aaHua MHAMBUAYaAbLHOrO Ny6/IMYHOrO KAko4a

3HaveHue/3Ha4yeHue o
KomaHoa / Aelicmeue
110 yMOAYAHUIO

key-string Co3pgaet ny6anUHbINA KO ANA ONpeAesieHHOro nosab3osare-
ns.
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key-string row key_string Co3gaeT nyb6anYHbIN KoY ANA OnpefefieHHOro nosb3oBaTe-

NA. BBOA, KtOUa OCYLLECTBAAETCA NOCTPOYHO.

- key_string — 4acTb KAtova.
[na Toro 4Tobbl CUCTEMA NOHANA, YTO KAIOY BBEAEH
NO/IHOCTbIO, Heo6XxoaAUMO BBeCTU KoMmaHAy key-string
row 6e3 cuMBONOB.

KomaHOwb! pexcuma EXEC

KomaHabl JaHHOro pa3aena goCTynHbl TOIbKO ANA NPUBUNETNMPOBAHHbIX nonb3oBaTesien.

Bua 3anpoca KomaHAHOM CTPOKM pexxnma EXEC:
console#

Tabnnuya 188 — KomaHab! perkmma EXEC

Komanda 3Ha4yeHue/3HayeHue Neiicmeue
no yMoan4YaHuto
show ip ssh MokasbiBaeT KoHdurypauuto SSH-cepBepa, a TaKke aKTUBHble
) BxoAsALme SSH-ceccum.
show crypto key pubkey-chain username: (1..48) MokasbiBaeT nybanyHble SSH-KNOUM, cOXpaHEeHHble Ha KOMMY-
ssh [username username] CMMBOJI0B. TaTope.
[fingerprint {bubble-babble | Mo ymonyaHuio - username — VMsl yAaNeHHOTO K/INEHTa;
hex}] OTMNeYaToK Kawya B - bubble-babble — oTneuaTtok kntoua B Koge Bubble Babble;
LecTHaALaTePUYHOM - hex — oTneyaToK Kntoya B WeCTHAALATEPUYHOM KOAE.
dopmare.
show crypto key mypubkey MoKa3sblBaeT nyb6anyHble Katoun SSH-kommyTaTopa.
[rsa | dsa] )
show crypto certificate [1 | 2] - OTobparkaeT SSL-cepTuduKaTtbl ans HTTPS-cesepa.

[pumepbl 8b1M10AHEHUS KOMAHO

Bkntountb cepsep SSH Ha KommyTaTope. PaspewmnTb MCNONb30BaHME Ny6ANYHbIX Katoden. Co3aaTthb
RSA-kntou gnsa nonb3osaTens eltex:

console# configure

console (config)# ip ssh server

console (config) # ip ssh pubkey-auth

console (config) # crypto key pubkey-chain ssh

console (config-pubkey-chain) # user-key eltex rsa

console (config-pubkey-key)# key-string
AAAAB3NzaClyc2EAAAADAQABAAABAQCVTINRWPWIAl4kpgIwI9GBRONZQZxJHKCcgKL6rM1Q+ZNXf
ZSkvHG+QusIZ/76ILmFT34v7u7ChFAE+VU4GRIpSwoQUvV35LgJJk67I0U/zfwOl11gkTwml75Q
RO9gHUJS6KWGN2QWXgh3ub8gDjTSamuSn/WA05iDX2IExQWu081icglk02LYciz+Z24TrEU/9FJx
wPiVQOjc+KBXuR0OjuNg5nFYsYOZCkON/W9a/tnkmlshRE7D171+w3fNiOA6w9044t6+AINEICB
CCA4YcF6zMzaTlwefWwX6f+Rmt5nhhqdAtN/40Jfcel 66DgVX1IgWmNzNR4ADYDvSzg01lDnwCACS
Qh

Fingerprint: a4:16:46:23:5a:8d:1d:b5:37:59:eb:44:13:09:33:e9

5.21.7.2 KomaHObI KOH(pu2ypayuu mepmuHana

KomaHabl KOHOUrypauum TepMMHana CayaT A HAaCTPOMKM NapaMeTpoB I0KabHOM U yAaneHHOM
KOHCOAMN.

KomaHObI pexcuma 2106as1bHoU KOHpuU2ypayuu

Buza 3anpoca KoMaHAHOW CTPOKM peXxnma riobanbHoM KoHbUrypauum:

Ethernet-kommymamopel cepuli MES53xx, MES33xx, MES35xx, MES23xx 176



HELTEX

console (config) #

Tabnunua 189 — KomaHabl perkuma rnobanbHOM KoHGUrypaumm

KomaHda

3HayeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

line {console | telnet | ssh}

BXxog, B peXMM COOTBETCTBYIOLLErO TEpMMUHaNa (NoKanbHas
KOHCOJb, YAaNeHHasa KOoHconb — Telnet nan yaaneHHas 3awm-
LLleHHaA KoHcob — SSH).

KomaHObI pexcuma KoHgu2ypayuu mepmuHand

Bupg, 3anpoca KOMaHAHOM CTPOKM B peXUme KOHPUrypaLmm TepMmmnHana

console# configure

console (config)# line {console|telnet|ssh}
console (config-line) #

Tabanuya 190 — KomaHabl pexkMma KoHoUrypaumm TepmuHana

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

no autobaud

speed bps bps: (2400, 9600 YcTaHaBAMBaEeT CKOPOCTb JOCTYNa NO NIOKaNbHOM KOHCOMM (KO-
s: o
p ! ! MaHAa AO0CTYMHA TO/IbKO B PeXUMe KOHOUrypaLmm oKanbHON
19200, 38400, 57600,
KOHCO/M).
115200)/115200 60p,
no speed YcTaHaBNMBAET 3HAYEHME MO YMONYAHUIO.
autobaud BkatouaeT aBTOMaTUYecKoe onpegesieHne CKOpoCcT AocTyna
No JI0KaNbHOM KOHCO/M (KOMaHAa AOCTYMHA TONbKO B PeXUMe
-/BKAKOYEHO KOHOUIYypaL KM NOKaNbHON KOHCONM).

BblkntoyaeT aBTomaTUyeckoe onpeaesnieHne CKopocTu AoCcTyna
MO NIOKaNIbHOM KOHCONN.

exec-timeout minutes
[seconds]

no exec-timeout

minutes: (0..65535)/10
MWH;
seconds: (0..59)/0 cek

3a4aeT MHTepBan, B Te4EHME KOTOPOro CUCTEMA OXKUAAET BBO-
na nonb3osatensa. Ecan B TeyeHne AaHHOro MHTEpBana NoJib-
30BaTe/Ib HUYEro He BBOAUT, TO KOHCO/1b OTK/IKOYAEeTCA.

YcTaHaBAMBaeT 3HAYeHMe no YMONYaHULO.

KomaHOowbi pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console#

Tabnnua 191 — KomaHabl pexkuma EXEC

KomaHda

3HayeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

show line [console | telnet |
ssh]

lNoKa3biBaeT NnapameTpbl TepMUHANA.

5.22 XypHan aBapui, npotokon SYSLOG

CUCTEMHblE XYpPHanibl MO3BOMAIOT BECTM WUCTOPMIO COBbLITWI, NPOM3OLLIEAWNX Ha YCTPOWCTBE, a
TaKXe KOHTPO/AMpOBaTh npousowealime cobbiTua B peanbHOM BpemeHW. B xypHan 3aHocATca cobbiTuA

CeMM TUMOB: uYpe3BblyalHble, CUFHaAbl TPEBOIrM, KPUTUYECKME W He KPUTUYECKME OLINOKN,
npeaynpexaeHus, yseaoMaeHmsa, MHGOPMaLMOHHbIE M OTNa40UHbIE.
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KomaHObI pexcuma 2106aab6Hol KOHuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM B peXKMMe rnobanbHOM KoOHUrypaumm:

console (config) #

Tabaunuya 192 — KomaHab! perkmma rnobanbHol KoHGUrypaumm

3HayeHue/3Ha4yeHue no
YMOMYAHUIO

KomaHda

Aelicmeue

logging on

BK/lOYaeT perncrpaumio OTNafouyHbIX COOBLLEeHU n coobuye-
HWUI 06 oWwKMbBKax.

no logging on

-/perncTpaumsa BKAoYeHa

BbIKtOYaET perncTpaumio oT1ago0uHbIX coobLLeHnn u cooblue-
HUI 06 owmnbKax.

v Mpu BbIKNIOYEHHOW perncTpauumm oTnagouHble coobuue-
HUA U coobweHna o6 owmnbKax 6yayT nepeaaBaTbCA Ha KOH-
conb.

logging host {ip_address |
host} [port port] [severity
level] [facility facility]

description text
[ P ] host: (1..158) cumBon0B;

port: (1..65535)/514;
level: (cm.Tabnunua 193);
facility: (local0..7)/local7;

text: (1..64) cumBonos

Bk/toYaeT nepenayvy aBapunHbIX U OTIAL04HbIX COOBLLEeHNI Ha
yaaneHHbii SYSLOG cepeep.

- ip_address— IPv4 nnu IPv6-agpec SYSLOG-cepsepa;

- host — ceteBoe nmsa SYSLOG-cepsepa;

- port — Homep nopTa A4 NepeAayn coobLeHn No NPOTOKONY
SYSLOG;

- level — ypoBeHb BaXKHOCTU coobuieHWin, NepesaBaemMbiX Ha
SYSLOG-cepsep;

- facility — ycnyra, nepegasaemas B cOobWEeHUAX;

- text — onucaHne SYSLOG-cepsepa.

no logging host {ip_address |
host}

Ypanaer BblOpaHHbIN
SYSLOG-cepBeposB.

cepBep U3 CAOUCKa MCNONb3yeMbIX

logging console [level]
level: (Tabnuua

BkatouaeT nepegady aBapuiHbIX MM OTAAA04HbIX COOBLLEHMIA
BbIBPAHHOIO YPOBHSA BAaXHOCTU HA KOHCOJIb.

no logging console 193)/informational

BblkntoyaeT nepegady aBapuUMHbIX MAW OTAALOYHbIX coobuye-
HUWN Ha KOHCO/Ib.

logging buffered

[severity_level] severity_level: (Tabavua

BKAtoYaeT nepesady aBapuiMHbIX UM OTNAL0UHbIX COOBLLEHMI
BbIGPAHHOIO YPOBHA BaXKHOCTM BO BHYTpeHHMI Bydep.

no logging buffered 193)/informational

BblkntoyaeT nepegayy aBapuHbIX MAW OTAALOYHbIX coobLye-
HWI BO BHYTpeHHMI bydep.

logging buffered size size

size: (20..1000)/200

M3MeHseT KOMMYecTBO COOBLLEHUNI, 3aNOMUHAEMbIX BO BHYT-
peHHem bydepe. HoBoe 3HaueHue pasmepa bydepa npume-
HWUTCA Mocne nepesarpyskn yCTpomncTea.

no logging buffered size

YcTaHaBAMBaeT 3HaYeHne o YMONYaHUIO.

logging file [level]
level: (Tabaunua 193)

BkatouaeT nepegady aBapuitHbIX UM OTAAA0UHbIX COOBLLIEHWIA
BbIBPAHHOIO YPOBHA BaXHOCTU B baiin XKypHana.

no logging file /errors BblkntoyaeT nepegayy aBapuUMHbIX MAW OTAALOYHbIX coobLye-
HWUI B daiin XKypHana.
aaa logging login 3aHOCUTb B KYpPHa/bl COBbITUA ayTEHTUPUKALMK, AaBTOPU3ALUM
n yyeta (AAA).
- - -/BKAtOYEHO
no aaa logging login He 3aHOCUTb B }KypHasbl cObbITUA ayTEHTUDUKALMKM, AaBTOPU3a-
umMm 1 ydeta (AAA).
logging cli-commands BkntouvaeTt normpoBaHue BeegeHHbIX B CLI KomaHa,.
-/OTKNOYEHO

no logging cli-commands

OTKAtoYaeT normposaHme BBeaeHHbIX B CLI KomaHa,

file-system logging {copy |
delete-rename}

Mo ymonyanuio
pervcTpauma BKAOYEHa

BkAtoyaeT pernctpaunio cobbiTnin hbannosoin cuctemsl.

-copy — perucrpauma cooblueHni, CBA3aHHbIX C onepauuamm
KOMupoBaHus ¢alinos;

-delete-rename — peructpaumsa coobLieHul, cBA3AHHbIX C yaa-
neHnem $ainoB U NepenmeHoBaHMEM OnepaLmid.

no file-system logging {copy |
delete-rename}

BbIK/IlOYaEeT perncrpaumio cobbitnii GpainoBol cuctemsl.

management logging deny Mo ymonyaHuio

perncTpauma BKAK4YEHa

BK/tOYaeT perncrpauuio cobbiTmii o 3anpeTe JocTyna K ynpas-
NIEHUIO KOMMYTaTOPOM.
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no management logging deny

BbikntouaeT peructpaumio cobbiTUit 0 3anperte AocTyna K
ynpaBaeHUI0 KOMMYTaTOPOM.

logging aggregation on

no logging aggregation on

-/oTKAOUYEHO

BKNtoyaeT KOHTPO/Ib arperaumm syslog-coobuieHunii.

OTKANOYaeT arperaymio syslog-coobuuieHumii.

logging aggregation aging-
time sec

no logging aggregation
aging-time

sec: (15..3600)/300 cekyHa,

YcTaHaB/MBaeT BPEeMs XpaHeHWA CrpynnupoBaHHbIX Syslog-
CO0bLLEeHNHA.

YcTaHaBAMBaeT 3HaYeHUe No YMOYAHUIO.

logging service cpu-rate-limits

traffic

no logging service
cpu-rate-limits traffic

traffic: (http, telnet, ssh,
snmp, ip, link-local, arp-
switch-mode, arp-
inspection, stp-bpdu,
other-bpdu, dhcp-
snooping, dhcpvé-
snooping, igmp-snooping,
mld-snooping, sflow, log-
deny-aces, vrrp)/-

BK/IlOYaeT KOHTPO/Ib OTPaHUYEHUA CKOPOCTU BXOZAWMX dpeit-
MOB 4/19 OnpeaeeHHOro Tuna TpaduKa.

OTKANlOYaEeT ornMpoBaHme.

logging origin-id {string |
hostname | ip | ipv6}

no logging origin-id

-/Het

3afaeT napameTp, KOTopblli ByAeT UCNoAb30BaTLCA B KayecTse
naeHTMdmKaTopa xocTa B syslog-coobuieHusx.

Mcnonb3oBaTb 3Ha4YeHME NO YMOYAHWIO.

logging source-interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group | loopback
loopback_id | vlan vian_id}

no logging source-interface

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
loopback_id: (1..64)
group: (1..16);
vlan_id: (1..4094)

Ucnonb3osaTb IP-agpec ykasaHHOro uHTepdelica B Kavectse
MCTOYHMKa B IP-nakeTax npoTtokona SYSLOG.

Ucnonb3oBaTts IP-agpec ucxogauero nHtepdelica.

logging source-interface-ipv6
{gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group | loopback
loopback_id | vlan vlan_id}

no logging source-interface-
ipv6

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
loopback_id: (1..64)
group: (1..16);
vlan_id: (1..4094)

Ucnonb3oBaTh IPv6-agpec yKasaHHOro MHTepdeica B KayecTse
MCTOYHMKA B IP-nakeTax npotokona SYSLOG.

Ucnonb3osathb IPv6-agpec ucxoasaiero nHtepoeica.

Karkgoe cooblieHne MmeeT CBOM YpOBEHb BaxKHOCTU; B Tabanue 193 npueeneHbl TUNbI cOObLWEeHMM
B nopsake ybbiBaHUA X BaXKHOCTM.

Tabnvua 193 — Tunbl BaXKHOCTU COOBLLEHUI

Tun eaxcHocmu coobweHuli OnucaHue

B cucteme npousowna KpuUtuyeckasn OLLIVI6Ka, CUcTtema Moxet paﬁOTaTb

YpesBblyaliHbie (emergencies)
HenpaswuibHO.

CurHanbl Tpesoru (alerts) Heobxoanmo HemeaneHHOEe BMeLaTeIbCTBO B CUCTEMY.

Kputnueckue (critical) B cucTeme npousoLuna Kputuyeckas owmnbKa.

OwwnbouHble (errors) B cucTeme npomsoluna ownbKa.

MpeaynpexaeHus (warnings) MpeaynpexaeHue, HeaBapuitHoe cooblueHe.

Ysegomnenusa (notifications) YBegomseHune cucteMbl, HeaBapuitHoe coobLieHue.

MHbopmaumoHHble (informational) NHpopMaLMOHHbIE COOBLLLEHNA CUCTEMDI.

OTnagoyHble COO6LLI,eHI/Iﬂ, npeaocTaBNAKT NONb30BaTENHO MHCbOpMaLI,MIO

OtnapouHbie (debugging) 0N KOPPEKTHOM HACTPOIMKN CUCTEMDI.

KomaHOb! pexcuma Privileged EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK B pexxkume Privileged EXEC:
console#

Tabnnua 194 — KomaHaa pexkmuma Privileged EXEC ans npocmoTpa ¢aina KypHana
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Komanoa 3HayeHue/3HayeHue Leiicmeue
no ymon4aHuro
clear logging - Ypansaet Bce coobLEeHNs U3 BHyTpeHHero bydepa.
clear logging file - Ypanset Bce coobuieHuna us daiina xRypHana.
show logging file i OTobparkaeT COCTOAHWE XKypHana, aBapuiiHble W OTAaZo4Hble
coobuieHms, 3anucaHHble B paitnie KypHana.
show logging OTobparkaeT COCTOAHME »KypHana, aBapuiiHble M OTN3aA0uYHble
i coobuieHmns, 3anncaHHble BO BHYTpeHHeM bydepe.
show syslog-servers - OTobparkaeT HacTPOMKM A4N1A yaanéHHbIx syslog-cepsepos.

[pumepbl UCN0Ab308AHUA KOMAHO

= BKAKOYUTb perncrTpaumio owmnboYHbIX COOBLLEHNI HA KOHCON:

console# configure
console (config)# logging on
console (config)# logging console errors

= QuuctuTb dann KypHana:

console# clear logging file
Clear Logging File [y/nly

5.23 3epKanupoBaHue (MOHUTOPUHT) NOPTOB

DYHKUMA 3epKaNMpoBaHMA MOPTOB MpeAHasHayeHa A8 KOHTPOAA ceTeBoro TpaduKa nytem

MepecbiKM KOMuin BXOAALWMX M/UAN UCXOOALLMX MAKETOB C OAHOMO WAMU HECKONbKMX KOHTPO/IMPYEMbIX
NOPTOB Ha OAMH KOHTPOAUPYIOLWMIA NOPT.

)

Mpu 3epkanupoBaHum 6onee ogHoro ¢usmyeckoro uHtepdeiica BOSMOXKHbI notepu Tpaduka.
OTcyTCTBME NOTEpb rapaHTUPYeTCA TOJMIbKO NpU  3epKaJMpoBaHMUM OAHOro ¢GuUMYecKoro
uHTepdeiica

K KOHTpoMpyloLemy NOPTY MPUMEHSAIOTCA CAeaylolmne orpaHuyeHns:

— TNopT He MoxKeT BbITb KOHTPOJIMPYHOLLUM U KOHTPOIMPYEMbIM MOPTOM OAHOBPEMEHHO;
— [MopT He moeT BbITb Y1EHOM FpynMbl NOPTOB;

— IP-unTepdelic gonxKeH OTCyTCTBOBaTb 415 3TOrO NOPTa;

— MpoTtokon GVRP ponKeH 6bITb BbIK/AOYEH Ha 3TOM MOPTY.

K KOHTpO/IMpyeMbIM NOPTaM NPUMEHAIOTCA Cedytolume orpaHNYeHus:

— TMopT He MOKeT 6bITb KOHTPONNPYIOWMNM U KOHTPOIMPYEMbIM NOPTOM OAHOBPEMEHHO.

KomaHObI pexcuma 210b6aab6Hol KOHu2ypayuu

Bug 3anpoca KOMaHAHOM CTPOKM B peXKMMe rnobanbHOM KoOHUrypaumm:

console (config) #

Tabnnuya 195 — KomaHab! perknma rnobanbHoM KoHGUrypaumm

3HavyeHue/3HavyeHue .
KomaHoa / Aelicmeue
no ymoa4YaHuro
port monitor mode 3agaeT pexum paboTbl nopTa
{monitor-only | network} . - monitor-only — dpelimbl, NocTynatoLme Ha NopT, 0TOpPacbIBalOTCS;
-/monitor-only
- network — no3sonseT BecTu 06MeH AaHHbIMMU.
no port monitor mode Bo3BpalyaeT 3HauYeHMe Mo YMOAYaHMIO.
port monitor remote vlan vlan_id: (1..4094); HasHaueHune VLAN gns yaaneHHoro moHutopuHra (RSPAN), B KoTo-
vlan_id [cos priority] [tx | rx] priority: (0..7)/0 pyto ByAyT NOMELLATLCA MAKETbl C KOHTPOIMPYEMbIX MHTepdeincoB.
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no port monitor remote vlan
vlan_id

YpaneHnue VLAN ana yaaneHHOro MOHUTOPUHTa.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet

BuAa 3anpoca KOMaHAHOM CTPOKM B pexume KoOHPurypaumnm nnHtepderica Ethernet:

console (config-if)#

’ | JaHHble KOMaHAbl HeNb3A BbINO/HATb B peXXxume KOHd)Mryan,VIM Anana3oHa MHTepCbEﬁCOB

rail] Ethernet.

Tabnnuya 196 — KomaHabl 4OCTYMNHbIE B perume KoHdurypaummn nHtepoeica Ethernet

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

port monitor {remote |
gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port}
[rx | tx]

no port monitor {remote |
gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port }

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

BK/itoYaeT GpYHKLMI0 MOHUTOPUHIA HA HacTpaMBaemMom MHTepdeiice.
[aHHbl nHTepdelic byaeT KOHTPOIMPYIOWMM NOPTOM ANA YKa3aH-
HOTO B KOMaHAe KOHTPOIMpPYyemMoro nopra.
- gi_port, te_port, fo_port — KOHTPONMPYEMbII1 NOPT;
- rX — KOMMPOBaTb NaKeTbl NPUHATbIE KOHTPOANPYEMbIM MNOPTOM;
- tX — KOMMPOBaTb NaKeTbl, NepesfaHHble KOHTPOANPYEMbIM MOPTOM;
Mpwn oTCyTCTBUM NapameTpa rx/tx ¢ KOHTPOIMPYEMOTrO MopTa Konu-
pYHOTCA BCE MaKeTbl.

| ®YHKUMA MOHUTOPUHIa MOXKET BbiTb HAaCTPOEeHa Ha AByX

nopTax oAHOBpPeMEHHO

BbikntoyaeT GyHKUUIO MOHUTOPUHTA HA HacTpanBaeMom MHTepdei-
ce.

port monitor vlan vian_id

no port monitor vlan vian_id

vlan_id: (1..4094)

BKAtoyaeT GyHKUMIO MOHUTOPUHIA HA HAacTpanBaeMom MHTepdeice.
[aHHbIl nHTepdeic byaet KOHTPONUPYIOWMM NOPTOM ANA YKa3aH-
HoW VLAN.
V MopT MOHUTOPUHra He [AOMKEeH nNpuHagaeXaTb K Ha-
cTpauBaemoii VLAN.
MoHuTopuHr VLAN moXKeT 6biTb BK/IIOYEH /UWb B TOM
V cnyyae, ecin B cUCTEMe HaCTPOEHO He 6on1ee 04HOro KOH-
TpOAMpYIOLLEro nopTa.
V Ecan KOHTPONUPYIOLWMUIA NOPT HACTPOEH paHee, TO TOJIbKO
3TOT NOPT MOXKeT 6biTb UCMONb30BaH ANA MOHUTOPUHIa
VLAN.

Ypanaet ykazaHHyo VLAN 13 MOHUTOpPUHTA.

port monitor remote

no port monitor remote

BKkntoyaeT ¢yHKUMIO yaaneHHoOro moHuTopuHra (RSPAN) Ha Ha-
CTpanBaemMom uHTepodeiice.

BbikntoyaeT OyHKUMIO yaaneHHoro moHutopuHra (RSPAN) Ha Ha-
CTpanBaeMom unHTepodelice.

KomaHOb! pexcuma EXEC

3anpoc KoMaHAHOW CTPOKK B pexkmnme EXEC nmeeT cneayowmin Bua;

console>

Tabnunua 197 — KomaHabl, 4OCTYNHbIe B pexkume EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show ports monitor

BblBOAUT MHPOPMALMIO MO KOHTPOIMPYIOLLMM M KOHTPOIMPYEMbIM
nopTam.
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[pumepbl 8b1M10AHEHUS KOMAHO

YcraHoBuTb 13 Ethernet nHTepdelic KoHTponnpytowmum ans 18 uHtepdelica Ethernet. Becb Tpa-
¢uK c 18 nHtepdeiica nepeagasaTtb Ha 13.

console# configure
console (config) # interface tengigabitethernet 1/0/13
console (config-if) # port monitor tengigabitethernet 1,/0/18

BbiBeCTM MHGOPMALUMIO NO KOHTPOIMPYIOLLMM M KOHTPOANPYEMbBIM MOPTaM.

console# show ports monitor

Port monitor mode: monitor-only
RSPAN configuration

RX: VLAN 5, user priority 0

TX: VLAN 5, user priority O

Source Port Destination Port Type Status RSPAN

tel/0/18 tel/0/13 RX, TX notReady Disabled

5.24 ®yHKuua sFlow

sFlow — TEXHON0INA, N03BONAKOWAA OCYyLWEeCTBNATbL MOHUTOPUHT Tpad)m(a B MaKeTHbIX CeTAX nepeaa-

YN OaHHbIX NyTeEM YaCTUYHOM BbI60pKM Tpad)MKa ana I'IOCJ'IELI,YEOLLI,GIZ MHKancynaunm B cneuunasibHble CO-
06LI.I,EHMF|, nepegasaemble Ha cepBep c6opa CTaTUCTUKWN.

KomaHObI pexcuma 2a06anab6HolU KOHpuU2ypayuu

Buz 3anpoca KoMaHAHOM CTPOKM B peXxume rnobasbHon KoHbUrypaumm:

console (confiqg) #

Tabnvua 198 — KomaHabl pexxknma rnobanbHoM KoHGUrypaumm

3HavyeHue/3Ha4yeHue .
KomaHoa / Aelicmeue
no ymon4aHuwo
sflow receiver id id: (1..8); 3apaeT agpec cepsepa cbopa cratmucTmkm sflow.

{ipv4_address | ipv6_address |
ipv6z_address | url} [port port]
[max-datagram-size byte]

no sflow receiver id

port: (1.. 5535)/6343;
byte: nonoxutensHoe
uenoe uncno/1400;
dopmar ipv4_address:
A.B.C.D;
dopmar ipv6_address:
XX Xo X X;
dopmar ipv6z_address:
X:X:X:X::X%<ID>;
url: (1..158) cumsonos

- id — Homep sflow-cepBepa;

- ipv4_address, ipv6_address, ipv6z_address — IP-agpec;

- url — pomeHHoe UMS XOCTa;

- port — HoMep MopTa;

- byte — MaKcMManbHOE KOAMYecTBO OalT, KOTOpPOe MOMKEeT ObiTb
OTNPAaBNEHO B OZMH NAKET AaHHbIX.

Ypansaet agpec cepBepa cbopa ctatnctmnkum sflow

sflow receiver
{source-interface |
source-interface-ipv6}
{gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel | group |
loopback loopback_id | vlan
vlan_id | oob}

no sflow receiver
source-interface

vlan_id: (1..4094)
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

loopback_id: (1..64)
group: (1..16)

3apaeT uHTepdeiic yctpoiictaa, IP-aapec kotoporo 6yaeT ucnonb3o-
BaTbCA MO YMOJIMAHUIO B KayecTBe ajpeca UCTOYHMKa cbopa cTaTu-
CTUKM.

Yaoanaer aBHoe 3agaHue WHTepdelica, ¢ agpeca Kotoporo 6yaer
OTNPaBAATLCA CTaTUCTUKA sflow
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KomaHObI pexcuma KoHguaypayuu uHmepaelica Ethernet

Bupg, 3anpoca KOMaHAHOM CTPOKM B pexkMme KoHdurypauumn nHtepdelica Ethernet:

console# configure

console (config)# interface {gigabitethernet gi port | tengigabitethernet
te port | fortygigabitethernet fo port}

console (config-if) #

Tabanua 199 — KomaHab! perkmuma KoHourypaumm nHtepdelica Ethernet

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4yaHuro

Aeiicmeue

sflow flow-sampling rate id
[max-header-size bytes]

no sflow flow-sampling

rate:
(1024..107374823);
id: (0..8);
bytes: (20..256)/128
6anT

3afaer cpeaHIo CKOPOCTb BbIBOPKKM NakeTos. UTorosas cKOpoCTb
BbIBOPKM cumTaetca Kak 1/rate*current_speed (current_speed —
TeKyLWasn CpeaHAn CKOPOCTb).

- rate — cpeAHAA CKOPOCTb BbIGOPKK NaKeTOoB;

- id — Homep sflow-cepBepa;

- bytes — makcMmanbHoe KosmyecTBo H6alT, koTopoe byaeT ckonu-
poBaHo M3 06pasua nakera.

OTK/IO4aET CYETUYNKM BbIDOPKM HA NOPTY.

sflow counters-sampling sec id

no sflow counters-sampling

sec: (15..86400)
CEeKyHS;
id: (0..8)

Onpegenser MakCMManbHbIM MHTEPBAN MEXAY YCNelHbIMU Bbi-
H60opKaMu NaKeTos..

- SeC — MaKCUManbHbIA MHTEPBAN MEXKAY BbIDOPKaMU B CEKYHAAX.
- id — Homep sflow-cepBepa (3agaetca komaHaolt sflow receiver B
rnob6anbHOM pexknme KoHdUrypaumm).

OTK/IO4aET CYETUNKM BbIBOPKM Ha NOPTY.

KomaHOowbi pexcuma EXEC

3anpoc KomaHAHOM CTPOKU B pexxnume EXEC umeet cneayowmii Bua;

console>

Tabnnua 200 — KomaHabl, AocTynHble B pexume EXEC

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

show sflow configuration
[gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port]

clear sflow statistics
[gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port]

show sflow statistics
[gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4)

BbiBOAMT HacTpoliku sflow.

Ouuwiaet cTaTucTuKy sFlow. Ecnam nHtepdelic He ykasaH, KOMaH-
[la OYMLLAeT BCe CYETYMKM CTaTUCTUKM SFlow.

OtobparkaeT cTaTUCTUKY sFlow.

[pumepsbi 8biM0HEHUS KOMAHO

= YcraHosuTb IP-agpec 10.0.80.1 cepBepa 1 gna cbopa cratuctukm sflow. Ons ethernet-
uHTepodeiicos tel/0/1-tel/0/24 yctaHOBUTL CpedHIO CKOPOCTb BbIBOPKM naketos — 10240
KBUT/C U MaKCMMasbHbI MHTEPBAN MeXAay ycnewHbimu Bbibopkamm nakeTtos — 240 c.

console# configure
console (config)# sflow receiver 1 10.0.80.1
console (config) # interface range tengigabitethernet 1/0/1-24
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console (config-if-range) # sflow flowing-sample 1 10240
console (config-if)# sflow counters-sampling 240 1

5.25 ®PyHKUMM ANArHOCTUKU PU3NYECKOTO YPOBHA

CeTeBble KOMMYTaTopbl COAEpKaT annapaTtHble M NporpammHble cCpeacTBa ANA AMarHOCTUKM
dU3NYECKUX MHTePdENCOB U NIMHUI CBA3KU. B NnepeyeHb TECTMPYEMBIX NapaMeTPOB BXOAAT C/eaytowme:

[na aneKkTpnyecknx nHTepdpencos:
— JA/IMHa Kabens;
—  paccTosiHMe A0 MecTa HEUCNPaBHOCTM — 06pbiBa UM 3aMblKaHMA.

Ona ontnyeckux nHtepdeiicos 1G n 10 G:
— NapameTpbl NUTAHUA — HaMNpPAXKeHUE U TOK;

— BbIXOAHaA onT4yeCKaa MOLWHOCTb,
— ONnTn4yecCkaa MOWHOCTb Ha npueme.

5.25.1 flJuazHocmuKka medHO20 Kabensa

KomaHOwb! pexcuma EXEC

3anpoc KomaHAHOM CTpoKKM B pexume EXEC umeeT chepytowmii Bua;

console>

Tabnnua 201 — KomaHAabl AMAarHOCTUKU MeAHOro Kabens

Komanda 3HayeHue/3HayeHue leiicmeue
o ymon4YaHuro

test cable-diagnostics tdr BbINoNHAET BUPTyasnbHOE TecTUpoBaHWe Kabens AnA ykasaHHOro
interface {gigabitethernet gi_port: (1..8/0/1..48); | nHTepdeiica.
gi_port | tengigabitethernet te_port: (1..8/0/1..24);
te_port | fortygigabitethernet fo_port: (1..8/0/1..4).
fo_port}
show cable-diagnostics tdr OTobparkaeT pesynbTaTbl NOCAEAHEr0 BUPTYasIbHOrO TECTUPOBAHUA
[interface {gigabitethernet gi_port: (1..8/0/1..48); | kabensa gna ykasaHHOro MHTepdeiica.
gi_port | tengigabitethernet te_port: (1..8/0/1..24);
te_port | fortygigabitethernet fo_port: (1..8/0/1..4).
fo_port}]

[pumepebi 8bIM0AHEHUS KOMAHO:

= [IpoTectnposatb nopt gi 1/0/1:

console# test cable-diagnostics tdr interface gigabitethernet 1/0/1

5324#test cable-diagnostics tdr interface giO/1

Cable on port gil/0/1 is good

5.25.2 [luaczHocmuKa onmu4yecKo20 mpaHcuesepa

CDyHKLI,VIFl ANAarHoCTMKM nNno3BoJsiIAeT OUeHUTb TeKyulee COCToAHME ONTUYeCKOoro TpaHCuBeEpPa U
ONTMYECKOM NIMHUM CBA3MU.
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Bo3MoXKeH aBTOMaTUYECKWUi

KOHTPO/Ib COCTOAHUA JNIMHUI  cBA3MN. Ona atoro KOMMYTATOpP

nepuogMyYeckn onpalinBaeT MapameTpbl ONTUYECKMX WHTepdencoB M CpPaBHMBAET UX C MOPOroBbIMU
3HAYEeHMAMM, 33ZaHHbIMM MPOU3BOAUTENAMM TPaHCUBEPOB. pyK BbIXOoAe MapamMeTpoB 3a AOMNYCTUMble
npeaenbl KOMMyTaTop GopMUpyeET NPeaynpeXaatoLLmMe U aBapuiiHble coobLLeHuMA.

KomaHOobl pexcuma EXEC

3anpoc KoMmaHAHOM CTpoKK B pexkume EXEC umeet cnepytowmii Bua;

console>

Tabnuua 202 — KomaHaa

ANArHOCTUKKN ONTUYECKOIro TpaHCHUBEpPa

KomaHda

3HayeHue/3HayeHue

Aeiicmeue
1o yMmon4aHuio

show fiber-ports
optical-transceiver [interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port}]

OTo6paskaeT pe3ynbTaTbl AUArHOCTUKM ONTUYECKOrO TpaHcuBeepa.
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4).

[pumep 8b1M10AHEHUS KOMAHObI:

swl# show fiber-ports optical-transceiver interface TengigabitEthernet0/5

Output Power
Input Power
LOS

Vendor name:

Diagnostic:

N/A - Not Available,

Laser wavelength:
Transfer distance:
supported

Port Temp Voltage Current Output Input LOS Transceiver
[C] [Volt] [mA] Power Power Type
[mW / dBm] [mW / dBm]
tel/0/5 33 3.28 11.45 0.28 / -5.52 0.24 / -6.11 No Fiber
Temp - Internally measured transceiver temperature
Voltage - Internally measured supply voltage
Current - Measured TX bias current

Measured TX output power in milliWatts/dBm
Measured RX received power in milliWatts/dBm
Loss of signal

N/S - Not Supported, W - Warning, E - Error

Transceiver information:
OEM

Serial number: S1C53253701833
Connector type: SC

Type: SFP/SFP+

Compliance code: BaseBX10

1550 nm
20000 m

Tabanua 203 — MapameTpbl ANArHOCTMKM ONTUYECKOrO TPaHCUBEPa

Mapamemp 3HayeHue
Temp Temnepatypa TpaHcmBepa.
Voltage HanpsakeHne nuTaHMA TpaHcKBepa.
Current OTKNOHEHME TOKA Ha Nepegaye.
Output Power BbIxoZHas MOLLHOCTb Ha nepegaye (mBT).
Input Power BxogHaa molLHOCTb Ha Nnpueme (MBT).
LOS MNoTtepa curHana.

3Ha4yeHuA pPe3ynbTaTtoB ANAarHOCTUKKU:
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— N/A-HepocTtynHo,
— N/S—He nogaepxusaercs.

5.26 dnektponutaHue no amHuam Ethernet (PoE)

Mogenn kommyTtatopoB ¢ cyppukcom ‘P’ B 0603HaUYeHUM MOAAEPKMBAIOT INEKTPONUTaHUE YCT-
poicTts no anHum Ethernet B cootsetcTBunm ¢ pekomeHgaumsamm IEEE 802.3af (PoE) n IEEE 802.3at (PoE+).

KomaHObI pexcuma 2n0bas1bHoU KOHpuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM B peXKMME rN06anbHOM KOHPUIypaLmm:

console (config) #

Tabnnua 204 — KomaHAb! pexknuma rnobanbHoM KoHbUrypauum

KomaHda

3HayeHue/ 3HayeHue
110 yMOAYAHUIO

Aeiicmeue

power inline limit-mode
{port | class}

no power inline limit-mode

-/class

BbI6Op pexknmma orpaHMYeHMs MOLLHOCTU 31EKTPONUTAHUA:

- port —orpaHuyeHue ycTaHaBAMBAETCA HA OCHOBAHWWU aAMUHU-
CTPaTUBHbIX MapaMeTpoB NopTa;

- class — orpaHMuyeHMne ycTaHaBAMBAETCA Ha OCHOBaHMM Kiacca
NOAKNOYEHHOTO YCTPOWCTBA

Bo3BpalyaeT 3HauyeHMe No YMONYaHUIO

power inline usage-threshold
percent

no power inline
usage-threshold

percent: (1..99)/95

YcTaHaBAMBaET NOpor NoTpebasemMolt MOLWHOCTH, NPU KOTOPOM
dopmupyeTca MHbOpMaLMOHHOe cooblueHue (snmp trap) o
npesblLEeHNN Nopora.

BoccTaHaBnAuBaeT 3HaYeHMe Nopora no yMo4aHu .

power inline traps enable

no power inline traps enable

-/BbIK/IIOYEHO

PaspeweHune ¢opmupoBaHne WHGOPMALMOHHBLIX COOBLLEHUM
ana noacuctemol PoE.

BosBpawaer HaCTpOVIKM K napameTpam no yMO/HaHUIO.

power inline inrush test
disable

no power inline inrush test
disable

-/BKNIOYEHO

OTKAtoYaeT npoBepky inrush-Toka.

Bk/itoyaeT nposepky inrush-Toka.

KomaHObI pexcuma KoHgu2ypayuu uHmepagelica

Buz 3anpoca KoMaHAHOM CTPOKM B pexnume KoHdurypaumm nntepdeliica Ethernet:

console# configure
console (config) # interface gigabitethernet gi port
console (config-if) #

Tabnunua 205 — KomaHabl perknma KoHourypaumm nHtepdeiica Ethernet

KomaHda

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aeiicmeue

power inline {auto | never}
[time-range range_name]

range_name : (1..32)
CMMBONA;
-/auto

KomaHgaa ynpasnset paboToi npoTtokona obHapyxeHus PoE-
YCTPOWCTB Ha UHTepdelice.

-auto — pa3peluaet paboTy NpoToKona obHapyxeHus PoE-
YCTPOWCTB Ha UHTepdelice U BKAOYAET NOAaYy 31eKTPONUTaHuUA
Ha UHTepodelic;

-never — 3anpeLuaet paboTy npoTokona obHapyxeHusa PoE-
YCTPOMCTB Ha UHTepdeiice U OTKAOYAET NoAauy 31eKTPonuTa-
HUA;

-time-range — epemeHHol uHMepsas, 8 meyeHue KOMoOPO20
numaHue 6ydem nodasamscsa Ha UHmMepgelic.
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power inline powered-device
pd_type

no power inline
powered-device

pd_type:(1..24)
CMMBO/10B/He 3a4aH0o

[LobasnaeT nponssosbHOe onncaHme PoE-ycTpoiicTea ana no-
MOLLM B aAMUHUCTPUPOBAHUN 060pyA0BaAHMA.

Ypansaet paHee 3agaHHoe onncaHue PoE-ycTpoiicTsa.

power inline priority {critical |
high | low}

-/low

no power inline priority

3a4aéT npuopuTeT uHTepderica PoE npu ynpasneHnn anektpo-
nutaHnem.

- critical — ycTaHaBAMBaeT HauBbICWWIA NPUOPUTET SNEKTPONUTa-
HUA. IN1eKTpoNUTaHWe NOPTOB C TaKUM NpUopUTETOM ByaeT npe-
KpalaTbCA B MOCAEAHION o4vepedb MpU Neperpyske CUCTEMbI
PoE;

- high — ycTaHaB/iMBaeT BbICOKUI NPUOPUTET 3/1EKTPONUTAHUA;

- low — ycTaHaBAMBaeT HU3KUI NPUOPUTET SNEKTPONUTAHUA.

BoccTaHaBnmBaeT NPMOPUTET NO YMOYAHMUIO.

power inline limit power
power:

(0..30000)/30000 mBT

no power inline limit

HasHauyaeT npesen MOLWHOCTU 3NEKTPONUTAHUA AnA BblbGpaHHO-
ro nopra.

BoccTaHaBnMBaeT npeaen MOLWHOCTM MO YMOYAHMIO.

KomaHObI pexcuma Privileged EXEC

BunAa 3anpoca KomaHAHOM CTPOKKM B pexume Privileged EXEC:

console#

Tabnunua 206 — KomaHabl pexkuma Privileged EXEC

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHoa

Aelicmeue

show power inline
[gigabitethernet gi_port | unit
unit_id]

gi_port: (1..8/0/1..8);
unit_id : (1..8)

OTobpakaeT COCTOAHME 3/IEeKTPONUTaHUA WHTepdelicos, noa-
AepXKUBaoLWNX NUTaHWE No AnHUKM PoE.
- unit_id — Homep toHMTa B CTEKE.

show power inline
consumption [gigabitethernet
gi_port | unit unit_id]

gi_port: (1..8/0/1..8);
unit_id : (1..8)

OTobpaKaeT xapaKTepucTUkM notpebneHna molHocTM PoE-
MHTepdencoB ycTpolncTBa.
- unit_id — Homep toHMTa B CTEKeE.

show power inline version

OTobparkaeT Bepcuo NPOrpamMmmHOro obecneyeHns KOHTposne-
pa noacuctemol PoE.

[pumepbl 8b1M0AHEHUS KOMAHO

= [loKa3aTb COCTOAHME 3/1IEKTPONUTAHUA BCEX MHTePdENCOB yCTPOICTBa:

console# show power inline

Power-limit mode: Class based
Usage threshold: 95%
Trap: Disable
Legacy Mode: Disable
Inrush Test: Disable
SW Version: 22.172.3
Unit Module Nominal Consumed Temp (C)
Power (W) Power (W)
1 MES2308P 240 219 (91%) 85
12-port 1G
Managed
Switch with
8 POE+ ports
2 MES2308P 240 0 (0%) 42
12-port 1G
Managed
Switch with
8 POE+ ports
Interface Admin Oper Power (W) Class Device Priority
gil/o/1 Auto On 31.800 4 low
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gil/o0/2 Auto On 31.800 4 low
gil/0/3 Auto On 31.0 4 low
gil/0/4 Auto On 31.400 4 low
gil/0/5 Auto On 31.500 4 low
gil/0/6 Auto On 31.0 4 low
gil/0/7 Auto On 31.600 4 low
gil/0/8 Auto Fault 0.0 0 low
= [loKasaTb COCTOAHUE 3/IEKTPONUTAHMA BblbpaHHOro UHTepdelica:

console# show power inline gil/0/1

Interface Admin Oper Power (W) Class Device Priority
gil/0/1 Auto Searching 0.0 0 low
Port Status: Port is off. Detection is in process

Port standard: 802.3AT

Admin power limit (for port power-limit mode): 30.0 watts

Time range:

Operational power limit: 30.0 watts

Spare pair: Disabled

Negotiated power: 0 watts (None)

Current (mA) : 0

Voltage (V) : 0.0

Overload Counter: 0

Short Counter: 0

Denied Counter: 0

Absent Counter: 0

Invalid Signature Counter: 0

OnucaHne oTobparkaemblx NApPaMeTPOB 3NEKTPONUTAHUA NpuBeaeHo B Tabaumue 207 .

Tabnunua 207 — MNapameTpbl cTaTyca 3N1EKTPONUTAHNA

Nominal Power

HomuHanbHanA MOLWHOCTb UCTOYHUKA MNUTAHNA NOACUCTEMDI PoE.

Consumed Power

N3mepeHHOoe 3HavyeHue I'IOTpE6J1ﬂeM0ﬁ MOLWHOCTH.

Usage Threshold Moporosoe 3HauyeHWe noTpebasemolrt MOWHOCTHU, NPU KoTopom dopmupyeTtca MHop-
MaLMOHHOe cooblueHue (snmp trap) o npeBbIleHUN Nopora.

Traps OTobparkaeT paspelieHne popmupoBaHme MHGOPMALMOHHBIX COOBLLEHMUNA.

Port O603HauveHne uHTepdeica KommyTaTopa.

Admin AZMUHUCTPATUBHOE COCTOAHWE 3NEKTPONUTaHMA NopTa. Bo3moKHble 3HaYeHus — auto
u never.

Priority MpuopuTeT ynpaBieHUA 3MEKTPONUTaHMEM MnopTa. Bo3moxKHble 3HayeHua — critical,
high, low.

Oper OnepaTuBHOE COCTOAHME 3/IEKTPONUTAHNA NopTa. BO3MOKHbIe 3HaYeHnsA:

Off - nuTaHWe NopTa BbIKNOYEHO aAMUHUCTPATUBHO;

Searching — nMTaHMe NopTa BKAKOYEHO, OXKUAAHUE NOAKN0YEHUA POE-yCTpoiicTBa;

On — NnuTaHWe NopTa BK/OYEHO U ecTb NpUcoeuHeHHoe POE-yCTpoiicTBO;

Fault — aBapua nutaHua nopta. POE-yCcTPOMCTBO 3anpocMa0 MOLLHOCTb 60/bLWYIO, Yem
OOCTYNHO nan notpebaseman POE-yCTPOMCTBOM MOLLHOCTb NpeBbiCKAa 3a4aHHbIN npe-
aen.

Port standard

Knaccudukauma noaknoyeHHoro yctpoictea B cootBetctBum ¢ IEEE 802.3af, IEEE
802.3at.

Overload Counter

CyeTumK KoNnYecTBa Cly4yaeB neperpysku No 31IeKTPONUTAHMUIO.

Short Counter

CyeTymK cnyyaeB KOPOTKOMO 3aMblKaHUA.

Denied Counter

CyeTumK cnyyaes OTKa3a B NO4a4e 3INEeKTPONUTaHMUA.

Absent Counter

CyeTyMK cnyyaeB NpPeKpaleHUs 3NEeKTPOMUTAHWUA M3-3a OTK/OYEHUA NUTAEMOro YCT-
poiicTsa.

Invalid Signature Coun-
ter

CueTumK oWwMBOK KnaccuduKaLmm nogKaoueHHbIX POE-ycTpolicTs.
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5.27 ®yHKUuMM obecneyeHunsa 6esonacHocTH

5.27.1 ®yHKyuu obecneyeHus 3auumsi NOpmMos

C uenbto nosblweHMA 6e30MacHOCTM B KOMMYTATOpPE CYLLECTBYET BO3MOXHOCTb HAaCTPOUTb KaKoWM-
nMbo nopT TaK, 4Tobbl AOCTYN K KOMMYyTaTOpy 4Yepe3 3TOT MOPT MNPenocTaBAAnCA TO/IbKO 33a4aHHbIM
ycTpoictBam. ®PyHKUMA 3alimTbl MNOPTOB OCHOBaHa Ha onpeaeneHun MAC-agpecoB, KOTOpbIM
paspewaetca goctyn. MAC-agpeca mMoryT 6biTb HAaCTPOEHbI BPYYHYIO AW U3yYeHbl KOMMyTaTopom. Mocne
U3y4eHna HeobXoAMMbIX afpecoB NopT cieayeT 3abN10KMPOBaTh, 3aWMTMB €r0 OT NOCTYN/IEHUA NAKETOB C
HeunsydyeHHbIMM MAC-agpecamu. Takum 06pasom, Koraa 3ab10KMpPOoBaHHbIM NOPT NoayyaeT naket, 1 MAC-
afipec UCTOUYHMKA MaKeTa He CBA3AH C 3TUM NOPTOM, aKTUBU3MPYETCS MEXaHM3M 3alLMTbl, B 3aBUCMMOCTU
OT KOTOPOro MOTyT ObITb MPUHATLI CAeAyoLWMe Mepbl: HECAHKLMOHNPOBAHHbIE NaKeTbl, MOCTynatowme Ha
320/10KMPOBAHHbLIM  MOPT, MNepecbinaloTca, OoTOpacbiBalOTCA, /MO0 XKe MopT, NPUHABLUMA MaKeT,
oTKAtoYaeTcsa. PyHKuma bHesonacHocTM Locked Port no3BonseT COXPaHUTb CAMCOK M3yyeHHbIXx MAC-
agpecoB B danne KoHpurypauum, Takmm o6pasom, 3TOT CMMCOK MOXHO BOCCTAaHOBUTb MocC/ae
nepesarpysku ycTponcTaa.

/ CywectByeT orpaHuyeHme Ha Koaudectso MAC-agpecoB, KOTOpoe MOXKeT U3y4YuTb NOpT,
MUCNONb3YIOLWMI GYHKLMIO 3aLUTbI.

KomaHObI pexcuma KoHguaypauuu uHmepgpelica (QuanasoHa uHmepgelicos) Ethernet, uHmep-

gelica 2pynnel nopmos

Bua 3anpoca KOMaHAHOM CTPOKM B pexume KoHoburypaumm uHTepdelica Ethernet, uHtepdelica
rpynnbl NOPTOB:

console (config-if) #

Tabnunua 208 — KomaHabl pexkuma KoHourypauum nHtepdelica Ethernet, rpynnsl nHTepdelicos

3HayeHue/3HayeHue

Komanda Aelicmeue
o ymMmon4aHuro
port security BktoyaeT PpyHKUMIO 3aWwmTbl Ha UHTepdelice. Bnokupyet dyHK-
LMIO M3y4eHUs HOBbIX agpecoB gns uHtepdelica. MaKeTbl ¢ He-
-/BbIK/IIOYEHO n3yyeHHbimM MAC-agpecamm UCTOYHMKA oTbpacbiBatoTcs. Ko-
MaHAa aHa/orM4yHa KomaHae port security discard.
no port security OTKtoYaeT GYHKUMIO 3aLUMTbl HA UHTepdelice.
port security max num 3apaeT MaKcMMmasibHOe KOJ/IMYeCcTBO afpecoB, KOTOPOe MOXKeT
num: (0..65536)/1 M3y4nTb NopT.
no port security max YcTaHaBMBaET 3HaYeHME N0 YMONYAHUIO.
port security routed YcTaHaBAMBaeT 3almuLeHHbli MAC-agpec.

secure-address mac_address ®opmar MAC-apeca:

- H.H.H, H:H:H:H:H:H, -
no port security routed H-H-H-H-H-H Ypanaet 3awmweHHbii MAC-agpec.

secure-address mac_address

port security {forward | BKkntoyaeT GyHKUMIO 3aWnTbl Ha UHTepdelice. BaokupyeTt dyHK-

discard | discard-shutdown} LMIO M3yYeHUs HOBbIX aApecoB s nHtepdelica.

[trap freq] - forward — nakeTbl ¢ HensyyeHHbIMM MAC-agpecammn UCTOYHMKA
nepecblnaroTca.

- discard — nakeTbl ¢ HensyyeHHbIMM MAC-afpecamm UCTOYHMKA
oTbpacbiBatoTCA.

- discard-shutdown — naketbl ¢ HensyuyeHHbiMM MAC-agpecamm
MCTOYHMKa O0T6pacbIBaloOTCA, NOPT OTK/IOYAETCA.

- freq — yacToTa reHepupyembix coobLlieHnn npotokona SNMP
trap Npu NOCTYNAeHNN HECAHKLMOHNPOBAHHbIX MaKeToB.

freqg: (1..1000000) cek

3afaeT 4yacToTy reHepupyembix coobuieHuit npotokona SNMP
trap Npv NOCTyN/eHUM HECAHKLMOHNPOBAHHbIX MaKeToB.

port security trap freq freq: (1..1000000) cex
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port security mode
{max-addresses | lock}

no port security mode

-/lock

3afaeT pexuMm orpaHuuyeHus usyyenua MAC-agpecoB Ans Ha-
CTpanBaemoro nHTepoeica.

- max-addresses — yaanser Tekywme AMHAMUYECKN U3YYEHHble
afpeca, cBasaHHble ¢ nHTepdeiicom. PaspelleHo U3ydeHne Mak-
CMMasIbHOrO KOMMYecTBa agpecos Ha nopTy. NosTopHoe u3yye-
HWEe U CTapeHue paspeLLeHbl.

-lock — coxpaHseT B dalin Tekylme ANMHAMMYECKU WU3YYEHHble
afpeca, cBasaHHble C UHTepdencom 1 3anpewaer obyyeHne Ho-
BbIM aZpecam M CTapeHUe yxe U3yYeHHbIX aApecos.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

KomaHOwb! pexcuma EXEC

Buza 3anpoca KomaHAHOM CTPOKM pexxnma EXEC:

console>

Tabaunuya 209 — KomaHab! perkmma EXEC

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show ports security
{gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group | detailed}

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..16)

MoKa3sblBaeT HACTPOMKU PYHKLMM 6e30nacHOCTU Ha BblbpaH-
HOM uHTepdeiice.

show ports security addresses
{gigabitethernet gi _port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group | detailed}

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..16)

MoKa3bIBaeT TeKylMe AnHaMmUYeckne agpeca ans 3a610KkmMpo-
BaHHbIX MOPTOB.

set interface active
{gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group}

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..16)

AKTUBU3UPYET UHTEpPOENC, OTKNIOYEHHDbIW QYHKUMEN 3aWnTbl
nopta (KomaHga AOCTyNHa TOAbKO ANA MPUBUAETMPOBAHHOMO
nonb3oBaTens).

lpumepbl 8b1M0AHEHUS KOMAHO

= BKAOYUTL GYHKLMIO 3alLmTbl HA 15 nHTepdeice Ethernet. YcTaHOBUTb OrpaHMYeHMe Ha U3ydeHue
agpecos — 1 aagpec. Mocne mnsyyeHna MAC-agpeca 3a610KMpoBaTb GYHKUMIO M3YYEHUS HOBbIX
aapecoB Ansa uHTepodeiica ¢ Luenbto oTbpocuTb NakeTbl ¢ HensydeHHbIMM MAC-aapecammn UCTou-
HuKa. CoxpaHuTb B $aiin U3yyeHHbI agpec.

console# configure

console (config) # interface tengigabitethernet 1/0/15

console (config-if)# port security

console (config-if) # port security max 1

= [loaKa4YnTb KAneHTa K nopTy 1 nsyuntb MAC-agpec.

console (config-if) # port security discard
console (config-if)# port security mode lock

5.27.2 lMposepka nodauHHOCMU KaueHmMa Ha ocHoge nopma (cmaHdapm 802.1x)

5.27.2.1 baszosas nposepka nodauHHocmu

AyTeHTUdUKauMa Ha

OCHOBe

CTaHAapTa

802.1x obecneuymMBaeT nNpPOBEPKY MNOAJAMHHOCTU

nonb3oBaTenem KOMMYTaTOpPa 4yepes BHELUHWUN cepBep Ha OCHOBE MOPTa, K KOTOPOMY NOAK/THOYEH K/IUEHT.
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Tonbko ayTeHTUOUUMPOBAHHbIE M aBTOPM3OBaHHbIE MOJ/Ib30BaTE/IM CMOFYT NepeaaBaTb M NPUHMMATb
AaHHble. poBepKa NOAAMHHOCTM MOJib30BaTee NOPTOB BbiNosiHAeTCA cepBepom RADIUS nocpeacrtsom
npotokona EAP (Extensible Authentication Protocol).

KomaHObI pexcuma 2a06an6Hol KOHgpu2ypayuu

BuAa 3anpoca KOMaHAHOWM CTPOKM pexxnma rnobanbHom KoHbUrypaumm:
console (config) #

Tabnunua 210 — KomaHab! perkrma rnobanbHoM KoHpUrypaumm

Komanda 3HayeHue/3HayeHue Neiicmeue
no yMmoa4YaHuro
dotlx system-auth-control / BkntoyaeT pexunm ayteHTUduMKaumm 802.1X Ha KommyTaTope.
no dotlx system-auth-control BOIRIIOHEHO BblkntoyaeT pexkum ayteHTUdmnKaummn 802.1X Ha KommyTaTope.
aaa authentication dotlx 3apaeT oAMH WM ABA METoAa MPOBEPKM MOANMHHOCTM, aBTOPU-
default {none | radius} [none | 3aumnn n yyeta (AAA), AnA UCNoNb3oBaHMA Ha MHTepdeicax IEEE
radius] 802.1X.
- none — He BbINOJIHATb ayTEHTUPUKALNIO;
-radius — wucnonbsosaTb cnucok RADIUS-cepsepoB ana ay-
-/radius TeHTUdMKaLMM Nonb3osaTens.
Bropoit metoa ayTeHTUPMKALMM UCNONB3YETCA TONIbKO
V B CAy4yae, eciM No nepsBomy ayTeHTUdMKauua 6bina
HeycnewHo.
no aaa authentication dotlx YcTaHaBAMBaET 3HAaYEHME NO YMONYAHUIO.
default

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet

BuAa 3anpoca KOMaHAHOM CTPOKM B pexume KoHPurypaumnm nHtepdelica Ethernet:
console (config-if)#

/‘ ) MpoTtokon EAP (Extensible Authentication Protocol) BbinonHsaeT 3agauu gna ayreHTUdUKa-
UMY yAaNEHHOro K/IMeHTa, NPU 3TOM Onpeaenaa MexaHusm ayTeHTuduKaumu.

Tabnuua 211 — KomaHabl pexxknuma KoHoburypaumm nHtepoeica Ethernet

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymoa4YaHuro
dotlx port-control {auto | HacTtpansaeT ayteHTMdumKaumio 802.1X Ha uHTepdeice. Pas-
force-authorized | peLlaeT py4yHOM KOHTPO/Ib 3@ COCTOSIHMUEM aBTOPU3aLMK NOPTa.
force-unauthorized} -auto — ucnonb3osatb 802.1X ANA M3MEHEHWA COCTOAHUA
[time-range time] KAMEHTA MeXAy aBTOPMU30BAHHbIM M HEABTOPU30BAHHbIM;
- force-authorized — BbikntoyaeT ayteHTUdMKaumo 802.1X Ha
nHTepdeiice. MopT nepexoanT B aBTOPM30BaHHOE COCTOAHUE
-/force-authorized; bes ayteHTUdMKaLMK;
time: (1..32) - force-unauthorized — nepeBoguT NopT B HEeaBTOpM30BaHHOE
coctoaHune. WUrHopupytoTca Bce MOMbITKM ayTeHTUdMKauMm
KAWEHTA, KOMMYTATOp He NpeAocTaBaseT cepBUC ayTeHTUDU-
Kauuu gna 3Toro nopTa;
- time — WHTepBan BpemeHW. Ecnn gaHHbI NapameTp He on-
peseneH, To NOPT He aBTOPMU30BaH.
no dotlx port-control YcTaHaBAMBaeT 3HaYeHne Mo YMONYaHUIO.
dotlx reauthentication -/nepuoauueckme BK/loYaeT nepuoamnyeckme NoBTOPHbIe NPOBEPKM NOAJAMHHO-
NOBTOpPHble NPOBEpKM | CTU (NepeayTeHTUdUKALMIO) KANEHTa.
no dotlx reauthentication NoAJ/IMHHOCTU BblKntoYaeT nepuogmuyeckme NOBTOPHblE MPOBEPKU MOA/MUH-
BbIK/IOYEHbI HOCTU (NepeayTeHTUPUKALMIO) KIMEHTa.
dotlx timeout reauth-period period: YcTaHaBAMBaeT nepuog, MeXAy MOBTOPHbIMU MPOBEPKAMU
period (300..4294967295)/ NOANMHHOCTM.
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no dotlx timeout
reauth-period

3600 cek

YcTaHaBAMBaeT 3Ha4YeHue no YMO4YaHUIO.

dotlx timeout quiet-period
period

no dotlx timeout quiet-period

period: (10..65535)/60
ceK

YcTaHaB/MBaeT nepuog, B TeYEeHME KOTOPOro KOMMYTaTop
OCTaeTca B COCTOAHWUM MOJIYaHUA NOCAE HeyAauyHOW NPOBepKM
NOA/IMHHOCTHK.

B TeyeHWe nepuosa MOAYaHWA KOMMYTATOP HE NMPUHUMAET U
He MHULMMPYET HUKAKUX ayTEHTUOUKALMOHHBIX COOBLLEHWIA.

YcTaHaBAMBAET 3HAYeHUeE No YMON4aHUKo

dotlx timeout tx-period period

no dotlx timeout tx-period

period: (30..65535)/30
ceK

YcTaHaB/MBaeT nepuog, B TeYeHMe KOTOPOro KOMMYyTaTop
OXKMAAET OTBET Ha 3anpoc 60 UAEHTUPMKALMIO MO NPOTOKO-
ny EAP oT KnneHTa, nepes NOBTOPHOM OTNPaBKOM 3anpoca.

YcTaHaBAMBaeT 3HaYeHUe No YMOYAHUIO.

dotlx max-req count

no dotlx max-req

count: (1..10)/2

YcTaHaB/IMBaeT MaKCMMa/ibHOE YMC/IO0 MOMbITOK nepeaayu
3anpocoB NpoTokona EAP-KAMEHTY nepes, HOBbIM 3anycKOM
npowecca NPoBepKu NOAAMHHOCTU.

YcTaHaBAMBaeT 3HaYeHue no YMOYaHUIO.

dotlx timeout supp-timeout
period

no dotlx timeout
supp-timeout

period: (1..65535)/30
CEKYHA,

YcTaHaBAMBaeT nepuoa Mexay NOBTOPHbIMW Mepedavyamu
3anpocos npoTokona EAP-knueHTy.

YcTaHaBAMBaeT 3HaYeHUe No YMOAYAHUIO.

dotlx timeout server-timeout
period

no dotlx timeout
server-timeout

period: (1..65535)/30
CeKyHA,

YcTaHaBAMBaeT nepuog, B TeYEeHUE KOTOPOro KOMMYTaTop
OXKMAAEeT OTBETA OT CepBepa ayTeHTUdUKauuK.

YcTaHaBAMBaeT 3Ha4YeHue no YMOYaHUIO.

dotlx timeout silence-period
period

no dotlx timeout
silence-period

period: (60..65535)
ceKk/He 3agaHo

YcTaHaB/MBaeT Nepuos, BPEMEHW HEaKTUBHOCTU K/MEHTA, Mo
NCTEYEHNE KOTOPOTO K/MEHT CTAHOBUTCA HEABTOPMU30BaHHbIM.

YcTaHaBAMBaeT 3HaYeHUe N0 YMONYAHUIO

KomaHObi pexcuma Privileged EXEC

Buza 3anpoca KomaHAHOM CTPOKM pexxnma Privileged EXEC:

console#

Tabnunua 212 — KomaHabl pexxkunma Privileged EXEC

KomaHda

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

dotlx re-authenticate
[gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
oob]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

Bpy4Hyto oOcCyLLecTBASET NOBTOPHYIO NPOBEPKY MNOAJMHHOCTU
YyKa3aHHOro nopTta B KomaHge, AMbo Bcex MopTos, NoAdepHKM-
Batowwmx 802.1X.

show dotlx interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
oob}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

MoKasbiBaeT cocTosaHue 802.1X ana KommyTaTopa IMbo Ans yKa-
3aHHOro uHTepdelica.

show dot1x users [username
username]

username: (1..160)
CMMBO/I0B

MoKasbiBaeT aKTMBHbIX ayTEHTUOULMPOBAHHBIX NONb30OBaTesei
802.1X KommyTaTopa.

show dot1x statistics interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
oob}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

MoKasbiBaeT cTaTUCTUKY no 802.1X A BbIBpaHHOTO MHTEpdeica.
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[pumepbl 8b1M0AHEHUS KOMAHO

= BKAKOUUTb perrnm ayTeHTUudPuKaumm 802.1x Ha KommyTtaTope. Mcnonb3osatb RADIUS-cepsep ana
NpPoBepPKM NOAJNHHOCTU KINEHTOB Ha MHTepdencax IEEE 802.1X. Ana 8 uHtepdeliica Ethernet mnc-

No/sb30BaTb PeXMM ayTeHTUPMKaumm 802.1x.

console# configure

console (config)# dotlx system-auth-control

console (config)# aaa authentication dotlx default radius
console (config)# interface tengigabitethernet 1/0/8
console (config-if)# dotlx port-control auto

= [lokasaTtb cocToAaHMe 802.1x ana KommyTtaTopa, Ana 8 untepdeiica Ethernet.

console# show dotlx interface tengigabitethernet 1/0/8

Authentication is enabled

Authenticating Servers: Radius
Unauthenticated VLANs:

Authentication failure traps are disabled
Authentication success traps are disabled
Authentication quiet traps are disabled

tel/0/8
Host mode: multi-host
Port Administrated Status: auto
Guest VLAN: disabled
Open access: disabled
Server timeout: 30 sec
Port Operational Status: unauthorized*
* Port is down or not present
Reauthentication is disabled
Reauthentication period: 3600 sec
Silence period: 0 sec
Quiet period: 60 sec
Interfaces 802.1X-Based Parameters
Tx period: 30 sec
Supplicant timeout: 30 sec
Max req: 2
Authentication success: 0
Authentication fails: 0

Tabanuya 213 — OnucaHune pesynbTaToB BbINOJHEHUA KOMaHZ,

Mapamemp OnucaHue
Port Homep nopTa.
Admin mode Pexum ayteHTudumKaumm 802.1X: Force-auth, Force-unauth, Auto.
OnepaumoHHbIii peXxnm nopTa: aBTOPM3OBAHHbIN, HEABTOPM30BAHHbLIW, ANMBO BbIKAIO-
Oper mode o . .
yeHHbIN (Authorized, Unauthorized, Down).
Reauth Control KoHTponb nepeayteHTMdMKaLMU
Reauth Period Mepuog mexay NOBTOPHbIMU NPOBEPKAMKN NOSSIMHHOCTW.
Mma nonb3osaTtens npu ucnosbsoBaHnm 802.1X. Eciv nopT aBTOPU30BaH, TO oTobpaKa-
Username €TcA MMA TeKyllero nonb3osaTtens. Ecan nopt He aBTOpM30BaH, TO OTObpaNKaeTcA UMA
nocsieHero ycrnewHo aBTOpM30BaHHOIO NoJib30BaTeNA Ha NOpPTy.
Quiet period Mepuopa, B Te4eHME KOTOPOro KOMMYTATOP OCTAETCA B COCTOAHWW MONYAHUA MOCNE He-
P YyA34YHOM NPOBEPKMN NOAJIMHHOCTH.
Tx period Mepuoga, B Te4EHME KOTOPOro KOMMYTATOP OXMAAET OTBET Ha 3anpoc AMbo naeHTUbMKa-
p umMio no npotokony EAP oT KnneHTa, nepen NoBTOPHOM OTNPaBKOM 3anpoca.
Max re MaKcumanbHoe 4YnCcao NOMbITOK nepefavun 3anpocosB npoTtokona EAP kKnuveHTy nepeg,
9 HOBbIM 3aMyCKOM MpoLecca NPOBEPKM NOANNHHOCTY.
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Supplicant timeout

Mepvoa mexAay NOBTOPHBIMUM Nepesadamm 3anpocoB NPoTokona EAP KnneHTy.

Server timeout

Mepuoa, B Te4EHME KOTOPOrO KOMMYTATOP OXKMUAAET OTBETA OT CcepBepa ayTeHTUdMKa-
umn.

Session Time

Bpems NoAKAOYEHNA NONb30BATENA K YCTPOMUCTBY.

Mac address

MAC-agpec nonb3oBarens.

Authentication Method

MeTog ayTeHTUPUKALNKN YCTaHOBIEHHOM CECCUM.

Termination Cause

MpunynHa 3aKkpbITUA ceccuu.

State

TekyLiee 3HaYEHNE aBTOMaTa COCTOAHUI onpeaennTens NoAJMHHOCTM U BbIXOAHOrO aB-
TOMaTa COCTOAHUM.

Authentication success

KonnyecTBo noslyyeHHbIX COOBLWEHNI 06 ycnewHo ayTeHTUOUKALMK OT cepBepa.

Authentication fails KoanuyecTBo nony4eHHbIX COOBLLEHUI O HEYCNELIHOM ayTeEHTUDUKAL MM OT CEpBEpa.
VLAN Ipynna VLAN Ha3HayeHHaa no/sib3oBaTesnto.
Filter ID NaeHTudumKaTop rpynnel GuabTpaLmu.

MokasaTb cTaTUCcTMKY no 802.1x gnsa uHtepdelica Ethernet 8.

console# show dotlx statistics interface tengigabitethernet 1/0/8

EapolFramesRx:
EapolFramesTx:

12

8
EapolStartFramesRx:
EapolLogoffFramesRx:
EapolRespIdFramesRx:

1
1
4

6
3

EapolRespFramesRx:

EapolRegIdFramesTx:
EapolRegFramesTx: 5
InvalidEapolFramesRx: O
EapLengthErrorFramesRx:
LastEapolFrameVersion:
LastEapolFrameSource:

0
1
00:00:02:56:54:38

Tabaunua 214 — OnncaHWe pe3ynbTaToB BbIMONHEHMSA KOMAHA

Mapamemp OnucaHue
EapolFramesRx KonnyectBo KoppeKTHbIX nakeToB Atoboro Tmna npotokona EAPOL (Extensible Au-
p thentication Protocol over LAN), NpMHATLIX AaHHbIM onpeaenutenem noaMHHOCTU.
KonnuyectBo KOppeKTHbIX nakeTosB Atoboro Tmuna npoTtokona EAPOL, nepeaaHHbIX
EapolFramesTx PP P » MEPEA
OaHHbIM onpeaennTenem nogIMHHOCTM.
Konunyectso naketoB Start npotokona EAPOL, NnpuHATbIX AQHHbIM onpegenntenem
EapolStartFramesRx P » NP A PeA
NOA/IMHHOCTW.
Konnuyectso naketos Logoff npotokona EAPOL, NpuHATLIX AaHHbIM OonpeaennTenem
EapolLogoffFramesRx g P » NP A PEA
NOA/IMHHOCTHU.
Konunyectso naketos Resp/ld npotokona EAPOL, npuMHATbIX AaHHbIM Oonpeaenvre-
EapolRespldFramesRx P P » NP A PeA
nem NoaNNHHOCTW.
Konnuectso naketos otseToB (Kpome Resp/Id) npotokona EAPOL, npuHATbIX AaH-
EapolRespFramesRx (kp p/id) np » 1P A
HbIM onpegenuTenem NoOAANHHOCTU.
Konunyectso naketos Resp/ld npotokona EAPOL, nepefaHHbIX AaHHbIM onpeaenm-
EapolReqldFramesTx P P » NEPEA A pea
Tenem NoaJIMHHOCTW.
Konunuectso naketos 3anpocos (Kpome Resp/ld) npotokona EAPOL, nepenaHHbIX
EapolReqFramesTx P (kp p/id) np » NEPEA
OaHHbIM onpeaennTenem nogIMHHOCTH.
, Konunyectso naketos npoTtokona EAPOL ¢ Hepacno3HaHHbIM TUMOM, NPUHATLIX AaH-
InvalidEapolFramesRx P P » P A

HbiIM onpeagenntenem NnoaANHHOCTH.
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EaplengthErrorFramesRx

Konnuectso naketoB npotokona EAPOL ¢ HEKOPPEKTHOW OJ/IMHOMN, NPUHATLIX AaH-
HbIM onpeaenuTenem NOANMHHOCTY.

LastEapolFrameVersion

Bepcua npotokona EAPOL, npuHATas B cCamoMm NocieAHemM Ha AaHHbIA MOMEHT na-

KeTe.

LastEapolFrameSource

MAC-agpec UCTOYHMKA, I'IpMHFITbIVI B CaMOM nocnegHem Ha LI,aHHbIﬁ MOMEHT NnakKe-

Te.

5.27.2.2 PacwupeHHas nposepKa noodsauHHocmu.

PacwupeHHble HacTpoikn dotlx No3Bo/AT NPOBOAMTL MPOBEPKY MOAJAMHHOCTM AN HECKObKMUX
KAWEHTOB, MOAKMIOYEHHbIX K nopTy. CywecTByeT ABa BapuaHTa ayTeHTUPMKaALMU: MepBblli, Koraa
npoBepka Nog/MHHOCTM Ha OCHOBe MopTa TpebyeT ayTeHTUOUMKALMM TONbKO OAHOTO K/AWEHTA, YTobbl
AOCTYN K cUCTemMe MMeNn Bce KaueHTbl (pexkum Multiple hosts), BTopoit, Korga nposepka NoA/IMHHOCTH
TpebyeT ayTeHTUUKALMM BCEX NOAKAIOUYEHHbIX K MOPTY KAMeHTOoB (pexkum Multiple sessions). Ecamn nopt B
pexunme Multiple hosts He npoxoauT ayTeHTUdMKALMIO, TO BCEM NOAKAOYEHHbIM XOCTam ByAeT 0TKaszaHo

B 4OCTYMNE K pecypcam CeTu.

KomaHObI pexcuma 2a0baab6Hol KOHuU2ypayuu

Bug 3anpoca KOMaHAHOM CTPOKM B pexkume r1o06aibHON KoHdUrypaumm:

console (config) #

Tabnunua 215 — KomaHabl perkuma rnobanbHOM KoOHPUrypauum

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuo

Aeiicmeue

dotlx traps authentication
success [802.1x | mac | web]

no dotlx traps authentication
success

-/BbIK/OYEHO

PaspelwaeT oTnpaBKy trap-coobLieHMI, KOTrAa KAMEHT YCMnewHo
NPOXOAMUT ayTeHTUdMKaLMIO.

YcTaHaBAMBaeT 3HAYEHNE MO YMOHAHUIO.

dotlx traps authentication
failure [802.1x | mac | web]

no dotlx traps authentication
failure

-/BbIK/OYEHO

PaspelaeT oTnpasKy trap-coobLeHUI, KOrga KANMEHT He MpoLuen
ayTeHTUbUKaLMIO.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

dotlx traps authentication
quiet

no dotlx traps authentication
quiet

-/BbIK/IIOYEHO

Bkntouaet OoTnpaBKy trap-coo6u.|,eHm‘/‘1 npu npesbileHN Nonb3o-
BaTenem MaKCMMaibHO A0MNYCTUMOro Koanvecrtesa 6e3yCI'|eLIJHbIX
nonbITOK ayTeHTMd)I/IKaLI,VIVI.

YcTaHaBAMBaeT 3Ha4YeHue no YMOYaHUIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet

Bupa 3anpoca KOMaHAHOM CTPOKU B pexknume KoHpurypaummn nHtepoderica Ethernet:

console (config-if)#

Tabnnua 216 — KomaHabl perkuma KoHourypaumm nHtepdelica Ethernet

KomaHda

3HayeHue/3HayeHue
no ymoa4aHuro

Aeiicmeue

dotlx host-mode {multi-host |
single-host | multi-sessions}

-/multi-host

PaspeluaeT Haanune 04HOrO/HECKONbKMX KNMEHTOB Ha aBTOPU30-
BaHHOM nopTy 802.1X.

- multi-host — HECKO/IbKO KNMEHTOB;

- single-host — oa4uH KAneHT;

- multi-sessions — HecKobKo ceccuit.
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dotlx violation-mode
{restrict | protect | shutdown}
[trap freq]

no dotlx single-host-violation

-/protect;
freq: (1..1000000)/1
ceK

3apaeT geictene, KOTopoe HeobXxo4MMO BbINOMHUTL, KOrga ycT-
poiictBo, MAC-agpec KoTtoporo oTaudaetca ot MAC-agpeca
KNMEHTA, OCYLLLeCTBAAET NOMbITKY AOCTYNa K MHTepdeicy.
- restrict - naketbl ¢ MAC-agpecom, oTiMyHbIM oT MAC-agpeca
K/IMEHTA, NepecbINAtoTCA, NPU 3TOM afpec UCTOYHMKA He U3ydaeT-
ca;
- protect — naketbl ¢ MAC-agpecom, otanyHbim ot MAC-agpeca
KAWEHTa, oTOpacbiBatoTCs;
- shutdown — nopt BbikntoyaeTcs, naketbl ¢ MAC-agpecom, OT-
NMyHbiMm oT MAC-azpeca KAneHTa, oTbpacbiBatoTcs;
- freq — 4yacToTa reHepupyembix coobuieHuit npotokosa SNMP
trap npu NOCTynieHNN HeCaHKLNMOHNPOBAHHbIX NAKEeTOB.

V KomaHga urHopupyertca B pexkume Multiple hosts.

YcTaHaBAMBaET 3Ha4YeHWe No YMONYaHULO.

dotlx authentication [mac |
802.1x | web]

no dotlx authentication

-/BbIKNIOYEHA

Bk/toyaeT ayTeHTUGUKaL IO
-mac — BK/OYAET ayTeHTUMKaLMIO, OCHOBaHHyt0 Ha MAC-
agpecax;
- 802.1x — BK/IlOYAET ayTEHTUPUKALMIO, OCHOBAHHYO Ha 802.1x;
- web -BkatouaeT mexaHnsam Web-based ayteHTudMKaumm
-He pomKkHO 6biTb cTaTMYecKUx npuBasok MAC-
. aapecos.
- ®YHKLMA NOBTOPHOM ayTeHTUPUKALMM AOMKHA BbITb BKAIOYE-
Ha.

BbikntoyaeT ayTeHTUOMKauMo, OCHOBaHHytO Ha MAC-agpecax
nonb3oBaTteneu.

dotlx max-hosts hosts

no dotlx max-hosts

hosts: (1..4294967295)

3apaeT MaKCMManbHOE KOJIMYECTBO XOCTOB NpOLIeAWnNX ayTeHTuH-
duKaumio.

Bo3BpaliaeT 3HayeHMe No YMOAYaHUIO.

dotlx max-login-attempts num

no dotlx max-login-attempts

num: (0, 3..10)/0

3a4aeT KO/MYECTBO HeyAayHbIX MOMbITOK BBOAA /JI0TMHA, nocne
KOTOPbIX KNINEHT 6/10KVIpyeTCF|.
0 — 6eCKOHEYHOe YMUC0 NOMbITOK

Bo3BpaliaeT 3HayeHne No yMONYaHUIO.

KomaHObi pexcuma Privileged EXEC

Buz 3anpoca KomaHAHOM CTPOKM pexxmnma Privileged EXEC:

console#

Tabnunua 217 — KomaHabl perxkunma Privileged EXEC

KomaHoa

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

show dot1x interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
oob}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4)

HacTtpoliku npoTtokona 802.1x Ha uHTepdelice (KomaHaa AocTyn-
Ha TO/IbKO A1 NPUBUIErMPOBAHHOIO NONb30BaTENA).

show dotlx detailed

MoKa3blBaeT pacliMpeHHble HAaCTPOMKKN NpoToKkona 802.1x.

show dot1x users [username]

username: CTpOKa

MNoka3sbiBaeT ABTOPU30BAHHbIX KIMEHTOB.

show dot1x locked clients

MoKa3biBaeT HEaBTOPM30BAHHbIX KIMEHTOB, 3a6/10KMPOBAHHbIX MO
Tanm-ayTy.

show dot1x statistics interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
oob}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4)

MokasbiBaeT cTaTUcTuKy 802.1X Ha uHTepdericax.
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5.27.3 Konmpone npomokona DHCP u onyusa 82

DHCP (Dynamic Host Configuration Protocol) — ceTteBo NpPOTOKOA, MO3BO/AKOWMUNA KAMEHTY MO
3anpocy nony4atb IP-aapec 1 agpyrue Tpebyemble NnapameTpbl, HeobxoanMmblie ana pabotbl B cetn TCP/IP.

Mpotokon DHCP MoXeT WCnoab30BaTbCA 3/10YMbIWAEHHUKAMW  ONA COBepLIeHMA aTaK Ha
YCTPOMCTBO, KaK CO CTOPOHbI KAneHTa, 3acTaBnas DHCP-cepsep BblgaTb BCe AOCTYMHbIE aapeca, Tak M co
CTOPOHbI cepBepa, NyTem ero noAmeHbl. [lporpammHoe obecneyeHne KOMMyTaTopa MO3BOAAET
obecneunTb 3alUTYy YCTPOMCTBA OT aTak C MCNoab3oBaHMEM npoTokosa DHCP, ana yero npumeHsetcs
$YHKUMA KoHTponA npoTokona DHCP — DHCP snooping.

YcTpoiicTBO cnocobHo oTcnexuBaTb noseneHne DHCP-cepBepoB B ceTw, paspewas ux
MCNONIb30BaHWE TOJIbKO Ha «A0BEPEHHbIX» UHTepdeicax, a TaKKe KOHTPOMPOBATb AOCTYMN KAMEHTOB K
DHCP-cepBepam no Tabsaumue cooTBeTCTBUMN.

Onuus 82 npotokona DHCP (option 82) ucnonbayetca ana Toro, 4tobbl NnponHpopmmuposats DHCP-
cepBep o TOM, OT Kakoro DHCP-peTpaHcnaTtopa (Relay Agent) m uepes Kakoi ero nopt 6bin noay4yex
3anpoc. MNpumeHaeTca gns yCTaHOBAEHUA COOTBETCTBMN IP-aapecoB M NOPTOB KOMMYyTaTopa, a TaKXe Ans
3alUNUTbI OT aTaK C Ucnosb3oBaHMem npoTokosia DHCP. Onuua 82 npeacrasninetr cobon AONOHUTESIbHYIO
nHbopmaumio (Mma ycTpolictBa, HOMep nopTta), AobaBasemMyld KOMMYTAaTOPOM, KOTOpbii paboTaeT B
pexkume DHCP Relay areHTta, B Buae DHCP-3anpoca, NpMHATOrO OT KAMeHTa. Ha oCHOBaHMM AaHHOM
onumn, DHCP-cepsep Bblgenser IP-agpec (awanasoH |P-agpecoB) u AapyrMe napameTpbl nopTy
KommyTaTopa. Monyuns Heobxogmmble aaHHble oT cepsepa, DHCP Relay areHT Bbiaenser IP-agpec
KNMEHTY, a TaKKe nepegaeT emy gpyrme HeobxoaMmble NapameTpsbl.

Tabnnuya 218 — dopmat nonen onumm 82

Mone Mepedaeaemasn uHghopmayusa

Mms xocTa ycTpoiicTsa.

cTpoKa Buaa eth <stacked/slotid/interfaceid>:<vlan>

MocneaHuii 6aT — HoOMep MopTa, K KOTOPOMY MOAKAIOYEHO YCTPOMCTBO, OTNPaBAAIO-
wee dhcp-3anpoc.

Enterprise number —0089c1

MAC-agpec ycTpouncTsa.

Circuit ID

Remote agent ID

’ | Ans ncnonb3oBaHuA onuumn 82 Ha yCcTpoiicTBe A0MKHa 6biTb BKAOYeHa pyHKumua DHCP relay
N areHTa. Ana BkaoveHua DHCP relay areHTa ucnonb3yerca komaHaa IP dhcp relay enable 8
pexXume rnob6anbHoM KOHGUrypaumm (CMm. COOTBETCTBYIOLMIA pa3aen JOKYMEHTaLuu).

Ona KoppeKTHoii pa6oTtbl ¢pyHKuunM DHCP Snooping Bce ucnonbsyemble DHCP-cepBepbl
OO/MKHbI 6bITb MOAK/IOUEHbl K «A0BEPEHHbIM» MOopTam KommyTatopa. Ana paobasneHus
nopTta B CNUCOK «AOBEPEHHbIX» ucnonbdyerca komaHga IP dhcp snooping trust B pexxume
KoHdurypauum nntepdeiica. Ansa obecneyeHna 6e30nacHOCTU BCe OCTa/IbHble NOPTbl KOM-
MYTaTOpPa A,0/3KHbI 6bITb «HEA,0BEePEeHHbIMUY.

.‘

KomaHObI pexcuma 2a0b6aabHol KOHuU2ypayuu

BunAa 3anpoca KOMaHAHOWM CTPOKM pexxnma rnobanbHoOM KoOHOUrypaumm:

console (config) #
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Tabnunuya 219 — KomaHab! perkmma rnobanbHoM KOHGUrypauum

KomaHoa

3HayeHue/3HayeHue
no ymon4aHuro

Aelicmeue

ip dhcp snooping

no ip dhcp snooping

-/BbIKNOYEHO

Paspelwwaet KommyTaTopy KOHTPOANpPOBaHMe npoTokoaa DHCP.

3anpeLaeT KOMMYTATOPY KOHTPOAMpPOBaHUe npoTtokoaa DHCP.

ip dhcp snooping vlan vian_id

no ip dhcp snooping vlan
vlan_id

vlan_id:
(1..4094)/BbIKNtOYEHO

Paspewaet KoHTponmposBaHue npotokona DHCP B npeaenax yka-
3aHHoro VLAN.

3anpelaeTt KOHTpoanpoBaHue npotokona DHCP B npeaenax yka-
3aHHoro VLAN.

ip dhcp snooping information
option allowed-untrusted

no ip dhcp snooping
information option
allowed-untrusted

Mo ymonuaHuto npuem
DHCP-nakeToB ¢
onuuel 82 ot
«HEHaAEeXHbIX» NOPTOB
3anpeLueH

Paspewaet npuHnmatb DHCP-nakeTbl ¢ onuumen 82 oT «HeHafex-
HbIX» NMOPTOB.

3anpewaet npuHUMatb DHCP-nakeTbl ¢ onuuelrt 82 OT «HeHa-
OEXHbIX» NOPTOB.

ip dhcp snooping verify

no ip dhcp snooping verify

Mo ymonuyanutio
BepudurKauma
BK/tOYEHA

BkntouaeT Bepudukaumio MAC-agpeca knmeHTa u MAC-agpeca
MCTOYHMKA, npuHAToro B DHCP-nakeTe Ha «HeA0BEPEHHbIX» Nop-
Tax.

BoikntoyaeT Bepudukaumio MAC-agpeca kameHTa u MAC-agpeca
MCTOYHMKA, npuHAToro 8 DHCP-nakeTe Ha «HeAOBEPEHHbIX» NOp-
Tax.

ip dhcp snooping database

PesepBHbIi dpain He

PaspelwaeT ucnonb3oBaHWe pesepBHoro ¢aina (6asbl) KOHTpONA
npoTtokosa DHCP.

no ip dhcp snooping database ncnosb3yerca 3anpeLaeT MCNonb3oBaHMe pesepBHoro ¢aina (6asbl) KOHTPoONA
npoTtokosa DHCP.

ip dhcp information option PaspelaeT ycTpoictey aobasneHune onumm 82 npu pabote npo-
ToKona DHCP.

A " " . -/pa3pelueHo —

no ip dhcp information option 3anpewaeT ycTpoictey gobasneHne onunm 82 npu pabote npo-
ToKkona DHCP.

ip dhcp information option YctaHoBKa ngeHtuourkatopa Access Node_ID onumm 82.

format-type access-node-id .

node id node_id: (1..32)

= CMMBOIOB

no ip dhcp information option
format-type access-node-id

YCTaHOBKA 3HAYeHUA No YMO/THaHUIO.

ip dhcp information option
format-type remote-id
remote_id

no ip dhcp information option
format-type remote-id

remote_id: (1..128)
CUMBO/I0B/-

YcTaHoBKa ngeHtudurKatopa Remote agentID onuumm 82.

YCTaHOBKA 3HAYeHUA no YMO/THaHUIO.

ip dhcp information option
format-type option format
[delimiter delimiter]

no ip dhcp information option
format-type option

format: (sp, sv, pv, spv,
bin,);
delimiter: (.,;#)/npo6en

HacTpoiika ¢opmata DHCP onumm 82.
dopmar:

- Sp — HOMep C/10Ta 1 NopTa;

- SV — Homep cnoTta u VLAN;

- pv —Homep nopta u VLAN;

- Spv — Homep cnoTa, nopta u VLAN;

- bin — 6uHapHbIN dopmart: VLAN, cnort, noprt.

YcTaHOBKa 3Ha4YeHuUA no YMONYaHUIO.

ip dhcp information option
suboption type {tr101 |
custom}

no ip dhcp information option
suboption type

-/tr101

YcTaHoBKa popmata onuum 82.

- tr101 - yctaHaBAMBaeT popmat onumm 82 cornacHoO CUHTaKCuUCy,
npuHATOMY B pekomeHaaumax TR-101 (cm. Tabauuy 220 — dop-
maT noneu onumm 82 cornacHo pekomeHgaumam TR-101);

- custom — ycTtaHasavBaeT popmaTt onuun 82 B COOTBETCTBUM C
dopmaTtom, npuseseHHOM B Tabaunue 221.

Bo3BpalaeT 3HaueHMe No YMOHaHUIO.

Ethernet-kommymamopel cepuli MES53xx, MES33xx, MES35xx, MES23xx

198



HELTEX

Tabnnuya 220 — dopmat nonen onumm 82 cornacHo pekomeHgaumam TR-101

llone

lMepedasaemas uHgpopmayus

Circuit ID

Mmsa xocTa ycTpoicTBa.

CTpoka Buaa eth <stacked/slotid/interfaceid>: <vlan>

MocneaHuii 6akT — HOMep NOpPTa, K KOTOPOMY MOJAK/IOYEHO YCTPOWUCTBO, OTMNpaBAAto-
wee 3anpoc DHCP.

Remote agent ID

Enterprise number —0089c1
MAC-agpec ycTponcTaa.

Tabnnuya 221 — dopmat n

onen onunm 82 perxknma custom

Mone lMepedasaemas uHgpopmayusa
OnuHa (1 6anT)
Tun Circuit ID
Circuit ID Aawwa (1 bavir)

VLAN (2 6aliTa)
Homep moayns (1 6aiiT)
Homep nopTa (1 6aitT)

Remote agent ID

OnuHa (1 6anT)

Tun Remote ID (1 6aiiT)
OnuHa (1 6anT)
MAC-agpec KommyTaTopa

KomaHObI pexcuma KoHguaypauuu uHmepdgpelica (QuanasoHa uHmepgelicos) Ethernet, uHmep-

gelica 2pynnel nopmos

Bua 3anpoca KOMaHAHOM CTPOKM B pexume KoHourypaumm uHTepdelica Ethernet, uHtepdelica

rpynnbl NOPTOB:

console (config-if) #

Tabnnuya 222 — KomaHzbl

pexuma KoHdurypaumm nHtepdeiica Ethernet, rpoynnol nHtepdeiicos

KomaHda

3HayeHue/3HayeHue

Aelicmeue
110 yMOAYAHUIO

ip dhcp snooping trust

[obasnaeT nHTepdeinc B CNUCOK «A0BEPEHHBIX» NPU UCNONb-
30BaHUM KOHTPOJIA npoTokosia DHCP. DHCP-Tpadumk «aoBepeH-
HOro» uHTepderica cumTaeTcs 6e30MacHbIM U He KOHTPOAUpPY-
eTca.

Mo ymonyaHutio
MHTepoeWnc He aBnseTcs

no ip dhcp snooping trust

[OBepeHHbIM -
YpanseT uHtepdeiic U3 CNMcKa «A0BEPEHHbIX» MPU UCMOb30-

BaHMM KOHTpOAA npoTokoaa DHCP.

value

ip dhcp snooping limit clients YcTaHOBUTL NpefenibHOe KOAMYEeCTBO MNOAKIOYEHHbIX KAWEH-

value: (1..2048)/He TOB.

no ip dhcp snooping limit
clients

3ajaH YCTaHOBWUTb 3HAYeHME NO YMONYaHULO.

KomaHObI pexcuma Privileged EXEC

Bupa 3anpoca KOMaHAHOM CTPOoKK perkmma Privileged EXEC:

console#

Tabnuua 223 — KomaHap!

perkmnma Privileged EXEC
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KomaHoa

3HayeHue/3HavyeHue
no ymon4yaHuro

Aelicmeue

ip dhcp snooping binding
mac_address vian_id
ip_address {gigabitethernet
gi_port | tengigabitethernet
te_port | fortygigabitethernet
fo_port | port-channel group}
expiry {seconds | infinite}

no ip dhcp snooping binding
mac_address vian_id

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..16);
seconds:
(10..4294967295) cek

[o6asnaet B ¢ann (6asy) KoHTpons npotokona DHCP coot-
BetcTBne MAC-agpeca KnneHnTa, rpynne VLAN wu IP-agpecy ana
yKa3aHHoOro uHtepdelica.

[aHHas 3anucb bygeT AeNcTBUMTENbHA B TEYEHME YKAa3aHHOTO B
KOMaHZe BPeMEHU XU3HWN 3anncu, ec/iv KIMEeHT He OTNpaBuT
3anpoc Ha DHCP-cepBep Ha obHoBneHMe. Taiimep 0bHyNaeTcA
B C/ly4ae Nosy4YeHun OoT KAMeHTa 3anpoca Ha obHoBneHue (Ko-
MaHZAa AOCTYMHa TONIbKO ANA NPUBUAETMPOBAHHONO NOb30Ba-
Tens).

- seconds — BPEMSA }KMU3HU 3anNuUCK;

- infinity — Bpems *X13HM 3an1cK He orpaHUYeHo.

Ypanset u3 daiina (6asbl) KoHTponsa npotokona DHCP cooT-
setctene MAC-agpeca KnneHTa 1 rpynnbl VLAN.

clear ip dhcp snooping
database

OunwaeT daiin (6asy) KoHTpona npoTokona DHCP.

KomaHOwb! pexcuma EXEC

Buza 3anpoca KomaHAHOM CTPOKM pexxnma EXEC:

console#

Tabnunuya 224 — KomaHab! perkmuma EXEC

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show ip dhcp information
option

Moka3sblBaeT MHPopmaLmio 06 ncnoib3oBaHMM onumm 82 Npo-
TOKONa DHCP.

show ip dhcp snooping
[gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group]

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..16)

MOoKasbiBaeT KOHOUIypauuio GYHKLMU KOHTPOAA NPOTOKOAA
DHCP.

show ip dhcp snooping binding
[mac-address mac_address]
[ip-address ip_address ] [vlan
vlan_id] [gigabitethernet
gi_port | tengigabitethernet
te_port | fortygigabitethernet
fo_port | port-channel group]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..16);
vlan_id: (1..4094)

MokKasbiBaeT cooTBeTCTBMA M3 ¢alina (6asbl) KOHTPOAA NPOTO-
kona DHCP.

[Mpumepebl 8biN0AHEHUS KOMAHO

= PaspewunTtb ncnonvzosaHne DHCP onuumn 82:

console# configure

console (config) # ip dhcp relay enable
console (config) # ip dhcp information option

= [loKasaTb BCe COOTBETCTBUA U3 daiina (6asbl) KOHTPoAA NpoTokona DHCP:

console# show ip dhcp snooping

DHCP snooping is globally enabled
DHCP snooping is configured on following VLANs: 2, 5
DHCP snooping database:
Option 82 on untrusted port is allowed
Verification of hwaddr field is enabled

enabled
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Interface

te0/17

Trusted

5.27.4 3awuma IP-adpeca knueuma (IP-source Guard)

®dyHKuma 3awmtbl IP-agpeca (IP Source Guard) npegHasHauyeHa Ans ¢unbTpauuu TpaduKa,
NPUHATOrO C WHTepdelica, Ha OcHoBaHMM Tabauubl cootseTctBuii DHCP snooping u cTatuuyeckux
cooTBeTcTBUI IP Source Guard. Takum obpasom, IP Source Guard nossonsetr 6opoTbca ¢ nogmeHon |IP-

agpecoB B NaKeTax.

V' MockonbKy ¢GYHKUMA KOHTponsa 3awutbl IP-appeca ucnonb3yeT Tabauubl COOTBETCTBMIA
DHCP snooping, meeTt CMbIC/1 UCNO/Ib30BaTb AaHHYIO GYHKLUIO, NpeaBapuTeIbHO HaCcTPoO-
uB n BKatouns DHCP snooping.

V' dyHKumio 3awmTbl IP-agpeca (IP Source Guard) Heo6XxoAMMO BKAOUYUTb rnobanbHO U gnA

uHTepdeiica.

KomaHObI pexcuma 2a06anb6Hol KOHpuU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM peXxRnma rnobanbHoM KOHPUrypaLmm:

console (config) #

Tabnnua 225 — KomaHab! perknma rnobanbHoM KoHGUrypaumm

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

ip source-guard

no ip source-guard

Mo ymonyaHuio
bYHKLMA BbIKNIOYEHA

BKkntouaeT ¢yHKUMIO 3aWwmTbl IP-aapeca KAneHTa A/1A BCEro KOm-
myTaTopa.

BbIK/OYaeT GpyHKUMIO 3aLmTbl IP-agpeca KAMeHTa 4S8 BCEro Kom-
myTaTtopa.

ip source-guard binding
mac_address vlan_id
ip_address {gigabitethernet
gi_port | tengigabitethernet
te_port | fortygigabitethernet
fo_port | port-channel group}

no ip source-guard binding
mac_address vlan_id

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..16);
vlan_id: (1..4094);

Co3paHue cTaTMyecKkol 3anucu B Tabauue COOTBETCTBUA MEXAY
IP-appecom KnuneHta, ero MAC-agpecom u rpynnovi VLAN pna
YKa3aHHOro B KOMaHAe MHTepodeiica.

YpaneHue CTaTUYeCKOW 3anucu B Taﬁnwu,e COOTBETCTBUA.

ip source-guard tcam
retries-freq {seconds | never}

no ip source-guard tcam
retries-freq

seconds: (10..600)/60
ceK

3afaeT YacToTy 0bpalLLeHnsa yCTPOMCTBA K BHYTPEHHUM pecypcam €
LLenblo 3aM1cK B NaMATb HEaKTUBHbIX 3alimLLeHHbIX IP-agpecos.

- never — 3anpeLaeT 3anncb B NaMATb HEAKTUBHbIX 3aLMLLEHHbIX
IP-appecos.

YcTaHaBAnBaeT 3HaYeHUe No YMOIYAHUIO.

KomaHObI pexcuma KoHguaypauuu uHmepgpelica (duanaszoHa uHmepgeticos) Ethernet, uHmep-

gelica epynnsl nopmos

Bua 3anpoca KOMaHAHOW CTPOKU B pexume KoHdurypaumm mnHtepdenca Ethernet, nHtepdeiica

rpynnbl NOPTOB:

console (config-if) #
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Tabnunuya 226 — KomaHabl perkmma KoHourypaumm nHtepdelica Ethernet, rpynnel uHtepdelicos

KomaHoa

3HayeHue/3HayeHue
no ymon4aHuro

Aeiicmeue

ip source-guard

no ip source-guard

Mo ymon4yaHuio
bYHKLMA BbIKNOYEHA.

BksitovaeT GyHKUMIO 3awmThl IP-agpeca KaneHTa Ana HacTpau-
Baemoro nHtepodeiica.

BblkntoyaeT ¢yHKUMIO 3almTbl IP-agpeca KAMeHTa Ans Ha-
CTpanBaemoro nHTepoeica.

KomaHObi pexcuma Privileged EXEC

Buza 3anpoca KomaHAHOM CTPOKM pexxnma Privileged EXEC:

console#

Tabnunua 227 — KomaHabl perxknma Privileged EXEC

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aeiicmeue

ip source-guard tcam locate

Bpy4Hyto 3anyckaeT npouecc 0bpaleHns yCTPOMCTBa K BHYT-
PEHHUM pecypcam C Lenblo 3anucu B MamATb HEAKTUBHbIX
3almuLeHHbIX IP-agpecoB. KomaHaa AoCTynHa TOMbKO Ans
NPUBMUIETMPOBAHHOIO NOJIb30BaTeN .

KomaHOwbi pexcuma EXEC

Bupa, 3anpoca KOMaHAHOM CTPOKK perkmuma EXEC:

console#

Tabnuua 228 — KomaHabl pexunma EXEC

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aeiicmeue

show ip source-guard
gi_port | tengigabitethernet

fo_port | port-channel group]

configuration [gigabitethernet

te_port | fortygigabitethernet

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..16)

KomaHza oTobparkaeT HacTpoiiKy GpyHKLMM 3awmTsl IP-agpeca
Ha 3af,aHHOM, B0 Ha Bcex MHTepdelicax ycTponcTsa.

show ip source-guard status
[mac-address mac_address]
[ip-address ip_address ]

gi_port | tengigabitethernet

fo_port | port-channel group]

[vlan vian_id] [gigabitethernet

te_port | fortygigabitethernet

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..16);
vlan_id: (1..4094);

KomaHaa oTobparkaeT cTatyc pyHKUmMM 3almTbl IP-agpeca ana
yKasaHHoro uHtepoeiica, IP-agpeca, MAC-agpeca nam rpynnoi
VLAN.

show ip source-guard inactive

KomaHaa oTobpakaeT He aKTuBHble IP-agpeca oTnpaBuTens.

[Mpumepebl 8biN0AHEHUS KOMAHO

= [loKasaTb HACTPOMKY GYHKLMM 3aWwmTbl IP-agpeca ansa Bcex MHTepdencos:

console# show ip source-guard configuration

IP source guard is globally enabled.
Interface State
te0/4 Enabled
te0/21 Enabled
te0/22 Enabled
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= BKAOYAUTb GYHKLMIO 3aWwmThl IP-agpeca gna dpunbTpaumm Tpadmka Ha OCHOBaHUM TabaumLbl COOTBET-
cteuin DHCP snooping u ctatnyeckmx cootsetcTemin IP Source Guard. Co3aaTb CTaTMYECKYIO 3anuch B
Tabanue cooteeTcTBUA ANA uHTepdenca Ethernet 12: IP-agpec KaneHTa — 192.168.16.14, ero MAC-
agpec —00:60:70:4A:AB:AF. UHTepdeiic B 3-i1 rpynne VLAN:

console# configure
console (config) # ip dhcp snooping
console (config)# ip source-guard

console (config)# ip source-guard binding 0060.704A.ABAF 3 192.168.16.14
tengigabitethernet 1/0/12

5.27.5 Konmpone npomokona ARP (ARP Inspection)

dyHKUMA KoHTpona npotokosa ARP (ARP Inspection) npeaHasHadyeHa AnsA 3allyTbl OT aTak C
ncnonb3oBaHMem npoTokosa ARP (Hanpumep, ARP-spoofing — nepexsat ARP-TpaduKka). KoHTposb
npoToKosia ARP ocyuiecTBaseTca Ha OCHOBE CTaTUYecKux cooTsetcTauit IP- n MAC-agpecos, 3aaHHbIX Ans

rpynnbl VLAN.

’ ' MopT, cKoHPUTrYpUpPOBaHHBIN «HepoBepeHHbIM» ana ¢yHKumumn ARP Inspection, ponKeH Tak-
e e bbITb «HepoBepeHHbIM» Ana GpyHKuMmn DHCP snooping uam coorsetrcteue MAC-agpeca u
IP-agpeca pnA 3TOro Nopra A0/XKHO 6biTb CKOHGUIYPUPOBAHO cTaTUYECKU. MHauye AaHHbIN

nopTt He 6yaeT oTBevaTb Ha 3anpocbl ARP.

v/

[na HeHa[EXHbIX NOPTOB BbINONHAIOTCA NPOBEPKU cooTBeTCTBUM IP- 1 MAC-aapecos.

KomaHObI pexcuma 2a0b6aab6Hol KOHuU2ypayuu

BunAa 3anpoca KOMaHAHOM CTPOKM pexxnma rnobanbHOM KOHOUIypaumm:

console (config) #

Tabnuua 229 — KomaHabl pexknma rnobanbHoN KoHPUrypaumm

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4yaHuwo

Aelicmeue

ip arp inspection

no ip arp inspection

Mo ymon4yaHuio
bYHKLMA BbIKNOYEHA

BKAtoyaeT KOHTPo/Ib NnpoTokona ARP (dyHKumio ARP Inspection).

BbIKntoYaeT KOHTPoIb NpoTokona ARP (dyHKuuio ARP Inspection).

ip arp inspection vlan vian_id

no ip arp inspection vlan
vlan_id

vlan_id: (1..4094);
Mo ymonyaHuio
bYHKLMA BbIKNIOYEHA

PaspelwaeT npoBepKy npoTtokosa ARP, ocHoBaHHyto Ha 6ase cooT-
BeTcTBui DHCP snooping, B BbibpaHHo rpynne VLAN.

3anpewaeT nposepky nNpotokona ARP, ocHoBaHHylo Ha 6ase cooT-
BeTcTBui DHCP snooping, B BbibpaHHo rpynne VLAN.

ip arp inspection validate

no ip arp inspection validate

MpepocTtaBnfeT cneunduyHble NPOBEPKN AN1A KOHTPOAA NPOTOKONA
ARP.

MAC-agpec nctouHumka: [na ARP-3anpocos 1 0TBETOB NpoBepsAeTca
cootBetctBMe MAC-agpeca B 3aronoBke Ethernet MAC-agpecy
MCTOYHMKA B coaepKMmom npoTtokona ARP.

MAC-agpec Ha3HavyeHua: [1na ARP-oTBETOB npoBepaeTcA COOTBET-
ctBue MAC-agpeca B 3aronoske Ethernet MAC-aapecy Ha3HayeHun
B cogep*KMmom npotokona ARP.

IP-appec: MNMposepaeTtca cogepxumoe ARP-nakeTa Ha Hanuyune He-
KOppeKTHbIX IP-agpecos.

3anpewaeT cneuuduyHbie NPOBEPKM [ANA KOHTPOAA MNPOTOKOANA
ARP.

ip arp inspection list create
name

no ip arp inspection list create
name

name: (1..32) cumBona

1. Co3pgaHue cnvcKa cTatuyeckux ARP-cooTBeTCTBUN.
2. Bxog B perkum KoHdurypaumm ARP-cnncKos.

YpaneHue cnucka ctatnyecknx ARP-coOTBETCTBUIA.
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ip arp inspection list assign
vlan_id

no ip arp inspection list assign
vlan_id

vlan_id: (1..4094)

HasHavaeT cnucok ctatuyeckmx ARP-cOOTBETCTBUI AR YKA3aHHOWM
VLAN.

OTmeHAeT Ha3HayeHne cnucka ctatuyeckmx ARP-cooTBeTCTBUI A1A
yKasaHHon VLAN.

ip arp inspection logging
interval {seconds | infinite}

no ip arp inspection logging
interval

seconds: (0..86400)/5
cek

3afaeT MUHUMANbHbLIN UMHTEPBAN MeEXAY COOBLEeHUAMM, copep-
}awummn nHbopmaumio npotokona ARP, nepesaBaembiMu B XKyp-
Ha.

- 3HayeHue 0 yKasblBaeT Ha TO, YTO coobuieHuns byayT reHepupo-
BaTbCA HE3aMea/IMTENbHO;

- infinite — He reHepMpoBaTb COOBLLEHUI B KypHa.

YcTaHaBAMBaET 3Ha4YeHWe No YMONYaHUIO.

KomaHObI pexcuma KoHgu2ypauyuu uHmepgelica (QuanaszoHa uHmepgetlicos) Ethernet, uHmep-

gelica epynnel nopmos

Bua 3anpoca KOMaHAHOWM CTPOKU B pexnume KoHourypauum uHtepdelica Ethernet, uHtepdeliica

rpynnbl NOPTOB:

console (config-if) #

Tabnunuya 230 — KomaHabl perknma KoHourypaumm nHtepderica Ethernet, rpynnel uHTepdelicos

KomaHda

3Ha4yeHue/3HayeHue
no ymon4yaHuio

Aelicmeue

ip arp inspection trust

no ip arp inspection trust

Mo ymonuyanutio
UHTepdeiic He aBnaeTca
[0BEPEHHbIM

[ob6asnaeT nHTEpPENC B CMCOK «A0BEPEHHbIX» NMPU UCNO/b30Ba-
HUM KOHTponA npotokona ARP. ARP-Tpaduk «a0BEpPEHHOro» WH-
Tepdelica cunmTaeTca 6e30nacHbIM U HE KOHTPOJIMPYETCS.

YaanaeT uHtepoenc ns cnucka «40BEepPeHHbIX» Mpu UCNob3oBa-
HUW KOHTpOAA NpoToKoaa ARP.

KomaHObI pexcuma KoHgpu2ypayuu ARP-criuckos

Bua, 3anpoca KOMaHAHOM CTPOKM B perxnume KoHdurypaumm ARP-cnnckos:

console# configure
console (config)# ip arp inspection list create spisok
console (config-arp-list)#

Tabnunua 231 — KomaHabl perknma KoHourypaumm ARP-cnvckos

KomaHda

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

ip ip_address mac-address
mac_address

no ip ip_address mac-address
mac_address

[ob6asnaeT ctaTnyeckoe cootsetcteune IP- u MAC-agpecos.

Ypanaet ctatnyeckoe cootsetctaume IP- 1 MAC-agpecos.

KomaHOwbi pexcuma EXEC

Buza 3anpoca KomaHAHOM cTPOKKM pexxnma EXEC:

console#
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Tabnnua 232 — KomaHzabl pexkmma EXEC

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aelicmeue

show ip arp inspection
[gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group]

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..16)

MoKasbiBaeT KOHOUrypaumo ¢GyHKLMKU KOHTpOANs npoTokosa ARP
Inspection Ha BbIbpaHHOM MHTepdeiice/Bcex nHTepdeiicax.

show ip arp inspection list

MoKasblBaeT CNUCKKN cTaTUYECKUX cooTBeTcTBUI IP- 1 MAC-agpecos
(komaHAa AoCTynNHa TONbKO ANA NPUBUIETMPOBAHHOMO NO/b30BA-
Tens).

show ip arp inspection
statistics [vlan vian_id]

vlan_id: (1..4094)

MoKa3biBaeT CTaTUCTUKY ANA CleAyIOLMX TUMOB NaKeToB, KoTopble
6b111 06paboTaHbl Npy Nomowm GyHKUMKM ARP:

- nepefaHHble naketbl (forwarded);

- noTepsAHHble nakeTsl (dropped);

- owmnbkm B IP/MAC (IP/MAC Failures).

clear ip arp inspection
statistics [vlan vian_id]

vlan_id: (1..4094)

OuunLaeT CTaTUCTUKY KOHTpOAA npoTokona ARP Inspection.

[pumepbl 8b1M0MHEHUS KOMAHO

= BK/HOYUTb KOHTPO/b npoTokona ARP n pobaBuTb B cnUCOK spisok cTaTMyeckoe cooTBETCTBUE:
MAC-agpec: 00:60:70:AB:CC:CD, IP-agpec: 192.168.16.98. Ha3HauMTb CNUCOK Spisok cTaTU4ecKnx
ARP-cootsetcTBuin gnsa VLAN 11:

console# configure
console (config)# ip arp inspection list create spisok
console (config-ARP-list)# ip 192.168.16.98 mac-address 0060.70AB.CCCD
console (config-ARP-1list)# exit

console (config)# ip arp inspection list assign 11 spisok

= [lokasaTb CNMCKM CTaTUYeCcKnx cooteeTcTBui IP- 1 MAC-agpecos:

console# show ip arp inspection list

List name:

Ip

192.168.16.98

servers
Assigned to VLANs:

11
ARP

0060.70AB.CCCD

5.27.6 Hacmpoiika ¢pyHkyuu MAC Address Notification

®dyHkuma MAC Address Notification nossonser oTcnexuBaTb NOSBAEHWE WM UCYE3HOBEHME

aKTUBHOrO 060pPYAOBaHUA Ha CETM MyTeM COXpPaHeHus wuctopum usydenua MAC-agpecos.

Mpwn

0OHapyKeHNN M3MEHEHUI B cocTaBe U3yyeHHbIXx MAC-agpecoB KOMMYTATOP COXpaHAeT MHGOPMALMIO B
Tabnavue W usBewaer o6 3TOM C MNOMOWbBIO CcooblWeHnin npotokona SNMP. @OyHKUMA umeeT
HacTpanBaemble NapameTpbl — r1ybuHa MCTOPUM O COBBLITUAX U MUHUMAJBbHBLIA WMHTEPBAN OTNPaBKM
coobueHnin. Cepsuc MAC Address Notification oTkatoueH MO yMOAYaHUIO U MOMKET ObITb HaCTPOEeH

Bbl60p0‘-IHO AnAa oTAe/IbHbIX NOPTOB KOMMYTATOpPaA.

KomaHObI pexcuma 2a06asa6Hol KoOHpuU2ypayuu

BuAa 3anpoca KOMaHAHOM CTPOKM B pexume rnobanbHoli KoHUrypaumum:

console (config) #
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Tabnunuya 233 — KomaHabl perknma rnobanbHoM KoOHPUrypaumm

KomaHda

3Ha4yeHue/ 3Ha4yeHue
no ymon4aHuwo

Aelicmeue

mac address-table notification
change

no mac address-table
notification change

-/BblKNIOYEHA

KomaHza npepHasHayeHa pna rn1obanbHOro ynpasneHuA
¢dyHKuMenr MAC notification. KomaHga paspeluaeTt perucrpa-
unto cobbiTnii gobasnennsa u yaanenma MAC-agpecos B/u3
Tabauy, KoMmyTaTopa U OTNPaBKY YBEAOMIEHUA O COBLITUAX.
Ona paboTtbl GYHKLMM HEOBXOAMMO AOMNONHUTENBHO paspe-
LWaTb reHepayumio yBeJoMIEeHUI Ha UHTepdelicax (cMm. HUXKe).

BobikntovaeT pyHKumMio MAC notification rno6anbHo 1 oTmeHseT
COOTBETCTBYHOLLME HACTPOMKM Ha BceX UHTepdelicax.

mac address-table notification
change interval value

no mac address-table
notification change interval

value:
(0..4294967295)/1

MaKcuMManbHbI NPOMEXKYTOK BPEMEHU MeXAy OTnpaBKamu
SNMP-yBegomneHuii. Ecnn 3HauyeHWe WHTEpBasNa BPEMEHMU
paBHo 0, TO reHepaLuus yBeJOMNEHUIN U COXpaHeHUEe COBbITUI
B UCTOPUIO ByAET OCyLLEecTBAATLCA HEME/IEHHO MO Mepe BO3-
HUKHOBEHUSI COOBLITUN 06 M3MEHEHUW COCTOAHMA TabauubI
MAC-agpecos. Eciv 3HauyeHuMe nHTepBana Bpemenn 6osbwe 0,
TO ycTponcTBo byaeT HakanameaTb CobbITUA 06 M3MeHeHUU
cocToAHMA Tabanubl MAC-afpecoB B TeYEHWE 3TOr0 BPEMEHMU,
a 3aTem OTNpasaATb yBegomaeHma npotokosa SNMP u coxpa-
HATb COBbITUA B UCTOPUN.

BoccTaHaBnmBaeT 3HavyeHMe No YMOMYAHMUIO.

mac address-table notification
change history value

no mac address-table
notification change history

value: (0..500)/1

KomaHza 3afaeT MaKCMManbHOE KONM4YecTBo cobbiTuii 06
M3MeHeHUn cocToaHuA Tabanupl MAC-agpecoB, KoTopoe co-
XpaHAeTca B Uctopun. Ecam yctaHoBneH pasmep UCTOPUKN paB-
HbI 0, TO cobbITUA He coxpaHatoTca. Mpu nepenosHeHUn 6y-
depa nctopum HoBoe cobbiTMe NOMELLAETCA Ha MeCcTo CaMoro
cTaporo.

BoccTtaHaBnAuBaeT 3HaYeHMe Mo YMONYAHUIO.

snmp-server enable traps
mac-notification change

no snmp-server enable traps
mac-notification change

-/BbIK/IIOYEHO

KomaHpa npeaHasHayeHa gnA BKAOYeHMA oTnpaskn SNMP-
yBEAOM/IEHUI 06 M3MeHeHUM cocToaHua Tabanupl MAC-
agpecoB. [lna OTK/AOYEHUA MWCNO/b3yeTca OTpuuaTenbHan
dopma KomaHAabI.

Ecnv oTnpaBKa yBe4OMNEHUI BKAKOYEHA, TO YCTPOMCTBO byaeT
MHGOPMMPOBATL O COOBITUAX COObLLEHNAMM NpoTokona SNMP
W COXPaHATb COOTBETCTBYIOLME COOLITUA B UcTopumn. Ecam oT-
npaska SNMP-yBegomMneHult BbIKNHOYEHA, TO YCTPOMCTBO Oy-
[AeT TONIbKO COXPaHATL COBLITUA B UCTOPUMN.

OTkntovaeTr otnpasky SNMP-ysegomneHuii o6 M3MeHeHUu
cocToAHmA Tabaumubl MAC-agpecos.

snmp-server enable traps
mac-notification flapping

no snmp-server enable traps
mac-notification flapping

-/BKNtOYEHA

BKntounTb oTnpaBKy Tpanos o ¢paannuHre MAC-agpecos.

OTKNOYUTL OTNpaBKy Tpanos o dnannuHre MAC-agpecos.

KomaHObI pexcuma KoHgu2ypayuu uHmepaelica Ethernet

Bua 3anpoca KOMaHAHOM CTPOKM:

console (config-if) #

Tabnunua 234 — KomaHapl pexknma KoHoburypaumm nHtepdeiica Ethernet

KomaHoa

3HayeHue/3Ha4yeHue no

ymon4yaHuro

Aeilicmeue

snmp trap mac-notification
change [added | removed]

-/BbIK/IlOYEHA

BK/lOYEHWE reHepaumy yBegOMIEHUIN Ha KaXKAOM MHTep-
deiice 0 cobbITUAX M3MeHeHUs cocTosaHua MAC-agpecos.
OTAEeNbHO MOXKHO paspellnTb FreHepaunio yBeaoMAeHUN
ToNbKO 06 m3yyeHnn MAC-agpecoB, MH60O ToNbKO 06 KX
yaaneHuu.
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no snmp trap mac-notification
change

OTKNOYEeHMe reHepaunn yBe4OMAEHNIN Ha nHTepdeiice.

KomaHOb1 pexcuma privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKKM B pexume privileged EXEC:

console#

Tabanua 235 — KomaHab! perkuma privileged EXEC

KomaHoa

3HayeHue/3HayeHue o
YMOAYAHUIO

Aelicmeue

show mac address-table
notification change history
[gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group | vlan
vlan_id]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..16);
vlan_id: (1..4094)

OTobpaxkeHne BCeX yBeAOMJIEHUI 06 W3MeHeHUU co-
croaHna MAC-agpecoB, COXpaHEHHbIX B UCTOPUU.

show mac address-table
notification change statistics

OTobpakeHne CTaTUCTUKKU cepBuca: obLuee KO/MYecTBo
cob6bITnIM 06 M3yyeHMn MAC-agpecos, obLee KOIMYECTBO
cobbiTnii 06 yaaneHun MAC-agpecos, obuee Konnyect-
BO oTnpaB/ieHHbIX SNMP-coobueHni.

[pumepbl UC016308AHUA KOMAHO

= [Ipymep NOKasbiBaeT KaK HaCTPouTb Nepegady cooblueHnin SNMP MAC Notification Ha cepsep
c agpecom 172.16.1.5. [Mpu HacTpoiKe 3agaeTca obuiee paspelweHre paboTbl cepBuca, Ha-
CTPanBaeTcd MUHMMANbHbIA MHTEPBAN OTNPABKM COOBLLEHWNI, 3a4aeTCa pasmep UCTOPUM Co-
6bITUIA M HAcTpamMBaeTCA CEPBUC Ha BbIBPaHHOM MOPTY.

console (config) #snmp-server host 172.16.1.5 traps private
console (config) #snmp-server enable traps mac-notification change

console (config) #fmac address-table notification change interval 60

)
)
console (config) #mac address-table notification change
)
)

console (config) #interface gigabitethernet 0/7
console (config-if) #snmp trap mac-notification change
console (config-if) #exit

console (confiqg) #

(
(
(
(
console (config) #fmac address-table notification change history 100
(
(
(
(

5.28 ®dyHkumu DHCP Relay nocpegHuKa

KommyTtaTopbl noaaepusatot ¢pyHKLUmMn DHCP Relay areHTa. 3agayeit DHCP Relay areHTa siBnaetcs
nepefnaya DHCP-nakeToB OT K/AMeHTa K cepBepy M obpaTHo B ciayyae, ecnm DHCP-cepsep HaxoguTca B
OLHOW ceTW, a KAMeHT B gpyron. Apyroit dyHKumen asnaetca gobasneHme AONOAHUTENbHbLIX ONUMA B
DHCP-3anpocbl KnvMeHTa (Hanpumep, onummn 82).

MpuHumn pabotol DHCP Relay areHTa Ha KOMMmyTaTope: KOMMYTATOP NPUHUMAET OT KaneHTa DHCP-
3anpockbl, NepesaeT 3TM 3aNpOoCkl CepPBEPY OT UMEHM KMEHTa (0CTaBaAA B 3anpoce onuuun ¢ Tpebyembimm
KIMEHTOM MapamMeTpamMm W, B 3aBUCUMMOCTM OT KOHOUrypaumm, nobasnsaa ceoun onuuu). Monyums oTeeT OT
cepBepa, KOMMYTaTOpP NepesaeT ero KANEHTY.

KomaHObI pexcuma 2106aab6Hol KOHuU2ypayuu

BunA 3anpoca KOMaHAHOM CTPOKM pexxnma rnobanbHoOM KoOHOUIypaumm:

console (config) #
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Tabnunua 236 — KomaHab! perkmma rnobanbHoM KOHPUrypaumum

KomaHda

3HayeHue/3HayeHue
o yMmon4YaHuro

Aelicmeue

ip dhcp relay enable

no ip dhcp relay enable

Mo ymonyaHuto areHT
BbIK/IIOYEH

BkntoueHune ¢pyHKunit DHCP Relay areHTa Ha KommyTaTope.

BbikntoueHne dpyHkumii DHCP Relay areHTa Ha KommyTaTope.

ip dhcp relay address
ip_address

no ip dhcp relay address
[ip_address]

MosKeT 6bITb 3a4,aHO
[0 BOCbMM CEpBEPOB

3apaér IP-agpec goctynHoro DHCP-cepBepa ana DHCP Relay areH-
Ta.

Ypanset IP-agpec u3s cnucka DHCP-cepsepos ana DHCP Relay
areHTa.

ip dhcp relay information
option format-type option
format [delimiter delimiter]

no ip dhcp relay information
option format-type option

format: (sp, sv, pv, spv,
bin);
delimiter: (.,;#)/npoben

HacTpoiika popmata DHCP onuuum 82.
dopmar:

- SV — Homep cnoTa u VLAN;

- pv—Homep nopta u VLAN;

- SpV — HOMmep cnoTa, nopta u VLAN;

- bin — 6uHapHbIit dopmar: VLAN, cnor, nopr.

YCTaHOBKa 3HAY€HUA NO YMOIYAHUIO.

ip dhcp relay information
option format-type remote-id
word

no ip dhcp relay information
option format-type remote-id

word: (1..63) cumBonos

3apaet naeHTndumKaTop remote-id .

Ypanset ugeHtudukatop remote-id.

ip dhcp relay information

YcTaHOBKa CTPOKU MAEHTUPUKALMM YCTPOMCTBA JOCTYNa.

option format-type word: (1..48)
. cumBonos/
access-node-id word
- " - naeHTuduKaTop —
no ip dhcp relay information o BoccTaHOBUTbL HAaCTPOMKM MO YMONYAHUIO.
. YCTPOICTBA He
option format-type
. Ha3HauyeH.
access-node-id
ip dhcp relay information HacTpolika popmata onumm 82.
option suboption-type {tr101 | - trl01 — ycTaHaBamBaeT dopmat onuumn 82 COrnacHO CUHTAKCUCY,
custom} NPUHATOMY B peKomeHaaumax TR-101 (cm. Tabauuy 220);
-/tr101 - custom — yctaHasnvBaeT ¢dopmaTt onuumn 82 B COOTBETCTBUM C

no ip dhcp relay information
option suboption-type

dopmaTom, NpMBeseHHOM B Tabanue 221.

Bo3BpalaeT 3Ha4yeHne No YMOAYAHMUIO.

KomaHObI pexcuma KoHgu2ypauuu uHmepgpetica VLAN

Bupa 3anpoca KOMaHAHOM CTPOKM B perknme KoHourypaumm nutepdeinca VLAN:

console# configure
console(config) # interface vlan vilan id
console (config-if) #

Tabnnuya 237 — KomaHabl perknma KoHourypaumm nHtepdeinca VLAN, nutepoeiica Ethernet

KomaHda

3Ha4yeHue/3HayeHue
o yMmon4YaHur

Aelicmeue

ip dhcp relay enable

no ip dhcp relay enable

Mo ymonyaHuio areHT
BbIK/NIOYEH

BkntoueHne ¢yHKumin DHCP Relay areHTa Ha HacTpanMBaemMom WH-
Tepdelice.

BbikntoueHne ¢yHkumii DHCP Relay areHTa Ha HacTpavBaemom
MHTepodeiice.

KomaHOowbi pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKKM pexunma EXEC:

console#
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Tabnnuya 238 — KomaHabl pexkmma EXEC

3HayeHue/3HayeHue

Aelicmeue
1o ymon4aHuio

KomaHda

show ip dhcp relay OTobparkaeT KOHOUrypaum HacTpoeHHol ¢yHKkuum DHCP Relay
- areHTa A8 KOMMYTaTopa M OTAE/IbHO A1 MHTepdencoB, a TakKe
CMUCOK AOCTYMHbIX CEPBEPOB.

[pumepebl 8b1M0AHEHUA KOMAHO

= [lokasaTtb cocToAaHue pyHKumMmn DHCP Relay areHTa:

console# show ip dhcp relay

DHCP relay is Enabled
DHCP relay is not configured on any vlan.
Servers: 192.168.16.38
Relay agent Information option is Enabled

5.29 KoHowurypauusa PPPoOE Intermediate Agent

®yHKuusa PPPOE IA peannsoBaHa B COOTBETCTBMMU C TpeboBaHMAMKM AoKymeHTa DSL Forum TR-101 m
npefHasHavyeHa 419 UCMOb30BAaHMA Ha KOMMYTATOpax, paboTatoLWmx Ha ypoBHe AoCTyna.

®PyHKUMA no3BosiAeT JoNONHATb nakeTbl PPPOE Discovery nHpopmaumeit, xapaKTepusyowen nH-
Tepdeiic pgoctyna. 3T0 HEOOXOAMMO ANs MAEHTUPUKALMM NONb30BaTENIbCKOro MHTepdeica Ha cepsepe
poctyna (BRAS, Broadband Remote Access Server). YnpasneHue nepexsaTom W 0b6paboTKoi nakeTos
PPPoE Active Discovery ocyuwectsnnetcsa rnobanbHO ANA BCEro yCTPOMCTBA U BbIBOPOYHO ANA KaXKAO0ro
nHTepoeiica.

Peanusaums ¢yHKummn PPPOE |IA npenocTaBasaeT AOMNONAHUTENbHbIE BO3MOMHOCTU KOHTPOASA CO06-
LLLEHMM NPOTOKONA NyTEM Ha3HaAYeHMA AOBEPEHHbIX MHTePdEeNCoB.

KomaHObI pexcuma 2a06anb6Hol KoOHpuU2ypayuu

BunAa 3anpoca KoOMaHAHOM CTPOKM pexunma rnobanbHoOm KOHOUrypaumm:
console (config) #

Tabnunua 239 — KomaHabl pexkunma rnobanbHoM KoOHGUrypauum

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

KomaHoa Aelicmeue

pppoe intermediate-agent PaspewunTtb paboTy PPPOE Intermediate Agent.

no pppoe intermediate-agent /oTkniodeH 3anpetutb paboty PPPOE Intermediate Agent.

pppoe intermediate-agent YCTaHOBWUTb IMMUT BPEMEHM HEaKTUBHOCTV MO/Ib30BaTENA.
timeout seconds

seconds :(0..600)/300

no pppoe intermediate-agent BOCCTaHOBUTb HACTPOMKM MO YMOIHAHUIO.

timeout

pppoe intermediate-agent YCTaHOBKa CTPOKM MAEHTUOUKALMM YCTPOICTBA AOCTyNa.

format-type access-node-id word: (1..48) cumsona/

MAeHTUPUKaTO
word A ,,¢ P
- . yCTpoicTBa He -
no pppoe intermediate-agent Ha3HAYEH BOCCTaHOBWTb HAaCTPOMKM NO YMONYAHUIO.

format-type access-node-id
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pppoe intermediate-agent
format-type
generic-error-message word

no pppoe intermediate-agent
format-type
generic-error-message

word: (1..128)
cumsona/PPPoE
Discover packet is too
large to process.

YcTaHOBKa TeKCTa cooblueHna 06 owmnbke npesbileHns pasmepa
naketa (MTU), otnpasnsaemoro PPPoE IA 8 PADO uau PADS nake-
Tax.

MpumeyvaHue: ecnun coobLieHne cogepKMT cMmBobl Npobena, ero
HE06X0AMMO 3aKNHOUUTb B KaBbIYKW.

BoCCTaHOBUTb HACTPOMKM MO YMONYAHMIO.

pppoe intermediate-agent
format-type option {sp | sv |
pv | spv | user-defined}
delimeter [.,:#/ ]

no pppoe intermediate-agent
format-type option

-/ycTaHoBneH popmaT B
cooTtseTcTBMM ¢ TR-101:
slot / port : vlan;

HacTpoiika Habopa napameTpoB W pasaenuTens Mexay HUMM,
KOTOpble UCNO/b3YtoTcA A GopMUpoBaHUA Nogonumm circuit -id.
B KOMaHAe MCnonb3yoTcA cneaytowme yCaoBHble 0603HaYeHus:

- sp —slot + port

- sv—slot +vlan

- pv—port +vlan

- spv —slot + port + vlan

- user-defined — ¢dopmaT onpegensetcs nosb3osatenem. [pu
onpegeneHum NCnonb3yoTca cneaytolme WabnoHbl:

%h: hostname;

%p: KOpPOTKOE UMA nopTa, Hanpumep gil/0/1;

%P: aAvHHOE MMSA NopTa, Hanpumep, gigabitethernet 1/0/1;

%t: TN nopta (3HayeHue nonsa ifTable::ifType B wecTHaguaTepunu-
HOM BUAE);

%m: mak-agpec nopta B popmate H-H-H-H-H-H-H;

%M: mak-agpec cuctembl B popmate H-H-H-H-H-H-H;

%U: HOMep HHUTA;

%S: HOMep CNoTa;

%n: Homep nopTa (Kak Ha IMLEBO NaHenu);

%i: ifindex nopTa;

%v: naeHtnduratop VLAN.

BoccTaHoBUTL HaCTpOVIKM N0 YMO/ZIHaHUIO.

pppoe intermediate-agent
format-type remote-id
remote_id

no pppoe intermediate-agent
format-type remote-id

remote_id: (1..128)
C“MBO/I0B

HasHauyeHue naeHTUduKaTopa remote-id, sobaBnsemoro Kommy-
TaTopom rnobancHo.

BoccraHaBnuBaer HaCTpOVIKy N0 YMO/ZIHaHUIO.

KomaHObI pexcuma KoHgu2ypayuu UHmepageltica

Buz 3anpoca KOMaHAHOM CTPOKM B peXnme KoHPUrypaumm nHtepoeiica:

console (config-if) #

Tabanua 240 — KomaHAabl pexnma KoHpurypaumm nHtepodeiica Ethernet, rpynnbl noptos

KomaHda

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

pppoe intermediate-agent

no pppoe intermediate-agent

-/3anpet

PaspeweHune paboTtbl PPPOE Intermediate Agent Ha nHTepdeiice.

3anpet paboTbl PPPOE Intermediate Agent Ha uHTepdeiice.

pppoe intermediate-agent
format-type circuit-id circuit_id

no pppoe intermediate-agent
format-type circuit-id

circuit_id: (1..63)
CUMBOJI0B

HasHaueHue ngeHtnduKatopa circuit-id, gobasnsaemoro Kommy-
TaTopoM. UaeHTUOUKaTOp, 3afaHHbIi B KOMaHAE, MOJHOCTbIO
nepeonpeaenser UAEHTUPUKATOP, BbIUUCAAEMbIA Ha OCHOBE
rnobanbHbIX NapameTpos access-node-id n option/delimeter.

BoccTaHaB/MBaeT HacTPOMKY Ha OCHOBe rnobanbHbIX NapameT-
pos access-node-id u option/delimeter.

pppoe intermediate-agent
format-type remote-id
remote_id

no pppoe intermediate-agent
format-type remote-id

remote_id: (1..63)
cumsonos/MAC-agpec
KomMmyTaTopa.

HasHaueHue upeHTMdMKaTopa remote-id, go6asasemoro Kom-
MyTaTopom. MaeHTUUKATOP LO/IKEH BbiTb CKOHGUrypMpoBaH
Ha BCex MHTepdencax KommyTaTopa, rae pabotaet PPPoE IA.

BocctaHaBnmBaer HaCTpOVIKy No YMO/IHaHUIO.
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pppoe intermediate-agent
trust

no pppoe intermediate-agent
trust

-/He aBnaetca
[lOBEPEHHbIM.

YnpasneHve pexumom fosepua K uHTepdelicy. KomaHpa po-
6aBnseT nHTepdeic K CNUCKY JOBEPEHHbIX.

NHTepdelicbl, K KoTopbim nogxntouyeHbl PPPoE-cepBepsbl, Ha-
CTPanBalOTCA KaK AoBepeHHble. MHTepdeichl, K KOTOpbIM Noa-
K/IHOY€EHbl N0/Ib30BaTe/IN, HACTPAMBAOTCA KaK HeLOBEPEHHbIE.

BoccTaHaBnmBaeT 3HaYeHue no YMONYaHUIO.

pppoe intermediate-agent
vendor-tag strip

no pppoe intermediate-agent
vendor-tag strip

-/BbIKNIOYEH

PaspeweHne ypanenua vendor-specific onuum w3 nakeTtos
PADO, PADS, PADT nepes oTNpaBKOW UX B CTOPOHY MoJib30BaTe-
n. OYHKUMA yaaneHUa MOXKeT bbiTb UCMOIb30BaHa TOIbKO Ha
uHTepdeiice, Ha KOTOpom paspelueHa pabota PPPoOE IA un koTo-
pbiii ABNAeTcA AoBepeHHbIM MHTepdeircom. O6bIMHO GyHKUMA
yAaneHna HacTpauBaeTca Ha UHTepdelice, obpalieHHOM B CTO-
poHy PPPoE-cepsepa.

BbIK/IIOYAET PEXKUM YAANEHUA.

KomaHOb! pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabnnuya 241 — KomaHzabl pexkmma EXEC

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aeiicmeue

show pppoe
intermediate-agent info
[gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group]

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..16)

OTobparkeHne HacTpoek PPPoE Intermediate Agent. Ecan B Ko-
MaHge ABHO He 3aAaH WHTepdelc, TO KOMaHAA BbINONHAETCA
ana Bcex nHTepdeiicos, rae paspeweHa paborta PPPoE |A n Bcex
[0BEPEHHbIX NOPTOB.

show pppoe
intermediate-agent statistics
[gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group]

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..16)

OTobparkeHne cTaTUCTMKKM paboTbl PPPOE Intermediate Agent.
Echv B KOMaHAe He 3afaH ABHO WHTepdelc, TO KOMaHAa Bbl-
NnonHAeTcA ANs Bcex uHTepdeiicos ¢ paspelweHHbim PPPOE A 1
BCEX [OBEPEHHbIX MOPTOB.

clear pppoe
intermediate-agent statistics
[gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group]

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..16)

OumncTKa ctaTUcTUKKM paboTbl PPPOE Intermediate Agent. Ecam B
KOMaHAe He 33JaH ABHO MHTepdeiic, ToO KOMaHAa BbINOHAETCA
AnA Bcex HTepdeicos ¢ paspewweHHbiMm PPPOE IA 1 Bcex gose-
PEeHHbIX NOPTOB.

show pppoe
intermediate-agent sessions
[gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group]

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..16)

OTob6parkeHne BCex 3aperMcTpMpOBaHHbIX KAMEHTCKMX CeCCui.
Ecnn B KOMaHZe He 3afaH ABHO MHTepdeic, To oTobparxkatoTcs
BCE CEeCCMM C COPTUPOBKOW NO UHTepdeicam.

clear pppoe
intermediate-agent sessions
[mac-address]

mac address: (H.H.H
man H:H:H:H:H:H nan
H-H-H-H-H-H)

3aKprBaeT K/IMEHTCKYHO CecCcuto. Ecan He YKa3aH mac address,
TO BCe ceccuu.

5.30 KoHdwurypaumua DHCP-cepBepa

DHCP-cepBep ocyluecTBAAeT LeHTpanAn30oBaHHOE ynpaBaeHWe CeTeBbiMM aApecamMu U COOTBETCT-
BYIOLLMMM KOHOUIYPaALMOHHBIMM NapameTpammi, aBTOMATUUYECKM NPeAOoCTaBAAA UX KAMeHTam. ITO N03BO-
naeT n3berkatb PyYHOM HAaCTPOMKM YCTPOMUCTB CETU U YMEHbLLAET KOIMYECTBO OLIMOOK.
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Ethernet-kommyTaTopbl moryT paboTaTb Kak DHCP-kaneHT (nonyyeHmne cobecrtBeHHoro IP-agpeca ot
cepsepa DHCP), Tak n kak DHCP-cepsep. B cnyyae ecnv DHCP-cepBep OTK/OYEH, TO KOMMYTATOP MOXKET

paboTtatb c DHCP Relay.

KomaHObI pexcuma 2106aabHOU KOHGU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM pekmuma rnobanbHOM KOHPUrypaLmm:

console (config) #

Tabnunuya 242 — KomaHab!l perknma rnobanbHoM KoOHGUrypaumum

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aeiicmeue

ip dhcp server

no ip dhcp server

-/BbIK/OYEHO

BkntoueHune ¢dyHKunn DHCP-cepBepa Ha KommyTaTope.

BbikntoueHne dpyHKummM DHCP-cepBepa Ha KommyTaTope.

ip dhcp pool host name

no ip dhcp pool host name

name: (1..32)
CUMBOJI0B

Bxoa B pexum KoHburypauum cratmueckmx agpecos DHCP-
cepsepa.

Ypanset koHourypaumto DHCP-kiveHTa ¢ 3a43aHHBIM UMEHEM.

ip dhcp pool network name

no ip dhcp pool network name

name: (1..32) cumBosioB

Bxog B pexum KoHourypauym DHCP-nyna agpecos DHCP-
cepsepa.
- name — uma DHCP-nyna agpecos.

Ypanaetr DHCP-nyn ¢ 3agaHHbIM UMEHEM.

ip dhcp excluded-address
low_address [high_address]

no ip dhcp excluded-address
low_address [high_address]

YKa3sbiBaeT IP-agpeca, Kotopble DHCP-cepBep He byaeT HasHa-
yatb gna DHCP-knumeHTOB.

- low-address — HayanbHbIM IP-agpec AnanasoHa;

- high-address — KoHeuHbI# |IP-agpec gManasoHa.

YpnaneHnue IP-agpeca u3 cnvcka UCKAKYEHUA AN Ha3HAYeHun
ero DHCP-knneHTtam.

ip dhcp ping enable

no ip dhcp ping enable

-/BbIK/IOYEHa

Bkntounts nepepady ICMP-3anpocoB Ha HasHayaemblit |P-
afpec, 4Tobbl NPOBEPUTL 3aHATOCTb aApeca, Npexae Yem OH
6ypeT HazHayeH DHCP-knneHTy.

YCTaHOBUTb 3HAYEHMeE Mo YMOI4aHUIO.

ip dhcp ping count number

no ip dhcp ping count

number: (1..10)/2

Onpepgensaet konn4vectso oTnpasnaemolx ICMP-3anpocos.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

ip dhcp ping timeout time

no ip dhcp ping timeout

time: (300..1000)/500
McC

OnpegenseT TalimayT, B TeueHne KoToporo DHCP-cepBep 0Xu-
[aeT OTBET C agpeca, Ha KoTopblit nonydeH ICMP-3anpoc.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

KomaHObI pexcuma KoHgpu2ypayuu cmamuyeckux adpecos DHCP-cepsepa

Bua 3anpoca KOMaHAHOM CTPOKM B peXKMme KoHdUrypaumm ctatuueckmx agpecos DHCP-cepsepa:

console# configure
console (config)# ip dhcp pool host name
console (config-dhcp) #

Tabnunua 243 — KomaHabl perknma KoHourypaumm

KomaHoa

3HayeHue/3HayeHue
no ymon4yaHuro

Aeilicmeue

address ip_address {mask |
prefix_length} {client-identifier
id | hardware-address
mac_address}

no address

PyuHoe pesepsupoBaHue IP-agpecos gnsa DHCP-KknveHTa.

- ip_address — IP-agpec, KoTopblii byaeT conocTasneH ¢ pusn-
YeCKMM afpecoMm KAUEeHTa;

- mask/prefix_length — macka nogcetn/anvHa npeduKca;

- id — dpnsnyecknin agpec (MaeHTUPUKaATOP) CETEBOM KapThbl;

- mac_address — MAC-agpec.

Ypanaet 3ape3epsBupoBaHHble IP-agpeca.

client-name name

name: (1..32) cumBonos

Onpepgenset uma DHCP-knneHTa.
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| no client-name |

| Ypanaet uma DHCP-knueHTa.

KomaHObI pexxcuma KoHgu2ypayuu nyaa DHCP-cepsepa

BuAa 3anpoca KoOMaHAHOM CTPOKM B pexume KoHpurypaumm nyna DHCP-cepsepa:

console# configure

console (config)# ip dhcp pool network name

console (config-dhcp) #

Tabnunua 244 — KomaHabl pexkMma KoHburypaumm

3HayeHue/3HayeHue
no yMmoA4aHuo

KomaHda

Aelicmeue

address {network_number |
low low_address high
high_address} {mask |
prefix_length} -

no address

YcTaHaBAMBaeT HOMep MOACETU M MacKy NoAceTn ana nyna
aapecos DHCP-cepsepa.

- network_number — IP-agpec Homepa noaceTy;

- low_address — HayanbHbIl IP-agpec AnanasoHa aapecos;

- high_address — koHeuHbIW |P-agpec gManasoHa agpecos.

- mask/prefix_length — macka nogcetn/agnvHa npedukca.

Ypansaet koHourypaunto DHCP - nyna agpecos

lease {days [hours [minutes]] |

Bpems apeHabl IP-agpeca, KOTopblit HasHayeH oT DHCP.

-/BblKNIOYEHA

no ping enable

infinite} - infinite — Bpems apeHAbl He OorpaHNYEHo;
- days — KonnyecTso gHew;
-/1 peHb
- hours — KOINYECTBO YacoB;
- minutes — KOANYECTBO MUHYT.
no lease YCTaHOBWTb 3HaYeHUe N0 YMONYAHUIO.
ping enable Bkntoumtb nepegadvy ICMP-3anpocoB Ha HasHavaemblid |P-

agpec, 4tTobbl NPOBEPUTL 3aHATOCTb agpeca, Npexae Yem OH
6yanet HazHayeH DHCP-knueHTy.

YCTaHOBUTb 3HaYeHMEe N0 YMOAYAHMUIO.

KomaHObl pexcuma KoHgu2ypayuu nyana DHCP-cepsepa u cmamuyeckux adpecos DHCP-cepsepa

BuAa 3anpoca KOMaHAHOM CTPOKMU:

console (config-dhcp) #

Tabnunua 245 — KomaHabl pexkMma KoHburypaumm

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHda

Aelicmeue

default-router ip_address_list

Mo yMOA4YaHMIO CNNCOK
MapLLpPYTU3aTOPOB He
onpesenex.

no default-router

OnpeaenseT CNMCOK MapLpyTM3aTOpPOB MO YMOAYAHUIO ANs
DHCP-knueHTa:
- ip_address_list — cnucok |P-agpecoB MaplupyTM3aToOpOB,
MOMKET coAepKaTb 0 8 3anucei, pasgeneHHblx npobenom.
IP-agpec maplupyTusaTopa A0MKEH 6biTb B TOW Ke
H NOACETU, YTO U KNEHT.

YcTaHaBAMBaeT 3HaYeHne Mo YMONYaHUIO.

dns-server ip_address_list
Mo ymonyaHuio cnncok
DNS-cepsepoB He

Onpegenset cnncok DNS-cepBepoB, AOCTYMHbIX 414 KAVEHTOB
DHCP.
- ip_address_list — cnucok IP-agpecos DNS-cepBepoB, MoXKeT

onpeaeneH. copepKaTb 40 8 3anuceit, pasgeneHHbix npobenom.
no dns-server YcTaHaBAMBaET 3HaYeHME N0 YMONYAHUIO.
domain-name domain domain: (1..32) Onpegenset sgomeHHoe ums gnsa DHCP-knuneHToB.
no domain-name CMMBO10B YcTaHaBMBaET 3HaYEHME N0 YMONYAHMIO.

netbios-name-server
ip_address_list Mo yMON4YaHWUIO CNUCOK
WINS-cepBepoB He

onpesenex.

no netbios-name-server

Onpegenset cnucok WINS-cepBepoB, AOCTYMHbIX ANA KAWEH-
ToB DHCP.

- ip_address_list — cnucok IP-agpecos WINS-cepBepoB, MOXKeT
copepKaTb 40 8 3anuceit, pasgeneHHblx npobenom.

YcTaHaBAMBaeT 3HaYeHne Mo YMONYaHUIO.
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netbios-node-type {b-node |
p-node | m-node | h-node}

no netbios-node-type

Mo ymonyaHuio Tmn
y3na NetBIOS He
onpegeneH.

Onpegenset Tmun y3na NetBIOS Microsoft gna knnentos DHCP:
- b-node — WnpoKoBeLLaTesbHbIN;

- p-node — TOYKa-TOYKa;

- m-node — KOMBVMHMPOBaHHbLIN;

- h-node — rMbpuaHbIN.

YcTaHaBAMBaeT 3HaYeHUe No YMOAYAHUIO.

next-server ip_address

no next-server

Ucnonb3yetca ana ykasaHma DHCP-knueHTy agpeca cepsepa
(kak npasuno, TFTP-cepBepa), C KOTOPOro AO/KEH ObITb NONY-
YeH 3arpy3odHbIi dpann.

YcTaHaBAMBAET 3HAYeHUe No YMOYaHUIO.

next-server-name name

no next-server-name

name: (1..64) cumBosioB

Ucnonb3yetca gna ykaszaHma DHCP-knneHTy umAa cepsepa, C
KOTOPOro A0/1KEH BbITb NOMYyYeH 3arpy304HbIi daiin.

YcTaHaBAMBAET 3HAYeHUe No YMOYaHUIO.

bootfile filename

no bootfile

filename: (1..128)
CMMBO/I0B

YKasblBaeT umsa ¢alina, MCNonb3yemoro Ana HayaibHOMU 3a-
rpy3ku DHCP-knneHTa.

YcTaHaBAMBaeT 3HaYeHUe No YMOHAHUIO.

time-server ip_address_list

Mo ymonyaHuio cnmucok
cepBepos He

OnpeaenseT CNUCOK CepBEPOB BPEMEHM, AOCTYMNHbIX ANA KAN-
eHToB DHCP.
- ip_address_list — cnucok IP-agpecoB cepBepoB BPEMEHM,

onpeaenex. MOMKET coaeprKaTb A0 8 3anucel, pasgesieHHbix npobesiom.
no time-server YcTaHaBMBAaET 3HAaYEHWE MO YMOMYAHUIO.
option code {boolean code: (0..255); HacTtpausaet onumm DHCP-cepBepa.
bool_val | integer int_val | bool_val: (true, false); | - code — ko onunn DHCP-cepeepa;
ascii ascii_string | ip[-list] int_val: - bool_val — nornyeckoe 3HayeHue;

ip_address_list | hex
{hex_string | none}}
[description desc]

no option code

(0..4294967295);
ascii_string: (1..160)
CUMBOJI0B;
desc: (1..160)
CUMBOJI0B

- integer — uenoe NONOXKUTENbHOE YUCNO;
- ascii_string — ctpoka B ¢opmate ASCII;

- ip_address_list — cnucok IP-agpecos;

- hex_string — cTpoka B 16-om popmare;

Ypansaet onumn gna DHCP-cepBepa.

KomaHObi pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKM pexxmnma Privileged EXEC:

console#

Tabnunua 246 — KomaHabl pexknma Privileged EXEC

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

clear ip dhcp binding
{ip_address | *}

YpaneHue 3anuceit M3 Tabauubl cooTBeTcTBUA HUINYECKUX
a[pecoB 1 agpecos, BblAaHHbIX ¢ nyna DHCP-cepsepom:

- ip_address — IP-agpec, HazHa4yeHHbIn DHCP-cepBepom;

- * —yaanuTb BCe 3anucu.

show ip dhcp

MpocmoTp KoHOUrypaunn DHCP-cepsepa.

show ip dhcp
excluded-addresses

MpocmoTp IP-agpecos, Kotopbie DHCP-cepsep He byaeT HasHa-
yatb gna DHCP-knumeHTOB.

show ip dhcp pool host
[in_address | name]

name: (1..32) cumBosioB

MpocmoTp KoHOUrypaumm Ana cratuyeckux agpecos DHCP-
cepBepa:

- ip_address — IP-agpec KnueHTa;

- name — vnma DHCP-nyna agpecos.

show ip dhcp pool network
[name]

name: (1..32) cumBosioB

MpocmoTp KoHourypaumm DHCP-nyna agpecos DHCP-cepsepa:
- name — vnma DHCP-nyna agpecos.

show ip dhcp binding
[ip_address]

MpocmoTp IP-agpecos, KOTOpble CONOCTaBNAEHbI C PUINYECKMMU
afpecamu KIMEHTOB, a TaK »Ke Bpems apeHAbl, cnocob HasHa-
yeHuA u coctoaHue IP-agpecos.

show ip dhcp server statistics

MpocmoTp ctatnctmkn DHCP-cepsepa.

show ip dhcp allocated

MpocmoTp akTMBHbLIX IP-agpecos, BbiaaHHbIX DHCP-cepBepom.
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[pumepbl 8b1M0AHEHUS KOMAHO

=  Hactpoutb DHCP-nyn ¢ umeHem test 1 ykasatb ana DHCP-knmeHTOB: mA gomeHa — test.ru, wnwo3
no ymon4yaHuto — 192.168.45.1 n DNS-cepsep —192.168.45.112.

console#

console# configure
console (config)# ip dhcp pool network test
console (config-dhcp)# address 192.168.45.0 255.255.255.0

console (config-dhcp) # dns-server 192.168.45.112

( )

console (config-dhcp) # domain-name test.ru
( )
( )

console (config-dhcp) # default-router 192.168.45.1

5.31 KoHdwurypauua ACL (cnucku KOHTpOAA AocTyna)

ACL (Access Control List — cnucok KoHTposa aoctyna) — Tabauua, KoTopasa onpeaenser nNpasuna
dunbTpaumm BxoaAwero U ncxogawero TpadmMka Ha OCHOBAHUM MNepegaBaeMbiX B MaKeTax NPOTOKO/OB,

TCP/UDP noprtos, IP-agpecos nan MAC-aapecos.

v
v

ACL-cnucku Ha 6a3e IPv6, IPv4 u MAC-agpecoB He A0NXHbl UMeTb OAMHAKOBble Ha3BaHUA.

IPv6- n IPv4-cnuckn moryt pabotaTb BmecTe Ha ogHomM ¢usnueckom uHtepdeiice. Cnucok
ACL Ha 6a3e MAC-agpecauum He MOXKeT COBMeLLATbCA CO cnuckamu ana IPv4 unm IPv6. Ba

CMUCKa OAMHAKOBOro TUna He MoryT paGOTaTb BMecCTe Ha MHTedeeﬁce.

KomaHapl Ana cosgaHua U pegaktuposBaHua cnuckoB ACL gocTynHbl B pexume rnobanbHol

KOHUrypauum.

KomaHObI pexcuma 2a06anb6Hol KoOHpuU2ypayuu

KomaHgHan cTpoKa B pexume rnobanbHo KOHPUrypaumm numeet Bua;

console

(config) #

Tabnunua 247 — KomaHabl 4nsa co3gaHusa U KoHdurypaumm cnmckos ACL

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

ip access-list access_list
{deny | permit} {any |
ip_address [ip_address_mask]}

no ip access-list access_list

ip access-list extended
access_list

no ip access-list extended
access_list

ipv6 access-list access_list
{deny | permit} {any |
ipv6_address
[ipv6_address_prefix]}

no ipv6 access-list access_list

access_list: (0..32)
cMmBoIa

Co3pgaHune ctaHaapTHoro cnmcka ACL.

- deny — 3anpeTUTb NPOXOXKAEHME NAKETOB C YKAa3aHHbIMWU MNapa-
meTpamu;

- permit — pa3spewunTb NPOXOXKAEHME NaKeTOB C YKa3aHHbIMMK Ma-
pameTpamu.

YaanuTb CTaHZapTHbIN cnncok ACL.

Co3gaHune HoBOro pacwmnpeHHoro cnucka ACL ana agpecauum IPv4
N BXOZ, B PEXMM ero KoHdurypaumm (ecam cnmcok ¢ aHHbIM Ume-
Hem elle He co34aH), b0 BXOA B PEXUM KOHOUrypauuu paHee
CO343aHHOrO0 CrMCKa.

YpaneHue pacwmpeHHoro cnucka ACL ana agpecauun IPv4.

Co3gaHune HoBoro ctaHgapTHoro cnucka ACL ana agpecauum IPv6.
- deny — 3anpeTuTb NPOXOXAEHNE MAKETOB C yKa3aHHbIMW napa-
meTpamu;

- permit — pa3pewunTb NPOXOXKAEHME NaKETOB C YKa3aHHbIMMK Ma-
pameTpamu.

YpaneHue ctaHgapTHoro cnncka ACL ana agpecaumm IPv6.
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ipv6 access-list extended
access_list

no ipv6 access-list extended
access_list

mac access-list extended
access_list

no mac access-list extended
access_list

Co3pgaHue HoBOro pacwmpeHHoro cnucka ACL ana agpecaumm IPv6
N BXO4, B PEXUM €ro KoHPpurypaLmm (ecnm cnmcok ¢ 4aHHbIM ume-
HEM elle He co34aH), MO0 BXOA, B PeXMUM KOHOUTypauum paHee
CO34aHHOrO CNMCKa.

YaaneHune pacwmpeHHoro cnucka ACL ana agpecauum IPv6.

Co3pgaHue HoBoro cnucka ACL Ha 6ase MAC-agpecaumu 1 BXog B
pexum ero KoHoUrypaumm (ecam cnmcok ¢ AaHHbIM UMEHEM eLLe
He co34aH), MMbo BXoA, B PEXUM KOHPUrypaLMM paHee CO3L4aHHO-
ro crnucka.

Yaanenue cnucka ACL Ha 6ase MAC-agpecaumm.

time-range time_name

no time-range time_name

time_name: (0..32)
cumBona

Bxog B perum KoHoburypaumm time-range u onpepeneHuve spe-
MEHHbIX MHTepBanoB AN1A CMMCKa AOCTyna.
- time_name — nma npoduna HacTpoek time-range.

YaaneHue 3agaHHoM KOHUrypaumm time-range.

Ona Toro u4tobbl aKTMBM3MpOBaThb cnncok ACL, HeobxoAuMMO CBA3aTb €ro C UHTepdelricom.
NHTepdelicom, MCMob3YIOLLMM CIUCOK, MOKeT bbiTb b0 nHTepdeic Ethernet, ainbo rpynna nopros.

KomaHObI pexcuma KoHgu2ypauuu uHmepgpelica Ethernet, VLAN, epynnsi nopmos

KomaHaHasA cTpoKa B pexkume KoHouUrypaumm mHtepdeiica Ethernet, VLAN, rpynnbl nopToB umeeT

BUA;

console (config-if) #

Tabnunua 248 — KomaHaa HasHaveHus cnucka ACL-uHTepodelicy.

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

service-acl input access_list

no service-acl input

access_list: (0..32)
cumBona

B HacTpolikax onpegenéHHoro ¢usnyeckoro nuHtepdeiica KomaH-
[,a NPUBA3bIBAET YKa3aHHbIW CNUCOK K JaHHOMY UHTepdelicy.

YpaneHue cnucka c uHTepdelica.

KomaHObi pexcuma Privileged EXEC

KomaHaHan cTpoka B pexume Privileged EXEC nmeeT BuAa;

console#

Tabnunua 249 — KomaHabl ana npocmoTpa cnmckos ACL

KomaHda

3Ha4yeHue/3HayeHue
no yMmon4aHuo

Aeilicmeue

show access-lists [access_list]

show access-lists
time-range-active [access_list]

access_list: (0..32)
cumBoNa

MokasbiBaeT cnuckn ACL, co3gaHHble Ha KOMMmyTaTope.

Moka3sbiBaeT cnucku ACL, co3gaHHble Ha KOMMYTaTope, KOTopble B
HacToALLee BpeMA ABAAKOTCA aKTUBHbIMM.

show interfaces access-lists
[gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group | vlan
vlan_id]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..16);
vlan_id: (1..4094);

Moka3sbiBaeT cnucku ACL, HasHayeHHble MHTepdeicam.

clear access-lists counters
[gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group | vlan
vlan_id]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..16);
vlan_id: (1..4094)

OBHYNUTbL BCE CYETYMKM cnUcKoB ACL, 1MBO CYETUMKM 1A CTUCKOB
ACL 3apaHHOro uHtepdelica.
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show interfaces access-lists
trapped packets
[gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group | vlan
vlan_id]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..16);
vlan_id: (1..4094)

MNoKa3blBaeT CHETYMKM CNINCKOB AocTtyna.

KomaHOobl pexcuma EXEC

KomaHaHasa cTpoka B pexkume EXEC nmeet sua;

console#

Tabnunuya 250 — KomaHabl ans npocmoTpa cnuckos ACL

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show time-range [time_name]

MoKasbiBaeT KoHdUrypaumio time-range

5.31.1 KoHjpueypayusa ACL Ha 6a3e IPv4

B gaHHOM pasgene npuBedeHbl 3HAYEHMA U ONUCAHWA OCHOBHbIX NMAPAMETPOB, MCMOb3yEMbIX B
COoCTaBe KOMaHA HacTpoMKM cnmnckoB ACL, oCHOBaHHbIX Ha agpecauun IPv4. Co3gaHue 1M BXO4, B pPeUM
pefaktTuposaHnA cnuckos ACL, oCHOBaHHbIX Ha aapecauun IPv4, ocywecTBiaeTcA MO KOMaHae: ip
access-list extended access-1ist.Hanpumep, ans cosgaHus cnucka ACL noa HassaHmem EltexAL
Heob6X0AMMO BbINOJHUTL CNeayoLLMe KOMaHObI:

console#

console# configure
console (config)# ip access-list extended EltexAL

console (config-

ip-al) #

Tabanua 251 — OcHOBHbIE NapameTpbl, MCNOAb3yEMbIE B KOMaHAAX

lMapamemp

3HavyeHue

Aelicmeue

permit

[Oelictue ‘paspelunts’

Co3paeT paspeluatoliee npasuao GunbTpaumm B cnucke ACL.

deny

[Jeticteue ‘3anpetuts’

Co3gaeT 3anpeLatouee npasmao punbtpaumm B cnucke ACL.

protocol

MpoTtokon

Mone npefHasHayeHo ANA yKasaHWA MPOTOKoAa (MM Bcex npo-
TOKO0/10B), Ha OCHOBE KOTOpOro ByaeT ocyliecTBaseTca GpunbTpa-
umA. Mpu BbiGOpe NPOTOKO/Ia BO3MOKHbI CNeAyioLue BapuaHTbI:
icmp, igmp, ip, tcp, egp, igp, udp, hmp, rdp, idpr, ipv6, ipv6:rout,
ipv6:frag, idrp, rsvp, gre, esp, ah, ipv6:icmp, eigrp, ospf, ipinip,
pim, 12tp, isis, ipip, "MmMbo uncnosoe 3HaYeHUe NPOTOKONA, B Ana-
nasoHe (0 — 255).

[na cootBeTcTBMA NtOBOMY MPOTOKONY UCNONb3YeTCA 3HavyeHue
IP.

source

Afpec UCTOYHUKA

OnpeaenseT IP-agpec CTOYHMKa NaKeTa.

source_wildcard

Macka agpeca UCTOYHUKA

ButoBas macka, npumeHsemas K IP-agpecy ucCTO4HMKa nakeTa.
Macka onpegenset 6utbl IP-agpeca, KoTopble HEOBXOANUMO M-
HOpMpoBaTb. B 3HauYeHWA UrHopupyembix BUTOB AOMKHbI ObITb
3anucaHbl eguHULbl. Hanpyumep, MCNosib3yas MAcKy, MOXHO Of-
penenvTb ans npasuna ¢unbtpaumm IP-cetb. Ytobbl A06aBUTL B
npasuno ¢punbtpaumm IP-cetb 195.165.0.0, HeobxoanMmo 3aaaTtb
3HayeHMe mackm 0.0.255.255, To ecTb cornacHo gaHHOM macke
nocnegHue 16 6ut IP-agpeca 6yayT UrHopMpoBaTbCA.

destination

A,u,pec Ha3Ha4yeHunA

Onpegenset IP-agpec HazHavyeHMA NakeTa.
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destination_wildcard

Macka ajpeca Ha3Ha4yeHunA

ButoBaa macka, npumeHaemas K IP-agpecy HasHayeHMA naketa.
Macka onpegenset 6utbl IP-agpeca, KoTopble HeOHX0AUMO Wr-
HOpPUPOBaTb. B 3HaueHUs UrHOPUpPYEMbIX BUTOB AO/KHbI BbITh
3anucaHbl eguHuLbl. Macka MCnosb3yeTcs aHa/lorMyHO Macke
source_wildcard.

vlan

NaeHTndumkaTop Vlan

Onpepgenset Vlan, gna KotToporo byaeT NpMMeHATbLCA NPaBuiIo.

dscp

MNone DSCP B 3aronoske L3

Onpegenser 3HadeHune DSCP-nona diffserv. Bo3amoxkHble Kogpl
coobueHuit nona dscp: (0 —63).

precedence

Mpuoputet IP

Onpegenset npuoputeT IP-Tpaduka: (0-7).

time_name

Nms npodunsa
KoHbUrypauum time-range

Onpeaenset KOHPUIypaLMIO BPEMEHHbIX UHTEPBA/OB.

icmp_type

Tun coobueHnit npotokona ICMP, ncnonbsyembiit ans eunbtpa-
umm  ICMP-naketoB. BO3MOMHble TuMbl COOBGLWEHUI nons
icmp_type: echo-reply, destination-unreachable, source-quench,
redirect, alternate-host-address, echo-request, router-
advertisement, router-solicitation, time-exceeded, parameter-
problem, timestamp, timestamp-reply, information-request, in-
formation-reply, address-mask-request, address-mask-reply,
traceroute, datagram-conversion-error, mobile-host-redirect,
mobile-registration-request, mobile-registration-reply, do-
main_name-request, domain_name-reply, skip, photuris, nu6o
YMCNOBOE 3HaYeHne Tna cooblieHuns, B guanasoHe (0 — 255).

icmp_code

Kog coobuieHna npoTokona
ICMP

Kog coobueHnuii npotokona ICMP, ncnonbsyembln ana punbrpa-
umm  ICMP-nakeToB. Bo3MOMKHble Kogbl COOb6LWEHUI nonA
icmp_code: (0 — 255).

igmp_type

Tun coobueHna NpoToKona
IGMP

Tun coobuweHunii npotokona IGMP, ncnonbayembln ana ¢punbTpa-
umMm naketoB |IGMP. Bo3moKHble TuNbl COOBLWEHUI noaA
igmp_type: host-query, host-report, dvmrp, pim, cisco-trace, host-
report-v2, host-leave-v2, host-report-v3, nnbo ymcnosoe 3Haue-
HUWe Tuna cooblieHuns, B guanasoHe (0 — 255).

destination_port

UDP/TCP-nopT Ha3HayeHus

source_port

UDP/TCP-nopT UCTOYHMKA

Bo3morkHble 3HaueHusa nona TCP-nopta: bgp (179), chargen (19),
daytime (13), discard (9), domain (53), drip (3949), echo (7), fin-
ger (79), ftp (21), ftp-data (20), gopher (70), hostname (42), irc
(194), klogin (543), kshell (544), Ipd (515), nntp (119), pop2 (109),
pop3 (110), smtp (25), sunrpc (1110, syslog (514), tacacs-ds (49),
talk (517), telnet (23), time (37), uucp (117), whois (43), www
(80);

Ona UDP-noprta: biff (512), bootpc (68), bootps (67), discard (9),
dnsix (90), domain (53), echo (7), mobile-ip (434), nameserver
(42), netbios-dgm (138), netbios-ns (137), on500-isakmp (4500),
ntp (123), rip (520), snmp (161), snmptrap (162), sunrpc (111),
syslog (514), tacacs-ds (49), talk (517), tftp (69), time (37), who
(513), xdmcp (177).

JIn6o uncnosoe 3HayeHune (0 — 65535).

list_of flags

®narn npotokona TCP

Ecnn ana ycnosua duabTpauumn daar 4oNKeH 6biTb YCTAHOBAEH,
TO nepes HUM CTaBUTCA 3HAK «+», €CAM He A0/MKeH BbITb ycTa-
HOBJIEH, TO «-». BO3MOKHble BapnaHTbl ¢pnaros: +urg, +ack, +psh,
+rst, +syn, +fin, -urg, -ack, -psh, -rst, -syn n -fin. Mpu ncnonbso-
BaHMM HECKONbKMX $naros B ycnosun ¢unbtpaumm, dnarm obbve-
ANHAITCA B O4HY CTPOKY 6e3 npobenos, Hanpumep: +fin-ack.

disable_port BbikNtoYaeT MopT, ¢ KOTOporo 6bin MPUHAT MaKeT, y40BNETBO-
OTKAtOYeHMe nopTa pAloLWwmMii ycnosuam noboit M3 KomaHg, 3anpeta deny, B cocTaBe

KOTOpOW HbIN1I0 ONMCcaHO nose.
log_input BKntouaeT oTnpaBKy MHGOPMALMOHHbIX COOBLEHNI B CUCTEMHbIN

OTnpaBKa coobuieHni

XKYpHan npu nony4eHM nakeTa, KOTOprVI COOTBETCTBYET 3anucu.

offset_list_name

HanmeHoBaHue cnucka
wabnoHOB Nonb3oBaTens

3afaeT Mcnosib3oBaHWe cnucka wabioHOB Monb3oBaTens AnA
pacnosHaBaHWA nakeToB. [na Kaxporo cnucka ACL moxkeT 6biTb
onpeaeneH CBOM CNUCOK LWabaoHOoB.

ace-priority

MpuopuTeT 3anucu

MHAeKe 3agaeT NoNoXeHWe NpaBuia B CINCKE M ero npuopuTer.
Yem MeHblUe MHAEKC — TEM MpUOpUTETHEE Mpasuao. duanasoH
A0MNYCTUMbIX 3HadeHuni (1..2147483647).
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v
v

napamertp «any».

DOna Bbibopa Bcero guanasoHa napametpos, Kpome dscp u IP-precedence, ucnonbsyerca

Mocne Toro Kak xota 661 ogHa 3anucb aob6aBneHa B cnucok ACL, nocnegHeit no ymonyaHuio
Aobasnsetca 3anucb deny any any any, KoTopasa O3Ha4yaeT UrHOPUPOBaHUE BCEX MNAKETOB,
He yaosneTsopsaowmx ycnosuam ACL.

Tabnnua 252 — KomaHabl, Ucnosibayemble ana HacTpoliku ACL-cnnuckoB Ha ocHoBe IP-aapecauunu

KomaHoa

Aeiicmeue

permit protocol {any | source source_wildcard} {any |
destination destination_wildcard} [dscp dscp | precedence
precedence] [time-range time_name] [ace-priority index]

[obaBnaeT paspeluatowyto 3anucb GuAbTPaUUM Aaa NPOToKoAa.
MakeTbl, OTBeYaloWMe ycioBMAM 3anucK, byayT obpabaTbiBaTbeA
KOMMYTaToOpPOM.

no permit protocol {any | source source_wildcard} {any |
destination destination_wildcard} [dscp dscp | precedence
precedence] [time-range time_name]

YanseT co3gaHHy paHee 3anuch.

permit ip {any | source_ip source_ip_wildcard} {any |
destination_ip destination_ip_wildcard} [dscp dscp |
precedence precedence] [time-range range_name]
[ace priority index]

[ob6asnset paspeluatoLyto 3anmcb GuabTpaLmmn ans npotokona IP.
MakeTbl, OTBeYaloWwMe ycioBMAM 3anucK, byayT obpabatbiBaTbeA
KOMMYTaToOpPOM.

no permit ip {any | source_ip source_ip_wildcard} {any |
destination_ip destination_ip_wildcard} [dscp dscp |
precedence precedence] [time-range range_name]

YanseT co3gaHHyH paHee 3anuch.

permit icmp {any | source source_wildcard} {any |
destination destination_wildcard} {any | icmp_type} {any |
icmp_code} [dscp dscp | ip-precedence precedence]
[time-range time_name] [ace-priority index] [offset-list
offset_list_name] [vlan vian_id]

Hob6asnaeT paspellatollyto 3anucb GUAbTPALMM A4 NPOTOKOANA
ICMP. MNakeTbl, OTBEYaAKOLLME YCIOBMAM 3anucKu, byayt obpabatbl-
BaTbCA KOMMYTAaTOPOM.

no permit icmp {any | source source_wildcard} {any |
destination destination_wildcard} {any | icmp_type} {any |
icmp_code} [dscp dscp | ip-precedence precedence]
[time-range time_name] [offset-list offset_list_name] [vlan
vlan_id]

Ypanaer co3gaHHyo paHee 3anuce.

permit igmp {any | source source_wildcard} {any |
destination destination_wildcard} [igmp_type] [dscp dscp |
precedence precedence] [time-range time_name]
[ace-priority index]

[obasnseT paspellatollyto 3anucb GUAbTPALMUM ANA NPOTOKOANA
IGMP. MaKeTbl, oTBEYaloLWMe yYCAOBUAM 3anucK, byayT obpabatbl-
BaTbCA KOMMYTaTOPOM.

no permit igmp {any | source source_wildcard} {any |
destination destination_wildcard} [igmp_type] [dscp dscp |
precedence precedence] [time-range time_name]

Ypanaet co3gaHHyo paHee 3anuncob.

permit tcp {any | source source_wildcard} {any |
source_port} {any | destination destination_wildcard}
{any | destination_port} [dscp dscp | precedence
precedence] [match-all list_of flags] [time-range
time_name] [ace-priority index]

[obasnser paspewatolyto 3anucb GUALTPALMM ANS NPOTOKONA
TCP. MakeTbl, oTBEYalOLWMe ycnoBuAm 3anvcu, byayt obpabaTbi-
BaTbCA KOMMYTaTOPOM.

no permit tcp {any | source source_wildcard } {any |
source_port} {any | destination destination_wildcard}
{any | destination_port} [dscp dscp | precedence
precedence] [match-all list_of flags] [time-range
time_name]

Ypanaet co3fgaHHyo paHee 3anuchb.

permit udp {any | source source_wildcard} {any |
source_port} {any | destination destination_wildcard}
{any | destination_port} [dscp dscp | precedence
precedence] [time-range time_name] [ace-priority index]

[JobaBnaeT paspelatoltyto 3anucb GUAbBTPaLMKM ANA NPOTOKOANA
UDP. MakeTbl, oTBEYatoWme ycnosuam sanucu, byayt obpabaTtbl-
BaTbCA KOMMYTaTOPOM.

no permit udp {any | source source_wildcard} {any |
source_port} {any | destination destination_wildcard}
{any | destination_port} [dscp dscp | precedence
precedence] [time-range time_name]

Ypanaet CO34aHHYIO paHee 3anunchb.
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deny protocol {any | source source_wildcard}{any |
destination destination_wildcard} [dscp dscp | precedence
precedence] [time-range time_name] [disable-port |
log-input] [ace-priority index]

[obasnseT 3anpelLatoltyto 3anmMcb GUAbLTPALUKM A8 NPOTOKONa.
MakeTbl, OTBEYalOWMe ycnoBMAM 3anucu, byayt 610KMpoBaTbeA
KOMMyTaTopom. Mpu Mcnonb3oBaHuu Katoyesoro cnosa disable-
port dusMyeckuit uHTepdeiic, NPUHABLLUMIA TaKoN nakeT, byaer
BbIKNtoYeH. Mpu ncnonb3osBaHuM katouesoro cnosa log-input 6yaet
OTNpPaBNEHO COOBLEHME B CUCTEMHbIN KYpPHa.

no deny protocol {any | source source_wildcard}{any |
destination destination_wildcard} [dscp dscp | precedence
precedence] [time-range time_name] [disable-port |
log-input]

YanseT co3faHHyH paHee 3anuch.

deny ip {any | source_ip source_ip_wildcard} {any |
destination_ip destination_ip_wildcard} [dscp dscp |
precedence precedence] [time-range range_name]

[disable-port | log-input] [ace-priority index]

[obasnseT 3anpeLyatoLLyto 3anncb GuUabTpauumn 4na npotokona IP.
MakeTbl, OTBEYaloWMe ycnoBMAM 3anucu, byayt 610KMpoBaTbeA
KommyTaTtopom. Mpu ncnonb3oBaHun katodesoro cnosa disable-
port dusMyecknii uHTepdeiic, NPUHABLLIMIA TaKoW nNaKeT, byaper
BbIKAtoYeH. Mpu ncnonb3osaHum katovesoro cnosa log-input byaet
OTNPaBNEHO COOBLLEHUE B CUCTEMHbIN KYpHa.

no deny ip {any | source_ip source_ip_wildcard} {any |
destination_ip destination_ip_wildcard} [dscp dscp |
precedence precedence] [time-range range_name]
[disable-port | log-input]

YfanseT co3gaHHy paHee 3anuch.

deny icmp {any | source source_wildcard} {any |
destination destination_wildcard} {any | icmp_type} {any |
icmp_code} [dscp dscp | precedence precedence]
[time-range time_name] [disable-port | log-input]
[ace-priority index]

[ob6aBnser 3anpewatoyto 3anucb GUAbLTPALMKM Aaa NPOTOKOAA
ICMP. MaKeTbl, oTBeYalowWMe ycioBuam 3anucu, byayt 6aokupo-
BaTbCA KOMMyTaTopom. lpuM MCNONb30BaHWM K/KOYEBOro C/l0BA
disable-port ¢usnuecknint nHTepdeiic, NPUHABLIMIA TaKOM NakKerT,
6yaeT BbikAoueH. Mpu Mcnonb30BaHMM KNtoyeBoro caosa log-input
6yaeT oTnpaBaeHo coobLeHne B CUCTEMHBINM KypHa.

no deny icmp {any | source source_wildcard} {any |
destination destination_wildcard} {any | icmp_type} {any |
icmp_code} [dscp dscp | precedence precedence]
[time-range time_name] [disable-port | log-input]

YanseT co3gaHHyH paHee 3anuch.

deny igmp {any | source source_wildcard} {any |
destination destination_wildcard} [igmp_type] [dscp dscp |
precedence precedence] [time-range time_name] [ace-
priority index] [disable-port | log-input]

[ob6asnser 3anpewjatotyto 3anncb GuAbLTPaLMK Aaa NPOTOKOAa
IGMP. MaKeTbl, oTBeYatowme ycnosmam 3anucu, byayt 610Kupo-
BaTbCA KOMMYyTaTopom. MpuM MCNONb30BaHWM K/AKOYEBOro C/l0Ba
disable-port ¢usnueckuit nHTepdeiic, NPUHABLIMIA TaKOW nNakKerT,
6yaeT BbikAouYeH. Mpu Mcnonb3oBaHMKM KNtoyesoro caosa log-input
6yAeT oTnpaBieHo coobLLeHMe B CUCTEMHDI KypHan.

no deny igmp {any | source source_wildcard} {any |
destination destination_wildcard} [igmp_type] [dscp dscp |
precedence precedence] [time-range time_name] [disable-
port | log-input]

Ypanaet CO34aHHYIO paHee 3anuncob.

deny tcp {any | source source_wildcard} {any |
source_port} {any | destination destination_wildcard}
{any | destination_port} [dscp dscp | precedence
precedence] [match-all list_of flags] [time-range
time_name] [ace-priority index] [disable-port | log-input]

[obasnseT 3anpelwatolyto 3anuce GUAbTPaLMM ANA NPOTOKOAA
TCP. MNaKeTbl, OTBEYaOLWME YCAOBUAM 3anucK, byayT 610KMpoBaTb-
cA KoMMmyTaTopom. Mpu ncnonb3oBaHuM KatoveBoro cnosa disable-
port dusmMyecknin uHTepdeinc, NPUHABLLUMIA TaKoW nakeT, byger
BbIK/OYeH. Mpu ncnonb3oBaHUK KnoveBoro cnoea log-input 6yaet
OTNpPaBNEHO COObLEHME B CUCTEMHbIN KYpPHa.

no deny tcp {any | source source_wildcard} {any |
source_port} {any | destination destination_wildcard}
{any | destination_port} [dscp dscp | precedence
precedence] [match-all list_of flags] [time-range
time_name] [disable-port | log-input]

Ypanaet co3pgaHHyo paHee 3anuchb.

deny udp {any | source source_wildcard} {any |
source_port}{any | destination destination_wildcard}
{any | destination_port} [dscp dscp | precedence
precedence] [time-range time_name] [ace-priority index]
[disable-port | log-input]

[obasnseT 3anpewatolyto 3anuce GuAbTPaLMKM 414 NPOTOKOAA
UDP. MakeTbl, OTBeYawLlMe yC/lOBUAM 3anucu, byayt 610Kupo-
BaTbCA KOMMYTATOpPOM. [1pM MCNONb30BaHUM KIOYEBOrO CN0BA
disable-port ¢usnueckuit nHTepdeiic, NPUHABLIMIA TaKoW nNaker,
6yaeT BblKAtoYeH. Mpu ncnonb3oBaHUKM Katouesoro ciosa log-input
by4eT oTNpaBAEHO COOBLEHME B CUCTEMHDIN KYPHa.

no deny udp {any | source source_wildcard} {any |
source_port} {any | destination destination_wildcard}
{any | destination_port} [dscp dscp | precedence
precedence] [time-range time_name] [disable-port | log-
input]

Ypanaet CO34aHHYIO paHee 3anunchb.
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offset-list offset_list_name {offset_base offset mask value}

Co34aéT cnucok WwabnoHoB nonb3oBaTena ¢ UmeHem name. Umsa
MOMEeT BKAtoYaTb OoT 1 A0 32 cMmMBO1I0B. B ogHOM KOMaHAe MOXKeT
copepKaTtbCs A0 TPMHAAUATM WAbAOHOB B 3aBMCMMOCTU OT Bbl-
6paHHOro pe)kMma HaCTPOMKM CNUCKOB AocCTyna (KomaHpa set
system mode), BKto4aloWmMX cnegytolme napameTpbl:
- offset_base — 6a3oBoe cmelLeHne. Bo3MOoXKHble 3HaYeHUs:

I3 — Hayano cmeweHuns ¢ Hayana IP-3aros10BKa;

14 — Hayano cmeweHnn ¢ KoHLa IP-3aronoBKa.
- offset — cmeweHne 6aliTa AaHHbIX B Npegenax naketa. basosoe
CMeLLeHMe NPUHUMAETCA 33 Ha4Yaso OTCYETa;
- mask — macKa. B aHanuse nakeTa NPUMHMMALOT y4acTue TOIbKO Te
paspAagpl 6aiTa, 417 KOTOPbIX B COOTBETCTBYIOLWMX Pa3pAgax Macku
3agaHa ‘1’;
- value — nCKOMOe 3HayeHue.

no offset-list offset_list name

YpanseT co3gaHHbIN paHee CrUCOK.

5.31.2 Konepuzypayusa ACL Ha 6a3e IPv6

B gaHHOM pasgene npuBedeHbl 3HAYEHMA U ONUCAHUA OCHOBHbIX NMAPAMETPOB, MCMOb3yEMbIX B
COCTaBe KOMaHZA, HacTpomKm cnmckos ACL, ocHOBaHHbIX Ha agpecauumn IPv6.

CosgaHue M BXo4, B peXum penaktmposaHma cnuckoB ACL, OCHOBaHHbIX Ha aapecauun [Pv6,
OCYLLECTBNAETCA MO KOMaHAe: ipvé access-list access-1ist. Hanpumep, Ana co3gaHMA CNKUCKA
ACL nopg, HazBaHMem MESipv6 HeobxoAMMO BbINOMHUTL CAeayloWwmne KoMaHabl:

console#

console# configure
console (config)# ipvé access-list extended MESipvé
console (config-ipve-al) #

Tabauua 253 — OcHOBHbIE NapameTpbl, MCNOAb3yEMbIE B KOMaHAAX

lMapamemp 3HaveHue Aelicmeue
permit [evicteme paspewnTb Co3pgaeT paspellatowee npasuno uabtpaumm B cnncke ACL.
deny [eWnctBue 3anpeTnTb Co3paeT 3anpeluatouiee npasuao puabtpaumm B cnucke ACL.
protocol Mone npefHa3sHayeHo ANA yKasaHWA NMPOTOKONa (MM BCeX Npo-

MpoTokon

TOK0/10B), Ha OCHOBE KOTOPOro 6yaeT ocyliecTsiseTca GunsTpa-
umA. Mpu BbiGOpe NPOTOKO/Ia BO3MOKHbI C/leflytolme BapuaHTbi:
icmp, tcp, udp, "Mmbo uncnoBoe 3HayeHne npoTokona —icmp (58),
tcp (6), udp (17).

[Ona cootBeTcTBMA Nt060MY MPOTOKO/Y WMCMO/b3YeTCA 3HaYeHue
IPv6.

source_prefix/length

Afpec oTnpaBuTens u ero
ANMHa

Onpeaenset IPv6-agpec n ganHy npedukca cetn (0-128) (konau-
YecTBO CTaplmx 6UT agpeca) MCTOYHMKA NaKeTa.

destination_prefix/length

Afpec HasHayeHuA n ero

Onpeaenset IPv6-agpec n ganHy npedukca cetn (0-128) (koau-

O/IMHA 4ecTBO CTapLUMX BUT agpeca) HasHauYeHMs NaKerTa.
dscp Mone DSCP & 3aronosKe L3 Onpep,enﬂeUT 3HayeHne DSCP-nons diffserv. BoamorkHble Koabl
coobuieHmnit nona dscp: (0 — 63).
precedence Mpuoputet IP OnpeaenseT npuoputet IP-Tpacdmka:(0-7).
time_name Mma npoduna KoHourypa- | Onpepenset KOHOUTYPaLUIO BpeMEHHbIX UHTEPBAOB.
ummn time-range
icmp_type Ucnonb3yetca gna dunbtpaumm ICMP-nakeToB. Bo3amoxHble Tn-
nbl U YUCNOBbIE 3HaYeHUA coobLueHuii nons icmp_type: destina-
TN cooblueHma npoTokona tion-unreachable (1), packet-too-big (2), time-exceeded (3), pa-
ICMP rameter-problem (4), echo-request (128), echo-reply (129), mld-
query (130), mld-report (131), mldv2-report (143), mld-done
(132), router-solicitation (133), router-advertisement (134), nd-ns
(135), nd-na (136).
icmp_code Koga coobuieHunit npotoko- | Mcnonbayetca ana unbtpaumm ICMP-nakeToB. Bo3MOXKHble 3Ha-

na ICMP

yeHus nona (0 — 255).

destination_port

UDP/TCP-nopT Ha3HayeHuA

Bo3morKkHble 3HaueHus nona TCP-nopta: bgp (179), chargen (19),
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source_port

UDP/TCP-nopT MCTOYHMKA

daytime (13), discard (9), domain (53), drip (3949), echo (7), fin-
ger (79), ftp (21), ftp-data (20), gopher (70), hostname (42), irc
(194), klogin (543), kshell (544), Ipd (515), nntp (119), pop2 (109),
pop3 (110), smtp (25), sunrpc (1110, syslog (514), tacacs-ds (49),
talk (517), telnet (23), time (37), uucp (117), whois (43), www
(80);

Ona UDP-noprta: biff (512), bootpc (68), bootps (67), discard (9),
dnsix (90), domain (53), echo (7), mobile-ip (434), nameserver
(42), netbios-dgm (138), netbios-ns (137), on500-isakmp (4500),
ntp (123), rip (520), snmp (161), snmptrap (162), sunrpc (111),
syslog (514), tacacs-ds (49), talk (517), tftp (69), time (37), who
(513), xdmcp (177).

JInbo uncnosoe 3HayeHue (0 — 65535).

list_of flags

®narn npotokona TCP

Ecam ana ycnosua ¢unbTpaumm aar goakeH 6biTb YCTaHOB/EH,
TO nepef, HAM CTaBUTCA 3HAK «+», eCAn He Ao/KeH BbITb ycTa-
HOB/EH, TO «-». BO3MOMKHbIe BapuaHTbl dnaros: +urg, +ack, +psh,
+rst, +syn, +fin, -urg, -ack, -psh, -rst, -syn u -fin.

disable-port BbIK/lOYaET MOPT, C KOTOPOro 6blA NPUHAT MaKeT, yAO0BNETBO-
OTKAKOYeHWe nopTa pAloWwmit ycnosmam noboit M3 KomaHg, 3anpeta deny, B cocTaBe

KoTopoW, Bb110 onucaHo none.
log-input OTnpasKa cooBLieHMii BK/toyaeT oTnpaBKy MHGOPMaLMOHHbIX cv006u.|,eHm71 B CUCTEMHbIN
KYPHaA Npu NOAyYEeHUU NaKeTa, KOTOPbI COOTBETCTBYET 3anucy.
ace-priority NHaekc npaBuaa B Tabnvue, Yem MeHbLUe UHAEKC — TEM NPUOopPU-

MHpaekc npasuna

TeTHee npaswuo: (1..2147483647).

Y
Y

napameTp «any».

6aBnAloTCcA 3anucm
permit-icmp any any nd-ns any
permit-icmp any any nd-na any
deny ipv6 any any

DOna Bbibopa Bcero guManasoHa napameTtpos, Kpome dscp u IP-precedence ucnonb3syertca

MNocne Toro, KaK xoTa 6bl ogHa 3anucb aobasneHa B cnucok ACL, nocnegHMmMmu B CNUCOK A,0-

[Be nepBble M3 HUX paspeLUaloT NOUCK coceaHUX IPV6-yCTPOUCTB C NOMOLLbIO NPOTOKONA
ICMPv6, a nocneaHAA O3HayaeT UrHOPUPOBaAHME BCEX MAKETOB, He YAOBNETBOPAIOLMX YC-

nosuam ACL.

Tabnunua 254 — KomaHabl, cnosibayemble ana HacTpoliku ACL cnnuckoB Ha ocHoBe IPv6-aapecaunu

KomaHoa

Aeiicmeue

permit protocol {any | source_prefix/length} {any |
destination_prefix/length} [dscp dscp | precedence
precedence] [time-range time_name] [ace-priority index]

[ob6asnser paspeluatolyto 3anmcb GUAbLTPALMM ANA NPOTOKOAA.
MaKeTbl, OTBEYalOWMe yCAOBUAM 3anuncu, byayt obpabaTbiBaTbca
KOMMYTaToOpPOM.

no permit protocol {any | source_prefix/length}{any |
destination_prefix/length} [dscp dscp | precedence
precedence] [time-range time_name]

Ypanaet CO34aHHYIO paHee 3anuncob.

permit icmp {any | source_prefix/length} {any |
destination_prefix/length} {any | icmp_type}{any |
icmp_code} [dscp dscp | precedence precedence]
[time-range time_name] [ace-priority index]

[obaBnseT paspellatoLlyto 3anucb GUAbTpaUUM ANs NPOTOKOAA
ICMP. MakeTbl, oTBEYatOLLME YCIOBMAM 3anmcK, ByayT obpabatbl-
BaTbCA KOMMYTaTOPOM.

no permit icmp {any | source_prefix/length} {any |
destination_prefix/length} {any | icmp_type}{any |
icmp_code} [dscp dscp | precedence precedence]
[time-range time_name]

Ypanaet CO34aHHYIO paHee 3anuncob.

permit tcp {any | source_prefix/length} {any | source_port}
{any | destination_prefix/length} {any | destination_port}
[dscp dscp | precedence precedence] [time-range
time_name] [match-all list_of flags] [ace-priority index]

[obasnser paspelatolyto 3anucb GUAbTPaLUKM ANA NPOTOKONA
TCP. MakeTbl, OTBEYAlOLWME YCNOBUAM 3anucK, byayt obpabatbl-
BaTbCA KOMMYTaTOPOM.

no permit tcp {any | source_prefix/length} {any |
source_port}{any | destination_prefix/length} {any |
destination_port} [dscp dscp | precedence precedence]
[time-range time_name] [match-all list_of flags]

YpanseT co3faHHyH paHee 3anuch.
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permit udp {any | source_prefix/length}{any | source_port}
{any | destination_prefix/length} {any | destination_port}
[dscp dscp | precedence precedence] [time-range
time_name] [ace-priority index]

[obasnser paspelatolyto 3anucb GUAbTPaLUKU AN NPOTOKONA
UDP. MakeTbl, oTBEYatowme ycnosmsam 3anucu, byayt obpabatbl-
BaTbCA KOMMYTaTOPOM.

no permit udp {any | source_prefix/length} {any |
source_port} {any | destination_prefix/length} {any |
destination_port} [dscp dscp | precedence precedence]
[time-range time_name]

YpanseT co3gaHHyo paHee 3anuchb.

deny protocol {any | source_prefix/length} {any |
destination_prefix/length} [dscp dscp | precedence
precedence] [time-range time_name] [disable-port |
log-input] [ace-priority index]

[obaBnaeT 3anpelyatoLyto 3anucb GuUaAbTPaUMK ANA NPOTOKOAA.
MakeTbl, oTBevalowWwme ycnoBMAM 3anucu, byayT 6aokuposaTtbea
KommyTaTopom. lNpu ncnosnb3oBaHMmM Kntovesoro ciosa disable-
port dusmyecknin nHTepdelic, NPUHABLLUMIA TakoW naket, byaer
BblK/toYeH. [Mpu wncnonb3oBaHMKM KatoveBoro cnosa log-input
6yaeT oTnpasieHo coobLeHne B CUCTEMHDIN KypHa.

no deny protocol {any | source_prefix/length} {any |
destination_prefix/length} [dscp dscp | precedence
precedence] [time-range time_name] [disable-port |
log-input]

YpanseT co3gaHHyio paHee 3anuchb.

deny icmp {any | source_prefix/length} {any |
destination_prefix/length} {any | icmp_type} {any |
icmp_code} [dscp dscp | precedence precedence]
[time-range time_name] [disable-port | log-input]
[ace-priority index]

[obasnaeT 3anpewatowyto 3anuce GuUAbTpPaLMM s NpoToKoa
ICMP. MNakeTbl, OTBEYalOLLME YCAOBMAM 3anmcu, byayt 610Knpo-
BaTbCA KOMMyTaTopom. [pu MCnonb3oBaHWWM KAOYEBOrO C/NOBa
disable-port ¢usnyecknin nHTepdenc, NPUHABLUMI TaKOM NakKeT,
6ypet BbikntoyeH. Mpu ucnonb3oBaHUW Kntovesoro cnosa log-
input 6yaeT oTnpasseHo coobLeHNE B CUCTEMHbIN KYPHa.

no deny icmp {any | source_prefix/length} {any |
destination_prefix/length} {any | icmp_type}{any |
icmp_code} [dscp dscp | precedence precedence]
[time-range time_name] [disable-port | log-input]

Yaanser co3gaHHylo paHee 3anmce.

deny tcp {any | source_prefix/length}{any | source_port}
{any | destination_prefix/length} {any | destination_port}
[dscp dscp | precedence precedence] [match-all

list_of flags] [time-range time_name] [disable-port |
log-input] [ace-priority index]

[obasnaeT 3anpelwatowyto 3anuce GUAbLTPaLMM s NPOTOKoAa
TCP. MakeTbl, oTBEYatOWME YCNOBMAM 3anucu, byayt 610Kupo-
BaTbCA KOMMyTaTopom. [pn MCNoNb30BaHWWM KAKOYEBOrO C/NOBa
disable-port ¢usnyeckuin nHTepdenc, NPUHABLUMIA TaKoM NaKeT,
6ypet BbikntoyeH. Mpu ucnonb3oBaHWK Knouvesoro cnosa log-
input 6yaeT oTnpasseHo coobLEeHNE B CUCTEMHDIN KYPHa.

no deny tcp {any | source_prefix/length} {any | source_port}
{any | destination_prefix/length} {any | destination_port}
[dscp dscp | precedence precedence] [match-all

list_of flags] [time-range time_name] [disable-port |
log-input]

Ypanser co3gaHHyo paHee 3anmchb.

deny udp {any | source_prefix/length} {any | source_port}
{any | destination_prefix/length} {any | destination_port}
[dscp dscp | precedence precedence] [match-all

list_of flags] [time-range time_name] [disable-port |
log-input] [ace-priority index]

[obaBnaeT 3anpelatoLLyto 3anucb GuabTpauum AA8 NpPoToKona
UDP. MakeTbl, oTBeYatowme ycnosusam sanucu, byayt 6aokmpo-
BaTbCA KOMMYTAaTOpOM. [pU MCNONb30BaHUM KOYEBOrO C/10BA
disable-port dusnyecknin nHTepdenc, NPUHABLLUMI TaKOM NaKeT,
6yaeT BbikaloveH. Mpu Mcnonb3oBaHMKM Kakoyesoro cnosa log-
input 6yaeT oTnpaB/iieHo cOOBLLEHME B CUCTEMHBIN KypHa.

no deny udp {any | source_prefix/length} {any |
source_port} {any | destination_prefix/length} {any |
destination_port} [dscp dscp | precedence precedence]
[match-all list_of flags] [time-range time_name]
[disable-port | log-input]

Ypanaet co3gaHHyIo paHee 3anuchb.

offset-list offset_list_name {offset_base offset mask value} ...

Co34aéT cnucok WwabnoHoB Nosb3oBaTens ¢ umeHem name. Nima
MOeT BKAto4aTh oT 1 40 32 cumBO/I0B. B 0AHOM KOMaHAEe MOKeT
coaepKaTbCs A0 TPUHaAUATM WabnoHOB B 3aBUCMMOCTU OT Bbl-
6paHHOrO peXkMma HaACTPOMKM CMUCKOB AOCTyna (KomaHaa set
system mode), BKAtOYalOLWMX cneaytolimMe napameTpbl:
- offset_base — 6a3oBoe cmelLeHne. Bo3aMOXKHble 3HaYeHUs:

I3 — Hayano cmelleHMA ¢ Hayana |IPv6-3aroioBKa;

14 — Hayano cmelleHnA ¢ KoHLA IPvb-3aronosKa.
- offset — cmelweHne 6aiiTa faHHbIX B Npeaenax nakerta. basosoe
CMeLLeHMe NPUHMMAETCA 33 Ha4aso OTCYeTa;
- mask — macka. B aHanu3e nakeTa NPUHMMALOT y4acTue TObKO Te
pa3paapbl 6aiTa, AN KOTOPbIX B COOTBETCTBYHOLMX Pa3pagax Mac-
KM 3agaHa ‘1’;
- value — nckomoe 3HaueHue.
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no offset-list offset_list_name

| YaanseT co3aaHHbIi paHee CrMCoK.

5.31.3 Kongpuzypayusa ACL Ha 6a3ze MAC

B paHHOMm pasgene npueeaeHbl 3HAYEHUA U ONUCAHMA OCHOBHbIX MAapPamMeTpoB, UCMOAb3YEeMbIX B
cocTaBe KoMaHA HacTpoiku cnnckoB ACL, ocHoBaHHbIX Ha MAC-agpecauumu.

Co3paHue u BXO4 B pexum pepaktnposaHma cnuckoB ACL, ocHoBaHHbIX Ha MAC-agpecauun,
OCyLLEeCTBAAETCA NO KOMaHAe: mac access-list extended access-I1ist. Hanpumep, ana
co3gaHua cnmucka ACL nog Ha3BaHnem MESmac HeobxoA4MMO BbINONHUTL CAeayolmne KOMaHabI:

console#

console# configure
console (config) # mac access-list extended MESmac
console (config-mac-al) #

Tabnunua 255 — OcHOBHbIE MapaMeTpbl, UCMOJIb3yeMble B KOMaH4ax

Mapamemp 3HavyeHue Aelicmeue
permit [ewncteue paspewmnTb Co3paet paspelatouiee npasuno ¢puabtpaumm B cnncke ACL.
deny [OevicTBMe 3anpeTuTb Co3pgaet 3anpewatowee npasmno puabTpaumm B cnucke ACL.
source Appec oTnpasutens Onpegenser MAC-agpec UCTOYHMKA NaKeTa.

source_wildcard

butoBas macka,
npumeHaemasa Kk MAC-
afpecy UCTOYHMKaA NakeTa

Macka onpegensetr 6utbl MAC-agpeca, KoTopble HeobxoamMmo
WUTHOPWUPOBATb. B 3HAYEHMA UrHOPUPYEMbIX BUTOB A0/IKHbI ObITh
3anucaHbl eamMHuubl. Hanpumep, Mcnonb3ya MacKy, MOXHO On-
pepenuTb gna npasuna ¢dunbTpaumm amanasoHa MAC-agpecos.
Y1066l f06aBUTL B NpaBuno ¢ounbTpaunmn sce MAC-agpeca, Ha-
ymHatowpecs Ha 00:00:02:AA.xx.XX, HeobXxoAMMO 3a4aTb 3Haye-
Hue macku 0.0.0.0.FF.FF, To ecTb, cornacHo flaHHOW MacKe, no-
cnegHue 32 6uta MAC-agpeca 6yayT He BaKHbl g5 aHaM3a.

destination

Anpec HasHavyeHus

Onpepenser MAC-agpec HazHayeHUA nakeTa.

destination_wildcard

butoBas macka,
npumeHaemasa Kk MAC-
aZpecy HazHavyeHMA NakeTa

Macka onpegensetr 6utbl MAC-agpeca, KOTopble Heobxoanmo
WUrHOPMPOBaTb. B 3HaYeHWUA UTHOPUPYEMbIX BUTOB AONKHbI BbITb
3anucaHbl eguHMubl. Macka Mcnonb3yeTca aHa/lorMyHO Macke
source_wildcard.

vlan_id

vlan_id: (0..4095)

MNoacetb VLAN ¢dunbTpyembix NAKETOB.

cos

cos: (0..7)

Knacc obcnyxusanuma (CoS) puabTpyembix NakeTos.

cos_wildcard

buToBasa macka,
npumeHaemas K Knaccy
obcnyknsaHua (CoS)
duNbTpyeMbIX NakeToB

Macka onpegenset 6utbl CoS, KoTopble HEOH6XOANMO UTHOPUPO-
BaTb. B 3HaueHuna urHopnpyembix 6UTOB A0/MKHbI BbITb 3aNMcaHbI
eguHuubl. Hanprumep, 4Tobbl Mcnonb3oBaTh B Npasuie ¢punbTpa-
unn CoS 6 n 7, Heobxoammo B none CoS ykasaTb 3HayeHue 6,
nmbo 7, a B none macku 3HadyeHue 1 (7 B ABOMYHOM npeacTasne-
Hum — 111, 1 — 001, nonyyaercs, 4To nocnegHui but, byaet wr-
HopupoBaTbCA, To ecTb CoS moKeT 6biTb 6o 110 (6), Ambo 111

(7).

eth_type Ethernet Tun dunbTPYEMbIX NaKeTOB B LUIECTHaALLATEPUUYHONM 3a-
-typ eth_type: (0..0xFFFF) ¢ Py P
nucm.
disable-port BbIKNtoYaeT NopT, C KOTOpPOro 6bin NPWUHAT MaKeT, yAO0BNETBO-
PAOLWMIM YyCNOBUAM KOMaHAbI 3anpeTa deny.
log-input N BKAtoyaeT oTnpaBKy MHGOPMALMOHHbIX COOBLLEHNI B CUCTEMHbIN
g-inp OTnpasKa coobueHuni pasky uHgopmaL, N W
JKYPHaA Npv Nony4yeHUM nakeTa, KOTOPbIM COOTBETCTBYET 3aMnucH.
time_name Nms npodunsa OnpeaenseTt KOHPUTypaL MO BDEMEHHbIX MHTEPBA/IOB.

KOHUrypaumm time-range

offset_list_name

MobaliToBOE CMeLLeHne OT
KNHOYEBOM TOUKM

3afaeT MCnoib3oBaHWe CMNUCKA WabnoHOB MNonb3oBaTens Ana
pacnosHaBaHWA nakeToB. [na Kaxaporo cnucka ACL moxKeT 6biTb
onpefeneH cBoM CNMCcoK wabaoHos..

ace-priority NHaeKkc npaBuaa B Tabavue, 4em MeHbLIe MHAEKC — TEM NPUopU-
"
HAGKC Npasia TeTHee npasuno 1-2147483647.
/‘ Ona Bblbopa Bcero gnanasoHa napameTtpoB, Kpome dscp u IP-precedence ucnonb3yertca
napamertp «any».
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Y

yaosnersopatowmnx ycnosuam ACL.

Mocne Toro Kak xoTtA 6bl ogHa 3anucb Ao6aBneHa B cnucok ACL, nocnegHei No yMmon4YaHUIO
pob6aensaertca 3anucb deny any any, KoTopas O3HauyaeT UrHOPUPOBAHME BCEX MAKETOB, He

Tabnunua 256 — KomaHabl, ncnosibsyemble ana HacTpoliku ACL-cnnckoB Ha ocHoBe MAC-agpecaumm

KomaHda

Aelicmeue

permit {any | source source-wildcard} {any | destination
destination_wildcard} [vlan vian_id] [cos cos cos_wildcard]
[eth_type] [time-range time_name] [ace-priority index]
[offset-list offset_list_name]

[obaenaeT paspewarowyto 3anucb o¢uabTpauuu. MakeTbl,
oTBevaloLme ycnoBMAM 3anucu, byayt obpabaTbiBaTbca KOM-
MyTaTOpPOM.

no permit {any | source source-wildcard} {any |
destination destination_wildcard} [vlan vian_id] [cos cos
cos_wildcard] [eth_type] [time-range time_name] [offset-
list offset_list_name]

YaanseT co3faHHyH paHee 3anuch.

deny {any | source source-wildcard} {any | destination
destination_wildcard} [vlan vian_id] [cos cos cos_wildcard]
[eth_type] [time-range time_name] [disable-port |
log-input] [ace-priorityindex] [offset-list offset_list_name]

[ob6aBnser 3anpelatolyo 3anucb ouabTpauun. [MakeTsl,
oTBevaloLMe yCnoBUAM 3anucu, ByayT 6710KMpoBaTbCs KOM-
myTaTopom. lNpu ncnonb3oBaHuu katoyesoro cnosa disable-
port, dusnyeckuii HTepdenc, NPUHABLUMIA TaKoM NakeT, byaeT
BbIK/IOYEH.

Mpu uncnonb3oBaHUKM KatouvesBoro cnosa log-input 6yper oT-
npaB/ieHO COObLLEHME B CUCTEMHDIN KYPHa.

no deny {any | source source-wildcard} {any | destination
destination_wildcard} [vlan vian_id] [cos cos cos_wildcard]
[eth_type] [time-range time_name] [disable-port |
log-input] [offset-list offset_list_name]

YanseT co3gaHHy paHee 3anuch.

offset-list offset_list_name {offset_base offset mask value}

Co34aéT cnucoK WwabnoHOB NoNb30BaTENA C UMEHEM name.
MUms moskeT BKAtoYaTb oT 1 A0 32 cMmBON0OB. B 0AHOM KOMaH-
[€e MOXKeT CoAeprKaTbCsA A0 TPUHAAUATU WabnoHOB B 3aBUCK-
MOCTM OT BbIOPAHHOTO PeXMma HaCTPOMKM CNUCKOB A0CTyna
(KomaHpa set system mode), BKAtOYalOWMX cnegyolwme na-
pameTpbl:
- offset_base — 6a3oBoe cmelleHne. BO3MOXKHble 3HaYeHusn:

12 — Havano cmeweHus ot EtherType;

outer-tag — Ha4yano cmeweHuns ot STAG;

inner-tag — Hayano cmewenus ot CTAG;

src-mac — Ha4vasno cmelleHmna ¢ MAC-agpeca UCTOYHUKA;

dst-mac — Hayano cmeleHua ¢ MAC-agpeca HazHayeHus.
- offset — cmeleHune baiiTa AaHHbIX B Npegenax naketa. baso-
BOE CMeLLeHMe NPUHUMAETCA 33 Ha4aso oTcYeTa;
- mask — macka. B aHanM3e naketa NpPMHUMAIOT y4acTue To/lb-
KO Te pa3paapbl 6aiTa, ANA KOTOPbIX B COOTBETCTBYHOLMX pas-
pAfax Macku 3agaHa ‘1’;
- value — nckomoe 3HayeHwe.

no offset-list offset_list_ name

Ypanaet CO3A3HHbII7I paHee CNUCOK.

5.32 KoHdurypauma 3awmrbl ot DoS-atak

ﬂ,aHHbIVI K/1aCC KOMaH/, NO3BONIAET 6ﬂOKVIpOBaTb HEeKOTOpble PaCNpPOCTPaHEHHbIE K/N1aCCbl DoS-aTak.

KomaHObI pexcuma 2a06asnabHol KoOHpuU2ypayuu

KomaHZHas cTpoka B perkume rnobanbHoM KoHUIypauumn nmeet Bua;

console (config)#

Tabnuua 257 — KomaHap! Ans HacTponky 3awmTbl oT DoS-atak

Ethernet-kommymamopel cepuli MES53xx, MES33xx, MES35xx, MIES23xx

225



DHELTEX

KomaHoa

3HayeHue/3HavyeHue
no ymon4aHuro

Aelicmeue

security-suite deny martian-
addresses [reserved] {add |
remove} ip_address

ip_address: ip-agpec

3anpelyaeT npoxoxkaeHve GpeliMoB ¢ HeZOMYCTUMbIMU («Mapcu-
aHckumn»)  IP-agpecamm  uctodHuka (loopback, broadcast,
multicast).

security-suite deny syn-fin

OTbpacbiBaeT NakeTbl tcp C OAHOBPEMEHHO YCTaHOBAEHHbLIMMU
SYN- 1 FIN- dnaramm.

security-suite dos protect
{add | remove} {stacheldraht |
invasor-trojan |
back-orifice-trojan}

3anpelyaeTt/paspelwaeT NPOXOXKAEHUE OMNpeaeseHHbIX TUMNOB
TpaduKa, XapaKTepHbIX A5 BPeLOHOCHbIX MPOrpamm:

- stacheldraht — otbpacbiBaeT TCP-nakeTbl ¢ MOPTOM MCTOYHMKA
paBHbIM 16660;

- invasor-trojan — otbpacbiBaeT TCP-nakeTbl C NOPTOM HasHaue-
HWMA paBHbiM 2140 n nopTom UcTouHUKa 1024;

- back-orifice-trojan — oTtbpacbiBaeT UDP-nakeTbl C NOpTOM Ha-
3HaveHnA 31337 n NOPTOM MCTOYHUKA paBHbIM 1024.

security-suite enable

no security-suite enable

BK/tOYaET K/acc KomaHg, security-suite.

-/BbIK/OYEHO

OTKAKOYaeT KNacc KOMaHA security-suite.

KomaHObI pexcuma KoHgu2ypayuu uHmepagelica Ethernet, 2pynnsl nopmos.

KomaHaHana cTpoKa B pexxnume KoHpurypauum nHtepderica Ethernet, rpynnel noptos nmeet sua;

console

(config-if) #

Tabnnua 258 — KomaHga KoHourypaumm 3awmtsl oT DoS-aTak gna nHrepdeiicos

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aeiicmeue

security-suite deny
{fragmented | icmp | syn}
{add | remove} {any |
ip_address [mask]}

ip_address: IP-agpec;
mask: macka B
dopmare IP-agpeca nam

no security-suite deny
{fragmented | icmp | syn}

npedukca

Co3paeT npaBwIo, 3anpeljatoliee NpoxoxaeHue TpaduKa,
COOTBETCTBYIOLLLEFO KPUTEPUAM.

- fragmented — dparmeHTUpPOBaHHbIE NaKETHI

- icmp — ICMP-Tpaduk

- Syn — syn-nakeTbl

Ypansert 3anpewatoLlee npasuo.

security-suite dos syn-attack
rate {any | ip_address [mask]}

rate: (199..2000)
NaKeToB B CEKYHAY;
ip_address: — IP-agpec;

no security-suite dos
syn-attack {any | ip_address
[mask]}

mask: MacKka B
dopmare IP-agpeca nam
npedukca

3afaet nopor syn-3anpocos Ha onpeaeneHHbli IP-agpec/ceTs,
npv NpeBbllUeHUM KOTOPOro AnwHue dperimbl byayT oTbpachl-
BaTbCA.

BoccTaHaBnmBaeT 3HavyeHMe No YMOYAHMUIO.

5.33 KauectBO 06cnyuBaHusa — QoS

Mo ymonyaHuio Ha BCex MOpPTax KOMMyTaTopa MCMNOAb3yeTCcA OpraHM3auua oyepean naketos No
meToay FIFO: nepsbiii npuwwen — nepsbiii yweén (First In — First Out). Bo Bpema MHTEHCMBHOWN Nepeaayun
TpaduMKa Npu MCNONb30BAHUWM JAHHOFO METOAA MOFYT BO3HMKHYTb NPOG/eMbl, MOCKObKY YCTPOMNCTBOM
WUTHOPUPYIOTCA BCe MakeTbl, He Boweawmne B bydpep oyepegn FIFO, M cOOTBETCTBEHHO TepsAOTCA
6e3B03BpaTHO. PellaeT AaHHYO Npobsiemy MeToZ, OpraHM3ylWMn odepeam No Npuoputety Tpaduka.
MexaHnuam QoS (Quality of service — KauyecTBo 06CNyXKMBaHMA), peanv3oBaHHbIA B KOMMYyTaTopax,
No3BOJIAET OPraHM30BaTb BOCEMb OYEpPESEN NPUOPUTETA MAKETOB B 3aBUCMMOCTU OT TMNA NepesaBaemMbixX

AaHHbIX.

5.33.1 Hacmpoiika QoS

KomaHObI pexcuma 2106anabHol KoOHpuU2ypayuu

Buza 3anpoca KoMaHAHOW CTPOKM peXnma rinobanbHoM KoOHbUrypauum:
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console (config) #

Tabnnua 259 — KomaHgbl pexxnuma rnobanbHon KoHbUrypaumm

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4yaHuro

Aelicmeue

ip tx-dscp value

no ip tx-dscp

value: (0..64)/56

YcTaHaBAuBaeT 3HayeHue noaa DSCP gns IP-naketos, popmupye-
MbIX LeHTPa/IbHbIM NPOLLEeCCOPOM.

YCTaHOBWUTb 3HAYEHME NO YMONYaHUIO.

ipv6 tx-user-priority value

no ipv6 tx-user-priority

value: (0..7)/7

YctaHaBAuBaeT 3HavyeHue nona DSCP gns naketos, dopmupye-
MbIX LEHTPaIbHbIM NPOLLECCOPOM.

YCTaHOBUTb 3HaYeHME N0 YMONYAHMUIO.

ip tx-user-priority value

no ip tx-user-priority

value: (0..7)/7

YcTtaHaBAuBaeT 3HadyeHne nona CoS gnA TermpoBaHHbIX MAKETOB,
dopmMUpyeMbIX LLeHTPaIbHbIM NPOLLECCOPOM.

YCTaHOBUTb 3HaAYeHMe no YMONYaHUIO.

qos [basic | advanced
[ports-trusted |
ports-not-trusted]]

-/basic

Paspewaet KommyTtaTtopy ucnonbsosatb QoS.

- basic — 6a30BbIi pexkum QoS;

- advanced — pacwupeHHbI pexxum KoHdurypaumm QOS, BK/tO-
YaloLLMI NONHbBIV NepevyeHb KOMaHA, HacTpolikn QoS;

- ports-trusted — B fJaHHOM MoApeXXMme NaKeTbl HAaNPaBASAOTCA B
BbIXOZHYIO o4Yepesb Ha OCHOBAaHUM MOJIEel B 3TUX NAKeTax;

- ports-not-trusted — B fJaHHOM nogpexume BCe MNAKeTbl Hanpas-
NAKTCA B HY/NIEBYIO BbIXOAHYIO oyepesb MO YMOJYaHUIO, ANA OT-
npaBkuK B Apyrue oyepeau TpebyeTcA Ha3HayaTb Ha BXOAHOW WH-
Tepdelic cTpaTernio knaccudmkaumm Tpadumka (policy-map).

gos advanced-mode trust
{cos | dscp | cos-dscp}

no qos advanced-mode trust

-/oTKAOUYEH

YCTaHOBUTb METOA, AOBEPUA HA NopTax npu pabote B pexume
paclwmpeHHoro KoHdurypaumm QoS u nogpexume ports-trusted.

- COS — NopT AosepAeT 3HavyeHuto 802.1p User priority;

- dscp — nopt aosepseT 3HayeHuto DSCP B IPv4/IPv6-nakeTax;

- cos-dscp — nopT goBepsieT 060MM YpoBHAM, ogHako DSCP nmeet
npuopwuTeT Hag 802.1p.

YcTtaHaBAuBaeT meToA no YMONYaHUIO.

class-map class_map_name
[match-all | match-any]

no class-map
class_map_name

class_map_name: (1..32)
CMMBOJIOB;
Mo ymonyanumio
MCMONb3yeTca onumn
match-all

1. Co3paeT cnucoK Kputepmes KnaccuduKkaumm Tpaduka.

2. BXxoauT B pexunm pefaKkTMpOBaHWUA CMMCKA KpUTEpMEB KaacCu-

duKaumm Tpadumka.

- match-all — Bce KpuTepun JAHHOTO CMMUCKA AO0/XKHbI ObITb Bbl-

MNONIHEeHbI;

- match-any — oauH, nto6oli KpUTEpUn JAHHOTO CMUCKA O0/KEH

6bITb BbINO/IHEH.

V' B cnucKe Kputepues MoOKeT 6biTb 04HO MK ABa NpaBu-
na. Ecnn npasuna aBa, u 06a OHM YKa3bIBalOT HA pasHble

Tmnbl ACL (IP, MAC), To Knaccupumkauma 6yaeTt ocyLecTBAATbCA

no NepeoMy B CIMCKe BEPHOMY NpaBuay.

V JeicTByeT TONbKO ANA pexxmuma gos advanced

Ypanaet cnUcoK Kputepmes knaccuduraumm tpaduka.

policy-map policy_map_name

no policy-map
policy_map_name

policy_map_name:
(1..32) cumBonos

1. Cosgaert cTparterunto Knaccudukaumm Tpaduka.

2. BXxoauT B peMmM pefakTMpOBaHMA CTpaTermm KnaccuuKaumm
TpaduKa.

V B oAHOM HanpaB/eHMM NOAAEPKUBAETCA TONIbKO OAHA

cTpaTterua Knaccudukauum tpadmka.
Mo ymonuaHutio policy-map ycraHasnmsaet DSCP = 0 gna
IP-nakeToB 1 CoS = 0 AnA TerMpoBaHHbIX NAKeTOB.

V [DeiicTByeT TONbKO ANA pexxuma qos advanced.

YpanseT npaBuao Knaccuounkaumm Tpaduka.
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qos aggregate-policer
aggregate_policer_name
committed_rate_kbps
excess_burst_byte
[exceed-action {drop |
policed-dscp-transmit}]

no qos aggregate-policer
aggregate_policer_name

aggregate_policer_name:

(1..32) cumsona;
committed_rate_kbps:
(3..57982058) k6UT/C;
excess_burst_byte:
(3000..19173960) 6at

OnpegenseT wWabnoH HacTPOeK, KOTOPbI NO3BONAET OrPaHUYUTDL

nosocy MPOMYCKaHWA KaHala M B TO K€ BPEMA rapaHTUMpPOBaTb

onpefeneHHyo CKOPOCTb Nepeaaymn AaHHbIX.

Mpu paboTe ¢ NONOCON MPOMYCKAHMA WCMONb3YETCA anroputm

MapKUPOBaAHHOM «KOP3UHbI». 3aga4elt anroputma sBAAeTca npu-

HATUE pelleHuA: nepeaaTb NakeT uau otTbpocuTb. MapameTpamu

anropuTma ABAATCA cKopocTb noctynnenusa (CIR) mapkepos B

KKOP3UHY» M 06bEM (CBS) «KOP3UHBIY.

- committed-rate-kbps — cpegHee 3HayeHWe CKOpPOCTM TpaduKa.

[aHHasA CKOpOCTb rapaHTUpyeTcsA Npu nepegaye nHbopmaumm;

- committed-burst-byte — paamep caeprkuBatowero nopora B 6am-

Tax;

- drop — naket 6ygeTt oTbpoLIEH, KOrga «KOp3nHa» nepenosHUT-

cs;

- policed-dscp-transmit — npu nepenonHeHNn «KKOP3MHbI» 3Haye-

Hue DSCP byzeT nepeonpeaeneHo.

V' Henb3a ypanutb wabnoH HacTpoekK, eciu OH UCMONb3y-
ercAa B cTpaterum policy map, nepep yaaneHvem cnegyer

yAanutb HasHavyeHue WabnoHa crpaterumn: no police aggregate

aggregate-policer-name.

V [eiicTByeT TONbKO ANA pexuma qos advanced.

Ypansaet waboH HAaCTPOEK peryIMpoBaHms CKOPOCTU KaHaa.

wrr-queue cos-map queue_id

cosl...cos8

no wrr-queue cos-map
[queue_id]

queue_id: (1..8);
cosl...cos8: (0..7);
3HayeHusa CoS no
yMON4YaHuUo ana
oyepenein:
CoS=1-o4epegb 1
CoS =2 — ouepeppb 2
CoS =0—ouepegp 3
CoS =3 —ouyepeab 4
CoS =4 —o4yepegb 5
CoS =5—ouepegb 6
CoS =6 —ouepeab 7
CoS =7 —o4yepenb 8

Onpegenset 3HaueHun CoS gna oyepeaeit ucxogalero Tpaduka.

YcTaHaBAMBaeT 3HaYeHUA NO YMOYAHUIO.

wrr-queue bandwidth
weightl..weight8

no wrr-queue bandwidth

weight: (0..255)/1
Mo ymonuaHuto Bec
Kaxkaon odyepeam paBeH
1

MpucBanBaeT BeCc UCXOAALLMM OYepeasaM, UCMONb3yeMblil Mexa-
Huamom WRR (Weighted Round Robin — BecoBoi mexaHu3m pac-
npeaeneHnn Harpysku).

YcTaHaBAMBaeT 3HAYEHUE MO YMOHAHUIO.

priority-queue out
num-of-queues
number_of _queues

number_of_queues:
(0..8)

Mo ymonyaHuio Bce
ouepegm
obpabaTbiBatoTca no
anropuTtmy «strict

3a4aeT KONNYECTBO NPUOPUTETHBIX oYepeaeit.
Ona npuoputeTtHoii ouepeamn sec WRR 6yaeT urHopupo-
BaTbCA.
Ecnn 3apaetca otamyHoe ot «0» 3HaueHue N, 1o ctapwme N ouye-
pepeit 6yayT npuoputeTHbimu (He 6yayT yuacrsoBatb B WRR).
Mpumep:
0: BCe oYepeAmn paBHOMPABHbI;
1: cemb mnagwux oyepepeit yyacrsytor B WRR, 8-as He yuact-
BYET;

priority». 2: wecTb Mnaawmnx ovyepeaeit yyacrsytor B8 WRR, 7, 8 He yuacr-
BYIOT.
no priority-queue out YcTaHaBAMBaeT 3HaYeHMe N0 YMOAYAHUIO.
num-of-queues
qos wrr-queue wrtd Bkntoyaet WRTD (Weighted Random Tail Drop) Becosoit me-
XaHU3M yAaseHnA NaKkeToB U3 odepesen.
Mo ymonyanmnio WRTD
W3meHeHUA BCTYNAT B cuNy nocie nepesarpyskn ycr-
BbIK/IOYEHO

no qos wrr-queue wrtd

poiicTsa.

Bbikntoyaet WRTD.

gos map enable {cos-dscp |

dscp-cos}

no qos map enable
{cos-dscp | dscp-cos}

Mcnonb3oBaTth 3afaHHyl0 Tabauuy nepemMapkMpOBKU AnA AoBe-
peHHbIX NOPTOB KOMMYTaTOpaA.

He ucnonb3oBatb TabauLy nepemapkupoBKy.
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gos map dscp-mutation
in_dscp to out_dscp

no gos map dscp-mutation
[in_dscp]

in_dscp: (0..63),
out_dscp: (0..63)

Mo ymonyaHuto KapTta
U3MEeHeHWUI aBnaeTca
NYCTOW, TO €CTb 3HaYeHUA
DSCP gna Bcex BXoAaLmx
NaKeToB OCTAlOTCA HEU3-
MEHHbIMMU

3anonHset Tabaunuy nepemapkuposku DSCP. [ns Bxoaawmx na-
KEeTOB C YKa3aHHbIMK 3HavyeHnAMKU DSCP 3apaeT HOBble 3Ha4yeHuA
DSCP.
- in-dscp — onpepensaeT go 8 3HayeHuit DSCP, 3HayeHun pasgens-
toTcA 3Hakom npobena.
- out-dscp — onpepenseT ao 8 HOBbIX 3HauyeHUt DSCP, 3HauyeHuA
pasgenstoTcs 3Hakom npobena.

V' [DeiicTByeT TONIbKO ANA pexuma qos basic.

YcTaHaBAMBaeT 3HaYeHUA NO YMONYAHMUIO.

gos map dscp-dp dscp_list to
dp

no qos map dscp-dp
[dscp_list]

dscp_list: (0..63)
dp: (0..2)
Mo ymonuaHuto Bce na-
KETbl UMEIOT NpUopUTET
cbpoca dp=0

CTaBuT B coOTBETCTBME 3HauYeHnto DSCP npuoputet oTbpoca (yem
BbllUEe YNCNOBOE 3HAYEHWE MPUOPUTETA, TEM HUXKE BEPOATHOCTb
TOro, YTo NakeT byaeT oTbpoLleH; B NepBylo odvepeab oTbpachbl-
BaloTCA NaKeTbl C NpuoputeTom cbpoca 0, 3aTem 1, 3atem 2).
- dscp_list — onpepenset go 8 3HayeHuit DSCP, 3HauyeHus pas-
OenatoTca 3Hakom npobena.

V JeiicTByeT TONbKO ANA pexxuma gos advanced.

YcTaHaBAMBaeT 3HAYeHUA No YMONYaHUIO.

gos map dscp-cos dscp_list to
cos

no qos map dscp-cos
[dscp_list]

dscp_list: (0..63);
cos: (0..7)

3anonHseT Tabaunuy nepemapkmpoBku DSCP. 3ameHseT 3HayeHune
DSCP Ha CoS.

BepHyTbCA K 3HAYEHUAM NO YMOYAHMUIO.

gos map cos-dscp cos to
dscp_list

no gos map cos-dscp [cos]

dscp_list: (0..63);
cos: (0..7)

3anonHset Tabauuy nepemapkupoBku CoS. 3ameHAeT 3HayeHue
CoS Ha DSCP.

BepHYTbCs K 3HAYEHUAM MO YMOHAHUIO.

gos map policed-dscp
dscp_list to dscp_mark_down

no qos map policed-dscp
[dscp_list]

dscp_list: (0..63)
dscp_mark_down: (0..63)
Mo ymonyanuto Tabnmua
NOBTOPHOM MapKMUpPOBKHK
ABNAETCA NYCTOW, TO eCcTb
3HayeHua DSCP gna Bcex

BXOAALLMX NAKETOB
OCTalOTCA HEM3MEHHbIMMU

3anonHseTt Tabanuy nepemapkupoBku DSCP. Ona Bxoaswmx na-
KeTOB C YKa3aHHbIMM 3HaYeHuAMn DSCP 3apaeT HOBOe 3HauyeHue
DSCP.

- dscp_list — onpenenser fo 8 3HayeHuit DSCP, 3HaueHua pasge-
NATCA 3HaKom npobena.

- dscp_mark_down — onpefenseTt HoBoe 3Ha4yeHue dscp.

V' DeiicTByeT TONbKO ANA pexxuma qos advanced.

YcTaHaBAMBaeT 3HAYeHue no YMONYaHULO.

gos map dscp-queue dscp_list
to queue_id

no gos map dscp-queue
[dscp_list]

dscp_list: (0..63)
queue_id: (1..8)
3HayeHuns no
YMONYAHMIO:
DSCP: (0-7), ouepegp 1
DSCP: (8-15), ouepeab 2
DSCP: (16-23), ouepeap 3
DSCP: (24-31), ouepeab 4
DSCP: (32-39), ouepegpb 5
DSCP: (40-47), ouepeab 6
DSCP: (48-55), ouepeab 7
DSCP: (56-63), ouepeab 8

YcTaHaBAMBaeT COOTBETCTBME MexKay 3HaveHuamm DSCP Bxopsa-
LLMX NAKETOB M oYepesaMu.

- dscp_list — onpenensietr fo 8 3HayeHun DSCP, 3HayeHus pasge-
NATCA 3HaKom npobena.

YcTaHaBAMBaeT 3HAYeHUA No YMONYaHUIKO

qos trust {cos | dscp |
cos-dscp}

no qos trust

-/cos

YCTaHaBAMBAET PeXMM [0BEPUS KOMMyTaTopa B 6a30BOM perku-
me QoS (CoS uan DSCP).

- COS — YCTaHaB/IMBAaET KAacCUPMKALMIO BXOAALMX MAKETOB MO
3HayeHnam CoS. [na HeTerMpoBaHHbIX MaKeTOB MCNO/b3yeTcA
3HaveHue CoS No ymonyaHuio;

- dscp — ycTaHaBAMBaeT KaaccuduKaLuMio BXOAALMX MAKETOB MO
3HayeHmam DSCP.

- cos-dscp — ycTaHaB/AMBAET KNaCcCUOUKALMIO BXOAALLMX MaKeToB
no 3HadyeHuam DSCP ansa IP-naketoB n no 3HayeHuam CoS ana He
IP-nakeTos.

V [eicTByeT TONIbKO ANA pexuma qos basic.

YcTaHaBAnBaeT 3HaYeHUA NO YMOHAHMUIO.
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qos dscp-mutation

no qos dscp-mutation

Mo3BonsAeT NpuUMeHUTb TabanLy M3MeHeHWit dscp K COBOKYMHOCTH
dscp-agoBepeHHbIX NopToB. Mcnonb3osaHue TabauLbl U3MEHeHU
no3Bo/feT nepesanucatb 3Ha4yeHus dscp B IP-makeTax Ha HOBble
3HaYeHwus.
V' MpumeHuTtb Tabauuy wusmeHeHunit DSCP BO3MOXKHO
TO/IbKO ANA BXoAsALero TpaduKa AoBEPEHHbIX NOPTOB.

V [elicTByeT TONbKO ANA pexuma qos basic.

OTmeHAeT ncnosb3oBaHMe KapTbl N3MEHeHU dscp.

qos map dscp-mutation
in_dscp to out_dscp

in_dscp: (0..63);
out_dscp: (0..63)

Mo ymonyaHuio KapTa
M3MEeHeHUI aBnseTca
NycTOM, TO eCTb 3Ha4YeHUA
DSCP gna scex BXoaaLwmx
nakeToB OCTalOTCA
HEU3MEHHbIMMN

3anonHaeT Tabanuy nepemapknpoBku DSCP. [na BxoaAawmx na-
KeTOB C YKa3aHHbIMW 3HavyeHuaMn DSCP 3apaeT HoBble 3HAYeHuUA
DSCP.

- in-dscp — onpeaenser go 8 3HayeHui DSCP, 3HaueHna pasgens-
oTCA 3HaKom npobena.

- out-dscp — onpepenset fo 8 HoBbIX 3HaYeHUn DSCP, 3HaueHuA
pasaenatoTca 3Hakom npobena.

V [elicTByeT TONbKO ANA peXkuma qos basic.

no qos map dscp-mutation
[in_dscp]

YcTaHaBAMBaeT 3HaYeHUA NO YMOAYAHUIO.

rate-limit vlan vian_id rate
burst

no rate-limit vlan vian_id

vlan_id: (1..4094);
rate: (3..57982058)
KéuT/C;
burst: (3000..19173960)
6aiT/128 K6ant

YcTaHaBAMBaeT OrpaHMYeHne CKoOpoCcTu ana Bxoaalero Tpaduka
ona 3agaHHoi VLAN.

- vlan_id — Homep VLAN:

- rate — cpeaHAA ckopocTb Tpaduka (CIR);

- burst — pasmep caeprkuBatowWwero nopora (orpaHnMYeHe cKopo-
cTn) B banTax.

CHUMaeT orpaHMYeHne CKOpPoCTH BXoAALLEero Tpaduka.

KomaHObI pexcuma pedaKkmuposaHUs CNUCKA Kpumepues KaaccuguKkayuu mpaguKka

Bug, 3anpoca KOMaHAHOM CTPOKM pexmMma pefaKTUPOBaHMA CMMCKA KpUTEpUEB KnaccupuKaumm

TpaduKa:

console# configure

console (config) # class-map class-map-name [match-all

console (config-cmap) #

| match-any]

Tabnuua 260 — KomaHabl pexxnma pesakTMpoBaHUA CNUCKA KpuTepues Knaccudurkaumm Tpadumka

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

match access-group ac/_name

acl_name: (1..32)
CMMBOJI0B

no match access-group
acl_name

[Jobasnaer KpuTepui Knaccudukaumm Tpaduka. Onpegensier
npasuna ¢puabTpaunm Tpaduka no cnucky ACL ana knaccuomka-
TIZR

V’ [eiicTBYyeT TONbKO ANA pexxuma gos advanced.

Ypansaet kputepuii Knaccudburkaumm Tpaduka.

KomaHObI pexcuma pedakmuposaHUsA cmpameauu Kaaccugukayuu mpaguxka

Bug 3anpoca KOMaHAHOM CTPOKM pexnma pegakTUpoBaHMA CTpaTernmn Knaccudurkaumm Tpaduka:

console# configure
console (config) # policy-map policy-map-name
console (config-pmap) #
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Tabnnua 261 — KomaHabl pexkMma pefakTMpoBaHuMA CTpaTerMm KnaccupuKkaumm tpaduka

KomaHda

3HayeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

class class_map_name
[access-group acl_name]

no class class_map_name

class_map_name:

(1..32) cumBonos;

acl_name: (1..32)
CMMBO/I0B

OnpegenseT npasuno KnaccuduKkaumm TpaduKa M BXOOUT B
pexum KoHdurypaumm npasuna knaccuduraumm — policy-map
elask.name — onpepensaet npasmna GpuabTpaummn TpaduKa no cnu-
cky ACL ansa knaccudukaumu. Mpu co3gaHMyM HOBOro npasBuaa
KnaccMouKaLmMm ONUMOHaNbHBIM NapameTp access-group obs-
3aTeneH.

Ona Toro utobbl MCNONb30BaTb HACTPOWKWU CTpaTerum
V policy-map Aana wuHTepdeiica, ucnonb3lyite KomaHAy

service-policy B pexxume KoHdurypauum nHtepoeiica.

V JeiicTBYyeT TONbKO ANA pexxmma gos advanced.

YpanaeT npaBuao Knaccupurkaumm tpaduka class-map us crpate-
rum policy-map.

KomaHObI pexcuma KoHgu2ypayuu npasusad Kaaccugukayuu

BuAa 3anpoca KoMaHAHOM CTPOKM pexnma KoHPUrypaumm npasuaa Knaccudukaumu:

console# configure
console (config)# policy-map policy-map-name

console (config-pmap) # class class-map-name [access-group acl-name]
console (config-pmap-c) #

Tabnnua 262 — KomaHAabl pexnma KoHPUrypaumm npasuia Knaccudumrkaumm

KomaHda

3HayeHue/3HayeHue rno

YyMOAYaHUIO

Aelicmeue

trust

no trust

Mo YMONYAHUIO PEXNM
AoBepnAa He yCTaHOB/1eH

Onpegenser pexunm 4oBepua K onpeaeneHHomy tmny Tpadu-
Ka cornacHo rnobanbHOMy pexkumy foBepus.
YcTaHaBAMBAET 3HAYEHME MO YMOMYAHMIO.

set {dscp new_dscp | queue
queue_id | cos new_cos | vlan
vlan_id}

no set

new_dscp: (0..63);
queue_id: (1..8);
new_cos: (0..7);
vlan_id: (1..4094)

YcTaHaBAMBaeT HOBble 3Ha4YeHus Ans IP-nakeTa.

V’ KomaHpga set saBnserca B3auMmoMUCKAlouatowei ¢
KOMaHAoi trust gnAa ogHOW M TOW XKe cTparTeruu

policy-map.

V Ctpaterum policy-map, ucnonb3ywuime KomaHAbl
set, trust uam umerowmin Knaccudukauymo ACL, Ha-

3Ha4aloTCA TO/IbKO AN1A ucxoaawmx MHTepd}eﬁCOB.

V [eiicTByeT TONbKO AN pexxuma qos advanced.

Ypaanaet HoBble 3HavyeHUA gna IP-nakera.

redirect {gigabitethernet
gi_port | tengigabitethernet
te_port | fortygigabitethernet
fo_port | port-channel group}

no redirect

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

group: (1..16)

HanpasnseT nakeTbl, yAOBAETBOPAOLLME NPABUAY Knaccuou-
Kauuu TpaduKa, B yKasaHHbI NopT.

YcTaHaBAMBaeT 3HaYeHne Mo YMONYaHUIO.
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police committed_rate_kbps
committed_burst_byte
[exceed-action {drop | policed-
dscp-transmit}]

police aggregate
aggregate_policer_name

no police

committed_rate_kbps:
(3..12582912) k6uT/c;

committed_burst_byte:
(3000..19173960) 6aiiT;

aggregate_policer_name:

(1..32) cumBonos

Mo3BoNsAET OrpaHNYUTL NOAOCY NPONYCKAHMUA KaHaNa U B TO XKe
BPEMA rapaHTMpOBaTb OMpenesieHHY0 CKOpPOCTb nepenayu
AaHHbIX.

Mpwu paboTe ¢ NoNOCOI NPONYCKaHUA MCNOb3YETCA aNTOPUTM
MapKUPOBaAHHOM «KOP3WHbI». 3afavyeilt anroputma sBAAETCA
NPUHATUE pelleHuA: nepeaatb NakeT uau otbpocutb. Mapa-
MeTpamMun anropuTma fABAAITCA CKopocTb noctynaexusa (CIR)
MapKepoB B «KOP3MHY» N 06BbEM (CBS) «KOp3MHbI».

- committed_rate_kbps — cpefHee 3Ha4YeHUe CKopocTn Tpadum-
Ka. [laHHaA CKOpOCTb rapaHTMpyeTcs npu nepegavye WHPop-
mauuu;

- committed_burst_byte — pa3mep caeprKMBaloOLLErO Nopora B
baiiTax;

- drop — nakeT 6yaeT oTOPOLIEH, KOrAa «KOpP3WHa» nepenos-
HUTCA;

- policed-dscp-transmit — npu nepenosHeHWW «KOP3UHBIY,
3HayeHue DSCP byaet nepeonpegeneHo.

V DeiicTByeT TONbKO ANA pexxuma qos advanced.

HasHauaeT npasuay KnaccuduKkaumm TpaduKka wabnoH Ha-
CTPOEK, KOTOPbII MO3BO/AET OrPaHNUUTL NONOCY NPOMYCKaHMA
KaHa/la U B TO Xe BPeMA rapaHTUPOBaTb ONPeAesIEHHYI0 CKO-
POCTb Nepesayn faHHbIX.

V JeiicTByeT TONbKO anA pexxuma gos advanced.

YpanaeT wWabnoH HAaCTPOEK PeryiMpoBaHMA CKOPOCTU KaHana
13 npasuia knaccudukaumm Tpaduka.

KomaHObI pexcuma KoHgpu2ypayuu rnpogung qos tail-drop

Buz 3anpoca KoMaHAHOM CTPOKM pexxnma KoHdurypaumm npoduns qos tail-drop:

console# configure
console (config) # qgos tail-drop profile profile id
console (config-tdprofile)#

Tabnunua 263 — KomaHabl perknma KoHourypaumm npoouna qos tail-drop

KomaHda

3Ha4yeHue/3HayeHue
Mo yMmoA4YaHuio

Aelicmeue

port-limit /imit

no port-limit

limit: (0..400)/64

3apaTb pa3mep NakeTHOoro pasgenAemoro nyna gna nopta.

YCTaHOBUTb 3HaYeHMe Mo YMOJIHaHUIO.

queue queue_id [limit limit]
[without-sharing |
with-sharing]

no queue queue_id

limit: (0..400)/64;
queue_id: (1..8)

M3meHUTb Napamepbl ouepeau:

- queue_id — Homep ovepeau;

- limit — KonnyecTBO NaKeTOB B oUepeay;

- without-sharing —3anpetuTb goctyn K obuwemy nyny;
- with-sharing — pa3spewuTb goctyn K 0bwwemy nyny.

YCTaHOBUTb 3HaYeHMe MO YMOJIHaHUIO.

KomaHObI pexcuma KoHgu2ypauyuu uHmepdgelica Ethernet, epynnel nopmos

Bua 3anpoca KOMaHAHOM CTPOKM pexxuma KoHdurypaummn nHtepdelica Ethernet, rpynnsi noptos:

console (config-if) #
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Tabnnua 264 — KomaHabl pexkmuma KoHourypaumm nHtepdelica Ethernet, rpynnsl noptos

KomaHda

3HayeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

service-policy {input | output}
policy_map_name

no service-policy {input |
output}

policy_map_name:
(1..32) cumBonos

HasHauaeT uHTepdelicy cTpaTernto knaccudmkaumm Tpaduka.

Ypanser cTpaTeruto Knaccudurkaumm Tpaduka ¢ nHtepoeiica.

traffic-shape committed_rate
[committed_burst]

no traffic-shape

committed_rate:
(64..1000000) KbUT/C;

committed_burst:
(4096..16762902) 6aiit

YcTaHaBAMBaEeT orpaHUMYeHne CKOpoCTU ANA ucxoaaiero Tpaduka
yepes MHTepoeic.

- committed_rate — cpeaHan ckopocTb TpaduKa, KBUT/c;

- committed_burst — pa3mep caepxuBatolero nopora (orpaHu-
YyeHune ckopocTtu) B baiTax.

CHMMaeT orpaHuWyeHuMe CKOpOCTM ucxopaAliero Tpaduka uepes
UHTepodenc.

traffic-shape queue queue_id
committed_rate
[committed_burst]

no traffic-shape queue

queue_id: (0..8);
committed_rate:
(36..1000000) k6bUT/C;
committed_burst:
(4096..16769020) 6aiiT

YcTaHaBAMBaeT OrpaHUYeHWe CKOpoCTU TpaduKa yepes MHTep-
deiic ana ucxogauwei oyepean.

- committed_rate — cpeiHAsA CKOPOCTb TpaduKa, KouT/c;

- committed_burst — pasmep cAep:kuBatoLLero nopora (orpaHu-
YeHue ckopocTu) B baliTax.

CHMMAET orpaHMYeHMe CKOpPOCTU TpaduKa Yepes MHTepdenc ana

queue_id ncxogAaLLEeN ovyepeam.
qos trust [cos | dscp | BKntoyaeT 6a30BbIi MexaHW3M oS A1A MHTepdeiica.
cos-dscp] - €os — nopT goBepseT 3HaveHuto 802.1p User priority;

no qos trust

-/BKNOYEHO

- dscp — nopT gosepset 3HaueHuto DSCP B IPv4/IPv6-nakeTax;
- cos-dscp — nopt posepser o6oMm ypoBHAM, ogHako DSCP
umeet npuoputet Hapg, 802.1p.

BbikntovaeT 6a30BbI MexaHU3M qos A1a nHTepdeiica.

rate-limit rate [burst burst]

no rate-limit

rate: (64..10000000)
K6uT/C;
burst:
(3000..19173960)
6anT/128 KbanT

YcTaHaB/MBaeT orpaHMyeHne CKOPOCTH 414 BXOAALLero Tpaduka.

CHMMAET orpaHMYeHne CKOPOCTU BXoAALEero Tpadmka.

gos cos default_cos

Nno qos cos

default_cos: (0..7)/0

YcraHaBnuBaeT 3HadeHue CoS no ymonyaHuio gna noprta (CoS,
NPUMEHAEMbI NS BCEro HeTerMpoBaHHOro Tpaduka, npoxoas-
wero yepes uHTepdeic).

YcTaHaBAMBaEeT 3HAYEHNE MO YMOYAHUIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepagpetica Vian

Bua 3anpoca KOMaHAHOW CTPOKM perkuma KoHourypaumm nHtepoderica Vlan:

console (config-if) #

Tabnunua 265 — KomaHabl pexkuma KoHourypauum nHtepdelica Vian

NO qOs Cos egress

KomaHoa 3HayeHue Aelicmeue
qOs Cos egress cos YcTaHaBAMBaeT 3HavyeHMe napameTpa nonsa npuvoputeta 802.1p
cos: (0..7)/0 ONA UcxoaALLero TerMpoBaHHoOro Tpaduka.

YcTaHaBAMBaeT 3HaYeHne Mo YMONYaHUIO.

KomaHOb! pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK pexxknma EXEC:

console#
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Tabnnuya 266 — KomaHab! perkmuma EXEC

KomaHoa

3HavyeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show qos

MokasbiBaeT pexum QOS, HAaCTPOeHHbIN Ha ycTpolicTee. B 6a3o-
BOM peXMMe NoKa3bIBaeT «40BEepPeHHbIN» pexxum (trust mode).

show class-map
[class_map_name]

class_map_name: (1..32)
cMmBoNa

MOKa3bIBaET CMUCKM KpUTEpPUEB KNaccuoukaumm Tpaduka.
/1 DeiicteyeT TonbKO AnA pexuma qos advanced.

show policy-map
[policy_map_name]

policy_map_name:
(1..32) cumsona

MoKasbiBaeT NpaBuaa KnaccuduKaumm Tpadmka.
/| [DeiictByet TONbKO ANA pexkuma qos advanced.

show qos aggregate-policer
[aggregate_policer_name]

aggregate_policer_name:
(1..32) cumBona

MOoKa3biBaeT HACTPOMKM CpeaHeit CKOPOCTU U OrpaHUYeHnsa no-
NOCbl NPONYCKaHWUA 4NA NpaBuAa Knaccudurkaumm Tpadmka.
/| Deiicteyet TonbKO ANA pexmma qos advanced.

show qos interface [buffers |
queuing | policers | shapers]
[gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group | vlan
vlan_id]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..16);
vlan_id: (1..4094)

MokasbiBaeT QoS-napameTpbl A8 MHTepdeica.

- vlan_id — Homep VLAN;

- gi_port — Homep uHTepdelicos Ethernet g1;

- te_port — Homep nHTepdelicos Ethernet XG1-XG24;

- fo_port — Homep nHTepdelicos Ethernet XLG1-XLG4;

- group — HOMep rpynmnbl NOPTOB;

- buffers — HacTpoiku bydepa gna ouepeseit uHTepodelica;

- queueing — anropuTm obpaboTku ouepeaeit (WRR mnau EF), Bec
ana WRR-ouepegneit, Knaccbl 0bCnykuBaHusa Ana odepepen u
npuopwutet gna EF;

- policers — cKoHdUrypmMpoBaHHble CTpaTeErMmn Kaaccuduraumm
Tpaduka gna nHtepdelica;

- shapers — orpaHuyeHne ckopocTn Ans ncxogailero Tpaduka.

show gos map [dscp-queue |
dscp-dp | policed-dscp |
dscp-mutation]

MoKasbiBaeT MHGOPMALIMIO O 3aMeHe Noselt B NakeTax, UCNoJb-
3yembix QOS.

- dscp-queue — Tabanua cootsetctemna DSCP u ouepeaei;

- dscp-dp — Tabnuua cootsetcTBuAa metok DSCP u npuoputeta
cbpoca (DP);

- policed-dscp — Tabnvua nepemapkunposkm DSCP;

- dscp-mutation — Tabanua nsmeHernns DSCP-to-DSCP.

show qos tail-drop

MpocmoTp napameTpos tail-drop.

show qos tail-drop
[gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port ]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

MpocmoTp tail-drop nHPopmaumm no KOHKPETHOMY NOPTY (BCEM
nopram).

show qos tail-drop unit unit_id

unit_id: (1..8)

MpocmoTp tail-drop nHGopmauum No KOHKPETHOMY YCTPOMCTBY B
cTeke.

show ip tx-priority

MpocmoTp MHPopmaLmMmn o MapkMpoBKe Tpaduka, popmupyemo-
ro LLeHTPaNbHbIM MPOLECCOPOM.

[Mpumepebi 8biN0AHEHUS KOMAHO

= Brawouutb pexkmm QoS advanced. Pacnpegenutb TpaduKk no ovepeaam, naketbl ¢ DSCP 12 B nep-
BYt0 ouepepnb, nakeTbl ¢ DSCP 16 Bo BTOpYyto. Bocbmas ovepenb — npuoputeTHaa. Co3patb cTpaTte-
rmo Knaccuédukaumm tpadmka no cnmcky ACL, paspewatowemy nepegady TCP-naketos ¢ DSCP 12
M 16 M OrpaHMYMBaIOLLYIO CKOPOCTb — cpeaHAa ckopocTb 1000 K6uT/c, mopor orpaHuyeHus
200000 6aiiT. Ucnonb3oBaTb AaHHYO cTpaTernto Ha uHTepdelicax Ethernet 14 u 16.

console#

console# configure
console (config)# ip access-list tcp ena

console (config-ip-al)# permit tcp any any dscp 12
console (config-ip-al) # permit tcp any any dscp 16

console (config) # gos advanced

(
(
console (config-ip-al)# exit
(
(

console (config)# gos map dscp-queue 12 to !
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console (config)# qgos map dscp-queue 16 to 2

console (config)# priority-queue out num-of-queues I

console (config)# policy-map traffic

console (config-pmap) # class classl access-group tcp ena
console (config-pmap-c) # police 1000 200000 exceed-action drop
console (config-pmap-c)# exit
console (config-pmap) # exit

console (config-if) # service-policy input
console (config-if) # exit
console (config) # interface tengigabitethernet 1/0/16
console (config-if)# service-policy input

console (config-if)# exit

console (confiqg) #

5.33.2 Cmamucmuka QoS

(
(
(
(
(
(
(
console (config) # interface tengigabitethernet 1/0/14
(
(
(
(
(
(

KomaHObI pexcuma 2a06anb6HolU KOHpuU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM peXmnma rnobanbHoM KOHPUrypaLmm:

console (config) #

Tabnnua 267 — KomaHzabl pexkmma rnobanbHol KoHurypaumu.

KomaHda

3Ha4yeHue/3HayeHue
o yMon4YaHuio

Aeiicmeue

gos statistics aggregate-policer

aggregate_policer_name

no qos statistics
aggregate-policer
aggregate_policer_name

aggregate_policer_name:

(1..32) cumBonos;
Mo ymonuanuio QoS-
CTaTWUCTMKA OTK/II0YEHa

Bkntoyaet QOS-CTaTUCTMKY MO OrpaHMYEHUI0 NONOC MPOMyCKa-
HWA.

OTKAtovaer QOS-CTaTMCTMKy no OorpaHU4YeHno NOA0C Nponycka-
HUA.

gos statistics queues set
{queue | all} {dp | all}
{gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
all}

no qos statistics queues set

set: (1..2);
queue: (1..8);
dp: (high, low);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
3HayeHue no
YMONYAHUIO:
set 1: Bce npuopuTeThl,
BCe oYepe/u, BbICOKU
npuopuTeT cbpoca.
set 2: Bce npuopuTeTHI,
BCe oyepeam, HU3KMIA
npuopuTeT cbpoca.

BkntouaeT QOS -CTaTUCTUKY A5 BbIXOAHbIX oYepesen.
- set —onpefenseT Habop CHETUYMKOB;

- queue — onpeaenseT UCXOAALLYIO o4epeab;

- dp — onpepenset npuopuTeT cbpoca.

OTKAto4aeT QOS-CTaTUCTUKY ANA BbIXOAHbIX oUyepeaei.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet, 2pynnbl nopmos

Bug, 3anpoca KOMaHAHOM CTPOKM pexnma KoHdurypaumm nHtepoeiica Ethernet, rpynnbl nopTos:

console (config-if) #

Tabnnua 268 — KomaHabl pexkMma KoHourypauum nHtepdelica Ethernet.

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aeiicmeue

gos statistics policer
policy_map_name
class_map_name

policy_map_name:
(1..32) cumBonos;
class_map_name:

BKntouaeT cbop QoS-cTaTUCTUKM Ha UHTepdeiice.
- policy-map_name — cTpaTerus KnaccuduKkaummn Tpaduka;
- class_map_name — cnncok Kputepunes Knaccudmkaumm Tpaduka.
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no qgos statistics policer
policy_map_name
class_map_name

(1..32) cumBonos;
Mo ymonyaHuto cbop
QoS-CTaTUCTUKM
OTK/ItOYeH

OTkntoyaeT cbop QOS-CTaTUCTUKM Ha uHTepdeiice.

KomaHObi pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKM pexxnma EXEC:

console#

Tabnunuya 269 — KomaHabl perknuma EXEC.

KomaHoa

3HayeHue/ 3HayeHue
no ymon4aHuro

Aelicmeue

clear qos statistics

Ouunwaet ctatuctuky QoS.

show qos statistics

lMokasbiBaeT cTaTUCTUKY QOS.

5.34 KoHdurypauma npoToKON0B MapLUpyTU3aLUN

5.34.1 KoHjpu2ypayua cmamuyeckoli mapwpymu3sayuu

CTaTmyeckasa mMaplpyTvM3auusa — BMZA MapPLUPYTM3aumMK, NPUM KOTOPOM MapLipyTbl yKasbiBaloTcAa B
ABHOM BMAE MpY KOHOMIypauum mapupytusatopa. Bca maplupyTMsaums npu 3TOM nNpoucxoaut bes
Y4acTMA KaKUX-1Mb0o NPOTOKO/I0B MapLLpyTU3aLUM.

KomaHObI pexcuma 2106anabHoU KoOHpuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM peknma rnobanbHOM KOHPUrypaumm:

console (confiqg) #

Tabnuua 270 — KomaHabl pexxnma rnobanbHon KoHGUrypaumm

KomaHoa

3HayeHue/ 3HayeHue
110 yMOAYAHUIO

Aelicmeue

ip route prefix {mask |
prefix_length} {gateway
[metric distance] |
reject-route}

ip route prefix {mask |
prefix_length} {gateway |
reject-route}

prefix_length: (0..32);
distance (1..255)/1

Co3paert cTaTyeckoe NpasuI0 MapLLpyTU3aL UK.

- prefix — ceTb HasHa4yeHwus (Hanpumep 172.7.0.0);

- mask — macka ceTn (B popmaTe AeCATUYHON CUCTEMbBI UCHUCEe-
HuA);

- prefix_length — npeduKCc Macku ceTu (KOAMYeCcTBO eauHuL, B
macke);

- gateway — W03 418 [OCTYNA K CETU HasHauyeHus;

- distance — Bec mapLupyTa;

- reject-route — 3anpeLlaeT MapLIPyTM3aLMIO K CeTU Ha3HauyeHus
yepes BCE LWAHO3bI.

Ypanaet npasuao 13 Ta6/'|MLI|bI cTaTUyecKom MapLwpyTnsauunu.

KomaHObI pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKM pexknuma EXEC:

console#
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Tabnnua 271 — KomaHzabl pexkmma EXEC

KomaHda

3HayeHue/ 3HayeHue

Aelicmeue
1o ymon4aHuio

show ip route [connected |
static | address ip_address
[mask | prefix_length]
[longer-prefixes]]

MokasbiBaeT Tabanuy maplipyTM3aumnm, yA0BAETBOPAIOLLYIO 3a4aH-
HbIM KpUTEPUAM.

— connected — NOAK/OYEHHbIW MapLUPYT, TO €CTb MApLUPYT, B3ATbIN
- C HENnocpeacTBEHHO MOAKMOYEHHOTO U GYHKLMOHWPYIOWEro WMH-
Tepdelica;

—static — cTaTMyeckuii maplpyT, NponucaHHbIM B Tabauue map-
LWIpyTMU3aLUK.

[pumep 8b1M10AHEHUS KOMAHObI

= [lokasaTb Tabavuy mapLipyTusaumm:

console# show ip route

S 10.9.1.0/24
S 10.9.1.0/24

S 172.1.1.1/32

Maximum Parallel Paths: 2 (4 after reset)
Codes: C - connected, S - static

C 10.0.1.0/24 is directly connected, Vlan 1
[5/2] via 10.0.1.2, 17:19:18, Vlan 12
[5/3] via 10.0.2.2, Backup Not Active
[5/3] via 10.0.3.1, 19:51:18, Vlan 12

Tabnnua 272 — OnncaHMe pesyabTaTa BbINOJHEHUA KOMaHAbI

lMone OnucaHue
lMoKa3bIBaeT NPOMCXOXKAEHUE MapLIpyTa:
c C — Connected (MapLpyT B3AT U3 HENOCPEACTBEHHO MOAKAOYEHHOTO U GYHKLMOHUPYIO-
wero uHTepdeica),
S — Static (cTaTMYeCKUIt MapLLpPyT, NPONUCaHHbIM B TabanuLe MappyTusaumm).
10.9.1.0/24 Agpec cetu.
MepBoe 3HayeHWe B CKOBKax — aAMUHUCTPATUBHAA AWUCTaHUMA (CTeneHb A0Bepus map-
[5/2] LIPYTM3aTOPY, YEM YMUCIO Bbille, TEM MeHblle AO0Bepue K UCTOUYHMKY), BTOPOE YUC/Io —
MeTPUKA MapLipyTa.
via 10.0.1.2 Onpegenset IP-agpec cneaylolero maplupytusaTopa, Yepe3 KOTOpbI NpoxoauT map-
o LIPYT A0 CeTU.
00:39:08 OnpegenseT Bpema nocnegHero o6HoBAEHMA MapLupyTa (Y4acbl, MUHYTbI, CEKYHAbI)
Vlan 1 OnpeaenseT nHtTepdelic, Yepes KOTOPbIN NPOXOAUT MapLUPYT A0 CETU.

5.34.2 Hacmpolika npomokona RIP

MpoTtokon RIP (aHrn. Routing Information Protocol) — BHYTpeHHWI1 NPOTOKOA, KOTOPbIM No3BOASET
MapLLpyTM3aTOpam AMHAMUYECKM ODBHOBAATL MapLUpyTHYO MHGOPMaLMIO, NOAyYyasa ee OT COCEeAHWUX
MapLLpyTM3aTOpoB. ITO OYeHb MNPOCTOM MPOTOKOJ, OCHOBAHHbIA HAa MNPUMEHEHUU AUCTAHLUOHHOIO
BEKTOpa MapLlpyTmM3aumn. Kak AMCTaHUMOHHO-BEKTOPHbIM nNpoTokos, RIP nepuoamyecku nocbinaet
06HOBNEHMA Mexay coceaamM, CTpoA, Takum o6pa3om, Tomonornio cetu. B Kaxaom ob6HoOBNEHUM
nepepaerca MHPopmaumMa O AWUCTaHUMM [0 BCEX CETEM HA COCeAHWMM MaplupyTu3atop. KommyTaTtop
nogaepxmsaeT npotokon RIP Bepcuu 2.

KomaHObI pexcuma 2a06asa6HolU KoOHpuU2ypayuu

BuAa 3anpoca KOMaHAHOM CTPOKM B pexume rnobanbHol KoHUrypauum:

console (config) #
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Tabnunuya 273 — KomaHab! perknma rnobanbHoM KOHGUrypaumum

KomaHda

3HayeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

router rip

no router rip

Bxog, B pexxum KoHourypaumm npotokona RIP.

Yaanenue rnobanbHoli KoHdUrypauumn npotokona RIP.

KomaHObI pexcuma KoHgu2ypayuu npomokosa RIP

Buz 3anpoca KOMaHAHOM CTPOKM:

console (config-rip) #

Tabnuua 274 — KomaHApl pexkmma KoHourypauum npotokona RIP

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

default-metric [metric]

no default-metric

metric: (1..15)/1

YcTaHaB/MBaET 3HaYeHNe METPUKM, C KOTOpoW ByayT aHOHCHU-
pOBaTbCA MapLUPYTbl, MOJIlyYEHHbIE APYTMMU MNPOTOKO/NAMM
MapLlupyTusaumn. bes napameTpa ycTaHaB/MBAET 3HAYEHUE MO
YMONYaHMIO.

YcTaHaBAMBaEeT 3HaYeHUe no YMOYaHUIO.

network A.B.C.D

A.B.C.D: IP-appec

YcTaHaBnuBaeT IP-agpec vHTepdeiica, KoTopblit byaeT ydyacT-
BOBATb B NPOL,ECCE MaPLUPYTMU3aLUK.

metric | match type |
route-map route_map_name]

no network A.B.C.D nHTepdeiica Ypanset IP-agpec nHtepdeiica, KoTopbln byaeT yyactBoBaTh B
npovecce MapLpyTM3aLmuu.

redistribute {static | PaspeluaeT aHOHCHpOBaHWe MapLupyToB Yepes RIP.

connected } [metric - 6e3 MmapameTpoB — O3HayaeT, YTo OyAeT MCnosb30BaTbCA

transparent] default-metric npn aHOHCMPOBaHMM MapLLPYTOB;
- metric transparent — o3HauyaeT, YTo 6yAeT MCNONb30BaTbCA

- MEeTpPWKa U3 TabnLbl MapLIpyTU3aLMK.

no redistribute {static | 3anpew,aeT aHOHCMpPOBAHME CTATUYECKMX MapLIpyTOB Yepes

connected} [metric RIP.

transparent] - metric transparent — 3anpeLiaeT MCNONb30BaTb METPUKY U3
TabMLUbl MapLWwpyTM3aLmm.

redistribute ospf [metric metric: (1..15, PaspewaeT aHoHcnpoBaHue OSPF mapwpyTos Yepes RIP.

transparent)/1;
match: (internal,
external-1, external-2);
route_map_name:
(1..32) cumBona

- type — Npon3BOANTb aHOHCUPOBAHME TO/IbKO AJ1A YKa3aHHbIX
TMnos OSPF mapuipyTos;

- route-map_name — Npou3BOAUTb aHOHCMPOBAHME MapLIpY-
TOB nocne ux GUNbTPaLMM Yepes yKazaHHyto route-map;

no passive-interface

shutdown / BbikntoyaloT npouecc mapLpytusauum no npotokony RIP.
-/BKNOYEHO
no shutdown BkAatoyatoT npouecc mappyTtusaumm no npotokony RIP.
passive-interface OTKNOYUTL OBHOBNEHUA MapLIPYTU3ALUN.
-/BKNIOYEHO

BK/IOYMTb OBHOBNEHUA MapPLLPYTU3ALMN.

default-information originate

no default-information
originate

-/MapLpyT He
reHepupyercs

leHepupoBaTh MapLLPYT MO YMONYAHUIO

BoccTtaHOBUTL 3HaYEHWE NO YMONYAHMUIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepaelica IP

Bua 3anpoca KOMaHAHOM CTPOKM:

console (config-if) #

Tabnunua 275 — KomaHabl perknma KoHourypaumm nHtepdeiica IP

KomaHda

3HayeHue/ 3HayeHue
o yMmon4aHuo

Aelicmeue

ip rip shutdown

-/BKIOYEHO

BbIkntoyaloT npouecc maplpytmsauum no npotokony RIP Ha
AaHHOM nHTepdeiice.
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no ip rip shutdown

BkatouatoT npouecc mapwpyTtnsaunm no npotokony RIP Ha gaH-
HOM uHTepodeiice.

ip rip passive-interface

no ip rip passive-interface

Mo ymonuyanuo
oTnpaBKa 06HOBNEHMIA
BK/IlOYEHA

BbIKk/loYaeT oTnNpaBKy 0OHOBAEHUI Ha UHTepdelice.

YcTaHaBAMBaET 3Ha4YeHWe No YMONYaHUIO.

ip rip offset offset

no ip rip offset

offset: (1..15)/1

[ob6aBnser cMmeLleHNe K MeTpUKe.

YcTaHaBAMBaET 3Ha4YeHWe No YMONYaHUIO.

ip rip default-information
originate metric

no ip rip default-information
originate

metric: (1..15)/1;
Mo ymonuyanutio
bYHKUMA OTKNOYEHa

YcTaHaBAMBaeT METPUKY A8 MapLUpyTa MO YMONYAHUIO TPaHC-
nunpyemoro yepes RIP.

YcTaHaBAMBaeT 3HaYeHne No YMONYaHUIO.

ip rip authentication mode
{text | md5}

no ip rip authentication mode

Mo ymonuyaHutio
ayTeHTUdUKaUmA
OTKNtOYEHA.

BkntouaeT ayteHTUOMKauuto B RIP u onpegenseT ee tmn:
- text — ayTeHTUPMKaLMA OTKPbITbIM TEKCTOM;
- md5 — ayteHTUdUMKaumm MD5.

YcTaHaBAMBaeT 3HaYeHne No YMOAYaHUIO.

ip rip authentication key-chain
key_chain

no ip rip authentication
key-chain

key_chain: (1..32)
CUMBOJI0B

OnpeaenseT Habop KAtOYeW, KOTOPbI MOMET UCMO/b30BaTbCA
ONA ayTeHTUdUKaumu.

YcTaHaBAMBaeT 3HaYeHne No YMONYAHUIO.

ip rip authentication-key
clear_text

no ip rip authentication-key

clear_text: (1..16)
CMMBO/IOB

Onpegenser KNoY Ana ayTeHTUOUKALMM OTKPbITbIM TEKCTOM.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.

ip rip distribute-list access
acl_name

no ip rip distribute-list

acl_name: (1..32)
CMMBO/10B

YctaHaBAuBaeT ctaHAapTHbIn IP ACL gna duabTpaumm aHOHCU-
pyeMmMbIX MapLUpyTOB.

YcTaHaBAWBaeT 3HaYeHUe No YMONAYAHUIO.

KomaHObI pexcuma privileged EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK B pexume privileged EXEC:

console#

Tabnunua 276 — KomaHabl perkuma privileged EXEC

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

show ip rip [database |
statistics | peers]

MpocmoTp nHpopmauuu o RIP-mapLupyTnsaymm:
- database — uHbopmayms o HacTpoikax RIP;

- statistics — cTaTUcTUYECKME faHHblE;

- peers — HPOPMaLMA YYaCTHUKA CETH.

[Tpumepbl UCNoAb308aHUS KOMAHO

Bkntountb npotoKkon RIP ana noacetn 172.16.23.0 (IP-agpec Ha KommyTaTope 172.16.23.1) 1 ayTeH-
TMdumkaumio MD5 yepes Habop Katouelt mykeys:

console#

console# configure

console (config)# router rip
console (config-rip)# network 172.16.23.1

console (config-rip)# interface ip 172.16.23.1

console (config-if)# ip rip authentication mode md5

console (config-if)# ip rip authentication key-chain mykeys

5.34.3 Hacmpoiika npomokona OSPF, OSPFv3

OSPF (Open Shortest Path First) — nNpoTOKOA AWHAMWUYECKOM MapLlpyTM3aLMM, OCHOBAHHbIMA Ha
TEeXHO/I0MMKU OTC/IeXKMBaHMA cocTossHUA KaHana (link-state technology) n ucnonbsyowmii Ans HaxoxaeHus
KpaTyaiwero nytn anroputm Adenkctpol. Mpotokon OSPF npeactasnsetr cobon NpOTOKO/ BHYTPEHHEro
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wnto3a (IGP). MpoTtokon OSPF pacnpocTpaHseTr MHPOPMaLMIO O AOCTYMHbIX MapLIPYTax MeXay MapLupy-
TM3aTopamMn 04HON aBTOHOMHOW CUCTEMbI.

YCcTpoMNCcTBO nogaeprknsaeTr OAHOBPEMEHHYIO PaboTy HECKONIbKMX HEe3aBUCUMbIX 3K3eMMIApOoB
npoueccos OSPF. Hactpoiika napameTtpoB ak3emnaapa OSPF npousBoautca nytem ykasaHus naeHTuou-
KaTopa ak3emnasapa (process_id).

KomaHObI pexcuma 2n0basnbHoU KOHpuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM B peXKMMe rNobanbHOM KOHPUIypaLmm:

console (config) #

Tabnunua 277 — KomaHab! pexknma rnobanbHoM KoOHGUrypaumum

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

router ospf [process_id]

Bkntoyaet mapwpyTtusauymio no npotokony OSPF.

[process_id]

process_id:
3apaeT naeHTMdMKaToOp Npouiecca.
- (1..65535)/1
no router ospf [process_id] BbikntoyaeT mapLpyTmsaumio no npotokoay OSPF.
ipv6 router ospf [process_id] BKkntouaeT maplpyTtusaumio no npotokony OSPFv3.
process_id: 3apaeT MaeHTUPUKATOP npouecca.
no ipv6 router ospf (1..65535)/1 BbIK/lOYaET MapLUpyTU3aLMio No NpoTokoay OSPFv3.

ipvé6 distance ospf {inter-as |
intra-as} distance

no ipv6 distance ospf
{inter-as | intra-as}

distance: (1..255)

3apaeT agMUHUCTPATUBHYIO AUCTaHUMIO anAa mapwpyTtos OSPF,
OSPFv3.

- inter-as — AnA BHELWHMX aBTOHOMHbIX CUCTEM

- intra-as — BHyTp® aBTOHOMHOW CUCTEMbI

Bo3BpalaeT 3Ha4YeHMA No YMOIYAHUIO.

KomaHObI pexcuma npouyecca OSPF

Buz 3anpoca KoMaHAHOM CTPOKM B pexnme KoHdurypaumm npouecca OSPF:

console (router ospf process)#

console (ipv6 router ospf process)#

Tabnunua 278 — KomaHabl perknma KoHourypaumm npouecca OSPF

KomaHda

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

redistribute connected [metric
metric] [route-map name]
[subnets]

no redistribute connected
[metric metric] [route-map
name] [subnets]

metric: (1..65535);
name: (1..255)
CUMBOJIOB

PaspeluaeT aHoHCHpoOBaHMe connected mapLipyTos:

- metric — 3HaYeHWe MeTPUKM AN UMMNOPTUPYEMbIX MapLLIPYTOB;
- name — UMA NOJUTUKM UMMNOPTA, NO3BOAAOWEN GUAbTPOBaTL
M BHOCUTb M3MEHEHMS B UMNOPTMPYEMbIe MapLIPYTbI;

- subnets — No03B0/AET MMNOPTMPOBATL NOACETH.

3anpeLyaeT yKasaHHY GYHKLMIO.

redistribute static [metric
metric] [route-map name]
[subnets]

no redistribute static [metric
metric ] [route-map name]
[subnets]

metric: (1..65535);
name: (1..255)
CMMBOJI0B

MmnopT ctatuyeckmnx mapwpyTtos B OSPF.

- metric — ycTaHaBAUBAET 3HAYEHME METPUKN ANA MMNOoPTUpYye-
MbIX MapLUPYTOB;

- name — NPUMEHSAET NOAUTUKY MMNOPTA, NO3BONAOLLY GUNBLT-
poBaTb N BHOCUTb U3MEHEHMA B UMMNOPTMPYEMbIE MapLLPYThI;

- subnets — no3BonAeT UMNOPTUPOBATL NOACETH.

3anpeLaeT yKasaHHyo GpyHKLMIO.
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redistribute ospf id [nssa-only]
[metric metric] [metric-type
{type-1 | type-2}] [route-map
name] [match {internal |
external-1 | external-2}]
[subnets]

no redistribute ospf [id]
[nssa-only] [metric metric]
[metric-type {type-1 | type-2}]
[route-map name] [match
{internal | external-1 |
external-2}] [subnets]

id: (1..65535);
metric: (1..65535);
name: (0..32) cumBona.

MmnopT mapwpyTtos 13 npouecca OSPF B npouecc OSPF:
-nssa-only — ycTaHaB/nMBaeT 3HayeHue nssa-only ana Bcex
MMMOPTMPYEMbIX MapLUPYTOB;

- metric-type type-1 — umnopTtupyetr c nometkon Kak OSPF
external 1;

- metric-type type-2 umnoptupyer c nomeTKoh Kak OSPF
external 2;

- match internal — umnopTupyeT mapLpyTbl B NpeAenax area;

- match external-1 — umnoptupyeT mapuwpyTtel TMna OSPF
external 1;

- match external-2 — umnopTupyetr mapwpytbl TMna OSPF
external 2;

- subnets — N03Bo/IAET UMNOPTUPOBATL NOACETY;

-name — nNPUMEHAET YKa3aHHYl MOAUTUKY  MMNOPTa,

nossonswoWy  GUAbTPOBaTb M
MMNOPTUPYEMbIE MApPLIPYThI;

- metric — ycTaHaB/MBaET 3HAaYEHUE METPUKMU AR UMNOPTUPYe-
MbIX MapLIPyTOB.

BHOCUTb NU3MeHeHunAa B

3anpeLaeT yKaszaHHY0 GyHKLMIO.

redistribute rip [metric metric]
[route-map name] [subnets]

no redistribute rip [metric
metric] [route-map name]
[subnets]

metric: (1..65535);
name: (1..255) cumBona

MmnopT mappyTos u3 RIP 8 OSPF.

- metric — 3HaYeHMe METPUKM ANA UMNOPTUPYEMbIX MapPLLPYTOB;
- name — MMA NOAUTUKM UMMNOPTA, NO3BOAAOLLEN GUNLTPOBATL
1 BHOCMTb U3MEHEHMA B UMNOPTUPYEMbIE MapLUPYThI;

- subnets — no3sosAeT MMNOPTMPOBATL NOACETH.

3anpelLyaeT yKasaHHy GyHKLMIO.

compatible rfc1583

BkntouaeT coBmecTmocTtb ¢ RFC 1583 (TonbKko ans IPv4).

- -/enabled
no compatible rfc1583 BbikntoyaeT coBmectumocTb ¢ RFC 1583.
router-id A.B.C.D A.B.C.D: YcTaHaBAnBaeT MAEHTUPUMKATOP MapLIpyTM3aTopa, KOTOpbIl
naeHTnduKaTop YHUKaNbHO MAeHTUUMLMPYET MapLIpyTU3aTop B Npesenax on-

no router-id A.B.C.D

MapLpyTusaTtopa B
dopmarte ipvd-agpeca

HOW aBTOHOMHOW CUCTEMBbI.

YcTaHaBAMBaeT 3HaYeHUe No YMOAYAHUIO.

network ip_addr area A.B.C.D
[shutdown]

no network ip addr

ip_addr: A.B.C.D

BKAoUUTL (OTKNOUKNTL) 3K3emnnsap OSPF Ha IP-uHTepdelice (ans
IPv4).

Ynanset IP-agpec nntepdelica.

default-metric metric

no default-metric

metric: (1..65535)

YcraHaBausaeT meTpuKky OSPF-mapwpyTa.

OTKAtoYEHUE DYHKLUN.

area A.B.C.D stub
[no-summary]

no area A.B.C.D stub

A.B.C.D:
naeHTnduKaTop
maplpyTusaTopa B
¢dopmarte IPvd-agpeca

YcTaHaBAMBaeT ANA YKa3aHHOM 30Hbl TMN stub. 3oHa — coBoKyn-
HOCTb CeTeil M MapLpPyTU3aTOPOB, MMEILWMX OAUH U TOT XKe
naeHTnduKaTop.

- no-summary — He OTNPaBAATb MHPOPMALMIO O CYMMMUPOBAH-
HbIX BHELUHUX MapLIpyTax.

YcTaHaBAMBaeT 3HaYeHne Mo YMONYaHUIO.

area A.B.C.D nssa
[no-summary]
[translator-stability-interval
interval] [translator-role
{always | candidate}]

no area A.B.C.D nssa

A.B.C.D:
naeHTnduKaTop
MmapLpytusaTopa B
¢dopmarte IPv4-agpeca;
interval: uenoe
NOJIOKUTENBHOE YNCIO;

YcTaHaBAMBaET AN5 YKa3aHHOM 30HbI TUN NSSA.

- no-summary — He NPMHMMATb MHGOPMALMIO O CYMMMPOBAH-
HbIX BHELUHWUX MapLupyTax BHyTPb NSSA-30HbI;

- interval — onpepenseT NPOMeXKYTOK BpeMeHu (B ceK), B Teye-
HWEe KOTOPOro TPaHCAATOP OyAeT BbINOAHATL CBOW OYHKLUK
nocne TOro, Kak OBHAPYKMT, 4TO TPAHCAATOPOM CTan ApYrow
rPaHNYHBIN MapLUpyTU3aTOP.

- translator-role — onpegenset, Kakum 06pa3oM Ha MapLIpyTU-
3aTope b6yneT PYHKLMOHMPOBATL PEXUM TpaHCAATOpa (TpaHc-
naumm Type-7 LSA B Type-5 LSA):

- always — B NpUHYAUTENbHOM NOCTOAHHOM PEXUME;

- candidate — B pexkume yyacTus B Bbibopax TpaHcasTopa.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.
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area A.B.C.D virtual-link
A.B.C.D [hello-interval secs]
[retransmit-interval secs]
[transmit-delay secs]
[dead-interval secs] [null |
message-digest] [key-chain
word]

A.B.C.D:
naeHTudumkaTop
MaplupyTusaTopa B
dopmarte IPvd-agpeca;
secs: (1..65535) cekyHa;

Co3gaHue BUPTYaNbHOrO COEAMHEHUA MEXAY OCHOBHOM U ApY-
TMMW yAaneHHbIMU 061acTAMM, KOTOPble UMEIT MEXAY HUMMU
obnactu.

- hello-interval — ykasatb hello-uHTepBan;

- retransmit-interval — ykasaTb MHTepBan meay MOBTOPHbIMU
nepegadyamu;

- transmit-delay — yka3aTb Bpema 3aepKu;

- dead-interval — ykasatb dead-uHTepBan;

- null — 6e3 ayTeHTUdPUKauuu;

- message-digest — ayTeHTUOMKaLMA C WndpoBaHUEM;

- word — naponb AN ayTeHTUMdUKaLmm.

- - word: (1..256)
no area A.B.C.D virtual-link CUMBOIOB Ypanaet BupTyanbHoe coegnHeHue.
A.B.C.D [hello-interval secs]
[retransmit-interval secs]
[transmit-delay secs]
[dead-interval secs] [null |
message-digest] [key-chain
word]
area A.B.C.D default-cost cost A.B.C.D: YcTaHaBAMBaAeT 3Ha4YeHMe CTOMMOCTM CYMMAPHOro MapLupyTa,
naeHTudumKaTop ncnonbayemoro ans stub- u NSSA-30H (ans IPv4).

no area A.B.C.D default-cost

MapLipyTU3aTopa B
dopmare IPv4-appeca;
cost: uenoe
NONOXKUTENIbHOE YNC/I0

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

area A.B.C.D authentication
[message-digest]

no area A.B.C.D authentication
[message-digest]

A.B.C.D:
naeHTuduKkaTop
MaplupyT13aTopa B
dopmare IPv4-appeca;
-/BbIKNOYEHO

BKntoyaeT ayTeHTMdMKauMIO ANnA Bcex WHTepdeicoB paHHOM
30HbI (anna IPv4):
- message-digest — c wnpposaHnem MD5.

OTKAtOYaEeT ayTeHTUdUKaLMIO.

area A.B.C.D range
network_address mask
[advertise | not-advertise]

no area A.B.C.D range
network_address mask

A.B.C.D:
naeHTudukaTop
MapLipyTU3aTopa B
dopmare IPv4-agpeca;
network_address:

Co34aeT CyMMapHbIii MapLIPyT Ha rpaHuLe 30HbI (ansa IPv4).
- advertise — aHOHCMPOBATb CO3A4aHHbIN MapPLUPYT;
- not-advertise — He aHOHCMPOBATb CO34aHHbIN MapPLUPYT.

Ypanaet cymmapHblii MapLpyT.

A.B.C.D;
mask: E.F.G.H
area A.B.C.D filter-list prefix A.B.C.D: YcTaHaBAMBaeT GUABLTP Ha MapLUPYTbl, aHOHCUPYEMbIE B YKa-
prefix_list in naeHTuduKkaTop 3aHHYI0 30HY M3 ApYrux 30H (gna IPv4).

no area A.B.C.D filter-list prefix
prefix_list in

MapLipyTU3aTopa B
dopmarte IPvd-agpeca;
prefix_list: (1..32)

Ypanaer ¢ounbTp Ha MapLlupyTbl, aHOHCUPYeMble B YKasaHHYIO
30HY U3 Apyrux 30H (ans IPv4).

cumBona
area A.B.C.D filter-list prefix A.B.C.D: YcTaHaBAMBaeT GUAbTP Ha MApLpPyTbl, aHOHCUMPYyEeMble U3 yKa-
prefix_list out naeHTuduKaTop 3aHHOW 30HbI B Apyrue 30Hbl (gna IPv4).

no area A.B.C.D filter-list prefix
prefix_list out

MapLipyTU3aTopa B
dopmarte IPv4-agpeca;
prefix_list: (1..32)

Ypaanaer GUALTP Ha MapLUPyTbl, aHOHCMPYEMble U3 yKa3aHHO
30HbI B Apyrue 30Hbl (g0 IPv4).

cMmBona
area A.B.C.D shutdown A.B.C.D: OTkntovaet npouecc OSPF ana 30HbI.
no area A.B.C.D shutdown naeHTMdUKaTop BkntoyaeT npouecc OSPF ans 30HbI.

MaplupyTusaTopa B
dopmarte IPvd-agpeca;
-/BKNOYEHO

shutdown

no shutdown

-/BKNOYEHO

OTkntovaeT npouecc OSPF.

Bkntouaet npouecc OSPF.

timers spf delay delay

no timers spf delay

delay: (0..600000)/5000
MC

YcTaHaBAMBaeT BeNIMUMHY 33J€epXKKW, NPOM3BOAMMON nepep
oyepeaHbIM nocnenoBaTeNbHbIM pacdeTom SPF.

YcTaHaBAMBaeT 3HaYeHUe No YMOAYaHUIO.
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timers Isa throttle min_interval
hold_interval max_interval

no timers Isa throttle

min_interval:
(0..60000)/5000 mc;
hold_interval:
(0..60000)/0 mc;
max_interval:
(0..60000)/0 mc

3agaéTr BpemeHHble napametpbl LSA-TpoTTauHra. TpOTTAMHE
[eNcTBYeT TONbKO Ha LSA, MCTOYHMKOM KOTOPbIX ABAAETCA Jo-
Ka/ibHOe YCTPOMCTBO.

- min_interval — MUHUManNbHLI BPEMEHHOW WHTEPBaN MeXAay
ABYMA NOCNefoBaTeNbHO OTNPABAAWMMUCA OAMHAKOBLIMU
LSA.

- hold_interval — vHTepBan, onpegenAlWMi TeKylee Bpems
3agepKKu. C KaxKaoW HOoBOW nocnegoBaTenbHOlM LSA 3TOT uH-
TepBan YMHOXaeTcA Ha [Ba, MOKa He AOCTUrHET 3HayeHuA
max_interval.

- max_interval — mMaKCMManbHbI BPEMEHHOW UHTEPBAN MeXAy
ABYMA NocnefoBaTeNbHO OTNPABAAWMMUCA OAMHAKOBbIMU
LSA.

YcTaHaBAMBaAET 3Ha4YeHMe No YMONYaHUIO.

timers Isa arrival min_arrival

no timers Isa arrival
min_arrival

min_arrival:
(0..60000)/1000 mc

YcTaHaBAMBaeT MUHUMA/bHBIN BPEMEHHOW WMHTEPBAN, C KOTO-
pbiM MapwpyTu3aTop obpabaTtbiBaeT npuHMuMmaemble LSA.

YcTaHaBAWBaeT 3HaYeHUe No YMOAYAHUIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica IP

Bug, 3anpoca KOMaHAHOM CTPOKM:

console (config-ip) #

Tabnunua 279 — KomaHabl pexkuma KoHourypaumm nHtepdelica IP

KomaHoa

3Ha4yeHue/3HayeHue

o ymonyaHuro

Aelicmeue

ip ospf shutdown

BbikntoyaeT mapwpyTtusaumio no npotokony OSPF Ha uHTep-
deiice.

no ip ospf network

- -/BKOYEHO
no ip ospf shutdown BKkntoyaeT mapwpytusaumio no npotokony OSPF Ha WHTep-
delice.
ip ospf network {broadcast | BblbpaTb TMN ceTH:
point-to-point} - broadcast — wupoKoBeLlaTeNbHaA CeTb C MHOMKECTBEHHbIM
-/broadcast [OCTYrOM;

- point-to-point — ceTb «TOYKA-TOYKa».

YcTaHaBAMBaeT 3HAYeHWe no YMONYaHULO.

ip ospf authentication
[key-chain key_chain | null |
message-digest]

no ip ospf authentication
[key-chain]

key_chain: (1..32)
CMMBOOB;
Mo ymonyanuio
ayTeHTudUKaumaA
OTK/ItOYEHA

BkntoyaeT ayTeHTUPMKauuto 8 OSPF 1 onpeaenset ee tmn:

- key_chain —vums Habopa Kntoyel, co3g4aHHOro KomaHaomn key
chain;

- null — He ncNoNb30BaTb AyTEHTUDMKALMIO;

- message-digest — ayTeHTUdMKauma MD5.

YcTaHaBAMBaeT 3HaYeHne Mo YMONYaHUIO.

ip ospf authentication-key key

no ip ospf authentication-key

key: (1..8) cumsonos

HasHauaeT naponb ans ayteHTMdUKaUMK cocenem, LOCTYMHbIX
yepes Tekylwmit uHTepdelic. MNaponb, yKasaHHbIN Takum obpa-
30M, bygeT BHeAPEH B 3aro/IOBOK KaXKA0ro yxXo4Aallero B Ty
ceTb naketa OSPF B KauecTBe Kato4a ayTeHTUGUKALUM.

Ypanaet naponb.

ip ospf cost cost

no ip ospf cost

cost: (1..65535)/10

YcTaHaBAMBaeT METPUKY COCTOAHUA KaHasa, KOTopan ABAAeTcA
YC/IOBHbIM MOKasaTenem "cToMmocTu" nepecbisiku AaHHbIX MO
KaHany.

YcTaHaBAMBaeT 3HaYeHue no YMOANYaHULO.

ip ospf dead-interval {interval |
minimal}

no ip ospf dead-interval

interval: (1..65535)
CEeKyHS;
minimal — 1cek

YcTaHaBAVWBaET MHTEPBa/ BPEMEHW B CEKYHAAX, MO UCTEYEHUU
KoToporo coceg, 6yAeT cuMTaTbCA HEaKTUBHbIM. ITOT UHTEpPBan
OOJ/IKEH 6bITb KpaTHbIM 3HadeHuto hello-interval. Kak npasu-
no, dead-interval paBeH 4 wuHTepBanam otnpaBku hello-
NaKeTos.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.
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ip ospf hello-interval interval

interval: (1..65535)/10

YcTaHaBAMBAET MHTEPBAN BPEMEHU B CEKYHAAX, MO UCTEYEHUM
KOTOPOro MapLipyTnsatop oTnpasnset cneagytowmii hello-

CeKyHA, NnakKeT c uHTepodeiica.
no ip ospf hello-interval YcTaHaBAMBaeT 3HaYeHUe No YMOHAHUIO.
ip ospf mtu-ignore bled OTkAtoveHme nposepkn MTU.
no ip ospf mtu-ignore /enable YcTaHaBAMBaeT 3HaYeHMe No YMOIYaHUIO.
ip ospf passive-interface 3anpewaet |P-uHTepdelicy obmMeHMBATLCA MNPOTOKO/bHbIMU
CcoObWEeHNAMM C coceaamm Yepes yKasaHHbIN U3NYEeCcKuit
-/disabled nHTEpoeiic.

no ip ospf passive-interface

Paspewaet IP-uHTepdeiicy 0BMEHMBATLCA MNPOTOKObHbIMM
Co0bLLEeHUAMM C coceaamu.

ip ospf priority priority

no ip ospf priority

priority: (0..255)/1

YcTaHaBAMBaeT MNPUOPUTET MApPLLPYTM3aTopa, KOTOPbIN MC-
nonb3yetca Ana sbibopa DR v BDR.

YcTaHaBAMBAET 3HAYeHUe No YMO4YaHUIO.

ip ospf retransmit-interval
interval

no ip ospf retransmit-interval

interval: (1..65535)/5
CEeKYHA,

BKkntoyaeT ayTeHTMOMKaumio B OSPF 1 onpegenseT ee Tmn:
- text — ayTeHTUOUKALMA OTKPbLITbIM TEKCTOM;

- key_chain — nma Habopa Katoyel, CO34aHHOIO KOMaHAoM
key chain.

YcTaHaBAMBaeT 3HaYeHue no YMOYaHUIO.

ip ospf transmit-delay delay

no ip ospf transmit-delay

delay: (1..65535)/1
CeKYHA,

YcTaHaBMBaeT NpMMepHoe BpemMa B CeKyHAax, Heobxoammoe
ONA Nepefaym nakerta COCTOAHMUA KaHana.

YcTaHaBAMBaeT 3HaYeHue no YMOYaHUIO.

KomaHObI pexcuma KoHguaypauuu uHmepdgelica Ethernet, VLAN:

Buz 3anpoca KOMaHAHOM CTPOKM:

console (config-if) #

Tabnuua 280 — KomaHabl pexxnma KoHburypaumm nitepdeica Ethernet, VLAN

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

ipv6 ospf shutdown

no ipv6 ospf shutdown

-/BKIOYEHO

BbikntovaeT mapuwpyTtusaumio no npotokony OSPFv3 Ha uHTep-
deiice.

BkatoyaeT maplipytusaumio no npotokony OSPFv3 Ha uHTep-
deiice.

ipv6 ospf process area area
[shutdown]

process: (1..65536);
area: naeHTMouKaTop
MaplupyTusaTopa B
¢dopmarte IPvd-agpeca

BkatounTb (0TKAOUMTL) OSPF npouecc Ana onpeaeneHHoMn 30HbI.

ipv6 ospf cost cost

no ipv6 ospf cost

cost: (1..65535)/10

YcTaHaBMBaeT METPMKY COCTOSHUA KaHasna, KoTopas sBaseTca
YCNOBHbIM MOKasaTenem "CToMmocTu" NepecbiiKM AaHHbIX Mo
KaHany.

YcTaHaBAMBaeT 3HaYeHue no YMOYaHUIO.

ipv6 ospf dead-interval interval

no ipv6 ospf dead-interval

interval: (1..65535)
CeKyHA,

YCTaHaBAMBAET MHTEPBAN BPEMEHW B CEKYHAAX, MO UCTEYEHUU
KOTOporo coces, 6yAeT cuMTaTbCA HEAKTUBHBIM. 3TOT MHTEpBan
[OMKeH BbITb KpaTHbIM 3HadeHuto hello-interval. Kak npasuno,
dead-interval paseH 4 nHTepBanam otnpasku hello-nakeTos.

YcTaHaBAnBaeT 3HaYeHUe No YMOIYAHUIO.

ipv6 ospf hello-interval interval

interval: (1..65535)/10

YcTaHaB/MBaeT MHTEPBaAA BPEMEHM B CeKyHAaX, Mo UCTeYeHMM
KOTOPOro MaplupyTusaTtop oTnpasaseT caegyowmii hello-naker

no ipv6 ospf mtu-ignore

CeKyHA, c nHTepdelica.
no ipv6 ospf hello-interval YcTaHaBAMBaeT 3HaYeHMe No YMOIYaHUIO.
ipv6 ospf mtu-ignore . OTkAtoveHne nposepkn MTU.
-/disabled

YcTaHaBAnBaeT 3HaYeHUe No YMOIYAHUIO.

ipv6 ospf neighbor
{ipv6_address}

ipv6 ospf neighbor
{ipv6_address}

3apaet IPv6 agpec coceaa.

Ypansaet IPv6 agpec coceaa.
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ipv6 ospf priority priority

no ipv6 ospf priority

priority: (0..255)/1

YcTaHaBAMBaeT NPUMOPUTET MapLUPYTU3aTOPa, KOTOPbINA MCNONb-
3yeTcA ans sbibopa DR 1 BDR.

YcTaHaBAMBaeT 3HaYeHne No YMOAYaHUIO.

ipv6 ospf retransmit-interval
interval

no ipvé6 ospf
retransmit-interval

interval: (1..65535)/5
CeKyHA,

YcTaHaBAWBaET MHTEPBANA BPEMEHU B CEKyHAAX, MO UCTEYEHUMU
KOTOPOro MapLUpyTM3aTOp NOBTOPHO OTMPABUT NaKeT, Ha KOTO-
pbIi He MOAyYMa NOATBEPKAEHMA O MOAyYyeHuWu (Hanpumep,
Database Description naket uam Link State Request naketbl).

YcTaHaBAMBaeT 3HaYeHUe No YMOAYaHUIO.

ipv6 ospf transmit-delay delay

no ip ospf transmit-delay

delay: (1..65535)/1
CeKyHA,

YcTaHaBAMBaeT NpUMeEpHOe Bpemsa B CeKyHAax, Heobxogumoe
[ONA Nepefiayn nNakeTa COCTOAHWUA KaHana.

YcTaHaBAMBaET 3Ha4YeHWe No YMONYaHUIO.

KomaHOb1 pexcuma privileged EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK B pexume privileged EXEC:

console#

Tabnunua 281 — KomaHab! perkuma privileged EXEC

KomaHoa

3Ha4yeHue/3HayeHue
no ymoa4yaHuro

Aelicmeue

show {ip | ipv6} ospf
[process_id]

process_id: (1..65536)

OTobparkaeT KoHdurypauum OSPF.

show {ip | ipv6} ospf
[process_id] neighbor

process_id: (1..65536)

OTobparkaeT nHpopmaumm 06 OSPF-cocepsx.

show ip ospf [process_id]
neighbor A.B.C.D

process_id: (1..65536);
A.B.C.D: IP-appec
cocefia

OTobparkaeT uHpopmaumm o6 OSPF-cocese ¢ yKasaHHbIM agpe-
com.

show {ip | ipv6} ospf
[process_id] interface

process_id: (1..65536)

OTobparkaeT KoHduUrypauum scex OSPF-uHTepdelicos.

show {ip | ipv6} ospf
[process_id] interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group | vlan
vlan_id | tunnel tunnel_id}

process_id: (1..65535);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..16);
vlan_id: (1..4094);
tunnel_id: (1..16)

OTobparkaeT KoHdUTrypauumn KoHkpeTHoro OSPF-uHTepdelica.

show {ip | ipv6} ospf
[process_id] database [router |
summary | as-summary]

process_id: (1..65535)

OTobparkaeT cocTonHWe 6a3bl 4aHHbIX NpoTokona OSPF.

show {ip | ipv6} ospf
virtual-links [process_id]

process_id: (1..65535)

OTo6pakaeT napameTpbl W TeKyliee COCTOSHWE BUPTYasbHbIX
JINHKOB.

5.34.4 Hacmpoiika Virtual Router Redundancy Protocol (VRRP)

MpoTtokon VRRP npegHasHaueH A4/1A pe3epBMPOBAHUA MapLUPYTU3aTOPOB, BbIMOJIHAKOWMNX PO/b
LU1t03a MO YMOJIYAHUIO. ITO AocTUraeTca nyTém obbeamHeHus IP-uHTepdencos rpynnbl MapLLpyTU3aTopoB
B OAWMH BUPTYanbHbIA, KOTOPbIA BYyAEeT MCNOAb30BaTbCA KaK LUAO3 MO YMOYAHUIO 417 KOMMbIOTEPOB B
ceTu. Ha KaHanbHOM ypoBHe pesepBupyemble nHTepdelicol umeroT MAC-agpec 00:00:5E:00:01:XX, rae XX
— Homep rpynnbl VRRP (VRID).

ToNbKO OAMH U3 GUINYECKUX MAPLLIPYTU3ATOPOB MOKET BbINOAHATb MapLIpyTU3aumio Tpaduka Ha
BUpTyanbHom IP-uHTepdeiice (VRRP master), ocTanbHble MapLUpyTU3aTopbl B rpynne npeaHasHayeHbl Ana
pesepsupoBaHua (VRRP backup). Bbibop VRRP master npoucxoguT B cootBetctBum ¢ RFC 5798. Ecau
TEeKyLWMii master cTaHOBMTCA HeZOCTYMNHbIM — Bblbop master'a nosTopaeTcA. HauBbiClMA NpuopuTeT
uMmeeT MapLlpytTnusatop ¢ cobctBeHHbIM |P-agpecom, coBnagatowmm ¢ BUPTyasbHbIM. B cnyyae
[OCTYNHOCTM OH Bcerga ctaHoButca VRRP master. MakcumanbHoe Konmyectso VRRP-npoueccos — 50.
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KomaHObI pexcuma KoHgpu2ypayuu uHmepaeticos Ethernet, VLAN, uHmepgelica epynnel nopmos

Bua 3anpoca KOMaHOHOM CTPOKM B pexume KoHdurypaumm uHTepdelicos Ethernet, VLAN,
WHTepdelica rpynnbl NOPTOB:

console (config-if) #

Tabnunua 282 — KomaHgb! pexxmma KoHourypaumm nHtepdelica Ethernet, VLAN, nntepdeiica rpynnsi nop-

TOB

KomaHda

3HayeHue/3Ha4yeHue
o yMmon4YaHuro

Aeiicmeue

vrrp vrid description text

no vrrp vrid description

vrid: (1..255);

text: (1..160 cumBonoB).

[JobasneHne onucaHuAa uUeAn UAM ucnonb3oBaHua ana VRRP
MapLpyTusaTopa ¢ uaeHTUPUKaTOpoMm vrid.

Ypanenune onncaHna VRRP-mapwpyTtumsatopa.

vrrp vrid ip ip_address

no vrrp vrid ip [ip_address]

vrid: (1..255)

Onpegenerune IP-agpeca VRRP-mapwpyTtunsatopa

Ypanenne IP-agpeca VRRP ¢ mapuwpyTtusaTtopa. Ecam B Kadectse
napametpa He yKasaH IP-agpec, To yganartca sce IP-agpeca smpTy-
a/IbHOrO MapLIpyTM3aTopa, BCAeACTBME Yero yaannTca u cam Bup-
TyaNbHbl1 MapLLIpyTU3aTop vrid Ha JAaHHOM YCTPOMICTBE.

vrrp vrid preempt

no vrrp vrid preempt

vrid: (1..255);
Mo ymonyaxuio
BKJ/IIOYEHO

BkntoueHne pexunma, npu Kotopom backup-maplipyTtusatop ¢
6osiee BbICOKMM MpuopuTeTOoM ByaeT MbiTaTbCA NEepPexBaTUTb Ha
cebsa ponb master y Tekyliero master-mapwpytusatopa c 6onee
HU3KUM MPUOPUTETOM.
| MapwpyTtnsatop, KoTopbiii saBaseTca Baagenbuem IP-
V agpeca MmapuwpyTtusatopa, 6yaer nepexsaTbiBaTb Ha
ceba ponb master He3aBUCMMO OT HACTPOEK AAHHOMU
KOMaHAbI.

YCTaHOBKA 3HAYeHUA No YMO/THaHUIO.

vrrp vrid priority priority

no vrrp vrid priority

vrid: (1..255);
priority: (1..254);
Mo ymonyaHuto: 255
ana snagensua IP-
appeca,100 pna

HasHaueHue npuoputeta VRRP-mapwpyTtnsatopa.

YCTaHOBKA 3HAYeHUA No YMO/THaHUIO.

OCTa/IbHbIX
vrrp vrid shutdown vrid: (1..255); BbikntoyeHre VRRP npoToKoia Ha AaHHOM MHTepdeice.
no vrrp vrid shutdown Mo ymonyaHuto: BkntoyeHne VRRP npoToKona Ha saHHOM uHTepodelice.
BbIKNIOYEH
vrrp vrid source-ip ip_address OnpegeneHune peanbHoro VRRP-agpeca, KoTopbiit byaeT ucnonb-
vrid: (1..255); 30BaTbcA B KauvectBe IP-agpeca otnpasutens ana  VRRP-
Mo ymonyanuio: 0.0.0.0 | coobLieHnw.
no vrrp vrid source-ip YCTaHOBKa 3HaUYeHMA Mo YMOAYAHUIO.
vrrp vrid timers advertise OnpepgeneHne  uHTepsana MeXay  aHoHcamu master-

{seconds | msec milliseconds}

no vrrp vrid timers advertise
[msec]

seconds: (1..40);
milliseconds:
(50..40950);

Mo ymonyaHuto: 1 cek

MapLupyTusaTtopa. Ecnm uHTepBan 3afaH B MUNIUCEKYHAAX, TO
NPOUCXOAUT OKpYrAeHne BHM3 A0 baunkaliwei cekyHapl ana VRRP
Version 2 1 Ao 6aMKallmMx coTbiX Aonen cekyHabl (10 munnnce-
KyHA) pna VRRP Version 3.

YcTaHOBKa 3Ha4YeHuUA no YMONYaHUIO.

vrrp vrid version {2 | 3 | 2&3}

OnpegeneHuve noaaepkmaemoit sepcun VRRP npoToKona.

-2 — nopaep:kuneaetca VRRPv2, onpegeneHHbin B8 RFC3768. Mony-
Yyaemble VRRPV3 cooblueHna oTbpacbiBalOTCA MapLIpyTU3aTOPOM.
OTnpasasatoTca Tonbko VRRPV2 aHOHCbI.

-3 — nopgaep:kmeaetca VRRPv3, onpeaeneHHbin B RFC5798, 6e3
coBmectumoctn ¢ VRRPv2 (8.4, RFC5798). Nonyyaembie VRRPv2
coobuieHns oTbpacbiBatoTcA MapLlipytTusaTopom. OTnpasasatoTca
TonbKo VRRPV3 aHOHCHI.

- 2&3 - noppepxueaetca VRRPv3, onpepeneHHbit 8 RFC5798 ¢
obpaTtHoit coBmectumocTbio ¢ VRRPV2. Monyyaemblie VRRPV2 co-
oblweHna obpabaTtbiBatoTca MapwpyTusatopom. OTnpasaatoTCcA
VRRPv2 1 VRRPvV3 aHOHCbI.

Moaaep:kmsaetca Tonbko VRRP Bepcuu 3. Pexkumbl 2 n 2&3 6yayT
noaaepxuneaTbca B byaywmx sepcuax MNO.
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| no vrrp vrid version | YcTaHOBKa 3HaYeHMA MO YMO/IHaHUIo. |

KomaHObI pexcuma privileged EXEC

Bce KomaHAap! AOCTynHbl ANA NPpUBUNETMPOBAHHOIO NOJ/1b30BAaTENA.

BuAa 3anpoca KomaHAHOM CTPOKKM pexnma privileged EXEC:

console#

Tabnnua 283 — KomaHab! perkuma privileged EXEC

3HayeHue/3HayeHue

Aelicmeue
110 yMOAYAHUIO

KomaHoa

MpoCMOTP KPaTKOM MAKN AeTaNbHON MHbOPMALMK ANA BCEX UK

OAHOr0 HAaCTPOEHHOro BUPTYyanbHOro mapwpytunsatopa VRRP.

- all — npocmoTp MHbOPMaLMKM O BCEX BUPTYaNbHbIX MAPLLIPYTU-

te_port | fortygigabitethernet roup: (1..16); 3aTOpax, BKAKOYAA OTKAHOYEHHbIE;

fo_port | port-channel group | & .p. e - brief — npocmoTp KpaTKoi MHPOPMaLMM O BCEX BUPTYasIbHbIX
. vlan_id: (1..4094)

vlan vian_id}] MapLLpyTU3aTopax.

show vrrp [all | brief |
interface {gigabitethernet
gi_port | tengigabitethernet

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

[pumepbl 8b1M0AHEHUS KOMAHO

= Hactpoutb IP-agpec 10.10.10.1 Ha VLAN 10, ncnonb3oBaTtb 3TOT aApeC B KayecTBe aapeca BUPTY-
aNbHOro MapuwpyTtusatopa. Bkatountb VRRP-npoTokon Ha nHtepdeice VLAN.

console (config-vlan)# interface vlan 10
console (config-if)# ip address 10.10.10.1 /24
console (config-if)# vrrp 1 ip 10.10.10.1
console (config-if) # no vrrp 1 shutdown

=  [locmoTpeTb KoHdurypauuio VRRP:

console# show vrrp

Interface: vlan 10

Virtual Router 1

Virtual Router name

Supported version VRRPv3

State is Initializing

Virtual IP addresses are 10.10.10.1 (down)
Source IP address is 0.0.0.0 (default)
Virtual MAC address is 00:00:5e:00:01:01
Advertisement interval is 1.000 sec
Preemption enabled

Priority is 255

5.34.5 banaHcupoeka Hazpy3Kku Equal-Cost Multi-Path (ECMP)

banaHcuposka Harpyskm ECMP no3sonseT nepefaBaTtb NakeTbl OAHOMY MOYyHaTENO NO HECKO/bKUM
«AYYWUM Mapipytam». JaHHbIM GyHKUMOHAN NpeAHasHAYeH oA pacnpeneneHma Harpy3ku u onTMmum-
3aLMM NponycKHoM cnocobHocT ceTn. ECMP moskeT paboTaTb Kak CO CTaTUYECKMMM MAPLUPYTaMK, Tak U C
NPOTOKO/AaMM ANHAMUYECKoN MapwpyTtusaumm RIP, OSPF, BGP.

KomaHObI pexcuma enobanbHoU KoOHU2ypayuu

Bupa 3anpoca KOMaHAHOM CTPOKU B pexume rnobanbHOM KoHoUrypaumm:
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console (config) #

Tabnunuya 284 — KomaHab! perkmma rnobanbHom KoHGUrypauum

KomaHda

3HayeHue/3Ha4yeHue
no yMmoA4aHuo

Aeiicmeue

ip maximum-paths
maximum_paths

no ip maximum-paths

maximum_paths:
(1..64)/1

3afaTb MAaKCMMasIbHOE KOJIMYECTBO MyTel, KOTopble MOTYT BbITb
ycTaHoB/eHbl B FIB anA Kaxkaoro mapupyTa.

HacTpoiika BCTYNUT B CAY TONIbKO NOC/AE COXPaHEHUA
V KOHUrypaumm u nepesarpysku ycTpoicrea.

YCTaHOBWUTb 3HAYeHME NO YMOI4aHUIO.
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6 CEPBUCHOE MEHIO, CMEHA NMPOrPAMMHOIO OBECNEYEHUA

6.1 MeHio Startup

MeHtio Startup ncnonb3yetca AnAa BbINO/IHEHMA  CheuuaZibHbIX npouenyp, Takux Kak
BOCCTaHOB/1IEHNE 3aBOACKUX HACTPOEK N BOCCTAaHOB/1IEHNE NApPOAA.

Ona Bxopma B meHo Startup Heobxoaumo npepBaTb 3arpysky Haxkatmem Knasuwm <Esc> wnu
<Enter> B Te4yeHWe NepBbIX ABYX CEKYHZ MOC/e MOSAB/EHUSA COObOLLEeHUA aBTO3arpy3ku (MO OKOHYaHMM
BbINONHEHUA npoueaypbl POST).

Startup Menu
Restore Factory Defaults
Boot password
Password Recovery Procedure
Image menu
] Back
Enter your choice or press 'ESC' to exit:

[ —

[1
[2
[3
[4
[5

[ns BbIXO4a U3 MEHIO M 3arpy3KM YCTPOMCTBA HaXKmuTe Knasuwy <5>, 1nbo <Esc>.
Ecnm B TeueHue 15 cekyHg (3HaueHMe No YyMONYaHUIO) He Bbl6paH HU O4UH U3 NYHKTOB MEHIO,
e TO 3arpysKa yCTPOWCTBA NPOAO/KUTCA. Bpema 0XXUAaHMA MOXKHO YBEAUUUTb C NOMOLLbIO

KOMaHZA, KOHCONU.

Tabnunua 285 — OnucaHune meHto Startup

Ne HazeaHue OnucaHue
Restore Factory Defaults [aHHas npouesypa UCNONb3yeTca A yAaNeHUs KoOHoUrypaumm ycTporicrea. Boc-
<1> BoccTaHOBEHME 3aBOACKUX CTaHOB/IEHME KOHOUTYPALLMK MO YMONYAHUIO.
HacTpoeK
Boot password [aHHaa npoueaypa MCMob3yeTca ANA YCTaHOBKM/yAaneHWa napons Ha Hauvanb-
<2> YcTaHoBKa / yaaneHue napons | Hbli 3arpysyuuK.

Ha HaYaNbHbIW 3arpy3ymK

[aHHaa npoueaypa MCNonb3yeTca A8 BOCCTAHOB/IEHUA YTPAYEHHOro Naposis, oHa
No3BOASAET NOAKMOUUTLCA K YCTPOIACTBY 6€3 napons.

password Recovery Procedure [na BOCCTAHOB/IEHMA MapPO/IA HaMKaTb KNaBuLly <2>, MPU NOCAEAYHOLWEM MOAKIO-

<3> BoccTaHoBAeHMe Napons YEHWUU K YCTPOMCTBY naponb byaet MPOUrHOPUPOBAH.
Current password will be ignored!
[na Bo3BpaTa B MeHo Startup HaxkmuTe Knasuuwy [enter].
==== Press Enter To Continue ====
[aHHasa npoueaypa ucnonbsyetca A4 Bbibopa akTMBHOro ¢aina cuctemtoro MO.
Ecnv He BbIBpaH HOBbIN 3arpysKeHHbIN dainn cuctemHoro MO aKTUBHbLIM, TO YCTPOWM-
Image menu CTBO BbIMOJ/IHUT 3arpy3Ky C UCNONb30BAHMEM TEKYLLErO aKTUBHOTO 06pasa
<4> Bbibop akTMBHOrO dalina Image menu
cucremHoro MO [1] Show current image - npocmoTp AaHHbIX 0 BepcuaAx MO Ha ycTpoicTee
[2] Set current image — BbI6op akTMBHOrO Paina cuctemHoro NO
[3] Back
<5> Back [lna BbIXOAA M3 MEHIO M 3arpysKku yCTPOMCTBa HaxmuTe Knasuwy <Enter>, nnbo
Bbixoa, U3 meHto <Esc>.

Ethernet-kommymamopel cepuli MES53xx, MES33xx, MES35xx, MIES23xx 249




DHELTEX

6.2 O6HoBNeHMe nporpammHoro obecneveHus c cepsepa TFTP

Cepsep TFTP pgonkeH 6biTb 3anylweH U HAaCTPOEH Ha KOMNblOTepe, C KoToporo byaer 3a-
rpyKatbcs nporpammHoe obecneuyeHue. Cepsep AOMKEH MMETb pa3spelleHne Ha uYTeHue
daiinos HauanbHOro 3arpysumnka n/wam cuctemHoro NMO. Komnblotep ¢ 3anyweHHbim TFTP-
cepBepom AoJixKeH 6biTb AOCTYNeH AN KOMmyTaTopa (MOXKHO MPOKOHTPOAUPOBAThb, Bbl-
NONHMB Ha KOMMyTaTope KomaHay ping A.B.C.D, rge A.B.C.D — IP-agpec KomnbioTepa).

.‘

’ ‘ O6HoBNEHME NPOrpamMmmHOro o6ecneyeHna MOXKET OCYLLECTBAATLCA TOJIbKO NPUBUIETUPO-
- BaHHbIM NOJb30BaTeNeM.

6.2.1 O6HOoBMEHUE CUCMEeMHO020 NPOo2PAMMHO20 obecnevyeHusn

3arpy3Ka ycTpoiicTBa ocyllecTsasetca U3 ¢daina cuctemHoro nporpammHoro obecnevernus (M0O),
KOTOPbIA XpaHuTcA Bo ¢nsw-namatu. MNpu obHoBAEHMM HOBbIM ¢dainn cuctemHoro MO coxpaHAeTca B
cneuyanbHO BblgefeHHOM obnact namaTu. lNpu 3arpyske yCTPOMCTBO 3anycKaeT aKTUBHbIM daiin
cuctemHoro MO.

’ ‘ Ecnn Homep yCTPOMCTBA He 3afaH, AaHHAA KOMaHAa NPUMEHAETCA K BegyLiemy YyCTPpOMUCT-
e BY.

Ona npocmoTpa TeKyllel BepCcuM CUCTEMHOrO nporpammHoro obecneyeHus, paboTtaroliero Ha
ycTpoiicTtee, BBeguTe KomaHay show version:

console#show version

Active-image: flash://system/images/ mes3300-403.ros
Version: 4.0.3
Commit: 25503143
MD5 Digest: 6£3757fabbb6ae3d20418e4d20a68ci4c
Date: 03-Jun-2016
Time: 19:54:26
Inactive-image: flash://system/images/mes3300-404.ros
Version: 4.0.4
Commit: 16738956
MD5 Digest: d907£3b075e88e6a512c£f730e2ad22£f7
Date: 10-Jun-2016
Time: 11:05:50

Mpoueaypa ob6HoBNeHMA MO:

CKkonunpoBaTb HOBbIN daiin NporpaMmHoOro obecrneyeHma Ha YCTPOWMCTBO B BblaesieHHyt0 06s1acTb
namaATn. PopmaT KOMaHZAbI:

boot system tftp://tftp_ip_address/[directory/|filename

Mpumep BbINONHEHMA KOMaHAbI:

console# boot system tftp://10.10.10.1/mes5324-401.ros

26-Feb-2016 11:07:54 $COPY-I-FILECPY: Files Copy - source URL
tftp://10.10.10.1/mes5324-401.ros destination URL flash://
system/images/mes5324-401.ros

26-Feb-2016 11:08:53 $COPY-N-TRAP: The copy operation was completed successfully

Copy: 20644469 bytes copied in 00:00:59 [hh:mm:ss]
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HoBas BepcnAa NnporpaMmmHoOro obecneyeHuns CTaHeT aKTUBHOW nocne nepes3arpyskmn Kommyrtartopa.

[na npocmoTpa AaHHbIX O BEPCUAX NPOrpaMmMHOro obecneyeHnn U MX akTMBHOCTU BBeAUTE KOMAH-
ay show bootvar:

console#show bootvar

Active-image: flash://system/images/mes5324-401.ros
Version: 4.0.1
MD5 Digest: 0534f43d80df854179f5b2b9007ca886
Date: 01-Mar-2016
Time: 17:17:31
Inactive-image: flash://system/images/ mes5324-401.ros
Version: 4.0.1
MD5 Digest: b66£fd2211e4££7790308bafad5d92572
Date: 26-Feb-2016
Time: 11:08:56

console# reload

This command will reset the whole system and disconnect your current
session. Do you want to continue (y/n) [n]?

MoaTteepanTe NepesarpysKy BBOAOM ‘y’.
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NPUNTOXKEHMUE A. MIPUMEPbI MPUMEHEHMA U KOHOUTYPALIUU YCTPOUCTBA

HacTpoiika npoToKosa MHOXecTBa cBA3yloWwmMx gepesbes (MSTP)

MpoTokon MSTP no3Bo/ISET CTPOUTbL MHOMKECTBO CBA3YIOLWMX AEPeBbeB ANA OTAE/bHbIX Tpynn
VLAN Ha KomMmyTaTopax J/IOKa/lbHOM CeTu, 4To Mo3BosAET 6asnaHcMpoBaTb Harpysky. 8 NpocToTbl
PacCcCMOTPUM C/yYail C TPEMA KOMMYTaTOpamm, 06beAMHEHHbIMM B KOJIbLLEBYHO TOMO/IOTUIO.

Myctb vlan 10, 20, 30 0bbeanHsaOTCA B NnepBoM 3ksemnnape MSTP, vlan 40, 50, 60 o6beanHsoTCS
BO BTOpPOM 3K3emnasape. Heobxoaumo, utobbl Tpaduk VLAN-oe 10, 20, 30 mexay nepBbiM U BTOPbIM
KOMMYyTaTOpammM nepeaaBasnca Hanpsamyto, a Tpaduk VLAN-os 40, 50, 60 nepegaBanca TPAH3IUTOM yepes
KommyTaTop 3. KommyTaTop 2 HasHauyMm KOPHEBbIM AJ17 BHYTPeHHero casasytowero aepesa (IST — Internal
Spanning Tree) B KOTOpOM NepegaeTca cnyebHaa nHoopmauma. KommyTaTopbl 06beANHAOTCA B KONbLLO,
ncnosb3ya noptol tel u te2. HUxke npuseaeHa cxema, M306parkatoLLLas IOrMYECKYHO TOMOOMMIO CETH.

VLAN 10,20,30 HasaHaveHb! Ha axsemnap 1
VLAN 40,50,60 HasHaveHb! Ha 3xzeMnnsap 2

xommyTarop 1 KommyrarTop 3

3T0T NOPT Nepechbinaer Tpacmk
AnA akaemnnapa 2 u Gnokupyer
Tpacuk anA akzemnnapa 1

370T NOPT NepeckinaeT Tpaduk
Ans akaemnnapa 1 u Gnokmpyer
Tpacduk ana akzemnnapa 2

KoMmyTarTop 2

PucyHok A.1 — Hacmpolika mpomoKona MHOXeCcmaa ceA3yowux 0epeasbes

Korza oivH M3 KOMMYTaTOPOB BbIXOAMT M3 CTPOS, MO0 06PbIBAETCA KaHa/l, MHOYKECTBO AEPEBLEB
MSTP nepecTpauBaeTca, 4YTO NO3BOAAET MUHUMU3UPOBATL NOCAEACTBMA aBapun. HuKe npuseseH npo-
uecc KoHpurypaumm KommyTtatopos. s 6onee HGbICTPON HAaCTPOMKM co3aaeTca obLWwmnit KOHOUIypaLMOH-
Hbll1 WabMOH, KOTOPbIV 3arpy»KaeTca Ha TFTP-cepBep U UCMOb3yeTcs BNOCeACTBUMM A1 HACTPOMKM BCEX
KOMMYTATOPOB.

1. CospaHue wabnoHa 1 KOHUrypaumsa NepBoro KOMMyTaTopa

console# configure

console (config) # vlan database

console (config-vlan)# vlan 10,20,30,40,50,60

console (config-vlan) # exit

console (config)# interface vlan 1

console (config-if)# ip address 192.168.16.1 /24

console (config-if)# exit

console (config)# spanning-tree mode mst

console (config) # interface range TengigabitEthernet 1/0/1-2
console (config-if)# switchport mode trunk

console (config-if)# switchport trunk allowed vlan add 10,20,30,40,50,60
console (config-if)# exit

console (config) # spanning-tree mst configuration

console (config-mst) # name sandbox
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console (config-mst)# instance 1 vlan 10,20,30

console (config-mst)# instance 2 vlan 40,50,60

console (config-mst) # exit

console (config) # do write

console (config) # spanning-tree mst 1 priority 0

console (config) # exit

consolef#copy running-config tftp://10.10.10.1/mstp.conf

Hactpoiika selective-qing
HobasnerHue SVLAN

MpuBeAeHHbIN 34eCb NPUMEP KOHGUTypauMmM KOMMyTaTopa AEMOHCTPUPYET, KaK A00aBNATb METKY
SVLAN 20 ko Bcem VLAN 3a uckntouyeHmnem VLAN 27.

console# show running-config

vlan database

vlan 20,27

exit

!

interface tengigabitethernetl/0/5

switchport mode general

switchport general allowed vlan add 27 tagged
switchport general allowed vlan add 20 untagged
switchport general ingress-filtering disable
selective-ging list ingress permit ingress vlan 27
selective-ging list ingress add vlan 20

exit

!

|

end

MoomeHa CVLAN

B ceTax nepepayn AaHHbIX LOBOJIbHO YAaCTO BO3HMKAIOT 3a434M, cBAsaHHble ¢ nogmeHol VLAN (Ha-
npumep, 418 KOMMYTaTOPOB YPOBHA AOCTyNa CyLW,ecTByeT TMNOBAA KOHPUTypauma, HO NONb30BaTeIbCKUI
Tpaduk, VOIP u Tpaduk ana ynpasneHus Tpebyetca nepenasatb B pasHbix VLAN Ha pa3nnyHbIX Hanpas-
nenHusx). B atom cnyyae 66110 6bl yA06HO BOoCcnosb3oBaTbea GyHKUMel noameHbl CVLAN ana 3ameHbl TU-
nusupoBaHHbiX VLAN Ha VLAN ans Tpebyemoro HanpasneHus. HuxKe npuBeseHa KOHOUrypaumMa KOoMmy-
TaTopa, B KOTOPOM ocyulecTeasaeTca nogmeHa VLAN 100, 101 1 102 Ha 200, 201 n 202:

console# show running-config

vlan database

vlan 100-102,200-202

exit

|

interface tengigabitethernet 1/0/1

switchport mode trunk

switchport trunk allowed vlan add 100-102,200-202
selective-ging list egress override vlan 100 ingress vlan 200
selective-ging list egress override vlan 101 ingress vlan 201
selective-ging list egress override vlan 102 ingress vlan 202

exit

end

Ethernet-kommymamopel cepuli MES53xx, MES33xx, MES35xx, MIES23xx 253




DHELTEX

Hactpoika multicast-TV VLAN

dyHkuma «Multicast-TV VLAN» paeT BO3MOXHOCTb MCNO/Ib30BaTb A1A Nepeaadym MHOroagpecHoro
Tpadmka ogHy VLAN B ceTu onepaTopa M A0CTaBAATb 3TOT TpadMK NOAb30BaTENAM AaKe B TOM Cay4yae,
€C/IN OHU He ABnAtTcA YneHamm 3Ton VLAN. C nomouwpto pyHKummn «Multicast-TV VLAN» morKeT bbITb cO-
KpallleHa Harpyska Ha ceTb onepaTopa 3a CYeT OTCyTCcTBMA Ay6AMPOBaHUA MHOFOAAPECHbIX AAHHbIX, Ha-
npumep, Nnpu npegocrasneHnm ycayrm IPTV.

Cxema npumeHeHna GyHKLMM NpeanonaraeT, YTo NOpTbl No/b3oBaTesiell paboTaloT B permMme «ac-
cess» Uam «customer» n NpuHaanexar K ntoboit VLAN 3a uckntoyeHnem multicast-tv VLAN. Nonb3oBaTtenu
MMELOT BO3MOXKHOCTb TO/IbKO NOJIy4aTb MHOrOagpecHbIn TpadmK n3 multicast-tv VLAN 1 He moryT nepega-
BaTb AaHHble B 310l VLAN. Kpome Toro, B KommyTaTope A0/1*KeH BbiTb HACTPOEH NOPT-UCTOYHUK multicast-
TpaduKa, KOTopbIN foNKeH 6bITb y4acTHMKOM multicast-tv VLAN.

Mpumep HacTPOIiKK ANA NOpTa B pexKume paboTbl access

1. BKAOYNUTb GMABLTPALMIO MHOTOAAPECHbIX AaHHbIX:

console (config)# bridge multicast filtering

2. Hactpoutb VLAN nonb3osatesneit (VID 100-124), multicast-tv VLAN (VID 1000), VLAN ynpaBneHun
(VID 1200):

console (config)# wvlan database
console (config-vlan)# vlan 100-124,1000,1200
console (config-vlan)# exit

3. HacTpouTb nopTbl NO/Ib30BaTENEN:

console (config) # interface range tel/0/10-24

console (config-if)# switchport mode access

console (config-if)# switchport access wvlan 100

console (config-if)# switchport access multicast-tv vlan 1000
console (config-if) # bridge multicast unregistered filtering
console (config-if)# exit

4. Hactpowutb uplink-nopT, paspewwns nepeaady MHoOroagpecHoro Tpaduka, Tpaduka noab3osaTenei
W ynpaBneHue:

console (config)# interface tel/0/1

console (config-if)# switchport mode trunk

console (config-if)# switchport trunk allowed vlan add 100-124,1000,1200
console (config-if)# exit

5. Hactpoutb IGMP snooping rnobanbHo 1 Ha nHTepdeicax, 4o6aBUTb NPUBA3KY rpynn:

console (config)# ip igmp snooping

console (config)# ip igmp snooping vlan 1000

console (config)# ip igmp snooping vlan 1000 querier
console (config)# ip igmp snooping vlan 100

console (config) # ip igmp snooping vlan 101

console (config)# ip igmp snooping vlan 102

( ) #

console (config ip igmp snooping vlan 103

console (config)# ip igmp snooping vlan 124

6. HacTtpouTb MHTepdelic ynpaBaeHusa:
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console (config)# interface wvlan 1200
console (config-if)# ip address 192.168.33.100 255.255.255.0
console (config-if) # exit

Mpumep HacTPOIKM ANA NOpTa B peXkume customer

[aHHbIN TUN NOAKNIOYEHNA MOXKeT BbITb UCMO/Ib30BaH A8 TOro, 4Tobbl MomeyaTb MoJib3oBaTe/lb-

ckue IGMP-report’vl onpeaeneHHbix VLAN (CVLAN) oTgeibHbIMKM BHEWHUMM MeTKamu (SVLAN).

1.

BKNtOUNTb GUABTPALMIO MHOTOAAPECHbIX SAHHbIX:

console (config) # bridge multicast filtering

Hactpoutb VLAN nonbsosatenei (VID 100), multicast-tv VLAN (VID 1000, 1001), VLAN ynpasne-
Husa (VID 1200):

console (config)# wvlan database
console (config-vlan)# vlan 100,1000-1001,1200
console (config-vlan) # exit

HaCTpOMTb NopT NOo/b30BaTeENA:

console (config)# interface tel/0/1

console (config-if)# switchport mode customer

console (config-if)# switchport customer vlan 100

console (config-if)# switchport customer multicast-tv vlan add 1000,1001
console (config-if) # exit

Hactpoutb uplink-nopT, paspewmns nepegayy MHoroagpecHoro Tpaduka, Tpaduka nosbsosaTtenem
W ynpasneHue:

console (config) # interface tel/0/10

console (config-if)# switchport mode trunk

console (config-if)# switchport trunk allowed vlan add 100,1000-1001,1200
console (config-if)# exit

Hactpoutb IGMP snooping rnobanbHo 1 Ha UHTepdelicax, 406aBUTb NPaBUAA MapPKMPOBKU MOJb-
3oBaTenbcknx IGMP-report’oB:

console (config

( ip igmp snooping
console (config

(

(

#

# ip igmp snooping vlan 100
console (config) #
console (config) #

ip igmp snooping map cpe vlan 5 multicast-tv vlan 1000
ip igmp snooping map cpe vlan 6 multicast-tv vlan 1001

)
)
)
)

HactpouTb nHTEepdeic ynpaBaeHus:

console (config)# interface wvlan 1200
console (config-if)# ip address 192.168.33.100 255.255.255.0
console (config-if) # exit
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NPUNOXEHUE B. KOHCO/IbHbIN KABE/Ib

D@1 G| W G

&) (1) () (9

RJ-45 DB-9

PucyHoK b.1 = [1oOKno4eHUEe KOHCOMbHO20 Kabens
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NMPUNOXEHUE B. NOAAEPXUBAEMbIE 3HAYEHUA ETHERTYPE

Tabnuua B.1 — Noaaep:knBaemble 3HaveHus EtherType

0x22DF 0x8145 0x889e 0x88cb 0x88e0 0x88f4 0x8808 0x881d 0x8832 0x8847
0x22EQ 0x8146 0x88a8 0x88cc 0x88el 0x88f5 0x8809 0x881e 0x8833 0x8848
0x22E1 0x8147 0x88ab 0x88cd 0x88e2 0x88f6 0x880a 0x881f 0x8834 0x8849
0x22E2 0x8203 0x88ad 0x88ce 0x88e3 0x88f7 0x880b 0x8820 0x8835 0x884A
0x22E3 0x8204 0x88af 0x88cf 0x88e4 0x88f8 0x880c 0x8822 0x8836 0x884B
Ox22E6 0x8205 0x88b4 0x88d0 0x88e5 0x88f9 0x880d 0x8824 0x8837 0x884C
Ox22E8 0x86DD 0x88b5 0x88d1 0x88e6 0x88fa 0x880f 0x8825 0x8838 0x884D
0x22EC 0x86DF 0x88b6 0x88d2 0x88e7 0x88fb 0x8810 0x8826 0x8839 0x884E
Ox22ED 0x885b 0x88b7 0x88d3 0x88e8 0x88fc 0x8811 0x8827 0x883A 0x884F
Ox22EE 0x885c¢ 0x88b8 0x88d4 0x88e9 0x88fd 0x8812 0x8828 0x883B 0x8850
Ox22EF 0x8869 0x88b9 0x88d5 Ox88ea 0x88fe 0x8813 0x8829 0x883C 0x8851
0x22F0 0x886b 0x88ba 0x88d6 0x88eb 0x88ff 0x8814 0x882A 0x883D 0x8852
Ox22F1 0x8881 0x88bf 0x88d7 0x88ec 0x8800 0x8815 0x882B 0x883E 0x9999
Ox22F2 0x888b 0x88c4 0x88d8 0x88ed 0x8801 0x8816 0x882C 0x883F 0x9c40
0x22F3 0x888d 0x88c6 0x88d9 Ox88ee 0x8803 0x8817 0x882D 0x8840

Ox22F4 0Ox888e 0x88c7 0x88db 0x88ef 0x8804 0x8819 0Ox882E 0x8841

0x0800 0x8895 0x88c8 0x88dc 0x88f0 0x8805 0Ox881a 0Ox882F 0x8842

0x8086 0x8896 0x88c9 0x88dd 0x88f1 0x8806 0x881b 0x8830 0x8844

0x8100 0x889b Ox88ca 0x88de 0x88f2 0x8807 0x881c 0x8831 0x8846
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NMPUNOXEHUE I'. OMNCAHUE NMPOLIECCOB KOMMYTATOPA

Tabnunuya .1 — OnMcaHWe NpoLLeccoB KOMMyTaTopa

Uma
OnucaHue npouecca

npouecca

3SMA Aging ana IP-multicast

3SWF MNepenaya NnakeToB MeXAy YPOBHEM 2 1 CETEBLIM YPOBHEM

3SWQ MporpammHan ob6paboTka ACL nepexBayeHHbIX NAaKETOB

AAAT YnpasneHue n o6paboTka metogos AAA

AATT Cumynatop AAA ana nposepkn metoaos AAA

ARPG Peanunsauma npotokona ARP

B_RS YnpaBneHue nepe3arpy3Koi yCTPOMCTB B CTEKe

BFD Peanunsauna npotokona BFD

BOXM JononHuTenbHble AeNCTBUA B CTEKE (MONyYeHWe CBEAEHWUIN O CTeKe, MHAMKAUMA, obmeH co-
obuweHnamm, cmeHa Unit ID)

BOXS O6paboTKa KOMaHA, COCTOAHUA CTeKa: aobaBneHne Master/Slave, usyyeHune Tononorumn, ob-
HoBsieHMe Bepcumn MO Begomoro ycTponctsa (slave)

BRGS Bridge Security — ARP Inspection, DHCP Snooping, DHCP Relay Agent, IP Source Guard, PPPoE
Intermediate Agent
Bridge Management: EAPS, STP, onepauuu c FDB (anob6asneHue, yaaneHue 3anuncei), 3epKa-

BRMN NnvpoBaHune, KoHdurypaums noptos/VLAN, GVRP, GARP, LLDP, IGMP Snooping, IP multicast,
OAM

BSNC ABTOMAT CMHXPOHM3aLMN BEAYLLEFO U BEAOMOIO YCTPOMCTB B CTEKE

BTPC KnueHt BOOTP

CDB_ KonnpoBaHune KOHOUIypauMoHHbIX ¢painnos

CFM Peanusaumsa Ethernet CFM

CNLD 3arpysKka/Bbirpy3ska KoHoUrypaumm

COPY YnpasneHue konuposaHvem $paiinos

CPUT Ytununsauma CPU

D_LM Link Manager — oTcnexKMBaHMe COCTOAHMA CTEK-IMHKOB

D_SP Stacking Protocol

DDFG PaboTa c ¢aitnosoin cuctemon

DFST PacnpeaenexHas dainosas cuctema (DFS). MUcnonb3yeTca B paboTe cTeka

DH6C DHCPv6-knuneHT

DHCP Cepsep u Relay Agent DHCP

DHCp Ping

DMNG Dinstant Manager — nosnyyeHue nHdopmaLmm ¢ yaaneHHbix oHUToB (Bepcua MO, uptime, yc-
TaHOBKa aKTMBHOro obpasa NO)

DNSC KnneHt DNS

DNSS Cepsep DNS

DSND Data Set Delays Report
Dispatcher — o6paboTKa cobbiThit OT yaaseHHbIX OHUTOB 06 U3MEHEHNN COCTOAHWUA BEHTUNA-

DSPT TOPOB, UCTOYHUKOB MUTAHWS, TepMoaaTunkos, SFP-TpaHcmBepos. MonyyeHne coobueHnit ot
yOaNeHHbIX oHUTOB 06 nx Bepcumn MO, cepuitHom Homepe, MD5 cymme MO.

DSYN Stack application

DTSA Stack application

ECHO MNpotokon ECHO

EPOE PoE (B3aMmopgeicTBme ¢ Nnoab3oBaTenem)

ESTC JNlornposaHue cobbiTnit 0 NpesbllweHMn noporos Tpaduka Ha CPU (cpu input-rate detailed)

EVAP TRX Training — aBTOMaTUYecKas HacTpoiKa napameTtpos SERDES
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EVAU Ob6paboTKa cobbiTnin Address Update, HUKHWI ypoBEHb, Nepeaaya Bbille

EVFB Onpoc coctoAHuna SFP

EVLC O6paboTKa cobbITUN O CMEHE COCTOSAHWUA NOPTA, HUXKHUIN YPOBEHb, Nepeaaya Bbile

EVRT RX Training

EVRX ObpaboTKa cobbITN NpMéma nakeTa us KommyTtatopa B CPU, HUKHUI ypoBeHb, nepeaaya
nakeTa Ha YpoBeHb 2

EVTX O6paboTKa cobbITMN OKOHYAHUSA OTNPaBKKU NakeTa n3 CPU B KOMMYTATOP, HUKHWUIM YPOBEHb

exRX O6paboTKa BbIX04a NAKETOB C HUKHEro YPOBHSA 2

FFTT YnpasneHue Tabanuen mapwpyTnsaumm U MapLipyTmMsauma NakeTos

FHSF IPv6 First Hop Security (ObpaboTKa Talimepos)

GOAH Peanunsauma web-cepsepa GoAhead

GRN_ Peanunsaumns Green Ethernet

HCLT MonyyeHne n 06paboTKa KOMaHA, HACTPOMKM YCTPOMCTBA HUMKHEIO YPOBHSA

HCPT PoE (B3aMmogaeicTBME C KOHTPONNEPOM)

HLTX OTnpaskKa naketos n3 CPU B KommyTtaTop

HOST OcHOBHOM host-NOTOK, XONOCTOM X0z,

HSCS Stack Config — HacTpolika pyHKUMIN KOMMYTATOPA Ha YAANEHHOM OHUTE

HSES Stack Events — obpaboTka cobbituit link changed, address update ¢ yaaneHHbIX OHUTOB Ha
macTtepe

HSEU Ob6paboTKa cobbITHIN CTEKa

ICMP Peanunsauna npotokona ICMP

10TG YnpasaeHne TepMmmHasaMn BBOAA-BbIBOAA

I0TM YnpasaeHne TepMmmHasaMmn BBOAA-BbIBOAA

IOUR YnpasaeHne TepMmmHanaMn BBOAA-BbIBOAA

IP6C CyéTtumkn IPv4 n IPv6

IP6M MapuwpyTtunsaumsa IPv4 n IPv6

IPAT YnpasneHue 6a3oii gaHHbIX IP-agpecos

IPG O6paboTKa nepexBayeHHbIXx GparMeHTUPOBaHHbIX IP-nakeTos

IPRD BcnomoraTtenbHana 3agadva ana ARP, RIP, OSPF

IPMT YnpasneHnue IP multicast mapwpyTtunsaumen nu IGMP Proxy

IT60

IT6l
3agaum ana paboTbl C NpepbIBAHUAMM

IT64

IT99

V11 3apaya gna paboTbl € BUPTYabHbIMU NPEPbIBAHUAMM

L2HU MNepenaya NnakeToB Ha ypoBEHb 3

L2PS O6paboTka cobbITUIN CMEHbI COCTOAHUA/HACTPOEK UHTepdECcoB 1 Nepeaada coobLEeHUI 3a-
PErnCTPUPOBaAHHbIM C/TyKbam

L2UT Ytunusauus noptos (show interfaces utilization)

LBDR Peanusaums ¢yHKUMKM Loopback Detection

LBDT OTtnpaBka naketoB Loopback Detection

LTMR O6uas 3aga4a ANA BCex TalMepos

MACT O6paboTKa cobbiTna 06 okoHYaHUKM aelicteua B FDB (aging MAC-aapecos)

MLDP Marvell Link Layer Reliable Datagram Protocol, stack transport

MNGT ABTOTECTHI

MRDP Marvell Reliable Datagram Protocol, stack transport

MROR PesepBupoBaHMe KOHOUIypaUnOHHOro ¢aina B IHeproHe3aBUCUMOM NAMATH

MSCm MeHeasKep ansa paboTbl C TEPMUHAbHBIMU CECCUAMM

MSRP MNepenaya cobbITUI B CTEKE NOJIb30BATE/IbCKUM 3a4a4am

MSSS MpocnywunsaHue IP-cokeToB

MUXT OTcnexknBaHMe U3MEHEHUIN CTPYKTYPbI CTEKA

NACT BupTyanbHoe TectupoBaHue Kabens (VCT)
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NBBT N-Base

NINP PaboTa c Kombo-nopTamm

NSCT HacTpoiika orpaHuyeHna CKOpoCTM nepexsaTta naketos Ha CPU, BeaeHue cTaTUCTUKKM NO ne-
pexBayeHHbIM NakeTam

NSFP OTcnexxknBaHue cobbITnin, cBA3aHHbIX ¢ SFP, Ha ceTeBOM ypoBHe

NSTM Storm Control

NTPL Mepurogmyeckas reHepauma curHana gns onpoca Tabauy, MAC, VLAN, nopToB, My/bTUKACT3,
MapLpyTusaumm, npuopuTesaLmm

NTST JobaBneHne u yaaneHue lOHUTOB B CTeKe, COPOC Ha AedONT COCTOAHUA HOHUTA, HA CETEBOM
ypoBHe

NVCT BcnomoratenbHasa 3agadva gna VCT. 3anyck TecTa M OTCAEXMBaHUWE U3MEHEHMUA COCTOAHMA
nopTa.

OBSR 3apaya 4NA OTCAEeXMBAHMA U yBeAOMAEHMA 06 M3MEHEHMAX cneunduyecknx napameTpos
uHTepdelicos, Heobxoanmsbix ansa LLDP, CDP u gpyrux npoToKon0B.

PLCR O6paboTKa cOOLITUI CMEHbI COCTOAHMA NOPTOB YCTPOMCTB CTEKA

PLCT O6paboTKa cobbITUIN CMEHbI COCTOAHUS NOPTOB

PNGA Peanusaumna ping

POLI Policy Management

PTPT Precise Time Protocol

RADS RADUIS-cepsep

RCDS KnuneHt Remote CLI

Egtg Cepsep Remote CLI

RELY DHCPv6 Relay

ROOT PoauTtenbcKkuit Tack ana Bcex 3aaad

RPTS Routing protocol

SCLC OTcnexunaHme coctoaHma OOB-nopTa

SCPT ABTOOOHOB/IEHME U aBTOKOHOUIYpauma

SCRX MonyuyeHue Tpaduka c OOB-nopTa

SEAU Mony4yeHune cobbiTnin Address Update, HUKHWUI ypoBEHb

SELC MonyyeHue cobbITUIN O CMEHE COCTOAHUA NOPTA, HUKHUIM YPOBEHb

SERT OTcnexxkmnBaHue cobbITMin Ha NOPTY ANA Havana npoueaypbl RX Training

SERX MonyyeHune cobbiTnit NpUéma nakeTa U3 KommytaTopa B CPU, HUKHKUI ypoBEHb

SETX Mony4yeHue cobbITUIN OKOHYAHMA OTNPaBKKM NakeTa n3 CPU B KOMMYTATOP, HUKHWUIN YPOBEHb

SFMG sFlow Manager — 06paboTka cobbiTuit usmeHeHus IP-agpeca, CLI/SNMP 3anpocos, Taiimepos

SFSM sFlow Sampler

SFTR MpoTtokon Sflow

SNAD basa gaHHbIX SNA

SNAE O6paboTKa cobbiTnin SNA

SNAS CoxpaHeHue b6asbl gaHHbix SNA B N3Y

SNMP Peanusaumna npotokona SNMP

SNTP Peanusaumna npotokona SNTP

SOCK YnpasneHue paboToli COKeToB

SQIN HacTtpoika Selective QinQ

SS2M Slave To Master — nepegava coobLeHnit c BeAoMOro ycTpoicTsea (slave) Ha Beayulee (master)

SSHP CepBsep SSH — HacTpoiika, 06paboTKa KomaHa, Talimep

SSHU Cepsep SSH — npoToKon

SSLP Peannsaumna SSL

SSTC NornposaHue cobbiTuii 0 NpesblllieHUn noporos Tpaduka Ha CPU (cpu input-rate detailed)

STMB O6paboTtka SNMP-3anpocoB o cTaTyce cTeka

STSA CLI-ceccnsa yepes COM-nopt

STSB CLI-ceccnsa yepes VLAN
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STSC CLI-ceccnsa yepes VLAN

STSD CLI-ceccna yepes VLAN

STSE CLI-ceccnsa yepes VLAN

SW2M ObpaboTKa cobbiTnin Address Update ot FDB, 610KnpoBKa nopTta nNpyv BOSHUKHOBEHUU OLLN-
60K Ha nopTy

SYLG BbiBOA cOObLLEHMI B Syslog

TBI_ Tabnunua BpemeHHbIX NnpomekyTkos ans ACL

TCPP Peanunsauma npotokona TCP

TFTP Peanunsauma npotokona TFTP

TMNG YnpasneHue npuoputeTamm 3agau

TNSL KnuneHt TELNET

TNSR Cepsep TELNET

TRCE Peanusauua traceroute

TRIG 3anyck gelicteua B FDB (aging MAC-agpecos)

TRMT YnpasneHWe tOHUTaMM B CTEKE C NOAAEPKKOM TPAH3aKLMMN

TRNS File Transfer — KonupoBaHue dalinos mexay voHUTamm cteka (MN0O)

UDPR UDP Relay

URGN O6paboTKa KPUTUUYECKUX COBBLITUI (Hanpumep, Nnepesarpysku)

VRRP Peanusaumna npotokona VRRP

WBAM Web-based Autentification

WBSO B3anmogeincreune c web-KaneHTamm, HUKHUIN YPOBEHb

WBSR YnpasneHue 1 Talimepbl web-cepsepa

WNTT Noganepxka NAT gna WBA

XMOD Peanusaums npotokona X-modem
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TEXHUYECKAA NOAAEPKKA

Ona  nonyyeHua TeXHWYECKOW KOHCYNbTaLuMM MO BOMpPOCaM 3Kcnjyataumm obopyaosaHuA
000 «MNpeanpusatne «3JITEKC» Bbl moxkeTe 06paTnTbcs B CepBUCHBIN LEHTP KOMNAHWUK:
Poccuitckaa degepaums ,630020, r. HoBocmbupck, yn. OKpy»KHadA, gom 29B.
TenedoH:
+7(383) 274-47-87
+7(383) 272-83-31
E-mail: techsupp@eltex.nsk.ru

Ha oduumanbHom canite KOMMaHMM Bbl MOXKeTe HalTU TEXHWYECKYID [AOKYMEHTAUMUI U
nporpammHoe obecneyeHne ana npoaykumm 000 «MNpegnpuatme «INITEKC», 06paTntbea K 6ase 3HaHWUN,
OCTaBUTb WHTEPAKTUBHYIO 33aABKY WM MPOKOHCYNbTUPOBATbCA Yy UHXeHepoB CepBUCHOro LEHTpa Ha
TeXHU4ecKom popyme.

OdurumanbHbIi cant komnaHuu: http://eltex-co.ru/
TexHnueckuit popym: http://eltex-co.ru/forum

Ba3a 3HaHwuit: http://kes.eltex.nsk.ru/

LlenTp 3arpy3ok: http://eltex-co.ru/support/downloads
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