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A ELTEX

YC/NIOBHbIE O6O3HAYEHUA

0O603HauyeHue

OnucaHue

[

B KBaApaTHbIX CKOBKax B KOMaHAHOM CTPOKe YKa3blBaloTCA HeobsA3aTebHble
napameTpbl, HO UX BBOA NpeAocTaBAAeT onpedeneHHble A0MOAHUTE bHbIe
onuuu.

{}

B ¢urypHbix ckobKkax B KOMaHAHOM CTPOKE YKa3blBAOTCA BO3MOXKHble 06A3a-
TesbHble NapameTpbl. Heobxoanmo BbI6paTh OANH M3 NApPamMeTpPOB.

«,»
«=-»

JaHHble 3HaKM B ONUCAHUN KOMaHAbI MCNONb3YOTCA ANA YKa3aHNA Ananaso-
HOB.

«|»

[aHHbIN 3HaK B ONMCaHMM KOMaHAbl 0603HaYaeT «UANY.

«f»

ﬂ,aHHbIVI 3HaK B ONMMUCaHne KOMaHAdbl YKa3blBaeT Ha 3Ha4YeHune Nno ymoa4aHuto.

Kypcue Calibri

Kypcusom Calibri ykasbiBatoTca nepemeHHble UaM napameTpbl, KOTOpble He-
06X04MMO 3aMEHUTL COOTBETCTBYIOLMM CI0OBOM UK CTPOKOM.

MonyXupHbI Kypcue

MonyXMpHbIM WPUPTOM BblAENEHBI NPUMEYAHNA U NPEaYNPEKAEHUA.

<lMonyxcupHolii
Kypcus>

MoNyXMPHbIM KYPCUMBOM B YI/I0BbIX CKOBKax yKa3blBalOTCA Ha3BaHUA KaaBuLu
Ha KiaBuaType.

Courier New

MNonyxupHbim L pudtom Courier New 3anuncaHbl npUmepbl BBOAA KOMAHA,

Courier New

Wpuoptom Courier New B pamKe € TEHbIO yKa3aHbl Pe3yabTaTbl BbINOJHEHUA
KOMaHa,

NPUMEYAHUA U NPEAYNPEXAEHNA

©  MMpumeuaHua cogepKaT BaXKHYO MHPOPMALMUIO, COBETbl MU pPeKoMeHAauuu no Mc-
4 NoNb30BaHUIO U HACTPOWMKe YCTpoiicTBa.
1 MpeaynpexpgeHna MHGOPMUPYIOT NONb30BATENA O CUTYALUAX, KOTOpPble MOTYT HaHeCTU
’ Bpepa, yCTPOMCTBY UM YeNI0BEKY, MPUBECTU K HEKOPPEKTHOU paboTe ycTpoiicTBa Mam no-
Tepe AaHHbIX.
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BBEAEHUE

B nocnegHue roabl HabnwopaeTcA TEHAEHUMA K OCYLLECTBAEHMIO MaclTabHbIX MPOEKTOB Mo
NMOCTPOEHUIO CceTeil CBA3M B COOTBETCTBMM C KoHuenuuer NGN. OgHOM M3 OCHOBHbIX 3adady npwu
peanusauunu KPYMNHbIX MY/NbTUCEPBUCHBIX  ceTel ABnaeTca co3faHue HaeXHbIX n
BbICOKOMPOM3BOANUTE/NbHBIX TPAHCMOPTHbLIX CeTel, KoTopble ABAAIOTCA OMOPHbIMU B MHOFOCAOMHOM
apXMTEKType ceTeli cneayollero NoKoAeHua.

[NA pOCTUNKEHUA BbICOKMX CKOPOCTEN WMPOKO MPUMEHAIOTCA TEXHOIOTUM Nepesadn nHGopmMaLmm
Gigabit Ethernet (GE). Nepegaya MHPoOpMauMM Ha BbICOKMX CKOPOCTAX, OCOBEHHO B CeTAX KpynHOro
MacwTaba, noapasymesBaeT Bbl6Op TaKoOW TOMO/IOTMKU CeTU, KOTopas MO3BOJIAET M'MOBKO OCYLLEeCcTBAATb
pacnpeseneHue BbICOKOCKOPOCTHbIX MOTOKOB.

KommyTaTopsbl cepuin MES24xx n MES14xx, MOryT UCMOAb30BATbCA Ha CETAX KPYMNHbIX NpeanpuaTui
W NpeanpuATUIA Manoro 1 cpeaHero 6msHeca (SMB), B onepaTtopckux ceTax. OHWM 06ecneyvnBatoT BbICOKYHO
NpPon3BOAUTENbHOCTb, IMOKOCTb, 6€30MacCHOCTb, MHOFOYPOBHEBOE KayecTBO 06cyKMBaHUA (QOS).

B HacToALweM pyKOBOACTBE M3/I0MKEHbI HA3HAYEHME, TEXHUYECKME XapaKTEPUCTUKMU, pEKOMEHLALNN
MO HA4a/bHOM HACTPOMKe, CUHTAKCMC KOMaHA 414 KOHPUrypauuu, MOHUTOPUHIA U 06HOBAEHMA
NpPorpamMmHoro obecneyeHns KOMMyTaTopa.
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DHELTEX

1 OMNWUCAHUE U3AENUA

1.1 HasHauyeHue

Yctpoiictea cepuih  MES14xx wn MES24xx ABnAOTCA  ynpaBAsieMbiMM  KOMMYTaTOpamM,
BbINO/HAOLMMMU CBOM KOMMYTaLMOHHbIE GYHKLUM HA KaHA/IbHOM U ceTeBOM ypoBHAX moaenu OSI.

CeTeBble KOMMyTaTOpbl MES1428 nmetoT B cBOEM cocTase 24 aneKTpuyeckmx nopta Fast Ethernet u
4 onTuyeckux nopta Gigabit Ethernet gna yctaHoBku SFP-TpaHcmBepoB (Combo-nopTsl).

CeteBble KommyTaTopbl MES2408x mmeloT B CBOEM coOCTaBe 8 3neKTpuyeckux nopTta Gigabit
Ethernet u 2 onTnyeckmx nopra Gigabit Ethernet gns yctaHoBku SFP-TpaHcuBepos.

CeteBble KommyTaTopbl MES2428x mmeloT B CBOEM cocTaBe 24 aneKkTpuyeckux nopta Gigabit
Ethernet u 4 onTnueckmx nopta Gigabit Ethernet gns ycraHosku SFP-TpaHcnsepos (Combo-nopThl).

1.2 ®yHKUMM KOMmmyTaTopa

1.2.1 ba3oevie hyHKYUU
B Tabnnue 1 npmBeaeH cnncok 6a3oBbix GyHKLUNI YCTPOMCTB, AOCTYMHbIX AN aAMUHUCTPUPOBAHMS.

Tabnunua 1 — basosble GyHKUUM YCTPOMCTBA

3awuma om BAOKMpOBKa BO3HMKAET B C/y4asx Meperpysku BbIXOAHbIX NOPTOB YCTPOMCTBA Tpa-
6n10KupoeKu o4yepedu GUKOM OT HECKO/IbKMX BXOAHbIX MOPTOB. ITO MPUBOSMT K 3aJep’KKaM nepenayu
(HOL) OAHHbIX N NOTepe NaKeToB.

Mododepxka CnocobHOCTb NoaAepXMBaTL Nepesady CBEPXA/ANHHbBIX KaapoB, YTO MO3BOAAET ne-
€8epx0/IUHHbIX KAOPO8 | pefasaTb AaHHble MEHbLUMM YUCAOM MAKeToB. ITO CHUNKAET 06bem cayxebHOU UH-
(Jumbo frames) dopmaunmn, Bpems 06paboTKM 1 NnepepbIBbI.

YnpasneHne NoTOKOM MO3BOIAET COEAUHATb HU3KOCKOPOCTHOE YCTPOWMCTBO C BbICO-
KOCKOPOCTHbIM. [nA npenoTBpalleHuA nepenonHeHua bydepa HU3KOCKOPOCTHOe
YCTPOMCTBO MMEET BO3MOKHOCTb OTNpaBaAaTb naket PAUSE, Tem cambiM MHPOpMU-
pyA BbICOKOCKOPOCTHOE YCTPOWCTBO O HEOOXOAMMOCTU cAenaTb naysy npu nepena-
Yye NakeTos.

YnpaeneHue nomokom
(IEEE 802.3X)

1.2.2 ®yHKYuu npu pabome c MAC-adpecamu
B Tabnnue 2 npuseaeHbl GyHKLMMU YyCTPONCTB Npu pabote c MAC-agpecamu.

Tabnunua 2 — PyHKuuu pabotsl ¢ MAC-agpecamu

KommyTaTop cocTaBaseT B MamATm TaGﬂVILI,y, B KOTOpOﬁ YCTaHaB/MBaeTCA COOTBETCT-

Tabauya MAC-adpecos
Bue mexay MAC-agpecamu 1 y3famm NOPTOB KOMMYyTaTopa.

B oTcyTcTBME 06yyeHusn, aHHble, MOCTynaloWwme Ha Kakoin-nmbo nopTt, nepesatorcs
Ha BCe OCTasibHble MOPTbl KOMMYTaTOpa. B pexnme obyyeHUA KOMMYTaTOp aHaau-
3upyeT Kagapbl u, onpegenvs MAC-agpec oTnpaBuTens, 3aHOCUT ero B Tabauuy
MapwpyTusaumm. Bnocneacteum Kaap Ethernet, npegHasHauyeHHbI Ana XocTa,
MAC-aapec KOToporo yxe ecTb B Tabauue, nepesaeTtca TO/bKO Yepes yKasaHHbIl B
Tabavue nopr.

Pexcum obyyeHus
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lModdepxcka nepedayu
Ha HecKonbKo MAC-
adpecos (MAC

[aHHaa ¢yHKUMA NO3BONAET YCTaHaB/AMBaTb COEAMHEHUA «OAUH KO MHOTMM» U
«MHOFMEe KO MHorMm». Takmm obpasom, Kaap, aApPecoBaHHbI MHOroafpecHoiM
rpynne, nepeAaeTca Ha KaxKablil NOPT, BXOAALLMIA B rpynny.

Multicast Support)

AemomamuyecKoe . .

epems xpareHus MAC- Ecan ot ycTtponctea ¢ onpeaeneHHbim MAC-agpecom 3a onpeaeneHHbin nepuos

aa ecoe BpemeHn He NOoCTynarkT NakeTbl, TO 3aNUCb 4N1A AAaHHOIo aapeca yCctapeBaeT U yga-
P . . nAaeTcA. 9T0 NO3BONAET NOALEPHKMBATL TabAULY KOMMYTaL MM B aKTyaJIbHOM COCTOA-

(Automatic Aging for A

MAC Addresses)

Cmamuyeckue 3anucu .

MAC CeTeBoWi KOMMYTaTOpP NO3BONAET NONb30BaTE/NI0O OonpeaeinTb CTaTU4eCKne 3annucum

. . cooteeTcTBUN MAC-apecoB, KOTOPbIE COXPAHALDTCA B Tab/MLLe MapLIpyTU3aumm.
(Static MAC Entries)

1.2.3 ®yHKYuu emopozo yposHsa cemeesoii modenu OSI

B Tabanue 3 npuseaeHbl pyHKLUN M 0COBEHHOCTU BTOPOro YpoBHSA (ypoBseHb 2 OSl).

Tabanua 3 — OnncaHme GpyHKLUMIM BTOPOro ypoBHSA (yposeHb 2 OSI)

Peannsauma npotokona IGMP nossonAaeT Ha ocHoBe MHPOPMALUK, NOAYYEHHOM
npu aHanuse cogepxmmoro IGMP-nakeToB, onpesenntb, KakmMe yCTpoMCTBa B CETU

®yHkyusa IGMP Snooping .
YYacTBYIOT B Fpynnax MHOrOaZpeCcHOW PaccblKK, U aApecoBaTb TpaduK Ha COOT-
BETCTBYIOLLME NOPTbI.
. Peannsauusa npotokona MLD no3BosseT ycTpoiCTBY MUHUMMU3NPOBATbL MHOMOas-
®yHkyusa MLD Snooping . . P yerp y P A
pecHbll IPv6-Tpaduk.
®YHKLMSA, NO3BOAIOWAA NEepeHanpasBiaTb MHOTOaApecHbI Tpaduk U3 oaHOW
®yukyusa MVR VLAN B apyryto Ha ocHoBaHUM IGMP-coobLeHMiA, YTO NO3BOAAET YMEHbLWWTL Ha-

rpy3Kky Ha uplink-nopty. MpumeHnaeTca B peweHusx lll-play.

3awyuma om

UJVIpOKOBeLLI,aTeanbIVI WTOPM — 3TO pa3MHOXeHne WNPOoKoBeLWaTeIbHbIX €006-

wupokKoseewiamesnbHoO20 LLLEHUI B KaXA0M y3/1e, KOTOpOe NPUBOAUT K laBMHOOBpa3HOMY POCTY MX YMcna U
«wmopma» napanunsyet paboty cetr. KommyTaTopbl UMEOT GYHKLUMIO, NO3BOAAIOLLYIO Orpa-
(Broadcast Storm HWYNTb CKOPOCTb Mepefaym MHOroafpecHbiX W LIMPOKOBeLWATebHbIX Kagpos,
Control) NPUHATLIX U NepeaaHHbIX KOMMYTaTOPOM.

3epKanuposaHMe NOPTOB NO3BOIAET AybAnpoBaTb TpaduK HabaoAaeMbIX NOPTOB,
3epkanuposaHue nepecbinan sBxogdalime U/Man ncxodaline nakeTbl Ha KOHTPOAMPYIOLWMIA nopT. Y
nopmos No/Ib30BaTENIA KOMMYTATOPA €CTb BO3MOMKHOCTb 3343aTb KOHTPOIMPYIOLWMIA U KOH-
(Port Mirroring) TpoAvpyemble NopTbl U BbiBpaTb TMN TpaduKa (BXOAAWMM U/MAK UcXoaawmit),

KOTOpbIi ByaeT nepesaH Ha KOHTPOIMPYHOLLMIA MOPT.

U3zonayua nopmos
(Protected ports)

[JaHHaa ¢yHKUMA No3BoNsSEeT HazHauyUTb NopTy ero uplink-nopT, Ha KoTopbIN 6es-
YC/I0BHO ByZeT nepeHanpaBnaTbca Becb TpaduK, obecneynsas Tem cambim M30nA-
LUMI0O C ApYyrMmM nopTamu (B npeaenax ogHOrOo KOMMYTaTopa), HaXxoAAaLMXCS B
3TOM e luMpoKoBeLlaTenbHoM aomeHe (VLAN) B npeaenax oHOro KOMMyTaTopa.

Private VLAN Edge

[daHHaa dyHKUMA NO3BONAET U30AMPOBATL FPYRny MopToB (B MpeAenax oAHOro
KOMMYTATOpa), Haxo4ALWMXCA B OAHOM LWWMPOKOBELLATENbBHOM AOMEHE MeXay
coboi, no3BoNsAA NpM 3TOM 06MeH TpadMKOM C APYrMMU NOPTaMM, HaXoAALWMMMU-
CA B 3TOM K€ LUMPOKOBELLATE/IbHOM LOMEHE, HO He MPUHAANENKAWMMU K 3TON
rpynne.

lMooddepxcka npomoKona
STP (Spanning Tree
Protocol)

Spanning Tree Protocol — ceTeBoW NPOTOKO/, OCHOBHOM 33aZa4elt KOTOPOro ABAA-
eTcA npuseaeHune cetn Ethernet ¢ M36bITOYHBIMKM COEAUHEHUAMM K APEBOBULHON
TOMOJIOrNKN, UCKAoYaowen netin. Kommytatopbl 06MeHUBAOTCA KOHbUrypaum-
OHHbIMM CO0bLEHMAMM, UCNOb3YS Kaapbl cneymanbHoro popmara, U BbIBOpPOYHO
BK/IFOYAIOT M OTK/ItOMAIOT Nepegayy Ha nopTbl.
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Moddepxcka npomokKona
RSTP

(IEEE 802.1w Rapid
spanning tree protocol)

Rapid (6bicTpbint) STP (RSTP) — ABnsieTcA ycoBeplleHCTBOBaHMEM npoTokona STP,
XapaKTepU3yeTca MEHbLUMM BPeMeHeM NPUBEAEHUSA CETU K APEBOBUAHOW TOMO-
NIOrMn 1 UMeeT 6o/1ee BbICOKYHO YCTOMYMUBOCTb.

Moddepicka VLAN

VLAN — 370 rpynna nopTtoB KOMMyTaTopa, 06pasyroLmnx oaHy LMPOKOBELLATE b
Hyto o6acTb (aomeH). KommyTaTop nogaeprKMBaeT pas/iMyHble CpeacTBa Kaaccu-
dVMKaLMm NaKeToB 15 oNpeaeneHnsa X NpUHaLNeXHOCTU K onpeaeneHHon VLAN.

Moddepxcka npomokKona
OAM

(Operation,
Administration and
Maintenance,

IEEE 802.3ah)

Ethernet OAM (Operation, Administration and Maintenance), |IEEE 802.3ah —
bYHKLMM YPOBHA KaHana nepefayun AaHHbIX, NpeacTaBastowmne cobo NpoToKon
MOHUTOPMHIA COCTOAHMA KaHana. B aTom npoTokone ana nepesaum nHbopmauum
O COCTOAHWW KaHana MeXay HenocpeacTBEHHO NOAKNHOYEHHbIMU YCTPOMCTBAMM
Ethernet ncnonbaytotca 610KM gaHHbIX NpoTokona OAM (OAMPDU). O6a ycTpou-
CTBa [,0/1KHbI NogAepXKuBaTb cTaHaapT IEEE 802.3ah.

Moddepxka VLAN Ha
6ase nopmoes
(Port-Based VLAN)

PacnpeaneneHune no rpynnam VLAN BbiNoaHAETCA No BxoAAawmMm nopTam. JaHHoe
pelleHne NO3BOIAET UCMNOJIb30BaTb Ha KaXA0M NOPTY TONbKO oaHy rpynny VLAN.

Moddepxka 802.1Q

IEEE 802.1Q — OTKpbITbIN CTaHZAPT, KOTOPbLIN ONMCbIBAET Npouenypy Termposa-
HUA TpaduMKa ana nepegavm nHGopmaumm o npuHaanexHoctm K VLAN. Nossonser
Mcnoab30BaTb Heckonbko rpynn VLAN Ha ogHOM nopTy.

O6veduHeHuUe KaHan08 ¢
ucnone3oeaHuem LACP

MpoTtokon LACP obecneynBaeT aBTOMaTUYecKoe 0b6beANHEHNE OTAE/NbHbIX CBA3EN
MeXay ABYMA YCTPOMCTBaMM (KOMMYTaTOP—KOMMYTaTop WAW KOMMyTaToOp—
cepBep) B e4MHbIN KaHan nepesayn AaHHbIX.

B NpoTOKONE NOCTOAHHO ONpPEeAENseTca BO3MOXKHOCTb 06 begMHEHNA KaHANoB, U B
CNly4ae OTKas3a CoefMHEHUA, BXOAALLEro B 06beANHEHHbIN KaHan, ero TpaduK as-
TOMATUYECKM MepepacnpesenseTca No He OTKa3aBWWM KOMMOHeHTam obbeau-
HEHHOro KaHana.

Co3daHue 2pynn LAG

B ycTpoictBax noaaep)kmaetca GyHKLMA CO34aHUA TPynn KaHanos. Arperauua
KaHanos (Link aggregation, trunking) nan IEEE 802.3ad — TexHonorus obbeanHe-
HUA HECKONbKMX GU3NYECKUX KaHaNoB B OAMH JIOTMYECKMIA. ITO CNOCOBCTBYET He
TO/NIbKO YBENMYEHWUIO MPOMYCKHOW CMOCOBHOCTU MArMCTPasbHbIX KaHa/l0B KOMMY-
TaTOP—KOMMYTaTOP WMJIM KOMMYTaTOp—CepBep, HO M MOBbLIWEHUIO UX HAaLEXHO-
CTW. BO3MOKHbI TPU TMNa 6anaHCUMPOBKM — Ha ocHoBaHnM MAC-aapecoB, Ha OCHO-
BaHUW IP-agpecoB M Ha ocHOBaHMK NopTa (socket) HasHayeHwuA.

lpynna LAG cocTouT M3 NOpTOB C OAMHAKOBOM CKOPOCTbIO, paboTatowmx B Ayn-
JNIEKCHOM pexume.

Selective Q-in-Q

Mo3sonseT Ha3zHayaTb BHelwHUn VLAN SPVLAN (ServiceProvider's VLAN) Ha ocHoBe
CKOHPUIYPUPOBAHHBIX MpaBua ¢uAbTpauMM Mo Homepam BHyTpeHHux VLAN
(Customer VLAN). MNpumeHeHune Selective Q-in-Q nossonseT pasobpaTb Tpapuk
aboHeHTa Ha HeckonbKo VLAN, nameHnto metky SPVLAN y naketa B OTAe/IbHOM
yyacTKe ceTu.

1.2.4 ®dyHKyuu mpemoeao ypoeHa cemesoli modenu OSI

B Tabnumue 4 npuseaeHsl pyHKUMUM TpeTbEro YpoBHA (yposeHb 3 OSI).

Tabnunua 4 — OnncaHue GyHKUNI TpeTbero ypoBHs (Layer 3)

Cmamuyeckue IP-
mapuwpymeol

AOMUHUCTPATOP KOMMYTATOPa MMEET BO3MOXHOCTb 406aBAATb U YAANATb CTaTUYe-
CKMe 3anucuy B Tabimuy mappyTmsaumnm.

Kauenmeoi BootP u
DHCP (Dynamic Host
Configuration Protocol)

YcTpoictBa crnocobHbl  aBTOMaTUYECKM no

BootP/DHCP.

nonyyatb IP-agpec npoToKkony

Ethernet-kommymamopebl cepuli MES24xx, MES14xx
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lTpomokona ARP
(Address Resolution
Protocol)

ARP — npoTokon conoctaBnenus IP-agpeca n ¢usmnyeckoro agpeca ycrpoicrea. Co-
OTBETCTBME YCTAaHAB/IMBAETCA Ha OCHOBE aHa/M3a OTBeTa OT y3/1a CeTu, agpec y3na
3anpallnBaeTca B LUMPOKOBELLATe/IbHOM MaKeTe.

1.2.5 ®yHKyuu QoS

B Tabnuue 5 npuseaeHbl OCHOBHble GYHKLMM KavecTBa obcny»kunsaHus (Quality of Service).

Tabnmua 5 — OcHOBHble PYyHKUMM KayecTBa 06CNYKUBaAHMUA

IModdeprcka
npuopumemHoix
ouepedeli

YCTpoiCTBO NoaaepnBaeT NpuopuTesaLmio ucxoaaiero Tpaduka no oyepesam Ha
KaXKgom nopty. PacnpepeneHve NakeToB Mo o4yepensm MOXKET MpPous3BOAUTLCA B
pe3ynbTaTte KnaccudmrKaLumm NaKeToB No PasIMYHbIM NOMAM B 3aro/IOBKax NaKkeTos.

lModdepixcka Knacca
obcnyncueaHusa 802.1p

CtaHgapT 802.1p cneumdunumpyeT MeToZ YKasaHMA NPUOPUTETA Kagpa M airoputm
MCMONb30BaHMA NPUOPUTETA B LEENAX CBOEBPEMEHHOM AOCTaBKM YyBCTBUTEIbHOTO K
BPEMEHHbIM 3a4epKkam Tpaduka. CtaHaapT 802.1p onpesenset BOCEMb YPOBHEMN
npunoputetoB. KommytaTopbl MOryT MCNOMb30BaTbh 3HavyeHue npuoputeta 802.1p
ONA pacnpegeneHna Kagpos NO NPUOPUTETHBIM o4epeasam.

1.2.6 ®PyHKyuu obecneyeHus 6ezonacHocmu

Tabnunuya 6 — PyHKUMKM obecneyeHmn 6e30nacHOCTH

DHCP snooping

PyHKUMA KOMMYTaTOpPa, NpeAHa3HaYeHHaa Aaa 3aWmuTbl OT aTaK C UCMONb30BaHMEM
npotokona DHCP. O6ecneumBaer ¢punbTpaumto DHCP-coobuieHnin, NOCTYNUBLUUX C
HEHAAEXHbIX NMOPTOB MyTEM MOCTPOEHUA U NOALAEPNKAHUA 6a3bl AAHHbIX MPUBA3KK
DHCP (DHCP snooping binding database). DHCP snooping BbinonHseT aencrsus
b6paHaMayspa Mexay HeHageKHbIMU nopTammn n cepsepamu DHCP.

Onyus 82 npomokKona
DHCP

Onuus, KoTopas nossonseT npovHdopmuposaTb DHCP-cepBep O TOM, C Kakoro
DHCP-peTpaHcaaTopa U Yepes Kako NopT npuLlen 3anpoc.

Mo ymonyaHuio KOMMyTaTop, UCNoNb3yowmnii dyHKUMIo DHCP snooping, obHapyXu-
BaeT u otbpacbiBaeT nwboit DHCP-3anpoc coaepawmii onumio 82, KOTOPbIA OH
nosly4ymn Yyepes HeHaaéxHbll (untrusted) noprt.

Dynamic ARP
Inspection (Protection)

DyYHKLMA KOMMYTaTOpa, NPeAHa3Ha4YeHHaa A1A 3alWmMTbl OT aTaK C UCMOIb30BaHMEM
npoTtokona ARP. CoobuieHne, KOTOpoe NOCTyMNaeT C HEHAAEKHOro NopTa, NoABepra-
eTca npoBepKke — cooTeeTcTByeT Aun |IP-agpec B Tene npuHatoro ARP-naketa IP-
agpecy oTnpasutens.

Ecnun apgpeca He coBnaaatoT, TO KOMMYTaTOp oTOpacbiBaeT NakerT.

L2 - L3 - L4 ACL (Access

Ha ocHoBe nHpopmauuu, cogeprKallencs B 3aronoBKkax yposHen 2, 3 1 4, y agmu-
HUCTPATOPa eCTb BO3MOMXKHOCTb HacTpouTb A0 100 npaswm/, COracHO KOTOPbIM MakeT

Control List) byanet 06paboTtaH, NMbo oTbpoLLEeH.

lposepka Mposepka noganHHocTu IEEE 802.1x npeactaBnseT coboit mexaHU3M KOHTPOAA A0C-
noodsAuUHHOCMU Ha Tyna K pecypcam 4yepes3 BHeWHUN cepsep. lpoweawme npoBepky MNOANMHHOCTU
ocHose nopma Nno/ab30BaTeNM NOAYYaloT AOCTYN K pecypcam BbibpaHHOW CeTu.

(802.1x)*

IP Source address guard

®PyHKUMA KOMMYTATOpa, KOTOpasa orpaHuymnBaeT IP-Tpaduk, dpunbTpya ero Ha ocHo-
BaHUM Tabaumubl cooTBeTCTBUI 6asbl AaHHbIX nNpmesAskn DHCP — DHCP snooping u
CTAaTUYECKU CKOHOUTYPUPOBaHHbIX IP-agpecos. PyHKUMA UcnonbsyeTca aAna 60pbobl
c noameHoli IP-agpecos.

! He noaaep:kuBaeTca B Tekywel sepcum MO 10.1.8.5
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1.2.7 ®yHKyuu ynpasaeHuUa KOMmymamopom

Tabnunuya 7 — OcHOBHble GYHKLMM YIPABAEHUA KOMMYTaTOPamMM

3azpy3Ka u ebiepy3ka
¢aiina Hacmpoliiku

MapameTpbl YCTPOMCTB COXPaHAOTCA B Galiie HAaCTPOIMKN, KOTOPbIA COAEPHKUT AaH-
Hble KOHOUIypauumM Kak BCEN CUCTEMDBI B LLEJIOM, TaK M ONpeseneHHoro nopTa ycT-
povicTBa.

Mpomokon TFTP (Trivial
File Transfer Protocol)

Mpotokon TFTP ucnonb3yeTca AnA onepauunit 3anmcu 1 yteHns ¢annos. MNpoTokon
OCHOBAH Ha TpaHCNopTHOM npoToKosae UDP.

YCcTpoMcTBa NoAAepKMBAKOT 3arpysKy U nepegady no AaHHOMY NpoToKony ¢annos
HacTpoWKku 1 ob6pa3os nporpammHoro obecneyeHus.

Mpotokon SNMP ucnonb3yeTtca gns MOHUTOPMHIA U YNPaBAeHUSA CETEBbIM YCTPOM-

lNpomokon SNMP cTBOM. [JnA ynpaBneHuA AOCTYNOM K CUCTEME OonpenenAaeTca CMMCOK 3anucen co-
obLLecTsa, Kaxkaan M3 KOTOPbIX COAEPKUT NPUBUAETUN JOCTYNA.
YnpasneHne kommyTtatopamu nocpeactsom CLI ocyliectBnaetca nokanbHO yepes
Unmepdpetic nocnepoBaTenbHblt nopT RS-232, nubo ypaneHHo yepes Telnet. UHTepdeiic Ko-

KOMAHOHOII cmpoKu
(cLi)

MaHZHOM CTPOKM KoHconu (CLI) ABnAeTca NpombilWNEHHbIM CTaHAAPTOM. UHTepnpe-
TaTop CLI npeaoCcTaBAsEeT CNMCOK KOMaHA, M K/AoYeBbiX C/10B 418 MOMOLLM NO/b30Ba-
TE/0 M COKPALLEHWNIO 06bemMa BBOAMMbIX AAHHbIX.

Syslog

Syslog — npoToKosn, obecneymBatowmii nepesadyy CoobLIEHNA O MPOUCXOAALLMX B
cucTemMe CoBbITUAX, @ TaK»Ke yYBeAOMIeHWI 06 oWwmnbKax yaaNeHHbIM cepBepam.

SNTP
(Simple Network Time
Protocol)

MpoTtokon SNTP — NpOTOKOAN CUMHXPOHU3ALMM BPEMEHMU CETU, raPaHTUPYET TOYHOCTb
CMHXPOHM3ALNN BPEMEHU CETEBOTO YCTPOMCTBA C CEPBEPOM [0 MUAUCEKYHAPDI.

Traceroute — cny»kebHaa GyHKUMSA, NpeaHa3HAYeHHaa ANA onpeaesieHns MmapLipy-

Traceroute

TOB nepeaayun AaHHbIX B IP-ceTax.
Ynpaenenue A .

MUWHWUCTPATOP MOXeT onpenenTb YPOBHU MpUBMAETMI O0CTyNa A5 NONb30Ba-

KOHMpoaupyemoim A . P . P PEA yp P AoCTY 'D'v

Tenen yCTponcTBa M XapaKTEPUCTUKM ANA KaXKA0ro YPOBHA NPUBUAETUIA (TONbKO ANn
docmynom — yposHu M

. yteHusa — 1 ypoBeHb, NOAHbIN AocTyn — 15 ypoBeHb).

npusuneauu

KommyTaTop cnocobeH ycTaHaBAMBaTb 3anpeT AOCTyNa K Kaxaomy WHTepdency

n HMA (SNMP, CLI). 3anpeT moxeT bbIT TaH H OT, H A Kaxaor
Brokupoexa ynpasne (S , CLI). 3anpeT mMoeT 6bITb YCTAaHOB/IEH OTAENbHO AA KaXKAOoro
unmepdetica TMMa JocTyna:
P Telnet (CLI over Telnet Session)

ynpaeneHus SNMP

SSH
JloKanbHasa [ns nokanbHoOM ayTeHTUGUKALMM NOALEPKUBAETCA XpaHeHUe naposei B 6ase gaH-
aymeHmudguKayus HbIX KOMMYyTaTOpa.

dunempayus IP-

Joctyn no SNMP paspewaetca ana onpegeneHHbix |P-agpecos, ABnAKOLWMXCA Yne-

adpecoes 013 SNMP Hamun SNMP-coobuiecTsa.
MpoTtokon RADIUS ucnonb3yetca ana ayteHTuduKaumm, aBTopusaumnm n yyeta. Cep-
Bep RADIUS ucnonbsyet 6asy AaHHbIX NOAb30BaTeNEN, KOTOPas COAEPKUT AaHHbIe
Kauesm RADIUS
NPOBEPKU NOAJMHHOCTU ANA KaXAoro nonb3osaTend. KommyTaTopbl cogepxat
K/IMEHTCKYI0 YacTb npoTokona RADIUS.
TACACS+ YCTpOMNCcTBO NpesoCcTaBnAEeT NoAAEPKKY NPOBEPKM NOAMHHOCTU KNMEHTOB Nocpes-
(Terminal Access ctBom npoTtokona TACACS+. Mpotokon TACACS+ obecneynBaeT LEeHTPaIN30BaHHYO
cuctemy 6e30nNacHOCTM 417 NPOBEPKU NOJSIb30BaTeNeN, NONYYAOLMX AOCTYN K YCT-
gon:m;l:r/:cce)ss POWCTBY, @ TaK¥Ke LieHTPa/IM30BaHHYI0 CUCTEMY ynpaB/ieHUA Npu cobaogeHumn co-
ontroil Sysitem

Bmectumoctn ¢ RADIUS u gpyrumun npoueccamn NnpoBepKM NOSAUHHOCTU.
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1.2.8 [onoaHumenbHble hyHKYuUU

B Tabmue 8 npuseaeHbl JONOAHUTENbHbIE GYHKLMKN YCTPOMCTBA.

Tabnunua 8 — [lononHuTeNbHbIE GYHKUUKM YCTPOMCTBA

BupmyansHoe CeTeBble KOMMYyTaTOpPbl MMEKT B CBOEM COCTaBe NpOrpamMmHble U annapaTHble

mecmupoeaHue Kabensa | cpeacTsa, NO3BONAIOLIME BbINOAHATL YHKLUMM BUPTYanbHOro Tectepa kabena — VCT.

(VCT) TecTep NO3BOAIAET ONpPenennUTb COCTOAHME MeAHOro Kabens ceAsu.

AuazHocmuka YCTpoMCcTBO NO3BOASET TECTUPOBATb ONTMYECKUA TpaHcuBep. MNpu TecTMpoBaHUU

onmuyYyecKo20 OTC/NIEXMBAIOTCA TaKMe NnapameTpbl, Kak TOK U HanpsaXeHne nNuUTaHuA, Temnepartypa

mpaHcusepa TpaHcuBepa. [na peanvsaumm TpebyeTtcsa nogaepkKa sTnux GyHKUUI B TpaHCUBEpE.

UDLD (Unidirectional MpoTOKON BTOPOro YPOBHSA, CO34aHHbIN A8 aBTOMaTUYECKOro ObHapy»KeHMA noTe-
. . M OBYXCTOPOHHEN KOMMYHMUKALMMN Ha ONTUYECKUX TIMHUAX CBA3MU.

Link Detection) P AByXcToP Y

1.3 OcHOBHbIe TeXHUYECKME XapaKTepPUCTUKMU

OCHOBHble TeXHU4YecKme napamMeTpbl KOMMYTATOPOB npueeaeHbl B Ta6nmu,e 9.

Ta6J'IVILI,a 9 — OCHOBHble TEXHUYECKME XapaKTepUCTnkn

O6wme napameTpbl

MES1428 Realtek RTL8332M
MES2408
MES2408B
MES2408IP DC1 | Realtek RTL8380M
MES2408P
MaKeTHbiIf MES2408PL
npouecco
poti P MES2408C
MES2408CP
MES2428
MES2428P Realtek RTL8382M
MES24288B
MES2428T
MES1428 24 x 10/100BASE-TX (RJ-45)
4 x 10/100/1000BASE-T/100BASE-FX/1000BASE-X (Combo)
MES2408 8 x 10/100/1000BASE-T (RJ-45)
MES2408B 2 x 100BASE-FX/1000BASE-X (SFP)
MES2408C 8 x 10/100/1000BASE-T (RJ-45)
2 x 10/100/1000BASE-T/100BASE-FX/1000BASE-X (Combo)
NHTepdeiicbl MES2408CP 8 x 10/100/1000BASE-T (PoE/PoE+)

2 x10/100/1000BASE-T/100BASE-FX/1000BASE-X (Combo)

MES2408IP DC1

8 x 10/100/1000BASE-T (PoE/PoE+)

MES2408P

MES2408PL 2 x 100BASE-FX/1000BASE-X (SFP)

mgg;jé:B 24 x 10/100/1000BASE-T (RJ-45)

MES2428T 4 x 10/100/1000BASE-T/100BASE-FX/1000BASE-X (Combo)

Ethernet-kommymamopei cepuli MES24xx, MES14xx

13




DHELTEX

24 x 10/100/1000BASE-T (PoE/PoE+)

MES2428P 4 x 10/100/1000BASE-T/100BASE-FX/1000BASE-X (Combo)
MES1428 12,8 réut/c
MES2408
MES2408B
MES2408C
MES2408CP 20 réut/c
MponyckHaA MES2408IP DC1
cnocobHocTb MES2408P
MES2408PL
MES2428
MES2428P
MES2428B 56 Tbw/c
MES2428T
MES1428 9 MPPS
MES2408
MES2408B
MES2408C
NoOU3BOAUTENb- MES2408CP 14,88 MPPS
H(li:))CTb Ha’CIL'IaKeTaX MES2408IP DC1
WHoM 64 baitTa MES2408P
ad MES2408PL
MES2428
MES2428P
MES24288 41,658 MPPS
MES2428T
O6bem 6ydepHOM namaTK 512 K6ait
O6bem O3Y (DDR3) 256 Mb6awnt
O6bem N3Y (RAW NAND) 32 M6aitt
Tabnnua MAC-agpecos 8K
O6bem TCAM 1,5K
Konunuyectso ARP-3anucel 1K
Konunuectso rpynn L2 Multicast (IGMP 509

snooping)

Ethernet-kommymamopebl cepuli MES24xx, MES14xx
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CKopocTb nepegayun

AAHHbIX

MES1428
MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P
MES2408PL
MES2428
MES2428P
MES2428B
MES2428T

OnTtuueckune uHtepdericsl 100/1000 Mbut/c
AnekTpuyeckmne nHtepdeincol 10/100/1000 M6but/c

Konunyectso npasma SQinQ

128(ingress)/128(egress)

Noppeprkka VLAN

cornacHo 802.1Q go 4094 aktusHbIx VLAN

KauectBo obcnyxkuBaHua QoS

npuoputnsaumna TpaduKa, 8 yposHemn
8 BbIXOAHbIX oYepenelt C pasHbIMK NPUOPUTETAMU ANA KAXKAOrO
nopta

KosmuectBo BUpTYanbHbIx Loopback-

o 10
nHTepdeiicos
Arperauus kaHanos (LAG) 8 rpynn
Konunyectso ak3emnnaapos MSTP 64

CeepxamnHHble Kagpbl (jumbo frames)

MaKCMManbHbI pasmep naketos 10000 6ait

CooTBeTcTBME CTaHAAPTaM

IEEE 802.3 10BASE-T Ethernet

IEEE 802.3u 100BASE-T Fast Ethernet

IEEE 802.3ab 1000BASE-T Gigabit Ethernet

IEEE 802.3z Fiber Gigabit Ethernet

IEEE 802.3x Full Duplex, Flow Control

IEEE 802.3ad Link Aggregation (LACP)

IEEE 802.1p Traffic Class

IEEE 802.1q VLAN

IEEE 802.1v

IEEE 802.3 ac

IEEE 802.1d Spanning Tree Protocol (STP)

IEEE 802.1w Rapid Spanning Tree Protocol (RSTP)

IEEE 802.1s Multiple Spanning Tree Protocol (MSTP)
IEEE 802.1x Authentication

IEEE 802.3af PoE, IEEE 802.3at PoE+ (Tonbko MES2408CP,
MES2408IP DC1, MES2408P, MES2408PL 1 MES2428P)

YnpasneHue

NokanbHoe ynpasneHve

Console

YaaneHHoe ynpasneHue

SNMP, Telnet, SSH

du3mnyecKme XapaKTEPUCTUKU U YCI0BUA OKPY KatoLei cpeabl

MNcTOYHMKM
nUTaHUA

MES1428
MES2408C
MES2408CP
MES2408PL

CceTb nepemMeHHoro Toka: 110-250B AC, 50 I'y,

Ethernet-kommymamopei cepuli MES24xx, MES14xx 15
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MES2408
MES2428
MES2428T

CeTb nepemeHHoro Toka: 110-250B AC, 50 I'y,
CeTb NOCTOAHHOIO TOKa: 18—72B

MES2408IP DC1

ceTb MNOCTOAHHOro ToKka: 36—72B

CeTb nepemeHHOro Toka: 176-250B AC, 50 Iy,

MES2408P CeTb NOCTOAHHOrO TOKa: 36—72B
MES2428P ceTb nepemeHHOro Toka: 170-264B AC, 50 Iy,
CeTb NOCTOAHHOrO TOKa: 36—72B
MES2408B ceTb nepemeHHoro Toka: 110-250B AC, 50 Iy,
MES24288B aKKymynAaTopHas 6atapesn: 12B DC
MES1428
MES2408 He 6onee 10 Bt
MES2408C
MES2408B He bonee 37 BT (c yuetom 3apsaa AKB)
MES2408CP He 6onee 160 BT (c yueTom Harpysku PoE)
NoTpebnsemasn MES2408IP DC1 He 6onee 135 BT (c yueTom Harpysku PoE)
MotlHocTE MES2408P He 6onee 280 BT (c yueTom Harpysku PoE)
MES2408PL He 6onee 93 BT (c yueTom Harpysku PoE)
MES2428
MES2428T He 6bonee 18 BT
MES2428B He 6onee 45 BT (c yueTom 3apaga AKB)
MES2428P He 6onee 440 BT (c yyeTom Harpysku PoE)
MES2408CP
Mes2a08ippc1 | 120 BT
BlomkeT PoE MES2408P 256 Bt
MES2408PL 65 Bt
MES2428P 370 Bt
MES1428
MES2408C
MES2408CP ecTb
MES2428
MES2428P AC
AnnapaTtHas MES14288B
noadepKa MES2408
Dying Gasp MES2408B
MES2408IP DC1
MES2408P HeT
MES2408PL
MES2428B
MES2428P DC
MES2428T

Ethernet-kommymamopebl cepuli MES24xx, MES14xx
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MES1428
MES2408IP DC1
MES2408P
MES2428
MES2428B
MES2428T

430 x 178 x 44 mm

FabaputHble
pa3smepbl

MES2408
MES2408B
MES2408C
MES2408CP
MES2408PL

310 x 177 x 44 mm

MES2428P AC

430 x 204 x 44 mm

MES2428P DC

430 x 305 x 44 mm

MES1428
MES2408 DC
MES2408B
MES2408C
MES2408P AC
MES2408PL
MES2428
MES2428B
MES2428P
MES2428T

MHTepBan
paboumnx

o1 -20 o +50 °C

Temnepartyp

MES2408CP
MES2408P DC

o1 -20 go +50 °C
Mpu ncnonbzosaHun Kommepyecknx SFP-rpaHcmsepos
Temnepatypa OKpy)Kawweid cpegbl He  AOMKHaA
npesbiwaTb +45 °C

MES2408 AC

o1 -20 o +60 °C

MES2408IP DC1

oT -40 o +60 °C

WHTepBan TemnepaTypbl XpaHeHUA

ot -40 po +70°C

OTHOCUTEIbHAA BNIAXKHOCTb NpW
aKcnnyaTauum (6e3 obpasoBaHun
KOoHAeHcaTa)

He bonee 80%

OTHOCKUTENbHAA BIAXKHOCTb N pun

XpaHeHuu (6e3 obpasoBaHus ot 10% 00 95%
KOHAeHcaTa)
CpeaHWi CPOK CNYXKObI 10 net

V Tun NUTaHMA yCTPOICTBa onpeaenseTca Npu 3akase.
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1.4 KoHCTpyKTUBHOE UCNONHEHue

B AaHHOM pasgene onmucaHo KOHCTPYKTMBHOE WCMOJIHEHMe yCcTpoicTs. MNpeacTaBneHbl M3obpaxke-
HUA NepeaHen, 3aaHen 1 BOKOBbLIX NaHeNel yCTPOWUCTBA, ONUCaHbI Pa3beMbl, CBETOANOAHbIE MHANKATOPDI
W OpraHbl ynpaBaeHus.

Ethernet-kommyTtatopbl cepuii MES14xx, MES24xx BbINONHEHbI B META/I/IMYECKOM KOpMyce € BO3-
MOXHOCTbIO YCTaHOBKM B 19” KapKac, BbicoTa Kopnyca 1U.

1.4.1 BHewHulii sud u onucaHue nepedHeli naHeau ycmpolicme

BHewHWi Bua nepeaHen naHenn MES1428 nokasaH Ha pucyHke 1.

110-250 VAC 60/50Hz max 14 & . 5 7 &ELTEX MES1428

1 3 5 7 9 11 13 15 17 19 21 23
S0 o0 Ol 10 S 0[S0 O 10 o 10 O 0[O 10 o 10 O R0 O D [T 0] e
2 et
Console
o " 8
M!"“O (= (- =) - - jun] y - - o0 - o s o - - - (=] L
SR s Sl Srre S Sl S S Srro o

_[

PucyHok 1 —lNMepeaHaa naHeno MES1428

B Tabavue 10 npuBegeH nepeyeHb pPasbeEMOB, CBETOAMOAHbLIX MWHAWMKATOPOB WM OpPraHoB
ynpasaeHua, pacnosIoXKeHHbIX Ha NepeaHel NnaHeAn KommyTaTopa.

Tabanuya 10 — OnMcaHue pa3bemMoB, MHAMKATOPOB U OPraHOB yNpaB/eHuA nepegHei naHenn MES1428

3nemeHT nepeaHen

Ne OnucaHue
naHenu
1 ~110-250VAC, 60/50Hz max | Pasbem 418 MOAKMOHYEHMA K UCTOUYHMKY 3NEKTPOMUTAHUA NEpPeMeHHOro
1A TOKa
Power NHAMKaTOp NUTaHMA YCTPOMCTBA
2
Alarm MHanKaTop neperpesa

KOHCONbHbIM NOPT ANA NOKANbHOTO YNpaB/ieHNsa yCTPONCTBOM.
PacnuHoBKa pasbema cneaytouian:

He ucnonb3yerca

He ucnonb3yercs

RX

GND

GND

TX

He ucnonb3yerca

He ucnonb3yerca

He ucnonb3yercs

Pacnaitka KOHCONbHOTO Kabena npuseaeHa B NPUIOKeHUN B.

3 Console

O oo NOOTULD WN R

®yHKUMOHaIbHaA KHOMKa A/1a nepesarpysku ycTpoictea M cbpoca K 3aBo-
ACKUM HacTpoMKam:

- NPW HaXKaTUKM Ha KHOMKY AANTENbHOCTbIO MeHee 10 ¢ nponcxoaunT nepesa-
rpy3Ka yCcTpoicTBa;

- NPW Ha¥KaTMM Ha KHOMKY AAUTeNbHOCTbio 6onee 10 ¢ npoucxoguT cbpoc
HACTpOEeK YCTPOMCTBA A0 3aBOACKON KoHdUrypaumu.
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[1-24] MopTbl 10/100BASE-TX (RJ-45).
25, 26, 27, 28 Komb60-nopTbl: nopTbl 10/100/1000Base-T (RJ-45)
25 26, 27, 28 Kombo-nopTbl: cnOTbl ANA yCTaHOBKM TpaHcusepoB 1000Base-X Combo.

LNK/SPD — cBeToBasi MHAMKALMA COCTOAHUA ONTUYECKUX HTEPPEINCOB.

BHewHW BUA nepegHen naHenm ycTponcTe cepum MES2408 nokasaH Ha pucyHKax 2 — 10.

110-250 VAC 60/50Hz max 0.5A

Console

F

AELTEX MES2408

1 3 5 7

® = vy
1 2 3 4 5 6 7
PucyHok 2 — MepeaHaa naHenb MES2408 AC
v A s, 2 s . ; . AELTEX MES2408
@ [T P ]
o M = e st
L2 4 6 LI | L |
1 2.1 3 4 5 6 7
PucyHok 3 — lNepegHaa naHenb MES2408 DC
1lorzsnmewmmmxm A S 1 3 5 7 . AelTex Mmes2a088
o |G S ] sl
1 2 23 3 4 5 6 7

PucyHok 4 — lNepegHaa naHenb MES2408B

110-250 WAC 60/50Hz max 0.54

PucyHok 5 — NepeaHasa naHenb MES2408C

ANt L 3 s 7 5 JueLTex Mes2408c
T o o ]
power O o O Ok
¢ = 0 o ) ) [ e
L 2 4 6 8y 10 g 1
1 2 3 4 5 6 6.1 7.1

Ethernet-kommymamopei cepuli MES24xx, MES14xx
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110-250 VAC 60/S0Hz max 2 A s, N 3 5 7 5 SELTEX MES2408CP
: L5 - 10/100/10008ASE-T, §02.3at PoEs

G 11 90" 107s00710008AsE.T
] | or 100BASE-FX/ 1000BASE-X.
Pok Console |
1357 | | | 2 Lo
YOOO | |
H -

’ :T::;‘ 2468 ’ ) L2 4 6 8 : 10 ]|} ‘J:[\_,,,HSPD
1 2 3 3.1 4 5 6 6.1 71

PucyHok 6 — lMepeaHaa naHeno MES2408CP

A wiiSiic AELTEX MES24081P
warats

il =] il =

2.2 3 31 4 5 6 7

4

Power O
Narm O,

NoYol
2O 0w

I‘»oo-
1:38:

PucyHok 7 — MNepepHaa naHens MES2408IP DC1

176250 VAC 60/S0Hz max 24 A e 1 N s ’ JELTEX MES2408P
[ W e Y W ) e
n v e |lnm] (] L] (]

5 7 ¢
)
?? @ [ e
)

fl i 13
Power () [oJo]
mm0, 00

— z‘. 2 = T = 2 . T

| | |

2 3 31 4 5 6 7

PucyHok 8 — lMepeaHaa naHenb MES2408P AC

A st vence f ELTEX MES2408P
AT

5 7
FTaRC o 5 ﬁ;;nﬁ E[I;n_uﬁ byt velryediier
leng :E-T'n]\:.

4 3 8

1
2

PoE
1357 F
powerQ Q00O
AamQ 0000 (=,
I_|_I 24568
| I L

r

PucyHok 9 — lMepegHaa naHenb MES2408P DC

110-250 VAC 60/50Hz max 14 A s s . AeLTex Mmes2408pL

@ I ] 0 ot Console WWW% . . N
o &) FEEEE e

2 6 8 1 1

O™

[:35:
|

00w

=0 O~

Alarm O
Mo

'~
@

PucyHok 10 — NMepeaHasa naHenb MES2408PL

B Ttabanue 11 npuBegeH nepedyeHb Pa3bemMOB, CBETOAMOAHbLIX WMHAMKATOPOB W OPraHoB
ynpaBAeHuA, Pacrno/oXKeHHbIX Ha NepegHeit NaHean KoMmyTaTopos cepun MES2408.
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Tabnuua 11 — OnucaHMe pasbemoB, MHAMKATOPOB M OPraHOB yNpaBAeHUs nepeaHei naHe M KOMMyTaTo-
pos cepun MES2408

Ne | dnemeHT nepeaHel NnaHenu OnucaHue
1 ) Knemma gna 3a3emneHus ycTpoincTaea
’ ~110-250VAC, 60/50Hz max | Pasbem Ans MOAKMOYEHUSA K UCTOYHWUKY S/NEKTPOMUTAHUA NMepemMeHHOro
1A TOKa
21 | 18-72 VDC max 10A Pasbem AnA NOAKNOYEHMA K UCTOYHUKY SNEKTPOMUTAHUA NOCTOAHHOrO
TOKa
2.2 | 36-72 VDC max 1A/10A Pasbem Ans noAKAOYEHMA K UCTOYHMKY 3S/IEKTPOMUTAHUA MOCTOAHHOTO
TOKa
2.3 | 12VDC max 2A Pasbem ans NogKAoUYeHUA K aKKyMyATOpPHOM H6aTapen
Power MNHAMKaTOp NUTaHMA YCTPOMCTBA
3 Alarm NHankaTop neperpesa
Battery (ana MES2408B) MHanKaTop paboTbl akKymynsaTopHoi b6aTtapeun
3.1 | PoE1-8 MHanKkaTopbl coctoAHMA PoE-nopTtos
KOHCONbHbIM NOPT ANA NOKANBbHOIO YNpaB/eHUA YCTPOUCTBOM.
PacnuHoBKa pa3bema cnegytowan:
1 He uncnonb3yetca
2 He ucnonb3yeTcA
3 RX
4 GND
4 I
Console 5 GND
6 TX
7 He ucnonb3yeTcA
8 He ucnosbsyetca
9 He ucnosb3syetca
Pacnaiika KoHconbHOro Kabena npueeseHa B NpuaoxeHuu B.
®YHKUMOHaNbHaA KHOMKa ANA nepe3arpysku ycTpoicTBa M cbpoca K 3aBo-
[OCKMM HacTpolKam:
5 . - MPU HaXKaTUM HA KHOMKY A/UTEeNIbHOCTbIO MeHee 10 ¢ npoucxoauTt nepe-
3arpyskKa ycTpoucTBa;
- NPWU Ha)aTUW Ha KHOMKY AnutenbHocTbio 6onee 10 ¢ npoucxoamut cbpoc
HaCTPOEeK YCTPOMCTBA 4,0 3aBOACKON KOHbUTypauuu.
6 [1-8] MopTbl 10/100/1000BASE-T (RJ-45)
6.1 |9 10 Komb60o-nopThbl: nopTbl 10/100/1000Base-T (RJ-45)
CnoTbl ANA YCTaHOBKM ONTUYECKUX TpaHcmeepos 100BASE-FX/1000BASE-X
7 9, 10, LNK/SPD (SFP).
LNK/SPD — cBeToBas MHAMKALIMA COCTOAHUA ONTUYECKUX NHTEpPdEeincoB
7.1 | 9,10, LNK/SPD Komb6o-nopTbl: cnoTbl gns ycTaHoBKKM TpaHcuBepoB 1000Base-X Combo.

LNK/SPD — cBeToBast MUHAMKALMA COCTOAHUA ONTUYECKUX MHTEpdENncoB

BHelWwHMI BUA, NepegHer naHenn ycTponcTs cepum MES2428 nokasaH Ha pucyHKkax 11-16.

Ethernet-kommymamopei cepuli MES24xx, MES14xx
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PucyHok 16 — lMepeaHaa naHenb MES2428T
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B Tabavue 12 npuBegeH nepeyeHb PasbEMOB,

YyNpaB/ieHUs, PAacro/IoXKEeHHbIX Ha NepeaHeln NnaHean KommyTaTopoB cepun MES2428.

Tabnumua 12 — OnucaHMe pasbemoB, MHAMKATOPOB M OPraHOB yNpaBAeHUA NepeaHei NaHe n KOMMyTaTo-
pos cepun MES2428

dnemeHT nepeaHeit

Ne OnucaHue
naHenu
~110-250VAC, 60/50Hz max
1 1A Pasbem gnA NOAKNAOYEHMA K UCTOYHUKY INEKTPONUTaHWA NepemeHHOro
(170-264 VAC 60/50 Hz max | Toka
3A pna MES2428P)
1.1 | 12vDC max 2A Pasbem A5 NOAKNIOYEHMA K aKKYMYNATOPHOM BaTapeun
1872 VDC max 2A Pasbem AN NOAKAOYEHUA K UCTOYHMKY 3NEKTPOMUTAHMA MOCTOAHHOrO
1.2 | (36-72 VDC max 15A ans - A A ¥ P
MES2428P DC)
Power NHAMKaTOp NUTaHMA YCTPOMCTBA
Alarm UHpuKaTop neperpesa
2
PoE NHamkaTop paboTbl PoE
Battery (ana MES2428B) NHamKaTop paboTbl akKymynsTopHon baTtapeun
KoHCObHbIV NOPT ANA NOKANbHOTO YNpaBaeHUA YCTPONCTBOM.
PacnuHoBKa pasbema cneayrowan:
10 He ncnonbsyeTca
11 He ncnonb3yeTca
12 RX
13 GND
3 Console 14 GND
15TX
16 He ncnonbsyetca
17 He ucnonb3yetca
18 He ncnonb3yeTca
Pacnaiika KoHco/IbHOTrO Kabena npuseAeHa B NPUAOXKeEHUN B.
PyHKLMOHaNbHAA KHOMKa 418 nepe3arpysku ycTponctea M cbpoca K 3aBo-
OCKMM HacTpoMKam:
4 r - MPY HaXKaTUM Ha KHOMNKY AAUTeNbHOCTbIO MeHee 10 ¢ npoucxoauT nepesa-
rpy3Ka yCcTpOICTBa;
- NPW HaXaTUW Ha KHOMKY AauTenbHocTblo 6onee 10 ¢ nponcxoaunt cbpoc
HaCTPOEK YCTPOMCTBA A0 3aBOACKOW KOHOUrypaLuuu.
5 [1-24] MopTbl 10/100/1000BASE-T (RJ-45).
6 25, 26, 27, 28 Komb6o-nopTbl: noptbl 10/100/1000Base-T (RJ-45)
7 25, 26, 27, 28, LNK, SPD Komb6o-nopTbl: cnoTbl A/A YCTAHOBKM TPaHCUBEPOB 1000Base-)v( Combo.
LNK/SPD — cBeToBas MHAMKALMA COCTOAHUA ONTUYECKMX MHTepdelicoB
8 Tl 4 napbl BXOAHbIX CyXMX KOHTAKTOB

Ethernet-kommymamopei cepuli MES24xx, MES14xx
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1.4.2 3adHaa naHens ycmpolicmea

BHewHW BUA 3aaHen naHenn KommyTtaTopoB MES14xx n MES24xx npuBeneH Ha pucyHke 17.
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PucyHok 17 — 3agHAa naHenb kommyTaTtopos MES1428, MES2428, MES2428T, MES2428B, MES2408IP DC1
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PucyHok 19 — 3aaHAa naHenb KommyTtatopa MES2428P

B Tabnmuax 13 u 14 npuseaeH nepeyeHb pasbemMoB, PACcroOKEHHbIX Ha 3agHel naHem
KOMMYTATOPOB.

Tabnnua 13 — OnucaHMe pa3beMoB 3afHel naHenu KommyTtaTopoB MES1428, MES2428, MES2428T,
MES2428B, MES2408IP DC1, MES2408P

— o
1 Knemma 3aszemnenHua = Knemma gna 3asemneHuna ycTpomcrea.

Tabnvua 14 — OnucaHne pasbemMoB 3afHel NnaHenn kKommyTtaTopa MES2428P

1 BeHTUAATOPbI A1A OXNaXKAEHUA YCTPOMCTBA.

— o
2 Knemma 3aszemnenua = Knemma gna 3asemneHuna ycTpomcTea.

Ethernet-kommymamopei cepuli MES24xx, MES14xx 24
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1.4.3 bokoevie naHenu ycmpolicmea

o
()

PucyHok 21 — JleBasa 6oKoBan naHenb Ethernet-kommyTtaTtopos

Ha 60OKOBbIX NaHENAX yCTPOMCTBA PAcnoN0oXKeHbl BEHTUAALMOHHbIE PeLleTKW, KOTopble CayKaT ans
oTBoZa Tensna. He 3aKpbiBaliTe BEHTUAALMOHHbIE OTBEPCTUA MOCTOPOHHUMM NpeameTamu. ITO MOXKET
NPMBECTU K NeperpeBy KOMMOHEHTOB YCTPOMCTBA M BbI3BaTb HapylweHWs B ero paboTte. PekomeHzaumm no
YCTaHOBKE YCTPOMCTBA PacMooKeHbl B pasgene «YCTaHOBKa U NOAK/IOUEeHNE».

1.4.4 Ceemoseas uHOukayusa

CocTtoaHue wuHTepdeiicoB Ethernet wuHanumpyetrca aABymA CBETOAMOAHbIMM  MHAMKATOPaMM,
LINK/ACT 3eneHoro useta u SPEED aHTapHOro useTa. PacnonoseHue cBEeTOANOA0B NOKA3aHO Ha PUCYHKaX

22, 23.

1 O N
() sPD

PucyHOK 22 — BHewwHKi1 BUA, pa3bema SFP

LINK/ACT

S
r‘r.r"ﬁ

SPEED

(0000000 1

PucyHoK 23 — BHewHMI BUg, pasbema RJ-45

Tabanua 15 — CeeToBasa HANKaUmMA coctosHua Ethernet-noptos 10/100/1000BASE-T

CsBeyeHue MHAMKaTopa

CsBeyeHue HAMKaTopa

CoctosiHue uHtepdeiica Ethernet

SPEED LINK/ACT
BbikntoueH BbikntoueH MopT BbIKNOYEH UAN coOeANHEHUE He YCTaHOBAEHO
YcTaHoOB/IEHO coeamHeHne Ha ckopocTn 10M6éut/c nan
BbikntoueH [opuUT NOCTOAHHO

100M6uT/c

[oOpUT NOCTOAHHO

[oOpUT NOCTOAHHO

YcTaHOB/IEHO coeamHeHne Ha ckopocTti 1000M6uT/c

X

Mwuranue

MpoeT nepegaya AaHHbIX

Ethernet-kommymamopei cepuli MES24xx, MES14xx
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CuctemHble MHpuKaTopbl (Power, Alarm) cayxat gnsa onpepeneHnsa coctosHuA paboTbl y3nos
KommyTaTtopos cepumn MES14xx, MES24xx.

Tabnunuya 16 — CBeToBanA MHAMKALMA CUCTEMHbIX MHANKATOPOB

HasBaHue DyHKUUA @
CoctoAaHMe UHAUKATOpPA CocTtofiHMe yCTpoUCTBa
MHAMKaTopa WHAMKaTOopa

BbikntoyeH MuTaHne BbIKAOYEHO

CocToaHune . MMnTaHWe BKNOYEHO, HOpMaJibHanA
3eneHbli, rOpUT NOCTOAHHO .

Power WCTOYHWKOB paboTa ycTpoiicTea

nUTaHMA . CamoTecTMpOBaHMe yCTPOMCTBa Npu

3eneHbin, mepuaeT
crapte (POST)
Alarm CoctosAHue He roput HopmanbHasa paboTa ycTpoiicTea
ycTpolicTea KpacHbIi, ropuT NOCTOAHHO MNeperpes
o MoakntoyeH notpebutens PoE (roput
NHamkaTop 3eneHbl, ropuUT NOCTOAHHO .
WHAMKATOP, COOTBETCTBYHOLLMI NOPTY)
PoE coctoaHua PoE- =

nopToB KpacHbIn, ropuT NOCTOAHHO OwwnbKa PoE Ha nopTy

BbikntoyeH Motpebutens PoE He nogKnatoueH
/” Ecan nngukartop Alarm n ungukatop PoE ogHOBpeMeHHO ropAaT KpacHbIM LLBETOM, — 3TO
CUrHaNU3UpyeT 0 KpUTUYecKoi ownbke PoE.

1.5 KomnnaekTt nocrtaBKu

B 6a30BbIii KOMNAEKT NOCTABKM BXO4AT:

— Ethernet-kommyTaTop;

—  LUHyp nuTaHus (B cnyvae KOMNAEKTALMM MOAYAEM NUTaHUA Ha 220B);
— KomnnekT Kpenexa B CTOMKY;
— PykoBoAacTBO Mo 3KcnayaTtaumm (noctasnsetcs Ha CD-gucke);
— Nacnopr.

/" Mo 3aka3y NoKynaTtensa B KOMMNAEKT NOCTaBKU MOTYT 6biTb BKAtOUYeHbl SFP/SFP+-
TpaHcuBepbl.

Ethernet-kommymamopebl cepuli MES24xx, MES14xx
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2 YCTAHOBKA U NOAKNIHOYEHUE

B AaHHOM pasfene onucaHbl NpoLeaypbl YCTAHOBKM 060pyA0BaHUA B CTOMKY M NOAKAOUYEHMA K NK-
Talouwen cetu.

2.1 KpenneHue KpOHLWTENHOB

B KOMMNEKT NOCTaBKM YCTPOMCTBA BXOAAT KPOHLWTEWHbI AN1R YCTAaHOBKM B CTOWMKY M BUHTbI 414 Kpen-
NeHWA KPOHLUTEMHOB K KOPMNyCY YCTPOMCTBA. 1A YCTaHOBKM KPOHLITENHOB:

PucyHok 24 — KpenneHne KpOHLWTENHOB

1. CoBmecTuTe YeTblpe OTBEPCTUA 4S9 BUHTOB Ha KPOHLUTEMHE C TAKUMMU e OTBEPCTUAMMU Ha
H60KOBOI NaHe M yCTpoCTBa.

2. CnomoLLblo OTBEPTKM NPUKPENUTE KPOHLUTEMH BUHTAaMM K KOpMycy.

3. MMosTopuTte aencteuns 1, 2 Ans BTOPOro KPOHLUTENHa.

2.2 YcTaHOBKa YCTPOMCTBA B CTOMKY

[nA yCTaHOBKM YCTPOICTBA B CTOMKY:

1. MpunoxKnTe yCTPOMCTBO K BEPTUKA/IbHBIM HAMPaBASOLLMM CTOMKMN.

2. CoBMecTUTE OTBEPCTUA KPOHLUTEMHOB C OTBEPCTUSAMM HA HaNpaBAAIOWMX CTOMKMK. Mcnosib-
3yiTe OTBEpPCTUA B HaMpPaBAAOWMX HA OAHOM YPOBHE C 06enx CTOPOH CTOMKM, ANS TOro
4TO6bI YCTPOMCTBO PACNONaraaoCb ropU3oHTaabHO.

3. C nomoLLbto OTBEPTKM MPUKPENUTE KOMMYTATOP K CTOMKE BUHTaMM.

Ethernet-kommymamopei cepuli MES24xx, MES14xx 27
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OLO0000000,

OLO00000000,

/ﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂ‘ﬂﬂ"ﬂﬂﬂﬂﬂﬂﬂﬂﬁﬂ/

e

PucyHOK 25 — YcTaHOBKA YCTPOMCTBA B CTOMKY

Ha pucyHKe 26 npueegeH npumep pasmeleHmna kommyTtatopos MES14xx u MES24xx B cTOMKe.

o MES14xx/MES24xx N1 o
o KabenbHblin opraHainsep (o]
(o) MES14xx/MES24xx N2 (o]
o KabenbHblin opraHainsep (o]
(o) MES14xx/MES24xx N3 (o]
o KabenbHhbliA opraHanaep o
(o) 5 MES14xx/MES24xx N4 (o]
o KabenbHhblii opraHanaep o
(o) 7 MES14xx/MES24xx N5 (o]
o KabenbHhbIi opraHanaep o

PucyHoK 26 — PasmeleHne KommyTtaTopoB MES14xx n MES24xx B cToiKe

’I He 3aKpbiBaliTe BEHTUNALMUOHHDbIE OTBEPCTUA, a TaK}Ke BEHTUNATOPbI, PACNO/IO}KEHHbIE Ha
3aAHel naHenun, NOCTOPOHHUMU MpeamMeTamMmu BO u3bexkaHuMe neperpeBa KOMMOHEHTOB

KOMMYTaTOpa M HapyLueHuA ero paboTbl.

Ethernet-kommymamopebl cepuli MES24xx, MES14xx
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2.3 TMoaknouyeHUe NUTaOLWEN CEeTH

1. Mpexae, 4em K ycTponcTey ByaeT noAKntoyeHa nuTatowan cetb, HeobXoAMMO 3a3eMANTb
KOpnyc ycTponcTBa. 3a3emsieHne HeobxoAMMO BbIMOJIHATL M30/JIMPOBAHHbIM MHOTOXWb-
HbIM MPOBOAOM. YCTPOMCTBO 3a3eM/IEHUA U CeYEeHMe 3a3eM/IAIOLEro NPoBOAa AOKHbI CO-
OTBETCTBOBaTbL TpeboBaHMamM Y3,

2. Ecnu npepnonaraetca NOAKAOYEHME KOMMbIOTEPA MAM MHOMO 0H6OPYAOBAHWUA K KOHCO/b-
HOMY MOPTY KOMMYTATOpPA, 3To 06opyAOBaHME TaKXKe AOKHO ObITb HALEKHO 3a3EMNEHO.

3. MNopkntoumTe K yCTPOMCTBY Kabenb NUTaHMA. B 3aBMCMMOCTM OT KOMM/IEKTALUMN YCTPOMCTBA,
NMUTaHME MOXKET OCYLLECTBNATLCA OT CETU MEepPeMEHHOro ToKa, AMbB0 OT ceTM MOCTOAHHOIO
TOKa. MpK NoaKNtOYEHUN CETU NMEPEeMEHHOr0 TOKa CnefyeT UCMNoib30BaTb Kabenb, BxoAA-
WM B KOMMEKT YCTPOMCTBA. [N NOAKAOYEHUA K CETU MOCTOSHHOTO TOKa MCMO/Mb3ynTe
NPOBOA ceYeHnem He meHee 1 mm>.

4. BkOYMTE NUTAHME YCTPOMCTBA M ybeauTecb B OTCYTCTBUM aBapuil MO COCTOAHUIO UHAMKA-
TOPOB Ha NepeaHen naHenu.

2.4 YcraHoBKa u ypaneHue SFP-tpaHcuBepos

YCTaHOBKa ONTMUYECKUX MOAY/Ieii MOXKeT NMPou3BOAUTLCA KaK NPU BbIKNIOUYEHHOM, TaK U
npu BK/IKDYEHHOM YCTPOUCTBE.

PekomeHayeTcAa pasgenibHOe NOAKAIOYEHUe SFP-TpaHCMBepa U onTu4ecCKoro naty-Kopaa B
cnort.

1. BcTaBbTe BepxHuit SFP-moaynb B CIOT OTKPbITOM YacTbto pa3bema BHU3, a HUMXHUN SFP-
MOZY/Ib OTKPbITOM YacTbio pa3bema BBEpX.

PucyHok 27 —YcTtaHoBKa SFP-TpaHcmBepos

2. Hapasute Ha moaynb. Korga oH BCTaHeT Ha MeCTO, Bbl yCabIWwWnTe xapaKTepruZ LLLeYOoK.

PucyHok 28 — YcTtaHosneHHble SFP-TpaHcuBepbl

Ethernet-kommymamopei cepuli MES24xx, MES14xx 29
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AnA yaaneHusa TpaHcusepa:

1. OTKpoiiTe 3aLenKy moayns.

PucyHok 29 — OTKpbITHe 3awenkm SFP-TpaHcueepos

2. WN3Bnekute moaynb 13 cnoTa.

PucyHok 30 — U3BneveHune SFP-TpaHcuBepoB

Ethernet-kommymamopebl cepuli MES24xx, MES14xx
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3 HAYAJ/IbHAA HACTPOMKA KOMMYTATOPA

3.1 TlopAuuve Knasuwmn

CouyeTaHue KnasuL OnucaHue
Ctrl+A BepHyTbCA K Hayany CTPOKU
Ctrl+E BepHyTbCA K KOHLY CTPOKMU
Ctrl+F MpoaBWHYTLCA BNepes Ha OAUH CUMBO
Ctrl+B MpoaBWHYTLCA Ha3ad Ha OAUH CUMBON
Ctrl+D YaanuTb AaHHbIA CUMBO
Ctrl+U,X Yaanntb Havyano CTPOKM 40 CMMBO/1A
Ctrl+K YAanntb KOHeL, CTPOKM nocae CMMBOAA
Ctrl+W Ypanutb npeaplayuiee ca0BO
Ctrl+T MNepemecTuTb Npeaplaywmn CUMBO
Ctrl+P MepenTn K NpeaplayLLeln CTPOKe B UCTOPUN KOMaHA,
Ctrl+N MepelTn K cnenyoLen CTPOKe B UCTOPUN KOMaH,
Ctrl+z Bo3spaT K KopHesomy pexumy CLI

3.2 HacTpoiika TepmuHana

Ha KomnbloTepe 3anycTuTb Nporpammy amynsaumm TepmuHana (HyperTerminal, TeraTerm, Minicom)

M NPOU3BECTU CeaytoLLme HAaCTPOMKM:

— BblOpaTb COOTBETCTBYIOLMIA NOCeA0BaTE bHbIV NOPT;
—  YCTaHOBWUTb CKOPOCTb Nepeaaun aaHHbIx — 115200 604;

— 3apaTtb dopmaT AaHHbIX: 8 6UT AaHHbIX, 1 CTONOBLIN 6UT, 6€3 KOHTPOS YETHOCTY;

—  OTK/OYUTb annapaTHoe 1 NporpaMmmHoe yrnpasaeHue NOTOKOM AaHHbIX;

— 334aTb pPeXum smynauuum TepmuHana VT100 (mMHOrMe TepmMHafbHble MNPOrpamMmbl
MCNONb3YIOT AaHHbIA PEXMM IMYNALMM TEPMUHANA B KAYECTBE PEKMMA MO YMONYAHUIO).

3.3 BKAwueHMe ycTpoiicTBa

YCTaHOBUTb COeAMHEHNE KOHCOM KoMMmyTaTopa (nopT «console») ¢ pasbemom nocieaosatenbHOro
NHTepdelica KoMNbloTepa, Ha KOTOPOM YCTaHOB/IEHO NPOrpamMmMHOe obecrneyeHne aMyaaUnM TepMUHana.

BKAOUMTL  yCTpoMcTBO. TpM  KakAOM  BKAKOYEHWM KOomMMyTaTopa

3anyCKaeTca npouecc

MHUUMANM3ALMM YCTPOIMCTBA, NOCNE KOTOpOiM HeobXxoAMMO MPOWTM npoueaypy asTopu3auMu gna

JanbHelwei paboTbl C KOMMYTAaTOPOM:

ISS login:admin
Password: ***** (admin)
console#

3.4 Hacrtponka pyHKUMA KOMMyTaTOpa

®YHKUMM NO HaYaIbHOMY KOHPUIYPMPOBAHMIO YCTPOMCTBA MOXKHO pa3aenunTb Ha ABa TUNa:

Ethernet-kommymamopei cepuli MES24xx, MES14xx
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— bas3oBas HacTpoiKa — BK/OYaeT B ceba onpeaeneHre 6a3oBbix GYHKUMIN KOHOUTYpaLUK U
HACTPOMKY AnHammyeckumx IP-agpecos.

— Hacrpoitka napameTpoB cuctembl 6e30MacHOCTM — BKJ/IOYAET YyMpaBiaeHWe CUCTEMOM
6e3onacHOCTM Ha ocHoBe mexaHu3ma AAA (Authentication, Authorization, Accounting).

/ Mpu nepesarpysKe yCTPOWACTBa BCe HECOXPaHEHHble AaHHble 6yayT yTepaHbl. QA coxpaHe-
HUA NO6bIX BHECEHHbIX U3MEHEHMIT B HACTPOMKY KOMMYTaTopa UCNob3yeTca ceayiowan

KOmMaHpAa:

console# write startup-config

3.4.1 AsmomamuyecKaa Hacmpolika napamempoe Kommymamopa
(Zero Touch Provisioning)
B uenax aBTOmMaTtU3auMKM ynpaBieHUA KOMMYTAaTOPOM Ha YCTPOMCTBe nogaep:kaHa ¢yHKuma ZTP
(Zero Touch Provisioning). [laHHaa ¢yHKLMA NO3BOAAET NOAYYUTb HACTPOMKY HEKOTOPbIX onuumii ot DHCP-

cepBepa Ha aTane NnogKnr4yeHnAa YCTpOﬁCTBa. Mo ymonyaHuto ZTP BKIOYEH aBTOMaTUYECKN.

KomaHObI pexcuma 2106anabHol KoOHpuU2ypayuu

Buz 3anpoca KoMaHAHOM CTPOKM pexxnma rinobanbHOM KoOHbUrypauum:
console (config) #

Tabnvua 17 — KomaHabl pexnma rnobanbHOM KOHOUrypaLumm

3HaveHue/3Ha4yeHue no »

KomaHda / Aeiicmeue

YMOAYAHUIO

ztp enable Bkntountb paboTy dyHKUMM ZTP.

V Mo ymonuaHuio ZTP noppep)kusaet nepepady on-
umii 43, 66, 67. Mogonuuu pansa 43 onuuu:

-/BKAKOYEH, 3anycKaeTcn 1-image
BHa4yane ctapta NPOLNBKU 2 — bootfile
3 — config-file
4 - tftpserver
ztp disable OTKAOYUTL pPaboTy pyHKUMK ZTP

3.4.2 baszoseaa Hacmpolika Kommymamopa

[na Hayana KoHPUrypauum ycTpomncTea HEOBX0AMMO NOAKNHOYUTL YCTPOMUCTBO K KOMMbIOTEPY Yepes
nocnefoBaTesIbHbIM NOPT. 3aNyCTUTb HA KOMMbIOTEPE NPOrpaMmMy IMYIALMU TEPMUHANA COFTACHO MYHKTY
3.2 «HacTtpoiKka TepMmuHana».

Bo Bpems Haya/bHOW HACTPOIMKN MOXKHO onpenenntb nHTepdeiic, KoTopblin byaeT NCNOIb30BaTbCA
ON1A NOAKNIOUYEHUA K YCTPOUCTBY YAaNeHHO.

basoBas HaCTDOﬁKa BK/IIOYaET cneayouwee:

1. 3apgaHue naponsa ana nosbsosatena «admin» (c ypoBHem npusunernin — 15).
YaaneHue y4yeTHOM 3anmcu «guest» nam usmeHeHne napona ana Heé.
Co3paHue HOBbIX NOJIb30BaTENEMN.

HacTtpoiika ctatuueckoro IP-agpeca, Macku NOACETU U LWAHO3A MO YMOAYaAHMIO.
HacTtpoika napameTtpoB npoTokosia SNMP.

vk wnN
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3.4.2.1 3adaHue napona Ha Ha4anbHoIl 3a2pY34UK
Ha ycTpolicTe cylecTByeT BO3MOXKHOCTb YCTAHOBUTbL Mapos/ib Ha HavyaAbHbIN 3arpy3dunk. JanHa na-
ponA He A0/KHA npeBblwatbh 16 cumBonos. YTobbl 3a4aTb Napo/ib HEOBXOAMMO B KOMaHAHOW CTpPOKe
KOMMYTATOpa BbIMOJIHUTb KOMAHAY:
console# boot password password
KomaHga ans cbpoca napons:

console# no boot password

[ns Toro, utobbl NepeiTi B U-boot KOMmyTaTOpa HEOHXOAMMO BO BPEMS 3arpy3KM yCTPOMCTBA BBE-
CTM NapoJib NOC/E CTPOYEK:

U-Boot 2011.12.(2.1.5.67086) (Feb 18 2019 - 06:43:17)

Board: RTL838x CPU:500MHz LXB:200MHz MEM:300MHz
DRAM: 256 MB

SPI-F: 1x32 MB

Loading 65536B env. variables from offset 0x110000
chip index= 23

Switch Model: MES2428 board (Port Count: 28)
Switch Chip: RTL8382

Ak hkhkkhkhkhkhkhkhhkhhkhhkhhkdhhrhkhhkhhkkh ook hkrkhhkh ok hkhdh ok hkxkxtk
#4## RTL8218B config - MAC ID = 0 ####

Now External 8218B
khkkhkkhkhkhkhkkhkkhkhkhkhhkkhhkhrhkhkkhkhkhkhhkkhkhkhrhhkkhhhrrhkkhhkhrhkhkkhkhhrhkkhhdxhhkh*k
#### RTL8218B config - MAC ID = 8 ####

Now Internal PHY

Ak hkhkkhkhhkhhkhkhkhrkhkhkhkhkhkhhkhhkrhkhkhkkhhkhkhkrhkhkhrhhhhkrhkhkdhhk,khkxkxkk
#4#4 RTL8218B config - MAC ID = 16 ####

Now External 8218B
khkkhkkhkhkhkhkkhkkhkhkhkhkhkkhkhkhrhkkhkkhhkhhhkhkhkhrhkhkkhdhhrhrhkkhhkhrhkhkkhkkhhrrhkkhhdxhhk*k
*%x%% RTLB214FC config — MAC ID = 24 **x*x

Now External 8214FC

Net: Net Initialization Skipped

rt18380#40

Autobootin 3 seconds..

’ napOI'lb no YMO/I4aHUIO ANnA Bcex yCTpOFICTB «eltex».
L

Maposib Ha HavajbHbIM 3arpy3yMK TaKKe MOXKHO M3MEHMTb M3 camoro u-boot. [ns atoro nocne
nepexoga B u-boot Heobxoanmo 3a4aTb NaPOb Caeaytowelnt KomaHaol (npumep ana MES2428):

MES24284# password set password
KomaHga ansa cbpoca napona us u-boot:
MES2428+# password erase

Mocne BBeAEHMA 3TON KOMaHAbI TpebyeTca noaTBep:KAeHWe cOpoca Napoia KNaBuLLIen «y».,

C6poc napona BoCCTaHaB/AMBAET Napo/ib MO YMOAYaHUIO — «eltex».
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3.4.2.2 3adaHue naponsa 011 nosavb3osamensa «admin» u co30aHue HOBbIX Noab3oeameneli

DOna obecneueHus 3awuLEHHOro BXoga B CUCTEMY HEO6XOAMMO Ha3HauMTb Naponab Npu-
BUNErMpoBaHHOMY nosb3oBaTtento «adminy».

Mma nonb3oBatena W Maposib BBOAWUTCA MNpPW  BXoAe B CUCTEMY BO BpemMA CeaHCoB

aAMUHUCTPUPOBAHMA yCTpPoMncTBa. [aa co34aHMsA HOBOMO MoJib30BaTesIn CUCTEMbI MW HACTPOMKK Ntoboro
M3 NapaMeTpPoB — UMEHW NO/Ib30BaTENS, MAP0A, YPOBHA NPUBUIETNIM, UCNONb3YIOTCA KOMaHAbl:

Y

console# configure
console (config) # username name password password privilege {I1-15}

YpoBeHb npusuneruii ¢ 1 no 14 paspeluaeT A0OCTyN K YCTPOMUCTBY, HO 3anpeLyaeT HaCTPOMKY.
YpoBeHb npuBuaeruit 15 paspeluaer Kak f0CTyn, TaK U HaCTPOIiKY YCTPOMCTBa.

Maposb AOMKEH COCTOATb U3 5 CUMBOI0B MUHUMYM, cOAEpPXKaTb B cebe NaTUHCKUE BYKBbI
BEpXHero U HWXHEro pPerucrTpa, a Takxe XoTa 6bl 0g4UH cneuunanbHblii cMMBOA U UUdpY.
MOXHO OTK/IIOUMTb NPOBEPKY HAa Ha/iMuMe BbilleyKa3aHHbIX CUMBOJIOB KOMAHAaMM C No-
MoLbIO KomaHg passwordvalidate.

Mpumep KomaHa, [Ana 3adaHua nosb3osatento «admin» napona «Eltex_1» u cospaHuAa

nosib3oBaTtesia «operator» c naposiem «Pass_2» 1 ypoBHeMm npusuaernin 1:

Y

console# configure

console (config) # username admin password Eltex 1

console (config) # username operator password Pass 2 privilege I
console (config) # exit

console#

MHopmaumAa 0 NOKaNbHBIX YYETHbIX 3anNUCAX XPAHUTCA B SHEProHe3aBUCUMON NaAMATU U
MoeT 6bITb oumLLeHa KomaHaoii 'delete startup-config'.

3.4.2.3 Hacmpoiika cmamu4eckozo IP-adpeca, macku nodcemu u wt03d 1o yMoa4YaHuo

[nA BO3MOXHOCTU YNpaB/eHUsA KOMMYTAaTOPOM M3 CeTU HeobXxoAMMO HasHauuTb ycTponcTey IP-

afpec, MacKy noaceTu 1, B Cyvae ynpaBaeHUA U3 APYron CeTu, W3 N0 yMonvaHui. IP-agpec MoXKHO
HasHauutb nbomy uHTepdeicy — VLAN, dusmueckomy nopTy, rpynne noptoB (MO yMONYaHUIO Ha
uHTepoderice VLAN 1 HasHaueH IP-agpec 192.168.1.239, macka 255.255.255.0). IP-agpec Wwnto3a AOMKEH
npUHagAexKaTb K TON e NoaceTu, 4To U 0AnH m3 IP-nHTepdeicos ycTponcTaa.

MNpumep KoMaHA HacTpoMKku IP-agpeca ansa nntepdeinca VLAN 1

MapameTpbl MHTEpdeEiica:

IP-adpec, Ha3Hauyaembll 0n1a uHmepdgpetica VLAN 1 —192.168.16.144
Macka nodcemu — 255.255.255.0
IP-adpec winto3a no-ymonyaHuro —192.168.1.1

console# configure

console (config)# interface vlan I

console (config-if)# ip address 192.168.16.144 255.255.255.0
console (config-if)# no shutdown

console (config-if)# exit

console (config) #iproute 0.0.0.0 0.0.0.0 192.168.1.1

[Ons Toro ytobbl YOeanTbea, 4tTo aapec 66l HasHavyeH UHTepdelicy, BBeaUTE KOMaHAay:
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console# show ip interface

vlanl is up, line protocol is up
Internet Address is 192.168.16.144/24
Broadcast Address 192.168.16.255
Vlan counters disabled

3.4.2.4 Hacmpolika napamempos npomokosaa SNMP 0aa docmyna K ycmpolicmey

YCTPOMCTBO COAEPIKUT BCTPOEHHbIM areHT SNMP 1 nogaeprkuBaer Bepcum npotokona vl/v2c/v3.
AreHT SNMP nogaeprkmaeT Habop cCTaHAAPTHbIX NnepemeHHbix MIB.

[N BOSMOMXKHOCTU aMUHUCTPUPOBAHUA YCTPOICTBA NocpeacTBOM npoTokona SNMP, Heobxoanmo
€034aTb X0TA Hbl 04HY CTPOKY coobuLiecTsa.

dPopmaTt KoHourypaumm SNMP aoakeH NpUHMMaTb CAeayownii BUa:

snmp user <user>

snmp community index <indexNumber> name <community> security <user>
snmp group <groupname> user <user> security-model v2c

snmp access <groupname> v2c read <view> write <view> notify <view>
snmp view <view><oid> included

snmp targetaddr <targetAddr> param <targetParam><ip-address> taglist
<taglist>

snmp targetparams <targetParam>user<user> security-model v2c message-
processing v2c

snmp notify <user> tag <taglist> type Trap
|

B KauecTBe npummepa bygem mcnonb3oBaTb Bepcuio snmpv2c. Cospaamm nosb3osatensa USER,
npuHagnexawero rpynne GROUP. [aHHbI nonb3oBaTeNb AOMKEH MMETb BO3MOMKHOCTb MCMO/b30BaTb
community NETMAN, Kotopoi npucsoum uHaekc 1. Fpynne GROUP 6yapet paspelweH p[ocTyn Ha
yTeHune/3anucb/nonydeHne snmp-trap No ob6beKTam, NpUHaANEKALWMM Viewiso. O6beKTbl, ANS KOTOPbIX
pa3spelleHa OTnpaBKa TPanoBs, AO/KHbI NPUHaANeXKaTb Ter-nnucty TAG, oTnpaBaATLCA Ha rpynny aapecos
ADDR, B KoTOpYyto BXOoamT IP-agpec 192.168.1.1. NMapameTpbl OTNPaBKM yKa3biBatoTcA B targetparamTRAPS,
onpeaensaemom gna nonb3osatena USER.

console (config) #!

console (config) #snmp user USER

console (config) #snmp community index 1 name NETMAN security USER

console (config) #snmp group GROUP user USER security-model v2c

console (config) #snmp access GROUP v2c read iso write iso notify iso
console (config) #snmp view iso 1 included

console (config) #snmp targetaddr ADDR param TRAPS 192.168.1.1 taglist TAG
console (config) #snmp targetparams TRAPS user USER security-model v2c
message-processing v2c

console (config) #snmp notify USER tag TAG type Trap

KomaHObI pexcuma 210b6aab6Hol KOHuU2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM pexkmnma rnobanbHom KoHGUrypaumm:

console (config) #
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Tabnunuya 18 — KomaHabl pexknma rnobanbHoM KoHbUrypaumm

KomaHda

3Ha4yeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

snmp notify
notify_nametagtag_nametype
{trap | inform}

snmp notify notify_name

notify_name: (1..32)
CUMBOAA;
tag_name: (1..32) cumBona
-/BbIK/IIOYEHO

AKTUBMPOBATb OTNPaBKY Tpanos no cobbituio login/logout

OTKANOUUTL OTNPABKY TPanos no cobbiTuio login/logout

snmp-server enable traps dry-
contacts

no snmp-server enable traps
dry-contacts

-/BbIK/IIOYEHO

AKTVMBMPOBaTL OTNPABKY TPANoB Mo COBbITUIO 3amblKkaHUs/
pPa3MbIKaHWA CYXMX KOHTAKTOB

OTK/OUYUTL OTNPABKY TPANos Nno cobbITUIO 3aMblKkaHUA/
pPa3MbIKaHUA CYXMX KOHTAKTOB

snmp user
user_name{EnginelDEnginelD}

no snmp user name

user_name: (1..32)
CUMBO/I0B

Cospatb SNMP-nonb3oBsartens.
EnginelD — npeHtndumratop SNMP-ycTpoiictea

Ypanutb SNMP-nonb3osaTensa.

snmp community index
indexname namesecurity
user_name

no snmp community index
index

index: (1..32) cumBo10B;
user_name: (1..32)
CUMBOJI0B

MpmBA3aTb COO6LLECTBO C 334aHHBIM MHAEKCOM K paHee co3-
AaHHOMY No/Ib30BaTeNto.

YT106bI paspelnTb ncnosb3oBaHue N060ro cneumanbHoro
CMMBO/1a B Ha3BaHWUM 1 UHAEKCe COOBLLECTBa, YKasKUTE ero B
[BOMHbIX KaBblyKax. Ec/M HazBaHMe U MHAEKC coobluecTsa
coaepKaT TO/IbKO BYKBbI U LMPbI, TOrAa ABOMHbIE KaBblUKK
HE HYXHbl.

Yaanutb SNMP-coo6LecTBo ¢ yKazaHHbIM MHAEKCOM.

snmp group group_name user
user_name security-model {v1
| v2c |v3}

no snmp group group_name
user user_name security-
model {v1 | v2c |v3}

user_name: (1..32)
CYMBOJIOB;
group_name: (1..32)
C“MBO/IOB

Cozpgaet SNMP-rpynny nav Tabanuy cootsetctamii SNMP-
nonb3osaTenen u npasun obospeHnin SNMP

Yaanaet SNMP-rpynny.

snmp access group_name {v1
| v2c |v3} read
read_viewwrite write_view
notify notify_view

no snmp access group_name
{v1 | v2c |v3auth}

group_name: (1..32)
C“MBO/I0OB

Paspewwntb SNMP-rpynne A0oCTyn Ha YTeHUe, 3anNucb 1 oT-
NpaBKy SNMpP-TPanoB No 06beKkTam, NPUHAANENKALNM
read/write/notify-view.

3anpetntb SNMP-rpynne A0CTyn Ha YTeHue, 3anucb 1 oT-
npaBKy sNMp-TpanoB No o6bekTam, NPUHaANENKALLUM
read/write/notify-view.

snmp view
view_nameOID{included |
excluded}

snmp view view_name OID

view_name: (1..32)
CMMBOJIOB

Co3faeT unn pefakTupyeT npasuno obospeHuns ans SNMP—
paspeLuatolee NpaBuao, IMHO orpaHMYMBalOLLEE CEPBEPY-
obo3pesaTento goctyn K OID.

OID — naeHTuoukaTopa obekta MIB, npeacTBNEHHbIV B BUAE
pepesa ASN.1

included — OID BKkAtoYeHa B NpaBuao AnA 0603peBaHusn;
excluded — OID uckntouyeHa B Npasuao a4 o0603peBaHus.

Ypanaer npasuno obospeHns ans SNMP.

snmp targetaddr targetAddr
param targetParamIP_addr
taglist taglList

no snmp targetaddr
targetAddr

targetAddr: (1..32)
CUMBO/IOB;
targetParam: (1..32)
CUMBO/IOB;
taglist: (1..255) cumBonos

Co3paTb rpynny aApecos, Ha KoTopble ByAyT OTNPaBAATLCA
Tpanbl COracHO NapameTpam Ter-amMcra

Ypanute rpynny agpecos, Ha KOoTopble 6yayT oTNPaBAATbCA
Tpanbl COracHO NapameTpam Ter-amcra

snmp targetparams
target_paramuser
user_namesecurity-model {v1
| v2c | v3} message-
processing {v1 | v2c | v3}

no snmp targetparams
target_param

user_name: (1..32)
CMMBOJIOB;
target_param: (1..32)
CMMBOJIOB;

YKa3aTb NapameTpbl OTMPaBKKU Tpanos, onpeaensaemble Nob-
30Baenem

Yaanutb napameTpbl OTNPaBKK TPAnos, onpeaensemble
nosib3oBaenem
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3.4.3 Hacmpoiika napamempos cucmemsi 6e3onacHocmu

Ona obecneyeHnsa 6e30MaCHOCTM CUCTEMbI MCMOAb3YeTCA MexaHusm AAA (ayTeHTUUKaLms,
aBTOpM3aums, yyeT). Ans wnudpoBaHMA AaHHbIX UCNOb3YeTca mexaHu3m SSH.

3anucu B cucteme 6e3onacHocCTy.

Authentication (ayTeHTUdUKaumMAa) — comnocTaBleHWe 3anpoca CyLlecTBYHOLLEeH YUYETHOM

Authorization (aBTopu3aumsa, NPoOBepKa YPOBHA [AOCTyna) — COMOCTaB/eHWEe YYETHOW

3anucu B cucTeme (npolueaen ayTeHTUdMKaLuio) U onpeaenEHHbIX NOJHOMOUUIA.

Accounting (y4€T) — cnexkeHue 3a notpebaeHnem pecypcos nosib3oBaTesiem.

[Ipy MCHOJIB30BaHMM HACTPOEK YCTPOMCTBa
napoJys — admin.

1o yMOJIUAHUI ¥MMSA I[IOJIb30BaTesid — admin,

Haponb Ha3HadYaeTCd II0JIb30BaTeJIEM.

MemoObl aymeHmuguKkayuu U asmopusayuu mo2ym bbimb HacmpoeHsl 2106a1b6HO Unu

HG omoesbHbIE AUHUU.

KomaHObI pexcuma 2a0baab6Hol KOHuU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexRmnma rnobanbHom KOHPUrypaumm:

console (config) #

[ns BxoAa B PeXXUM KOHPUIYpaLUKM TNHUIA MCNOb3YHOTCA KOMaHAbI:

line{console | telnet | ssh}
Bupg, 3anpoca KOMaHAHOM CTPOKU peXMma Ko

console (config-line) #

HOUIYpPaUUN NUHWNIA:

Tabnuua 19 — KomaHabl pexxnma rnobanbHo KoHOUrypaLmm

3Ha4yeHue/3HayeHue no
YMOAYAHUIO

KomaHda

Aeiicmeue

enable authentication
{local | radius | tacacs}

-/BbIK/IOYEHO

3apaeT meTog, ayTeHTMOUKALMM NONb30BaTeNA NPU NOBbILEHUN
YPOBHSA NpuBUAErUiA ANA KOHconw, telnet, ssh.
- radius — ucnonb3osaTb cnucok RADIUS-cepBepoB AN ayTeH-
TMdUKaLmK;
- tacacs — wcnonb3oBatb cnMcok TACACS-cepBepoB gns ay-
TeHTUdUKaLmK.

no enable authentication

YcTaHaBAnBaeT 3HaYeHUe No YMOIYAHUIO.

login authentication

{radius | tacacs} [local] -/local

3apaeT meToa ayTeHTUGMKaL MM NONb30BaTeNs NPU BXoae
ONA KoHconw, telnet, ssh

no login authentication

YcTaHaBAMBaeT 3Ha4YeHWe No YMOAYAHUIO.
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4 YNPABNEHUE YCTPOMCTBOM. UHTEP®ENC KOMAHAHON CTPOKU

ONnA KOHPUIrypaumMu HacTpoeK KOMMYTaTopa MCMO/b3yeTcs HECKO/IbKO PEeXMMOB. B Kaxaom
pexume AOCTyneH onpegeneHHbI CNMCOK KOMaHA. BBOA CMMBONA «?» CAYXUT AN1A NPOCMOTpa Habopa
KOMaHZ, AOCTYMHbIX B KAXKAOM M3 PEKMMOB.

Ona nepexoga M3 oA4HOro pexnma B ,u,pyroﬁ MCNOJIb3YKOTCA CneunaibHble KOMaHAbl. I'Iepel-leHb
Cyuw,eCTByHOWMNX PEXMMOB U KOMaHA BXO4a B peXnm:

KomaHOdHbili pexcum (EXEC), naHHbI pexxMm A0CTyNeH cpasy noc/e yCcnewHon 3arpy3km KommyTa-
TOpa 1 BBOAA MMEHM Nonb3oBaTensa U napons (Ans HenpuMBUAErMPOBAHHOIO Noab3oBatens). Mpurnawe-
HME CUCTEMbI B 3TOM PEXMMeE COCTOUT U3 UMeHU ycTpoincTea (host name) n cumsona “>”.

console>

MNpusuneauposarHbiii KomaHOHbIl pexcum (privileged EXEC), naHHbIN peXxum A0CTyneH cpasy no-
C/le yCMewHoi 3arpy3kM KOMMyTaTopa, BBOAA MMEHW NOb30BaTeNs U napons. MpurnaweHme cucTembl B
3TOM peXXMUMe COCTOMT U3 UMeHM ycTpolicTea (host name) u cumsona “#”.

console#

Pexcum anobanvHolii kKoHguaypayuu (global configuration), naHHbIN pexXMm NpeAHasHayveH Ann
3a4aHuA 06LWMX HAcTpoeK KommyTaTopa. KomaHapl pexunma rnobanbHol KoOHOUrypauum OOCTYNHbI U3
Ntoboro nogpexkmma KoHPUrypauum. Bxos B pexxmm ocyLLecTBaseTca KOMaHAoW configure terminal.

console# configure terminal
console (confiqg) #

Pexcum KoHgpuzypayuu mepmunHana (line configuration), paHHbIN peXMMm nNpeaHasHaYeH Aaa KOH-
burypaumm, ceasaHHoOM ¢ paboTon TepMMHana. Bxog B perKMM OCYLLECTBAAETCA U3 peXMMA FN06anbHOM
KOHUrypaunm kKomaHaon line console.

console (config)# line console
console (config-line) #

4.1 ba3oBble KOMaHAbI

KomaHOwbl pexcuma EXEC

3anpoc KoMaHAHOW CTPOKM B pexkume EXEC nmeet cneayowmin BuA:

console>

Tabnunuya 20 — basoBble KOMaHAbI, AOCTYMNHble B pexxnme EXEC

Komanda 3Ha4yeHue/3HayeHue Neiicmeue
no ymoa4aHuro
enable [priv] oriv: (1..15)/15 MepeKkNtounTLCA B NPUBUAETMPOBAHHDBIN PEXMM (eCNU 3HaYeHne
He YKa3aHo — To ypoBeHb npusuaernii 15).
logout - 3aBepLueHue TeKyLLe CeCCUM U CMeHa NoNb30BaTens.
exit - 3aKpbITb aKTUBHYIO TEPMUHA/IbHYIO CECCUIO.
help 3anpoc cnpaBo4YHOM WMHPopmaumm o paboTe MHTepdeica Ko-
i MaHAHOW CTPOKM
show privilege - MoKasaTb ypoBeEHb NPUBUAETUIA TEKYLLErO MO/b30BaTENSA.
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KomaHOwbi pexcuma privileged EXEC

3anpoc KOMaHAHOM CTPOKU MMeeT ceayowmii BUa;

console#

Tabanua 21 — basosble KOMaHAbI, AOCTYMNHble B pexxume privileged EXEC

3HayeHue/3Ha4eHue »
KomaHoa / Aelicmeue
no ymoa4YaHuro
disable [priv] priv: (1, 7, 15)/1 BepHyTbCA B HOPMa/IbHbIV PEXUM U3 NPUBUNETMPOBAHHOIO.
configure terminal - MNepeiTn B perKMm KOHOUTypaLmm.

KomaHOb1, 0ocmyriHbie 80 8CexX PexuUmMax KoOHgu2ypauuu

3anpoc KOMaHAHOVI CTPOKN nmeeT O a4nH U3 cheagyroumnx suagos:

console#
console (config) #
console (config-line) #

Tabanuya 22 — ba3oBble KOMaHAbI, JOCTYMHbIE BO BCEX PEXMMAX KOHPUIYypaLmm

Komanoa 3Ha4yeHue/3HayeHue Neiicmeue
no ymMoA4YaHuto

exit ) BbIiT 13 ntoboro pexxkmma KoHdUrypaLumm Ha ypoBeHb Bbille B
nepapxuun komang, CLI.

end BbIiTM 13 Nto60oro pexkuma KoHOUrypaLmm B KOMaHAHbIA peXum

i (Privileged EXEC).

do i BbINONHUTL KOMaHAy KomaHgHoro yposHs (EXEC) u3 nwboro
pexxuma KoHourypaumm.

help - BbIBOAWT CNPaBKy NO MCMNOAb3YEMbIM KOMaHAAM.

4.2 dunbTpayma coobieHnit KOMaHAHOM CTPOKMU

®dunbtpauma cooblieHnit No3BONAET YMeHbLUTb 06bem 0TobpaXkaemblX [aHHbIX B OTBET Ha
3anpocbl nonb3oBatensa u obneryntb NOUCK Heobxoaumown mHdpopmaumn. Ona dunbtpaumm Tpebyetca
[06aBUTb B KOHEL, KOMaHAHOM CTPOKM CMMBOJI «|» M WCMONb30BaTb OAHY M3 onuui duabTpaLmu,
nepeyncieHHbIx B Tabanue 23. dunbrpayma paboTaeT TONbKO 41a show-KomaHa,

KomaHObi pexcuma privilegedEXEC

3anpoc KOMaHAHOW CTPOKU MMEET Caeayiolmii BUA,:

console#

Tabnnua 23 — basoBble KOMaHAbI, JOCTYMNHbIE B pexxmnme privilegedEXEC

3HayeHue/3Ha4eHue "
KomaHoa / Aeilicmeue
o ymon4yarnuro
grep BbIBOAMT BCE CTPOKM, cogeprKalyme WwabnoH.
grep-v - BbIBO,D,MT BCe CTPOKMKU, He cogepKalue WwabnoH

BbIBOAUT BCE CTPOKM, cofieprKalume perynapHble BbliparkeHus:

. — COOTBETCTBYET I06OMY OTAENbHOMY CUMBOJY;

* — npeaplaywnii cumeon cootsetcrteyet 0 uam 6osee pas;

A — cooTeeTcByeT npobeny B Hayasie CTPOKY;

grep -c "regexp" - \b — cooTtBeTcTBYET NPO6ENY B KOHLE CNOBA;

[] — BbIBOAWT BCE CTPOKM, B KOTOPbIX COAEPKATCA CUMBO/bI U3
KBaApaTHbIX CKOBOK;

\ — UrHOPUTYET CMMBO, CEAYIOWMIA 33 PEryNfpPHbIM Bbipae-
Hem

Ethernet-kommymamopei cepuli MES24xx, MES14xx 39



DHELTEX

4.3 KomaHAabl ynpaBaeHUA cMCTemMon

KomaHOwb! pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKKM pexxunma EXEC:

console>

Tabnunuya 24 — KomaHapl ynpaBneHus cucremom B pexkume EXEC

KomaHda

3HayeHue/3HayeHue no

YMOAYAHUIO

Aelicmeue

ping [ip] {A.B.C.D | host} [size
size] [count count] [timeout
timeout]

host: (1..158) cumBoNOB;
size: (36..2080)/64 6aitr;

count: (0..10)/3;
timeout: (1..100)

KomaHaa cnyxut ana nepegaum 3anpocos (ICMP Echo-Request)
npotokona ICMP yKkaszaHHOMY y3/1y ceTh, a TaKKe ONA KOHTpoAnA
nocrynatowmx otsetos (ICMP Echo-Reply).

- A.B.C.D — IPv4-appec y3na cetu;

- host — pomeHHOEe MMA y31a ceTu;

- Size — pa3mep NakeTa ANs OTNPAaBKKU, KONUYECTBO BaWT B NakeTe;
- count — KONNMYECTBO NaAKeTOB ANA Nepesayn;

- timeout — Bpema 0XXnAaHWA OTBETa Ha 3anpoc.

traceroute{A.B.C.D |
ipv6AAAA::BBBB} [sizesize]
[ttltt/] [countcount]
[timeouttimeout]

size: (64..1518)/64 6aiT;

ttl: (1..255)/30;
count: (1..10)/3;
timeout: (1..60)/3 ¢

OnpeaeneHne mapwpyTta TpaduKa Ha3HayeHuA.
- A.B.C.D — IPv4-appec y3na cetu;
- AAAA::BBBB-IPv6-aapec y3na cetu
- host — pomeHHOE MMA y31a ceTu;
- Size — pa3mep NakeTa ANs OTNPABKKU, KOANYECTBO HaWT B NakeTe;
- tt/ — MaKcMMmanbHOEe KOJIMYECTBO Y4acTKOB B MapLUpPYTE;
- count — KOJIMYECTBO MOMbITOK Mepefayvn MakeTa Ha KaxKAom
y4yacTKe;
- timeout — BpemA 0XKMAaHWA OTBETa Ha 3anpoc;

OnucaHue oWK6G0K NpU BbINOJIHEHUM KOMAHA WU pe-

V 3y/NbTaTOB NpUBeAeHo B Tabauue 26.

40 y3na

show users

OTo6paskeHne MHGOPMALMM O MO/L30BATENAX, WMCMOJMb3YHOLLMX
pecypcbl ycTpoicTBa.

show system information

BbiBOA, cMcTeMHON MHbOPMaL MK,

show nvram

OtobparkeHne nHdopmaumm 06 yCcTponcTee B IHEProHe3aBUCH-
MOI NAaMATK.

show tech-support

OTobparkeHne nHbopmaumm o6 ycTpoictee, Heobxogumol ana
HaYaNbHOMN ANArHOCTUKM Npobiem.

KomaHObi pexcuma privileged EXEC

3anpoc KomaHAHOM cTPoKK B pexmme privileged EXEC umeeT cnegytowmii sua;:

console#

Tabnunua 25 — KomaHapl ynpaBneHus cuctemoit B pexkume privileged EXEC

KomaHoa

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

reload

KomaHaa cny»ut ans nepesanycka ycTpoicTaa

show env CPU

MoHuTOopUHF yTuamnsaunm CPU

show env tasks

MoHuTopuHr ytmnusaumnm CPU no npoueccam

show env RAM

MOHUTOPUHT yTUAM3aunm RAM

show env temperature

MOHMTOpMHF TepmMmoaaTynKa

show env flash

MoHuTtopuHr flash-namatn

show env power

MOHUTOPUHI NUTaHNA

show env all

MOHUTOPUHT BCEX NAapameTpoB OKPYKEHUA

show env dry-contacts

MOHUTOPUHI TEKYLLLErO COCTOAHUA CYXUX KOHTAKTOB

show env fan

MOHVITOpMHF COCTOAHUA BEHTUNATOPOB
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an BbIMO/IHEHNUN KOMaHAbI

npueegeHo B Tabauue.

traceroute MOIYT MNPOM3OWUTU OLUMOKM,

onucaHve OWKDBOK

Tabnmua 26 — OWMBKM NpU BbINOJHEHUN KOMaHAbl traceroute

Cumeon owubku OnucaHue
* TaimayT Npu NONbITKE Nepesayum nakeTa.
? HeunsBecTHbI TN NaKeTa.
A AZLMUHUCTPATUBHO HegocTyneH. O6bIMHO NpoucxoamnT Npu 610KMPOBAHUN UCXOAALLETO
TpaduKa no npasmnam B Tabauue gocryna ACL.
F TpebyeTca pparmeHTauma n yctaHoBka 6utos DF.
H Y3en ceTn HepgoCTyneH.
N CeTb He4OCTYMNHaA.
P MpoTokon HeaoCTyneH.
Q MCcTOYHMK nogasneH.
R McTekno Bpema NOBTOPHOM cbopKM dparmeHTa.
S OwwmbKa ncxogaLLero mapLupyTa.
u MopT HepocTyneH.

KomaHObI pexcuma 2a06anb6HolU KOHpuU2ypayuu

3anpoc KOMaHAHOW CTPOKM B peKmnme rnobanbHoi KoHOUrypauum MMeeT cieayowmii Bua;

console (config) #

Tabauua 27 — KomaHabl ynpaBaeHWsA CUCTEMOM B perKMMe rnobanbHOM KOHGUrypaLmm

3Ha4yeHue/3HayeHue »
KomaHoa Aelicmeue
110 yMOAYAHUIO
hostname name name: (1..32) KomaHgaa cny»KuT ans 3afaHua ceTeBoro MMeHM ycTpoicTBa.
no hostname CUMBONIOB/- BepHyTb ceTeBOe MMA YCTPOMCTBA B 3HAUYEHWNE MO YMONYAHMIO.

cpu rate limit queue <queue>
maxrate pps

cpu-rate limit queue queue
maxrate 128

queue: (1-8)pps:
1..2000

YCTaHOBKa OrpaHUYEHU CKOPOCTM BXOZALMX dperimoB Aaa on-
peaeneHHon oyepegm

- pps - NAKETOB B CEKYHAY.

Mpumep TpadrKa 1 HOMEp oyepeam:

3-DHCP

4-ARP

5-IGMP/MLD

6-CPU MAC

8-LBD

BoccTaHaBMBaET 3HaYeHWe pps NO YMOSYAHWUIO A/1A onpeaeneH-
HOl ouyepeam

reset-button {enable | disable
| reset-only}

-/enable

enable — npu HaxXaTnm KHonkM F anntenbHocTbio meHee 10 ce-
KYHZ, NPOVCXOAWT Nepesarpyska ycTpoicTBa; Npy HaXkaTum Ha
KHOMKy 6onee 10 cekyHz, nponcxoauT cbpoc ycTpoiicTea [0 3aBo-
[CKOU KoHbUrypauuu;

disable — kHonKa F oTKAtoYeHa (He pearMpyeT Ha HaxkaTue);
reset-only — TonbKO nepesarpyska.

Tabnunua 28 — KomaHapl pexkuma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

clear cpu rate limit counters

OuMnCTUTbL cYETUMKM rate limit Ha CPU

show cpu rate limit

OTobparkeHne cyeTymKkos rate limit Ha CPU

set cli pagination on

set cli pagination off

-/on

BK/OUMTb NOCTPAHWUYHBIN BbIBOA KOHOUIYpaLmm

OTKOUNTb NOCTPAHUYHBIN BbIBOZ, KOHbUIypaLmm
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4.4 KomaHapbl AnA HACTPOMKMU NapamMeTpoB A1 3a4aHUA Naposen

[aHHbI pa3aen npegHasHayeH ANA HACTPOMKM 3aaHnA Naposieit Ana nonb3osBaTenei.

KomaHObI pexcuma 2106aabHOU KOHGU2ypayuu

3anpoc KOMaHAHOW CTPOKM B PEXKMUME 1106aNbHON KOHPUTYpaLMM UMEeET cieayowmnii Bua;

console (config) #

Tabaunua 29 — KomaHabl ynpaBaeHUsa CUCTEMOM B perKMMe r106anbHOM KOHPUrypaLmm

Komanda 3HayeHue/3Ha4yeHue Neiicmeue
no ymoa4YaHuro
password validate char BKNOUNTE MEXaHM3M NPOBEPKYU NMaponen.
{lowercase | numbers | - lowercase — naponb [OMKEH COAEPKATb CUMBO/IbI HUMKHEO pe-
symbols | uppercase} rmcTpa;
- numbers — naposib AOMKEH COAepKaTb XOTA 6bl 0AHY LMbpPY;
“/BeiKnIO4eHO - symbols — naponb AO/IKEH COXKepPKaTb XOTA Obl 0AUH CUMBOJT;
- uppercase—naposib AO/IKEH COAEpPXKaTb CUMBO/IbI BEPXHEro pe-
rmcrpa.
no password validate OTKNOUYNUTb MEXaHU3M NPOBEPKU NapONen.
password validate length 3a4aTb MUHMMA/bHYIO AJIMHY Napons.
length length: (0..20)/0
no password validate YCTaHOBWTb 3HaYeHMeE N0 YMOYAHUIO.

3anpoc KomaHAHOM CTPoKKM B pexxkunme Privileged EXEC nmeeT cneayowmim Bua;:
console#

Tabnunua 30 — KomaHapl ana pabotsl ¢ danamu B perkume Privileged EXEC

3Ha4yeHue/3HayeHue

Aeiicmeue
o ymon4aHuio

KomaHda

show password validate rules - MpocMoTp TeKyLel HAacTPOMKM MexaHM3Ma NPOBEPKN Naposen.

4.5 Paborta c paitnamu

4.5.1 OnucaHue ap2ymeHmMoe KOMaHO

Mpun ocyuwecTeaeHnM onepaumin Hag dannamm, B Ka4ecTBe apryMeHTOB KOMaH/, BbICTYMNatoT aapeca
URL — onpegenutenn mecToHaxoxgeHua pecypca. OnucaHue KK4YeEBbIX C/I0B, WMCNONb3YEMbIX B
onepauusx, npuseaeHo B Tabanue 31.

Tabnumua 31 — CNUCOK K0YEBbIX C/I0B U UX ONUCaHKUE

Knrouyesoe cnoso OnucaHue

McxopHbIl agpec uam agpec mecta HasHaueHus Ona SHepProHe3aBUCMMOon NamsaTU. IHeproHesaBu-

flash:// CMMan NamATb UCNOAb3YeTCA No ymonvaHuto, ecam agpec URL onpeaeneH 6e3 npedukca (npedpuk-
camu asnstotea: flash:, tftp:, scp:...).

running-config dalin Tekylwen KoHPUrypaumm.

startup-config dain nepBoHayvabHOM KOHUTypauuu.

active-image dalin ¢ akTMBHbIM 06pasom.

inactive-image dain c HeakTUBHbIM 06pasom.

MUcxoaHbil aapec nam agpec mecta HasHaveHus ansa TFTP-cepsepa.
CuHTakcuc: tftp://host/[directory]/ filename.

tftp:// - host — IPv4-agpec unu ceteBoe MMA YCTPOICTBa;

- directory — katanor;

- filename — vma daiina.

logging dain c uctopreit KomaHgag,
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4.5.2 KomaHOvbl nsa pabomeli ¢ halinamu

3anpoc KomaHAHOM cTpoKu B pexxume Privileged EXEC nmeet cneayrowmin BuAa;

console#

Tabanua 32 — KomaHabl ansa paboTbl ¢ pannamm B pexkmme Privileged EXEC

KomaHoa

3HayeHue/3HayeHue
no yMmoA4aHuo

Aelicmeue

copy source_url
destination_url image

copy startup-config
destination_url

copysource_urlboot

source_url: (1..160)
CUMBO/IOB;
destination_url: (1..160)
CUMBO/IOB

KonupoBaHue daiina n3 MectononoKeHns UCTOYHMUKA B MecTono-
NOYKEHWe HasHayYeHus.

- source_url — mecTononoxeHue Konvpyemoro ¢aiina;

- destination_url — agpec mecTa HasHauyeHus, Kyaa ¢aiin byget
CKOMMPOBaAH.

CoxpaHeHve NnepBoHaYanbHOM KOHGUIypaLumm Ha cepsepe.

KonupoBaHue ¢aina HayanbHOro 3arpysymka M3 MecTonosioxe-
HWA UCTOYHMKA B CUCTEMY.

erase ur/

Ypanenwe davina.

erase startup-config

YaaneHnus ¢aiina nepBoHavanbHoOM KoHOUIypauum.

erase nvram:

CbpocuTb A0 AedONTHON SHEPTOHE3ABUCUMYIO NAMSATD.

boot system inactive

3arpysutbca ¢ HeakTuBHoro obpasa Mo.

boot system active

3arpysuTbca ¢ akTMBHOro obpasa Mo.

delete startup-config

YpaneHnve ¢alina nepBoHayasbHON KOHOUTypaLMmM BMeECTe C OUYU-
CTKOW rnobanbHbIX HACTPOEK Nvram U yaaneHnem nosab3oBaTtenen.

show running-config
[interface {gigabitethernet
gi_port | fastethernet fa_port
| port-channel group | vlan
vlan_id J[module]

fa_port: (0/1..24);
gi_port: (0/1..24);
group: (1..8);
vlan: (2..4094);
module: (igs, la, stp..)

OTobparkaeT cogeprumoe ¢aiina nepBoHayanbHON KOHUrypa-
umm (startup-config) wmnm Terywen KoHdurypaumm (running-
config).

- interface — koHOUrypauna nHTepdeiicos KommytaTtopa - dusnye-
CKUX MHTepdeicos, rpynn wuHtepdeiicos (port-channel), VLAN-
MHTepdeiicos, MHTepdeica 3amblkaHMA Ha cebsn;

- igs— IGMP snooping;

- la — link-aggregation;

- Stp — spanning-tree.

show startup-config

OTobparkaeT cogeprkumoe ¢ainia nepBoHavyaNbHON KOHPUrypa-
uun.

show bootvar

MoKa3blBaeT akTUBHbIW dain cuctemHoro MO, KOTOPbIN YCTPOWUCT-
BO 3arpy)xaeT npu 3anycke.

write {startup-config | urf}

CoxpaHeHWe TeKylel KoHdurypauum B ¢aitn nepBoOHAYaNbHOM
KOHdUrypaLumu.

Cepsep TFTP He moKeT 6bITb 34PECOM UCTOUHMKOM U aApPEcoM HasHAauUeHUA ANA O4HOMU
ol KOMaHAbl KONUPOBaHMUA.

MpPOoCMOTP aKTMBHOTO M HEAKTMBHOrO 0bpasa AocyTneH n3 u-boot. s 3TOro B KOMaHAHOW CTpOKe

u-boot HeobxoanMmo BBECTK:

MES2428+# bootimg print

KomaHaa anAa cmeHbl akTUBHOTO o6pa3a n3 u-boot:

MES24284# bootimg inactive

’ KomaHpa «bootimg inactive» npumeHsertca 6e3 0XXupaHMa NOATBEPKAEHUA.
-
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4.5.3 KomaHObI 0518 pe3upeupo8aHuUa KOHgpuU2ypayuu

B gaHHOM pa3gene onncaHbl KOMaHA4bl, NO3BO/IAOWME pPeE3EPBUPOBATDL KOchmrypau,mo Ha cepBep.

[na pe3epBUpoBaHMA KOHPUTYpaLMM HEOBXOAMMO YKa3aTb agpec cepeepa.

KomaHOb! pexcuma 2106aabHOU KOHU2ypayuu

Buz 3anpoca KoMaHAHOM CTPOKM B peXXnume rnobanbHon KoHbuUrypaumm:

console (config) #

Tabaunuya 33 — KomaHapl pexknma rnobanbHOM KOHPUrypaumum

KomaHda

3Ha4yeHue/3HayeHue
0 yMOMYAHUKO

Aelicmeue

backup server dest_url

no backup server

YKasaTb agpec cepsepa, Ha KoTopblii ByaeT NpoM3BoAUTLCA pe-
3epBMpoBaHune KOHPUrypaumu. Ctpoka B dopmate
«tftp:/ /XXX XXX XXX XXX ».

YpanuTb agpec cepsepa.

backup path path

no backup path

YKasaTb NyTb pacnonoxeHusa ¢daiina Ha cepsepe ¢ npeduKcom
umeHn daiina. MNpu coxpaHeHnn K npedpukcy byaet aobasneHa
TeKyWas Aata v Bpems B opmate rrrrMmaA44MMCC.

YpanuTtb NyTb 418 pe3epBrpoBaHua.

backup auto

no backup auto

BkAOUMTL aBTOMaTUYECKOE pe3epBMpoOBaHUe KoH$Urypaumu.

BbIKNtOUMTL aBTOMaTHMYECKOE pe3epBMpPOBaHME KOHOUTYpaLUK.

backup history enable

no backup history enable

BKAOUUTB COXpaHEHWE UCTOPUUN pe3epPBHbBIX KOMUNA.

BbikntounTb COXpaHeHne NUCTOPUU pe3epBHbIX KOMNWN.

backup time-period timer

no backup time-period

timer:
(1..35791394)/720 mu-

YKa3aTb NPOMEKYTOK BPEMEHM, MO UCTEYEHUU KOoToporo byaert
OCYLLECTBNATLCA OBTOMATMYECKOE pe3epBMpoBaHME KOHdUrypa-
Lumu.

HYT

YCTaHOBUTb 3HAYeHMe No YMONYaHUIO.

backup write-memory

no backup write-memory

-/BbIK/OYEHO

BK/lOYEHWE pe3epBMPOBAHMA KOHPUIypaumMm npu COXpaHeHuu
nosibsoBaTtenem KoHpurypaumm Ha flash-Hakonutens.

YCTaHOBUTb 3HaYeHME N0 YMOAYAHMUIO.

KomaHObi pexcuma PrivilegedEXEC

3anpoc KomaHAHoOM cTpoKu B pexxkume Privileged EXEC nmeeT cneayowmin Bua;

console#

Tabnunua 34— KomaHabl HACTPOMKKU CUCTEMHOTO BpemeHU B pexkunme Privileged EXEC

KomaHda

3Ha4yeHue/3HayeHue
Mo yMmoA4YaHuo

Aelicmeue

backup running-config

Co3aaTb pe3epBHY0 Konuio KoHbUrypaLmio Ha cepeepe.
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4.6 Hactpoiika cCMUCTEeMHOro BpemeHu

/‘ ) Mo ymonuyaHUIo aBTOMATUUECKUIA Nepexos Ha NeTHee BpemMs OCYLLeCTBAAETCA B COOTBETCT-
BMMU co cTaHgapTamu CLLUA un EBponbl. B KoHduUrypaumum moryTt 6biTb 3agaHbl n06ble gaTta u
Bpems AJ1A Nnepexoaa Ha neTHee Bpems u obpaTtHo.

KomaHOwb1 pexcuma Privileged EXEC

3anpoc KomaHAHOM cTpoKu B pexume Privileged EXEC nmeeT cneayrowmin BuAa;

console#

Tabanuya 35 — KomaHabl HACTPOMKM CUCTEMHOIO BpeMeHU B pexxume Privileged EXEC

Komanda 3HavyeHue/3Ha4yeHue Neiicmeue
o ymMoa4YaHuro
clock set hh:mm:ss day month hh: (0..23); Py4yHasa ycTaHOBKa CUCTEMHOrO BpemeHW (KomaHZa [oCTynHa
year mm: (0..59); TO/IbKO 418 NPUBUIETMPOBAHHOIO NO/b30BaTeNA).
ss: (0..59); - hh — 4acbl, MM — MWHYTbI, SS — CEKYHAbI;
day: (1..31); - day — peHb; month — mecsau; year — rog,
month: (Jan..Dec);
year: (2000..2037)

KomaHOb! pexcuma EXEC

3anpoc KOMaHAHOM CTPOKKM B pexkume EXEC umeeT chepytowmii Bua;
console>

Tabnunua 36 — KomaHabl HACTPOMKM CUCTEMHOIO BpeMeHU B pexume «EXEC»

KomaHoa 3HayeHue/3HavyeHue Aelicmeue
no ymoa4aHuro
show clock MoKa3blBAaeT CUCTEMHOE BpemMa U AaTy.
show clock properties i OTobparkaeT cBOMCTBA.

KomaHObI pexcuma 2a06anb6Hol KoOHpuU2ypayuu

3anpoc KOMaHAHOM CTPOKU B pexxmnme rnobasibHOM KOHOUTYpaLMmM MMEEeT CeayoLnin BuA,:
console (config) #

Tabaunua 37 — CNMCOK KOMaHA ANA HAacTPOMKM CUCTEMHOrO BPEMEHU B pexunme rnobanbHoi KoHourypa-
umnm

Komanda 3HayeHue/3Ha4yeHue leiicmeue
no ymoa4YaHuro
clock time source {atomic- YCTaHOBUTb UCTOYHWMK CUHXPOHM3ALUM BPEMEHM ANA YCTPOICTBa.
clock | gps | internal-oscillator
| ntp | ptp}
clock time source YCTaHOBWTb 3HAYEHME N0 YMONYAHMIO.
clock utc-offset utc YCTaHOBWTb 4acoBOe CMelLeHWe OTHOCUTE/NIbHO HYNeBOro Mepw-
utc: (+00:00..+14:00) AuvaHa.
no clock utc-offset YCTaHOBWTb 3HaYEHME NO YMOYAHMIO.
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KomaHdbl pexcuma KoHpuzypauuu SNTP?

Ons nepexona B penm KoHdpurypaumm SNTP HeobxoaMMo MCMNOJ1b30BaTb KOMaHAY:

console (config) #sntp

3anpoc KOMaHAHOW CTPOKM B PEXKUME KOHPUTIypaLmm nHTepdelrica UMeeT Cleayowmn BUa;:

console (config-sntp) #

Tabanua 38 — CNMCOK KOMaHA, 417 HAaCTPOMKN CUCTEMHOTO BPEMEHMW B PEXMME KOHOUIypaumum sntp

KomaHda

3HayeHue/3HayeHue

no ymos4vaHurw

Aelicmeue

sntp

MNepeiTn B perKMm KOHPUrypupoBaHma npoTokosia SNTP

set sntp broadcast-mode send-
request enabled

set sntp broadcast-mode send-
request disabled

-/BbIK/IIOYEHO

BKntounTb oTnpaBKy request Ha cepsep B broadcast pexume

BbIkntounTb OTNPaBKY request Ha cepsep B broadcast pexume

set sntp multicast-mode send-
request enabled

set sntp multicast-mode send-
request disabled

-/BbIK/IIOYEHO

BK/IlounTb OTNPaBKy request Ha cepsep B multicast pexnme

BbIK/NOYMTL OTNPABKY request Ha cepsep B multicast pexnme

set sntp unicast-server auto-
discovery enabled

set sntp unicast-server auto-
discovery disabled

BKNIOUMTL aBTOMATMYECKMI NOUCK sntp-cepBepa B pexkume unicast

BbIKNtOUMTb aBTOMATUYECKUMI MOUCK sntp-cepBepa B pexume
unicast

set sntp unicast-server
domain-name name [primary
| secondary] [version version]
[port udp_port]

no sntp unicast-server domain-
name name

port: (1025..36564);

version: (3..4)

YKasaTtb gomeH cepsepa SNTP.

Ypanutb aomeH cepsepa SNTP.

set sntp unicast-server ipv4
ip_addr [secondary]

no sntp unicast-server ipv4
ip_addr

YkasaTb ipv4-agpec SNTP-cepsepa
- secondary — yKasaTb pe3epBHbI ntp-cepsep

Ypanutb ipv4-agpec SNTP-cepsepa

set sntp client enable

set sntp client disable

BkntounTb paboty SNTP-KnuneHTa

Bbikntountb paboty SNTP-kaveHTa

set sntp client addressing-
mode {broadcast | multicast |
unicast}

YKaszaTb pexum pabotbl SNTP-kaneHTa

set sntp client authentication-
key key md5 parametrs

key: (0..65535)

YCTaHOBUWTb K/toY ayTeHTUdUKaumm gns SNTP-KnmeHTa

set sntp client clock-format
{ampm | hours}

-/hours

YctaHoBUTbL popmat yacos gna SNTP

set sntp client port port_num

port_num: (123, 1025-

65535)

YcTaHOBWTb Udp-NOPT ANA sntp-KAMEeHTa

set sntp client time-zone zone

zone: (+00:00 to
+14:00)

3a4aTb 3HaYeHWe YacoBOro nosca

set sntp client version version

version: (v1,,v4)

3afaTb BepCuto NPoToKoNa Ansa paboTbl sntp-KaneHTa

show sntp statistics

MoKa3blBaeT CTaTUCTUKY NpoToKona SNTP.

show sntp status

MNMoka3sbiBaeT cTaTyc npoTtokoaa SNTP.

MNprmep HacTponkn SNTP-knmeHTa Ana cepsepa 192.168.1.1:

console (config)# sntp

console (config-sntp)# set sntp client enabled

'B Bepcum 10.1.8.5 nogaepKaH TONbKO peXnm unicast-server
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console (config-sntp)# set sntp client addressing-mode unicast
console (config-sntp)# set sntp unicast-server ipv4 192.168.1.1
console (config-sntp) #

exit

console (config) #clock time source ntp

4.7 KoHdurypaumsa nutepdeincos n VLAN

4.7.1 IlMapamempeoi Ethernet-unmepdgbelicos, Port-Channel u Loopback- unmepdpeiicoe

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (OuanasoHa uHmepgelicos)

console# configure

console (config) # interface { gigabitethernet gi port | fastethernet
fa port | port-channel group | range (..} | loopback lIoopback id }
console (config-if) #

[aHHbIN peum A0CTyneH U3 pexkuma KoHoUrypaumm m npegHasHadveH Aaa 3a4aHua napameTpos
KOHdUrypaumm uHTepdeiica (nopta KommyTatopa WAM [pynnbl MNoOpToB, paboTalowux B pexume
pasaeneHus Harpysku), inbo ananasoHa UHTepdencos.

Bblbop MHTepdeica ocyLLecTBASETCA NPU NOMOLLM KOMAHA, NPUBeAEHHbIX B Tabauue 39:

Tabnuua 39 — KomaHapl Bbibopa nHTepdeica ans MES1424, MES2428

Komanda Ha3sHavyeHue
interface gigabitethernet gi_port [Ons HacTpolikun 1G-muHTepdeicos
interface fastethernet fa_port [na HacTpoiiku nHTepoericos Fast Ethernet
interface port-channel group [ns HaCTPOMKM rpynn KaHanos
interface loopback loopback_id [ns HaCTPOVKM BUPTYaNbHbIX MHTEpdencoB

roe:

— gi_port—nopaaKosbiii Homep 1G-uHTepdelica, 3agaerca 8 suae: 0/1;

— fa_port — nopaakosbiii Homep 100MB-uHTepdeliica, 3apaerca B suge: 0/1;

— group — NopsAKOBbIA HOMepP rpynnbl, obLee KOANMYECTBO cornacHo Tabauue 9 (cTpoka «Arpera-
ums KaHanos (LAG)»);

— loopback_id — nopasakoBbIit HOMep BUPTYaabHOro MHTepdeiica, obLliee KOMYeCcTBO COrnacHo Tab-
nvue 9 (cTpoka «Konunuectso BUpTyanbHbix Loopback-nHtepdericos»).

KomaHabl, BBEAEHHble B pPeKMMe KOoHOUIypauum uHTepdeirica, NPUMEHSIoTCA K BblbpaHHOMY
nHTepdelicy.

Tabnnuya 40 — KomaHabl perknma KoHourypaumm nHtepdeincos Ethernet n Port-Channel

3HaveHue/3Ha4eHue "
KomaHoa / Aeilicmeue
o yMoAYaHUIo
shutdown BbIKNtoUNTb  KOHOUTypupyembidi  uHTepdeiic (Ethernet, port-
-/BKAtOYEH channel).
no shutdown BKAOUYNTL KOHOUTYpUpPYEeMbI HTEpdETAC.
description descr descr: (1..64) Ho6asutb onucaHune nHtepodeiica (Ethernet, port-channel).
no description CMMBO/I0B/HET .
Yoanutb onncaHune nHTepdeica.
onucaHua
speed mode 3a4aTb CKOPOCTb Nepenaun aaHHbIx (Ethernet).
Ld mode: (10, 100, 1000) A P peAatn A ( )
no speed YCTaHOBWUTb 3HAYEHME MO YMOYAHUIO.
duplex mode 3a4aTh pexxum aynaekca uHtepdeiica (nonHoaynnekcHoe coeam-
mode: (full, half)/full HeHue, NonyaynaekcHoe coegmHexune, Ethernet).
no duplex YCTaHOBWTb 3HaYEHME NO YMOYAHUIO.
negotiation on,off/on BK/to4aeT aBTOCOrnacoBaHMe AN CKOPOCTM M AynjeKkca Ha Ha-
! CTpanBaemom UHTepoeiice.
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no negotiation

BbIK/lOYAET aBTOCOr/IacoBaHWE AN CKOPOCTU U AynaeKca Ha Ha-
CTpanBaemom uHTepodeiice.

flowcontrol mode

no flowcontrol

mode: (on, off,
auto)/off

3agaTtb pexum ynpasneHuns notokom flowcontrol (BKAtOUMTL, OT-
K/OYMTb MK aBTOCOrNacosaHme). ABTocornacosaHue flowcontrol
paboTaeT TONbKO B C/yyae, €C/IM PEXMM aBTOCOr1acoBaHUA
negotiation BKAOYeH Ha HacTpamBaemom uHTepodeice (Ethernet,
port-channel).

OTKNOUNUTD PEXKMM YNPaBAEHWUA MOTOKOM.

media-type { force-fiber |
force-copper | prefer-fiber }

-/prefer-fiber

Bbibop TNa KOM60O-NOPTa B KAYECTBE OCHOBHOTO HOCUTENS.

- force-fiber— paspelieHa aKTMBHOCTb TONbKO OMTUYECKOW YacTu
KoMb0-nopTa;

- force-cooper — paspelleHa aKTUBHOYTb TOJILKO MEeAHOM 4acTu
KOMb0-nopTa;

- prefer-fiber— npevmyLLecTBO ONTUYECKOTO SIMHKA.

KomaHObI pexcuma 2a06ana6HoU KOHpuU2ypayuu

Bug 3anpoca KOMaHAHOM CTPOKM B pPeXKMME rNo6anbHOM KOHPUIypaLmm:

console (config) #

Tabanuya 41 — KomaHapl pexknma rnobanbHoM KOHGUrypaumum

3HayeHue/3HayeHue .
KomaHoa Aelicmeue
no ymMmoa4YaHuro
errdisable recovery interval YCTaHOBUTb BPEMEHHOW UHTEPBaN AJ/1A aBTOMATUYECKOro NOBTOpP-
interval HOTO BK/KOYeHUA MHTepdeica. MNpu cmeHe MHTepBana Talimep

errdisable recovery interval

interval:
(30..86400)/300

obHoBNAETCA AnAa Bcex 3a6ﬂOKVIDOBaHHbIX NopTOB, Ha KOTOPbIX
BK/1IO4EHO aBTOCOr/1acoBaHUue.

YCTaHOBUTb 3HAYEHME Mo YMOI4YaHUIO.

errdisable recovery cause
{storm-control|loopback-
detection | udld}

no errdisable recovery cause
{storm-control|loopback-
detection | udld}

-/3anpeleHo

BKNOUMUTL aBTOMATMYECKYIO aKTUBaLMIO WHTepdelica nocne ero
OTKNIOYEHMUA B CNEAYIOLLMX CNYYaAAX:

- loopback-detection — 06Hapy»keHWe netenb;

- udld — akTuBauus sawmTtbl UDLD;

- storm-control — WnpoKoBeLLaTeIbHbIN LITOPM.

YCTaHOBUTb 3HAYEHMeE Mo YMOI4aHUIO.

KomaHabl pexknma EXEC

Buz 3anpoca KomaHAHOM CTPOKM B pexknme EXEC:

console#

Tabnunua 42 — KomaHapl pexknuma EXEC

KomaHda

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

clear counters

CHpoc CTaTUCTUKM AnA Bcex HTepdeiicos.

clear counters {
gigabitethernet gi_port |
fastethernet fa_port | port-
channel group }

fa_port: (0/1..24);
gi_port: (0/1..24);
group: (1..8)

Cbpoc cTaTUCTUKKM ana nHTepdelica.

show interfaces
{gigabitethernet gi_port |
fastethernet fa_port | port-
channel group}

fa_port: (0/1..24);
gi_port: (0/1..24);
group: (1..8)

MNokasaTtb CBOAHYIO MHd)OpMaLI,MPO O COCTOAHUMU, HaCTpOﬁKe n CTa-
TUCTUKE NOopPTa.

show interfaces status

Moka3saTb cocToAHWe BCex nHTepdeincos.

show interfaces description

MoKasaTb onucaHua Bcex MHTepdencos.

show interfaces counters

MoKa3aTb CTaTUCTMKY A18 BCeX uHTepdeiicos.

show interfaces counters {
gigabitethernet gi_port |
fastethernet fa_port | port-
channel group | vlan vian_id }

fa_port: (0/1..24);
gi_port: (0/1..24);
group: (1..8);
vlan: (1..4094)

MoKasaTb CTaTUCTURY ANA UHTepdelica.
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show errdisable interfaces {
gigabitethernet gi_port |
fastethernet fa_port }

fa_port: (0/1..24);
gi_port: (0/1..24);

MokasaTb NPUUYMHY OTK/IIOYEHMA NOPTa, FPYNMbl NOPTOB, 3a6A0KK-
pOBaHHbIE MOPTbI.

show errdisable recovery

MoKa3aTb HaCTPOMKM ANA aBTOMATUYECKOM NOBTOPHOM aKTMBaL MK
nopra.

set interface active
{gigabitethernet gi_port |
fastethernet fa_port}

fa_port: (0/1..24);
gi_port: (0/1..24);

AKTMBMpPOBaTb MHTEpdeiic nocne errdisable.

show interfaces utilization
{gigabitethernet gi_port |
fastethernet fa_port} {interval
interval}

fa_port: (0/1..24);
gi_port: (0/1..24);
interval: (5, 60, 300) cek

MoKasaTb CTaTUCTMKY NO Harpyske ana uHtepdelica.
- Interval — uHTepBan B CEKyHAOAX.

4.7.2 Hacmpoiika VLAN u pex}xcumos kommymauyuu uHmepdgeiicoe

KomaHObI pexcuma 2a0baab6Hol KOHGuU2ypayuu

Bug 3anpoca KOMaHAHOM CTPOKU B pexnume r1ob6asibHOMN KoHdUrypaumm:

console (config) #

Tabnnua 43 — KomaHabl perknma rnobanbHo KoOHGUrypauum

3HayeHue/3HayeHue .
KomaHoa Aelicmeue
o yMoa4aHuio
vlan vian_id vlan_id: (2..4094) MepeiTn B pexKMm KOHPUrypmpoBaHma ykasaHHoro VLAN

mapprotocol {appletalk | ip |
netbios | novell |
otherprotocol} {enet-v2 |
licOther | snap} protocols-
groupgroup-id

no protocol-vlan

-/PBV rnobanbHo
BK/IOYEH

HacTpauBaeT rpynny npoTOKO/0B, NO KOTOpbiM OyaeT npou3Bo-
ANTCA Knaccudukauma Kagpos. B ogHy rpynny moxHoO obbveau-
HUTb HECKOJIbKO NMPOTOKONO0B, YKa3blBaA A1A HUX OAMH U TOT Xe
Group ID. Homep NpoToKo/1la MOXHO Bblb6paTbh U3 CNUCKa npeayc-
TAHOB/IEHHbIX 3HAYEeHW WKW 3a4aTb BPYYHYHO Yepes napameTp
other B popmate XX:XX. PacnonoxeHue nonsa ¢ HOMePoOM NpoTo-
KO3 3aBUCUT OT TUNa L2-3aronoBKa 1 MHKancynaumm:

- enet-v2 — Kagp c 3aronoBkom Ethernet Il, npoTokon onpeaenset-
ca no nonto EtherType. Mpu Hanuumm VLAN-Teros Bblbupaetcs
camblit nocneaHwii EtherType, c Hanbonbwmm oddceTom.

- licOther — kagp dopmata RFC1042 (IEEE 802). AByxb6aiTHbIN
HOMmep npoToKkona cooteeTcTeyeT nonam DSAP:SSAP B LLC-
3aro/ioBKe.

- snap — Kagp ¢ LLC/SNAP-uHkancynauueil. Homep npoTokona
cooTBetcTayeT noto Protocol ID 8 SNAP-3aronoBke.

BbikntoyaeT Protocol-based VLAN Ha Bcex nopTax ycTpoicTsa.

KomaHObl pexcuma kKoHgpuaypayuu VLAN (duanasox VLAN o8)

console# configure
console (config)# wvlan 1,3,7
console (config-vlan-range) #

Tabnunua 44 — KomaHapl pexknma KoHourypaummnVLAN

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4YaHuro

Aelicmeue

vlan active

AkTMBMpPOBaTbL Vlan nau rpynny vian’os

set unicast-mac learning {
enable | disable}

set unicast-mac learning
default

BKAOUNTB/BbIKAOUMTL 3ydeHne MAC-agpecos ans VLAN

YCTaHOBUTb 3HaYeHMeE N0 YMOJTHaHUIO
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KomaHObI pexcuma KoHgu2ypauuu uHmepgelica (duanasoHa uHmepageticos) Ethernet, uHmep-

¢elica epynnsl nopmos

Bua, 3anpoca KomaHAHOW CTPOKM B pexume KoHourypaumm mHtepdeiica Ethernet, nntepdeitca
rpynnbl NOPTOB:

console# configure

console(config)# interface { fastethernet fa port | gigabitethernet
gi port | port-channel group}

console (config-if) #

JaHHbIN peXXum OCTyneH M3 peXnuma KoOHPUrypaumm n npegHasHavyeH ana 3agaHua napameTpos
KoHuUrypaummn nutepodeiica.

MopT MOXeT paboTaTb B YETbIPEX PEXKMMaX:

— access — NHTepdenc goctyna — HeTermpoBaHHbIN HTepdenc ana ogHon VLAN;

—  trunk — nHTepdenc, NPUHMMAIOLWLNIN TOJIbKO TErMPOBaHHbIN TPpadUK, 32 UCKIOYEHNEM OA-
Horo VLAN, KOTOpbIi MOET bbITb J06aBAEH C NOMOLLbIO KOMaHAbl switchport trunk
native vlan;

— general — niTepdelic c nonHoMn noaaep*kkon 802.1q, NPUHUMAET Kak TErMPOBaHHbIM, TaK
M HETErmpoBaHHbIN TpaduK;

Tabnunua 45 — KomaHapl pexxnma koHdurypaumm nHtepdeica Ethernet

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aeiicmeue

switchport mode mode

no switchport mode

mode: (access, trunk,
general)/general

3agaTtb pexkmum paboTtbl nopta B VLAN.
- mode — pexxum paboTbl nopta 8 VLAN.

YCTaHOBUTb 3HaYeHMEe N0 YMOAYAHMUIO.

switchport access vlan vian_id

no switchport access vlan

vlan_id: (1..4094)/1

Oob6asutb VLAN ansa nHtepdeica goctyna.
- vlan_id — wpeHTndMKaunoHHbI Homep VLAN.

YCTaHOBUTb 3HAYEHME MO YMOHYAHWUIO.

switchport dotlq tunnel

MepeBecTn NOpT pexmm paboTsbl ¢ BHewHUM VLAN-Terom. KomaH-
Aa ncnonb3yeTca ANs HacTpoiku dyHKummM Q-in-Q.

switchport trunk native vlan
vlan_id

no switchport trunk native
vlan

vlan_id: (1..4094)/1

LOobasnaetr Homep VLAN B Kauectse Default VLAN gns gaHHoro
nHTepdeinca. Becb HeTerMpoBaHHbIM TpaduK, NOCTynatowmi Ha
OaHHbIM NopT, onpeaenserca B AaHHyo VLAN.
- vlan_id — vaeHTUdUKaumMoHHbI Homep VLAN.

YCTaHOBUTb 3HaYeHue no YMONYaHUIO.

switchport dot1q tunnel

MepeBecTn NOPT pexmm paboTsbl ¢ BHewHUM VLAN-Terom. KomaH-
A2 “cnonb3yeTca ANA HAacTpoiKkK dyHKumMK Q-in-Q.

switchport general allowed
vlan add vian_list [untagged]

switchport general allowed
vlan remove vian_list

vlan_list: (2..4094)

[o6asutb cnuncok VLAN ana nHtepoeiica.
- vlan_list — cnncok VLAN ID. AnanasoH VLAN mMoOKHO 33aaTb ne-
peuncneHnem yepes 3anAaATyr0 UM YKa3aTb Ha4ya/ibHOE U KOHEeYHoe

nn

3Ha4YeHUA gnana3oHa vYepes p,ed)mc .

Yaanute cnucok VLAN ans uHtepoelica.

switchport general pvid
vlan_id

no switchport general pvid

vlan_id: (1..4094)/1 -
ecnu yctaHosneH VLAN
10 YMOAYaHMNIO

HOo6asutb maeHtuoukatop VLAN nopta (PVID) gna oCHOBHOro
nHTepoenca.
- vlan_id — wpeHTndmKaunoHHbIn Homep VLAN nopra.

YCTaHOBUTb 3HaYeHME N0 YMONHYAHWUIO.

switchport ingress-filter

no switchport ingress-filter

-/dunbTpaumsn
BK/IIOYEHA

BkntounTb GuNbTpaLMio BXOAALLMX NAKETOB HAa OCHOBE MPUCBOEH-
Horo um 3HauyeHua VLAN ID. Ecam dunbTpaumsa BKAOYEHA, M NAKeT
He BxoauT B rpynny VLAN C NpUCBOEHHbIM MNaKeTy 3HayeHuem
VLAN ID, To nakeT oTbpacbiBaetcs.

BbIKNOUNTD PUABTPALUIO BXOAALWMX MAKETOB Ha OCHOBE MPUCBO-
eHHoro um 3HayeHua VLAN ID.
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switchport acceptable-frame-
type
{untaggedAndPrioritytagged |
tagged | all}

-/all

-untaggedAndPrioritytagged - Ha nopTty paspelwaerca npuem
TONbKO HETErMPOBaHHbIX Gpeimos

-tagged --//- TONbKO TerMpoBaHHbI

-all - nobbix Pppelimos

switchport forbidden vlan add
vlan_list

switchport forbidden vian
remove vian_list

vlan_list: (2..4094,
all)/sce VLAN
paspeLlueHbl NopTy

3anpetutb gobasneHune ykasaHHbix VLAN nopty.

- vlan_list — cnucok VLAN ID. Anana3oH VLAN MoKHO 3agaTtb ne-
peuncaeHnem Yyepes 3anATyO MM YKa3aTb HavasibHOE N KOHeYHoe
3HayeHuA gmanasoHa Yepes gedpuc "-".

PaspewunTtb gobasneHne ykasaHHbix VLAN-nopTy.

switchport protected

no switchport protected

MepeBoAWT NOPT B PEXKUM U30ALUN BHYTPU TPYNMbl NOPTOB.

BoccTaHaBnmBaeT 3HavYeHMe No YMOYAHMUIO.

port-isolation {
gigabitethernet gi_port |
fastethernet fa_port | port-
channel group }

fa_port: (0/1..24);
gi_port: (0/1..24);
group: (1..8)

Co3gaTb UM NepesanucbiBaeT CYLWECTBYIOWMIA CNUCOK NMOPTOB Ha
YKa3aHHbI HOBbIN.

port-isolation {add | remove}
{gigabitethernet gi _port |
fastethernet fa_port | port-

fa_port: (0/1..24);
gi_port: (0/1..24);

[06aB1Tb CMMCOK yKa3aHHbIX MOPTOB K YXKe CYLLECTBYHOLWEMY CMU-
CKY.

group group-id vlan vian-id

no port protocol-vian

(1..2147483647);

vlan_id: (1..4094)/no

ymonyaHuto PBV
BKJ/IIOYEH Ha BCex
nopTax

channel group} group: (1..8)

switchport default-vlan tagged YCcTaHOBUTbL NOPT Kak Ternpytowmii B gedpontHon VLAN.

no switchport default-vlan - YCTaHOBWTb 3HAYEHME MO YMOIHAHUIO.

tagged

switchport map protocols- group_id: HasHauaet VLAN ID naketam, nonagatolmm B yKasaHHyto Group

ID Ha aTom nopTy. Pa3Hble NOPTbl OAHON U TOW e rpynnbl MOTyT
cooTBeTcTBOBaTb pa3Hbim VLAN.

Bbikntouaet PBV Ha nopry.

Port mac-vlan

no port mac-vlan

-/OTKNOYEHO

MepeBecTn NOpPT B pexkum paboTbl PBV.

OTKNOUUTL pexkum PBVHa nHTepdelice.

mac-map aa:bb:cc:dd:ee:ee
00:ff:ff:00:00:00 vlan vlan_id

no mac-map aa:bb:cc:dd:ee:ee

Mpueasatb MAC-agpec unm gnanasoH MAC-agpecoB no macke K
rpynne MAC-agpecos.

OTMEHUTb NPUBA3KY

’ Mpu coBmecTHOM paboTe port-isolation u port-protected aonxkHo cobatoaatbca npasuno: gna

3aWMWEHHOrO ingress nopTa, B CNUCKe pa3peléHHblX, KomaHabl port-isolation, He

MOXeT 6biTb APYroro 3awWwMIEHHOrO NOpTa. 3TO NoApasymeBaeT BO3MOMKHOCTb Aenatb
3aWMWEHHBIMU egress NopTbl B U30NALMU UM ingress NMOPT, HO He ingress U egress NopTbl

OoAHOBpEeMeHHO.

Mpumep HacTpolikn Q-in-Q ¢ gobasneHnem meTkm 99 VLAN:

consolef#fconfigure terminal

console (config) # interface gi 0/1

console (config-if)# switchport mode access

console (config-if)# switchport access vlan 99
console (config-if)# switchport dotlg tunnel
(
(

console (config)# interface gi 0/2

console (config-if)# switchport mode trunk

’ KnueHTtcKkuia nopt gna pabotbl Q-in-Q o6a3arenbHO f0AXKeH BbITb B pexXume access.
L ]

KomaHObI pexcuma 2106aa6Hol KOHGuU2ypauuu

Bupa 3anpoca KOMaHAHOM CTPOKK B pexume rn1ob6anbHOM KoHdUrypaumm:

console (config) #
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Tabnunuya 46 — KomaHapl pexknma rnobanbHom KoHbUrypaumm

KomaHda

3HayeHue/3Ha4yeHue
0 yMOMYaHUKO

Aelicmeue

mac-address-table static
unicast mac_add vlan vian
interface [gigabitethernet
gi_port | fastethernet fa_port]
status [deleteOnReset |
deleteOnTimeout | perma-
nent]

no mac-address-table static
unicast mac_add vlan vian

vlan_id: (1..4094);
fa_port: (0/1..24);
gi_port: (0/1..24)

LOobasnaeTt ncxogHblnt MAC-agpec B Tabauuy rpynnosoi aape-
caumm.

Permanent — paHHbIi MAC-agpec octaeTtca B Tabavue agpeca-
LMK Noc/e NepekntoveHmns cTaTyca uHTepoenica;

Deleteonreset — paHHbIV agpec yAanuUTCcA Noc/e nepesarpysku
YCTPOMCTBa;

Deleteontimeout — paHHbI agpec yaanuTca no Tamm-ayTty

Ypanaer MAC-agpec 13 Tabanubl rpynnoBoi agpecaumnm

clear mac-address-table dy-
namic [interface
{gigabitethernet gi_port |
fastethernet fa_port} | vlan
vian]

vlan_id: (1..4094);
fa_port: (0/1..24);
gi_port: (0/1..24)

YpanseT AMHaMuUYeckue 3anucu M3 Tabauubl rpynnoBoit agpe-
cauuu.

KomaHObI pexcuma Privileged EXEC

Buza 3anpoca KomaHAHOM CTPOKM pexxmnma Privileged EXEC:

console#

Tabnunua 47 — KomaHapl pexknuma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show mac-address-table
address mac_addr

MpocmoTp Bcen Tabanuybl MAC-agpecos

show mac-address-table count

MokasbiBaeT KonnyecTso 3anucent B Tabamue MAC-agpecos

show mac-address-table count
summary

afpecos.

MoKa3blBaeT CYMMApHYH CTaTUCTMKY Mo Tabauue MAC-

show mac-address-table
dynamic unicast

MokasblBaeT Tabanuy ¢ AMHamuyeckumu MAC-agpecamu

show mac-address-table
interface [gigabitethernet
gi_port fastethernet fa_port]

fa_port: (0/1..24);
gi_port: (0/1..24)

MokasbliBaeT Tabamuy MAC-agpecoB A4/1A YKazaHHOro UHTepdelica

show mac-address-table static
unicast

Moka3sblBaeT Tabauuy co ctatuyeckummn MAC-agpecamm

show mac-address-table vlan
vlan

vlan_id: (1..4094);

MokasbliBaeT Tabanuy MAC-agpecoB A41A yKasaHHoro VLAN

KomaHObI pexcuma Privileged EXEC

Bupa 3anpoca KomaHAHOM CTPpoKM pexkmma Privileged EXEC:

console#

Tabnunua 48 — KomaHapl pexkuma Privileged EXEC

KomaHda

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

show vlan

MNokaszatb uHbopmauuio no scem VLAN.

show vlan id vian_id

vlan_id: (1..4094)

MokasaTb MHPOPMauUUto No KOHKpeTHoMy VLAN.

show vlan protocols-group

Moka3biBaeT MHOOPMALLMIO O HACTPOEHHbIX FPYMNax v NPOTOKO

ax.

show protocol-vlan

NPOTOKO/I0B Ha pPa3HbIX NOpPTax.

MNokasbiBaeT MHPopmaumio o VLAN, COOTBETCTBYHOLLMX Tpyrnnam
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KomaHOobi pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:
console#

Tabnnua 49 — KomaHab! perkmuma EXEC

3HayeHue/3HayeHue .
KomaHoa / Aelicmeue
no ymon4aHuo

show interfaces switchport
{gigabitethernet gi_port |
fastethernet fa_port}

fa_port: (0/1..24); MoKasaTb KOHGMrypaLMIo NOpPTa, FPynnbl NOPTOB.

gi_port: (0/1..24)

4.8 Selective Q-in-Q

[aHHas GyHKUMA NO3BONSET HAa OCHOBE CKOHOUIYPUPOBAHHBIX NPaBUA GUALTPALMM NO HOMEpPaM
BHyTpeHHMX VLAN (Customer VLAN) npoussoguTb AobasneHune BHewHero SPVLAN (Service Provider’s
VLAN), nogmeHATb Customer VLAN.

[na ycTporicTBa co3gaeTca CNUCOK NPaBus, HA OCHOBAHMM KOTOPbIX byaeT 06pabaTtbiBaTbca TPadUK.
Buna 3anpoca KOMaHAHOM CTPOKM pexnma KoHPUrypaunmn nHtepdeica KoOHPUrypauuu:

console# configure
console (config) # interface{fastethernet fa port | gigabitethernet gi port | port-channel group|range{..}}
console (config-if) #

Tabnnua 50 — KomaHabl perknma KoHourypaumm nHtepdeiica (ananasoHa uHtepdelicos) Ethernet

3Ha4yeHue/3HayeHue .
KomaHoa Aelicmeue
no ymon4aHuro
selective-qinq list ingress Co3gaeT NpaBu/io, Ha OCHOBAHMM KOTOPOTO BHELLHAA METKa
override-vlan vian_id vlan_id: (1..4094) ingress_vlan_id Bxopauiero nakeTta byaert 3ameHATbCA Ha vlan_id.

[ingress_vlaningress_vian_id] ingress_vlan_id:

no selective-ginq list ingress (1..4094) Ypanaer ykasaHHoe npasuno selective ging ana sBxopAawmx nake-
ingress-vlanvian_id TOB.

selective-qinq list egress Co3zaeT NpaBu/Io, Ha OCHOBAHMM KOTOPOIO BHELIHAA MEeTKa
override_vlan vian_id vlan_id(1..4094); ingress_vlan_id ncxopauiero naketa byget 3ameHsATbea Ha vlan_id.
[ingress_vlan ingress_vlan_id] ingress_vlan_id:

no selective-qinq list egress (1..4094) Ypanaer cnucok npasua selective ging ans ncxopawmx nakeTos.
ingress_vlan vian_id

selective-qinq list ingress add- Co3gaeT npaBWo, HAa OCHOBaHUM KOTOpOro Ana Tpaduka c

vlan_id: (1..4094);

vlan vian_id BHelWHel meTkol ingress_vlan_id 6ypeT pobaBnatbca mMeTKa C
[ingress_vlaningress_vlan_id] . lan id vlan_id.

- — ingress_vlan_id: - -
no selective-ging list ingress (1..4094) YpanseT yKasaHHoe npasuio selective ging ans exoasalmx nake-
ingress-vlanvian_id b TOB.

KomaHOobi pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexuma EXEC:

console#

Tabnuua 51 — KomaHap! pexkmuma EXEC

3HavyeHue/3HayeHue .
KomaHoa / Aelicmeue
no yMmon4aHuo

show selective- OTobparkaeT CNMCOK NpaBua sqing
ging[fastethernet fa_port |
gigabitethernet gi_port | port-
channel group]
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4.9 KOHTpO/ab LUIMPOKOBELATE/IbHOIO KLUTOPMa»

LLvpoKoBeLaTenbHbIi

«WTOPpM»

BO3HUKaAET

Bcneacrtsne 4ypesmMepHoro Konn4yecTBa

LUMPOKOBELLATENbHbIX COODOLWEHUI, OAHOBPEMEHHO NepesaBaemblX MO CETM Yepe3 OAMH NOpPT, 4To
NPUBOAUT K Meperpyske PecypcoB CETU W MOABNEHWUIO 3ageprKeKk. «LLUTopm» MOMKEeT BO3HWKHYTb Mpu
Ha/IMUYUM «3aKO/bLLOBAHHbIX» cermeHToB B ceTu Ethernet.

KommyTaTtop wu3mepAeT CKOPOCTb MNPUHMMAEMOro LWWPOKOBELWATeNbHOro, MHOFOAApPEeCcHoOro u
HensBeCTHOro oaHoagpecHoro Tpadwu(a AnAa NopToB C BK/IKOYEHHbIM KOHTPOJZIEM LWLNPOKOBELWATE/IbHOIO
«WTOpMa» n OT6paCbIBaeT NaKeTbl, €C/IN CKOPOCTb NpeBblIaeT 3a4aHHOE MaKCMMaZibHOE 3Ha4YeHMNE.

KomaHObI pexcuma 2106a1bHoU KOHpuU2ypayuu

Bupa 3anpoca KOMaHAHOM CTPOKM B pexnme rnobasibHol KoHbuUrypaumm:

console (config) #

Tabanua 52 — KomaHab! perkuma rnobanbHoli KoHOUrypaumm

KomaHoa

3Ha4yeHue/3HayeHue
no yMmon4aHur

Aelicmeue

storm-control mode {kbps
pps}

-/pps

YCcTaHOBUTb rN06aNbHO Kakne eanHULbl U3MepeHns Heobxoanmo
MCNONb30BaTb.

- pps - 06bem TpadumKa NaKeToB B CEKYHAY

- kbps - 06bem Tpaduka KOUT B CEKYHAY

KomaHObI pexcuma KoHgu2ypayuu uHmepaelica Ethernet

Buga 3anpoca KOMaHAHOM CTPOKU B pexume KoHourypauum uHtepdelica Ethernet, nHtepdeiica

rpynnbl NOPTOB:

console (config-if) #

Tabnunua 53 — KomaHapl pexknma KoHdurypaummn nHtepdeica Ethernet

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

storm-control multicast level
{pps | kbps}

pps: (1..262142);
kbps: (16..4194272)

BK/ItOYaeT KOHTPOIb MHOrOaapecHoro TpaduKa:

- pps - 06bem TpadurKa NaKETOB B CEKYHAY

- kbps - 06bem TpaduKa KOUT B CEKyHAY

Mpw 06Hapy»KeHMM MHOroaapecHoro TpadmrKa nHTepdeinc moxer
6bITb OTKNtOYEH (shutdown) nnu gobasneHa 3anucob B XKypHan co-
obLweHwni (trap).

no storm-control multicast
level {pps | kbps}

BbIKtOYaeT KOHTPO/Ib MHOrOAAPECHOro TpaduKa.

storm-control dif level {pps |
kbps}

pps: (1..262142);
kbps: (16..4194272)

BK/tOYaeT KOHTPOIb HEU3BECTHOMO OAHOAAPECHOrO TpadUKa.

- pps - 06bem TpadurKa NAKETOB B CEKYHAY

- kbps - 06bem TpadurKa KOUT B CEKYHAY

Mpu 06HapyKEeHUM HEM3BECTHOMO OA4HOAAPECHOro TpaduKa UHTEp-
deic moxeT 6bITb OTKAOYeH (shutdown) nan nobasneHa 3anuch B
YKypHan cooblueHwuii (trap).

no storm-control dif level
{pps | kbps}

BbIK/ItOYaeT KOHTPO/Ib OHOaAPECHOro TpaduKa.

storm-control broadcast level
{pps | kbps}

pps: (1..262142);
kbps: (16..4194272)

BKtOYaET KOHTPOb WMPOKOBeLaTeIbHoro Tpaduka.

- pps - o6bem TpadmrKa NAKETOB B CEKYHAOY

- kbps - 06bem TpadumKa KOUT B CEKYHAY

Mpw 0BHapy»KeHMM WMPOKOBELLLaTeIbHOTO TpaduKa nHTepdenc
MOMKeT bbITb OTK/toYeH (shutdown) nnu gobasneHa 3anuch B XKyp-
Han coobueHuni (trap).

no storm-control broadcast
level {pps | kbps}

BbIK/IIOYaET KOHTPO/Ib WMPOKOBELLaTeNbHOTO TpaduKa.
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storm-control {multicast | dif |
broadcast} action shutdown

OTkAtoYaeT nHTepdeic npy o6HapyXeHUM MHOroaAPecHOro, Hems-
BECTHOr0 OA4HOAAPECHOTO UM LUMPOKOBELLATeNbHOMO TpaduKa.

no storm-control {multicast |
dif | broadcast} action -
shutdown

OTMmeHAeT OTKNIoYEeHNe nHTepdeica Npu 06HapYKeHUN MHOroas-
pecHOro, HEM3BECTHOIO OAHOAAPECHOTO MW LUMPOKOBELLATENbHOMO
TpadukKa.

KomaHOobl pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexuma EXEC:

console#

Tabnnua 54 — KomaHab! perkmma EXEC

3HayeHue/3HayeHue
no yMmoa4YaHuo

KomaHoa Aelicmeue

show interface [fastethernet
fa_port | gigabitethernet
gi_port | port-channel group]
storm-control

MoKasbiBaeT KOHOUIYpPaL M0 GYHKLMN KOHTPOA WMPOKOBELLa-

fa_port: (0/1..24);
TE/IbHOIO «LUTOPMa» AN YKa3aHHOro NopTa, IMbo Bcex NopTos.

gi_port: (0/1..24);
group: (1..8)

Show storm-control - OTobparkaeT TEKYLLYIO HAaCTPOMKY eANHUL, USMEPEHUSA.

4.10 lpynnbi arperayumu KaHanos — Link Aggregation Group (LAG)

KommyTtaTopbl obecneunsatoT NogaepKKy rpynn arperaunmn KaHanos LAG B KoaM4yecTBe COrnacHo
Tabnnue 9 (ctpoka «Arperaums KaHanoB (LAG)»). Kaxpas rpynna nopTtoB A0NXHA COCTOATb U3
nHTepdelicos Ethernet c ogMHaKoBON CKOPOCTblO, paboTaroWwmx B AynjaekcHOM pexume. O6beanHeHue
NopToB B TPYyMny YyBe/NMYMBAET MPOMYCKHYI CMOCOBHOCTb KaHajla Meay B3aMMOZENCTBYIOWMMMU
YCTPOMCTBAMM M MNOBbIWAET OTKA30yCTOMYMBOCTb. pynna MopToB ABASETCA ANA KOMMYyTaTopa OAHWUM
JIOTUYECKMM MOPTOM.

YcTpoiicTBO noaaeprKMBaeT ABa pexmma paboTbl rpynnbl NOPTOB — CTaTMYeCcKadA rpynna u rpynna,
paboTatowas no npotokony LACP. PaboTa no npotokony LACP onucaHa B COOTBETCTBYHOLLEM pa3aene
KOHbUrypaumu.

/ Ecnu pna nntepdeiica npoussegeHbl HACTPOUKMK, TO AnA Aob6aBaeHUA ero B rpynny cieayer
e BEPHYTb HAaCTPOIKM NO YMOIYAHUIO.

JobaBneHne uHTepdeiicos B
KoHduUrypaummn nutepdeiica Ethernet.

rpynny arperaumm KaHanoB AO0OCTYNHO TOJNIbKO B pexnme

BuAa 3anpoca KOMaHAHOM CTPOKM B pexume KoHPurypaumnm nHtepdelica Ethernet:
console (config-if) #

Tabnunua 55 — KomaHapl pexknma KoHduUrypaumm nHtepdeica Ethernet
3Ha4yeHue/3HayeHue

KomaHoa

no yMmon4aHuro

Aelicmeue

channel-group group mode group: (1..8); [Oob6asuTtb ethernet-nHtepdeiic B rpynny nopTos.
mode mode: (on, active, .
no channel-group passive) Ypanute Ethernet-untepdelic ns rpynnbi nopTos.

KomaHObI pexcuma 2106aabHol KOHuU2ypayuu

BuAa 3anpoca KOMaHAHOM CTPOKM pexxnma rnobanbHOM KoOHOUIypaumm:

console# conf

igure
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console (config) #

Tabnunuya 56 — KomaHapl pexknma rnobanbHoM KoHbUrypaumm

3HayeHue/3HayeHue "
KomaHoa / Aelicmeue
no ymon4aHuro
port-channel load-balance 3agaeT mexaHn3m 6anaHCMpPOBKM HArpy3Kku ans ctpaternm ECMP
{src-dest-mac-ip | src-dest-mac W ANA rPYNNbl arperMpoBaHHbIX NOPTOB.
| src-dest-ip | - src-dest-mac-ip — mexaH1M3m H6anaHCMPOBKM OCHOBbIBAETCA Ha
src-dest-mac-ip-port | MAC-agpece un IP-agpece;
dest-mac | dest-ip | src-mac | - src-dest-mac — mexaHM3M 6anaHCMPOBKM OCHOBbLIBAETCA Ha
src-ip} MAC-agpece;
- src-dest-ip — mexaHM3m 6anaHCMpPOBKM OCHOBbIBAeTCs Ha IP-
-/src-dest-mac
aapece;
- src-dest-mac-ip-port — mexaHu3m 6anaHCMpPOBKM OCHOBbLIBAET-
cAa Ha MAC-agpece, IP-agpece n TCP-nopTe Ha3HaYyeHus;
- dest-mac — mexaHn3m 6anaHCMPOBKKM OCHOBbIBaeTcA Ha MAC-
afpece nosyyaTens;
- dest-ip — mexaHu3am 6anaHCMPOBKM OCHOBbIBaeTcA Ha |P-
afpece nosyyaTens;
set port-channel enable Bkstountb paboty LAG
set port-channel disable OTKAtounTb paboTty LAG
set port-channel .
. P -/oTk04eHO BKNtOUNTL aBTOHOMHbIN pexnm paboTbl LAG
independentmode enable
set port-channel o
N . BbIKNOUMTb aBTOHOMHbIV pexkmMm paboTbl LAG
independentmode disable

4.10.1 Cmamuyeckue 2pynnol azpe2ayuu KaHanoe

PyHKuMen ctaTnyeckux rpynn LAG sensetcs obbegnHeHMe HEeCKONbKUX GU3MYECKMX KaHanoB B
OZMH, YTO NO3BO/IAET YBE/IMUYNTL NPOMYCKHYIO CNOCOHOHOCTb KaHana M NOBbLICUTb €ro 0TKa30yCTONYMBOCTb.
[na cTaTudecKux rpynn NpMopUTET UCMO/Ib30BaHMA KaHaA0B B 06begMHEHHOM MNyYKe He 334aeTcs.

Onsa BkAoueHUA pabotbl MHTepdeica B cocTaBe CTaTUYECKOWU rpynnbl UCNONb3YiiTe KOMaHAY
channel-group {group} mode on B peXume KOHPUrypaLum COOTBETCTBYIOLLEro UHTEp-
deiica.

4.10.2 lpomokon azpeaayuu KaHanoe LACP

®yHKumelrt npotokosna Link Aggregation Control Protocol (LACP) sBnsetca obbeauHeHve
HEeCKONbKNX $U3MYECKMX KaHaNoB B OAMH. ArpermpoBaHue KaHa/oB WCMO/b3yeTcA ANA YBe/UYeHUA
NPONYCKHOM CNOCOBHOCTM KaHana M NoBbIWEHUA ero oTkasoycrtoiumsoctu. LACP nossonseT nepepasatb
Tpaduk No o6veANHEHHbIM KaHaNam B COOTBETCTBUM C 3a@aHHbIMU MPUOPUTETAMMU.

Dna BKnoueHus pabotbl uHTepdeiica no npotokony LACP wucnonb3yilTte KoOmaHAy
channel-group {group} mode active/passive B pexxume KoH$purypauum cooTBeTCTBYIOLLErO
uHTepdeiica.

KomaHObI pexcuma 2106asabHoU KOHpuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM peknma rnobasbHOM KOHPUrypaumm:

console (config) #

Tabnunuya 57 — KomaHapl pexknma rnobanbHoOM KoHbUrypaumm

3HayeHue/3Ha4yeHue o

KomaHoa / Aelicmeue
no ymoa4YaHuro

lacp system-priority value value: (0..65535)/1 YcTaHaBAMBaeT NPUOPUTET CUCTEMbI.
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no lacp system-priority

YcTaHaBAMBaeT 3HaYeHUe Mo YMONYaHUIO.

lacp system-identifier
mac_addr

No lacp system-identifier

YcTaHoBUTb id yyacTHMKA lacp

YaanuTtb id yyactHuKa lacp

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet

BuAa 3anpoca KOMaHAHOM CTPOKM B pexume KOHPuUrypaumnm nntepderica Ethernet:

console (config-if) #

Tabanua 58 — KomaHabl pexknma KoHourypaumm nHtepdeica Ethernet

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aeiicmeue

lacp timeout {long | short}

no lacp timeout

-/long

YcTaHaBAMBaeT aAMUHUCTPATUBHBINV TaliMayT npoTokosa LACP:
- long — pnutenbHoe Bpema TalimayTa;
- short — manoe Bpems TaimayTa.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHULO.

lacp port-priority value

no lacp port-priority

value: (1..65535)/1

YcTaHaBAuBaeT npuoputeTt nHtepdelica Ethernet.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

KomaHOobi pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnuua 59 — KomaHabl pexunma EXEC

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuwo

Aeiicmeue

show lacp [neighbor |
counters]

MokasbiBaeT MH$opmaumto o npoTokose LACP.

show etherchannel summary

MpocmoTp nHGopmaumm o LAG.

show etherchannel detail

MpocmoTp noapobHoM nHpopmaumm o LAG.

show etherchannel load-
balance

MpocmoTp anroputma 6anaHcnpoBku LAG.

show etherchannel protocol

MpocmoTp npoTtokona LAG.

show etherchannel port

MpocmoTp MHbOpMauumn o nopTtax B cocTase LAG.

show etherchannel port-
channel

MpocmoTp MHbopmaumm o LAG.

Mprmep HaCTPOMKMU:

console (config) #set port-channel enable
console (config) #interface port-channel 1
console (config-if)# no shut

console (config) #interface range fa 0/1-2
console (config-if-range) #no shutdown

(
(
(
console (config-if) #exit
(
(
(

console (config-if-range) #channel-group 1 mode active

4.11 Hacrpoiika IPv4-agpecaumm

B gaHHOM pasgene onncaHbl KOMaHAbl ONA HaCTpOﬁKM CTaTU4ECKUX NMapameTpoB IP-ap,pecau,MM,
TAaKUX KaK IP-a,u,pec, MacCKa noaceTtu, Wa3 No yMO4aHUIo.
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KomaHObI pexcuma KoHgu2ypayuu uHmepagetica VLAN

Buza 3anpoca KoMaHAHOW CTPOKM B pexknme KoHdurypaummn nHtepoeiica VLAN:
console (config-if) #

Tabanuya 60 — KomaHabl pexknma KoHourypaumm nHtepdeiica

3HayeHue/3Ha4yeHue »
KomaHda / Aelicmeue
no ymoa4YaHuro
ip address ip_address HasHaueHue 3agaHHoMy uHTepdelicy IP-agpeca 1 macku nogceTu.
prefix_length prefix_length: (8..32)
no ip address [/P_address] Yananexue IP-agpeca untepdelica.
ip address dhcp MNonyueHwne IP-agpeca ot DHCP-cepsepa.
no ip address dhcp - 3anpeT ucnosb3oBaHMaA npoTokona DHCP ana nonyyenus IP-
aapeca ot DHCP-cepsepa.

Mo-ymonuanuio, nHtepdeiicobl Vlan Haxopatca B coctoaHuu Admin down. Mpueectu B co-
. ctrosiHne Admin Up nx moXKHO KOMaHAO0U no shutdown.

KomaHOwb! pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKKM B perknme EXEC:

console>

Tabnunua 61 — KomaHapl pexknuma EXEC
3Ha4yeHue/3HayeHue
o ymon4arHuro

KomaHoa Aelicmeue

MoKasbiBaeT KoHdUrypauuio IP-agpecaunm ANS  YKasaHHOro
MHTepdeiica.

show ip interface vlan vian_id vian_ id: (1..4094)

4.12 HacTtpoiiKa IPv6-agpecauum

4.12.1 lMpomokon IPv6

KommyTatopbl noagep:kmBatoT paboty no npoTokoay IPv6, uTo ABnAetcA  60/blumMm
npevmyLLecTBOM, T.K. npoTokon IPv6 paspabotaH ana Toro, 4tobbl B OyayLiem NOAHOCTbIO 3aMEHUTb
agpecaumto npotokona IPv4. Mo cpasHeHuto ¢ IPv4 npoTtokon IPv6 mmeeT pacwmpeHHoe ajpecHoe
npoctpaHcteo — 128 6ut Bmecto 32. Agpec IPv6 npepcrasnsetr coboit 8 6/10KOB, pasgeneHHbIX
ABOeTouMeM, B KarKaom 610Ke 16 61T, 3anMcaHHbIX B BUAE YeTbIpeX WeCTHAALATEPUYHBIX YnCen.

MOMMMO yBENMYEHMS AAPECHOTO MPOCTPAHCTBA MPOTOKOA IPV6 MMeeT mepapxXuMyecKkyro cxemy
agpecauun, obecneumBaeT arperauyio MapLIpyToB, YNpoLwaeT Tabauuy MapwpyTvsaumu, npu 3TOM
3GPEKTUBHOCTb PaboTbl MapLUpyTM3aTOpa MOBLILAETCA 33 CYET MeXaHM3Ma OOHApPY)KEeHWA COoceaHMX
Y3/10B.

V Ecnn 3HayeHue rpynnbl UM HECKONIbKUX rpynn noAapag B agpece npotokona IPvé paBHoO
Hynio — 0000, To paHHble rpynnbl MoryT 6biTb onyweHbl. Hanpumep, apgpec
FE40:0000:0000:0000:0000:0000:AD21:FE43 moKeT 6biTb cokpaweH ao FE40::AD21:FE43.
CoKpaleHuto He moryT 6biTb NOABEPrHyTbl 2 pasAesieHHble HyaeBble rpynnbl U3-3a BO3-
HUKHOBEHUA HEOAHO3HAYHOCTM.

V EUI-64 — 3T0 ngeHtudukarop, co3gaHHbin Ha 6a3e MAC-agpeca uHtepdeiica, ABNAOLWMACA
' 64 mnagwummm 6utamm IPve-agpeca. MAC-agpec pasbuBaeTtca Ha gBe 4actu no 24 6ura,
meXKay KoTopbimu aobasnserca KoHcTaHTa FFFE.
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4.12.2 Hacmpolika ¢pyHKyuu IPv6 RA Guard

®dyHKumsa IPv6 RA Guard npegocTtaBisieT 3alMTy OT aTaK, OCHOBAHHbIX Ha paccbliike NoAaAeNbHbIX
naketos Router Advertisement, paspeLuas oTCbl/IKY COOOLEHU TONbKO C AOBEPEHHbIX MOPTOB.

KomaHObI pexcuma 2106a0716H020 KOHU2YPUPOBAHUSA

Bug, 3anpoca KOMaHAHOM CTPOKM pexRmnma rnobasbHOro KOHGUIypupoBaHus:

console (config) #

Tabanua 62 — KomaHabl perknma rnobanbHOro KOHPUrypmposaHma

KomaHda

3HayeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

ipv6 nd ra-guardenable

no ipv6 nd ra-guardenable

-/BbIKNIOYEH

PaspelsaeT KOMMyTaTOpy KOHTPO/JMPOBaHWE NOCPEACTBOM
dyHKumm IPv6 RA guard.

BbikntoueHue pyHKumm IPv6 RA guard.

ipv6 nd ra-guard
policypolicy_id

no ipv6 nd ra-guard
policypolicy_id

policy_id: (1..65535)

Co3paTb 1 ckoHPUrypuposaTb policy IPv6 RA guard.

Ypanute policy IPv6 RA guard.

ipv6 rag-acl-list ac-
cess_list_num seq
segmac_addr

no ipv6 rag-acl-list ac-
cess_list_num seq
seqmac_addr

access_list_num:
(1..65535);
seq: (1..5)

Co3gaeT 3anucb B cnucke goctyna RA Guard Ha ocHose link
layer agpeca

Ypansaer 3anuco B cnvcke goctyna RA Guard

ipv6 rag-prefix-list /ist_id seq
seq prefix

no ipv6 rag-prefix-list list_id
seq seq prefix

prefix: (2000::1/64)

Co3pgaeTt 3anucb B cnmcke goctyna RA Guard Ha ocHoBse IPv6
npedukca

Ypanaet 3anuco B cnvcke goctyna RA Guard

KomaHObI pexcuma 2106aa6Ho020 KOHgu2ypuposaHug policy IPv6 RA Guard

BuAa 3anpoca KoMaHAHOM CTPOKM pexxnma KoHdurypmuposaHusa policy IPv6 RA Guard:

console (config-rag) #

Tabnunua 63 — KomaHabl perknma KoHoburypmuposaHus policy IPv6 RA guard

3HayeHue/3HayeHue no

medium | high | none}

KomaHoa Aelicmeue
YMOAYAHUIO
device-role {host | router} Bblbop pexxnma paboTbl nopTa.
/host - host — 6nokupoBKa Bcex BxogaLmx RA-coobLieHni;

- router — punbTpaumns RA-coobuieHmit B COOTBETCTBUM C

HaCTPOEHHbIMM MPaBUNAMMU.
other-config flag { on | off | Ynpasnate O-6utom B RA-co0bLEHMAX
none} -/none
managed-config flag{ on | off Ynpasnate M-6utom B RA-co0bLLIEHNAX
| none} -/none
router-preference {low | _/none Ynpasnatb nosnem router-preference 8 RA-coobuieHunsx

match rag-acl-listac/_num

no match rag-acl-listac/_num

acl_num: (1..100)

OcyuiectenneT npmeasky acl K policy IPv6 RA guard

YaansaeT npueasky acl K policy IPv6 RA guard
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match rag-prefix-listprefix_id

no match rag-prefix-
listprefix_id

prefix_id: (1..100)

OcywecTtenaeT ¢punbTpaymio coobuweHuit IPv6 RA guard no-
npedukcy
Yaanset ¢punbrpaumio no npedpukey IPvé RA Guard

match rag-src-ipv6-
listipv6_prefix_id

no match rag-src-ipv6-
listipvé_prefix_id

ipv6_prefix_id: (1..100)

OcyuwecTtBnser ¢punbTpaumto coobueHnit IPv6 RA guard no
IPv6-npedukcy

Yaoanaer ¢unbTpaumio coobuweHnin IPvé RA Guard no IPve-
npeduKey

KomaHObI pexcuma KoHgu2ypuposaHusa uHmepgeltica Ethernet

Bua 3anpoca KOMaHAHOM CTPOKM pexxnma KoHOUTypupoBaHua nHTepdeiica:

console

(config-if) #

Tabnunua 64 — KomaHapl pexknma KoHoUrypuposaHua nHtepdeinca Ethernet

KomaHoa

3HayeHue/3HayeHue no
YMOMYAHUIO

Aelicmeue

ipv6 nd ra-guard

no ipv6 nd ra-guard

-/BbIKNIOYEH

PaspelsaeT kommyTaTOpy KOHTpO/IMpOoBaHMe dyHKUMM IPv6 RA
guard Ha nHTepdeiice.

BoikntoueHue pyHKumm IPv6 RA guard Ha uHtepdelice.

ipv6 nd ra-guard trust-
state trusted

ipv6 nd ra-guard trust-
state untrusted

Mo ymonyaHuio Bce NopThbl
AsnAtoTcA untrusted

[o6aBnser NopT B CMUCOK SOBEPEHHbIX.

YpaneHnue nopta us trusted-list

ipv6 nd ra-guard attach-
policypolicy_id

no ipv6 nd ra-guard attach-
policypolicy_id

policy_id: (1..65535)

MpuBasaTb ckoH$UrypnpoBaHHbIn policy IPv6 RA guard K uH-
Tepdelicy

Ypanute policy IPv6 RA Guard Ha nHtepdeliice

4.13 HacTtpoiika npoTOKON0B

4.13.1 Hacmpolika npomokonaa ARP

ARP (Address Resolution Protocol — npoTokon paspelleHua agpecoB) — MPOTOKOJ KaHa/lbHOro

YPOBHA, BbINO/HAIOWMIA PyHKUMIO onpeaeneHna MAC-agpeca Ha OCHOBaHMW COAEpP KaLLerocs B 3anpoce

IP-agpeca.

KomaHabl pexkuma rnobanbHon KoHOUrypaumm

Buza 3anpoca KOMaHAHOM CTPOKM B pexnume rnobasbHon KoHbUrypaumm:

console (config) #

Tabnnuya 65 — KomaHapl pexknma rnobanbHomM KoHbUrypaumm

KomaHda

3Ha4yeHue/3HayeHue
no ymon4aHuo

Aeiicmeue

arp ip_addr hw_addr
[fastethernet fa_port |
gigabitethernet gi_port | port-

dopmar ip_addr:

[obaBnaer cratuuyeckyw 3anucb cootseTcTBusa IP- n MAC-
aapecos B Tabnvuy ARP ans ykasaHHOro B KomaHae uHTepdei-

channel group]

A.B.C.D;
dopmat hw_address: ca.
H.H.H - ip_address — IP-agpec;
H:H:H:H:H:H - hw_address — MAC-agpec.
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arp ip_addr hw_addr
[fastethernet fa_port |
gigabitethernet gi_port | port-
channel group]

H-H-H-H-H-H;
fa_port: (0/1-24)
gi_port: (0/1..24);

group: (1..8)
vlan_id: (1..4094)

Ypanaet ctatnyeckyto 3anucb cootsetctauna IP- n MAC-agpecos
13 Tabnmubl ARP ans yKasaHHOro B KOMaHae uHTepoeiica.

arp timeout sec

no arp timeout

sec: (30..86400) cek

HacTpanBaeT Bpema KU3HM AMHAMUYECKUX 3anucelt B Tabauue
ARP (cek).

YcTaHaBAMBaAET 3Ha4YeHWe No YMONYaHUIO.

clearip arp

Ypanaer Bce AMHamumyeckue 3anucu n3 ARP-Tabamubl (KomaHza
[O0CTYMHA TONbKO A1A NPUBUAETMPOBAHHOIO N0/b30BaTeNsA).

KomaHObI pexcuma privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKKM B pexume privileged EXEC:

console#

Tabnvua 66 — KomaHapl pexxmuma privileged EXEC

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aeiicmeue

show ip arp [ip-address
ip_address] [mac-address
mac_addres] [vlan vian_id]

dopmart ip_address:
A.B.C.D
dopmaT mac_address:
H.H.H van H:H:H:H:H:H
nam H-H-H-H-H-H;
vlan: (1..4094)

MokasbiBaeT 3anucu ARP-Tabauupl: Bce 3anucu, ¢unbtp no |IP-
agpecy; dpunbtp no MAC-agpecy; dunbTp no nHtepdeiicy.

- ip_address — IP-agpec;

- mac_address — MAC-agpec.

show ip arp statistics

MoKa3bIBaEeT TEKYLLYIO CTaTUCTUKY NPOTOKO/A arp

4.13.2 MexaHu3m obHapyxceHusa nemens (loopback-detection)

[aHHbIN MexaHV3M MO3BONIAET YCTPOWCTBY OTC/IEXKMBATL 3aKOJIbLLOBAHHbIE MOPTLI. MeTns Ha nopTy
0bOHapy»KMBaeTCcA NyTEM OTCbIIKM KOMMYTAaTOpoM ¢pelima C afjpecoM Ha3HayeHws, COBMaZAloWMm C
ofHUM 13 MAC-agpecoB yCcTpoICTBa.

KomaHObI pexcuma 2a06anb6Hol KoOHpuU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM B peXKUMe r106anbHON KOHPUrypaumm:

console (config) #

Tabnnua 67 — KomaHab! perkmma rnobanbHoM KOHGUrypauum

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aeilicmeue

shutdown loopback-detection

no shutdown loopback-
detection

-/no shutdown

OTKAtounTb paboty moayns loopback-detection Ha ycTpoiicTse.

' [aHHas KomaHga oTKA4YaeT paboty mogyns loopback-

L detection c 6e3803BpaTHbIM YAaNEHMEM BCEX HACTPOEK
6n0kKa LBD.

BkntoumTb paboty loopback-detection Ha ycTpolicTse.

V KomaHpaa no YMOT4YaHUIO BK/IKOYEHa.

loopback-detection enable

no loopback-detection enable

-/BbIKNIOYEHO

BkatovaeT mexaHU3m 06Hapy)KeHMﬂ neTtenb ANA KOMMYTATOpPa.

BoccTaHaBnvBaeT 3HaueHMe No YMOIYaHMIO.

loopback-detection interval
seconds

seconds: (1..60)/30

YcTaHaBAnBaeT nHTepBan mexay loopback-pperimamu.
- seconds — vHTepBaa BpeMeHu mexay LBD dperimamu.

mac_address

CEKYH
no loopback-detection interval YHA BoccTaHaBAMBaeT 3HaYEeHMeE MO YMONYAHUIO
loopback-detection Onpegensetr MAC-aapec HasHa4yeHUsA, yKasaHHbIl B LDB-ppenme.
destination-address DlinininiHiRii Mo ymonuaHuio MAC-agpec HasHauYeHuUA LMPOKOBeLa-

Y

TeNbHbIN.
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KomaHObI pexcuma KoHgu2ypauuu uHmepgelica (duanasoHa uHmepageticos) Ethernet, uHmep-

¢elica epynnsl nopmos

Bua, 3anpoca KomaHAHOW CTPOKM B pexume KoHourypaumm mHtepdeiica Ethernet, nntepdeitca
rpynnbl NOPTOB:

console# configure

console(config)# interface {gigabitethernet gi port | fastethernet fa port

| port-channel group}
console (config-if) #

Tabanua 68 — KomaHapl pexxnuma koHdurypaumm nHtepdeica Ethernet

3Ha4yeHue/3HayeHue "
KomaHoa / Aelicmeue
no ymon4aHuro
loopback-detection enable / BkatoyaeT mexaHU3M 0b6HapyKeHUA neTenb Ha NOPTY
-/BbIKAOYEH

no loopback-detection enable BoccTaHaBAMBaeT 3HaYeHME MO YMONYAHUIO

KomaHOob! pexcuma EXEC
Bupa 3anpoca KOMaHAHOM CTPOKK perkmuma EXEC:
console#
Tabnunuya 69 — KomaHapl pexknma EXEC
3HayeHue/3Ha4yeHue »
KomaHda / Aeiicmeue
no yMoa4YaHuto

show loopback-detection OTobpaxkaeT coctonaHMe mexaHnsma loopback-detection.

[gigabitethernet gi_port | gi_port: (0/1..24);

fastethernet fa_port | fa_port: (0/1..24)

statistics]

debug loopback-detection [all BKAtounTb 0TNpaBKy coobuieHmnii no cobbitnam loopback-

| buffer-alloc | control | -/OTKAOYEHO detection.

critical | pkt-dump | pkt-flow ]

4.13.3 Cemelicmeo npomoKosnoe STP (STP, RSTP, MSTP)

OcHoBHoW 3aga4yeli npotokona STP (Spanning Tree Protocol) asnsetca npuseaeHune cetu Ethernet ¢
MHOXeCTBEHHbIMUN CBA3AMU K ApeBOBM,ﬂ,HOVI TONOJ/I0MnNMN, VICK]'HOHaI-OLLI,Eﬁ LUUWKAbl NaKeToB. KOMMYTaTODbI
06MeHMBalOTCA KOHPUrypaLMOHHbIMKU COOBLLIEHMAMM, MCNOAb3YA Kadapbl cneuvanbHoro dopmata, U
BbIBOPOYHO BKNIOYAIOT M OTKAIOYAIOT Nepeaady Ha NnopTbl.

Rapid (6bicTpbiit) STP (RSTP) aBnsieTca ycoBeplueHCTBOBaHMEM MNpoToKosa STP, xapakTepusyetca
MEHbLWWM BpeEMeEHEM TMPUBELEHNA CETU K LPEBOBMAHOW TOMOMAOIMM U UMeeT 6osiee  BbICOKYHO
YCTOMYMBOCTD.

Mpotokon Multiple STP (MSTP) snaBnAetca Haubonee coBpeMeHHON peanusauueit STP,
noaaepueatolleir  mucnonb3osaHne VLAN. MSTP npeanosaraeT KoHourypauuioo HeobxoamMmoro
KOJIMYECTBA IK3EMMSPOB CBA3YOWEro AepeBa (spanning tree) BHe 3aBUCMMOCTHM OT uncaa rpynn VLAN Ha
KoMMmyTaTope. Kaxabi aK3eMnasp MOXKeT coaepaTb HeckonbKo rpynn VLAN. HegoctaTKom npoTokona
MSTP siBnsieTcA To, UTO Ha BCEX KOMMYyTaTopax, B3anmoaencTeyolmnx no MSTP, 4onKHbl BbITb 04MHAKOBO
CKOHuUrypuposaHbl rpynnbsi VLAN.

V MakcumanbHO aonycTtumoe Konm4yecrtso aksemnaapos MSTP — 64.
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4.13.3.1 Hacmpoiika npomokona STP, RSTP

KomaHObI pexcuma 2a06an6Hol KOHpu2ypayuu

Bupg, 3anpoca KOMaHAHOM CTPOKM pexRnma rnobanbHoM KOHPUIypaLmm:

console (confiqg) #

Tabanuya 70 — KomaHab! perkmma rnobanbHom KOHGUrypaumm

KomaHda

3HayeHue/3HayeHue
no yMmoA4aHuio

Aelicmeue

spanning-tree

PaspelwaeT Mcnonb3oBaHWE KOMMYTAaTOPOM NpoTokoaa STP.

- -/BKAOYEHO
no spanning-tree 3anpeLaeT UCNOb30BaHWE KOMMYTaTOPOM npoTokona STP.
spanning-tree mode { rst | YcTaHaBAMBaET pexxum paboTbl npoTokona STP:
mst -rst — IEEE 802.1W Rapid Spanning Tree Protocol;
! -/MSTP pId spanning

no spanning-tree mode

- mst — IEEE 802.1S Multiple Spanning Tree Protocol.

YcTaHaBAMBaeT 3HaYeHUe No YMOAYAHUIO.

spanning-tree forward-time
seconds

no spanning-tree
forward-time

seconds: (4..30)/15 cek

YcTaHaBAMBaeT UHTepBasl BPEMEHMW, 3ana‘~IVIBaeMbIl7I Ha npocnay-
WwnBaHMe n uUsly4vyeHue COCTOAHUM nepeg nepeknwyeHnem B CO-
CTOAHUE Nepenayn.

YcTaHaBAMBaEeT 3HaYeHue no YMOYaHUIO.

spanning-tree hello-time
seconds

no spanning-tree hello-time

seconds: (1..2)/2 cek

YcTaHaB/MBaET UHTEPBA/ BPEMEHN MeEXKAY nepegadyamu LUMPOKO-
BellaTesibHbIX coobueHnit «Hello» K B3anmoaencTByOWMM KOM-
MyTaTOpam.

YcTaHaBAMBaEeT 3HaYeHue no YMOYaHUIO.

spanning-tree max-age
seconds

no spanning-tree max-age

seconds: (6..40)/20 cek

YcTaHaBAMBaeT BpeMs XU3HU cBA3ytowero aepesa STP.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

spanning-tree priority
prior_val

no spanning-tree priority

prior_val:
(0..61440)/32768

HactpaunBaet npuoputeT caAsyoLero gepesa STP.
3HayeHne NpuopuTeTa A0KHO ObITb KpaTHO 4096.

YcTaHaBAMBaeT 3HAYEHNE MO YMOSIYAHUIO.

spanning-tree pathcost
dynamic [lag-speed]

no spanning-tree pathcost

-/BbIKNIOYEHO

BkntoyaeT AnHamunueckoe onpegeneHune LeHHOCTU NyTH.
lag-speed — onpegeneHve LEHHOCTM NyTM ByAeT BbIYMCAATLCA NpU
M3meHeHun ckopoctn LAG

YcTaHaBAMBaeT 3HAYEHUE MO YMOHAHUIO.

spanning-tree compatibility
{mst | rst | stp}

no spanning-tree
compatibility

-/BKAKOYEHO

Bepcua coemectumocTn STP

YCTaHOBUTb 3HaYeHMe N0 YMOYaHUIO

spanning-tree flush-
indication-threshold value

no spanning-tree flush-
indication-threshold

value: (0..65535)

MoporoBoe Ko/AM4YecTBO tch, MpW KOTOPOM 3amycKaeTcs Talmep,
KOTOpbIN paBeH 3HayeHwuto flush-interval

OTmeHUTb noporosoe 3Ha4yeHune

spanning-tree flush-interval
interval

no spanning-tree flush-
interval

interval: (0..500)/0

YCTaHOBWUTb 3Ha4YeHWe WMHTepBana, Mocne KOTOPOro Mpou3onaér
flash MAC-Tabaunupl nocge nonyyexus tcn

YCTaHOBUTb 3HaYeHMe N0 YMOIYAHUIO

spanning-tree transmit
hold-count count

no spanning-tree transmit
hold-count

count: (1..10)

3TO 3Ha4YeHWe YKas3blBaeT MaKCMMasjbHOE KO/MYECTBO MaKeTos,
KOTOpble MOryT 6bITb OTMPaB/IEHbI B 3a4aHHbI MHTEpBan BpemMeHu
hello-time.

OTMEHUTb HaCTPOIKY OrpaHMYeHUs NakeTos B MHTepBan hello-time

spanning-tree pathcost
method{long|short}

no spanning-tree pathcost
method

-/long

YcTaHaBAMBaeT MeToA onpeaeneHus LEeHHOCTU NyTu.
- long— 3HavyeHune ueHHocTH B granasoHe 1..200000000;
- short — 3HaueHue ueHHOCTU B AnanasoHe 1..65535.

YcTaHaBAnBaeT 3HaYeHUe No YMOHAHUIO.
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Mpu 3agaHun STP napametpos forward-time, hello-time, max-age Heo6xogumo BbinonHe-
e Hue ycnosusa: 2*(Forward-Delay - 1) >= Max-Age >= 2*(Hello-Time + 1).

KomaHObI pexcuma KoHgpu2ypayuu uHmepgetica Ethernet, uHmepagelica 2pynnsi NopmMos

Bua, 3anpoca KomMaHAHOW CTPOKM B pexxume KoHourypaumm mHtepdeiica Ethernet, nntepdeitca
rpynnbl NOPTOB:

console (config-if) #

Tabnnua 71 — KomaHAb! perknuma KoHourypauum nHtepdeinca Ethernet, rpynnel noptos

KomaHda

3Ha4yeHue/3HayeHue
10 yMOoA4YaHuio

Aelicmeue

spanning-tree disable

3anpewaeT paboTy npoTokona STP Ha KOHPUrypupyemom MHTep-
deiice.

-/paspeLwweHo
no spanning-tree disable /pasp PaspewaeT paboTy npoTokosia STP Ha KOHOUIYpUpyeMOM UHTEp-
deiice.
spanning-tree cost cost cost: YcTaHaBAMBaeT LeHHOCTb NyTW Yepes AaHHbI UHTepdelic.
: - cost — LEHHOCTb NyTH.
: (1..200000000)/cm. . y
no spanning-tree cost Tabnnuy 72 YcTaHaB/MBaET 3HaYeHWe, ONpeaeNnsieMoe Ha OCHOBaHUWM CKOPO-

CTW NOPTa U METOLA ONpPeLeNeHnsa LEeHHOCTM NyTH, cM.Tabanuy 72

spanning-tree port-priority
priority

no spanning-tree port-priority

priority: (0..240)/128

YcTaHaBAMBaeT NpuopuTeT uHTepdeiica B CBA3yOLWEM Jaepese
STP.

VF 3HaueHue NpuopuUTeTa AONXKHO 6bITb KPaTHO 16.

YcTaHaBAMBaET 3HaYeHUe no YMOYaHUIO.

spanning-tree portfast

no spanning-tree portfast

BK/ItOYaeT peuMm, B KOTOPOM MOPT NPU NOAHATUM HA HEM NINHKA
Cpa3y CTaHOBWTCA B COCTOAHME Mepeaayu, He AO0XKMAAACh ucTeye-
HWA Talmepa.

BbIkntoyaeT peXxmm MOMEHTaNbHOro nepexona B COCTOAHME ne-
pefayn Nno NOAHATUIO KNIUHKa».

spanning-tree loop-guard

PaspellaeT 3aLnTy, BbIKAOYAIOLWYIO YKa3aHHbIM WHTepdelnc npu
npuveme naketos BPDU.

- -/3anpelueHo — —

no spanning-tree loop-guard 3anpewaeT 3aWunTy, BbIKOYalOLWYO MHTepdenc Npy Nnpuéme na-
keTtos BPDU.

spanning-tree guard {root | BKAtoyaeT 3alWmTy «KOpHA» AN BCex CBA3yloWwMx aepeBbeB STP

loop | none} BbI6GpaHHOrO NopTa.
- root — 3anpeLuaer nHTepdeiicy 6bITb KOPHEBBIM MOPTOM KOMMY-
TaTopa;

-/vcnonb3osaHne - loop — BKAtoYaeT Ha mHTepdelice AONONHUTENBbHYIO 3aLUTY OT

no spanning-tree guard

rnobanbHOM HaCTPOKK

netenb. B cnyyae, ecam nHTepdeinc HaxoauTCcA B COCTOAHMM, OT-
nmyHom ot Designated v npu atom nepectaet nosy4yate BPDU,
nHTepoeric baokupyercs;

- none — oTK/toYaeT Bce Guard-pyHKLMU Ha uHTepdelice.

Mcnonb3oBath r106a/bHY0 HACTPOMKY.

spanning-tree bpduguard
{enable | disable | none}

no spanning-tree bpduguard

-/BbIK/IOYEHO

PaspelaeT 3awuTy, BbIKAOYAOWYO UHTEpdEC npu npuéme na-
Ketos BPDU.

3anpewaeT 3aWunTy, BbIKtOYalOLWYO UHTepdec npu npuéme na-
Ketos BPDU.

spanning-tree link-type
{point-to-point | shared}

no spanning-tree link-type

-/8na AynnekcHoro
nopTa «TOYKa-TOUKa»,
AN NONYAYNNEKCHOro

— «pPA3BETBNAEHHbIN»

YctaHaBauBaeT npotokon RSTP B mepepatouiee COCTOAHME M ON-
penenserT TMnN cBs3u s BbIbpaHHOro nopra:

- point-to-point — TOuKa-TOuKa;

- shared — pa3BeTBNEHHbIN.

YcTaHaBAMBaeT 3HaYeHue no YMOYaHUIO.

spanning-tree restricted-tcn

no spanning-tree restricted-tcn

-/BbIK/IIOYEHO

3anpeuwaet npuem BPDU c ¢pnarom TCN.

Paspewaet npvem BPDU c ¢pnarom TCN.

spanning-tree bpdufilter
{disable | enable | | none}

no spanning-tree bpdufilter

-/disabled

Onpeaenset pexxum pabotbl BPDU filtering Ha nHTepdeiice.

YcTaHaBAMBaeT 3HaYeHue no YMOYaHUIO.
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spanning-tree auto-edge

BkAounMTb aBTOMaTUYECcKoe onpegeneHne KAINEHTCKUX NOPTOB.

no spanning-tree auto-edge -/BRAOYEHO BbIKNOUMTb aBTOMATUYECKOE OnpeseNeHne KIMEHTCKUX NOPTOB.
spanning-tree {bpdu-receive | Br/touaeT pexum npuéma u/mnm nepegauv Ha uxitepderice.
bpdu-transmit} enable

-/BKAOYEHO

spanning-tree {bpdu-receive |
bpdu-transmit} disable

BbIK/IIOYaET peMM Npuéma u/mam nepegaumn Ha nHTepoelice.

spanning-tree layer2-gateway-
port

no spanning-tree layer2-
gateway-port

-/BbIK/IOYEHO

Ha3HaunTb NOPT KakK W03 2 ypOBHA.
/! Spanning-tree Ha faHHOM NOPTY AO/MKeH 6biTb B cocToA-
Hum disabled

OTMEHUTb HaCTPOMKY

spanning-tree pseudoRootld
priority priority

no spanning-tree
pseudoRootld

priority: (0..61440)

HacTtpouTb npuoputeT ansa pseudoRoot Ha nHTepdelice.

OTMEHUTb HaCcTPOMKY

spanning-tree {restricted-role
| restricted-tcn}

no spanning-tree {restricted-
role | restricted-tcn}

BKAtouMTb Ha MHTepdelice GYHKLUMIO 3alWmTbl OT aTak.

OTKNOUNTb Ha UHTepdelice GYHKUMIO 3alLMTbl OT aTak.

Tabnuua 72 — LleHHOCTb NyTW, YCTaHOB/IEHHAA MO YMOAYaHUIO (spanning-tree cost)

no ymon4aHuro

Memod onpedeneHus
UHmepdpeiic yeHHocmu nymu
Long Short
Port-channel 20000 4
Fast Ethernet (100 Mbps) 2000000 19
Gigabit Ethernet (1000 Mbps) 2000000 100
KomaHOb! pexcuma privileged EXEC
Bua 3anpoca KomaHAHOM CTPOKK pexunma privileged EXEC:
console#
Tabnunua 73 — KomaHabl perknma privileged EXEC
3HayeHue/3Ha4eHue o
KomaHoa / Aeiicmeue

show spanning-tree
interface[gigabitethernet
gi_port | fastethernet fa_port
| port-channel group]

gi_port: (0/1..24);
fa_port: (0/1..24);
group: (1..8)

MoKa3blBaeT cocToaHWe npoTokona STP Ha nHTepdeiice.

show spanning-tree detail

Moka3biBaeT NoApo6Hy0 MHGOPMALMIO O HACTPOIKax NPOTOKoNA
STP.

show spanning-tree active
[detail]

MoKa3sblBaeT MHGOPMALMIO O COCTOSSHUM O HacTpolikax STP Ha
AKTUBHbIX MOpTax

show spanning-tree bridge

[address | detail | forward-
time| hello-time | id | max-
age | priority | protocol]

OTobparkaeT HacTpoiku STP Ha bridge

show spanning-tree layer2-
gateway-port

OT06parkaeT HAaCTPOMKM L33 2 YPOBHA

show spanning-tree pathcost
method

OTo6pakaeT meTos onpeaeneHns CTOMMOCTH NyTu

show spanning-tree root

Otobparkaet root B Tonosornun STP

show spanning-tree summary

OTob6parkaeT cocTosHMe NPOTOKoNa STP OTHOCUTENbHO UHTepdEel-
coB
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4.13.3.2 Hacmpoiika npomokosaa MSTP

KomaHObI pexcuma 2n0bas1bHoU KOHGuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM pekmuma rnobanbHOM KOHPUrypaLmm:

console (config) #

Tabaunuya 74 — KomaHapl pexknma rnobanbHOM KOHOUrypaumm

KomaHda

3HayeHue/3Ha4yeHue
no yMmoA4aHuo

Aelicmeue

spanning-tree mst instance_id
priority priority

no spanning-tree mst
instance_id priority

instance_id: (1..63);
priority:
(0..61440)/32768

YcTaHaBAMBaeT NpUOPUTET ANA [AHHOTO KOMMyTaTtopa nepeg,
OCTaNbHbIMK, UCNONb3YIOLWMMM 0BLWMIA 3K3emnnap MSTP.

- instance_id — ak3emnnap MST;

- priority — npuopuTeT KOMMYyTaTopa.

V 3HaueHue NpuopuTeTa JONXKHO 6bITb KpaTHO 4096.

YcTaHaBAMBaEeT 3HaYeHue no YMOYaHUIO.

spanning-tree mst max-hops
hop_count

no spanning-tree mst
max-hops

hop_count: (6..40)/20

YcTaHaBAMBaeT MaKCMMa/lbHOE KOMYECTBO TPAH3UTHbIX Y4aCTKOB
Ana naketa BPDU, Heobxoammbix gns GopmMUpoBaHUA aepesBa U
yaepaHua nHdopmaumm o ero ctpoeHun. Ecnm naker yxe npo-
Wwen MaKCMManbHOEe KOJIMYECTBO TPAH3WUTHbLIX Y4aCTKOB, TO Ha
cnepyoLLEem yyacTke OH oTbpacbiBaeTcs.

- hop_count — MmakCMManbHOE KONMYECTBO TPAH3UTHbIX Y4aCTKOB
AnAa naketa BPDU.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

spanning-tree mst
configuration

Bxog, B pexxum KoHburypaumm npotokona MSTP.

KomaHObI pexcuma KoHgu2ypauuu npomokosaa MSTP

Bupa 3anpoca KOMaHAHOM CTPOKM B penume KoHPuUrypaummn npotokona MSTP:

console# configure terminal

console
console

(config)# spanning-tree mst configuration
(config-mst) #

Tabnunua 75 — KomaHapl pexknma KoHdurypaumm npotokona MSTP

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

instance instance_id vlan
vlan_range

no instance instance_id vlan
vlan_range

instance_id:(1..63);
vlan_range: (1..4094)

Co3gaeT COOTBETCTBME MeXAy dK3eMnaapom nportokona MSTP u
rpynnamm VLAN.

- instance-id — npeHTUdUKATOP 3K3emnaapa npotokona MSTP;

- vlan-range — Homep rpynnbl VLAN.

Ypanaet COOTBETCTBME MENKAY IK3EeMMAAPOM nNpoTokona MSTP wm
rpynnamm VLAN.

name string

no hame

string: (1..32) cumsona

3apaeT uma KoHourypaumm MST.
- string — nma koHourypauumn MST.

Ypanser umsa KoHdurypauym MST.

revision value

no revision

value: (0..65535)/0

3afaeT Homep peBu3nn KoHoUrypauumn MST.
- value — Homep peBn3nmn KoHdUrypauum MST.

YcTaHaBAMBaEeT 3HayeHue No ymondanutio (value).

exit

Bbixoa, u3 pexkuma KoHouUrypauum npotokona MSTP ¢ coxpaHeHU-
em KoHbUrypauuu.

KomaHObI pexcuma KoHgu2ypauyuu uHmepdgpelica Ethernet, uHmepagelica epynmnbi Nopmos

Bua 3anpoca KOMaHAHOM CTPOKU B pexnme KoHourypauum uHtepdelica Ethernet, nntepdeliica

rpynnbl NOPTOB:
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console (config-if)#

Tabnvua 76 — KomaHapl pexxmma KoHourypauum nHtepdeiica Ethernet, rpynnbl noptos

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4yaHuro

Aelicmeue

spanning-tree guard root

no spanning-tree guard root

-/3aumMTa BbIK/IOYEHa

Bk/toyaeT 3alunTy «KOpHA» ANA BCeX CBA3ylOWMX aepesbes STP
BblbpaHHOro nopta. [laHHan 3awuTa 3anpeLwaeT nHTepdeicy bbiTo
KOPHEBbLIM NOPTOM KOMMYTaTOpA.

YcTaHaBAWBaeT 3HaYeHUe Mo YMOAYaHUIO.

spanning-tree mst instance_id
port-priority priority

no spanning-tree mst
instance_id port-priority

instance_id: (1..63);
priority: (0..240)/128

YcTaHaBAMBaeT NpuopuTeT nHTepdelica B aksemnaape MSTP.
- instance-id — vaeHTUduKaTOp s3K3emnaspa npotokona MSTP;
- priority — npuopuTeT HTepdeica.

V 3HaueHue NpuopuTeTa A0MKHO BbITb KPaTHO 16.

YcTaHaBAMBaAET 3Ha4YeHWe No YMONYaHUIO.

spanning-tree mst instance_id
cost cost

no spanning-tree mst
instance_id cost

instance_id: (1..4094);
cost: (1..200000000)

YcTaHaBAMBaeT LEHHOCTb NYTU Yepe3 BblIbpaHHbIV MHTepdeic ana
onpeaesieHHOro aksemnaapa npotokona MSTP.

- instance-id — vaeHTuduKaTop a3K3emnaspa npotokona MSTP.

- COSt — UEeHHOCTb NyTw.

YcTaHaBAnBaeT 3HayeHue, onpeaeniemoe Ha OCHOBaHUU CKOPO-
CTV NOpPTa M MeToAa onpeseneHns LLeHHOCTU NyTH, CM. Tabauuy 72

spanning-tree port-priority
priority

no spanning-tree port-priority

priority: (0..240)/128

YcTaHaBAMBaET NpUOPUTET UHTEpdENiCa B KOPHEBOM CBA3YOLLEM
nepese MSTP.

V 3HaueHue NpuopuTeTa A0/MKHO 6bITb KpaTHO 16.

YcTaHaBAWBaeT 3HaYeHUe No YMONYAHUIO.

spanning-tree mst instance_id
pseudoroot priority

instance_id: (1..63);
priority: (0..240)/128

YctaHaBauBaeT npnoputet pseudoroot B aksemnaape MSTP.

no spanning-tree mst
instance_id pseudoroot

instance_id: (1..63)

YcTaHaBAMBaeT 3HAYeHWe no YMONYaHULO.

KomaHObl pexcuma privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma privileged EXEC:

console#

Tabnunua 77 — KomaHabl pexkmma EXEC

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aeiicmeue

show spanning-tree
[gigabitethernet gi_port |
fastethernet fa_portport-
channel group]

gi_port: (0/1..24);
fa_port: (0/1..24);
group: (1..8)

MoKasbiBaeT KOHGUrypaumio npoTokoa STP.

show spanning-tree detail

instance_id: (1..4094)

MokasbiBaeT NoAPob6HYH MHPOPMALMIO O HACTPOMKE MPOTOKOAA
STP.

show spanning-tree mst
configuration

Moka3biBaeT MHPOPMALMIO O CKOHOUIYPUPOBAHHbBIX IK3EMNAAPAX
MSTP.

clear spanning-tree detected
protocols {interface
{fastethernet fa_port |
gigabitethernet gi_port | port-
channel group}}

gi_port: (0/1..24);
fa_port: (0/1..24);
group: (1..8)

Mepe3sanycKkaeT NpoLecc MMrpaummn NpoTokoia. 3aHOBO NPOMUCXO-
OVUT NpocyéT aepesa STP.

4.13.4 Hacmpolika ¢pyHkyuu Layer 2 Protocol Tunneling (L2PT)

®yHKumsa Layer 2 Protocol Tunneling (L2PT) no3BosseT nponyckaTb CayKebHble NakeTbl Pas/INyHbIX
L2-npoTokonos (PDU) uepe3 ceTb npoBaiifepa, YTO MNO3BOAAET «MNPO3PAYHO» CBA3ATb KAMEHTCKUE

CermeHTbl CeTun.

Ethernet-kommymamopei cepuli MES24xx, MES14xx 67




DHELTEX

L2PT wmHkancyavpyetr PDU Ha rpaHMYHOM KOMMYyTaTope, MepefaeT MX Ha APYron rpaHU4HbIN
KOMMYTaTOpP, KOTOPbIA OXKMAAET CNeunanbHble MHKANCYIMPOBaHHbIE Kaapbl, @ 3aTeM AeKancyanpyeT ux,
4YTO NO3BOAAET NO/Ib30BATENAM NepenaBaTb MHGOPMALMIO 2-TO YPOBHA Yepes ceTb NpoBaiaepa.

KomaHObI pexcuma KoHgpu2ypayuu UHmepageticos Ethernet

Buza 3anpoca KoMaHAHOWM CTPOKM B pexnume KoHpurypaumnm nntepoericos Ethernet:
console (config-if) #

Tabnunua 78— KomaHab! pexkuma KoHdpurypaumm nHtepoeiica Ethernet

Komanda 3HayeHue/3HayeHue o Leiicmeue
YMOAYAHUIO
12protocol-tunnel {stp | lacp BkntoueHune pexkmuma nHkancynaunmn naketos 8 STP BPDU
| lidp | isis-11 | isis-12 | fctl }
no I12protocol-tunnel {stp | -/BbIKNOYEHO BbikntoueHuMe pexmma nHKancyaauum naketos 8 STP BPDU
lacp | lldp | isis-I1 | isis-12 |
fctl }

4.13.5 Hacmpolika npomokona LLDP

OcHoBHOM ¢yHKUMen npoTokona Link Layer Discovery Protocol (LLDP) sBnaetcs obmeH mexay
CeTeBbIMM YCTPOMCTBAMM O CBOEM COCTOSTHUM U XapaKTepucTuKax. MHpopmaumn, cobpaHHaa nocpeacTsom
npoTokona LLDP, HakanaMBaeTcs B YCTPOWCTBAX M MOMKET BbITb 3aNpoLeHa ynpasasaiowmMmM KOMMIbIOTEPOM
no npotokosy SNMP. Takum o6pasom, Ha OCHOBaHMM cobpaHHOM WMHPOPMaUMKM, Ha YNPABAAIOLLEM
KOMMbIOTEPE MOKET 6bITb CMOAENNPOBAHA TOMOIOMMA CETU.

KommyTaTopbl noAnepXuMBatoT rnepegayvy Kak CTaHAAPTHbIX NapameTpoB, TaK M OMUMOHA/bHbIX,
TAaKUX KaK:

—  WMA YCTPOICTBA U €ro onucaHue;
—  MMA NOPTa U ero onucaHue;

—  unHpopmauma o MAC/PHY;

- ut.a

KomaHObI pexcuma 2106asabHoU KoOHpuU2ypayuu

Bua 3anpoca KoMaHAHOW CTPOKM pexknma riobanbHoM KoHbUrypauum:
console (config) #

Tabnunua 79 — KomaHapl pexknma rnobanbHoM KoHbUrypawmm

3HayeHue/3Ha4yeHue

Aelicmeue
110 yMOAYAHUIO

KomaHda

set lldp enable PaspelsaeT KommyTaTopy MCMNONAb30BaHWE NpoTokona LLDP.

-/BbIK/OYEHO

set lldp disable 3anpeL,aeT KOMMYTaTOPy UCMONb30BaHWeE NPoToKoAa LLDP.

set lldp management-address OnpegaenseT ynpasaaowWwmin aapec Ha ycTpoicTse.

{ipv4 ipv4_address | ipv6 - ip_address — 3apaeTca ctatudeckuit IP-agpec;

ipv6_address} -/ynpasnstowwuit agpec V B cnyyae Hannumua HeckosbKUX IP-agpecos cuctema Bbi-
onpeaenseTca 6upaer HayanbHblli IP-agpec U3 guanasoHa AuHaMuye-
aBTOMaTUYECKM ckux IP-agpecoB. Ecnm guHamuueckue agpeca OTCYTCTBYIOT, TO

cuctema Bbl6MpaeT HavanbHbiv IP-agpec M3 AuanasoHa BO3-
MOXHbIX cTaTU4eckux IP-agpecos.

set lldp version {v1 | v2} /vl 3apaTb Bepcuio npotokona LLDP.
lldp mac_address YKkazatb MAC-agpec, Ha KoTopbliit byayT oTcbiaatbes lldp-ppelimbl.
- lldp-dppeimbl Tak ke 6yayT Ay6AMpoBaTbCsA HA CTaHAAPTHbIA MAC-
agpec.
lidp lldpdu flooding [filterin YCTaHOBUTL pexxum ¢puabTpaunm naketos LLDP BPDU
lidp lldpdu filtering € YCTaHOBWTb 3HaY€HME N0 YMOYAHUIO
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lidp chassis-id-subtype type

lidp chassis-id-subtype mac-
addr

-/mac-address

3apgaTtb chassis-id-subtype ans lldp-dpeiima.

BepHyTb K 3HaYEHUIO NO YMOAYAHUIO

lidp reinitialization-delay
delay

delay: (1..10)/2

YcTaHaBAMBaEeT 3a4epPKKYy MNOBTOPHOM WHWUUManM3auuun (Bpemsa
334epKKM, BbinosHAemoe LLDP anAa noBTOPHOW MHMLUMaNM3auum
Ha nbom MHTepodeice).

Y106bl OTMEHUTb HACTPOIIKY HEeob6XxoAMMO BbICTAaBUTb
V 3HaYeHUe No YMONYaHHUIO.

lidp transmit-interval interval

interval: (5-32768)/30

YcTaHaBAuBaeT nHTepsan nepegaun lidp -dperimos.
Y106bl OTMEHUTb HACTPOKY HEeob6XOoAMMO BbICTaBUTb
\ / 3HauYeHue No YyMOYaHUIo.

lidp notification-interval
seconds

seconds: (5-3600)/5

YcTaHaBAMBaET  MaKCMMasbHYIO
dpenmos.
Seconds — nepuoa, BpeEMEHM B TEYEHWW KOTOPOro YCTPOMCTBO
MOXKeT 0TnpaBuTb He 6osiee ogHoro dpperima.
V' Y106bl OTMEHUTb HACTPOIKY HEeob6XOoAMMO BbICTaBUTb
3HauYeHUe No YMOYaHUIO.

ckopocTb  nepegaun  lldp-

lidp tx-delay value

value: (8192)/2

YCTaHOBUTb MUHUMANbHYIO AJUTENBHOCTb 3aAEPXKKN, Mexay no-
cnepoBaTenbHbIMKM Kagpamu LLDP.
» UYTO6bl OTMEHUTb HACTPOIKY Heo6XoAMMO BbICTaBUTb

lidp txCreditmax value

3Ha4YeHue No YMON4YaHUIO.
YcTaHaBAuBaeT 3HayeHune Credit Max (MaKCMMafIbHOG KO/in4ecTso

value: (1..10) nocneposatesibHbix LLDPDU, KoTopble moryT 6biTb nepeaaHbl B
noboe Bpems)
lidp txFastlnit value value: (1.8) YCTaHOBUTbL YNC/IO MAKETOB, KOTOpoe byayT OTNPaBAATLCA B Nepu-

og fast init.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelicog Ethernet

Bug, 3anpoca KOMaHAHOM CTPOKM B pexume KoHdurypaumm nHtepoelicos Ethernet:

console (config-if) #

Tabanua 80 — KomaHabl pexkuma KoHourypaumm uHtepoeica Ethernet

KomaHoa

3HayeHue/3HayeHue o
YMOAYAHUIO

Aelicmeue

lidp dest-mac mac_address

lidp dest-mac mac_address

-/BbIK/OYEHO

3agatb MAC-agpec, Ha KoTopbii 6yayT oTCbliaTbCA

dpenmsl.

lldp-

Ypanute MAC-agpec, Ha KoTopblit byayT oTtcbinatbes lldp-
bpelimbl.

lidp transmit [mac-address
mac_addr]

no lidp transmit [mac-
address mac_addr]

-/BKOYEHO

Pa3spewaeTt nepepayy naketos no nportokony LLDP Ha uHTep-
deiice.

3anpewaeT nepegadyy naketos No NpoTokoay LLDP Ha uHTep-
deiice.

lldp med-app-type type
{none | vlan}

no lldp med-app-type type

HasHauaet npasuno network-policy gaHHomy nntepdelicy.

Ypanutb npasuo.

lldp med-location {civic-
location | coordinate-
location | elin-location}
location-id {coordinate
civic_address_data |
elin_data}

no lidp med-location

-/BbIKAOYEHO

3apaeT MecTonoNoXKeHWe YCTpPoWcTBa Ansa npotokona LLDP
(3HaueHue napameTpa location npotokona LLDP MED).
-coordinate—azpec B cucTeme KOOpAMHaT;
-civic_address_data—agMWUHUCTPATUBHbIN agpec yCTPOMICTBa;
-elin_data—agpec B dopmate, onpeasenerHHom ANSI/TIA 1057.

Y0anutb mectononoxeHue.

lidp med-tlv-select {ex-
power-via-mdi | inventory-
management | location-id |
med-capability | network-
policy}

-/BbIK/IIOYEHO

CkoHourypuposaTb TLV LLDP-MED Ha aaHHOM nHTepdeiice.
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no lldp med-tlv-select {ex-
power-via-mdi | inventory-
management | location-id |
med-capability | network-
policy}

Ynanutb Hactpoiky TLV LLDP-MED Ha uHTepoeiice.

lidp notification {mis-
configuration | remote-
table-chg} [mac-address
mac_addr]

no lldp notification

BK/OYMUTL OTNPaBKyY Tpanos no cobbiTuam LLDP.

OTKOUYUTL OTNPABKY TPanos no cobbiTuam LLDP.

lidp port-id-subtype subtype

subtype: (if-alias, if-name,
local, mac-addr, port-comp)
/ interface alias

3apatb ID Port Subtype ans kagpa LLDP

lidp receive [mac-address
mac_addr]

no lldp receive [mac-address
mac_addr]

-/BKAIOYEHO

PaspewunTb nHTEepdelicy npuHMMaTb Kagpsl LLDP

3anpeTuTb MHTepdency NpuHMMaTb Kagpbl LLDP

lidp tlv-select basic-tlv t/v_list

no lldp tlv-select basic-tlv

tlv_list: (port-descr, sys-
capab, sys-descr, sys-name)

OnpegenseT Kakue 6asoBble onuuoHanbHble TLV-nona 6yayt
BK/IlOYEHbI YCTPOMCTBOM B Nepegasaembiii LLDP-naker.

YcTaHaBAMBaeT 3HAYEHWeE MO YMONYAHUIO

lidp tlv-select {dot1tlv |
dot3tlv} tiv_list

no lidp tlv-select {dot1tlv |
dot3tlv}

tlv_list: (link-aggregation,
macphy-config, max-
framesize)

OnpegenseTr Kakue cneumanbHble OMNuUWOHasbHble TLV-nons
6yayT BKAHOYEHbI YCTPOMCTBOM B NepesaBaemblii LLDP-naker.

YcTaHaBAuBaeT 3HaYeHue No YMONYaHUIO

Y

nopT rpynnbl.

KomaHOb! pexcuma privileged EXEC

Maketbl LLDP, npuHATble Yyepes3 rpynny NOpPTOB, 3aNOMMUHAIOTCA UHAMBUAYA/SIbHO NOPTamMU
rpynnbl, NPUHABWMMMU coobuieHunsa. LLDP oTnpasnseT pasnuyHble COOBLEHUA HA KaXKAbli

Pabota npotokona LLDP He 3aBMCHT OT COCTOAHUA npoTtoKona STP Ha nopty, naketbl LLDP
OTNPABAAIOTCA U NPUHUMAIOTCA HA 3a6/10KMPOBaHHbIX NPOTOKonoM STP-nopTax.

Bua 3anpoca KomaHAHOM CTPOKM pexknma privileged EXEC:

console#

Tabnuua 81 — KomaHgabl pexunma privileged EXEC

KomaHda

3Ha4yeHue/3HayeHue
no ymon4aHuio

Aelicmeue

show lidp local

MNokasbiBaeT LLDP-nHpopMaLmnio, KOTOPYH aHOHCUPYIOT NOPTbI.

show lldp neighbors [detail]

Moka3sblBaeT UHPOPMALMIO O COCEAHUX YCTPOMCTBAX, HA KOTOPbIX
paboTaet npoTtokoa LLDP.

show lldp statistics

lNMoka3sbiBaeT CTaTUCTUKY LLDP.

Tabnunua 82 — OnucaHue pesynbLTaToB

Mone OnucaHue
Timer OnpepenseT, KaKk YacTo ycTpoicteo wnet LLDP-o6HoBNEHMUA.
Onpeaenset BeandunHy spemenu (TTL, Time-To-Live) ansa npuHMMaloLLEro yCTpoMCTBa,
Hold Multiplier B TEYEHNE KOTOPOTO HYXKHO YAEPKMBATb NPUHMMaeMble nakeTbl LLDP nepeg ux cbpo-
com: TTL = Timer * Hold Multiplier.
Reinit dela Onpefenset MUHUMaNbHOE BPEMS, B TEYEHWE KOTOPOro NOPT ByAET 0XKNAATh Nepes,
y nocbliKkol cnegytoutero LLDP-coobweHums.
Tx dela OnpepenseT 3a4epXKKy mexay nocieayrowmmm nepegadamu LLDP-dpeiimos, HM-
y LMMPOBaAHHbIX U3MEHEHUAMM 3HAYEHWU AnMbO cTaTyca.
Port Homep nopra.
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State

Pexkum paboTbl nopTa gns npotokona LLDP.

Optional TLVs

TLV-onuum, KoTopble nepeaatoTca
Bo3MoOHble 3HaYeHuA:

PD — OnucaHue nopTa;

SN — CuctemHoe nms;

SD — OnucaHue cuctembl;

SC — BO3MOKHOCTU CUCTEMDI.

Address

Aapec ycTponcTBa, KoTopblii nepeaaetcs B LLDP-coobuweHusx.

Notifications

YKa3blBaeT, pa3peLleHbl UK 3anpeLleHbl ysegomaeHumsa LLDP.

Tabanuya 83 — OnucaHue pesynbTaToB

Mone OnucaHue
Port Homep nopTa.
Device ID Umsa nnm MAC-aapec cocegHero ycTpoicTaa.
Port ID NpeHTMdMKaTOp NopTa cocemHero ycTpomncTaa.

System name

CucteMHoe MMSA YCTpoCTBa.

Capabilities

[aHHoe nose onucbiBaeT TMN YCTPOWCTBA:

B — MocrT (Bridge);

R — MapuwpyTtusatop (Router);

W — TouKka goctyna WI-FI (WLAN Access Point);
T-TenedoH (Telephone);

D — DOCSIS-ycTpoticteo (DOCSIS cable device);
H — CeteBoe ycTpolicto (Host);

r — NosTopuTenb (Repeater);

O —Tun HeunssecteH (Other).

System description

OnucaHune coceaHero ycTpoicTea.

Port description

OnucaHre nopTa coceaHero ycTpoicTaa.

Management address

Agnpec ynpaBaeHuna ycTPOUCTBOM.

Auto-negotiation support

OnpegenAeT, NOAAEPKMBAETCA /I aBTOMATUYECKOE ONpeaeneHne pexmma nopra.

Auto-negotiation status

OnpegenseT, BKAOYEHA M NOALEPKKA aBTOMATUYECKOrO ONpeaesnieHnn pexnma
nopra.

Auto-negotiation
Advertised Capabilities

Onpegaenset peskumbl, NoAaepKuBaemble QyHKLMENR aBTOMATUYECKOTO OnpeaesieHus
nopra.

Operational MAU type

Pabouunii MAU-TUN ycTpoWcTBa.

Mpumep HacTpoliku TLV-onuumi:

console (config) # set 1lldp enable

console (confiqg) #

!

console (config)# interface gigabitethernet 0/1

console (config-if) #
console (config-if) #

no shutdown

switchport mode trunk

(

(

(

(

( )
console (config-if)
console (config-if)
console (config-if)
console (config-if)
console (config-if)
console (config-if)
console (config-if)
console (config-if)
console (config-if)
console (config-if)
console (config-if)

11ldp
11ldp
11ldp
11ldp
11ldp
11ldp
11ldp
11ldp
11ldp
11ldp

!

tlv-select
tlv-select
tlv-select
tlv-select
tlv-select
tlv-select
tlv-select
tlv-select
tlv-select
tlv-select

basic-tlv
basic-tlv
basic-tlv
basic-tlv
basic-tlv
dotltlv
dotltlv
dot3tlv
dot3tlv
dot3tlv

port-descr

sys—-name

sys—-descr

sys-capab

mgmt-addr ipv4 10.0.0.1

port-vlan-id
protocol-vlan-id all
macphy-config
link-aggregation
max-framesize
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4.14 Hacrtpoiika npotokona OAM

Ethernet OAM (Operation, Administration and Maintenance), |IEEE 802.3ah — ¢yHKUMKN YpPOBHSA
KaHana nepefayy AaHHbIX NPeacTaBAAlOT cob0lM NPOTOKOA MOHUTOPUHIA COCTOAHWMA KaHana. B atom
NpoToKOo/e ANA nepeaaydn MHGOPMaLMKN O COCTOAHUM KaHana MexXay HenocpeacTBEHHO NOAKAOYEHHbBIMM
ycTpovicteamu Ethernet mcnonbsytorca 610KM AaHHbIX npoTokona OAM (OAMPDU). O6a ycTpoiicTsa
OO0JIKHbI noaaep*mneatb ctaHaapT IEEE 802.3ah.

KomaHObI pexcuma KoHgpuaypayuu uHmepageticos Ethernet

Bua 3anpoca KOMaHAHOM CTPOKM B pexKMme KoHdurypaummn nHtepdelicos Ethernet:

console (config-if) #

Tabnnua 84— KomaHabl pexkuma KoHdurypaumm nHtepdeica Ethernet

KomaHoa

3Ha4yeHue/3HayeHue
no ymoa4aHuro

Aelicmeue

ethernet-oam enable

ethernet-oam disable

-/BbIK/IIOYEHO

Paspewuntb paboty OAM

3anpeTtutb paboty OAM

ethernet oam link-monitor
frame threshold count

no ethernet-oam link-monitor
frame threshold

count: (1..900)/1

YcTaHaBAMBaeT Nopor KOANYecTBa oWNBOK 3a yKasaHHbIM nepu-
oA, (nepuog yctaHaBnvBaeTcs KomaHgow ethernet oam link-
monitor frame window).

BoccTaHaBnmBaeT 3HavyeHMe No YMOIYAHMUIO.

ethernet-oam link-monitor
frame window window

no ethernet-oam link-monitor
frame window

window: (10..600)/100 mc

YcTaHaBMBaeT BPEMEHHOW NPOMEXKYTOK A/1A noacyeta Konuye-
CTBa OWMKOOK.

BoccTtaHaBnAnBaeT 3HaYeHMeE MO YMONYAHUIO.

ethernet-oam link-monitor
frame-period threshold count

no ethernet-oam link-monitor
frame-period threshold

count: (1..900)/1

YcTaHaBauBaeT nopor gnsa cobbitnua «frame-period» (nepuopg,
ycTaHasmnBaeTcA KomaHgon ethernet-oam link-monitor frame-
period window).

BoccTaHaBnAnBaeT 3HaYeHMe MO YMONYAHUIO.

ethernet-oam link-monitor
frame-period window window

no ethernet-oam link-monitor
frame-period window

window:
(Oxffff../123456..)

YcTaHaB/MBaeT BPpeMeHHOW NPOMEXKYTOK Ansa cobbitua «frame-
period».

BoccTtaHaBnAnBaeT 3HaYeHMeE MO YMONYAHUIO.

ethernet oam link-monitor
frame-sec-summary threshold
count

no ethernet-oam link-monitor
frame-sec-summary threshold

count: (1..900)/1

YcTaHaBauBaeT nopor gnsa cobbitnua «frame-period» (nepuopg,
ycTaHaBaunBaeTca KomaHgon Ethernet-oam link-monitor frame-
seconds window), B cekyHaax.

BoccTaHaBnvBaeT 3HavYeHMe NO YMOTHAHUIO.

ethernet-oam link-monitor
frame-sec-summary window
window

window: (100..9000)/100

YcTaHaB/MBaeT BpeMeHHOW NPOMEXKYTOK Ana cobbitna «frame-
period».

no ethernet-oam link-monitor me BoccTaHaBAMBaeT 3HAYEHME MO YMOTYAHUIO.

frame-seconds window

ethernet-oam mode YcTaHaBAMBAET perMm paboTbl npoTokona OAM:

{active | passive} - active — KommyTaTop noctosHHO oTnpasasetr OAM PDU;
-/active - passive — KommyTaTop HauymMHaeT otnpasaate OAM PDU Tonbko

npu Haanuum OAM PDU co BCTpeYHOM CTOPOHDI.

ethernet oam
remote-loopback {deny |
disable | enable | permit}

-/BbIK/IIOYEHO

KomaHzaa AnAa ynpaBneHua noaneprkKon ¢yHKUMM 3aBopoTa
TpadukKa.

Deny — urHopupyeT komaHabl loopback

Disable — 6n10kupyeT loopback

Enable — BkntouyaeT KoHTponb gas loopback

Permit — BkitoyaeT 06paboTKy loopback

ethernet-oam uni-directional
detection

no ethernet-oam
uni-directional detection

-/BbIK/IIOYEHO

BkatouaeT dyHKUMIO 0BHapyKeHUA O4HOHaNpPaB/ieHHbIX CBA3EN
Ha 6a3e npoTtokosa Ethernet OAM.

BocctaHaBnvBaeT 3HaueHue no YMONYaHUIO.
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ethernet-oam uni-directional
detection action
{log| errdisable}

-/log

no ethernet-oam
uni-directional detection
action

OnpeaenseT peakuuio KOMMyTaTOpa Ha OAHOHanpaBAEHHYHO
CBA3b:

- log — oTnpaBka SNMP trap 1 3anuco B *KypHan;

- errdisable — nepeBog nopta B coctoaHue «error-disable», 3a-
Nucb B XKypHan u otnpaska SNMP trap.

BoccTaHaBnmBaeT 3HaYeHue no YMONYaHUIO.

ethernet-oam uni-directional
detection agressive

-/BbIKNOYEHO

no ethernet-oam
uni-directional detection
aggressive

BKAtOYAET arpeccMBHbIN PeXnm onpeaeseHua oAHOHanpaBieH-
HoM cBA3W. Ecnm OT cocegHero ycTpomcTBa MepecTaroT MpuUxo-
auTb Ethernet OAM-coo6leHMA — IMHK NOMeYaeTcs Kak 04HO-
HanpaB/EHHbIN.

BoccTaHaBnvBaeT 3HaveHMe No YMOYaHWIO.

ethernet oam uni-directional
detection discovery-time time
no ethernet-oam
uni-directional detection
discovery-time

time: (5..300)/5 cek

YcTaHaBAMBaeT BPEMEHHOM WHTEpBan ANA onpefeneHus Tuna
CBA3M Ha NOPTY.

BoccTaHaBnvBaeT 3HauYeHMe Mo YMOYaHUIO.

KomaHObI pexcuma 2106aa6Hol KOHuU2ypayuu

Bug 3anpoca KOMaHAHOM CTPOKU peXnmMa rnobanbHOM KOHGUIypauum:

console (config) #

Tabanuya 85 — KomaHab! perkmma rnobanbHoM KOHGUrypaumm

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHoa

Aelicmeue

set ethernet-oam

{enable|disable} -/disable

BkAounTb/BbIKAOYMTL OAM B cucTeme

set ethernet-oam oui oui .
oui: (aa:aa:aa)

3agaTb OUI pnha OAM

KomaHObI pexcuma privileged EXEC

Bce KomaHAbl [OCTYNHbI ONA NPUBUAErMPOBAHHOrO noJjb3oBaTend. Bupa 3anpoca KOMaHAHOﬁ

CTpOKM pexkuma privileged EXEC:

console#

Tabnnuya 86 — KomaHabl perknma privileged EXEC

3Ha4yeHue/3HayeHue
no ymoan4YaHuro

KomaHoa

Aelicmeue

show port ethernet-oam

OT06parkaeT MHGOPMALMIO O TEKYLLLEEM COCTOAHMM 0am

show port ethernet-
oam{gigabitethernet gi_port |
fastethernet fa_port}

gi_port: (1..8/0/1..48);
o_port: (1..8/0/1..4).

OTO6parkaeT MHPOPMALMIO O TEKYLLEM COCTOSIHUM 0am ANS KOH-
KpeTHoro uHtepdeiica

show port ethernet-
oam|[gigabitethernet gi_port |
fastethernet fa_portineighbor

gi_port: (1..8/0/1..48);
fo_port: (1..8/0/1..4)

OTobpaskaeT cocTosHMe coceacTaytoleit KoHbUrypauum

show port ethernet-
oam|[gigabitethernet gi_port |
fastethernet fa_port]statistics

gi_port: (1..8/0/1..48);
fo_port: (1..8/0/1..4)

OTobparkaet cratuctmky OAM ans uHTepdeicos/KOHKPETHOro
nHTepoeiica

show port ethernet-
oam{gigabitethernet gi_port |
fastethernet fa_port} event-
notifications

gi_port: (1..8/0/1..48);
fo_port: (1..8/0/1..4)

OTtobparkaeTr OAM HacTpoWKu nopTa

show port ethernet-
oam|[gigabitethernet gi_port |
fastethernet fa_port]

gi_port: (1..8/0/1..48);
fo_port: (1..8/0/1..4)

Otobparkaet nor cobbiTnit coctoaHna OAM
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show ethernet-oam global
information

Otobparkaet rnobanbHble HacTpolikM 61oka OAM

Mpumep HacTpoliku Ethernet OAM:

console (config)# set ethernet-oam enable
console (config)# int gi 0/1
console (config-if)# ethernet-oam enable

4.15 lpynnoBasa agpecauusa

4.15.1 ®dyHKyusa nocpedHuka npomokona IGMP (IGMP Snooping)

®yHKumna IGMP Snooping Mcnonb3yeTcs B CETAX rpynnoBon paccbiiku. OcHOBHOM 3agadveit IGMP
Snooping sBAfeTcA NpefoCTaB/leHWEe MHOroaApecHoro TpaduKa TOMbKO ANA Tex MOopTOoB, KOoTopble

3anpocuan ero.

V Moapep:xkusatotca sepcuun nporokona IGMP — IGMPv1, IGMPv2, IGMPv3.

I

e ®dyHKuma rpynnosoii dunbtpauum “bridge multicast filtering” BkntoueHa no ymonuanuio.

Pacrno3HaBaHWe NMOpPTOB, K KOTOPbIM NOAKAOYEHbI MHOFOaApeCcHble MapLLpyTM3aTopbl, OCHOBAHO Ha

cneayowmnx cobbITUAX:

— IGMP-3anpocbl NPUHATBI HA NOPTY;

— naketbl npoTokona Protocol Independent Multicast (PIM/PIMv2) npuHATbI Ha NopTy;

— NaKeTbl NPOTOKO/Ia MHOroaapecHoi mapwpyTtusaymm Distance Vector Multicast Routing Protocol
(DVMRP) npuHATbI Ha nopTy;

— nakeTbl npoTtokona MRDISC npnHATLI Ha NoOpTY;

— naketbl NpoToKosa Multicast Open Shortest Path First (MOSPF) npuHATbI Ha NopTY.

KomaHObI pexcuma 2n106anbHol KoOHpuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM peknma rnobanbHOM KOHPUrypaumm:

console (config) #

Tabnvua 87 — KomaHabl pexnma rnobanbHOM KOHOUrypaLmm

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuio

Aeiicmeue

ip igmp snooping

no ip igmp snooping

-/BbIKAOYEHO

PaspewaeT ncnonb3osaHue ¢pyHKunn IGMP Snooping KommyTa-
TOpOM.

3anpeuwaet ncnonb3osaHue ¢yHKUMM IGMP Snooping KommyTa-
TOpOM.

ip igmp snooping vlan vian_id

no ip igmp snooping vlan
vlan_id

vlan_id:
(1..4094)/BbIKNIO4EHO

Paspewaet ucnonb3osaHue dyHKkuun IGMP Snooping kommyTa-
TOPOM ANA faHHOro nHTepdelica VLAN.
-vlan_id — naeHTUOUKaUMOHHbIA Homep VLAN.

3anpeuwaet ncnonb3osaHue ¢yHKUMM IGMP Snooping KommyTa-
TOPOM ANA faHHoro uHtepoerica VLAN.

ip igmp snooping vlan vian_id
mrouter interface
{gigabitethernet gi_port |
fastethernet fa_port port-
channel group}

no ip igmp snooping vlan
vlan_id mrouter interface
{gigabitethernet gi_port |
fastethernet fa_port port-
channel group}

fa_port: (0/1..24);
gi_port: (0/1..24);
group: (1..8);

Onpenensaetr MNOpT, K KOTOPOMY MNOAK/OYEH MapLLpyTM3aTop
MHOroaZpecHOM paccbikn gna 3agaHHol VLAN.
- vlan_id — naeHTMdMKaumoHHbIN Homep VLAN.

YKa3bIBaET, YTO K MOPTY He MOAKNOYEH MAPLLIPYTU3ATOP MHOMO-
afpecHol paccblKU.
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ip igmp snooping vlan vian_id
immediate-leave

no ip igmp snooping vian
vlan_id immediate-leave

vlan_id: (1..4094);
-/BbIKIOYEHO

Bkntountb npouecc IGMP Snooping Immediate-Leave Ha Teky-
wen VLAN. O3HayaeT, 4To NopT AO/KeH BblTb HEMeANEeHHO yaa-
neH mn3s rpynnsl IGMP nocne nonyyeHusa coobuieHma IGMP leave.

OTkAounTb npouecc IGMP Snooping Immediate-Leave Ha Teky-
wew VLAN.

ip igmp snooping vlan vian_id
replace source-ip ip_add

no ip igmp snooping vian
vlan_id replace source-ip

vlan_id:
(1..4094)/BbIKNtO4EHO

BKAOUYUTL NOAMEHY KOMMYTAaTOPOM afpeca MUCTOYHMKA Ha 3a-
OaHHbIN IP-agpec B nakeTax IGMP-report B ykazaHHom VLAN
ip_addr — IP-agpec, KoTopbIt ByaeT MCnonb30BaTbCA AN NOA-
MeHbI

MoameHa Ha 3aAaHHbIM agpec ANA TPaH3UTHOro Tpa-
! ¢MKa nNpoucxoguT NpPU  BKAKYEHHOM ip igmp

snooping. MoameHa Ha 3apaHHbIM agpec ana Tpadu-

Ka, ucxogauwero ¢ CPU KommytaTtopa, — Npu BKAKOUYEHHOM ip
igmp snooping u ip igmp snooping proxy-reporting.

BbIKNOUMTD NMOAMEHY KOMMYTATOPOM ajpeca WMCTOYHMKA Ha
3a4aHHbIN IP-agpec B nakeTax IGMP-report

ip igmp snooping group-query-
interval value

ip igmp snooping group-query-
interval

value: (2..5)

YCTaHOBUTb MHTEPBAN BPEMEHW B CEKyHAaX, Mocne KOToporo
YCTPOICTBO OTNPABAAET group-query Ha mrouter

YCTaHOBUTb 3HaYeHMe N0 YMOIHaHUIO

ip igmp snooping port-purge-
interval value

no ip igmp snooping port-
purge-interval

value: (130..1225)

YCTaHOBUTbL MHTEPBaN BPEMEHU B CEKyHAaX, Mo UCTEeYEHUU KO-
Toporo mrouter yaanaetca, ecam He nonyyaet IGMP reports

OTKOUYNTL HAaCTPOMKY

ip igmp snooping query-
forward all-ports

ip igmp snooping query-
forward non-router

BK/ItO4aET OTMPaBKy query Bo BCe MNOPTbI.

Bk/toYaeT OTNpaBKy query B non-router-nopTbl

ip igmp snooping report-
suppression-interval value

WHTepBan (B cekyHaax), ana kotoporo IGMPv2 report gna op-
HOW 1 TOWM e rpynnbl He 6yayT NnepeHanpaBaeHbl

— - value: (1..25) —
no ip igmp snooping report- OTK/IOYUTD HACTPOMKY
suppression-interval
ip igmp snooping retry-count MaKcrMMmanbHOe KO/IMYecTBO query, OTHOCALLMXCA K rpynne, oT-
value NpaBNEHHbIX Ha mrouter
value: (1..5)

no ip igmp snooping retry-
count

OTKOUYNTL HACTPOIKY

ip igmp snooping send-query
enable

ip igmp snooping send-query
disable

PaspeluaeT nepeaayy query-nakeTos Ha ycTpoicTee

3anpewyaeT nepegady query-nakeTos Ha yCTpoicTee

ip igmp snooping source-only
learning age-timer interval

no ip igmp snooping source-
only learning age-timer

interval: (130..1225)

YCTaHOBWUTbL MHTEPBAA (B CEeKyHAax), Nocie KOToporo nopr yaa-
naetca, ecan IGMP reports He noayyeHbl

OTKNOYUTB TaliMmep

ip igmp snooping sparse-mode
enable

ip igmp snooping sparse-mode
disable

BKAOUNTL pexmMm GUNbTPaLUM HesaperncTpMpoBaHHoOro Tpadu-
Ka

OTKNIOUNUTD perkum GUAbTPaLUKM He3aperncTpMpoBaHHOro Tpa-
duka

KomaHOb1 pexcuma KoHgu2ypayuu VLAN (OduanasoH VLAN os)

console# configure
console (config)# vlan 1,3,7
console (config-vlan-range)#

Tabnunua 88 — KomaHapl perknma KoHourypaumm VLAN

KomaHoa

3HayeHue/3Ha4yeHue
no ymoan4aHuro

Aeiicmeue

ip igmp snooping replace
source-ipip_add

BKAOUNTL NOAMEHY KOMMYTAaTOPOM agpeca UCTOYHMKA Ha 3a4aH-
HbIV IP-agpec B nakeTax IGMP-report.

Ip_addr - IP-agpec, KoTopbili byaeT Ncnob30BaTbCA ANA NOAMEHbI
MoameHa Ha 3aAaHHbI agpec ANA TPAH3UTHOro TpaduKa npo-
WUCXOAMUT NpU BKAKOYEHHOM ip igmp snooping. MogmeHa Ha 3a-

Ethernet-kommymamopei cepuli MES24xx, MES14xx 75




DHELTEX

AaHHbIW agpec ana Tpaduka, ucxogawero ¢ CPU kom-
. MyTaTopa, — NPU BKAIOYEHHOM ip igmp snooping u ip
igmp snooping proxy-reporting.

no ip igmp snooping replace
source-ip

BbIkNtOUNTL NOAMEHY KOMMYTaTOpPOM agpeca UCTOYHMKa Ha 3a-
OaHHbIN IP-agpec B nakeTax IGMP-report

ip igmp snooping cos cos

YcTtaHoBUTb 3HaveHne 802.1p ana IGMP-nakeTos, KoTOpble
6yayT MCNonb30BaTbCA KOMMYTAaTOPOM Ha WHTepdeice
VLAN.

no ip igmp snooping cos cos:{0..7) Yaansaet 3HaueHne metkn 802.1p ans IGMP-nakeTos Ha WH-
Tepdelice VLAN.

ip igmp snooping version {v1 | YcTaHOBUTL Bepcuio npoTokoaa IGMP B VLAN

v2 | v3} -/v3

ip igmp snooping YCTaHOBUTb 3HAYEHME N0 YMONYAHUIO

ip igmp snooping fast-leave BkntoyaeT ¢pyHKumio fast-leave ans VLAN.

no ip igmp snooping fast-leave -/BbIKAOYEH BbikntoyaeToyHKumio fast-leave ana VLAN.

ip igmp snooping max-response- YCTaHOBWUTb MaKCMManbHOE Bpems OTBETa Ha 3anpoc, 3ajakoLee-

codevalue cA B Koge, rae ogHa eaAnHULA Koaa paBHA OA4HOM AeCATON CeKyH-
value: (0..255) Opbl.

no ip igmp snooping max-
response-code

YCTaHOBUTb 3HaAYeHMe No YMONYaHUIO.

ip igmp snooping mrouter
{gigabitethernet gi_port |
fastethernet fa_port}

no ip igmp snooping mrouter-
port{gigabitethernet gi_port |
fastethernet fa_port}

fa_port: (0/1..24);
gi_port: (0/1..24);

CTaTU4ecKkn HacTpamBaeT NopTbl MapLpyTusatTopa gna VLAN

YpanaeT ykaszaHHble NpTbl MmapwpytusaTtopa ana VLAN

ip igmp snooping mrouter-port
{gigabitethernet gi_port |
fastethernet fa_port} [time-out
time]

no ip igmp snooping mrouter
{gigabitethernet gi_port |
fastethernet fa_port}

time: (60..600)

HacTpansaeT nHTepBan OXMAaHUA 40 OYMCTKM MOpTa MapLpyTu-
3aTopa gns uHtepderica VLAN.

YCTaHOBUTb 3HaYeHMEe N0 YMOAYAHMUIO.

ip igmp snooping mrouter-port
{gigabitethernet gi_port |
fastethernet fa_port} version
{vi|v2|v3}

no ip igmp snooping mrouter
{gigabitethernet gi_port |
fastethernet fa_port} version

fa_port: (0/1..24);
gi_port: (0/1..24)

Hactpamsaet Bepcuto IGMP agna noprta mapupyTtusatopa 4nd
VLAN.

v1- IGMP snooping Version 1

v2 - IGMP snooping Version 2

v3 - IGMP snooping Version 3

YcTaHaBAMBaET BEPCUIO MO YMOIYAHUIO.

ip igmp snooping multicast-vlan
profileindex

no ip igmp snooping multicast-
vlan profile

index: (1..4294967295)

MpueA3bIBAET MY/NbTUKACT-NPOGUAL C 334aHHBIM WMHAEKCOM K
VLAN

Yaanutb npusAsKy K VLAN

ip igmp snooping querier

no ip igmp snooping querier

-/BbIKAOYEHO

BkatoyaeT noaAepiKKy BblAauM 3aNpocoB igmp-query KommyTaTo-
pom Bo VLAN

BbikntovaeT noafepKKy BblAayM 3aMpocoB igmp-query KommyTa-
Topom 8O VLAN

ip igmp snooping query-interval
interval

no ip igmp snooping query-
interval

interval:
(60..600)/BbIK/IOYEHO

YcraHaBAuBaet TaﬁmayT, Nno KOTOpOMY CUCTeMa OTnpasaAeT ocC-
HOBHbI€ 3anpPOoCbl BCEM YYaCTHUKaM rpynnbl MHOI'OBApeCHOﬁ ne-
peaayn onAa NnpoBepkKn UX akTUBHOCTU

YCTaHOBUTb 3HaYeHMe NO YMOTHAHUIO

ip igmp snooping sparse-mode
enable

ip igmp snooping sparse-mode
disable

-/BbIK/IIOYEHO

BKNOUNTL pexum GuabTpaLuM He3aperucTpupoBaHHOMo
Tpadumka B VLAN

OTKAOUYNTL PeXUM PUABbTPALMM HE3apPerncTpupoBaHHOIO
Tpadumka B VLAN

ip igmp snooping static-group
ip_add[portsports]

no ip igmp snooping static-
group ip_add

BK/toueHue cTaTMyeckoro 3anpoca multicast-rpynnbl 8 VLAN

BbIK/IloOYEHME cTaTMYecKoro 3anpoca multicast-rpynnbl 8 VLAN
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KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (QuanasoHa uHmepgelicos) Ethernet

BuAa 3anpoca KoMaHAHOWM CTPOKM pexxnma KoHduUrypaumm nHtepoeica:
console (config-if)#

Tabanua 89 — KomaHabl pexknma KoHourypaumm nHtepdeica Ethernet

3HayeHue/3Ha4yeHue .
KomaHoa Aelicmesue
Mo YyMOAYAHUIO
switchport access multicast-tv BkntoyaeT nepeHanpasneHme IGMP-3anpocos ¢ knneHTckux Vian
vlan vian_id B Multicast Vlan n mynbTukactoBoro Tpaduka B kaveHtckue Vian
. Ona nHtepdelica B pexkmme «access».
- vlan_id: (1..4094)
no switchport access BbikntovaeT nepeHanpasneHne IGMP-3anpocoB € KAMEHTCKUX
multicast-tv vlan Vlan B Multicast Vlan n mynbTnkactoBoro Tpaduka B KMEHTCKNe
Vlan gna nHtepdeliica B pexxume «access».

Mprmep HAcTPOMKM NOAMMCKM HA CTaTUYECKKUE rpynnbl:

console# c t

console (config)# vlan 10

console (config-vlan)# vlan active

console (config-vlan) #ip igmp snooping static-group 232.0.0.1
console (config-vlan) #ip igmp snooping static-group 232.0.0.2
console (config) # !

console (config)# ip igmp snooping

console (config)# ip igmp snooping proxy-reporting

Mpumep HacTpoikn MVR:

B npumepe gi0/1 - mrouter-port, fa0/1 n fa0/2 - kAneHTCKMe NopThI

console (config)# vlan 10,20,100
console (config-vlan)# vlan active
console (config-vlan)# exit
console (config)# ip mcast profile 1
console (config-profile) # permit
console (config-profile)# range 232.0.0.1 232.0.0.5
console (config-profile)# profile active
console (config-profile)# exit
console (config)# ip igmp snooping
console (config)# ip igmp snooping vlan 100
console (config)# ip igmp snooping multicast-vlan enable
console (config)# snooping multicast-forwarding-mode ip
console (config)# vlan 100
console (config-vlan)# ip igmp snooping multicast-vlan profile 1
console (config)# int gi 0/1
console (config-if)# no shut

console (config-if)# switchport mode trunk

console (config-if)# exit

console (config)# int fa 0/1

console (config-if)# switchport acceptable-frame-type untaggedAndPrioritytagged
console (config-if)# switchport mode access

console (config-if)# switchport access vlan 10

console (config-if)# switchport access multicast-tv vlan 100

console (config-if)# exit

console (config)# int fa 0/2

console (config-if)# switchport general allowed vlan add 20untagged

console (config-if)# switchport general pvid 20

console (cofig-if)# switchport access multicast-tv vlan 100 tagged

console (config-if) # exit
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KomaHOwb! pexcuma EXEC

Bce KomaHAbl AOCTYMHbI TONBKO A1 MPUBUNETMPOBAHHOIO NOJb30BaTENA.
Bua 3anpoca KomaHAHOM cTPOKKM pexxunma EXEC:
console#

Tabnunuya 90 — KomaHapl pexknma EXEC

3HayeHue/3Ha4yeHue
no ymon4aHuo

KomaHoa Aelicmeue

MokasbiBaeT MHbopmauuio 06 U3y4yeHHbIX MHOroaApPecHbIX
MapLUpyTU3aTopax B yKasaHHoi rpynne VLAN.

MNokasbiaeT MHopmauuto IGMP-snooping oas AaHHOTO UHTEp-
deiica.

MokasbiBaeT WHPOpPMaumio 06 U3YyYEHHbIX MHOrOaLPECHbIX
rpynnax, y4acTByLWMX B FPYNnoOBOM PaccbliKe.

show ip igmp snooping
mrouter

show ip igmp snooping
interface vian_id

show ip igmp snooping groups

vlan_id: (1..4094)

4.15.2 Mpasuna 2pynnosoli adpecayuu (multicast addressing)

JaHHbIN Knacc KOMaHg, npefHa3HayvyeH ANA 33JaHuA NpasBuAa FPynnoBoM aapecauuu B CeTU Ha
KaHa/IbHOM U ceTeBOM YpoBHAX moaenun OSI.

KomaHObI pexcuma 2106as1bHoU KOHpuU2ypayuu

Buz 3anpoca KOMaHAHOM CTPOKM pexxnma ri1ob6anbHoM KoOHbUrypauum:

console (confiqg) #

Tabanua 91 — KomaHab! perkmma rnobanbHo KoHUrypaLumm

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

ip igmp snooping multicast-
vlan enable

ip igmp snooping multicast-
vlan disable

BkntounTb GyHKLMIO rpynnoBoi GunbTpaumm.

BbIKN0UNTL GYHKLMIO rpynnoBon GpuabTpaumnm.

snooping multicast-
forwarding-mode ip

HacTpausaet pexxkmm o6paboTkm multicast-tpadmka no IP-agpecy.
B AaHHOM pexkume yactb multicast-tpadpuka nepexsartbiBaerca

snooping leave-process config-
level vlan

-/mac ycrpoiictBom Ha CPU.
snooping multicast- HactpauBaeT pexum o06paboTkm multicast-tpadmka no MAC-
forwarding-mode mac agpecy.
snooping leave-process config- Onpegenser ypoBeHb KOHOUIypauuum MexaHM3mMoB 06paboTku
level port -Avlan oTnycKa (KoHdurypaummn Ha ocHose VLAN nau Ha ocHoBse nopTa)

YCTaHOBUTb 3HaYeHMe NO YMOIHAHUIO

snooping report-process
config-levelall-ports

snooping report-process
config-level non-router-ports

-/non-router-ports

YKasblBaeT Ha Kakux nopTax o6pabaTbiBatoTcsA MOJyYeHHble pe-
nopTbl OT XocTa. PenopTbl MoryT 06pabaTbiBaTbCA Ha BCEX MOPTax
WAV Ha NopTax, KOTOpble He ABAAIOTCA mrouter-nopTamm.

YCTaHOBUTb 3HaYeHMe N0 YMOTHAHUIO

4.15.3 MLD snooping — npomoKos1 KOHMpPoasa MHo2o0adpecHo20 mpadghuka e IPvé

MLD snooping — MexaHU3M MHOroagpecHom COObLIEHN,  MO3BONAOWMI

MWHUMW3MPOBATL MHOrOaApecHbIn TpaduK B IPv6-ceTax.

PaccCblZIKMN
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KomaHObI pexcuma 210b6anabHol KOHuU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM peXxnma rnobanbHoM KOHPUrypaLmm:

console (config) #

Tabnnua 92 — KomaHabl rnob6anbHOro pexuma KoHpurypaumm

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4yaHuro

Aelicmeue

ipvé6 mid snooping

no ipv6 mld snooping

-/BbIK/IIOYEHO

Bkatoyaet MLD snooping

OTtkntovaet MLD snooping

ipv6 mld snooping group-
query-interval interval

no ipvé mld snooping group-
query-interval

interval: (2..5)/2

YCTaHOBUTL TailimayT, MO KOTOPOMY CMCTEMA OTNPAaBASeT OCHOB-
Hble query-3anpocsbl

YcTaHaBAMBaeT 3HAYEHWeE MO YMONYAHUIO

ipvé6 mld snooping mrouter-
time-outtime

YcTaHaBAMBaeT BpeMsA OXKMAAHUA OYUCTKM NOPTA OTC/IEKMUBAtOLLe-
ro mapuwpytmnsaTtopa MLD, nocne KOTOporo NopT yganaercs, ecam
He nonyyeHbl controlpackets mapwpytnsatopom MLD

- - time: (60..600)
no ipv6 mld snooping mrouter- YcTaHaBAnBaeT 3Ha4YeHMe N0 YMONYaHUIO
time-out
ipvé6 mid snooping port-purge- 3a4aTb MHTEPBAN BpPeMEHM OYMUCTKM MopTa oTcnexumsanHma MLD,
intervalinterval interval: nocne KOToporo nopt yganaertca, ecim MLD-reports He nonyyeHbl

no ipvé mld snooping port-
purge-interval

(130..1225)/260

YcTaHaBAMBaeT 3HaYeHue Mo YMONYaHUIO

ipvé mid snooping proxy-
reporting

no ipv6 mld snooping proxy-
reporting

BrntoumTb PYHKLMIO proxy-report Ha ycTponctee

BbIKMOUNTL GYHKLMIO pProxy-report Ha ycTpoiicTee

ipv6 mld snooping report-
forward {all-ports | router-
ports}

no ipvé mld snooping report-
forward

YKasaTb HanpasneHue penopTos: Bo Bce nopTbl VLAN unm Tonbko
Ha NopTbl poyTepa

YCTaHOBUTb 3HAYeHMe No YMONYaHUIO

ipv6 mld snooping report-
suppression-intervalinterval

no ipvé mld snooping report-
suppression-interval

interval: (1..25)

YcTaHaBAMBaeT BPEeMEHHOW UWHTepBas 3anpeta nepefayu
MLDvSnooping-reports, B Te4eHWe KOTOPOro coobLieHnsa oT4eToB
MLDv1 He b6yayT nepeHanpaBAAaTbCA Ha NOPTbl MapLLpyTM3aTOpa
ONA TOM e rpynnbl

YcTaHaBAMBaeT 3HaYeHue Mo yMONYaHUIo

ipvé mid snooping retry-
countinrervalinterval

no ipv6 mld snooping retry-
countinrerval

interval: (1..5)

YcTaHaBAMBaeT MaKCMMaslbHOE KOIMYECTBO FPyNnoBbIX 3aMpocCoB,
OTNpPaBAsSeMbIX Ha NOPT NPW Noay4yeHun cooblieHma MLDv1

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO

ipv6 mld snooping send-query
enable

ipv6 mld snooping send-query
disable

-/disable

BkntoyaeT ¢yHKUMIO nepegaum 3anpocos MLD npu nameHeHuu
TonosaorMn

BbikntoyaeT dyHKUMIO nepegayn 3anpocos MLD npu nameHeHum
TonosaorMm

KomaHOobi pexcuma EXEC

Bce KomaHAap! AOCTYNHbI TO/IbKO ANA NPUBUNETMPOBAHHOIO NO/1b30BaTENA.

Buna 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console#
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Tabnnuya 93 — KomaHapl pexknma EXEC

Komanda 3HayeHue/3HayeHue Leiicmeue
no ymon4aHuro
show ipv6 mld snoopingglobal - OTtobparkaeT rnobanbHblie HacTpoliku MLD
show ipv6 mid snoopingvlan OT0b6parkaeT MHpopmaLumio o KoHdurypauumn MSD-snooping ans
vlan_id ) paHHou VLAN.
KomaHdel pexcuma koHgpuypayuuVLAN (duanaszoH VLAN os)

console# configure terminal

console (config)# vlan 1,3,7

console (config-vlan-range) #

Tabnunua 94 — KomaHapl pexknma KoHdurypaumm VLAN
Komanda 3Ha4yeHue/3HayeHue Neiicmeue
o ymMmon4aHuio
ipvé mld snooping mrouter MpuBA3aTb NOPT OTCAEXKMBatOLWero mapwpyTtnsatopa MLD k VLAN
{gigabitethernet gi port |
fastethernet fa_port} fa_port: (0/1..24);
No ipv6 mld snooping mrouter gi_port: (0/1..24) YaanuTb NopT oTcnexuBalowero mapwpytusatopa MLD ns VLAN
{gigabitethernet gi_port |
fastethernet fa_port}
. . . Hactpausaet Bepcuto otcnexkmsanuna MLD B VLAN.
ipv6 mld snooping version {v1 ! .
| v2} 2 v1l- IGMP snoopl.ng Verspn 1
v2 - IGMP snooping Version 2

ipvé mld snooping version YcTaHaBAMBaAET 3Ha4YEHNE NO YMOYAHUIO

4.15.4 ®yHKkyuu ozpaHuveHusa multicast-mpaguka

®PyHKUMM orpaHmdeHua multicast-tpaduka ncnonblyrotca AnA yaobHOW HACTPOMKKU OrpaHUyeHun
NpPOCMOTpPa onpeAeneHHbIX FPYNnn MHOroaApPeCcHON PacCbIIKM.

KomaHObI pexcuma 2n106anbHol KoOHpuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM peknma rnobanbHOM KOHPUrypaumm:

console (config) #

Tabnunua 95 — KomaHapl pexknma rnobanbHOM KoHbUrypawmm

Komanoa 3Ha4yeHue/3HayeHue rno Leiicmeue
YMOAYAHUIO
ip mcast profile index Co3aatb multicast-npodunb 1 nepenTn B perKMm ero KoHPU-
index: (1..4294967295) rypupoBaHus
no ip mcast profile index Yaanutb multicast-npodunb

KomaHObI pexcuma KoHguaypauyuu multicast-npoguns

Bua 3anpoca KOMaHAHOM CTPOKM B pexkmMme KoHdurypauum multicast-npopuna:

console (config-profile) #

Tabnnua 96 — KomaHab! pexknuma KoHourypaumm multicast-npodunn

3HaueHune/3HayeHmne
KomaHpga OnucaHue
Nno YMOJIYaHUIO
range first_group_ip 3apaTb AMANa3oH aApecoB-UcToYHMKOB multicast-Tpaduka.
last_group_ip - Ecnv 3apatb TONbKO OAMH agpec, OH CTaHeT eAMHCTBEHHbIM
MNCTOYHUKOM MY/IbTUKACTa.
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range first_group_ip
last_group_ip

YaanuTb AManasoH agpecos-UcTouHMKoB multicast-tpaduka.

permit

-/deny

deny

B c/nyyae HecooTBETCTBUA OAHOMY M3 3aAaHHbIX [AMaMNa3’oHOB,
IGMP-report 6yayT nponyckaTbca.

B c/nyyae HecoOTBETCTBUA OAHOMY M3 3afaHHbIX AManNa3oHOB,
IGMP-report 6yayT oTbpacbiBaTbCs.

profile active

AKTMBMpPOBaTL paboTy npoduna

KomaHObI pexcuma KoHgpuaypayuu VLAN

BuAa 3anpoca KoMaHAHOM CTPOKM B pexxkume KoHdurypaumm VLAN:

console (config-vlan) #

Tabnunua 97 — KomaHabl perknma KoHourypaumm VLAN

KomaHpga

3HayeHne/3HauveHune
Nno yMONYaHUIO

OnucaHune

ip igmp snooping multicast-
vlan profile profile

index: (1.. 4294967295)

MpuBA3aTb YKa3aHHbIM Npodub K vian.

4.16 PyHKUMM ynpaBaeHUA

4.16.1 MexaHu3m AAA

Ona obecneyeHna 6e30MaCHOCTM CUCTEMbI MCMOAL3YETCA MexaHuam AAA (ayTeHTUdUKaLus,

aBTOpM3aums, y4eT).

— Authentication (ayTeHTUdUKaUmMa) — conocTaBieHMe 3aMpoca CyLWEeCcTBYIOLWEN YY4ETHOM 3a-
nncun B cucteme 6€30MacHOCTU.

— Authorization (aBTopu3aumsa, NpoBepKa ypoBHA AOCTYNa) — COMNOCTaBAEHME YYETHOW 3anu-
CW B cucTeMe (Npolweaiei ayTeHTUGUKaLmio) n onpeaenéHHbIX MOHOMOYUIA,

— Accounting (y4ét) — cnexeHue 3a noTpebseHMeM pecypcoB No/ib30BaTENEM.

AN WwndppoBaHMA AaHHbIX MCNONb3YETCA MeXaHU3M SSH.

KomaHObI pexcuma 2a06an6Hol KoOHpuU2ypayuu

BunAa 3anpoca KOMaHAHOM CTPOKM pexxmnma rnobanbHOM KoOHOUrypaumm:

console (config) #

Tabnnua 98 — KomaHab! perkmma rnobanbHoM KOHGUrypauum

KomaHda

3Ha4yeHue/3HayeHue o
YMOAYAHUIO

Aeiicmeue

aaa authentication dotlx
default group {radius |
tacacs+ | tacacsplus}1

YcTaHaBaMBaeT cnocob ayTeHTUdUKaLMKM ANA BXOAA B CUCTEMY.
- radius — vcnonb3oBatb cnncok RADIUS-cepBepoB ana ayTeHTU-
duKaumu;
- tacacs — ncnonb3osaTb cnucok TACACS cepsepoB AnA ayTeH-
TUdUKaLMK.
V’ Ecnan meTtos ayteHTUMKaAUMM He onpepeneH, To
BAOCTYN K KOHCOMM BCeraa ycnewHbli.

I | Bo u3bexkaHue notepu goctyna cneayeTt BBOAUTb
. Heo6XoAUMbBIA MUHUMYM HacTPOeK ANA YKasbl-
BaeMoro MeToAa ayTeHTudpUKaumu.

! Dot1x He nogaepkaH B sepcmn 10.1.8.5
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no aaa authentication
dotlx default

YcTaHaBAMBaeT 3Ha4YeHue no YMO4YaHUIO.

aaa authentication dotl1x
default local*

no aaa authentication
dotlx default

YcTaHaBAMBaeT cnocob ayTeHTUGMKALMKM MCMOoAb3yoWwmii No-
KasibHyto 6a3y UMEH nosib3oBaTesiei

YcTaHaBAMBaeT 3HaYeHUe No YMOYAHUIO.

enable password password
[level level]

YcTaHaB/MBaeT Naposib AN KOHTPOS U3MEHEHUA MPUBUIErUI
[0CTyna nonb3osaTenen.

level: (1..15)/1; ..
- level — ypoBeHb npuBuneruii;
password: (5..20) .
- password — naponb;
CMMBONOB

no enable password [level
level]

YpanseT naposib AN COOTBETCTBYIOLLLETO YPOBHA NPUBUAETUA.

username name password
password [privelige level]

name: (1..20) cumB0NOB;

[ob6asnseT nonb3osaTens B I0KaNbHYO 633y AaHHbIX.
- level — ypoBeHb npuBUneruii;

password: (5..20)
CUMBO/IOB;

- password — napons;
- name — UmA NoJib30BaTens;

level: (1..15)

no username name

Ypanaet nonb3osartena us NIOKaNbHoM 6a3bl AaHHbIX

Tabnunuya 99 — ATpnbyThl COOBLLEHNI BeaeHUA yueTa npoTokona RADIUS gns ceccuii ynpasaeHus

Haau4ue Hanauyue
ampubyma e | ampubyma e
Ampubym pucy pucy OnucaHue
coobweHuu coobweHuu
Start Stop
User-Name (1) EcTb EcTb NpeHTndmKauma nonb3osBaTens.
IP-agpec KOMMyTaTopa, KOTOPbIN MCMosb3yeTca
NAS-IP-Address (4) EcTb EcTb AP o y' P P y
ana ceccunin ¢ Radius-cepsepom.
MpounsBonbHOE 3HayeHue, BKAOYEHHOE BO BCe
Class (25) EcTb EcTb P .
coobueHnaA yyeTa ceccui.
. IP-agpec KOMMYyTaTOpPa, UCNONb3YyeMbI ANA cec-
Called-Station-ID (30) EcTb EcTb v,u,p Y P ¥ A
CUI ynpaBneHus.
Calling-Station-ID (31) Ectb Ectb IP-agpec nonb3oBaTens.
Acct-Session-ID (44) Ectb EcTb YHUKanbHbIN naeHTUGMKATOP yyeTa.
. YKa3blBaeT MeTos, N0 KOTOPOMY KAMEHT A0/KEH
Acct-Authentic (45) EcTb EcTb A pomy A
6bITb ayTEHTUOULMPOBAH.
. . MokasbiBaeT, KaK AOAro noJsib3oBaTesnb 6bia noa-
Acct-Session-Time (46) Het EcTb A A
KJIOYEH K cucTeme.
Acct-Terminate-Cause (49) | Het EcTb MpuymMHa 3aKpbITUA ceccun.

Tabanuya 100 — ATpunbyThl coobLLeHMii BeaeHus ydyeta npotokosa RADIUS ana ceccunit 802.1x

Hanuuyue Haauyue
ampubyma e | ampubyma e
Ampubym pudy pudy OnucaHue
coobweHuu coobweHuu
Start Stop
User-Name (1) EcTb Ectb NaeHTnduKauma nonb3oBaTens.
NAS-IP-Address (4) Ecth Ects IP-agpec rjommyTaTopa, KOTOPbIA UCronb3yeTcA
ana ceccunin ¢ Radius-cepsepom.
MopT Ko aTopa, Ha KOTOPOM NOAKAUMACA
NAS-Port (5) Ectb Ectb PT KOmMMyTaTOP TOPOM MOAKA n
no/sib30BaTeNb.
Class (25) Ecth Ects MpounssonbHoe 3Haquv\|‘e, BKNIOYEHHOE BO BCE
coobLeHnA yyeTa ceccui.
Called-Station-ID (30) EcTb EcTb IP-appec KommyTaTopa.
Calling-Station-ID (31) EcTb EcTb IP-agpec nonb3oBaTens.
Acct-Session-ID (44) EcTb EcTb YHUKaNbHbIN MAEHTUPUKATOP yyeTa.
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. YKa3sbiBaeT MeToA, N0 KOTOPOMY K/IMEHT AOXKeEH
Acct-Authentic (45) EcTb EcTb A poMy A
6bITb ayTEHTUPULMPOBAH.
. . MoKasblBaeT, KaK AONro noJsib3oBaTtesb 6bla Noa-
Acct-Session-Time (46) Het EcTb A A
K/IIOUYEH K cucteme.
Acct-Terminate-Cause (49) | Het Ectb MpuynHa 3aKkpbITUA ceccuu.
Nas-Port-Type (61) EcTb Ectb lMokasbiBaeT TMN NopTa KAMEHTa.

KomaHObI pexuma KoHgu2ypayuu mepmuHana

console (config-line) #

Tabnnuya 101 — KomaHabl pexkMma KoHbUrypaumm TepMmuHana

3HayeHue/3HayeHue .
KomaHda Aelicmeue
no ymon4aHuro
login authentication {radius |
local | tacacs} JHacTpoiin 3ajaeT meToh ayTeHTUOMKaUMM Npu BXoAe AAA KOHCOAW,
POk Telnet, SSH
rnobanbHom
no login authentication KOHdUrypaumm YCTaHOBUTb 3HAaYEHWE MO YMOIYAHUIO
enable authentication {radius
3apaeT meTos ayTeHTUPUMKaLUKM NpU NOBbILLEHWUM YPOBHA NPU-
| local | tacacs} -/HacTPOWKM o
4 Benerui ansa koHconu, Telnet, SSH
rnobanbHom
no enable authentication roHourypaumm YCTaHOBUTb 3HAUYEHME NO YMONYAHUNIO

KomaHObI pexcuma 2a0baab6Hol KOHu2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM B pexume rnobanbHol KoHPUrypaumum:

console (config) #

Tabnnua 102 — KomaHabl perkruma KoHbUrypaumm TepmrHaibHbIX CECCUiA
3Ha4yeHue/3HayeHue

KomaHoa Aelicmeue
o ymon4yaruro
login authentication {tacacs | 3apaeT meToa, ayTeHTUGMKaLMM Npu BXoae ANA KoHcou, telnet,
default|/ist_name} ssh.

- default — ncnonb30BaTb CNUCOK MO YMONYAHUIO»

- list_name — vmAa cnvcKa ayTeHTUPUKAUMOHHBIX METOA0B,
AKTUBU3UPYIOLLLErocA,Korga Noib3oBaTeb BXOAUT B CUCTEMY

- tacacs - ncnonb3sosatb cnmcok TACACS

list_name: (1..12)
CUMBOJI0B

no login authentication YcTaHaBAMBaET 3HAYEHUE MO YMONYAHUIO.

4.16.2 lpomokon RADIUS

Mpotokon RADIUS ucnone3yetca ans ayreHTMduKaumm, astopmsaumm m ydyeta. Cepsep RADIUS
ncnonb3yet 6asy AaHHbIX NOJb30BATENEN, KOTOPas COAEPKWUT AAHHbIE MPOBEPKM MOANMHHOCTM ANA
Kakgoro nonb3osBatens. TakMum o6pasom, ucnonb3oBaHMe npoTtokona RADIUS obecneunBaet
OOMONHUTEIbHYIO 33Ty NPU AOCTYME K pecypcam CeTH, a TakKe Npu AoCTyne K CaMoMy KOMMYTaTopy.

KomaHObI pexcuma 2a06ana6Hol KoOHpuU2ypayuu

BuAa 3anpoca KOMaHAHOM CTPOKM B pexume rnobanbHoli KoHUrypauum:

console (config) #
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Tabnunuya 103 — KomaHab! perkmma rnobanbHoM KOHGUrypaumm

3HavyeHue/3HavyeHue .
KomaHoa / Aelicmeue
no ymon4aHuwo

[Job6aBnaeT yKasaHHbI cepBep B CNMUCOK Mcnosib3yembix RADIUS-
cepBepos.

- ip_address — IPv4 nnu IPv6-agpec RADIUS-cepBepa;

- hostname — ceteBoe nma RADIUS-cepBepa;

. hostname: (1..158) - timeout — HTEpBan OXNAAHUA OTBETA OT CepBepa;
radius-server host .
: : CYMBOJIOB; - retries — KOnM4ecTBo NonbITok noucka RADIUS-cepBepa;

{ipv4-address | ipv6-address |

R . (0..65535)/1813; - secret_key — knto4 gna ayTeHTMOMKauun 1M WNPPOBaHUA BCEro
hostname} [timeout timeout] .

. . timeout: (1..30) cek; obmeHa aaHHbiMM RADIUS;
[retransmit retries] [key ) .
.. . retries: (1..15); - priority — npuoputeT ucnosb3oBaHua RADIUS-cepBepa (4yem Hu-
secret_key] [priority priority]
secret_key: (0..128) Ke 3HaYeHue, TeM NpuopuTeTHEe cepBep);
CMMBOJI0OB; - type — TMin ucnonb3osaHma RADIUS-cepsepa;

priority: (0..65535)/0 B cnyyae oTcyTCcTBMA B KOMaHAe MapameTpoBs timeout, retries,
secret_key pns paHHoro RADIUS-cepBepa UCNOb3YOTCA 3HaYEHUS
HACTPOEHHbIE C NOMOLLbIO KOMAHZ, YKa3aHHbIX HUXe.

no radius-server host
{ipv4-address | ipv6-address |
hostname}

YaanaeT ykasaHHbIl cepBep M3 CNUCKa ucnonbdyembix RADIUS-
cepBepos.

KomaHObI pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOW cTPoKM B pexxkume Privileged EXEC:

console#

Tabnunua 104 — KomaHabl perknma Privileged EXEC

Komanda 3Ha4yeHue/3HayeHue Leiicmeue
no ymon4YaHuro
show radius-servers OtobparkaeT napameTpbl HacTponkn RADIUS-cepsepoB (KomaHaa
i O0CTYMHA TONIbKO AN1A NPUBUAETMPOBAHHBIX NOb30BaTeNe).
show radius statistics OTobparkaeT cTaTUCTUKY NpoTokona Radius, Hpopmaumto o nonb-
) 3oBaTenax, KoHdpurypauymto RADIUS-cepsepa.

4.16.3 lpomokon TACACS+

Mpotokon TACACS+ obecneumBaeT LEHTPANN30BaHHYO cUCTeMy 6e30MacHOCTM ANA MPOBEPKU
nonb3oBaTenen, NOAyYaoLNX AOCTYN K YCTPOUCTBY, NP 3TOM Noaaepxusaa coBmectumoctb ¢ RADIUS m
ApYyrMmuM npoleccamu nposepku noanmHHoctu. TACACS+ npefocTaBaseT cieaytolne Cnyobl:

— Authentication (nposepka nodauHHocmu). ObecneunsaeTcs BO Bpems BXo4a B CUCTEMY MO
MMeHaM No/ib30BaTeNIen N onpeaeneHHbIM NoAb30BaTENAMM NAPOSIAM.

— Authorization (aemopusayus). ObecneumBaeTcs BO Bpems Bxoda B cuctemy. [locne
3aBEpLIEHMA CeaHCa MNPOBEPKM MOAJMHHOCTM 3aMyCKaeTCA CeaHC aBToOpM3auuu C
MCMOJIb30BaHMEM MPOBEPEHHOrO0 MMEHM MO/b30BaTeNA, TAKXKE CEepBEepPOM MNPOBEPAOTCA
NpUBUIErMN NONb30OBATENA.

KomaHObI pexcuma 2106as1bHoU KOHpuU2ypayuu

Bupa 3anpoca KOMaHAHOM CTPOKM B pernme rnobanbHOM KoHOUrypaumm:

console (config) #
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Tabnnuya 105 — KomaHab! perknma riobanbHoM KoHGUrypaumm

3Ha4yeHue/3HayeHue "
KomaHoa / Aeiicmeue
no ymoa4YaHuro
tacacs-server host [obaBnseT yKasaHHbIN cepsep B CNUCOK Ucnonbayembix TACACS
{ip_address | hostname} cepBepos.
[single-connection] [portport] - ip_address — IP-appec TACACS-cepBepa;
[timeout timeout] - hostname — ceTeBoe uma TACACS-cepsepa;
[keysecret_key] - single-connection — B Kawablii MOMEHT BPEMEHU MMeTb He
hostname: (1..63)
b6onblue ogHOro coeguHeHus ana obmeHa gaHHbimn ¢ TACACS-
CUMBOJI0B;
cepsBepom;

port: (0..65535)/49;
timeout: (1..30) cek;
secret_key: (0..128)

- port — Homep nopTa Ana obmeHa gaHHbIMK ¢ TACACS-cepBepom;
- timeout— nHTepBan oXuaaHWA OTBETa OT CepBepa;
- secret_key — knto4 gns ayteHTMdMKauMM U WNPOBaAHUA BCETro

cMmBonoB obmeHa aaHHbiMK TACACS;

Mpwn HacTpoWke cepsepa: «tacacs-serverhost ip_address key se-

cret_key» aBTOMaTM4YeCKM BKAtOYAeTCA accounting
no tacacs-server host YpaanaeT ykasaHHbli cepsep M3 cnucka mcnonbsyembix TACACS-
{ip_address| hostname} cepBepos.
tacacs-server retransmit YKa3satb KosimyectBo aKtusHbIXx TACACS-cepBepoB, K KOTOpbIM
number byneT nooyepesHO NOAKMOUUTLCA KAMEHT, B C/ly4ae HeyaauyHoM

/2 ayTeHTUdMKaLMK

no tacacs-server retransmit Y[anuTb HaCTPOMKy
tacacs use-server address BbibupaeT cepsep 13 Tabaunupl cepsepos ansa Tacacs-KaAveHTa
{ip_address | hostname} )
no tacacs use-server

OTMeHAeT UCN0b30BaHWe 3a1laHHOro cepBepa
tacacs authentication type

-/pap Onpeaennte MeToa ayTeHTMdUKaL MM ¢ NomoLLbio tacacs.

{ascii | pap }

KomaHObi pexcuma Privileged EXEC

BuAa 3anpoca KoMmaHAHOM CTPOKK B pexume Privileged EXEC:

console#

Tabnuua 106 — KomaHab! pexxkuma Privileged EXEC

3Ha4yeHue/3HayeHue .
KomaHoa Aelicmeue
1o yMon4YaHuo

show tacacs-servers OtobparkaeT napameTpbl HacTpoliku TACACS-cepBepoB, MeTOL,
- ayTeHTUUKALMM U CTATUCTUKY NPOTOKONA (KOMaHAa AOCTynHa
TO/IbKO N7 NPUBMIEIMPOBAHHbBIX NOJIb30BaTENEN).

4.16.4 Cnucku docmyna ACL 0naa ynpaeneHusa ycmpolicmeom

B ISS nogaeprkmBaeTca GpMnbTpaumua ynpasastowero TpaduKka ¢ NOMOLLBIO CMMCKa aBTOPU30BAHHbIX
IP-meHegkepoB (IP Authorized Managers). B ¢ounbTpe MOXKHO 3a4aTb afpec WAM NoAceTb UCTOYHMKA,
VLAN, nHtepoeic n cnyxby, c KoTopbix byaeT paspelleHo ynpas/ieHUe YCTPOUCTBOM.

KomaHObI pexcuma 2a06asnab6Hol KoOHpuU2ypayuu

BunAa 3anpoca KOMaHAHOWM CTPOKM pexxnma rnobanbHOM KoOHOUIypaumm:

console (config) #

Tabnunuya 107 — KomaHabl perkmma rnobanbHoM KOHGUrypaumum
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3HayeHue/3HavyeHue
no ymon4yaHuro

KomaHda

Aelicmeue

authorized-manager ip-
source ip_add [mask | /
prefix_lenght | vlan vian_id |
cpu0 ] [ service snmp | telnet
| ssh]

prefix_lenght: (0..32);
vlan_id: (2..4094)

OrpaHuWyMBaeT ynpasneHUe YCTPOWCTBOM
dunbTpy focTyna.

no 3afaHHomy

no authorized-manager ip-
source ip_add

OTMeHsEeT orpaHuYeHue Ha ynpas/ieHue YCTPOWCTBOM.

v
I

KomaHObi pexcuma Privileged EXEC

Ha ycTpoiicTBe MOXHO CKOHUrypupoBaTtb He 60sblue 10 npasua. Mo ymonyaHuio, ecim He
33aAaHO HU OZHO NPaBUAO, yNpaB/ieHUe YCTPOIACTBOM AOCTYNHO ¢ 1l060ro UCTOUHMKA.

MNocne yKasaHua xota 6bl ogHoro npasuna authorized-manager gna scex ycTpoiicTs, KoTopble
MUCK/IIOYEeHbl NpaBuaom, byaer geiictsoBatb npasunao deny any any.

Buza 3anpoca KomaHAHOM CTPOKM pexxnma Privileged EXEC:

console#

Tabnunua 108 — KomaHabl perknma Privileged EXEC

3Ha4yeHue/3HayeHue
no ymoa4yaHuro

KomaHoa

Aelicmeue

show authorized-managers [ip-
source ip_add]

MNoKasbiBaeT cNUCKK AocTyna Ana ynpasaeHuAa.

4.16.5 Hacmpolika docmyna

4.16.5.1 Telnet, SSH

[JaHHble KomaHAapbl
KommyTaTopom. [oaaepka

npeaHasHa4yeHbl ANA

cepsepos TELNET

HaCTPOWMKM cepBepoB [OCTyna ANA ynpaBaeHuA
m SSH KommyTatopom no3sonsfeT yaaneHHo

NOAKIOYATLCA K HEMY AJ/11 MOHUTOPUHIA U KOHPUTrypaumu. KoHpurypmpoBaHue ycTpoiictea Yepes Telnet

Ha YCTPOICTBE pa3peLleHo No YMOYaHUIO.

KomaHObI pexcuma 2106anabHol KoOHpuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM peknuma rnobasbHOM KOHPUrypaumm:

console (config) #

Tabnunua 109 — KomaHabl pexkmnma rnobanbHOM KOHGUrypauum

3HayeHue/3HayeHue no

KomaHoa Aelicmeue
YMOMYaAHUIO
ssh enable PaspewaeT yganeHHoe KoHOUIypupoBaHWe YCTPOICTBA 4yepes
SSH.
- -/BKAtOYEH —
ssh disable 3anpewaeTt yaaneHHoe KOHOUIypupoBaHWeE yCTpoicTBa Yepes

SSH.

ssh server-address ip_addr

port port port: (1..65535)

3agatb IP-agpec SSH-cepsepa u TCP-nopT, ncnonbsyemblit SSH-
cepBepom.
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ip ssh auth [hmac-md5 | hmac- _/hmac-shal BblbpaTb TMN ayTEHTUOUKALMM NO NPOTOKONY SSH.

shai]

ip ssh cipher [3des-cdc | BbibpaTh Wwndp ayTeHTUPUKALMM NO NPOTOKoAy SSH.

aes128-cdc | aes256-cdc | des- -/3des-cdc

cdc]

crypto key generate rsa ) TeHepupyeT napy Katoyel RSA — yacTHbIN 1 nybanyHbIi ana SSH-
cepBsuca.

feature telnet PaspelwaeT KOHPUryprposaHue ycTpoinctea yepes Telnet

no feature telnet /BKnioveno 3anpelaeT KOHPUIypMpoBaHMe ycTporcTBa Yepes Telnet

KomaHOobl pexcuma EXEC

KomaHabl gaHHOro pa3aena AOCTynHbl TONIbKO ANA NpUuBUNErMpoBaHHbIX nonb3oBaTesiei.

Bupa 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:
console#

Tabanuya 110 — KomaHzabl pexkmma EXEC

3HaveHue/3HayeHue .
KomaHda / Aeiicmeue
no ymoa4aHuro
. MNoKka3biBaeT KOHPUrypaumio SSH-cepsepa, a TaKKe aKTUBHbIE
show ip ssh - urypay peepa,
Bxoaawme SSH-ceccum.
show telnet server - OtobparkaeT cTaTyc cepsepa Telnet

4.16.5.2 KomaHObI KOHghu2ypayuu mepmuHana
KomaHgbl KoHOUrypauum TepMnHana Cy»KaT 414 HacTPOMKKU NapamMeTpoB paboTbl TEPMUHA/OB.

KomaHObI pexcuma 2a06an6Hol KoOHpuU2ypayuu

BunAa 3anpoca KOMaHAHOW CTPOKM pexxnma rnobanbHOM KoHbUrypaumm:
console (config) #

Tabnuua 111 — KomaHabl pexknma rnobanbHoN KOHPUrypawmm

Komanda 3HayeHue/3HayeHue Neiicmeue
no yMmon4aHuio
line console - Bxopn, B perknm coOOTBETCTBYIOLWEro TepMmnHana
line telnet - Bxop, B pexMm cOOTBETCTBYIOLWEro TepMnuHana
line ssh - Bxopn, B perknm coOTBETCTBYIOLWEro TepMnuHana

KomaHObI pexcuma KoHgu2ypauyuu mepmuHana

Bug, 3anpoca KOMaHAHOM CTPOKM B pPeXXMME KOHPUTIypaLmm TepMmnHana:

console# configure
console (config)# line {console | telnet | ssh}
console (config-line)#

Tabnnuya 112 — KomaHabl pexkMma KoHbUrypaumm TepmuHana

Komanoa 3HaveHue/3Ha4yeHue Leiicmeue
10 YyMOM4YaHUIO
exec-timeout seconds 3afaeT UHTEpPBasl, B TEUEHME KOTOPOro CUCTEMA OXMAAET BBO-
seconds: Ja oT nonb3osatens. Ecnv B TeyeHMe [AHHOTO WHTepBana
(1..18000)/1800 cek Nonb30BaTe/lb HUYEro He BBOAWT, TO KOHCO/b OTK/IO4AEeTCA.
no exec-timeout YCTaHaBAMBAET 3HAYEHME MO YMOYAHMIO
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speed {4800 | 9600 | 19200 | (4800, 9600, 19200, YCTaHOBUTb CKOPOCTb Nepegayn ANs nocnefoBaTeNbHOro UH-
38400 | 57600 | 115200} 38400, 57600, 115200)/ .
115200 6uT/c Teppeiica
enable authentication {radius 3apgaeT  meTon  ayTeHTUdMKauum  nonb3osaTena  npu
| tacacs | local} -/local MOBbIWEHMMW YPOBHA NMPUBUIETMIA AN KOHCO/M
no enable authentication YCTaHaBAMBAET 3HAYEHME MO YMONYAHUIO
login authentication {radius | 3apaeT MeTof, ayTeHTUOMKALMM NPU BXOAE A1 KOHCOU
tacacs | local} -/local
no login authentication YcTaHaBAMBaET 3Ha4YeHNeE NO YMOAYaHUIO

KomaHOwb! pexcuma EXEC

Buza 3anpoca KomaHAHOM CTPOKM pexxnma EXEC:

console#

Tabnunuya 113 — KomaHab! perkmma EXEC

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4yaHuro

Aeiicmeue

show line exec-timeout

MNoKa3sbiBaeT 3HauyeHMA napameTpa exec-timeout gna Bcex
TEPMUHANOB

show line exec-timeout
current

MokasblBaeT 3HaYeHWs napameTpa exec-timeout ana Tekylen
ceccumn

4.17 YXypHan aBapmii, npotokon SYSLOG

CucremHble XYpPHasbl NO3BONAKOT BECTU UCTOPUIO CO6bITMﬁ, npounsoweawnx Ha yCTpOVICTBe, a
TaKXe KOHTPO/IMPOBAaTb npousoweguune cobbITnA B peanbHOM BpemeHu. B »KypHan 3aHocATCA cobbITuA

BOCbMWX TUNOB:

LIpe3BbI‘-I¢’:li/"1Hble,

CUrHanbl TpPEBOTY,

KpUtn4eckmne wmu He KpuUutndeckme OUJM6KM,

npegynpexageHuma, yegomneHumsa, MHd)OpMaLI,MOHHbIe M OTNnago4YHble.

KomaHObI pexcuma 2a0banab6Hol KOHuU2ypayuu

Buz 3anpoca KoMaHAHOM CTPOKM B peXxume rnobasbHon KoHbUrypaumm:

console (config) #

Tabnunua 114 — KomaHabl perknma rnobanbHoM KoHGUrypaumm

KomaHda

3HayeHue/3Ha4yeHue no
YMOAYAHUIO

Aelicmeue

logging on

no logging on

-/pel’MCTpaLl,l/lﬂ BK/IlOYEHa

BKtOYaeT perncTpaumio OTNagouHbIX coobuieHuin u coobuue-
HUI 06 owmnbKax.

BbIK/IlOYaET pPerncTpaumio oTaagouHbIX coobLieHunit u cooblue-
HUIA 06 owmnbKax.
| Mpw BbIKNIOYEHHOM perncTpauum oTnajouHble coo6-
V weHna u coobuweHna o6 owubkax 6yayr nepepa-
BaTbCA HA KOHCONb.

logging-server priotity [ipv4 |
ipv6] ip_address

no logging-server priotity [ipv4
| ipv6] ip_address

Bk/toyaeT nepenayvy aBapuinHbIX U OT1AL04HbIX COOBLLEeHNI Ha
yaoaneHHobi SYSLOG cepsep.

- ip_address— IPv4 vnu IPv6-agpec SYSLOG-cepBepa;

- priority — npyopuTeT NepeaaBaeMblX COOBLLEHNN.

YpanaeTr BblOpaHHbIN
SYSLOG-cepBeposB.

cepeep U3 CAOUCKa MCNONb3yeMbIX

logging console

no logging console

level: (cm. Tabnunuy
115)/informational

BK/toYaeT nepesady aBapuMHbIX UM OTNAL0UHbIX COOBLLEHMI
Ha KOHCO/b.

BbIKk/lOYaeT nepegayvy aBapuiHbIX MAWM OTAaA0uYHbIX cooblue-
HUI Ha KOHCO/Ib.
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logging buffered size

no logging buffered

size: (1..200)50

M3meHseT KoanyectBo COOBLEHNUI, 3aNOMUHAEMbIX BO BHYT-
peHHem 6ybepe. Hosoe 3HaueHue pasmepa bydepa npume-
HWTCA Nocne nepesarpysKkun ycTpoicTaa

YcTaHaBAMBAET 3HAYeHUeE No YMOYaHUIO.

syslog {filename-one |
filename-two | filename-
three} filename

erase flash:/LogDir/filename

Co3patb ¢aiin 3anncy aBapuiiHbIX M OTNIaA04HbIX COOBLWEHMIA

Yaanutb $hainn 3anmcu aBapunHbIX M OTNaL04YHBIX COODOLLEHWI

logging-file [level] filename

no logging file

level: (128..191) /-
filename: (1..32)

BKAtoyaeT nepesady aBapuiiHbIX UM OTAAZ04HbIX COOBLLEHMI
BblIBPAHHOIO YPOBHA Ba)KHOCTU B YKa3aHHbIW daiin XKypHana.
Level - facility+severity

Hanpumep, cobbitne pgnaa facility0(128) c yposHem information-
al (6) byaet umetsb level = 134,

BbIK/lOYaeT nepesavyy aBapuiHbIX MAW OTNAZ0YHbIX coobLue-
HUI B Galin KypHana.

logging severity
[severity_level]

no logging severity

level: (cm. Tabanuy 115)/0

3aaaTb ypOBEHb JIOTMPOBAHUA

YCTaHOBMWTb 3HaYEHME MO YMOIYAHUIO

logging facility local{0..7}

no logging facility

-/local0

3apaTb KaTeropur 0rmposaHuAa

YCTaHOBMWTb 3HaYEHME MO YMOIYAHUIO

syslog localstorage

-/BKAKOYEHO

AKTMBMPOBATb OTNPABKY aBapUMHbIX UK COOBLLEHMI HA CKOH-
duUrypmpoBaHHble dpalinbl 3anucu

Kaxkpoe cooblieHrne nmeeT CBOI ypoBeHb BayKHOCTU. B Tabanue 115 npmseaeHbl TUMNbl COOBLLEHNIA
B nopAaaKe ybbiBaHNA NX BaXKHOCTU.

Tabnuua 115 — Tunbl BaXKHOCTN COOBLLEHWUI

Tun eaxcHocmu coobweHuli

OnucaHue

YpesBblyaliHble (emergencies)

B cucrteme npousowna Kputuyeckasn OLIJM6Ka, CUcTtema Moxet pa60TaTb
HeNnpPaBUIbHO.

CurHanbl TpeBoru (alerts)

HEO6XO,CI,VIMO HemegneHHOe BMeLWaTe/IbCTBO B CUCTEMY.

Kputnueckue (critical)

B cucteme npounsowna Kputmyeckas owmnbKa.

OwmnbouHble (errors)

B cucteme npounsowna ownbKa.

MpeaynpexaeHua (warnings)

MpeaynpexaeHune, HeaBapuitHoe cooblueHme.

YBegomneHus (notifications)

YBeaomieHne cucTembl, HeaBapuitHoe cooblieHue.

NHdopmaLmoHHble (informational)

MHdopMaLMOHHbIE COOBLLEHMA CUCTEMBI.

OtnagouHble (debugging)

OTnapoyHblie cooblLeHNn, NpeaoCcTaBAAlOT NoAb30BaTeNt0 MHGOPMALMIO
0N KOPPEKTHOM HACTPOIMKN CUCTEMDI.

Mpumep HacTpoliku logging-file:

Mycme facility = localO.

Cosmagum nokanbHbii daiin ¢ umeHem sll, Kyaa 6yayT 3anucbiBaTbcs COBbITMA C TMMOM OT
ype3sBblYaHbIX 40 MHOPMALMOHHBIX.

console
console
console
console
console
console
console
console
console
console

config
config
config
config
config
config
config
config
config

e

)
)
)
)
)
)
)
)
)
)

confiqg) #

#
#
#
#
#
#
#
#
#

syslog localstorage
syslog filename-one sll
logging severity 6

logging-file
logging-file
logging-file
logging-file
logging-file
logging-file
logging-file

128
129
130
131
132
133
134

sll
sll
sll
sll
sll
sll
sll
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KomaHObi pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKM B pexxkume Privileged EXEC:

console#

Tabnunuya 116 — KomaHaa perkuma Privileged EXEC gns npocmoTpa daina KypHana

Komanda 3HayeHue/3Ha4yeHue Leiicmeue
no ymon4aHuro
clear logs - Ypansaet Bce coobLEeHNs U3 BHyTpeHHero bydepa.
show logging-file {filename- OTobparkaeT COCTOAHWE »KypHana, aBapUHble W OTNALOYHble
one | filename-two | - coobLeHus, 3anucaHHble B daiine xypHana.
filename-three}
show logging OTobparkaeT COCTOAHWE »KypHana, aBapUHble W OTNALOYHble
i coobuieHmns, 3anncaHHble BO BHyTpeHHeM bydepe.
show syslog-servers - OTobparkaeT HaCTPOMKKN ANA yaanéHHbIX syslog-cepeepos.

4.18 3epkanupoBaHue (MOHUTOPUHI) NOPTOB

PyHKUMA 3epKaZMpoBaHWA MOPTOB NpeAHa3HayeHa A0S KOHTPO/AA CeTeBoro Tpaduka nytem
MepecbiKM KOMuin BXOAALMX M/UAN UCXOOALLMX MAKETOB C OAHOMO WU HECKONbKMX KOHTPO/IMPYEMbIX
MOPTOB Ha OAMH KOHTPO/IMPYIOLLMIA NOPT.

| Mpu 3epKkanupoBaHumn 6onee oaHoro ¢pusmnueckoro uHTepdelica BO3IMOXKHbI nNotepu Tpaduka.
’ OTcyTCcTBME NOTepb rapaHTUPYETCA TOJMIbKO NpU  3epKaJMpoBaHMU OAHOro ¢$uUsMYecKkoro
uHTepdeiica

K KOHTpoMpyloLemy NOPTY MPUMEHSAIOTCA CAeaylolmne orpaHuyeHns:

— TMopT He MOKeT 6bITb KOHTPOAMPYIOWMM N KOHTPOMPYEMbIM NOPTOM OAHOBPEMEHHO;
—  IP-uHTepdelic AoNKeH OTCYTCTBOBATL AJ1A 3TOrO NopTa;

K KOHTpO/IMpyeMbIM NOpTaM NPUMEHSIOTCA Cleaylolme orpaHuYeHus:
—  TMopT He MOKeT 6bITb KOHTPONUPYIOWMM U KOHTPOIMPYEMbIM NOPTOM OAHOBPEMEHHO.

KomaHObI pexcuma 2a0b6aab6Hol KOHuU2ypayuu

Buza 3anpoca KOMaHAHOM CTPOKM B pexume rnobasibHon KoHbUrypaumm:

console (confiqg) #

Tabnnuya 117 — KomaHab! perkmma rnobanbHol KoHpUrypaumm

Komanda 3HayeHue/3Ha4yeHue Neiicmeue
no ymoa4YaHuro
monitor session session_id YKa3blBaeT 3epKannpyowmnin NnopT Ansa BbiIbpaHHOW CECCUU MOHUTO-
destination interface pUHra.
[fastethernet fa_port | fa?_port: (0/1..24);
gigabitethernet gi_port] gl_p(?rt: (%/ 1121);
no monitor session session_id session_id: (1..4) BblkntoyaeT GPYyHKLUMIO MOHUTOPUHIA Ha HacTpanBaeMom UHTepde-
destination ce.
monitor session session_id YKasblBaeTca cayxebHbi vlan ana 3epkanvposaHusa Tpaduka c
destination remote vlan 3a4aHHOro pedneKkTop-nopTa A5 BbIOPaHHOW ceccum.
vlan_id vlan_id: (1..4094); remote vlan — cny»KebHbi vlan gns 3epKanMpoBaHua Tpaduka;
session_id: (1..4)
no monitor session session_id BblkntoyaeT PYHKLUMIO MOHUTOPUHIA Ha HAacTpanBaeMom UHTepdei-
destination ce.
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monitor session session_id [ob6asnaeT yKasaHHbIN 3epKanvpyemblii NopT gaa BbibpaHHOM cec-

source interface [fastethernet CUN MOHUTOPUHTA.

|fa_port gigabitethernet rX — KOMMpPOBaTb NaKeTbl NPUHATbIE KOHTPONNPYEMbBIM MOPTOM;

gi_port][rx | tx | both] fa_port: (0/1..24); tx — KONMPOBATb MNaKeTbl, NepeAaHHble KOHTPOAUPYEMbIM NOPTOM;
gi_port: (0/1..24); both — konnpoBaTb BCe NaKeTbl C KOHTPO/IMPYEMOTO NopTa.

monitor session session_id session_id: (1..4) Bbik/toYaeT GYHKLMIO MOHUTOPUHIA Ha HacTpanBaemom nHTepoei-

source interface [ fastethernet ce.

fa_port | gigabitethernet

gi_port]

KomaHOobl pexcuma EXEC

3anpoc KoMaHAHOM CTPoKM B pexkxume EXEC nmeet cneaytowmin Bua;

console>

Tabnuua 118 — KomaHapl, A0CTynHble B pexkume EXEC

3HayeHue/3HayeHue »
KomaHoa Aelicmeue
o ymon4aHuio
show monitor session session._id: (1..4) BblBOAUT MHPOPMALMIO NO CKOHOUTYPUPOBAHHON CECCUM MOHUTO-
session_id - puHra.

[pumepbl 8b1M0AHEHUS KOMAHO

console# configure terminal

console (config)# monitor session 2 destination interface gigabitethernet
0/1

BbiBecT MHGOPMALMIO MO KOHTPOMPYIOLLMM U KOHTPOAMPYEMbIM NOPTAM.

console# show monitor session 2

Mirroring is globally Enabled.
Session H

Source Ports

Rx : None

Tx : None

Both : None
Destination Ports : Gi0/1
Session Status : Inactive

4.19 ®YHKLUM AMArHOCTUKU PU3NUYECKOrOo YPOBHA

CeTeBble KOMMYTATOpPbl COAEP:KAT annapaTHble M NPOrpamMHble CPeacTBa ANA AMArHOCTMKM
dU3nYecKMx MHTepdencoB 1 MHUIM CBA3MU. B NnepeyeHb TECTMPYEMbIX NAapaMeTPOB BXOAAT CAeaytolme:

OnAa anekTpuyecknx nHtepdencos:

—  [AJIMHa Kabens;
— paccTosiHMe A0 MecTa HeUCnpaBHOCTU — 06pbiBa NN 3aMbIKaHUA.

Ona ontuyeckmx nutepdencos 1G:

— nNapameTpbl NTUTAHNA — HAaNpPAXEeHNE U TOK;
— BbIXOAHaA oNTU4YeCKaAa MOLLHOCTb,
— ONTU4eCKaAa MOLWHOCTb Ha npueme.
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4.19.1 fuazcHocmuka medHo20 Kabens

KomaHOwb! pexcuma EXEC

3anpoc KomaHAHoOM cTPpoKK B pexkmume EXEC nmeeT cneayrowmin BuAa;

console>

Tabnnua 119 — KomaHAabl AMarHOCTUKU MeAHOoro Kabens

3HayeHue/3HayeHue

Aelicmeue
10 ymMmon4YaHuio

KomaHoa

BbiNosHAET BMPTyasbHOE TECTMPOBaHWE Kabens pna yKasaHHOro
MHTepoeica.

test cable-diagnostics
gigabitethernet gi_port |
fastethernet fa_port ]

fa_port: (0/1..24);
gi_port: (0/1..24)

/' Mpu nonyueHun coobuieHna 'Fail to get cable test result for port GiO/X. Status: 3'
pekomeHayeTca npoBeputb media-type nHtepdeiica u coctosHue uHtepdeiica Ha yaaneHHoOU
CTOPOHe.

4.19.2 3nekmponumaHue no nuHuam Ethernet (PoE)

Mogenn kommytatopos MES2408CP, MES2408IP DC1, MES2408P, MES2408PL n MES2428P nog-
OEPKMBAIOT 3NEKTPONUTAHUE YCTPOMCTB Mo AMHMKM Ethernet B cooTBeTcTBMM € pekomeHpaumamn IEEE
802.3af (PoE) 1 IEEE 802.3at (PoE+).

KommyTtatopbl MES2408PL xapakTepun3yoTcs MeHbWUM BI04KEeTOM MOLLHOCTM, OTHOCUTEIbHO ApY-
rUX.

KomaHObI pexcuma 2a06anab6HoU KOHpuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM B pPeXKMMe rNobanbHOM KOHPUrypaLmm:

console (confiqg) #

Tabnvua 120 — KomaHabl pexxnma rnobanbHon KoHGUrypaumm

3HayeHue/ 3HayeHue »
KomaHoa Aelicmeue
no ymon4aHuio
set poe enable BkntounTb anekTponutaHme no anHuam Ethernet
set poe disable BbIKNHOUYMTb 31€KTPONUTaHWE NO NMHUAM Ethernet

KomaHObI pexcuma KoHgpuaypayuu uHmepaelica (QuanasoHa uHmepgelicos) Ethernet

Buza 3anpoca KOMaHAHOW CTPOKM peXnma KoHoUrypaumm nHtepdeica:
console (config-if) #

Tabnnuya 121 — KomaHabl perknma KoHourypaumm nHtepdeiica Ethernet

Komanda 3HayeHue/3Ha4yeHue Neiicmeue
o ymoa4aHuro
power inline auto PaspewaeT paboTy npoTokona PoE-ycTpoicTB Ha uHTepdeiice n
BKJ/IOYAET NoAavy NeKTPONUTaHMA Ha UHTepdelic.
power inline never /auto 3anpewaeT paboTy npoTokona obHapyKeHua PoE-ycTpoiicTs Ha
uHTepderice 1 OTKIOYAET NOAAYY SNEKTPONUTAHUA.
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power inline priority { critical |

high | low }

-/low

3apaeT npuoputeT uHTepderica PoE npu ynpasneHun snektpo-
nuTaHmem.

- critical- ycTaHaBnMBaeT HaMBbICLLIWIA NPUOPUTET INEKTpONUTa-
HWA. INeKTponNuTaHWe NOPTOB C TaKUM NpuopuTeTom byaeT npe-
KpallaTbCA B MOCNEAHION ouvepedb NpU neperpyske CUCTEMbI
PoE;

- high — ycTaHaB/iMBaeT BbICOKUI NPUOPUTET 3/1IEKTPONUTAHUA;

- low — ycTaHaBAMBaeT HU3KUI NPUOPUTET INEKTPONUTAHUA.

power inline limit-mode {class

| user-definded wattage}

wattage: (200..31200)
munnmsatt/ class

no power inline limit-mode

BbI6paTh perKMM OrpaHUYeHUs MOLLHOCTY.

- class — MMMUT MakcMmanbHOM NOTPE6AAEMOI MOLLHOCTH On-
peaenaeTca KNaccom NOAKNOYAaEMOro yCTPOnCTBa

- user-definded — "(MuMnUT MmakcumanbHol noTpebasemont mouy-
HOCTW BbICTABAAETCA BPYUHYIO, € warom 200 mBT.

BblBpaTb perKMM Mo YMOAYaHUIO.

KomaHOb! pexcuma EXEC

3anpoc KoMaHgHOW CTPOKK B pexkmnme EXEC nmeeT cneayowmin Bua;

console#

Tabnnua 122 — KomaHabl pexkmma EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show power inline
[gigabitethernet gi_port]

gi_port: (0/1..8)

OTobparkaeT COCTOAHWE 3INEeKTPONUTaHUA WHTepdelicos, noapep-
YKMBAOLWMX NMUTaHMe No nHuu PoE.

show power detail

OTo6parkaeT 06Lwyto nHbopMaLmMio No cocToaHuo POE 1 cocToaHMIO
NCTOYHMKA.

show power inline
consumption

OTOb6parKaeT XxapaKTepUCTUKM NOTpebieHNss MOLHOCTM, TOKa U Ha-
npsaXKeHus.

4.19.3 lpomokon UDLD

UDLD (Unidirectional Link Detection) — 3To NpOTOKON BTOPOro YpOBHSA CO34aHHbIN ANnA aBToMaTu4e-
CKOro 06HapyKeHUs NoTepPU ABYXCTOPOHHEN KOMMYHUKALUKN Ha ONTUYECKUX IMHUAX CBA3U.

KomaHObI pexcuma KoHgpu2ypayuu uHmepgelica (OQuanasoHa uHmepgelicos) Ethernet

Bunpg 3anpoca KOMaHAHOM CTPOKU perknma KOHpUrypaumnm nHtepoeiica:

console (config-if)#

Tabnnua 123 — KomaHab! perkuma KoHourypaumm nHtepdelica Ethernet

KomaHoa

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

ethernet-oam uni-direction
detection

no ethernet-oam uni-
directional detection

-/BbIK/IIOYEHO

Bkatountb ANArHOCTUKY COCTOAHUA ONTUYECKUI NIUHUIA.

BbikntounTb ANArHOCTUKY COCTOAHUA ONTUYECKUIA IUHUIA.

detection aggressive

ethernet-oam uni-directional

no ethernet-oam uni-
directional detection
aggressive

-/BbIK/IIOYEHO

BKNOUMTD arpeccuBHbIN pexxnm, npu Kotopom TLV oTnpasnser-
cA B Nt0bOM cnyyae, Jaxke ecnm oHa He Bblna NosyyYeHa oT yaa-
JNIEHHOTO YCTPOWMCTBA.

BbIK/IIOYNTb arpeccuBHbIN pexum, npu Kotopom TLV oTnpasns-
etca B tobom cnyyae, faxke ecnn oHa He 6blaa NoayeHa oT yaa-
JNIEHHOTO YCTPOWMCTBA.

ethernet-oam uni-directional
detection discovery-time time

time: (5..300)/5

BbicTaBUTb Talimep, NO KOoTopomy 6yAeT NpoucxoAuTb onpege-
NIeHME TEKYLLEro COCTOAHUA INHKA.

Ethernet-kommymamopei cepuli MES24xx, MES14xx

93




DHELTEX

no ethernet-oam uni- YCTaHOBUTb 3HAYEHME MO YMONYAHMIO.
directional detection
discovery-time

ethernet-oam uni-directional BbIbpaTh perkum paboTbl npoTokona UDLD.
detection action {errdisable | Errdisable — nepeasaya Tpaduka 610KMpyeTcA Mpu OTCyTCTBUM
log} npuema BOAHOM U3 Hanpas/ieHWl B KaHane

/log Log — coobuyeHne o 6NOKMPOBKe NOABAAETCA B XKypHane.
noethernet-oamuni-directional YCTaHOBUTb 3HaY€HNE N0 YMOAYaHUIO

detection action

KomaHOb! pexcuma EXEC

3anpoc KomaHAHOM CTpoKK B pexume EXEC umeeT cnegytowmii Bua;

console>

Tabnunuya 124 — KomaHab! pexkmma EXEC

3HayeHue/3HayeHue .
KomaHoa Aelicmeue
o ymon4arHuro
show port ethernet-oam uni- OToGpa)KaeT COCTOAHME ONTUYECKOro NINHKa.
directional detection

4.19.4 fluaezHocMuKa onmu4YyecKo20 mpaHcuesepa

@yHKUMA OMArHOCTUKU TMO3BOJISET OLEHUTb TEKYLLee COCTOSIHME OMNTUYECKOro TpaHcuBepa U
ONTUYECKOWN NUHUU CBA3MN.

Bo3moXKeH aBTOMATMYECKMM KOHTPO/Ib COCTOAHMA JMHWUIA  CBA3W. [AAa 3TOro  KOMMyTaTop
nepuoamMYeckn onpawmBaeT MapamMeTpbl ONTUYECKUX WMHTepdelicoB M CpPaBHMBAET MX C MOPOroBbIMU
3HAYeHWAMM, 33aHHBIMM NPOU3BOAUTENAMM TpaHCMBEPOB. MNpK BbIXOAE NapaMeTpoB 3a AOMYCTUMble
npegenbl KOMMyTaTop GopMUPYET NpeaynpexaatoLme U aBapuiiHble CoobLLeHMs.

KomaHOobi pexcuma EXEC

3anpoc KoMaHAHOW CTPOKM B pexkume EXEC nmeet cneayowmin Bua;

console>

Tabnunua 125 — KomaHapbl AMarHOCTUKKU ONTUYECKOTro TpaHCcMBepa

3HayeHue/3HayeHue
no ymon4aHuwo

KomaHoa Aelicmeue

show fiber-ports OTO6paKaeT pesynbTaTbl 4MArHOCTUKM ONTUYECKOTO TPaHCUBEPA.
optical-transceiver [
{gigabitethernet gi_port |
fastethernet fa_port}]

Tabanua 126 — MNapameTpbl ANArHOCTUKM ONTUYECKOTO TpaHCUBepa

Mapamemp 3HaveHue
Temp TemnepaTypa TpaHcuBepa.
Voltage HanpsarkeHue nuTaHmA TpaHcuBepa.
Current OTKNOHEHME TOKA Ha Nepegaye.
Output Power BbIxoAHasA MOLLHOCTb Ha nepegaye (MBT).
Input Power BxogHas MOLWHOCTb Ha npueme (MBT).
LOS MNoTepa curHana.
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3Ha4yeHuA pPe3ynbTaTtoB ANAarHOCTUKN:

— N/A - HegocTynHo,
— N/S—He noaaepxusaerca.

4.20 ®PyHKuMM obecneyeHnsa 6esonacHocTn

4.20.1 ®yHKyuu obecneyeHuUa 3awUmoi NOPMoe

C uenbto nosbiweHUs 6e30NacHOCTU B KOMMYTATOpPE CYLLECTBYeT BO3MOXKHOCTb HaCTPOUTb KaKoM-
Ambo nopT Tak, 4Tobbl AOCTYN K KOMMYTATOpy 4Yepe3 3TOT MOPT NPefoCTaBAAACA TONbKO 3aZaHHbIM
ycTponcteam. DyHKUMA 3alMTbl MOPTOB OCHOBaHa Ha onpegeneHun MAC-agpecoB, KOTOPbIM
pa3pewaetca goctyn. MAC-aapeca moryT ObiTb HaCTPOEHbI BPYYHYIO UM M3ydYeHbl KommyTaTopom. Mocne
N3y4yeHMA HeobXoaMMbIX aapPecoB NOPT ciesyeT 3abN10KNPOBATb, 3aLLUTMB €r0 OT NOCTYMN/EHNA NAKETOB C
HeunsyyeHHbIMmM MAC-aapecamu. Takum obpasom, Koraa 3ab610KMPOBaHHbIN NOPT noJsiydaeT naket, u MAC-
a[pec UCTOYHMKA MaKeTa He CBA3aH C 3TUM NOPTOM, aKTUBU3MPYETCA MEXAHU3M 3aLUNUTbI, B 3aBUCMMOCTHU
OT KOTOPOro MOTyT ObITb MPUHATLI CAeayoLMe Mepbl: HECAHKLMOHNPOBAHHbIe NaKeTbl, NOCTynatoLwme Ha
320/10KMPOBAHHbLIM  MOPT, MNEpecbiialoTca, OoTbpacbiBaloTCsA, MO0 XKe NopT, MNPUHABLIMIA MNaKerT,
oTKAtoYaeTcs. PyHKumsa 6HesonacHocTn Locked Port nMo3BONSIET COXPAHWUTb CMMCOK M3yyeHHbIXx MAC-
agpecoB B danne KoHpurypauum, TakMm o06pa3om, 3TOT CAMCOK MOXKHO BOCCTAaHOBWUTb moc/e
nepesarpysKku ycTponcTBa.

/" CywectByeT orpaHuyeHme Ha Koaudectso MAC-agpecoB, KOTOpoe MOXKeT U3y4YuTb NOpT,
MUCNONb3YIOLWMI GYHKLMIO 3aLLUTDBI.

KomaHObI pexcuma KoHguaypauuu uHmepgelica (duanaszoHa uHmepgelicog) Ethernet, uH-

mepapelica 2pynnsl NopmMos

Bua 3anpoca KOMaHAHOW CTPOKM B pexunme KoHoburypaummn uHtepdeiica Ethernet, nHtepdeiica
rpynnbl NOPTOB:

console (config-if) #

Tabnunua 127 — KomaHabl pexkuma KoHoburypaumm nHtepoeica Ethernet, rpynnbl uHTepdeiicos

3HayeHue/3HayeHue

Aelicmeue
110 yMOAYAHUIO

KomaHoa

BratouaeT GyHKLMIO 3aLMThl Ha uHTepdeiice. BaokupyeT dyHK-

switchport port-security ena- .
LiMIO U3yYEeHMA HOBbIX aApecoB AN uHTepdelica. MakeTbl ¢ He-

ble

-/BbIKNIOYEHO n3yyeHHbIMU MAC-afpecamm UCTOYHUKA OTOpacbIBatOTCA.

no switchport port-security OTKAtoYaeT GYHKUMIO 3aLLMTbl HA UHTepdelice.
enable
switchport port-security mac- 3a4aeT MaKCMMaibHOEe KOIMYECTBO aZLpecoB, KOTOPOE MOXKET
limit o M3Y4UTb NOPT.

- - limit: (0..8192)/1
no switchport port-security YcTaHaBAMBaeT 3Ha4YeHne No yMOYaHUIo.
mac-limit

3agaeT pexum orpaHuyeHusa usydeHna MAC-agpecoB Ana Ha-
cTpavBaemoro nHtepdeiica.

- max-addresses — ypanaer Tekywue AMHAMUYECKU U3yYeHHble
afpeca, cBfA3aHHble ¢ MHTepdencom. PaspelueHo U3ydeHne mak-
-/lock CUMaNbHOIO KoAMYecTBa afpecoB Ha mopTy. MoBTOpHOe u3y4ye-
HUWe N CTapeHue paspeLLeHsl.

- lock — coxpaHsAeT B ¢ann Tekywme AMHAMUYECKU WU3YYEHHble
afpeca, cBfA3aHHble ¢ MHTepdencom 1 3anpellaeT obyyeHne Ho-
BbIM agpecam U CTapeHMe yrKe U3y4YeHHbIX a4 pecoB.

switchport port-security mode
{ max-addresses | lock}
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no switchport port-security
mode

YcTaHaBAnBaeT 3HaYeHUe No YMOHAHUIO.

switchport port-security viola-
tion [restrict | protect]

no switchport port-security
violation

-/protect

3apaTb PeXUm pearmpoBaHua Npu HapylweHun 6esonacHocTu.
Restrict — B paHHOM pexume Npu HapylweHun 6esonacHocTu
otnpasnsetca SNMP-Tpan Ha SYSLOG-cepsep.

Protect — B j@aHHOM pe)KMMe OMoBeLLeHUA O HapyweHun beso-
nacHoctu Het. Bkntouyaer nepexsat MAC-agpecos, KoTopble
AOMKHbI 6bITb OT6poweHbl, Ha CPU, nocne yero MAC-agpeca
NMOMeYaoTcA Kak 3a6/10KMPOBaHHbIE M OTOPACHIBAOTCA B TEYEHUU
aging-time.

YCTaHOBWUTb 3HAYeHME NO YMO/I4aHUIO.

switchport port-security
unicast mac_address vlan
vian_id

mac_address:
(aa:aa:aa:aa:aa:aa);
vlan_id: (1..4094)

Co3paét cratndveckyto MAC-3anucb ana nopra.
[aHHasa KomaHaa He oTobpakaeTca B KOHPUrypaumum. MpocmoT-
peTb ctaTnyeckyto MAC-3anuMcb MOXKHO Yepe3 KOMaHgy show
mac-address-table static unicast.

4.20.2 lpoeepKa N0OAUHHOCMU KAUeHmMa Ha ocHoee nopma (cmaHdapm 802. 1x)1

4.20.2.1 ba3osas nposepKa NoGAuUHHOCMU

AyTeHTMdMKAUMA Ha

OCHOBE CcTaHgapTa

802.1x obecneunmBaeT MNPOBEPKY MNOAJIMHHOCTU

nonb3oBaTeNen KOMMYTATOPa Yepes BHELWHMIA CepBepP Ha OCHOBE MOPTA, K KOTOPOMY MOAK/OYEH KANEHT.
Tonbko ayTeHTUPUUMPOBAHHbIE M aBTOPM3OBaHHbIE MO/b30BATE/IM CMOFYT NepenasaTb M NPUHMMATb
AaHHble. MpoBepKa NoAAMHHOCTU NO/b30BaTe/Ie NOPTOB BbiNo/HAETCA cepBepom RADIUS nocpeacrsom
npotokona EAP (Extensible Authentication Protocol).

KomaHObI pexcuma 2106anabHoU KoOHpuU2ypayuu

Buza 3anpoca KOMaHAHOM CTPOKM pexnma ri1obanbHoM KoOHbUrypauum:

console (confiqg) #

Tabnunua 128 — KomaHabl perkmnma rnobanbHoM KoOHPUrypaumm

KomaHoa

3HayeHue/3HayeHue
no ymon4yaHuo

Aelicmeue

dotlx system-auth-control

no dotlx system-auth-control

BkntoyaeT pexkum ayteHtTudurkaummn 802.1X Ha KommyTaTope.

-/BbIKAOYEHO

BbIK/IOYaET peMm ayTeHTUOMKaLMKM 802.1X Ha KOMMyTaTope.

aaa authentication dotlx
default {group | local} radius

no aaa authentication dotlx
default

-/radius

3apaeT meTon MPOBEPKM MOAJMHHOCTM, aBTOpPM3auMM U y4yeTa
(AAA), pna ncnonb3osaHus Ha HTepdeiicax IEEE 802.1X.

- radius — ucnosb3oBaTb cnmcok RADIUS-cepBepoB ANnA ayTeHTU-
duKaumm nonbsosaTens.

YcTaHaBAMBaeT 3HaYeHue no YMONYaHUIO.

KomaHObI pexcuma KoHgpu2ypayuu uHmepaelica Ethernet

Bupa 3anpoca KOMaHAHOM CTPOKM B pernme KoHdurypaumm nutepdeica Ethernet:

console (config-if) #

Y/

! He nogaepxmeaetca 8 sepcmn N0 10.1.8.5

NpoTtokon EAP (Extensible Authentication Protocol) BbinonHsaeT 3agaun gna ayreHTUdUKa-
LUU YAANEHHOTO K/IMEHTa, NPU 3TOM onpeaenas MexaHu3m ayTeHTUGUKauum.
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Tabnnua 129 — KomaHab! perkuma KoHourypaumm nHtepdelica Ethernet

KomaHoa

3HayeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

dotlx port-control {auto |
force-authorized |
force-unauthorized}

no dotlx port-control

-/force-authorized;

HacTpauBaeTt ayTeHTudukaumio 802.1X Ha wuHTepdelice.
PaspellaeT py4HON KOHTPO/Ib 32 COCTOAHMEM aBTOPM3aL MK
nopra.

- auto — ucnonb3osatb 802.1X AnA U3MEHEHMA COCTOAHUA
KMEHTA MeX Yy aBTOPM30BaHHbIM U HEABTOPU30BaHHbIM;

- force-authorized — BbiknoYaeT ayTeHTUOUKaumo 802.1X
Ha uWHTepdelice. MopT nepexoguT B aBTOPU3OBAHHOE CO-
cTosiHMe 6e3 ayTeHTUdUKaLMK;

- force-unauthorized — nepeBogMT NOPT B HEaBTOPU30BaH-
HOe cocToAHMe. UrHopMpyHOTCA BCe NOMbITKW ayTeHTUdMUKa-
UMW KAWEHTa, KOMMYTaToOp He MnpesocTaBaseT CepBuC ay-
TeHTUUKaUUKM Ans 3TOro NopTa;

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

Dotlx enable

Dot1x disale

-/

Paspewntb ayteHTUdMKaumio 802.1X Ha nHTepdelice

3anpetutb ayTeHTUOMKauuto 802.1X Ha nHTepdelice

dotlx reauthentication

no dotlx reauthentication

-/nepuoanyeckme
NOBTOPHbIE MPOBEPKMU
NOAJ/IMHHOCTU BbIK/IIOYEHbI

Bk/itoYaeT nepuoamMYecKkMe NOBTOPHbIE MPOBEPKU MOAMNH-
HOCTU (NepeayTeHTUdUKALMIO) KAMEHTA.

BbIK/IOYAET NEpUOAMYECKME MOBTOPHbIE MPOBEPKU MOA-
JMHHOCTY (NepeayTeHTUOUKALLMIO) KNINEHTA.

dotlx timeout reauth-period
period

no dotlx timeout
reauth-period

period: (1..65535)/ 3600
cek

YcTaHaBAMBaeT Nepuos mexay NoBTOPHbIMKU MPOBEpPKaMM
NOA/IMHHOCTH.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

dotlx timeout quiet-period
period

no dotlx timeout quiet-period

period: (0..65535)/60 cek

YcTaHaB/MBaeT nepuos, B TeYeHWe KOTOPOro KOMMYTaTop
OCTaeTCA B COCTOAHWM MOJYAHWA MOCNe HeyAayHoW npo-
BEPKU NOAIMHHOCTY.

B TeyeHve nepuoaa MONYAHUA KOMMYTATOP He NMPUHUMaEeT
W HE UHULMUPYET HUKAKUX ayTEHTUDMKALMOHHbIX coobLe-
HUW.

YcTaHaBAMBaeT 3HaAYeHue no YMOA4YaHUIO

dotlx timeout tx-period
period

no dotlx timeout tx-period

period: (1..65535)/30 cek

YcTaHaB/MBaeT nepuosa, B TeYeHue KOTOPOro KOMMYTaTop
O’KMAAEeT OTBET Ha 3anpoc AMbo naeHTUdUKaUMo No npo-
ToKonly EAP OT KAMeHTa, nepes NMOBTOPHOM OTMNpPaBKOW 3a-
npoca.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

dotlx max-req count

no dotlx max-req

count: (1..10)/2

YcTaHaBAMBaeT MaKCMMANbHOE YMCIO MOMbITOK nepepgayun
3anpocoB NPOTOKONa EAP-KI’IMeHTy nepej HOBbIM 3anyCKOm
npouecca npoBepKkn NOANNHHOCTU.

YcTaHaBAMBaeT 3HaYeHUe No YMOAYAHUIO.

dotlx timeout supp-timeout
period

no dotlx timeout
supp-timeout

period: (1..65535)/30
CeKyHA,

YcTaHaBAMBaeT nepuoa Mexay NOBTOPHbIMKW Mepeavyamu
3anpocoB NpoTokona EAP-knneHTy.

YcTaHaBAMBaeT 3Ha4YeHue no YMONYaHUIO.

dotlx timeout server-timeout
period

no dotlx timeout
server-timeout

period: (1..65535)/30
CeKyHA,

YctaHaBAuBaeTt nepuon, B Te4eHMe KOToporo KommyTtatop
OXMNOaeT OTBeTa OT cepBepa ayTeHTMd)MKaLI,MM.

YcTaHaBAnBaeT 3HaYeHUe No YMOIYAHUIO.

KomaHOwbi pexcuma Privileged EXEC

BunAa 3anpoca KomaHAHOM CTPOKK pexxunma Privileged EXEC:

console#
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Tabnunua 130 — KomaHabl perknma Privileged EXEC

KomaHda

3HayeHue/3HavyeHue Aelicmeue

no ymos4aHurwo

dotlx re-authenticate
[gigabitethernet gi_port |
tengigabitethernet te_port |

Bpy4yHylo ocyllecTBiAeT NOBTOPHYIO MNPOBEPKY MNOAJMHHOCTH
yKa3aHHOro nopTta B KomaHge, nMbo Bcex MopToB, NOAOEPHKU-
Batowwmx 802.1X.

gi_port: (1..8/0/1..48);

] te_port: (1..8/0/1..24)

show dot1x interface
{gigabitethernet gi_port |

tengigabitethernet te_port | }

MokasbiBaeT coctosiHMe 802.1X ana KommyTtatopa Mbo ans yka-

fa_port: (0/1..24); 3aHHOro uHTepdeiica.

gi_port: (0/1..24)

show dot1x users [username
username)

MoKasbiBaeT aKTUBHbIX ayTEHTUOULMPOBAHHBIX NONb30oBaTesei
802.1X KommyTaTopa.

username: (1..160)
CMMBOJI0B

show dot1x statistics interface

{gigabitethernet gi_port |

tengigabitethernet te_port | }

fa_port: (0/1..24); MoKasbiBaeT cTaTUCTMKY no 802.1X ana BbibpaHHOro uHTepdelica.

gi_port: (0/1..24)

Tabnunuya 131 — OnucaHue pe3ynbTaToB BbINOJIHEHUS KOMaHL,

Mapamemp

OnucaHue

Port

Homep nopra.

Admin mode

Pexxum ayteHTnduraumm 802.1X: Force-auth, Force-unauth, Auto.

Oper mode

OnepauyoHHbIA PeXMM NopTa: aBTOPM30BaHHbIN, HEaBTOPM30BaHHbLINA, /MO0 BbIKAIO-
yeHHbIi (Authorized, Unauthorized, Down).

Reauth Control

KoHTponb nepeayTteHTUdUKALUN.

Reauth Period

Mepuoa mexkay NOBTOPHLIMKW NPOBEPKAMU NOAJAUHHOCTU.

Mma nonb3oBatensa npu mcnosbzosaHnn 802.1X. Eciv nopT aBTOPU30BaH, TO 0TOOparKa-

Username eTcA MMA Tekyllero nonb3osaTtens. Ecnn nopt He aBTopu3oBaH, To oTobparkaeTca Umsa
nocnefHero ycnewHo aBTopM30BaHHOIO NONb30BaTeNA HA MOPTY.
Quiet period MNepuopa, B Te4eHWME KOTOPOro KOMMYTAaTOpP OCTaeTCA B COCTOAHUU MOAYAHUA Nocne He-
p YO,3a4YHOM NPOBEPKU NOAJIMHHOCTH.
Tx period Mepunopa, B Te4EeHME KOTOPOro KOMMYTATOP OXMAAET OTBET Ha 3anpoc AMbo naeHTUPUKa-
umto no npoTtokony EAP oT KaneHTa, nepes NOBTOPHOW OTNPaBKOM 3anpoca.
Max req MaKkcumanbHoe 4Mcno NOMbITOK nepefayn 3anpocoB npotokona EAP knueHTy nepeg

HOBbIM 3aMNyCKOM npouecca npoBepKn NOANTMNHHOCTU.

Supplicant timeout

MNepuoa mexay NOBTOPHbIMKU Nepeaayamu 3anpocos NpoTokona EAP KnneHTy.

Server timeout

Mepuoa, B TedeHMEe KOTOPOro KOMMYTaTOp OXKMAAeT OTBeTa OT cepsepa ayTeHTudMKa-
L.

Session Time

Bpems NoaK/IoueHns Nonb3oBaTens K yCTPOMCTBY.

Mac address

MAC-agpec nonb3oarens.

Authentication Method

MeTog ayTeHTUdUKALMU YCTAaHOBNEHHOM ceccum.

Termination Cause

Mpun4ynHa 3aKkpbITUA ceccmu.

State

TeKylliee 3HaYeHNe aBTOMaTa COCTOAHUI onpeaennTens NoAJAMHHOCTM U BbIXOAHOrO aB-
TOMaTa COCTOAHUN.

Authentication success

KonnuyecTBo nosy4yeHHbIX coobLLeHnli 06 ycrnewHon ayTeHTMdMKaLmMm oT cepsepa.

Authentication fails KonnyecTBo nosny4eHHbIX COOBOLLEHNI O HeyCnewHON ayTeHTUPUKALMKN OT cepBepa.
VLAN pynna VLAN Ha3HayeHHaA nonb3oBaTento.
Filter ID NaeHTudumkaTop rpynnbl GuabTpaLmu.

Tabnnua 132 — OnucaHume pe3ynbTaToB BbINOJIHEHUA KOMaHA,

Mapamemp OnucaHue
Konn4yectso KOpPEKTHbIX MakeToB ftoboro tuna npoTtokona EAPOL (Extensible Au-
EapolFramesRx .
thentication Protocol over LAN), NpMHATbIX AaHHbIM OnNpeaenuTenem noaMHHOCTU.
KonnuectBo KOppPEKTHbIX MakeToB nwboro Tuna npotokona EAPOL, nepepaHHbix
EapolFramesTx PP P » NEPEA

AaHHbIM onpeaenuTenem NoaJIMHHOCTMU.
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Konunyectso naketoB Start npotokona EAPOL, NnpuHATbIX AaHHbIM onpegenntenem
EapolStartFramesRx P » NP A PeA
NOANMHHOCTH.
Konnuectso naketos Logoff npotokona EAPOL, NpUHATbLIX AaHHbIM ONpeaennTenem
EapolLogoffFramesRx g P » NP A PeA
NOA/IMHHOCTU.
Konunyectso naketos Resp/ld npotokona EAPOL, NnpuUHATbIX AaHHbIM onpeaenuTe-
EapolRespldFramesRx p/id np » P A pea
nem NoANNHHOCTN,
Konnuectso naketos otesetoB (Kpome Resp/ld) npotokona EAPOL, npuHATbIX AaH-
EapolRespFramesRx (kp p/id) np » NP A
HbIM OnpegenuTenem NOAJAMHHOCTU.
Konunyectso naketoB Resp/ld npotokona EAPOL, nepefaHHbIX AaHHbIM onpeaenu-
EapolReqldFramesTx p/id np » NEPEA A peA
Tenem NoA/IMHHOCTW.
Konnuectso naketos 3anpocos (Kpome Resp/ld) npotokona EAPOL, nepeaaHHbIX
EapolReqFramesTx P (kp p/id) np » Nepea
OaHHbIM onpeaenuTenem NoaJAMHHOCTU.
. Konunyectso naketos npoTokosia EAPOL ¢ Hepacno3HaHHbIM TUMOM, NPUHATLIX AaH-
InvalidEapolFramesRx P i /1P A
HbIM onpegenuTenem NOAAMHHOCTU.
Konnuectso naketos npotokona EAPOL ¢ HEKOPPEKTHOU ANMHON, NPUHATLIX AaH-
EaplLengthErrorFramesRx P PP A » P A
HbIM ONpeaennTenem NoSJAMHHOCTU.
. Bepcus npotokona EAPOL, npuHATas B caMOM NOC/IEAHEM HaA AAHHbIA MOMEHT na-
LastEapolFrameVersion P P » P A A
KeTe.
MAC-agpec UCTOYHUKA, NPUHATbIN B CAMOM MNoc/eAHEM Ha AaHHbI MOMEHT NaKe-
LastEapolFrameSource Te AP » 1P A A

4.20.2.2 PacwupeHHas nposepKa nodauHHocmu.

PacwupeHHble HacTpoiku dotlx nNo3BOAAOT NPOBOAUTL NPOBEPKY MOAJMHHOCTU ANA HECKOAbKUX
KNMEHTOB, MOAKMOYEHHbIX K nopTy. CywecTByeT ABa BapuaHTa ayTeHTMOMKAUMM: nepBbll, Koraa
npoBepKa MOANMHHOCTM Ha OCHOBe nopTta TpebyeT ayTeHTUOUKALMWM TONBKO OAHOIO KAWEHTA, YTOObI
JOCTYN K cucTeme Mmenun Bce KameHTbl (pexkum Multiple hosts), BTopoit, kKorga nposepka noa/IMHHOCTH
TpebyeT ayTeHTUDUKALMKN BCEX NOAKAOUYEHHbIX K MOPTY KAMEHTOB (perkmm Multiple sessions). Ecam nopt B
perxknme Multiple hosts He npoxoauT ayTeHTUGMKaLMIO, TO BCEM NOAKAIOYEHHBIM XOCTam ByaeT 0TKasaHo
B J,OCTYNE K pecypcam CeTu.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet

Bua 3anpoca KOMaHAHOM CTPOKM B pexnume KoHPurypaumnm nHtepdelica Ethernet:
console (config-if) #

Tabnunua 133 — KomaHabl pexkruma KoHourypaumm nHtepdelica Ethernet

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymoa4aHuro

dotlx host-mode {multi-host | PaspeluaeT Hannune oAHOro/HECKOIbKMX KIMEHTOB Ha aBTOPU30-
single-host } multi-host BaHHO.M nopty 802.1X.

- multi-host — HECKONbKO KNNEHTOB;

- single-host — ogUH KNUeHT.
no dotlx single-host-violation -/protect; YcTaHaB/MBaEeT 3HaYeHWE N0 YMOMYAHUIO.

freq: (1..1000000)/1
ceK

KomaHOb! pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKK pexxunma Privileged EXEC:

console#
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Tabnunua 134 — KomaHabl perknma Privileged EXEC

Komanda 3HavyeHue/3Ha4yeHue Leiicmeue
no ymona4aHuro

show dot1x interface HacTpolikn npoTokosa 802.1x Ha uHTepdelice (KomaHaa [oCTyn-
{gigabitethernet gi_port | gi_port: (1..8/0/1..48); | Ha ToNbKO ANA NPUBUNETMPOBAHHOIO NO/L30BATENSA).
tengigabitethernet te_port | te_port: (1..8/0/1..24)
fastethernet fa_port}}
show dot1x statistics interface MokasbiBaeT cTatnucTnky 802.1X Ha nHTepdeicax.
{gigabitethernet gi_port | gi_port: (1..8/0/1..48);
tengigabitethernet te_port | te_port: (1..8/0/1..24)
fastethernet fa_port }

4.20.3 KoHmpone npomokona DHCP u onyusa 82

DHCP (Dynamic Host Configuration Protocol) — ceTeBol NpoOTOKOA, MO3BONAKOLWMNIA KAUEHTY MO
3anpocy nonyyaTb IP-agpec n apyrue Tpebyemble napameTpbl, Heobxoanmble ans paboTol B cetn TCP/IP.

Mpotokon DHCP moKeT KCnonb30BaTbCA 3/10YMbIWAEHHUKAMW A7 COBEpLIEHUA aTaK Ha
YCTPOMCTBO, KaK CO CTOPOHbI KaneHTa, 3actasnaa DHCP-cepBep BblAaTh BCe AOCTYMHble aapeca, Tak U co
CTOPOHbI cepBepa, NyTem ero nogmeHbl. [porpammHoe obecrneyeHWe KommyTaTopa MNo3BoAAeT
obecneynTb 3aWMUTY YCTPOMCTBA OT aTak C UCMosb3oBaHMeM npoTokona DHCP, gna yero npumeHserca
dYHKUMA KOHTpona npoTtokona DHCP — DHCP snooping.

YCTpoOMCTBO CcNOCOBHO oTCcnexuBatb noasneHne DHCP-cepsepoB B CeTW, paspewas wux
MCNONb30BaHME TO/IbKO HAa «A0BEPEHHbIX» UHTepdelicax, a TakKe KOHTPO/AMPOBaTb AOCTYN KAMEHTOB K
DHCP-cepBepam no Tabnnue cooTBETCTBUIA.

Onuwma 82 npoTokosia DHCP (option 82) ncnonbsyetca ans Toro, 4tobbl nporHdopmmuposats DHCP-
cepsep 0 Tom, oT Kakoro DHCP-peTpaHcnatopa (Relay Agent) m uyepes Kakoi ero nopT 6bin nosyyeH
3anpoc. MpumeHaeTcs a8 ycTaHOB/EHUA COOTBETCTBMI IP-agpecoB 1 NOPTOB KOMMYTaTOpPa, a TaKKe s
3alMTbI OT aTaK C UCNosib30BaHWEM NpoTokosa DHCP. Onuua 82 npeacrasaseT coboi AONONHUTENbHYIO
MHbOPMaUMIo (MMs yCTpoicTBa, HOMep MopTa), AobaBnsemyto KOMMYTAaTOPOM, KOTOpbli paboTaeT B
pexknme DHCP Relay areHTta, B Buae DHCP-3anpoca, NpuHATOro OT KAuMeHTa. Ha ocHoBaHMM AaHHOM
onumn, DHCP-cepsep Bbigenser IP-agpec (gwanasoH IP-agpecoB) wu apyre napameTpbl MNopTy
KommyTaTopa. Monyuns HeobxoamMmble AaHHble oT cepBepa, DHCP Relay areHT Bblgenset IP-agpec
KAWEHTY, a TaKXKe nepegaet emy gpyrne Heobxoammble NapameTpbl.

Tabnnuya 135 — dopmat nonen onumm 82
MMone lMepedasaemasn uHgpopmayus
Mms xocTa ycTpoicTea.
cTpoka Buaa eth <stacked/slotid/interfaceid>:<vlan>
MocnepHuit 6alT — HoMep NopTa, K KOTOPOMY NOAK/IOYEHO YCTPOMCTBO, OTNPABAAI-
wee dhcp-3anpoc.
Enterprise number —0089c1
MAC-agpec ycTponcTsa.

Circuit ID

Remote agent ID

' . [Ana KoppeKTHoii pa6oTtbl ¢pyHKuunM DHCP Snooping Bce ucnonbsyemble DHCP-cepBepbl

e BOMKHbI ObITb NOAKAKOYEHbl K «AO0BEPEHHbIM» MOPTaM KommyTtaTtopa. Ans aobasneHus
nopTa B CNMCOK «AOBEPEHHbIX» UCNONb3YIOTCA KOMaHAbl port-security-state trusted, set
port-role uplink B pexxume KoHourypauum uHtepdeiica. Ana obecneyeHmna 6esonacHocTn
BCE OCTa/IbHble NOPTbI KOMMYTATOPA AO/KHbI 6bITb KHEA0BEPEHHbIMUY.

KomaHObI pexcuma 2106as1bHoU KOHpuU2ypayuu

Bupa, 3anpoca KOMaHAHOM CTPOKM peXkMma rnobanbHON KOHGUrypaumm:
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console (config) #

Tabnunua 136 — KomaHab! perkuma rnobanbHOM KoHGUrypaumm

KomaHda

3HayeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

ip {dhcp| dhcpv6} snooping

no ip {dhcp| dhcpv6}
snooping

-/BbIK/IIOYEHO

PaspelsaeT KOMMmyTaTOpy KOHTPOAUpPOBaHMe NpoTokona DHCP.

3anpelaeT KOMMYTaTOPY KOHTPOAUpPOBaHWe npoTokosia DHCP.

ip {dhcp| dhcpv6} snooping
vlan vian_id

no ip {dhcp| dhcpv6}
snooping vlan vian_id

vlan_id:
(1..4094)/BbIKNtOYEHO

PaspelwaeT KoHTponMpoBaHue npotokona DHCP B npegenax yka-
3aHHoro VLAN.

3anpelaeT KOHTpoanpoBaHMe npoTtokona DHCP B npeaenax yKka-
3aHHoro VLAN.

ip dhcp snooping verify mac-
address

no ip dhcp snooping verify
mac-address

-/BKIOYEHO

Bkntouaet Bepuoukaumio MAC-agpeca knneHta n MAC-agpeca
MCTOYHMKA, NpuHATOoro B DHCP-nakeTe Ha «Hef0BepeHHbIX» nop-
Tax.

BbikntoyaeT Bepuounkaumio MAC-agpeca knmeHTa u MAC-agpeca
MCTOYHMKA, NpuHATOro B DHCP-nakeTe Ha «Heg0BepeHHbIX» Nop-
Tax.

KomaHObI pexcuma Privileged EXEC

BunAa 3anpoca KomaHAHOM CTPOKK pexxunma Privileged EXEC:

console#

Tabanua 137 — KomaHabl perkmma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuo

Aeiicmeue

show ip {dhcp | dhcpv6}
snooping

OtobparkaeT cooTBeTCcTBUA M3 dalina (6asbl) KOHTPONSA NMPOTOKO-
na DHCP.

show ip dhcp snooping global

OT06pasunTb rnobanbHyto HacTpoiky DHCP Snooping.

show {ip | ipv6} binding

MokasaTb Bce cooTBeTcTBUA M3 dalina (6a3bl) KOHTPOAA NPOTOKO-
na DHCP.

clear {ipv4 | ipv6} binding

OuncTuTb cooTBeTCcTBUA U3 daina (6a3bl) KOHTPOAA NPOTOKOAA
DHCP.

KomaHObI pexcuma KoHguaypauuu uHmepgpelica (QuanaszoHa uHmepgelicos) Ethernet, uHmep-

gelica 2pynnbl nopmos

Bua 3anpoca KOMaHAHOW CTPOKU B pexume KoHourypaumm mnHtepdenca Ethernet, nHtepodeiica

rpynnbl NOPTOB:

console (config-if) #

Tabnunua 138 — KomaHabl pexkuma KoHourypauum nHtepdelica Ethernet, rpynnsi nHTepdelicos

KomaHoa

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

ip binding limit /imit

no ip binding limit

limit (1..1024)

BkntouaeT orpaHunyeHue konnvectsa DHCP-kAneHTOB Ha nopTty

BbIkntoyaeT orpaHuyeHne konmyectsa DHCP-kaneHTOB Ha nop-

Ty

Y

Tabaunuy knnentos DHCP snooping.

4.20.4 DSLAM Controller Solution (DCS)

YcTaHOBNEHHOE orpaHuueHne no Konuudectsy DHCP-KnueHToB 6yaeT pacnpocTpaHATbCA
TO/NIbKO Ha HOBble 3anucu. PeKomeHAyeTca nepep, HAaCTPOKOW OrpaHUYEHUSs OYUCTUTL
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C nomoLbto faHHOW GYHKLMM HACTPaMBAOTCA 3HAYEHMA MAeHTUdMKaATOPOB circuit_id u remote_id
npu koHourypaumm DHCP snooping, DHCPv6 snooping n PPPoE Intermediate Agent.

KomaHObI pexcuma 2106aabHOU KOHGU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM pekmuma rnobanbHOM KOHPUrypaLmm:

console (config) #

Tabnunuya 139 — KomaHab! perkrma rnobanbHoM KoHGUrypaumum

KomaHoa

3HayeHue/3Ha4yeHue
no ymoa4aHuro

Aelicmeue

dcs information option [dhcp |
dhcpv6 | pppoe-ia] enable

dcs information option [dhcp |
dhcpv6 | pppoe-ia] disable

-/BbIK/IIOYEHO

BkatounTb AobasieHue circuit id + remote id gna scex onuunit (T.e.
dhcp | dhcpvé | pppoe-ia), MMbBo 3a4aTb KOHKPETHbIA NPOTOKOA
ONs BCTaBKM remote-id u circuit-id.

Bbikntountb gobasneHne remote-id u circuit-id.

KomaHObI pexcuma KoHgu2ypayuu uHmepaelica Ethernet

Bupa 3anpoca KOMaHAHOM CTPOKM B pernme KoHdurypaumm nutepdeica Ethernet:

console (config-if) #

Tabaunua 140 — KomaHabl perknma KoHourypaumm nHtepdeiica Ethernet

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

dcs agent-circuit-identifer
circuit_id

no dcs agent-circuit-identifer

circuit_id: (1..63)
cumBsonoB/nepenaercs
hostname, port, vlan

YcTaHOBKa maeHTMOUKATOpa MHTepderica, ¢ KOTOPOro npuiien
3anpoc

YCTaHOBKA 3HAYeHUA No YMO/THaHUIO.

dcs remote-agent-identifier
enable

dcs remote-agent-identifier
disable

-/BbIKNOYEHO

AKTMBUPOBaTb MaeHTUdUKaTop remote_id.

OTKNOUNTL MAeHTUOUKaTop remote_id ana onumm 82.

dcs remote-agent-identifier
remote_id

no dcs remote-agent-identifier

remote_id: (1..63)
cumBosIoB/NepegaeTtca
mac-agpec
KOMMYyTaTopa

YcTaHoBKa MAeHTUdMKATOpa PeTPaHC/IATOpa, Ha KOTOPbIM npu-
Lwen 3anpoc

YCTaHOBKA 3HAYeHUA No YMO/T4aHUIO.

dcs [agent-circuit-identifier |
remote-agent-identifer]
identifer

HacTpouTb nonb3oBaTenbckuit WwabnoH circuit_id u remote_id.
[na HaCTPOMKKM UCNONb3YIOTCA Creaytowme WabnoHbI:

%a: IP-appec

%h: hostname;

%p: KOPOTKOE MM#A NopTa, Hanpumep gil/0/1;

%P: pAvHHOE MM nopTa, Hanpumep, gigabitethernet 1/0/1;

%t: TN nopTta (3HadyeHue nona ifTable::ifType B wecTHaguaTe-
pUYHOM BUAE);

%m: MAC-agpec nopta B popmate H-H-H-H-H-H-H;

%M: MAC-agpec cuctembl B popmate H-H-H-H-H-H-H;

%Uu: HOMep OHUTA;

%S: HOMep CNoTa;

%i: ifiIndex nopTa;

%c: MAC-aapec abOHEHTCKOro yCTPOMCTBa;

%v: ngentnoukatop VLAN.

Tabnuua 141 — dopmat nosei onumm 82 cornacHo pekomeHgaumsam TR-101

lMone

Mepedaeaemas uHghopmayus

Circuit ID

MmsaA xocTa ycTpoicTBa.
cTpoKa Buaa eth <stacked/slotid/interfaceid>: <vlan>

MocnegHnn 6alT — HOMep NopTa, K KOTOPOMY NMOAKAHOYEHO YCTPOMCTBO, OTNpPaBAAtO-
wee 3anpoc DHCP.
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Enterprise number —0089c1

Remote agent ID MAC-agpec ycTporicTea.

KomaHOwbl pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKK pexxkunma Privileged EXEC:
console#

Tabnnua 142 — KomaHgabl perkmma Privileged EXEC

3HayeHue/3HavyeHue .
KomaHoa / Aelicmeue
1o yMoA4YaHuro

show dcs-port-config
[interface fastethernet fa_port
| gigabitethernet gi_port]

OTOb6parkaeT TeKyLLyo KoHOUrypaumio naeHTnduKaTopos Remote

fa_port: (0/1..24); ID  Circuit ID onuum 82.

gi_port: (0/1..24)

show dcs-global-config OTobparkaeT AedONTHYIO KOHPUrypaLmo NapaMeTpoB NaeHTUDU-
katopa Circuit ID onuun 82.

Mpumep HacTpoikn DHCP Snooping Bo VLAN10 c HacTpolikoit DCS-onymi.

console (config)# !
console (config) # interface gigabitethernet 0/10
console (config-if)# port-security-state trusted
console (config-if)# set port-role uplink
console (config-if)# no shutdown
console (config-if)# !
console (config)# ip dhcp snooping
console (config) # !
console (config)# vlan 10
console (config-vlan)# ip dhcp snooping
console (config-vlan)# !
console (config) # interface gigabitethernet 0/12

console (config-if)# switchport general allowed vlan add 10 untagged
console (config-if)# switchport general pvid 10

console (config-if)# !

console (config) # !

console (config) # interface gigabitethernet 0/13

console (config-if)# dcs remote-agent-identifier enable

console (config-if)# dcs agent-circuit-identifier "%v %p %h"

console (config-if)# dcs remote-agent-identifier "3M"

console (config-if)# !

4.20.5 3awuma IP-adpeca knueuma (IP-source Guard)

®yHKUMA 3awmTbl IP-agpeca (IPSource Guard) npegHasHayeHa pgaa ¢uabTpaumm TpaduKa,
NPUHATOrO C WHTepdelica, Ha OCHoBaHMM Tabauubl cooTseTctBuMiA DHCP snooping u cTaTtuuyeckux
cooTBeTcTBUi IP Source Guard. Takum obpasom, IP Source Guard nossonser 6opoTbca ¢ nogmeHoi |IP-
afpecoB B NakeTax.

A MocKonbKy ¢yHKUMA KOHTpona 3awmTtbl IP-agpeca ucnonb3yer Tabauubl COOTBETCTBUMA

DHCP snooping, umeeT cMbiC/1 UCNONb30BaTb AaHHYIO0 PYHKLUIO, NpeaBapuUTeNbHO HACcTPO-
uB u Bkatouns DHCP snooping.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet

Bug, 3anpoca KOMaHAHOW CTPOKU:
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console (config-if) #

Tabaunua 143 — KomaHabl perknma KoHourypaumm nHtepdeica Ethernet

KomaHda

3HayeHue/3HayeHUenoymMon4aHuro

Aelicmeue

{ip | ipv6} verify source
port-security

no {ip | ipv6} verify source
port-security

BkntovaeT PpyHKLUMIO 3awwmThl IP-uHTEpdEica ana nop-
Ta. MNocne BkAtoYeHMA Ha MHTepdece Bce 3anucu B
Tabauue IP Binding yctaHasnmBatoTca B TCAM B Kaye-
CTBe pa3peLlatoLero npasuna.

KomaHaga yganset 3anucu n3s TCAM un oTkao4vaeT oT-
6pacbiBaHMe IP-nakeToB Ha NopTy.

4.20.6 KoHmponb npomokona ARP (ARP Inspection)

®PyHKuMAa KoHTpons npotokona ARP (ARP Inspection) npegHasHayeHa gas 3awmTbl OT aTak C
ucnonb3oBaHMem npoTtokosna ARP (Hanpumep, ARP-spoofing — nepexsat ARP-TpadumKa). KoHTponb
npotokona ARP ocyliecTBnaeTca Ha OCHOBe cTaTUYeckux cooTseTcTBui IP- n MAC-agpecos, 3aiaHHbIX ANA

rpynnbl VLAN.

’ ‘ MopT, ckoHOUrypUpoBaHHbINA «HegoBepeHHbIM» ana GyHKuum ARP Inspection, Ao/XKeH TaK-
e e 6bITb «HepoBepeHHbIM» Ana GpyHKumun DHCP snooping unmn coorsetctBue MAC-agpeca 1
IP-appeca gna 3TOro nopTta AOMKHO 6biTb CKOHPUIrYPUPOBAHO cTaTUYeCcKU. MHaue AaHHbIN

nopTt He 6yAeT oTBeuaTb Ha 3anpocbl ARP.

v

DOns HeHageXXHbIX NOPTOB BbIMOHAIOTCA NPOBEPKU cooTBeTcTBUM IP- 1 MAC-aapecos.

KomaHObI pexcuma 2106asabHoU KOHpuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM peknma rnobanbHOM KOHPUrypaLmm:

console (config) #

Tabnunua 144 — KomaHabl pexknma rnobanbHol KoHGUrypaumm

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

ip arp inspection enable

ip arp inspection disable

-/BbIK/IIOYEHO

BKAOUUTBL KOHTPO/Ib NpoToKona ARP (dyHKumMio ARP Inspection)

BbIKNOUNTL KOHTPOAL NpoToKona ARP (dpyHKumto ARP Inspection)

ip arp inspection vlan vian_id

no ip arp inspection vlan
vlan_id

vlan_id: (1..4094)/
BbIK/IOYEHO

PaspelaeT npoBepKy npotokona ARP, ocHoBaHHyto Ha 6ase cooT-
BetcTBuii DHCP snooping, B BbibpaHHoM rpynne VLAN.

3anpewaeT npoBepky npotokona ARP, ocHOBaHHyto Ha 6ase cooT-
BeTcTBuii DHCP snooping, B BbibpaHHoM rpynne VLAN.

ip arp inspection validate
{dstmac | dstmac-ipaddr |
ipaddr |srcmac | srcmac-
dstmac | srcmac-dstmac-
ipaddr | srcmac-ipaddr}

no ip arp inspection validate

MpepocTtaBnfeT cneunduyHbie NPOBEPKN A1A KOHTPOAA NPOTOKONA
ARP.

MAC-agpec nctodHuka: Ana ARP-3anpocos 1 0TBETOB NpoBepAeTca
cooTBetctBMe MAC-agpeca B 3arosioBke Ethernet MAC-agpecy
MCTOYHMKA B cOAEpPKMMOM npoTokona ARP.

MAC-agpec HasHavyeHua: [lna ARP-oTBeTOB npoBepsAeTcA COOTBET-
ctene MAC-agpeca B 3aronoske Ethernet MAC-agpecy HasHadeHusA
B COAepKUMOM npotokona ARP.

IP-agpec: Mposepsaetca cogepkumoe ARP-nakeTa Ha Hannume He-
KOppeKTHbIX IP-agpecos.

3anpelaet crneumMouyHble NPOBEPKU [ANA KOHTPOAA NPOTOKONA
ARP.

KomaHOowbl pexcuma EXEC

Bua 3anpoca KomaHAHOM cTPOKKM pexnma EXEC:
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console#

Tabnumua 145 — KomaHap! pexkuma EXEC

KomaHoa 3HavyeHue/3Ha4yeHue Aelicmeue
110 yMOAYAHUIO

show ip arp inspection globals OTObparKaeT cUCTEMHYIO KOHbUrypaumio GyHKUMKU KOoHTpons ARP
npoTokona.

show ip arp inspection vlan OTobparkaeT cnmcok VLAN, Ha KoTopbix akTueeH ARP Inspection.

vlan_id: (1..4094)

[vian_id]
show ip arp inspection MoKa3bIBaeT CTaTUCTUKY A/1A CNeAyoLWMX TUMNOB NaKeToB, KOTOPble
statistics [ vlan vian_id] 6b111 06paboTaHbl Npy Nomowm GyHKUMKM ARP:

vlan_id: (1..4094) - nepeaaHHble nakeTsl (forwarded);
- noTepAHHbIe NakeTbl (dropped);
- owmnbKm B IP/MAC (IP/MAC Failures).

clear ip arp inspection OunwaeT CTaTUCTUKY KOHTPOAIA NpoTokona ARP Inspection.

statistics [ vlan vian_id] vian_id: (1..4094)

4.20.7 Hacmpoiika ¢pyHkyuu MAC Address Notification

®dyHkuma MAC Address Notification nossonser oTcnexuBaTb NOSABAEHUE U UCYE3HOBEHME
aKTMBHOro 060pyZAoOBaHMA Ha CETU MNyTeM COXpPaHeHMA wuctopum usydeHns MAC-agpecos. [pwu
OOHApYKEHUN U3MEHEHUI B coCTaBe M3ydYeHHbIXx MAC-aapecoB KOMMYTATOP COXPaHAET MHGOPMaUMIO B
Tabnmue M u3Bewaetr 06 3TOM C nomolwbio coobuweHnn npotokona SNMP. OyHKuMa wmeet
HacTpaMBaemble MapameTpbl — rAybMHa UCTOPUM O COBBLITUAX U MUHUMANBHBLIA MHTEpPBaa OTMNPaBKU
coobueHnin. Cepeuc MAC Address Notification oTKAOYEH MO YMOYaHUIO U MOXKET ObITb HaCTPOEH
BbIOOPOYHO A/ OTAE/IbHbIX MOPTOB KOMMYTATOPA.

KomaHObI pexcuma 2a06anb6Hol KoOHpuU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM B peXKMUMe r106anbHON KOHPUrypaunm:

console (config) #

Tabnunua 146 — KomaHabl perkunma rnobanbHoM KoOHGUrypauum
3HayeHue/ 3HayeHue
no ymMoa4YaHuto
mac-address-table notification KomaHza npegHasHayeHa Ana rn1ob6anbHOro ynpaBneHus
change dyHKumen MAC notification. KomaHaa paspelwaet peructpa-
LMo cobbiTuii gobasneHuna n yaaneHns MAC-agpecos us 1ab-

/ML, KOMMYTaTOpa M OTNPaBKY YBEAOMAEHUA O COBbITUSAX.
[nsa paboTbl GpyHKUMM HEOBXOAMMO OOMONHUTE/IbHO paspe-
LWaTb reHepaunio yBeaoMAEHUI Ha UHTepdeiicax (CMm. HUXKe).

KomaHoa Aelicmeue

-/BbIK/OYEHa

no mac-address-table BobikntovaeT dpyHKumMio MAC notification rnobanbHo 1 oTmeHseT
notification change COOTBETCTBYHOLLME HACTPOMKM Ha BCeX MHTepdencax.

mac-address-table notification MaKcuManbHbI NPOMEXKYTOK BPEMEHW MeXKAY OTnpaBKamu
change interval value SNMP-yBegomneHnin. EcnM 3HayeHue MWHTepBana BPEMEHMU
pasHo 0, TO reHepauma yBefOM/IEHUI U coxpaHeHue cobbiTui
B MCTOPUIO ByAeT OCyLwecTBAATLCA HEMeA/IEHHO NO Mepe BO3-
HUKHOBEHMA COOBbITUI 06 WM3MEHEHUM COCTOAHUA Tabauubl

value: MAC-agpecos. Ecnu 3HaueHWe nHTepBana BpemeHu 6onblue 0,
(0..4294967295)/1 TO YCTPOWCTBO byaeT HakanaueaTtb cobbITUA 06 U3MeHeHWUU
cocToaHUA Tabaunusl MAC-afpecoB B TEUEHME STOTO BPEMEHU,
a 3aTem OTNpPaBAATb yBeAOM/IeHUA npoTokona SNMP u coxpa-
HATb cOBbITUA B UCTOPUM.

no mac-address-table BoccTaHaB/IMBaAET 3HaUYEeHMeE MO YMONYAHMIO.
notification change interval

Ethernet-kommymamopei cepuli MES24xx, MES14xx 105




DHELTEX

mac-address-table notification
change history value

no mac-address-table
notification change history

KomaHaa 3agaeT MaKCMManbHOe KoaMyecTso cobbiTuil 06
M3MeHeHUn cocToaHuAa Tabanupl MAC-agpecoB, KOoTopoe co-
XpaHAaeTca B UCTopun. Ecnmn yctaHoBNEH pa3mep UCTOpUK pas-
HbI 0, TO cobbITUA He coxpaHatoTca. Mpu nepenonHeHun by-
depa nctopun HoBoe cobbITUE MOMELLAETCA HA MECTO CamMoro
cTaporo.

value: (0..500)/1

BoccTaHaBnmBaeT 3Ha4YeHMe No YMOYAHMUIO.

logging events mac-address-
table change

BK/IlOUMTL OTNPaBKy Tpanos B syslog o cobbiTMAx M3yyeHus

+/BeiKNI0NEHO nnn yaganedna MAC-agpecos.

KomaHObI pexcuma KoHgu2ypayuu uHmepgetica Ethernet

Bua 3anpoca KOMaHAHOM CTPOKM:

console (config-if) #

Tabnunua 147 — KomaHabl perknma KoHourypaumm nHtepdeica Ethernet

3HayeHue/3HayeHue no

KomaHoa Aelicmeue
YMOAYAHUIO
snmp trap mac-address- BKntoueHWe reHepauumn yBegOMIEHUM HA KaXKAOM UHTep-
notification change [learnt | deiice 0 cobbITUAX M3MeHeHUs cocTosaHuA MAC-agpecos.
removed] OTAEeNbHO MOXHO paspellnTb reHepaunio yBeaoMIeHUN
-/BbIK/IOYEHa TonbKo 06 msyveHnn MAC-agpecoB, nM60 ToNbKO 06 KX

no snmp trap mac-notification
change [learnt | removed]

yaaneHuu.

OTK/IlOMEeHME reHepauun yeegoMIeHUM Ha nHTepdelice.

snmp-server enable traps
errdisable { storm-

control | loopback-detection|
udld}

no snmp-server enable traps
errdisable { storm-

control | loopback-

detection | udld}

BKkntoyeHWe reHepauuu yBesoOMAEHUM Npu HGJAOKMpOBKE
nopTa no cobbITuam:

- loopback-detection — 06HapyKeHue netens;

- udld — akTnBauus 3awmTsl UDLD;

-/BKOYEHA - storm-control — wWunpokoBeLLaTeNbHbIM LWTOPM

OTKAlOYEHWE reHepaLun yBeLOMIEHNUA Ha HTepdeiice.

KomaHObi pexcuma privileged EXEC

Buz 3anpoca KomaHAHOM CTPOKM B pexxume privileged EXEC:

console#

Tabnunua 148 — KomaHapl pexxkunma privileged EXEC

KomaHda

3HayeHue/3HayeHue no

elicmeue
YMOAYAHUIO A

show mac-address-table
notification change history

OTobparkeHne Bcex yBeAOM/IEHWA 06 W3MeHeHUU co-
ctoaHna MAC-agpecoB, COXpPaHEHHbIX B UCTOPUU.

show snmp-server traps

MocmoTpeTb CobbITUA, MPU KOTOPbLIX reHepupyoTca Tpa-
mbl.

4.21 ®yHKuum DHCP Relay nocpegHuka

KommyTatopbl noaaep:xueatot pyHKkumMm DHCP Relay areHTa. 3agadeit DHCP Relay areHTa siBnsietca
nepegaya DHCP-nakeToB OT K/AMEHTA K cepBepy 1 obpaTHo B cny4dae, ecan DHCP-cepBep HaxoauTcs B o4-
HOW CeTu, a KANEeHT B Apyron. pyroi ¢pyHKumuel apnsetca gobasneHme AonNoNHUTENbHbIX onuunii B8 DHCP-
3anpocbl KAneHTa (Hanpumep, onumm 82).
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MpuHumn pabotel DHCP Relay areHTa Ha KOMMyTaTope: KOMMYTaTOp NPUHMMAET OT KaneHta DHCP-
3anpocol, NepesaeT 3TM 3anpocChl cepBepy OT UMEHM K/IMEHTa (0CTaBAsA B 3anpoce onuuu ¢ Tpebyembimm
KMEHTOM MapameTpamMm W, B 3aBUCUMOCTM OT KOHOUrypaumm, nobasnsaa ceoun onumu). Monyyms oTeeT oT
cepBepa, KommyTaTop nepegaet ero KameHTty. CoBmecTtHas pabota dhcp relay n dhcp snooping B Tekyuen
BEPCUUN HEBO3MOMKHa.

KomaHObI pexxcuma 2a0b6anbHol KOHguU2ypayuu

Bupg, 3anpoca KOMaHAHOM CTPOKM peXnma rnobanbHoOM KOHPUIypaLmm:

console (config) #

Tabnunua 149 — KomaHab! perkuma rnobanbHoM KoHpUrypaumm

3Ha4yeHue/3HayeHue

KomaHoa Aelicmeue
no ymMmoa4YaHuro
service dhcp-relay BkntoueHune ¢oyHKumin DHCP Relay areHTa Ha KommyTaTope.
- -/BbIKNOYEHO —
no service dhcp-relay BbikntoueHue pyHkumii DHCP Relay areHTa Ha KommyTaTtope.
ip dhcp server ip_add 3apaeT IP-agpec gocrynHoro DHCP-cepsepa ana DHCP Relay areH-
MoeT 6bITb 3a4aHO Ta.
no ip dhcp server ip_add A0 NATU cepsepoB Ypansaet IP-agpec u3 cnucka DHCP-cepsepos pgna DHCP Relay

areHTa.

KomaHOobl pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexuma EXEC:

console#

Tabnunua 150 — KomaHabl pexkuma EXEC

3HaveHue/3HayeHue .
KomaHda / Aelicmeue
no ymon4aHuio

show ip dhcp relay information
{FastEthernet fa_port |
Gigabitethernet gi_port | vlan
| vian}

OtobparkaeT KoHoUrypaumo HactpoeHHol ¢yHKumMn DHCP Relay
areHTa Ana KOMMyTaTopa U OTAe/NbHO ANA UHTepdeicoB, a TaKKe
CMUCOK AOCTYMHbIX CEPBEPOB.

fa_port: (0/1..24);
gi_port: (0/1..24);
vlan: (1..4094)

show dhcp server - OTobparkaeT CNUCOK JOCTYMHbIX CEPBEPOB.

4.22 KoHdurypauua PPPoE Intermediate Agent

®yHKuua PPPOE IA peanv3oBaHa B COOTBETCTBMMU C TpeboBaHMAMK AoKymeHTa DSL Forum TR-101 u
npezHasHayeHa 419 UCMOob30BaHMA Ha KOMMYTATopax, paboTatoLWwmx Ha YypoBHE A0CTynNa.

PyHKUMA No3BONAET AONOAHATb NakeTbl PPPOE Discovery nHbopmaumen, xapakTepusyowen nH-
Tepdeiic pgoctyna. 3T0 HEOOXOAUMO AN UAEHTUPUKALMM MOb30BaATENIbCKOIO UHTepdelica Ha cepsepe
poctyna (BRAS, Broadband Remote Access Server). YnpasneHue nepexsaTom u 06paboTKoi nakeTos
PPPoE Active Discovery ocyuiectsnaetca rnobanbHO ANA BCEro yCTPOMCTBA U BbIBOPOYHO ANA KaxKAOoro
nHTepoelica.

Peanusaums ¢yHKummn PPPOE |IA npenocTaBnsaeT AOMNONAHUTENbHbIE BO3MOMHOCTU KOHTPOASA CO06-
LLLEHMI NPOTOKONA NYTEM Ha3HAYEeHMA AOBEPEHHbIX MHTEPdENCOB.

KomaHObI pexcuma 2a06asab6HolU KOHpuU2ypayuu

BunAa 3anpoca KOMaHAHOM CTPOKM pexxnma rnobanbHoM KoOHOUrypaumm:

console (config) #
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Tabnunuya 151 — KomaHab! perkmma rnobanbHoM KOHGUrypaumum

KomaHda

3HayeHue/3HayeHue
1o yMoA4YaHuro

Aelicmeue

pppoe-ia snooping

no pppoe-ia snooping

-/BbIK/IIOYEHO

[no6anbHO BKAKOUYUTL KOHTPOb GYHKUMKM PPPOEIA.

BbIKNOUMTb KOHTPOJIb GYHKUMKM PPPOEIA.

pppoe-ia snooping session
timeout range

pppoe-ia snooping session
timeout 0

range: (0..600)/300

3apaTb TaimayT gna paboTtbl GyHKUMKM PPPOE IA.

OTKNOYUTL TaimayT ana paboTbl pyHKLUMK PPPOE IA

pppoe passthrough

-/OTKAIOYEHO

BkntoueHune komaHabl 3actasnaeT PPPoE-nakeTbl npoxoantb Yepes
KOMMYTaTOp Kak HeusBecTHbI L2-TpaduK, u genaer ux "Hesuau-
mbimun" ana IP ACL.

no pppoe passthrough

BKAtoyaeT napcuHr MHKancynnpoBaHHbIXx B PPPoE-naketax L3-
3aron0BKoB, npasuna IP ACL HaumMHatoT paboTaTb 414 UHKaNCyau-
POBAHHbIX MAKETOB.

A

Ona KoppeKtHoU paboTtbl PpyHKuunM PPPOE Intermediate Agent Bce ucnonbayemble PPPoOE-
cepBepa [0/3KHbI 6bITb NOAKNOYEHDb] K «A0BEPEHHbIM» NOPTaM KommyTaTtopa. Ans pobas-

JIeHUA nopTa B CNUCOK «A0BepPeHHbIX» MCNONb3YIOTCA KOMaHAbl port-security-state trusted,
set port-role uplink B pexxume KoHpurypauum nntepdeiica. Ana obecneueHna 6esonacHocTn
BCe OCTa/IbHble NOPTbl KOMMYTaTOPa A,0/KHbI 6bITb «HEA0BEPEHHbIMUY

4.23 KoHdurypauma ACL (cnucku KoHTpona pgocrtyna)

ACL (Access Control List — cnucok KoHTpona aoctyna) — Tabauua, KoTopas onpeaenset npasuaa
dUAbTPaUMM BXOAALLErOo U Ucxoaalero Tpadmka Ha OCHOBaHMW MNepesaBaeMblX B MaKeTax NPOTOKOJIOB,
TCP/UDP noprtos, IP-agpecos nan MAC-agpecos.

Ha paHHbIn momeHT peanusauma ACL TakoBa: Kawabli ACL copepuT Tonbko 1 npasuno.
Heckonbko ACL MOXHO NpuBA3aTh K ogHOMY MHTepdelicy. Mopaaok oTpaboTKM NpaBua onpeaenserca no
npuopuTeTy Npasuna , ykasaHHomy B ACL, npu paBeHCcTBe NpUopuTeToB - No Homepy ACL.

ACL aBTOMaTMYECKMN CHUMAETCA C MHTepdelica NpU U3SMEHEHMM B HEM MpPaBUAa.

MakcmumanbHoe uncno ACL — 100 IP/IPv6 n 100 MAC.

KomaHapl ona co3gaHua M pefakTMpoBaHusa cnuckoB ACL AoOCTynHbl B pexume rnobanbHol

KOHbUrypaumm.

KomaHObI pexcuma 2106anabHol KoOHpuU2ypayuu

KomaHaHasA cTpoka B pexkume rnobanbHoli KoHOUIypauumn nmeeT Bua;

console

(config) #

Tabnnuya 152 — KomaHab! gns co3ganusa u koHdurypaumm cnmckos ACL

KomaHda

3HayeHue/3Ha4yeHue
110 YyMOAYAHUIO

Aeilicmeue

ip access-list standart
access_list_num

access_list_num:

no ip access-list standart
access_list_num

(1..1000)

Co3paHue ctaHaapTHOro cnucka ACL.

Ynanutb cTaHaapTHbIV cnncok ACL.

ip access-list extended
access_list

access_list_num:
(1001..65535)

Co3pgaHue HoBoro pacwmpeHHoro cnucka ACL ana agpecaumu IPv4
N BXO4, B PEXUM ero KoHPpurypaLumm (ecnm cnmcok ¢ AaHHbIM ume-
HEM elle He co34aH), MO0 BXOA, B PeXMM KOHOUTypauun paHee
CO34aHHOrO CMMCKa.
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no ip access-list extended
access_list

ipv6 access-list extended
access_list_num

no ipv6 access-list extended
access_list

YpaneHue pacwmpeHHoro cnucka ACL ana agpecauun IPv4.

Co3paHune HoBOro pacwupeHHoro cnucka ACL ana agpecaumu IPve
N BXOZ, B PEXMM ero KoHdurypaumm (ecam cnmcok ¢ aHHbIM nme-
HEM ele He co3haH), MMbBo BXOA, B pPeXKMM KOoHOUTypauum paHee
CO343aHHOrO0 CMuMCKa.

YpaneHue pacwupeHHoro cnucka ACL ana agpecauum IPv6.

mac access-list extended
access_list_num

no mac access-list extended
mac_access_list_num

mac_ access_list_num:
(1..65535)

Co3paHune HoBoro crnvcka ACL Ha 6ase MAC-agpecaunn v Bxog B
PEXUM ero KOHPUrypaumm (ecam cnUcok ¢ AaHHbBIM UMEHEM elue
He co3aaH), Mbo BXo4 B peXMm KOHPUrypaLmm paHee co3gaHHo-
ro Crucka.

Yaanenue cnucka ACL Ha 6a3e MAC-agpecaumu.

user-defined offset offset_id {
12 | ethtype | 13 | 14 } value

no user-defined offset
offset_id

offset_id: (1..4);
value: (0..255)

HacTpolika cmelleHunsa B baniTax OTHOCUMTENbHO BblbpaHHOW CcTap-
TOBOI NO3MUMK. 3HAYEHME U MacKa, Ucnosiblyemble ana GunbTpa-
LumMun, 3agatoTcA Yepes napametpol ACL-npasua.

- 12 — Havyano nakeTta (Destination MAC address).

- ethtype — Ethertype (camblii BHYTPeHHUI, Npy Haanunm VLAN-
Teros)

- 13 — L3-3aronoBok

- 14 — L4-3aronosok

YpaaneHne cmeleHna OTHOCUTENIbHO BblGpaHHOW CTapTOBOW Mo-
3uunn.

Ona Toro 4rtobbl aKTMBM3MpoBaTb cnncok ACL, Heobxoaumo CcBf3aTb €ro c WHTepdencom.
NHTepdelicom, MCNONb3YIOWNM CMIUCOK, MOMKET bbITb 60 MHTepdelic Ethernet, Ainbo rpynna noptos. Ha
AaHHbIA MOMEHT NoAAepXKUBaETCA TO/bKO BXOAALLLee HanpasaeHue Ha nHtepdeliicax (in).

KomaHObI pexcuma KoHgu2ypauuu uHmepgpetica Ethernet, VLAN

KomaHgHaa CTpoKa B pexunme KoHdurypauumn nHtepderica Ethernet, VLAN, rpynnbl noptoB umeet

BUA;

console (config-if) #

Tabnnuya 153 — KomaHaa HasHauveHus cnucka ACL-nHTepodeicy.

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

ip access-group
access_list_num in

no ip access-group
access_list_num in

access_list_num:
(1..65535)

B HacTpoWkax onpeaenéHHoro GpuM3n4Yeckoro nHTepderica KomaH-
[a NPUBA3bLIBAET YKa3aHHbIN CMIUCOK K lAHHOMY UHTepdelicy.

YpaneHue cnucka ¢ uHTepodeiica.

mac access-group
access_list_num in

Nno mac access-group
access_list_num in

access_list_num:
(1..65535)

B HacTpoWkax onpeaenéHHoro Gusnyeckoro nHTepdenca KomaH-
[ NPUBA3bIBAET YKa3aHHbIA Mac-CMMCOK K 4aHHOMY nHTepdeiicy.

YaaneHue cnvcKka ¢ nHtepdelica.

KomaHObl pexcuma Privileged EXEC

KomaHgHan cTpoka B pexume Privileged EXEC nmeert Bua;:

console#

Tabnunuya 154 — KomaHabl gns npocmoTpa cnmckos ACL

KomaHoa

3HayeHue/3Ha4yeHue
no ymoa4YaHuro

Aelicmeue

show access-lists
[access_list_num]

access_list_num: (1-
65535) cumBona

MoKasbiBaeT cnmcku ACL, co3gaHHble Ha KOMMmyTaTope.
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4.23.1 KoHguzeypayus ACL Ha 6a3e IPv4

B gaHHOM pasgene npuBeaeHbl 3HAYEHMA U OMMCAHMA OCHOBHbIX NAPAMETPOB, MCNOb3yeMbIX B
COCTaBe KOMaHZA, HacTpolikn cnnckoB ACL, ocHOBaHHbIX Ha agpecaumn IPv4. Co3gaHue 1 BXO4 B PEKUM
penaktTuposaHuAa cnuckoB ACL, oCHoBaHHbIX Ha agpecaumn IPv4, ocylwecTBaseTcA MO KOMaHAe: ip

access-list {extended | standart} access-list num.

Tabnunua 155 — OcHOBHble NapaMeTpbl, UCNOJIb3yeMble B KOMaHAaxX

Mapamemp 3HavyeHue Aelicmeue

permit [OeiicTBre ‘paspewnts’ Co3paet paspelatouiee npasuno ¢uabtpaumm B cnncke ACL.

deny [OewncTteue ‘3anpetuTs’ Co3pgaet 3anpewatowee npasmno puabtTpaumm B cnucke ACL.

protocol Mone npeaHasHaAyYeHO ANA yKasaHWA NPOTOKona (Mam Bcex npo-
TOKO/I0B), HAa OCHOBE KOTOporo byaeT ocywecTensetca GuabTpa-
ums. Mpu BbIGOPE NPOTOKO/IA BO3MOXKHbI CieAytolmMe BapuaHTbl:

MpoTokon icmp, ip, tcp,udp, ipv6, ipv6:icmp, ospf, pim,Anbo uncnosoe

3HayeHue NPOTOKOa, B AnanasoHe (0 — 255).
[Ona cootseTcTBUA NOO6OMY NPOTOKOAY MCMONb3yeTCA 3HayeHue
IP.

source Aapec UCTOYHMKA Onpepensert IP-agpec NCTOYHMKA NaKeTa.

source_mask

Macka agpeca NCTOYHUKA

Macka, npumeHaemasa K IP-agpecy WCTOYHMKA naketa. Macka
onpegenset butbl IP-agpeca, KOTopble HEOOXOAMMO WUIHOPUPO-
BaTb. B 3HauUeHuWAa urHopupyembix 6UTOB AOMKHbI ObITb 3aNMUcaHbI
eAnHuLbl. Hanpumep, ncnonb3ya MacKy, MOXHO onpeaennTb ana
npasuna ¢éunbtpaumm IP-cetb. YT06bI [06aBUTH B NpaBuao
dunbTpaymm IP-cetb 195.165.0.0, HeobxoaMMO 3a4aTb 3HaYEHUE
Macku /16, To ecTb COrnacHo AaHHOM macke nocnegHue 16 6ut
IP-agpeca 6yayT rHopmMpoBaTbcs.

destination

Ap,pec Ha3Ha4yeHuA

Onpepensaet IP-agpec HasHavyeHMA NakeTa.

destination_mask

Macka agpeca HazHayeHuA

butoBaA macka, npumeHsemasa K IP-agpecy HasHayeHWA nakeTa.
Macka onpegaenser 6uTbl IP-agpeca, KoTopbie HEOBXOAMMO WUT-
HOpMpoBaTb. B 3HaueHWA UrHopupyembix BUTOB AO0MKHbI ObITb
3anucaHbl eguHMubl. Macka MCnonb3yeTca aHaNorMyHO Macke
source_mask.

vlan NpeHTndumkaTop Vlan Onpepenset Vlan, gnsa KoToporo 6yaeT NpMMeEHATLCA NPaBUIO.
dscp None DSCP & saronoske L3 Onpe,u,enﬂevT 3HayeHune DSCP-nons diffserv. Bo3amoskHble Kogpbl
coobuieHnin nona dscp: (0 — 63).
Mpuoputert IP Onpegenset npuoputeTt IP-Tpaduka: (0-7).
icmp_type Tun coobueHuin npotokona ICMP, ncnonbsyemolit ans dunbrpa-
- umn ICMP-naketoB. Yucnosoe 3HayeHMe TUNa coobuUleHUA, B
AunanasoHe (0 — 255).
icmp_code Kog, coobeHnnit npotokona ICMP, ucnonbsyembiii ana unbrpa-

Kopg, coobuieHuns npoTtokona
ICMP

umm  ICMP-nakeToB. BoO3MOMKHble KoAbl COOb6UIEHUI nonA
icmp_code: (0 — 255).

destination_port

UDP/TCP-nopT Ha3HayeHuA

source_port

UDP/TCP-nopT MCTOYHMKA

Bo3moskHble 3HaueHuns nona TCP/UDP-nopra: eq, gt, host,It,range

priority MHAeKc 3a4aeT NonoXKeHne Npasuna B CNUCKe M ero NpuMopuITeT.
MpuopuTeT 3anucu Yem meHblle UHAEKC — Tem MpuopuTeTHee nNpasuno. [ManasoH

A0MNYCTUMbIX 3Ha4yeHu (1..255).
parametr OnuuoHanbHbIA NapameTp Npu KOHOUIYPMpPOBaHMM CNUCKA AOC-
OnunoHanbHbIM Napametp | Tyna: cvlan-id, cvlan-priority, dscp , priority, single-tag, tos, user-

definded, traffic-class
/’ B ctaHgapTHbIX ip ACL BO3MOXKHa PpuabTpaumusa ToabKo nNo npeduKkcam, B pacumpeHHbix ACL
— No AONO/IHUTE/IbHbIM NapameTpam.

' Nocne Toro, Kak nw6bon ACL 6yaeT npuBaAsaH K uHTepdency, ana atoro uHtepdeica npm-
V meHuTtca npasuno implicit deny any any.
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Tabnunuya 156 — KomaHAabl, cnosibayemble aaa HacTpoiku ACL-cnnckoB Ha ocHoBe IP-aapecauunn

KomaHoa

Aeiicmeue

permit protocol {any | source host } {any | destination }
[parametr]

[obaBnaeT paspeluatowyto 3anucb GuAbTPaUUM Aaa NPOToKoAa.
MakeTbl, OTBeYaloWMe ycioBMAM 3anucK, byayT obpabaTbiBaTbeA
KOMMYTaToOpOM.

permit ip {any | source host } {any | destination }
[parametr]

[ob6aBnseT paspeluatoLlyto 3anmcb GuabTpaLmmn ans npotokona IP.
MaKeTbl, OTBevaloWwMe ycaoBMAM 3anucu, byayT obpabaTbiBaTbeA
KOMMYTaToOpOM.

permit icmp {any | source host } {any | destination }
[parametr]

[obasnseT paspelwatrowyto 3anuce GUALTPaLMU ANA NPOTOKOANA
ICMP. MNakeTbl, OTBEYalOLLME YCAOBMAM 3anmcu, byayt obpabaTbl-
BaTbCA KOMMYTATOPOM.

permit tcp {any | source host } {any | destination }
[parametr]

[obasnseT paspelwatrowyto 3anuce GUAbTPaLMUM ANA NPOTOKOANA
TCP. MNakeTbl, OTBeYalOWMe ycnoBUAM 3anucu, byayT obpabatbl-
BaTbCA KOMMYTATOPOM.

permit udp {any | source host } {any | destination }
[parametr]

[obasnseT paspelwatrowyto 3anuce GUAbTPaLMUM ANA NPOTOKOANA
UDP. MakeTbl, oTBEYatlomMe yCAoBUAM 3anucu, byayt obpabatbi-
BaTbCA KOMMYTaTOPOM.

deny protocol {any | source host } {any | destination }
[parametr]

[ob6aBnser 3anpelaolyto 3anncb GuAbTpauumM Ana NPOTOKoAa.
MakeTbl, oTBevalowWwMe ycnoBMAM 3anucu, ByayT 6a0KMpoBaTbeA
KOMMYTaToOpOM.

deny ip {any | source host } {any | destination }
[parametr]

[ob6asnseT 3anpeLyatoLLyto 3anuce GuabTpaLmmn ans npotokona IP.
MakeTbl, oTBevalowme ycnoBMAM 3anucu, ByayT 6710KMpoBaTLCA
KOMMYTaToOpOM.

deny icmp {any | source host } {any | destination }
[parametr]

[obasnseT 3anpelwatollyto 3anuce GUAbTPaLMUM ANA NPOTOKO/A
ICMP. MaKeTbl, OTBeYawLwMe ycioBMAM 3anuck, byayt 6aokupo-
BaTbCA KOMMYTaTOPOM.

deny tcp {any | source host } {any | destination }
[parametr]

[obasnsaeT 3anpelwatolyto 3anuce GUAbTPaLMU A4 NPOTOKOAA
TCP. MaKeTbl, 0TBEYatoLWme ycnoBmam 3anucu, byayT 610KkMpoBaThb-
CA KOMMYTaTOPOM.

deny udp {any | source host } {any | destination }
[parametr]

[obasnseT 3anpewatollyto 3anucb GUAbTPaLMM ANA NPOTOKOAA
UDP. MMakeTbl, OTBevalolme ycnoBMAM 3anucu, byayT 6a0Kupo-
BaTbCA KOMMYTaTOPOM.
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4.23.2 KoHnopueypayusa ACL Ha 6a3e IPv6

B paHHOM pasgene npuBeAeHbl 3HAYEHUA U OMUCAHUA OCHOBHbIX MAPaMETPOB, UCMOJIb3yEMbIX B
coCTaBe KoMaHZ HacTpolkn cnmnckos ACL, ocHOBaHHbIX Ha agpecaunn IPv6.

CosgaHue M BXO4 B pexum pefaktnpoBaHma cnmuckoB ACL, OCHOBaHHbIX Ha aapecaumn IPv6,
OCYLLECTBNIAGTCA MO KOMaHAe: ipvé access-listextendedapvé access-list. Hanpumep, ana
co3gaHusa cnucka ACL nog HasBaHMem MES IPv6 Heob6xo0AMMO BbINOHUTL C/ieaytolmne KOMaHgbl:

console#

console# configure terminal
console (config) #ipv6é access-list extendedipvé6 access list num
console (config-ipv6-acl) #

Tabnnua 157 — OCHOBHblE MapaMeTpbl, UCMOJIb3yeMble B KOMaH4axX

MNapamemp 3HayeHue Aelicmeue
permit [Oevicteue ‘paspewnTs’ Co3paet paspewatouiee npasuno ¢puabtpaumm B cnncke ACL.
deny [OewncTteue ‘3anpeTuts’ Co3pgaet 3anpewatowee npasmno puabtTpaumm B cnncke ACL.
protocol Mone npefHasHayeHoO ANA yKasaHMA NPOTOKoAa (MM BCex mpo-
NooToKoN TOKO/I0B), Ha OCHOBE KOTOporo byaeT ocywecTnsetca GunbTpa-
P ums. Mpu BbIGOPE NPOTOKO/1A BO3MOXKHbI Ceaylowme BapuaHTbl:
icmp, tcp,udp, ipv6.
source Appec UCTOYHMKA Onpepgenset IP-agpec UCTOYHUKA NaKeTa.
destination Appec HasHavyeHnA Onpegensaet IP-aapec Ha3HayeHMA nakeTa.
vlan NpeHTndumkaTop Vlan Onpepenset Vlan, gnsa KoToporo 6yaeT NpMMeEHATLCA NPaBUIO.
dsc Onpegenser 3HayeHue DSCP-nonsa diffserv. Bo3amoxkHble Kogpl
P MNMone DSCP B 3aronoske L3 PeA < A
coobuieHnit nona dscp: (0 — 63).
icmp_type Tun coobueHnin npotokona ICMP, ncnonbayemoiit ana punbTpa-
- umm ICMP-nakeTtoB. YncnoBoesHayeHMeTMnacooblleHuns, Baua-
nasoHe (0 — 255).
icmp_code Kog, coobennit npotokona ICMP, ncnonbsyemoiit ans dunbrpa-

Koga coobuuieHnsa npoTokona
ICMP

umMm  ICMP-naketoB. Bo3moskHble Kogbl Cco0bLeHUIt nona
icmp_code: (0 — 255).

destination_port

UDP/TCP-nopT Ha3HayeHus

source_port

UDP/TCP-nopT UCTOYHMKA

Bo3moskHble 3HaueHuns nosia TCP/UDP-nopra: eq, gt, host,It,range

priority MHAEeKC 3a4aeT NOI0XKEeHNE NpaBuIa B CIUCKE U ero NnpuopuTerT.
MpuopuTeT 3anuncu YeM MeHblle MHAEKC — TeM MpUOpUTETHEE npasuao. AuanasoH
A0NYyCTUMbIX 3Ha4YeHm(1..255).
arametr . OnNuMOHa/bHbIN NapameTp NpY KOHGUIYpPUpoBaHMKU CNMCKA JOC-
N OnuMoHabHbIN Napamerp 4 P pnpy ¥ Gurypup A
Tyna: eq, gt, It, range, dscp, traffic-class
4 MNocne Toro, Kak nwb6oir ACL 6yaeT npuBAsaH K MHTepdency, ANa 3Toro uHTepdeinca npm-
v meHuTcAa npasuno implicit deny any any.

Tabnunua 158 — KomaHabl, ucnonb3ayemble ana HacTpoiku ACL-cnnuckoB Ha ocHoBe IP-aapecauum

KomaHda

Aeilicmeue

permit protocol{any|source

host}{any| destination}[parametr]

[obasnaer paspelsaoLlyto 3anucb GUALTPALUM AAA MPOTOKOAA.
MakeTbl, OTBeYaloWMe ycnoBuAM 3anucu, 6yayt obpabaTtbiBaTbes
KOMMYTaTOpOM.

permit ipv6{any|source host}{any|destination}[parametr]

[obaenser paspewatouyto 3anuce GUALTPALMU A8 NPOTOKONA
IPv6. MaKkeTbl, oTBevatlowme ycnosuam sanucu, byayt obpabatbi-
BaTbCA KOMMYTaTOPOM.

permit icmp{any|source host}{any|destination}[parametr]

[obaenser paspewatolyto 3anuce GUALTPALMM A8 NPOTOKONA
ICMP. MaKeTbl, OTBeYaloLWMe yCNoBMAM 3anucu, byayT obpabaTbl-
BaTbCA KOMMYTaTOPOM.
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permit tcp{any|source host{any| destination}[parametr]

[obaenser paspewatouyto 3anuce GUALTPALMU A8 NPOTOKONA
TCP. MakeTbl, oTBeYatowme ycnoBuMAm 3anucu, byayt obpabaTbl-
BaTbCA KOMMYTaTOPOM.

permit udp{any|source host}{any| destination}[parametr]

[obaenser paspewatolyto 3anuce GpuUabTpaLMU Aas NPOTOKO/A
UDP. MakeTbl, oTBeYalowme ycnosuam sanucu, byayt obpabaTtbl-
BaTbCA KOMMYTaTOPOM.

deny protocol{any|source

host}{any| destination}[parametr]

[obaenser 3anpelatotyto 3anmuce GUALTPALUM A1 NPOTOKOAA.
MakeTbl, OTBEYaloWMe ycnoBuAM 3anucu, byayt 610KMpoBaTbeA
KOMMYTaTOpOM.

deny ipv6{any|source host{any|destination}[parametr]

[obaenser 3anpewatowyto 3anuce GUAbTPALMM ANA NPOTOKOANA
IPv6. MaKkeTbl, oTBEYalowWMe yCAOBMAM 3anucu, byayT 610KMpo-
BaTbCA KOMMYTaTOPOM.

deny icpm{any|source host}{any|destination}[parametr]

[obaenser 3anpewatowyto 3anuce GUAbTPALMM OA8 NPOTOKOANA
ICMP. MaKeTbl, oTBeYalowWwme ycnoBuam 3anucu, byayt 610Kupo-
BaTbCA KOMMYTaTOPOM.

deny tcp{any|source host{any|destination}[parametr]

JobasnaeT 3anpelwatowyo 3anuce GUAbBTPALUN A/ NPOTOKONA
TCP. MaKeTbl, OTBEYAOLWME YCAOBUAM 3anmcK, byayT 610KMpoBaThb-
€A KOMMYTaTOpPOM.

deny udp{any|source host}{any|destination}[parametr]

[JobasnaeT 3anpelwatowyo 3anuce GUAbBTPALUN A/ NPOTOKONA
UDP. MakeTbl, OTBeYawLlMe ycl0BUAM 3anucu, byayt 61oKupo-
BaTbCA KOMMYTaTOPOM.

4.23.3 KoHngpuzypayus ACL Ha 6a3ze MAC

B gaHHOM pasgene npuBedeHbl 3HAYEHUA U ONUCAHUA OCHOBHbIX NMAPAMETPOB, MCMOb3yEMbIX B
COCTaBe KOMaHZA HacTponkm cnmnckos ACL, ocHoBaHHbIX Ha MAC-agpecauuu.

Co3paHue M BXO4, B pexum peaaktmpoBaHuma cnmckoB ACL, ocHoBaHHbix Ha MAC-agpecayum,
OCylLLecTBNALTCA NO KOMaHAe: mac access-list extended access-list num

Tabanua 159 — OcHOBHbIE NapamMeTpbl, UCMOIb3yeMble B KOMaHAaX

MNapamemp 3HauyeHue Aelicmeue
permit [JelicTBue paspelunTb Co3paeT paspeluatoliee npasuao GunbTpaumm 8 cnucke ACL.
deny [eWcTteure 3anpeTnTb Co3pgaeT 3anpeLatolee npasmao puabtpaumm B cnucke ACL.
source Aapec oTnpasutens Onpegenser MAC-agpec UCTOYHMKA NaKeTa.

source_mask

butoBasa macka,
npumeHaemasn kK MAC-
aflpecy UCTOYHMKa nakeTta

Macka onpegensetr 6utbl MAC-agpeca, KoTopble HeobxoamMmo
UTHOPMPOBATb. B 3HaUeHUA UTHOPUPYEMbIX BUTOB LONKHbI ObITb
3anucaHbl eguHULbl. Hanpumep, MCNoib3ya MacKy, MOXHO On-
peaennTb Ana npasuna ¢uabTpaumm avanasoHa MAC-agpecos.
Y1066 A06aBUTL B Npasuao ¢unbtpaummn sce MAC-aapeca, Ha-
YnHaowmeca Ha 00:00:02:AA.xx.xx, HeobxoAMMO 3afaTb 3Haye-
Hue macku FF:FF:FF:FF:00:00, To ecTb, COrnacHO AaHHOM Macke,
nocnegHue 16 6ut MAC-agpeca byayT He BaXKHbl 414 aHaNU3a

destination

A,a,pec Ha3Ha4YeHuA

Onpegenser MAC-agpec HazHavyeHuA NakeTa.

destination_ mask

buTtoBasa macka,
npumeHsaeman Kk MAC-
agpecy Ha3Ha4YeHUA nakeTa

Macka onpepenser 6utbl MAC-agpeca, KoTopble HeobxoAWmo
MrHOPUPOBaTb. B 3HaUeHMA UTHOPUpPYEeMbIX BUTOB A0KHBI BbiTb
3anucaHbl egMHULbl. Macka MCNoAb3yeTca aHaNorMMYyHO Macke
source_ mask.

vilan_id

vlan_id: (0..4095)

MNoacetb VLAN ¢punbTpyembix NakeTos.

cvlan-priority

cvlan_priority: (0..7)

Knacc ob6cny:kuBaHma GuAbTPYEMbIX NAaKeToB.

ethertype

eth_type: (0..0xFFFF)

Ethernet TMn GpuAbTPyembIX NaKeTOB B LeCTHaALATEPUYHOW 3a-
nmcu.

encaptype value

Value: (1..65535)

Tun ethertype pna dpunbTpyembix NaKeToOB.

etype_list

etype_list: (1..65535)

Cnucok cTaHaapTHbix ethertype

priority

NHAaekc npasuna

MHaeKc npaBuna B Tabanue, 4em MeHblUe MHAEKC — TeM NPUOPU-
TeTHee npasuno 1-255
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Tabnunuya 160 — KomaHabl, Ucnosibayemble ana HacTpoiiku ACL-cnnckoB Ha ocHoBe MAC-agpecaumm

KomaHoa

Aeiicmeue

permit {any | host source source_ mask } {any | host
destination destination_ mask} [encaptype value | etype_list
1 [priority priority]

[obaBnseT paspewatowyo 3anucb oGuabTpauun. [aKkeTsl,
oTBeyaloLLMe ycioBMAM 3anucu, byayT o6pabaTbiBaTbCA KOM-
MYTaTopoM.

deny {any | host source source_ mask } {any | host
destination destination_ mask} [encaptype value | etype_list
1 [priority priority]

[ob6asnseT 3anpewatowyo 3anucb ¢uabTpauun. [akeTsl,
oTBeYaloLMe yCoBMAM 3anucu, ByayT 6710KMpoBaTbCA KOM-
MYyTaTopoMm.

Mpumep HacTpoikn dpunbTpaumm padi/pado yepes User-defined offset:

console (config) # user-defined offset 1 ethtype 0

(
console (config)# !
(

console (config)# mac access-list extended 1

console (config-ext-macl)# permit 00
user-defined offsetl 0x8863 Oxffff
console (config-ext-macl) # !

console (config)# interface gi 0/1

:00:00:00:00:01 ff:ff:ff:£ff:££:00 any

console (config-if) # mac access-groupl in

Mpumep dunbTpaumm no src/dst IP, src/dst port

console (config) #
console (configqg)
console (config) # !
console (config)# ip
(

, tos uepes User-defined offset:

# user-defined offset 1 ethtype O

access-1list extended 1010

console (config-ext-nacl) # permit udp 1.1.0.0 255.255.0.0 gt 5000 2.2.2.0

255.255.255.0 1t 7000 traffic-class
defined offsetl 0x8864 Oxffff
console (config-ext-nacl) # !

console (config)# interface gi 0/1

0xe0 sub-action modify-vlan 2 user-

console (config-if) #ip access-group 1010 in

4.24 KoHdwurypauyumsa 3awmtbl ot D

OS-aTak

[aHHbl 610K KOMaHA, No3BoAAET 6NOKMPOBATL HEKOTOPbIE PAaCNPOCTPaHEHHbIe Kaacchl DoS-aTak.

KomaHObl pexcuma 2n106ana6HOU KOHpuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM pexnma rnobanbHom KOHGUrypaumm:

console (config) #

Tabnnuya 161 — KomaHgb! pexuma rnobanbHon KoHduUrypaumm

3HayeHue/3HayeHue
Mo yMmon4YaHuro

KomaHda

Aeiicmeue

firewall -/BKNOYEHO

dyH

MepeirTn B pexxnm KOHOUIYpUpOBaHUA MOAYNS, OTBEYAIOLLErO 33

KLMOHaN 3almTbl oT DoS-aTaK.

Bua 3anpoca KOMaHAHOM CTPOKM:

console (config-firewall) #

Tabnunua 162 — KomaHabl pexkuma rnobanbHol KoHduUrypaumm

3HayeHue/3Ha4yeHue
Mo ymon4aHuio

KomaHda

Aeiicmeue

enable Bkn

-/enable

todeHne noanepKku 3awmtol ot DOS-aTak.
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disable

BbikntoueHne nogaepxku 3awmtbl ot DOS-aTak.

ip inspect tcp enable

no inspect tcp

-/BKAOYEHO

BkatoyeHne obHapykeHus synfin-nakeTtos

BblKk/toueHne obHapyKeHua synfin-nakeTos

ip inspect tcp syn wait sec

sec: (1..65535)/1

BbicTaBUTb Taimep 610KMpPoBKYM synfin-nakeTos

KomaHOb! pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnnua 163 — KomaHabl pexkmma EXEC

KomaHda

3HayeHue/3Ha4yeHue
1o ymon4aHuio

Aeiicmeue

sh run firewall

OTobparkaeT HacTpoitky mogyns firewall

sh firewall stats

OTob6paykaeT CTaTUCTMKY MO nakeTam, obpaboTaHHbIMM
moaynem firewall

sh firewall logs

OTtobparkaet norn moayna firewall

4.25 KauectBo o6cnykusaHma — QoS

Mo ymonyaHuio Ha BCex MOPTax KOMMyTaTopa MCNO/b3yeTcA OpraHM3auua oyepeam MakeTosB No
meToay FIFO: nepsbiii npuwen — nepsbiit ywén (First In — First Out). Bo BpemMa MHTEHCMBHOW Nepeaayn
TpadMKa Npu MCNOAb30BaHUM AAHHOTO METOAA MOFYT BO3HMKHYTb NPO6aeMbl, MOCKObKY YCTPONCTBOM
WUrHOPMPYIOTCA BCe MaKeTbl, He Bowegwue B b6ydpep ouvepean FIFO, M COOTBETCTBEHHO TepAOTCA
6e3B803BpaTHO. PelwaeT AaHHYO nNpobsiemy meToz, OpPraHM3ylLWMA odepesm No NpuopuTeTy Tpadwmka.
MexaHnam QoS (Quality of service — KayecTBo 06CNY)KMBaHMA), PEANM30BAHHbBIA B KOMMYyTATOPaX,
No3BO/IAET OPraHM30BaTb BOCEMb OYepeaeN NPUOPUTETA MAKETOB B 3aBMCMMOCTU OT TUNA NepesaBaemMblxX

AaHHbIX.

4.25.1 Hacmpoiika QoS

KomaHObI pexcuma 2a0baabHol KOHuU2ypayuu

BuAa 3anpoca KoMaHAHOWM CTPOKM pexxmnma rnobanbHom KoHOUrypaLumm:

console (config) #

Tabnnua 164 — KomaHAabl pexxuma rnobanbHon KoHbUrypaumm

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4yaHuro

Aelicmeue

class-map class_map_num

no class-map class_map_num

class_map_num:
(1..65535)

1. Co3paeT cnNUCOK KpuTepunes Knaccudukaumm Tpadumka.
2. BxoauT B pexum pefakTMpoBaHWUA CMUCKA KPUTEPUEB KnacCu-
duKaumm Tpadumka.

YanseT cnUcoK Kputepues KnaccuduKamm Tpadpuka.

policy-map policy_map_num

no policy-map
policy_map_num

policy_map_num:
(1..65535)

1. Cosgaert cTparterunto Knaccudukaumm Tpaduka.
2. BXxoauT B peMM pefakTMPOBaHMA CTPaTerMm KnaccuduKaumm
TpaduKa.

Ypanaet npaBuao Knaccudpukaumm Tpaduka.
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scheduler sched_num
interface {fastethernet
fa_port | gigabitethernet
gi_port | port-channel group}
sched-algo {strict-priority |
strict-wrr | wrr}

no scheduler sched_num
interface {fastethernet
fa_port | gigabitethernet
gi_port | port-channel group}

fa_port: (0/1..24);
gi_port: (0/1..24);
group: (1..8);
sched_num: (1..65535)

OnpeaenvTb anropuTm paboTbl NAAHMPOBLLMKA Ha UHTepdelice.

- strict-priority — cTporas ouepesb, UMeeT HauBbICLUWI NpUOpUTET
- strict-wrr — o4epeb N0 MeXaHU3MY WIT, UMEIOLLAA NPUopUTET
BbllLe oyepean wrr

- Wrr — odepeab, 06pabaTbiBaloWwanca No MexaHusmy wrr

- fa/gi_port — ucxoaawmii nutepdeiic.

YpansaeT HacTPOWMKM NAaHMPOBLUMKA.

queue queue_num interface
{fastethernet fa_port |
gigabitethernet gi_port |
port-channel group} weight
weight

fa_port: (0/1..24);
gi_port: (0/1..24);
group: (1..8);
queue_num: (1..8);
weight: (1..127)

3apaTb HOMEP M BeC ovepeam Ana ucxoasallero nHTepdeica.

queue-map regn-priority
{ipDscp dscp_map | vlanPri
cos_map} queue-id queue_id

queue-map regn-priority
{ipDscp dscp_map | vlanPri
cos_map}

dscp_map: (0..63);
cas_map: (0..7);
queue_id: (1..8)

Onpegenntb TpaduK c meTkoi CoS/DSCP B ouepeab

OTMeHUTb onpeaeneHune Tpaduka B ouepesb

qos interface {fastethernet
fa_port | gigabitethernet
gi_port | port-channel group}
def-user-priority priority

fa_port: (0/1..24);
gi_port: (0/1..24);
Priority: (0..7)/0

YKaszaTb oyepeab Ans uHTepodelica, Npu ycnoBun OTCYyTCTBUA Me-
ToK CoS/DSCP y BXOAALWMX NaKeToB

class-map class_num

no class-map class_num

class_num: (1..65535)

Co3gaTb 1 NepeinTu B pexkum KoHdurypmposaHusa class-map

Ypanutb Knacc

policy-map policy_num

no policy-map class_num

policy_num: (1..65535)

Co3aaTb U NepenT B pexxnum KoHdUrypuposaHma policy-map

Y4anuTb NOAUTURY

logging service cpu rate-limit
[queue]

no logging service cpu rate-
limit [queue]

-/BbIK/IIOYEHO

BK/11OYMTL OTNPaBKY TPanoB O MpeBbleHnn nopora cpu-rate-limit
B syslog

YCTaHOBUT 3Ha4yeHue no ymMon4yaHuUto

snmp-server enable traps cpu
rate-limit [queue]

no snmp-server enable traps
cpu rate-limit [queue]

-/BblK/IlOYEHA

BkAloueHWe reHepauuu yBeOMIEHUI NPpU NpeBbllUeHUU 3Have-
HUA cpu-rate-limit

OTK/lOYEHME reHepaumm yBe4OMAEHNUA HA YCTPOMICTBE.

KomaHObI pexcuma KoHgu2ypayuu VLAN

Buza 3anpoca KoMaHAHOWM CTPOKM B pexxume KoHpurypaumm VLAN:

console (config-vlan) #

Tabnunua 165 — KomaHabl pexknma KoHourypaumm VLAN

KomaHda

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

OnucaHue

qos cos egresscos_default

cos_default: (0..7)/0

NO (Os COos egress

YcTtaHaBnuBaeT 3HaveHune CoS ana nopta (CoS, npumeHsembli
ONA BCEro HeTermpoBaHHOro Tpaduka, NpoxoaALero Yepes UH-
Tepdeiic).

YCTaHOBUT 3Ha4yeHue no YMONYaHUIO

KomaHObI pexcuma KoHgu2ypayuu uHmepaelica Ethernet

Bua 3anpoca KOMaHAHOM CTPOKM:

console (config-if) #
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Tabnnuya 166 — KomaHabl perkuma KoHourypaumm nHtepdelica Ethernet

KomaHda

3HayeHue/3HayeHue o

YMOAYAHUIO

Aelicmeue

qos trust {cos | dscp | cos-dscp
| none}

no qos trust

-/none

YcTaHaBMBaET peXUM A0BEPUA KOMMYyTaTopa B 6a3oBom
pexunme QoS (CoS nnn DSCP).

- COS — YCTaHaB/AMBAET KNacCUDUKALMIO BXOAALLMX NAKETOB
no 3HavyeHmam CoS. [nA HeTerMpoBaHHbIX MAKeTOB WC-
nosnb3syetca 3HayeHne CoS No ymonyaHumio.

- dscp— ycTaHaBNMBAET KaaccMOUKALMIO BXOAALLMX MaKe-
TOB No 3HavyeHuam DSCP.

- cos-dscp — ycTaHaBAMBaEeT KaaccuduKaLMioo BXOAALLMX
nakeToB no 3HavyeHnam DSCP pna IP-nakeToB M No 3Haye-
Huam CoS gna He IP-nakeTos..

YcTaHaBAMBAET 3HA4YeHUA No YMOY4aHUIO.

KomaHObI pexcuma pedaxkmupo8aHUSA CIUCKA Kpumepues KadccuguKkayuu mpaguka

Bug, 3anpoca KOMaHAHOVI CTPOKU pexXnma penakTtnpoBaHMA CNUCKa KpuUtepumes Kl'laCCVId)MKaLI,MM

TpadukKa:

console# configure terminal
console (config)# class-map class-map-name
console (config-cls-map) #

Tabnnua 167 — KomaHAabl pexxnma pesakTMpoBaHUA CMCKa KpUTEpPUEB KnaccuouKaumm Tpadpuka

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

match access-group {ip-access-
list | mac-access-list } ac/_num

acl_num: (0..65535)

[ob6asnaeT Kputepuit kKnaccudmrkaunm Tpaduka. Onpegenser
npasuaa ¢punbTpaumm Tpadmka no cnncky ACL ana Knaccuopuka-
Lmn.

set class class_num

no set class class_num

class_num: (1..65535)

AKTMBMPOBaTb Knacc

OTKAOUNTL paboTy Knacca

set class class_num regen-
priority priority group-name
name

priority: (0..7);
name: (1..31) cumBonos

3afaTb BHYTPEHHUI NPUOPUTET AN YKa3aHHOIO Kaacca

KomaHObI pexcuma pedarmuposaHus cmpameauu Kadccugukayuu mpagduka

Bug, 3anpoca KOMaHAHOM CTPOKM peXnma peaakTMpoBaHUA cTpaTernmn kKnaccudurkaumm tpadmka:

console# configure
console (config)# policy-map policy-map-name
console (config-ply-map) #

Tabnnua 168 — KomaHabl perkuma pefakTMpoBaHuaA cTpaTernm KnaccuduKkaumm TpadmKa

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

set policy class class_num
default-priority-type {vlanPri
new_cos_map | ipDscp
new_dscp_map}

class_num : (0..65535);
new_cos_map: (0..7);
new_dscp_map: (0..63)

YcTaHaBAMBaeT HOBOe 3HAYeHUe METKU ANA nakera.

set policy class class_num
interace {fastethernet fa_port
| gigabitethernet gi_port |
port-channel group} default-
priority-type {vlanPri
new_cos_map | ipDscp
new_dscp_map}

class_num: (0..65535);
new_cos_map: (0..7);
new_dscp_map: (0..63)

YcTaHaB/MBaeT HOBOE 3HaYeHNe MeTKMU A1 NakeTa Ha VIHTep(I)eVI-
ce.
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set meter {meter} violate-
action drop

Ecaun CKOPOCTb NOTOKa MnpeBbllaeT YKa3aHHYK B COOTBETCBYIO-
wem meter, To NnakeTbl, KOTOpble MPEBbLICUAN OrpaHUYeHne, oT-

6pacbiBatoTcs.

KomaHObI pexcuma 2106aabHOU KOHU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM pexkuma rnobasbHOM KOHGUrypaumm:
console (confiqg) #

Tabanuya 169 — KomaHgbl pexkuma rnobanbHon KoHdUrypaLmm

3HayeHue/3HayeHue
no ymon4aHuro

KomaHoa Aelicmeue

meter meter Co3patb M3mepuTeNb OrpaHUYEeHUA CKOPOCTU ANA UCXOAALLEero

Tpaduka.
meter: (1..255)

no meter meter Ypoanutb nameputenb OrpaHUYeHMA CKOPOCTU ONA MUCXOAALLero

Tpaduka.

KomaHObI pexuma KoHgu2ypayuu usmepumens 02paHUYEHUS CKOpocmu 0718 8x00auie20 mpa-

UKa:

Buza 3anpoca KOMaHAHOM CTPOKM B pexnume KOHPUrypauuu:

console (config-meter) #

Tabnunua 170 — KomaHabl perknma KoHourypaumm nHtepderica Ethernet, rpynnel uHTepdelicos

3HayeHue/3HayeHue
no ymon4aHuwo

KomaHoa Aelicmeue

meter-type avgRate cir
{cir_value} {kbps | pps}

YcTaHaBAMBAET OrpaHMYeHUe CKOPOCTM ANA UCXOAALLEro
Tpaduka.

KomaHOwb! pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK perknuma EXEC:
console#

Tabnnuya 171 — KomaHab! perkmma EXEC

3Ha4yeHue/3Ha4yeHue
KomaHoa /

no ymon4aHuro

Aelicmeue

show qos global info

OTobparkaeT rnobanbHble HAaCTPOMKM (oS

show qos def-user-priority

MoKa3bIBaeT B KaKyto ouepesb onpeaeneHsl MHTepdeiicsl

[fastethernet fa_port |
gigabitethernet gi_port | port-
channel group]

show queue-map - OT1obparkaeT mannuHr CoS n DSCP no ymonyaHuto

show qos trust - MpoCMOTp TEKyLLLEe HAaCTPOMKKM AoBepUa meTKam cosu dscp.

MprMmep NPUMEHEHUA CePBUCHOMN NOANTUKMN:

Ona tpaduka, umetowero DSCP 8, meHsaeTtca VLAN Ha 100, p-bit meHseTca Ha 7, dscp meHaeTca Ha
63, CKOpOCTb NOTOKA orpaHnumnBaetca ao 512 kbps.

console (config)# ip access-list extended 1008
console (config-ext-nacl)# permit ip any any traffic-class 8
modify-vlan 100

sub-action
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console (config-ext-nacl)# !

console (config)# interface gi 0/6

console (config-if)# no shutdown

console (config-if)# gos trust cos

console (config-if)# switchport mode trunk
console (config-if)# 1ip access-group 1008 in
console (config-if)# !

console
console
console
console
console
console
console
console
console

config)# interface gi 0/7

config-if)# no shutdown

config-if)# switchport mode trunk

config-if)# gos map regen-priority-type vlanPri enable
config-if)# !

config)# class-map 1008

config-cls-map)# match access-group ip-access-list 1008
config-cls-map)# set class 1008 regen-priority 7 group-name QOS
config-cls-map) # !

. o~ o~

console (config)# meter 10

console (config-meter)# meter-type avgRate cir 512 kbps

console (config-meter)# !

console (config) # policy-map 1008

console (config-ply-map) # set policy class 1008 default-priority-type
ipDscp 63

console (config-ply-map) # !

KomaHObI pexcuma KoHgu2ypauuu uHmepgelica (QuanaszoHa uHmepgelicos) Ethernet, uHmep-

¢elica epynnbl nopmos

Bua 3anpoca KOMaHAHOW CTPOKM B pexunme KoHoburypaumm uHtepdeiica Ethernet, nHtepdeiica
rpynnbl NOPTOB:

console (config-if) #

Tabnunua 172 — KomaHabl pexkuma KoHourypauum nHtepdelica Ethernet, rpynnsl nHTepdelicos

3HavyeHue/3HavyeHue .
KomaHoa / Aeiicmeue
no ymoa4YaHuro
rate-limit input rate YcTaHaBAMBaeT OrpaHuMyeHMe CKOPOCTU ANA BXOAALLero
rate: (16..4194288) TpadmKa
kbps .
no rate-limit input YCTaHOBUTb 3HAYeHMEe N0 YMOIHaHUIO
rate-limit output rate YcTaHaBAMBaeT OrpaHUYeHue CKOPOCTM ANA UCXOAALLero
TpaduKa.
rate: (16..4194288) pad
kbps V 3HaueHue rate A0MKHO BbITb KpaTHO 16.
no rate-limit output YCTaHOBWUTb 3HaYEHWE N0 YMONYAHUIO

MprMep HacTPOMKKM OorpaHMYeHnn cKopocTu noprtaGigabitEthernet 0/4:

console# c t

console (config)# vlan 10

console (config-vlan)# vlan active

console (config-vlan)# !

console (config)# interface gigabitethernet 0/4

console (config-if)# no shutdown

console (config-if)# switchport acceptable-frame-type untaggedAndPriorityTagged

console (config-if switchport mode access
(
(
(
(
(

console (config-if rate-limit input 512
console (config-if)# rate-limit output 512
console (config-if) # !

console (config)# interface gigabitethernet 0/5

)
) #
console (config-if)# switchport access vlan 10
) #
)
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console (config-if)# no shutdown

console (config-if)# switchport mode trunk

console (config-if)# !

.‘

A

Mpumep HacTponkm QOS:

HacTpouTb NAaHMPOBLIMK MO ajAropuTMy Wrr ana ucxogsaulero nHtepdeimca fa0/1. Pacnpegenntb
Tpaduk cornacHo nonto CoS B oyepeam 1-4. HazHaunTb BeC Wrr ajs odepenein cornacHo Homepy odepeau.
Ouepepb 5 06HABUTL NPUOPUTETHOMN.

console (config) #scheduler 10 interface fastethernet 0/1 sched-algo wrr
console (config) #scheduler 20 interface fastethernet 0/1 sched-algo strict-

priority

console (config) #queue
console (config) #queue
console (config) #queue
console (config) #queue
console (config) #queue

console (config) #queue-map
console (config) #queue-map
console (config) #queue-map
console (config) #queue-map
console (config) #queue-map

4.26 O6bHoBNEeHMe nporpammHoOro obecneueHus c cepsepa TFTP

g w N -

interface
interface
interface
interface
interface

fa
fa
fa
fa
fa

0/1
0/1
0/1
0/1
0/1

regn-priority
regn-priority
regn-priority
regn-priority
regn-priority

scheduler
scheduler
scheduler
scheduler
scheduler

vlanPri
vlanPri
vlanPri
vlanPri
vlanPri

g w N

10 weight
10 weight
10 weight
10 weight

20

queue-id
queue-id
queue-id
queue-id
queue-id

g w N

DS N

CepBep TFTP pgonkeH 6biTb 3anywieH U HAacTPOEH Ha KOMMbKOTepe, C KoToporo byaer 3a-
rpy»Katbcs nporpammHoe obecneueHue. CepBep A0MKEH MMeTb paspelleHue Ha uYTeHue
daiinos HauanbHOro 3arpysumnka n/uam cuctemHoro NO. Komnblotep ¢ 3anyweHHbim TFTP-
cepBepom AoMKeH 6biTb AOCTYNeH ANA KOMMYTAaTopa (MOXHO NMPOKOHTPOAUPOBaTb, Bbl-
NONHMB Ha KOMMYyTaTope KomaHay ping A.B.C.D, rge A.B.C.D — IP-agpec KomnbioTepa).

O6HoBNEHME NporpamMHOro obecneyeHUa MoKeT OCYLLECTBAATLCA TO/IbKO NPUBUAErNPO-
BaHHbIM NoJsib3oBaTesiem.

4.26.1 Ob6HoOBMEHUE CUCMEeMHO020 NPo2pPamMmmMHo20 obecneyeHUA

3arpy3Ka ycTpoicTBa ocyllecTensetca u3 daina cucTemHoro nporpammHoro obecneveHus (M0),
KOTOPbIA XpaHuTcA Bo Gasw-namatu. MNpu obHOBAEHUU HOBbIM dainn cuctemHoro MO coxpaHAeTca B
cneuuyanbHO BblaeneHHOW obnact namaTu. lNpu 3arpyske yYCTPOMCTBO 3anycKaeT aKTUMBHbIN daiin
cucremHoro MO.

Mpoueaypa ob6HoBNeHMA MO:

CKkonunpoBaTb HOBbIN daiin NporpaMmmHoOro obecrneyeHma Ha YCTPOWMCTBO B BblaesieHHyt0 06s1acTb
namaATn. PopmaT KOMaHZAbI:

copy tftp://tftp_ip_address/[directory]/filename image

Nnn KomaHaowm

Firmware upgrade tftp://tftp_ip_address/[directory]l/filename

Mpumep KomaHabl ansa 3arpyskm MO yepes sftp:
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copy sftp://username:password@Tftp ip address//[directory]/filename image

HoBas BepcnAa NnporpaMmmHoOro obecneyeHuns CTaHeT aKkTUBHOW nocne nepes3arpyskmn Kommyrtartopa.

Ana NPOCMOTPAa AaHHbIX O BEPCUAX NPOrpamMmmHOro obecneyeHns N Ux akTUBHOCTU BBEAUTE KOMAH-

ay show bootvar:

console#show bootvar

4.27 PexXum oTnagKu

Pexxum oTnagkm nosBondeTr CHMMATb OONONMHUTENbHYIO AMArHOCTUYECKYIO

yCTpoicTBa.

nHbopmaumio ¢

KomaHObI pexcuma 2a06anbHol KOHguU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM peXmnmMa rnobanbHOM KOHPUrypaLmm:

console (config) #

Tabnunua 173 — KomaHgbl pexxuma rnobanbHon KoHbUrypaumm

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aelicmeue

debug iss enable { init-shut |
management-trc | data-path-
trc | entrl-plane-trc | dump-
trc | os-resource-trc | all-fail}

debug iss disable { init-shut |
management-trc | data-path-
trc| cntrl-plane-trc | dump-

trc | os-resource-trc | all-fail}

-/disable

BK/OYUTB reHepaLmio 0TAag0uHbIX COOBLLEHUIA AN KOHKPETHOTO
6/710Ka CUCTEMHOIO MOAYAA iSS.

BbIK/OYMTL reHepaLmio 0TNag0UHbIX COOBLLEHMIT AN KOHKPETHO-
ro 610Ka CUCTEMHOIO MOAYAA isS.

KomaHOowbi pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console#

Tabnnua 174 — KomaHabl pexkuma EXEC

KomaHda

3HayeHue/3Ha4yeHue
o ymon4aHuwo

Aeiicmeue

no debug all

OTKN0YUTL BbIBOA, BCEX OTNAA04YHbIX COOBLLEHWA.

dump sockets

npOCMOTp BCeX COKeTOB B cucteme.

dump mem Jocation [len byte]

location: (1..0xffffffff);
byte: (1..256)

OT06pa)KEHME coaepXmMmoro namatn us 3a,ﬂ|aHHOﬁ obnactu
namAaTKn.

dump {task | sem | que} name
[name]

MoKasaTb fAeTanu 3ajauu, oyepeau uan cemadopa npu npu-
CBOEHMU MMEHM Tacka.
- name — Ha3BaHwe Tacka

debug test mem alloc bytes

bytes: (1..4294967295)

BblipeneHune 6710Ka namaTm ¢ 3aaHHbIM B 6ariTax pasmepom

debug test mem free

OCBO60)K,CI,EHME BblaeNneHHOoro 6710Ka namATL.

debug show sensor
temprerature index

index: (0..1)

OTOob6parkeHne 3HauYeHUa JaTynKa TemnepaTypsbl.

KomaHObi pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK pexxknma EXEC:
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console#

Tabnnuya 175 — KomaHab! perkmuma EXEC

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

debug np module { all | cfa |
eth | igs | ip | iss | isspi |
12app | la | mau | mids | mstp
| pnac | qosx | rstp | tcam |
vct | vlan } [level {all | errors |
general | polling}]

no debug np module { all | cfa
| eth | igs | ip | iss | isspi |
12app | la | mau | mlds | mstp
| pnac | qosx | rstp | tcam |
vct | vlan}

BKAtOYaeT reHepaumio oTaafdouHbIX coobweHnnin ana NPAPI gns
YKa3aHHOro moayns.

BbIKNtoYaeT reHepaumio oTaagouHbIX coobuweHunit ana NPAPI gns
YKa3aHHoOro moayns.

debug show vlan np port

OTobparkaeT KoHdurypauuto nopta NPAPI

debug show ip arp np
interfaces

Otobparkaet gepeso uHTepdericos ARP B NPAPI

4.27.1 KomaHObl omaadku 0ns8 uHmepdgeiicos

[aHHbIN peXnm OTNagKM YCTaHaBAMBAET TPACCUPOBKM AN MHTEPDENCOB O1A YKa3aHHOro YPOBHA

severity.

KomaHOwbi pexcuma EXEC

Buza 3anpoca KomaHAHOM CTPOKKM pexxnma EXEC:

console#

Tabnunua 176 — KomaHab! pexkmuma EXEC

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

debug interface all severity

no debug interface all

severity: (0..7)/-

BKAOUNTL reHepaLmio OTNAL0UHbIX COOBLEeHNIA ANA BCeX BUAO0B
TPaCCUPOBOK.

BbIKNOUMTL TeHepaumio OTNaA04HbIX COOBLLEHUI ONA UHTep-
deiicos.

debug interface arppktdump
severity

no debug interface
arppktdump

severity: (0..7)/-

BKkArounTb TpaccupoBKkKu gamna naketos ARP.

BbIKNtOUNTL TPaccMpoBKM gamna naketos ARP.

debug interface buffer severity

no debug interface buffer

severity: (0..7)/-

BKAOUYUTb reHepaLmio OTAag0uHbIX COOBLLEHUI ANA NaKeTHOro
bydepa.

BbIK/IIOYNTL FeHepaL Mo OTNaA04HbIX COOBLLEHNI ANA NaKeTHO-
ro 6ydepa.

debug interface enetpktdump
severity

no debug interface
enetpktdump

severity: (0..7)/-

Bkatountb TPACCMPOBKKU amNa NaKeToB Ethernet.

BbikntounTb TPACCMPOBKKU amNa NaKeToB Ethernet.

debug interface failall severity

no debug interface failall

severity: (0..7)/-

BK/OUMTL reHepaumio OTIaf0UHbIX COO6LLI,eHl/Il7’I npu BO3HUKHO-
BEHWU BCEX BUO0B C6OEB, BK/1lOMaA Banngaumio NakeTos.

BbIKNHOUYNTL FeHepaLmio OTNaA0uHbIX COOBLLEHNUIA NPU BO3HUK-
HOBeHuM cboes.

debug interface ippktdump
severity

no debug interface ippktdump

severity: (0..7)/-

BKAOUMTL TpaccMpoBKM gamna nakeTos IP.

BbIKNtOUNTL TPACCMPOBKM Aamna nakeTos IP.
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debug interface os severity

no debug interface os

severity: (0..7)/-

TeHepupyeT oTAagouHble coobuieHna ans pecypcos OC.

BbIK/OUMTbL reHepaLmio 0TNaf04HbIX COObLEHUI ana pecypcos
oC.

debug interface track severity

no debug interface track
severity

severity: (0..7)/-

BK/IIOUMTbL reHepaumio OTNIaf04YHbIX COOBLLEHMIN CNEKEHUA UH-
Tepdelica.

BbIK/IOYMTb FEHEepauuMio OT/NIaA04YHbIX COOBLEHWUI CleKeHus
MHTepodeiica.

debug interface trcerror
severity

no debug interface trcerror
severity

severity: (0..7)/-

BK/IIOUMTL reHepaLmio 0T340 HbIX COOBLWEHNI OWINMBOK MHTEp-
deiicos.

BbIK/NOUNTL reHepaLmio OTNA[0UHbIX COObLEeHN OWNOOK UH-
Tepdelicos.

4.27.2 Omnadka VLAN

KomaHOb! pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK pexxknma EXEC:

console#

Tabnnuya 177 — KomaHzabl pexkmma EXEC

KomaHda

3HayeHue/3Ha4yeHue
1o ymon4aHuio

Aeiicmeue

debug vlan all-debug

no debug vlan all-debug

BKntounTb reHepauumioo BCeX OTNafO0YHbIX COOBLWEHUA moapyns
VLAN.

BbIK/MOUUTL reHepaunio Bcex OT/IafouYHbIX COObLEeHMIt Moayns
VLAN.

debug vlan all-module

no debug vlan all-module

BKNOUUTL reHepaumto OTNafOYHbIX COODOLEHWUIM, KacatoLmxcs
npuopuTeTa, N36bLITOYHOCTU, Nepesdaun TpaduKa.

BbIKNOUMTL FeHepauno 0T1IaA04HbIX COOBLLEHMN, KacatoLwmxcs
npuopuTteTa, U36bITOYHOCTH, Nepesayn TpaduKa.

debug vlan buffer

no debug vlan buffer

BKtOUUTL reHepaumio 0TNaL0uHbIX coobueHul bydepos vian.

BbIKNOUMTb reHepaLmio 0TAaf04uHbIX CoobLLeHnl bydepos vian.

debug vlan ctpl

no debug vlan ctpl

BK/IOUMTL reHepaumio OTAAfO0YHbIX COOBLEHNI ynpaBaeHus
vlan.

BbIKNOUMTb FeHepaLMto OTNAA04HbIX COOOLLEHMI ynpaBieHus
vlan.

debug vlan data

no debug vlan data

BKOUNTL reHepaumio OTNaA04YHbIX COObUEeHUt obmeHa AaH-
HbIMM vlan.

BbIK/OYMTL reHepaumio OTNa404HbIX CO0BLEeHNn obmeHa AaH-
HbImM vlan.

debug vlan dump

no debug vlan dump

BKOUNTL reHepaumio OT/1aA0uHbIX COObLIeHNI 3axBaTa nake-
ToB vlan.

BbIKNHOUYMTb FreHepauuio 0TAaA404HbIX COOBLLEHNI 3axBaTa Nake-
ToB vlan.

debug vlan failall

no debug vlan failall

BKNOUNTL reHepaumio OTNaA0YHbIX coobuieHui 06 olmnbKax
vlan.

BbIKNOUMTL reHepaumto OTAaf0uHbIX coobueHnli 06 owmnbKax
vlan.

debug vlan fwd

no debug vlan fwd

BKNIOUUTL reHepaLmio OTafloMHbIX COOBLLEeHMI nepeaaum Tpa-
¢dukKa vlan.

BbIKNIOUUTL TeHepaumio OTNaf0YHbIX COODLLEHUI nepepayun
Tpaduka vlan.

debug vlan global

no debug vlan global

BK/IIOUMTL FreHepaLuio OTNaA04YHbIX CO0bLeHUA rnobanbHo no
mogynto vlian

BbIK/IHOYMTb reHepaumio oTAag0uHbIX COobLLeHNI r106aibHO No
mogynto vlian
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debug vlan initshut

no debug vlan initshut

BKAOUMTL reHepauuio OTNaf0uHbIX COOBLEHMI U3MEHEeHMA
cocToaHuA moayns vlan.

BbIK/NIOUNTL TeHepauMio OTNaf04HbIX COOBLEHNI M3MeHeHMA
cocToAHua moaynsa vian.

debug vlan mgmt

no debug vlan mgmt

BKNIOUMTL TreHepaumio OTNAAO0YHbIX COOBLIEHMI ynpaBaeHUA
vlan.

BbIKNHOUYNTL FreHepaumio OTAaf04HbIX COOBLLEeHNA ynpasieHus
vlan.

debug vlan os

no debug vlan os

BK/IOYNTL FreHepaumio OTAado0uHbIX COObLEeHMIt Ansa pecypcos
moayns vlan, Kpome 6ydepos.

BbIKOUMTL reHepauuio OTN1af0uHbIX COOBLLEHMI Ana pecypcoB
mopayna vlan, kpome bydepos.

debug vlan priority

no debug vlan priority

BKNOYNTL TeHepauuio OTAaf04HbIX COOBLWEHUI NPUOPUTETOB
vlan.

BbIK/MIOUNTL reHepauunio 0T/1af04YHbIX CO0bLEHMIA NPUOPUTETOB
vlan.

debug vlan redundancy

no debug vlan redundancy

BK/OUYNTbL FreHepaumio OTNaA04HbIX COOBLEHMI M3BbITOYHOCTU
vlan.

BbIKNHOUYNTL reHepaL Mo 0TA1aA04HbIX COOBLEHNI N3BLITOYHOCTH
vlan.

4.27.3 OmnaodkKa Ethernet-oam

KomaHOwbi pexcuma EXEC

Buza 3anpoca KomaHAHOM CTPOKKM pexxnma EXEC:

console#

Tabnnua 178 — KomaHab! pexkuma EXEC

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

debug ethernet-oam all

no debug ethernet-oam all

Bkatountb reHepauyuto Bcex 0Tnago4uHbIX COO6LIJ,€HI417I eoam.

BbIK/IOYNTb reHepaLmio BCEX OT/Ia04HbIX COOBLIEHMI eoam.

debug ethernet-oam buffer

no debug ethernet-oam buffer

BKAtOUMTL reHepaumio coobuieHunin bydepos eoam.

BbIKNOUNTbL reHepaumto coobuieHmnin bydepos eoam.

debug ethernet-oam config

no debug ethernet-oam config

BKAtOUMTL reHepaumto coobweHnin KoHdurypauum eoam.

BbIKNOUNTL reHepaLmio COObLLEeHNI KOHPUrypaLmm eoam.

debug ethernet-oam ctrl

no debug ethernet-oam ctrl

BKOUMTL reHepaLmio coobLLeHunit ynpasaeHns eoam.

BbIKNtOUNTL reHepaumio COOGLU,eHMIZ ynpasaeHnAa eoam.

debug ethernet-oam discovery

no debug ethernet-oam
discovery

BKAOUNTL reHepauuio coobuieHnit npouecca Ob6Hapy»KeHua
cocesieit eoam.

BbIKNHOUNTL FreHepaumio cooblieHuin npouecca OobHapy»KeHus
cocesieit eoam.

debug ethernet-oam failure

no debug ethernet-oam failure

BKAOUUTL reHepaumnio coobLLeHnin olmnboK eoam.

BbIK/OUNTL reHepaLmio coobLLEeHNI oWnboK eoam.

debug ethernet-oam func-
entry

no debug ethernet-oam func-
entry

BKAOUYNTL reHepaumio coobuieHnin Bxoaa B pyHKLMM eoam.

BbIK/IIOYNTL reHepaLmio coobLLeHui BXxoaa B GyHKLMKM eoam.

debug ethernet-oam func-exit

no debug ethernet-oam func-
exit

BK/OYNTL reHepaumio coobLeHnin Bbixoaa 13 GyHKLMIM eoam.

BbIK/IIOYNTb reHepaLmio coobLeHni BbIXxoga U3 GyHKLMI eoam.

debug ethernet-oam init

no debug ethernet-oam init

BKOUMTL reHepaumio coobLeHWit U3MEHEHUA COCTOAHWUA MO-
Aynsa eoam.

BbIKNtounTb reHepauuto COO6LIJ,eHMVI M3MEHEHUA COCTOAHUA
moayna ecam.
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debug ethernet-oam Im

no debug ethernet-oam Im

BKAtounTb reHepaumio coobuieHnit link-monitor eoam.

BbIKNOUNTb reHepaumio coobuieHuit link-monitor eoam.

debug ethernet-oam loopback

no debug ethernet-oam
loopback

BKAtounTb reHepaumio coobuieHunin remote-loopback eoam.

BbIKNOUNTb reHepaumio coobuieHunii remote-loopback eoam.

debug ethernet-oam mux-
parser

no debug ethernet-oam mux-
parser

BkntounTtb
eoam.

reHepauuio COOBWEHNN COCTOSIHUIA MuXx-parser

BbIKNOUMTL reHepauuio COOBLEHNA COCTOSHUI  mux-parser
eoam.

debug ethernet-oam pkt

no debug ethernet-oam pkt

BK/I1O4MTb reHepaLmio coobLLeHNi AN naketa eoam.

BbIKNOUYMTb reHepaLmio coobuieHuni Ana naketa eoam.

debug ethernet-oam
redundancy

no debug ethernet-oam
redundancy

BKtOUYNTL reHepaumio coobL,eHnin N3bbITOYHOCTU eoam.

BbIKNHOUYMTb reHepaLmio coobuieHni n3bbITOYHOCTM eoam.

debug ethernet-oam resource

no debug ethernet-oam
resource

BK/IlOUMTL reHepaLmio coobLueHnit Ana pecypcoB eoam, Kpome
bydepos

BbIK/OYMTb reHepaLmio COobLLEHNIA 419 PecypcoB eoam, Kpome
bydepos

debug ethernet-oam rfi

no debug ethernet-oam rfi

BKkAtounTb reHepaunto cooblueHui yaaneHHoro obHapy»KeHus
aBapuit eoam.

BbIKNHOUMTL reHepaLmio coobeHni yaaneHHoro obHapyKeHus
aBapuit eoam.

debug ethernet-oam var-
regresp

no debug ethernet-oam var-
regresp

BK/IOUMTL TreHepaumilo coobLLeHUIt AnA 3HAYeHMI 3anpocoB-
OTBETOB e0am.

BbIK/NOUUTL reHepaumio CoobLLeHUI aNA 3HAYeHWU 3anpocoB-
OTBETOB €0am.

4.27.4 MypHanuposaHue omsaado4Hbix coobuwjeHuli

C nomouibo AaHHOro 610Ka KOMaH4, HaCTpPaunBalTCA MapameTpbl BeAeHUA XKYypPHasa OT/IagKuN B

cucrteme.

KomaHOb!I pexcuma 2no0basnbHOU KoOHGU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexmnma rnobanbHoM KOHPUrypaumm:

console (config) #

Tabnnua 179 — KomaHgbl pexxnuma rnobanbHon KoHbUrypaumm

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4yaHuro

Aelicmeue

debug-logging {flash_url |
console | file | flash} [standy]

no debug-logging [standby]

-/console

MNepeHanpaBuUTb BbIBOA, OTAAL0YHbIX COOﬁLLI,eHVIVI B KOHKpeTHOoe
pacnonoxeHune.

YCTaHOBUTb 3HaYeHMEe N0 YMONYAHWUIO.

KomaHOb! pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK pexxknma EXEC:

console#
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Tabnnuya 180 — KomaHab! perkmma EXEC

KomaHoa

3HavyeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show debug-logging

OT06pasnTb coAep:KUMOe KypHasia OTNafKM, XpaHAlmeca B
daine.

show debugging

OT06pasnTb CTaTyC BKAHOUYEHHBIX ONUMIA OTNALKM

4.27.5 KomaHObI 015 omnadku ¢pyHKyuli ynpasneHus

KomaHOwbi pexcuma EXEC

Bua 3anpoca KomaHAHOM cTPOKKM pexxnma EXEC:

console#

Tabnunuya 181 — KomaHab! perkmma EXEC

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

debug radius {all | errors |
events | packets | responses |
timers}

no debug radius

-/BbIK/OYEHO

BKNHOUMTD reHepaumto oTAaf0uHbIX COObLLEHMI AN NPOTOKOA
RADIUS.

BbIK/IIOYMTL FreHepaLmio OTAA40UHbIX COOBLLEHMIA ANA NPOTOKO-
na RADIUS.

debug tacacs {all | dumprx |
dumptx | errors | info}

no debug tacacs

-/BbIK/OYEHO

BKNHOUMTD reHepaumto oTAaf0uHbIX COObLEHMI Ans NPOTOKOA
TACACS

BbIK/NOYNTL FreHepaLmio OTNIaL04YHbIX COODLLEHUI ana NPOTOKO-
na TACACS.

debug ssh {all | duffer | ctrl |
data | dump | mgmt| resource
| server | shut}

no debug ssh {all | duffer | ctrl
| data | dump | mgmt |
resource | server | shut}

-/BbIK/IIOYEHO

BKNOUMTL reHepaumto oTaaf0uHbIX coobueHuin ana SSH.

BbIKNOYNTL reHepaLmio 0TIa04HbIX CO0bLeHnn ana SSH.

debug terminal take BKNOUMTL  BbIBOA, OT/NaA04YHbIX COOOLWEHMIA B TeKyLien
SSH-/Telnet-ceccun.
- -/BbIKNOYEHO — -
no debug terminal take BblkNtoYaeT BbIBOA OT/N1af04YHbIX COOOLLEHMIA B  TeKyluen
SSH-/Telnet-ceccun.
4.27.6 KomaHOvbl a3 omaadku npomokona DHCP
KomaHapl gaHHOro 6710Ka BKAOYAKOT oTc/iexXnBaHme moayns DHCP.
KomaHOosi pexcuma EXEC
Buza 3anpoca KomaHAHOM cTPOKKM pexxunma EXEC:
console#
Tabnunua 182 — KomaHab! pexkmma EXEC
3HayeHue/3HayeHue .
KomaHoa / Aelicmeue

no ymos4aHuro

debug ip dhcp snooping {all |
entry | exit | debug | fail}

no debug ip dhcp snooping {all
| entry | exit | debug | fail}

-/BbIK/IIOYEHO

BKNOUMTb reHepaumio coobueHuit otnagku ¢yHkuum DHCP
Snooping.

BbIKNOUNTL reHepauumio coobuweHuii otnagkn ¢yHkumm DHCP
Snooping.
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debug ip dhcp client all

no debug ip dhcp client all

-/BbIKOYEHO

BKNtOUNTL reHepaumio Bcex cooblieHnin othagkm eyHkumm DHCP
client.

BbIKNOYMTb FeHepauuto BCEX COOBLEHUI OoTnaaku ¢yHKUMK
DHCP client.

debug ip dhcp client {bind |
errors | event | packets}

no debug ip dhcp client {bind |
errors | event | packets}

-/BbIKNOYEHO

BKNOUNTL reHepauuto BbIBOPOYHbIX COOBLLEHNI OTNaaKM PYHK-
umm DHCP client.

BbIK/MOUMTL reHepaumio BblI6OPOUHbIX COOBLLEHNIA OTNaAKM
dyHKummn DHCP client.

debug ip dhcp relay {all |
errors}

no debug ip dhcp relay {all |
errors}

-/BbIKIOYEHO

BKAtounTb reHepaumio coobuwieHunit otnagku ¢yHKuumn DHCP
relay:

- all — Bce oTnagouHble co0bLEeHNS;

- errors — 0T1aZl04Hble COOBLWEHNA NPU OLIMBKAX.

BbIKNOUMTL reHepaumio cooblieHnii otnagku ¢yHkumm DHCP
relay.

debug show ip dhcp np
interfaces

MokasbiBaeT KoOHPUrypauuo JyHKLMM KOHTPOAA MNpPOTOKONa
DHCP.

4.27.7 Omnadka ¢pyHKyuu PPPoE-IA

KomaHObi pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnunua 183 — KomaHabl pexkmma EXEC

KomaHda

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aeiicmeue

debug pppoe intermediate-
agent all

no debug pppoe intermediate-
agent

BKNOUUTL reHepaumio BCex OTNaA0uHbIX coobuweHuit PPPOE-IA.

BbIKNOUYUTb reHepaumio BCcex 0TAaA04HbIX cooblieHunit PPPoE-IA.

debug pppoe intermediate-
agent entry

no debug pppoe intermediate-
agent

BK/IOUMTL reHepaumilo OTNaZ0YHbIX COObLEeHNt o Bxoae B
byHKLMKM PPPOE-IA.

BbIKNtOUMTb reHepaLuio BCeX OTAaL04HbIX coobLeHnin PPPoE-IA.

debug pppoe intermediate-
agent exit

no debug pppoe intermediate-
agent

BKNtounTb reHepauuio OTAafo4HbIX COODOLLEHMI O Bbixoge W3
byHKUMI PPPOE-IA.

BbIKNOUYUTb reHepaLuio BCcex 0TAaA04HbIX cooblieHunit PPPoE-IA.

debug pppoe intermediate-
agent fail

no debug pppoe intermediate-
agent

BKNOUUTL FeHepaumio OTNafouHbIX coobuweHnin o6 owmbkax
PPPoE-IA.

BbIKNtOUNTb reHepaLnio BCex OTNaL04HbIX coobLeHni PPPoE-IA.

debug pppoe intermediate-
agent pkt

no debug pppoe intermediate-
agent

BKNlOUMTL reHepauuio OTNaAO4HbIX COObBLEeHU A O nakeTax
PPPoE-IA.

BbIKNHOUYMTb reHepaLmto Bcex 0TNaf04HbIX coobuieHmnit PPPOE-IA.

4.27.8 Omnadka ¢pyHKyuu DCS

KomaHOb! pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK pexxknma EXEC:

console#
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Tabnnuya 184 — KomaHab! perkmma EXEC

KomaHoa

3HavyeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

debug dcs all

no debug dcs

BKHOUNTL reHepaumio BCeX OTNaf04HbIX coobLuieHuii dcs.

BbIKNOUYNTL reHepaLmio BCcex 0T1ag04HbIX cOobLweHuni dcs.

debug dcs entry BKNIOUMTL TFeHepauuio OTNAfAO0YHbIX COOBWEHWn O Bxode B
- dyHKUMK dcs.

no debug dcs BbIK/IIOUNTL reHepaLLMio BCEX OTIaf04HbIX COObLLEeHN dcs.

debug dcs exit BKNOYNTbL reHepaumto OTNaf0uHbIX COOBLEHUI O Bbixoae M3

no debug dcs

dyHKUMI des.

BbIKNHOUYNTL reHepaLmio BCex 0TAag04HbIX CO0bLweHuni dcs.

debug dcs fail

no debug dcs

BKNOYUTL TEHepauuio OTNaf0uYHbIX coobuwieHnit 06 olwmnbkax
dcs.

BbIK/IOUYMTL FreHepaLmio BCEX OTNA40UHbIX coobLLeHumi dcs.

4.27.9 Omnadka pyHkyuli QoS

KomaHOwbi pexcuma EXEC

Buza 3anpoca KomaHAHOM CTPOKKM pexxunma EXEC:

console#

Tabnunuya 185 — KomaHab!l perkuma EXEC

KomaHoa

3HayeHue/3Ha4yeHue
o yMmon4YaHuo

Aelicmeue

debug qos buffer

no debug qos buffer

BKNIOUMTDL reHepauuio OTNafouHbIX coobueHnit ana 6ydepos
QosS.

BbIKNOUNTL FEHepaLLMIO OTNAf04HbIX coobLeHuid ans bydepos
QosS.

debug qos ctrl

no debug qos ctrl

BKNOUMTbL reHepaumio OTAafA0UYHbIX COOBLEeHUI ana ynpasne-
Huna QoS.

BbIK/NIOYNTb FreHepaLmio OTNIaL04YHbIX COODOLLEeHUI ans ynpase-
Hua QoS.

debug qos dump

no debug qos dump

BKNOUMTL reHepaLumio OTNafOo4YHbIX COObOLEeHMI MO nakeTam
QosS.

BbIK/NOYNTD reHepaLMio OTNAA0YHbIX COOBLLEHUI MO MakeTam
QosS.

debug qos failall

no debug qos failall

BKAOYNTL FeHepauuio OTNaA0UYHbIX COOBLEeHNn No owmnbKam
QosS.

BbIK/IOYMTL FeHepaunio 0TAag0uHbIX COOBLEHNI Mo owmnbKam
QosS.

debug qos init-shut

no debug qos init-shut

BKOUNTD reHepaumio OTNaf04HbIX COOBLLEHNI NO U3MEHEHUIO
cocToaHna mogyna Qos.

BbIKNOYNTL FreHepaumio OTNAZ04HbIX COOBLEHU No U3meHe-
HUIO cocToaHnAa moayna QosS.

debug gos mgmt

no debug qos mgmt

BKNOUMTDL reHepaumto OTNaA0YHbIX COOBLEeHUI ana ynpasie-
Huna QoS.

BbIK/MIOUNTL reHepaLmio OTIaf04YHbIX COOBLEeHUI ans ynpase-
HuAa QoS.

debug qos os

no debug qos os

BK/OYUNTbL FreHepaLumio OTNad0uHbIX COOBLEHMIt AN pecypcos
QoS, Kpome 6ydepos.

BbIK/IIOYNTL FeHepaumio OTNaL04HbIX COOBLLEHWNI A8 pecypcos
QoS, Kpome 6ydepos.
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4.27.10 KomaHObI 019 omaadku npomokona SNTP

KomaHabl AaHHOro 610Ka NO3BOJIAKOT CHUMMATb AONONTHUTENIbHYIO AOANArHOCTUYECKYHO VIHd)OpMaLI,VIIO,D,IIH

npotokona SNTP.

KomaHOobl pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexuma EXEC:

console#

Tabnmua 186 — KomaHap! pexkmuma EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

debugsntp {all | all-fail | buff |
control | data-path | init-shut
| mgmt| resource}

no debugsntp {all | all-fail |
buff | control | data-path |
init-shut | mgmt| resource}

-/BbIKNOYEHO

BKNOUMTL reHepaumio oTAaAouHbIX coobuweHnn 610Kka SNTP

BbIKNOUNTb reHepaLmio 0T1af04YHbIX co0bLeHns 61oKka SNTP

4.27.11 KomaHObI 0519 omaadku npomokosna STP

KomaHabl gaHHoro 6/10Ka NO3BONAOT CHUMaATb AONO/THUTENTbHYIO ANATHOCTUYECKYIO Mchopmau,mo ana

npotokona STP.

KomaHOobi pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console#

Tabnunua 187 — KomaHabl pexkmma EXEC

KomaHda

3HayeHue/3HayeHuUe
110 yMOAYAHUIO

Aelicmeue

debug spanning-tree global

no debug spanning-tree global

-/BbIKNIOYEHO

BK/IIOUMTb reHepaLmio OT1af04HbIX COOBLLEeHMI ANA NPOTOKoAa
STP rnobanbHo.

YCTaHOBUTb 3HaYeHue no YMOI4aHUIO.

debug spanning-tree all

no debug spanning-tree all

-/BbIK/IOYEHO

BK/IOUMTbL reHepaumio BCeX OTN1aZ04HbIX COODLLEeHUI ana npo-
TOKOoNa STP.

YCTaHOBUTb 3HaYeHue no YMOI4aHUIO.

debug spanning-tree errors

no debug spanning-tree errors

-/BbIK/IOYEHO

BKNtOUNTL reHepaunio coobueHuii oTnaakm ana npotokona STP
ANA AMArHOCTUKM OLUIMBOK.

YCTaHOBUTb 3HaYeHMe MO YMOJTHAHUIO.

debug spanning-tree init-shut

no debug spanning-tree init-
shut

-/BbIK/IOYEHO

BKtOUNTL reHepaumio cooblLeHuid 0TAaaKkn ana npotokona STP
ana init n shutdown. 3ta TpaccupoBKa reHepupyeTtca Npu He-
YA3YHOMN AW yCNeLHON MHULMANN3aLMN AN 3aKPbITUM MOoAYAA
STP.

YCTaHOBUTb 3HaYeHue no YMO/IHaHUIO.

debug spanning-tree
management

no debug spanning-tree
management

-/BbIKOYEHO

Bk/itoyaeT reHepaumio coobLieHU OTNagKM Npu ynpasaeHuu
npoTokonom STP. OTnagoUHble COOBLEHMA TEHEPUPYIOTCA KaXK-
Abli pas, Korga Bbl HaCTpanBaeTe Kakue-nnmbo GpyHkumm STP.

YCTaHOBUTb 3HAYeHne no YMO/IHaHUIO.
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debug spanning-tree memory

no debug spanning-tree
memory

-/BbIK/IIOYEHO

BK/OYUTbL reHepaumio OTNPaBKM OTNAL0UHbIX COOBLEHNI npu
HeyAayHOM M yCnewHoOM BblaeneHun namatm ana  STP-
npouecca.

YCTaHOBWUTb 3HAYEHME NO YMONYaHUIO.

debug spanning-tree bpdu

no debug spanning-tree bpdu

-/BbIK/IIOYEHO

BKAtoyaeT reHepaLmio CoobLEHNN OTNAAKM ANA npoTokona STP
npv Heyaa4yHoOM M yCrnewHom npuveme, nepegaye n obpabotke
naketos BPDU.

YCTaHOBUTb 3HaYeHME N0 YMOYAHWUIO.

debug spanning-tree events

no debug spanning-tree events

-/BbIK/IIOYEHO

BK/OYaeT reHepauuio COObLLEHNIA OTNaAKN ONA COBbITUIA KOH-
durypauumn npotokona STP. CooblieHWs reHepupyloTca npwu
HacTpoWike ¢oyHKumin STP.

YCTaHOBWUTb 3HAYEHME NO YMONYaHUIO.

debug spanning-tree timers

no debug spanning-tree timers

-/BbIK/OYEHO

BK/OYaeT reHepaumio coobLWEHMI OTNagKuM NpU HeyaauHOM,
yCnewHOoM 3anycke, NPy OCTaHOBKE WM Nepesanycke Tanmepos
npoTtokona STP.

YCTaHOBUTb 3HaAYeHMe No YMONYaHUIO.

debug spanning-tree {port-
info-state-machine | port-
receive-state-machine | port-
role-selection-state-machine |
port-transmit-state-machine }

no debug spanning-tree {port-
info-state-machine | port-
receive-state-machine | port-
role-selection-state-machine |
port-transmit-state-machine|
pseudolnfo-state-machine}

-/BbIK/OYEHO

BK/ItOYaeT reHepaLmio COObLLEeHWI OTIAAKN AN1A NOPTOB, 3a4e-
CTBOBaHHbIX B NOCTpOeHun aepesa STP.

YCTaHOBUTb 3HaAYeHMe no YMONYaHUIO.

debug spanning-tree
redundancy

no debug spanning-tree
redundancy

-/BbIK/IIOYEHO

BKAtOYaET reHepaumio COOBLEHUI OTNAAKN B Pe3epBHOM y3ne
STP npw BbINONHEHWW PE3EPBHOrO KONMPOBAHUA MHPOPMALMK O
KOHOUrypaLmm OT akTUBHOTO y3a.

YCTaHOBUTb 3HaYEeHME N0 YMOAYAHMUIO.

debug spanning-tree sem-
variables

no debug spanning-tree

-/BbIK/IOYEHO

BKkntoyaeT reHepaLmio coobLWEHNN OTNAAKM AN1A npoTokona STP
npv Heya4HOM M yCrewHOM Co34aHMK U yaaneHue cemadopa.

YCTaHOBUTb 3HAYeHMe No YMONYaHUIO.

debug show spanning-tree
port-state {gigabitethernet
gi_port | fastethernet fa_port}

OTo6pasnTb STP-cOCTOAHMA NOPTa BO BCEX CYLLECTBYHOLLMX UH-
CTaHcax.

debug show spanning-tree
vlan-mapping [instance]

instance: (0..63)

OTo6pasmTtb mannuHr VLAN no nHcTaHcam. Ecam ykasaH onumo-
HaNbHbIM NapameTp instance, TO BbIBOAMTCA MAMNMUHI TO/IbKO
LA 3TOrO MHCTaHca.

debug spanning-tree bridge-
detection-state-machine

-/BbIK/IIOYEHO

BKAOUNTb OT/IaZ0UHbIE COOBLIEHNA A48 MeXaHW3Ma 0bHapyKe-
HUA coceaen.

debug spanning-tree topology-
change-state-machine

-/BbIK/IIOYEHO

BKAOUMTbL OThagouHble COO6LLI,eHVIF| ANnAa MmexaHusma o6Hapy>Ke-
HUWA U3MEHEHUI TONOOTUMN.

4.27.12 KomaHObI 018 omaadku npomokona LLDP

KomaHabl gaHHOro 610Ka NO3BONAKOT CHMMATb AONO/THUTENIbHYIO ONArHOCTUYECKYHO VIHd)OpMaLI,VII-O

Ana npotokona LLDP.

KomaHOwb! pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKM pexknuma EXEC:

console#
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Tabnnuya 188 — KomaHabl pexkmma EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

debug lidp all

no debug lidp all

-/BbIKNOYEHO

BKNOUNTL reHepaumio BCeX OT/NIaf04YHbIX COODOLEeHUI ana npo-
TOoKona LLDP.

YCTaHOBWTb 3HaYeHMe N0 YMOJTHAHUIO.

debug lidp all-fail

no debug lidp all-fail

-/BbIK/IOYEHO

BK/AtoYaeT reHepauumio COOBLLEHWI OTNaAKM AAa NPOTOKOAA
LLDP gns gMarHOCTUKKN OWNBOK.

YCTaHOBWUTb 3HAYeHME NOo YMO/I4aHUIO.

debug lidp {buf | critical | ctrl
| data-path | init-shut | mgmt
| pkt-dump | redundancy |
resourve}

no debug lidp {buf | critical |
ctrl | data-path | init-shut |
mgmt. | pkt-dump |
redundancy | resourve}

-/BbIKNOYEHO

BKAtOUNTL reHepauuto BbIGOPOYHbIX OTNALOYHbIX COODLLEHWI
npotokona LLDP.

- buf — oTnago4Hble coobuieHus, ceazaHHble ¢ bydpepom LLDP;

- critical —oTnapoYHble COOBLLEHNA KPUTUYECKOTO YPOBHS;

- ctrl — oTnafoYHble coobuieHns nNpu cboe Npu UIMeHeHUU unm
nosnyyeHun 3anucei LLDP;

- data-path —oTnafouHble cOObLEHNA, KacatoWwmecs NyTu nepe-
Aauv Unm nonyyeHus sanucen LLDP;

- init-shut — oTnago4Hble COOBLWEHMA NPU HeyAaUHOW MHMLMA-
N3aumn 1 BbIKAKOYEeHMN moayna LLDP;

- mgmt — oTAagouHble coobuieHnsa npu cboe B KOHOUrypauum
nto6oi 13 dyHKumin LLDP;

- pkt-dump —oTnap04Hble COOBLEHUS A1A TPACCUPOBKM AaMMNOB
naKkeToB;

- resource — OTNafo04YHble COObLLEHMUSA, CBA3AHHbIE C pecypcamu
OC. 3Ta TpaccupoBKa reHepupyetcsa npu cboe B oyepeasx co-
obuweHun.

YCTaHOBWTb 3HAYeHMe N0 YMOIYAHUIO.

debug lidp tlvall

no debug lidp tlv all

-/BbIKNIOYEHO

[eHepupyeT oTNagouHble coobleHns gns scex TLV-onuui.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

debug lidp tlv {chassis-id |
inventory-management | lag |
mac-phy | max-frame | med-
capability | mgmt-addr |
mgmt-vid | network-policy |
port-vlan | ppvlan | proto-id |
pwr-mdi | sys-capab | sys-
descr | sys-name | ttl | vid-
digest | vlan-name}

no debug lidp tiv

-/BbIKNOYEHO

leHepupyeT oTnafo4Hble coobleHna ans BbIBOPOYHbIX YHK-
uui TLV-onuui.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

4.27.13 KomaHObI 018 omaadku pyHkyuu IGMP Snooping

KomaHabl gaHHOro 6/10Ka NO3BONAOT CHUMATb AONO/THUTENIbHYIO ANATHOCTUYECKYIO MH(I)OpMaLI,MIO

Ana npotokona IGMP.

KomaHOb! pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnmua 189 — KomaHap! pexkmuma EXEC

KomaHoa

3Ha4yeHue/3HayeHue
o ymon4aHuio

Aeiicmeue

debug ip igmp snooping all

no debug ip igmp snooping all

-/BbIKOYEHO

BK/IIOUMTb reHepaumio Bcex OTNaA0uHbIX COOBLWEHUIA AnA GyHK-
umn IGMP Snooping.

YCTaHOBUTb 3HAYeHue no YMOI4aHUIO.
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debug ip igmp snooping {entry
| exit}

no debug ip igmp snooping
{entry | exit}

-/BbIK/IIOYEHO

BK/IOUNTD reHepaLmio OTIaL04HbIX COOBLLEHNI ANA AMarHOCTU-
KM BXxofAa-Bbixoza B dyHKumio IGMP Snooping.

YCTaHOBUTb 3Ha4YeHMe N0 YMOHAHMUIO.

debug ip igmp snooping fwd

no debug ip igmp snooping
fwd

-/BbIK/IIOYEHO

BKOUUTB reHepaLmio 0T1a04HbIX COOBLWEHNI B Cnyyae nepec-
CblIKK 6a3bl AaHHbIX IGMP.

YCTaHOBWUTb 3HAYeHME NO YMO4aHUIO.

debug ip igmp snooping grp

no debug ip igmp snooping grp

-/BbIK/IIOYEHO

BK/IOUNTb reHepaLMmio OTNaflouHbIX COOBLEHMI, B cayyae 3a-
nencTsoBaHUA MHGopmauumn o IGMP-rpynnax.

YCTaHOBWUTb 3HAYeHME NO YMO4aHUIO.

debug ip igmp snooping init

no debug ip igmp snooping init

-/BbIK/IIOYEHO

BKAOUNTb reHepaunto cooblieHus no cobbiTUAM MHUUMANU3a-
umu 1 shutdown, nHpopmauus 3aHocuTtcs B dpaiin.

YCTaHOBWUTb 3HAYeHME NO YMO4aHUIO.

debug ip igmp snooping {mgmt
| redundancy | resourses|
vlan | src}

no debug ip igmp snooping
mgmt

-/BbIK/IOYEHO

BKOUNTL reHepaumio BbIGOPOYHBIX OTNAA0YHbIX COOBLLEHMN
ana dyHkummn IGMP Snooping.

YCTaHOBUTb 3Ha4YeHMe NO YMOIYAHMUIO.

debug ip igmp snooping pkt

no debug ip igmp snooping pkt

-/BbIK/IIOYEHO

BKOUNTD FreHepauuio OTNaA04HbIX COOBLWEHN NPU BO3ZHUKHO-
BEHMM OWKNBKM Npu Nepegaye Uan npueme naketos IGMP.

YCTaHOBUTb 3HaYeHue no YMOI4YaHUIO.

debug ip igmp snooping qry

no debug ip igmp snooping qry

-/BbIK/IIOYEHO

BKAtOUMTbL reHepaLmio NakeToB MpU OTNPaABKE UAN MOAYYEHUMN
query-nakeTtos IGMP.

YCTaHOBUTb 3HaYeHMe NO YMOHAHMUIO.

debug ip igmp snooping tmr

no debug ip igmp snooping tmr

-/BbIK/IOYEHO

BK/OYNTB reHepaLMio NAKeToOB B TEX Cy4YasnX, KOraa 3a4encTBo-
BaHbl TallMepbl.

YCTaHOBUTb 3HaYeHue no YMO4YaHUIO.

debug ip igmp snooping trace
{all | data-path | ctrl-path | Rx
| Tx}

no debug ip igmp snooping
trace {all | data-path | ctrl-
path | Rx | Tx}

-/BbIK/IIOYEHO

BKOUUTL reHepaLmio 0TNaL0UHbIX COOBLWEHNI ana AMarHocTu-
KW TPACCUPOBOK, CBA3AHHbIX C NPOTOKONOM IGMP.

- all — BKNHOUMTL reHepaL Mo BCEX OTNIAA04HbIX COODLEeHNN;

- RX — BK/IOYUTb reHepaumio OT1a04HbIX CO0bLLeHMI ana Tpac-
CUMPOBKMU NPUHUMAEMbIX NAKETOB;

- TX — BK/OYUTb reHepaLmio OTN1aA04HbIX COObLWEeHMI Ans Tpac-
CMPOBKM NMepesiaBaemblX NaKeTos;

- ctrl-path — BKAOYMTb reHepaL Mo OTIaA04YHbIX COODOLLEHNI NpU
NPOXOXKAEHUN KOHTPOIbHOM ynpaBastoLein uHbopmaumm;

- data-path — BKAIOUYUTL reHepaumio OTNAZOYHbIX COObLWEeHU
NPV NPOXOXKAEHUN MYNbTUKACT-TpadUKa.

YCTaHOBUTb 3HaYyeHue no YMON4YaHULO.

4.27.14 Omanadka 0aa port-channel

KomaHObI pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKM perknuma EXEC:

console#

Tabanuya 190 — KomaHab! perkmma EXEC

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aeilicmeue

debug lacp all

no debug lacp all

BK/OUYNTL reHepaumio Bcex 0T1aA04HbIX coobuieHnina ansa LACP.

BbIK/IOYMTL FeHepaLuio BCeX OTNAZ0UYHbIX cooblieHuia ans
LACP.

debug lacp buffer

BKNIOUMTL reHepauuto OTNafA0YHbIX cooblieHuli no bydepam
LACP.
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no debug lacp buffer

BbIKNIOUUTL reHepaumio OTAafo4HbIX coobleHnii no Bydepam
LACP.

debug lacp data

no debug lacp data

BKNOUNUTL reHepauuio OTNafoYHbIX coobueHuii obmeHa aaH-
Hbimu LACP.

BbIKNOUUTb reHepauMio 0TN1af0uHbIX coobleHnii obmeHa aaH-
Hbimu LACP.

debug lacp events

no debug lacp events

BKNOUNTL reHepaumto OTNIaA0YHbIX COOBWEHMI NO cobbITUAM
LACP.

BbIKNHOUYNTL reHepaLmio OTAaf04HbIX COOBLWEHNI MO cObLITUAM
LACP.

debug lacp failall

no debug lacp failall

BKNOUNTL reHepauumio OTNaA04HbIX COOBLLEeHU no owmnbkam
LACP.

BbIK/NOUMTL FeHepaumio OTAag0uHbIX COOBLLEeHNI NO OWwKnbKam
LACP.

debug lacp init-shutdown

no debug lacp init-shutdown

BKNOUNTL TeHepauuto OTNAAO0YHbIX COOBLEHUN U3MEHEHUs
coctoaHna LACP.

BbIKNtOUMTb reHepauumilo OTNaf04HbIX COODBLWEHUN M3MEHEHUs
coctoaHua LACP.

debug lacp mgmt

no debug lacp mgmt

BKNtOuMTL reHepaLmio OTNaA04HbIX COODLEHUI No ynpaBasto-
wmm coobuweHnam LACP.

BbIKNOUYMTb reHepauuio OT/NafouyHbIX coobueHuid no ynpas-
naowum coobuieHmnam LACP.

debug lacp os

no debug lacp os

BK/IIOUMTL reHepaumio OTNaf04HbIX COoOobLieHMit No pecypcam
LACP, nckntouas byoepbl.

BbIKNtOUMTb reHepaLmio OT1af04HbIX COODOLLEHUI NO pecypcam
LACP, nckntoyas 6yoepbi.

debug lacp packet

no debug lacp packet

BKntounTb reHepaumio OTAaZ04YHbIX COODOLWEHMI MO MNakeTam
LACP.

BbIKNtOUMTb FeHepaLMto OTNAA0YHbIX COOOLLEHMI MO MaKeTam
LACP.

KomaHOowbi pexcuma EXEC

Bupa 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console#

Tabnnua 191 — KomaHabl pexkmma EXEC

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

KomaHda

HAeiicmeue

debug etherchannel all

no debug etherchannel all

BKtOUYNTL reHepaLmio Bcex 0TAaf04HbIX coobweHnit ans LAG.

BbIKNHOUYMTb reHepaLmio BCeX OTNaL04HbIX coobueHunit ana LAG.

debug etherchannel detail

no debug etherchannel detail

BK/110YMTb reHepaLmio NogpobHbIX 0TAaA0UHbIX COobLeHMI ans
LAG.

BbIKNOUMTL reHepaumio NoApobHbIX OTAAA0YHbIX COOOLLEHUI
ana LAG.

debug etherchannel error

no debug etherchannel error

BKNOUMTL reHepaumio OTNafouHbIX CoobweHuin 06 owunbKax
LAG.

BbIKNOUMTb FeHepaumio OTNa404HbIX COObLWeHnn 06 owmnbkax
LAG.

debug etherchannel event

no debug etherchannel event

Bkatountb reHepauuio oT1aa04HbIX COO6LLI,eHVIl71 no cobbITMAM
LAG.

BbIK/IOYMTb reHepaLmio OT/1aA04HbIX COOBLEHNIA MO COBLITUAM
LAG.

debug etherchannel idb

no debug etherchannel idb

BK/IOUNTL reHepaLMio OTNaf0UHbIX COOBLWEeHNI No AecKpmnTo-
pam nHtepdeiicos LAG.

BbIKNOUMTL FreHepaLumio OTNaLO4YHbIX COObLLeHUI No AecKpun-
Topam nHtepdelicos LAG.
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4.27.15 Omanadka loopback-detection

KomaHOwb! pexcuma EXEC

Buza 3anpoca KomaHAHOM CTPOKKM pexxnma EXEC:

console#

Tabnnuya 192 — KomaHab! perkmuma EXEC

KomaHoa

3HavyeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

debug loopback-detection all

no debug loopback-detection
all

BKAOUMTL reHepaumio BCeX OTNaA04HbIX coobuweHunin LBD.

BbIKNOUYNTL reHepaLmio BCex 0TAag04HbIX coobuweHunin LBD.

debug loopback-detection
buffer-alloc

no debug loopback-detection
buffer-alloc

BKNOUMTbL reHepauuio OTNaZouHbIX coobuieHnit ana bydepos
LBD.

BbIK/IOUNTb reHepauuio oTAad0uHbIX cooblueHuid ana bydepos
LBD.

debug loopback-detection
control

no debug loopback-detection
control

BKkAOUNTL reHepauMilo OTNafO0YHbIX COODBLLIEHUI ynpaBneHuA
LBD.

BbIKNOUNTL reHepaLMilo OTNAA0YHbIX COOBOLLIEHUI ynpaBaeHus
LBD.

debug loopback-detection pkt-
dump

no debug loopback-detection
pkt-dump

BKAOUMTbL reHepaumio OT/afo4YHbIX COObLLIEHMI 3axBaTa Make-
ToB LBD.

BbikntounTb
naketos LBD.

reHepauuio OT/I3af04YHbIX COObLEeHMIM 3axBaTa

debug loopback-detection pkt-
flow

no debug loopback-detection
pkt-flow

BKAOUMTL reHepaLmio 0T1af04uHbIX COObLLEHMIA NOTOKOB Tpadu-
Ka LBD.

BbikntounTb
Tpadwuka LBD.

reHepaumio OT/NIaf04YHbIX COODOLLIEHMI MOTOKOB

4.27.16 Omnadka 0na npomokona SNMP

KomaHOwbi pexcuma EXEC

Buza 3anpoca KomaHAHOM CTPOKKM pexxunma EXEC:

console#

Tabnunua 193 — KomaHabl pexkmma EXEC

KomaHoa

3HayeHue/3HayeHue
o ymon4arHuro

Aelicmeue

debug snmp

no debug snmp

BKOUYNTL reHepaumio Bcex 0T1aA04HbIX coobuieHnin ans SNMP.

BbIKNHOYMTL FeHepauuio BCeX OTAaf04HbIX CoobleHui ana
SNMP.

4.27.17 KomaHOvbI 8aa duazHocmuKu napamempos TCAM

KomaHabl gaHHOro 610Ka NO3BO/IAKOT CHAMATb AONO/THUTENIbHYIO ANAarHOCTUYECKYHO Mchopmau,mo

ana TCAM.

KomaHOb! pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKKM pexunma EXEC:

console#
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Tabnnuya 194 — KomaHabl pexkmma EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

debug show tcam

OTo6pa3sunTb nHpopmaumto o TCAM.

debug show tcam domains

OT06pasunTb MHPopMaumio o someHax TCAM.

debug show tcam block
block_index [all]

OT1o6pa3sunTb MHPopmaumto o 6noke TCAM 1 gonycTumbie 3anu-
cu.

- block_index — nHaekc 6noka TCAM. block_id: (0..11);

- all — neyaTb BCex 3anuceit, BKAOYAA HeAOMYyCTUMbIE.

debug show tcam entry
entry_index

OTo6pa3unTb nHPopmaumio o 3anncu TCAM 1 ee nonen.
- entry_index — uHgekc 3anvcu TCAM; entry_id:(0..1535);

debug show tcam entry
allocated

OT106pa3nTb MHOOPMALMIO O 3ape3epBUPOBAHHBIX M UCNO/b30-
BaHHbIX 3anncax TCAM 1 o0 ux Bnagenbuax.

debug show tcam portmask

OTo6pa3unTb Tabaunuy macok noptos TCAM.

debug set tcam entry entry_id
field f_type data f_data mask
f_mask

debug unset tcam entry
entry_id field f_type

entry_id: (0..1535);
f_type: (0..114);
f_data: (0..65535);
f_mask: (0..65535)

YKasaTtb Tvn nona TCAM.

CTepeTb AaHHbIe NOAA YKa3aHHoro entry_id.

debug set tcam entry entry_id
enable

debug set tcam entry entry_id
disable

entry_id: (0..1535)

BKAtounTb paboty 3anucn TCAM c 3agaHHbIM entry_id.

Bbikntountb paboty 3anncm TCAM c 3agaHHbIM entry_id.

debug set tcam entry entry_id
move move {number number}

entry_id: (0..1535)

NepemecTnTb YKasaHHyto 3anucb TCAM B Ha3HaYeHHYHO.

debug set tcam entry entry_id
action drop [ withdraw ]

debug unset tcam entry
entry_id action drop

entry_id: (0..1535)

YcTaHoBUTb AeicTeue drop Ans NakeTos, KOTOpble He nonanu
HW MOA, O4HO NPaBMo.

OTKNOUUTD AENCTBUE YaaNeHUs.

debug set tcam entry entry_id
action redirect { port_number
| cpu}

debug set tcam entry entry_id
action redirect

entry_id: (0..1535)

MepeHanpasBuTb NakeTbl, MONajatoLMe NoA NpPasuIo C yKasaH-
HbIM entry_id B 3agaHHbIM nopT uaum Ha LNY.

OTKAOYUTD nepeHanpasaeHMe NakeTos.

debug set tcam entry entry_id
action inner-tag assign { vlan-
id | shift | shift-from-outer-tag
| inner-pvid } assigned_val

debug unset tcam entry
entry_id action inner-tag assign

entry_id: (0..1535)

[JobaBnaeT BHYTPEHHWI Ter K nNakeTam, MNONajaloWuMm nog,
TCAM-3anuch € yKasaHHbIm enter_id.

YAanuTb BHYTPEHHWI Ter.

debug set tcam entry entry_id
action inner-tag format { none
| untag | tag | keep }

debug unset tcam entry
entry_id action inner-tag
format

entry_id: (0..1535)

YcTaHOBWTE AeNCTBUE BHYTPeHHero Tera ¢opmaTMpoBaHuA anas
3anucn TCAM.

- none — He BbINOJIHATb HUKAKOEe AeiNcTBuME;

- untag — yoanuTb BHYTPEHHWUI Ter;

- tag — BCTaBUTb BHYTPEHHUI TeT;

- keep — coxpaHWTb coaepXUMoe Tera.

Ypanutb geicreme Tera.

debug set tcam entry entry_id

action outer-tag assign { vlan-

id | shift | shift-from-inner-tag
| outer-pvid } assigned_val

debug unset tcam entry
entry_id action outer-tag
assign

entry_id: (0..1535)

[obaBnaeT BHEWHUI Ter K NaketTam, nonagatowum nog TCAM-
3aMucb C YKasaHHbIM enter_id.

YanuTb BHEWHMI Ter ¢ NakeToB C 3afaHHbIM entry_id 3anucu
TCAM.
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debug set tcam entry entry_id
action outer-tag format { none
| untag | tag | keep }

debug unset tcam entry
entry_id action outer-tag
format

entry_id: (0..1535)

YcTaHOBUTE [eiCTBME BHelHero Tera ¢GopmMaTMpoBaHUA Ans
3anucu TCAM.

- none — He BbINOJIHATb HUKAKOE AeNCTBUE;

- untag — yAanuTb BHELHWI Ter;

- tag — BCTaBUTb BHELLHWUI Ter;

- keep — cOXpaHUTb coaepKUMOE Tera.

Yoanute feicTeume Tera.

debug set tcam entry entry_id
action {inner-tpid inner-tpid |
outer-tpid outer-tpid}

debug set tcam entry entry_id
action {inner-tpid | outer-tpid}

entry_id: (0..1535)

[006aBUTb BHYTPEHHMIA UK BHewWwHMIA TPID K yKasaHHOM 3anucu
TCAM.

Ypanutb BHYTPEHHUA MAM BHewHWUn TPID K yKasaHHOM 3anucu
TCAM

debug set tcam entry entry_id
action remark { inner-user-pri
| other-user-pri | dscp | ip-
precedence | copy-ipri-to-opri
| copy-opri-to-ipri | keep-
inner-pri | keep-outer-pri }
rem_val

debug set tcam entry entry_id
action remark

entry_id: (0..1535)

HacTpouTb nepesanuce napameTpos QoS 1A yKa3aHHOM 3anucu
TCAM.

- copy-ipri-to-opri — CKONUpPOBaTb NPUOPUTET U3 BHYTPEHHETO
Tera BO BHELUHW;

- copy-opri-to-ipri — CKONMPOBaTb NMPUOPUTET U3 BHELLHEro Tera
BO BHYTPEHHU;

- dscp — nepesanucatb none DSCP B 3aronoske IP;

- inner-user-pri — nepe3sanucatb npuoputeT 802.1p BO BHYTPEH-
Hu Ter VLAN;

- ip-precedence -nepesanucaTb none ToS B 3aronoske IP;

- keep-inner-pri — coxpaHUTb NPUOPUTET BHYTPEHHETO Tera;

- keep-outer-pri — coxpaHWTb NPUOPUTET BHELLIHErO Tera;

- outer-user-pri — nepesanucatb npnoputeT 802.1p BO BHELWHEM
Tera VLAN.

YpanuTb nepesanucb napameTpos QoS A4 yKasaHHOM 3anucu
TCAM.

debug show tcam applications

0OT06pa3unTb 06wyto nHPpopmauuio o TCAM.

debug show tcam range

OT06pasnTb Tabamuy CpaBHEHMA AManasoHa.

debug show tcam udb

MokasaTtb Tabauuy Bbibopa noneit (cmeweHns UDB).

Ethernet-kommymamopebl cepuli MES24xx, MES14xx 136



DHELTEX

NPUNOMKEHUE A. KOHCOJIbHbIN KABE/Tb

D12 Q | W &

&) () () (9

RJ-45 DB-9

PucyHok A.1 = MoakntoueHne KOHCONbHOTO Kabensa
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NMPUNOXEHUE b. NOAAEPXUBAEMbIE 3HAYEHUA ETHERTYPE

Tabnunuya 6.1 — Noaaep:knBaemble 3HaveHus EtherType

Ox22DF 0x8145 0x889%e 0x88cb 0x88e0 0x88f4 0x8808 0x881d 0x8832 0x8847
0x22EO0 0x8146 0x88a8 0x88cc 0x88el 0x88f5 0x8809 0x881le 0x8833 0x8848
Ox22E1 0x8147 0x88ab 0x88cd 0x88e2 0x88f6 0x880a 0x881f 0x8834 0x8849
Ox22E2 0x8203 0x88ad 0x88ce 0x88e3 0x88f7 0x880b 0x8820 0x8835 0x884A
Ox22E3 0x8204 0x88af 0x88cf 0x88e4 0x88f8 0x880c 0x8822 0x8836 0x884B
Ox22E6 0x8205 0x88b4 0x88d0 0x88e5 0x88f9 0x880d 0x8824 0x8837 0x884C
Ox22E8 0x86DD 0x88b5 0x88d1 0x88e6 0x88fa 0x880f 0x8825 0x8838 0x884D
Ox22EC 0x86DF 0x88b6 0x88d2 0x88e7 0x88fb 0x8810 0x8826 0x8839 0x884E
Ox22ED 0x885b 0x88b7 0x88d3 0x88e8 0x88fc 0x8811 0x8827 0x883A 0x884F
Ox22EE 0x885c¢ 0x88b8 0x88d4 0x88e9 0x88fd 0x8812 0x8828 0x883B 0x8850
Ox22EF 0x8869 0x88b9 0x88d5 0x88ea 0x88fe 0x8813 0x8829 0x883C 0x8851
0x22F0 0x886b 0x88ba 0x88d6 0x88eb 0x88ff 0x8814 0x882A 0x883D 0x8852
Ox22F1 0x8881 0x88bf 0x88d7 0x88ec 0x8800 0x8815 0x882B 0x883E 0x9999
Ox22F2 0x888b 0x88c4 0x88d8 0x88ed 0x8801 0x8816 0x882C 0x883F 0x9c40
Ox22F3 0x888d 0x88c6 0x88d9 0x88ee 0x8803 0x8817 0x882D 0x8840

Ox22F4 0x888e 0x88c7 0x88db 0x88ef 0x8804 0x8819 0x882E 0x8841

0x0800 0x8895 0x88c8 0x88dc 0x88f0 0x8805 0x881a 0x882F 0x8842

0x8086 0x8896 0x88c9 0x88dd 0x88f1 0x8806 0x881b 0x8830 0x8844

0x8100 0x889b 0x88ca 0x88de 0x88f2 0x8807 0x881c 0x8831 0x8846
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TEXHUYECKAA NOAAEPHKA

Ona  nonyyeHuAa TEXHWYECKOM KOHCynbTauMuM MO BOMpPOCaM 3Kchayatauuum obopyaoBaHuA
000 «MpeanpusTtne «3/ITEKC» Bbl MoxKeTe 06patnTbcs B CepBUCHbIN LEHTP KOMNaHUK:
Poccuitckan deaepayusa, 630020, r. HoBocnbupck, yn. OkpyKHan, gom 29B.

TenedoH:

+7(383) 274-47-87

+7(383) 272-83-31

E-mail: techsupp@eltex.nsk.ru

Ha oduumanbHom caTe KomnaHuMM Bbl MoOXKeTe HalTM TEXHUYECKYID [AOKYMEHTaumio W
nporpammHoe obecneyeHme ana npoaykumm 000 «Mpegnpusatue «INNTEKC», obpatnTbea K 6ase 3HaHWN,
OCTaBUTb WMHTEPAKTUBHYIO 33aABKY WAW MPOKOHCYNbTUPOBATLCA Y MHXeHepoB CepBUCHOro LEHTpa Ha
TexHu4eckom popyme.

OdunumanbHbIi cant KomnaHuu: http://eltex-co.ru/
TexHuueckuit popym: http://eltex-co.ru/forum

ba3a 3HaHuit: http://kes.eltex.nsk.ru/

LleHTp 3arpy3ok: http://eltex-co.ru/support/downloads
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