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PykoBozacTBO no akcnyartauuu WB-2P-LR5

1 BBeaeHwue

1.1 AHHOTauus

CoBpeMEHHbIE TEHAEHLMN Pa3BUTKS CBA3M AVKTYHOT oneparopam HeO6X0AMMOCTb NOUCKA ONTUMASbHbIX
peLLEeHNIA, NO3BONAOLLMX YAOBNETBOPUTL CTPEMUTENBHO BO3pacTalLme NnoTpe6HOCT abOHEHTOB, COXPaHSIS
npy 3TOM NPEEMCTBEHHOCTb GU3HEC-NPOLLECCOB, TMOKOCTb Pa3BUTUSA M COKpaLLeHMe 3aTpar Ha
npeaocTaB/ieHre pasnyHbIX CEPBUCOB. BeCcnpoBOHbIE TEXHOMNOMMK B KOPOTKOE BPEMSI MPOLLI/IN OTPOMHBbIiA
NyTb OT HECTAOU/IbHBIX HU3KOCKOPOCTHbIX CETEl CBA3M Masioro paguyca ao ceteii WM, conoctaBUMbIX MO
CKOPOCTY C NPOBOAHBLIMU CETSAIMU C BbICOKMMU TPEOOBaHMSIMUN K KQYeCTBY NPeoCTaB/IEHNS YCYT.

WB-2P-LR5 — 310 aboHeHTCKast cTaHuus, OCHOBHOE npeAHasHavyeHne KOTopoW - NoAKIIYeHne K 6ecnpoBoOgHOIA
cetn goctyna Wi-Fi. CeTb MOXeT 6bITb NOCTPOEHA C UCNOIb30BaHMeM 6a30BbIx cTaHuuiA. KoHCTpykums WB-2P-
LRS nmeeT repmeTUYHbI KOpPNyc, YTO NpeanonaraeT ycTaHOBKY YCTPONCTBA NPenMyLLECTBEHHO Ha OTKPbITOM
TEPPUTOPUU B PA3/IMYHbIX KIMMATUYECKNX YC/TOBUSIX.

B HacTosiLLeM pyKOBOACTBE MO 3KCrayaTauuy N3/I0KeHbl Ha3Ha4YeHre, OCHOBHbIE TEXHUYECKME
XapakTepuCcTUKM, KOHCTPYKTUBHOE NCMOSTHEHME, NOPSA0K YCTaHOBKN, Npasuia KOHUryprpoBaHus,
MOHUTOPUHIA 1 CMEHbI NPOrpaMMHOro obecneyeHns aboHeHTckoin ctaHumm WB-2P-LRS.

1.2 YcnoBHble 0603HaYeHUs

MNpumeuaHus n npegynpexaeHus

© nNpumeuaHus cogepxar BaXHYI0 UHOPMaLUIO, COBETbI UM PEKOMEHAALMM MO
MCMO/Ib30BaHMWIO U HACTPOIiKe yCcTpolicTBa.

© nNpepynpexaeHns NHHOPMUPYIOT NONbL30BaTENA O CUTYaLUAX, KOTOPbIe MOTYT HAHECTU Bpes
YCTPOICTBY U/N YenoBeKy, NPUBECTU K HEKOPPEKTHOI pa6oTe yCTpoiicTBa UK NoTepe AaHHbIX.
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2 OnucaHue nsgenus

2.1 Ha3HaueHue

AGOoHeHTckasi ctaHumst WB-2P-LR5 (ganee «ycTpoiicTBo») paspaboTaHa A1 NpeaocTaBieHns 4ocTyna K
BbICOKOCKOPOCTHOW 6e30nacHoi 6ecnpoBoAHOl CETU.

YctpoiictBo WB-2P-LR5 o6ecneunBaet AOCTYyN K COBPEMEHHbIM MHTEPaKTUBHbIM cepBucam: ViHTepHeT, IPTV,
VolP.

WB-2P-LR5 nogkntoyaetcs kK 6a30B0i cTaHumm no TexHonorun Wi-Fi n pabotaet B guanasoHe Sun 6
(4acToTHbI AManasoH 5830 - 6150 MI'y, nogaepxaH Ha ycTpoiictBax WB-2P-LR5 rev.B n WB-2P-LR5 rev.C).
Mpeanonaraetca ncnonb3oBaHne coBMecTHO ¢ WOP-2ac-LR5. Takke MOXET MCMNo/b30BaTbCA A4
opraHm3auun 6ecnpoBOAHOIO MocTa Mexay YCTponicTBamu.

WB-2P-LR5 nogaepxunBaet coBpeMeHHble TpeboBaHUA K Ka4ecTBY CEPBMCOB U NO3BO/ISET NepesasaTb
Hanbonee BaXHblli TpadnK B NPUOPUTETHBIX ovepeaax. ObecneyeHne npruopuTu3aumm NPOUCXOAUT Ha OCHOBE
TexHonoruii QoS: CoS (cneunansHble meTkn B none VLAN-naketa) n ToS (MeTku B none IP-naketa).

YCTpOICTBO MOXET paboTaTh B LLUMPOKOM AnanasoHe pabounx TemnepaTyp 1 BbICOKOI B1aHOCTM (Napku,
3aBOfibl, CTAZMOHbI 1 T.0.).

MuTaHye yCcTpoKcTBa OCyLecTBAseTCS No TexHonorum Passive PoE 24 B.

2.2 XapaKTepuCTUKM YCTPONCTBa
Uumepagpelicbi:

* LAN: 1 noprt Ethernet RJ-45 10/100/1000BASE-T;
+ WLAN: IEEE 802.11a/n/ac;
+ TexHonornyeckuit Wi-Fi 2.4 'y, 802.11b/g/n (MHTepdeiic Manoro paguyca AeicTBus A1s OCTUPOBKA U

HaCTPOKM yCTpoiicTBa B nepuog, uHctannsumm).

MuTaHme ycTpolicTBa ocylecTsnsieTcs Yepes PoE-nHxekTop 24 B ot cetn 220 B.

© Npu nuTaHumM ycTpoiicTBa MHXEKTOPOM HaNpsXXeHUs OT/INUHOIO OT 24 B yCTPOICTBO BbIigeT u3
cTpos!

Tnns WB-2P-LRS5 rev.C.
Cemesble ¢hyHKYyuu:

* paboTta B pexume «MmocTay» Uin «MapLipyTmsaTopa;

+ paborta B pexume ycTtporictea «Wi-Fi KnueHT» n «becnpoBogHoli MOCT»;

« nogaepxka pexmma VLAN Trunk;

* noggepxka Management VLAN,;

+ nopgaepxka General VLAN;

* nopgaepxka Transparent Mode;

* cTarnyeckas MapLupyTmMsauus;

* nogaepxka yHkumMm becnpoBogHOl Npo3payHbIiA MOCT;

* nogaepxxka PPPOE-knneHTa;

* CUMHXpOHM3aunsa BpemeHn no NTP;

* nopaepxka ctatnyeckoro agpeca v DHCP (DHCP-knmeHT Ha ctopoHe WAN, DHCP-cepBep Ha CTOpoHe
LAN);

+ nopaepxka DNS;

+ nopaepxka D-DNS;

+ nognepxka NAT;

* noggepxka UPnP;
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* CEeTeBOl 3KpaH;

* nogaepxka knoHnposaHus MAC-agpeca Ha WAN-uHTepdeiice;

* nopaAepxka MexaHW3MoB kKauecTBa ob6cnyxmeaHusa QoS (QoS no DSCP 1 802.1P).

* nopaepxka qpyHkuuii IPTV (IGMP-proxy, UDP-to-HTTP proxy);

+ obHoBneHue MO yepes web-nHTepdeiic;

+ nopgaepxka DHCP-based autoprovisioning;

* nogpepxka TR-069;

* yAa/IeHHbIA MOHUTOPUHT, KOHUrypuposaHue n HacTpoiika: SNMP, web-uHtepdelic, Telnet, SSH.

Ha pucyHkax Hmxe npvsefeHbl CXeMbl NpuMmeHeHnsa obopyaosaHus WB-2P-LRS.

CeTb

nposanaepa

Wi-Fi 802.11a/n/ac

((@)))m

Touka gocTtyna
WOP-2ac-LR5

ABoHeHTcKasn
cTaHuus
WB-2P-LR5

PoE 24 B

m PoE-nHxextop

Ethernet 100/1000 M6uT/c

L

nK

®yHKUMOHas/IbHas cxema ucnosb3oBaHms WB-2P-LR5 6e3 mapuipyTusaropa
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2.3 OCHOBHblE TEXHMYECKME NapaMeTpbl

PykoBozacTBO no akcnyartauuu WB-2P-LR5

OCHOBHblE TEXHMYECKME NapaMeTpbl YCTPOICTBA NpUBEeAEHLI B Tabnuue 1.

Tabnmua 1 — OCHOBHble TEXHUYECKNE NapameTpbl

MapameTtpbl LAN-uHTepcpelica Ethernet

KonnuecTtBo noptos

DneKTpuyecknii pasbem

CkopocTb nepegaun, Méut/c

lMNoppaepxka ctaH4apToOB

MapameTpbl 6ecnpoBogHOro nHTepelica
CraHpapTsl

YacToTHbIn AnanasoH, My,

Mopaynsuns

CkopocTb nepefayn gaHHblx, Mout/c

MakcmmasibHas BbIXofHasi MOLHOCTb NepegaTymka

YyBCTBUTE/ILHOCTbL NPUEMHUKA

Be3onacHocTb

XapaKTepmcm KN aHTeHHbI

YcuneHve

Monapusaums

Yron usnyyenusi (ropusoHTasIbHas NoNsipr3aLms)
Yron nznyyeHus (BepTukanibHas nonsipusaums)

KCB

RJ-45
10/100/1000, aBTOONpPEAENEHNE

BASE-T

802.11a/n/ac

5180-5825 Mryy

5180-6150 MI'y, (ansa ycTpoiicte WB-2P-LR5 rev.B, WB-2P-
LR5 rev.C)

BPSK, QPSK, 16QAM, 64QAM, 256QAM

802.11a: go 54 M6uTt/c
802.11n: go 300 MéuT/c
802.11ac: go 867 Mout/c

5-6 Ty
24 nbm (gns yctpolicte WB-2P-LR5, WB-2P-LR5 rev.B)
28 nbm (ans yctpoiicte WB-2P-LR5 rev.C)

5-6 I'Ty: -94 nbm

64/128/152-6utHoe WEP-undgoposaHne gaHHbix, WPA/
WPAZ2,ueHTpann3oBaHHas astopusaums yepes RADIUS-
cepsep (WPA/WPA2 Enterprise)

2x12 pbu
[ABYXNONSApU3aUmMoHHas aHTeHHa
60°

15°

2.0:1
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MmnepaHc 50 Om

KoadhdpnumneHT 06paTHOro n3nyvyeHuns >20 ab

YnpaBneHue

YnaneHHoe ynpaefneHue web-uHTtepdeiic, Telnet, SSH, SNMP (MoHuTOpuHr), TR-069
OrpaHuyeHue goctyna Mo naporsto

O6LwWwue napameTpbl

Mpoueccop Realtek RTL8197FS 1Ty,
RAM 128 MB

Flash 32 Mb

MuTtaHne PoE 24 B

MoTpebnsemast MOLLHOCTb He 6onee 8 BT

Pabounin gnana3oH Temneparyp oT -45 no +65°C
OTHOCUTENbHAA BAAXHOCTb 0o 95%

CTeneHb 3alnThl IP54

Fabaputhbl 80x66x282 MM

Macca 0,35 kr



2.4 KOHCTPYKTMBHOE WCMNOJIHEHNE

PyKoBOACTBO No aKcniyaTtauuy WB-2P-LR5

YctporictBo WB-2P-LRS umeeT niacTukoBbIii KOpNyc B NPOMBILLIEHHOM UCNOTHEHUW. Pa3mep ycTpoicTBa

80x66Xx282 Mmm.

BHewHwuii Bug, yctpoiictea WB-2P-LR5 npuBefeH Ha puCyHKe HUXe.

sEEEmEn
osaunl

BHelwwHuin Bug, yctporictea WB-2P-LRS

Ha HwxHei naHenn yctpoiictea WB-2P-LR5 pacnonoxeHbl LAN-nopt 10/100/1000Base-T (pasbem RJ-45) ana
NOAK/MOYEHUS K BHYTPEHHEl ceTn 1 nuTaHuto PoE, knemma 3asemnenust (B yctpolictBax WB-2P-LR5 rev.C ) n

KHOMka cbpoca K 3aBOACKUM HacTpoiikam («Reset»).

$‘m 1"_

E—

Pa3bembl HWXHel naHenn WB-2P-LR5
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2.5 CaetoBas nHgukauus

PykoBozacTBO no akcnyartauuu WB-2P-LR5

BHewHwuiA Bug, naHenn nigukaumm WB-2P-LRS npuBefeH Ha pucyHke HuXe.

BHewwHuin BuA naHenu niankaummn WB-2P-LR5

Tekyllee CoCTOsIHMe YyCTpoNCcTBa 0TOOpaxaeTcs npu NOMOLLM MHAMKATOPOB, PACNONIOXEHHbIX Ha 3a4Hel
naHenn yctpoiictea WB-2P-LR5. MepeyeHb MHANKATOPOB U UX OnncaHne npuBeaeHsl B Tabnuue 2.

Ta6nuua 2 — OnucaHne NHAMKATOPOB 3aHei NaHesnm

Nuaukatop CocTosiHue
MHAuKaTopa
0 Power — nHgukatop 3e/1eHbIi, roput
U nMTaHust u ctatyca paboTbl  NMOCTOSIHHO
yCTpoOicTBa

OpaHXeBblii, ropuT
NOCTOSIHHO

KpacHblii, roput

MOCTOSIHHO
" LAN - nHaukatop nopta ropuT 3eneHbim (10, 100
= = | AN-uHTepdpeiica M6UT/C)/ opaHXeBbIM

(1000 M6uT/C)

Muraet

OnucaHue

nuTaHve NoAK/IYeHo, HopMasibHas patoTa

YCTPOIACTBO He nony4ynno agpec no DHCP

3arpyska ycTpoiictea

kaHan mexay LAN-nHtepcpeiicom WB- 2P-LR5 1
NOAK/THOYEHHbIM YCTPONCTBOM aKTMBEH

npoLecc NnakeTHou nepegayn gaHHbIX mexay LAN-
nHtepgeincom WB-2P-LR5 1 nogktoueHHbIM
YCTPONCTBOM
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NHaukatop CocTosiHue
MHAUKaTopa
WLAN - vHaukaTopsl KpacHbIiA, roput

YPOBHS cMrHana ot 6a30Boii
ctaHumu (RSSI)

XEnTbll, roput

3e/1eHbIi, roput

3€/1eHbIV, ropuT

HW OAVH UHAMKATOP He
ropuT

2.6 C6poc K 3aBOACKMM HacTpolikam

PykoBozacTBO no akcnyartauuu WB-2P-LR5

OonucaHve

YCTPOICTBO NOAK/MOUEHO K 6a30BOWi CTAHLMN.

YpoBeHb curHana ot bC 6ornbLue -94 nbm

YCTpPONCTBO NOAKNIOHEHO K 6A30BOI CTaHLNN.

YpoBeHb curHana ot bC 6onbLwe -80 gbm.

YCTPOICTBO NOAK/MOUEHO K 6a30BOWi CTAHLMN.

YpoBeHb curHana ot bC 6onbLue -70 abm.

YCTpPONCTBO NOAKNIOHEHO K 6A30BOI CTaHLNN.

YpoBeHb curHana ot bC 6onbLwe -60 gbm.

YCTpONCTBO HE NOAK/THYEHO K 6a30BOI CTaHLuuN

CyuecTByeT ABa cnocoba cépoca yCTpoiicTBa K 3aBOACKMM HACTPOKam.

1. Uepes KHOMKy «Reset» Ha ycTpoiicTBe. He06X0AMMO B 3arpy)X€HHOM COCTOSIHUM YCTPOICTBA HaxkaTb U

yaepxunBaTb KHOMKy «Reset» (okono 10-15 cekyHz), KOTopasi HAXOAMTCA Ha HWXHE NaHeNN YCTPOICTBa,
noka nHavkatop «Power» He 3aMuraeT opaHXeBbIM LIBETOM.
Uepes PoE-nHXeKTOp, NOCTaBsieMblil ¢ yCTPORCTBOM. HEOGX0AMMO B 3arpy>KEHHOM COCTOSIHUM

YCTPOICTBA HaXaTb 1 yepXX1BaTb KHOMKY «<RST» Ha MHXeKTope okono 10-15 cekyHa (MHamKaTop

«Power» Ha ycTpoIicTBe BYAET MUTaTb OPaHXXEBbIM LIBETOM).

Mpown3oinaeT aBToMaTnyeckas nepesarpyska ycTporncTsa. MNpu 3aBOACKNX yCTaHOBKax byaeT 3anyLueH
DHCP-knneHT. B cnyvae ecnv agpec He 6yaet nonydeH no DHCP, To y ycTpoiictea 6yaert agpec -
192.168.1.1, macka nogcetn — 255.255.255.0; uma nonb3oBartens/naponb Ans gocryna yepes web-

nHTepdeiic: admin/password

2.7 KomMnnekT nocTaBKu

B 6a30BbIii KOMNIEKT NOCTaBKM ycTpoiictBa WB-2P-LR5 BxogaT:

AbBOHeHTCcKas cTaHums WB-2P-LR5;

KomnnekT kpenexa: XoMyTbl 415 KpenaeHus, 2 Wwr.;
MHxekTop PoE 24 B;

Mary-kopa RJ-45, Se kart., 1.5m;

LWHyp nutaHna esposusika - C13-F-1.8wm;

Bknagbiw ¢ onMcaHvem vHamKauuu,

CepTtudomkar CooTBETCTBUS;

Macnopr.

Mo 3anpocy B KOMM/IEKT MOXET BXOAMTb KPOHLUTEH KPENIeHUsi C BO3MOXHOCTbIO pPeryiMupoBku no
rOPU3OHTA/IN N BEPTUKA/IN.
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PykoBozacTBO no akcnyartauuu WB-2P-LR5

3 lNopaaok yctaHOBKM

B gaHHOM pasgene onucaHbl MHCTPYKLUMM MO TEXHMKE 6e30nacHOCTH, PeKoMeHAaL U No yCTaHOBKeE, NpoLieaypa

YCTaHOBKM 1 NOPSAAOK BK/IOYeHUs ycTpolictea WB-2P-LRS.

3.1 VIHCTpYKUUM NO TeXHUKe 6€30MacHOCTK

1.

2.
3

He BckpbiBaliTe KOpryc yCTPONCTBa. BHYTpW yCTPOWCTBA HET 3/IEMEHTOB, NpeHa3HauYeHHbIX AN
06CNyX1MBaHUS NOSIb30BaTE/EM.

He npoussoauTe yCTaHOBKY AAHHOIO YCTPOCTBA BO BpeMS rpo3bl. ECTb pycK yaapa MOMHUEN.
Heobxoanmo cobnoaarb TpeboBaHMsA No HANPSHKEHWUIO, TOKY M YacToTe, yKasaHHble B AaHHOM
NHCTPYKUNN.

Mepes NoAKNHYEHEM K YCTPONCTBY U3MeEPUTE/bHBLIX NPUOOPOB 1 KOMMbIOTEPA, X HEOBX0AMMO
npegBapuTesnibHO 3a3eM/MTb. Pa3HOCTb NOTEHLUMaIOB MeXay KoprycaMmu 060pyaoBaHus 1
n3MepuTenbHbIX NPUO60POB He Ao/MKHA npeBbiwats 1 B.

Mepep BKIOYEHMEM YCTPOICTBA y6eanTech B LLe/IOCTHOCTM Kabenel N nx HageXXHoOM KpenaeHun K
pasbemam.

Bo BpemMs MOHTaXa yCTpOMCTBA Ha BbICOTHBIX KOHCTPYKLUMAX CriefyeT BbINOMHATb YCTaHOB/NEHHbIE
HOPMbI 1 TPpeGOBaHMS NPU BbICOTHLIX paboTax.

Akcnnyarauns ycTpocTBa A0/MKHA NPOU3BOAUTHLCA UHXEHEPHO-TEXHUYECKMM NEPCOHAIoM,
npoLuewmnM cnewrasibHyo NoAroToBKY.

MoaknovaTb K YCTPONCTBY TO/IbKO FOAHOE K MPUMEHEHUNIO BCNOMOrartesibHoe 060pyaoBaHue.

3.2 PekomeHAaumu rno ycTaHOBKe

1.

Mocne 1CTUPOBKM yOeanTeCh, YTO CUTHa OT CTAHLIMK HEe HUXE A0MNyCTUMOTO YPOBHS -65 + -70 ABM. BO3MOXHO
YyMEHbLLUEHVE AAHHOTO NokasaTtens Ao -75 AbM, ecniv He npeanonaraeTcs Kcrnosb3osaHne VolP, NoTOKoBOro

PekomeHayemoe ycTaHaBNMBaeMOE NOSIOXEHME: KpeneHne Ha TpybocToliky/cTonb.

Mepes yCTaHOBKOM 1 BKIHOYEHMEM YCTPOICTBA HEOBXOAMMO NPOBEPUTL YCTPOWCTBO Ha Haslmume
BUAMMbIX MEXAHNYECKNX NOBPEXAEHWA. B criyyae Hannuns NoBpexaeHnin cnegyert npekpatuTb
YyCTaHOBKY YCTPOICTBA, COCTaBUTb COOTBETCTBYHOLLMI aKT N 06paTUTLCS K MOCTaBLLKKY.
YCTPOWNCTBO A0/MKHO ObITb YCTAHOB/IEHO BEPTUKA/IbHO Ha TPYOOCTONKY/CcTON6, npu 3ToM LAN-nopT
[OMKEH ObITb HaNPaBneH BHU3.

. Ana obecneyeHna Hauy4Llero ypoBHs CUrHasa cektopHasa aHTeHHa 6a30B0i cCTaHUMM Ao/kKHA
HaxoAMTbCA B 30HE npsaMoi Buanmoctn WB-2P-LR5. HanbonblLumnii ypoBeHb CUrHasia MOXXHO NOyUnTb

FOCTUPOBKOWM aHTEHHbI C MOMOLLbIO nHAnKatopos RSSI.

C 06paTHOi1 CTOPOHbI OT MecTa KpensieHnsi KPOHLITEHA pacrnosioxeHa nepeaaroLlast YacTb aHTEHHbI.

IMEeHHO 3Ty N/IOCKOCTL CrieflyeT HaNpaB/sTh Ha CEKTOPHYIO aHTEHHY 6Ga30BOI CTAHLIMN.

BUEOBELLAHNS 1 PYroro YyBCTBUTE/ILHOIO K MOTEPSIM Tpaduka B 6eCnpoBOHON CETH.

Pa3mewainte yctporicteo WB-2P-LR5 Ha TpyGocToiike/cTonG6e Takmm o6pasom, UTo6bl OHO
6bl1I0 MaKCMMaJIbHO HanpaB/ieEHO HAa CEKTOPHYIO aHTEHHY 6a30Boii ctaHuuu. Mpu aTom
06s3aTeNbHO A0/MKHA ObITb 0GecneveHa NnpsAMas BUAUMOCTb [0 6a30BOI CTaHLUW.
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PykoBozacTBO no akcnyartauuu WB-2P-LR5

3.3 MoHTax yctporictea WB-2P-LR5

3.3.1 TlpepgapuTenbHasa HacTpoiika

Mepepn yCTaHOBKOI NpoBeanTe NpeBapuTebHY0 HACTPOIiKY YCTpolicTBa (MpMmep HacTpoiiki B pasaene
Mpuvep HacTpoiiki). Ana aToro NoAxIounTe NuTaHue (NyHKTbI 2-7 B pasaene Nopsafaok MOHTaxa) U cneayinte
anropuTMy U3 pasgena lMprvep HacTpoiiki. YA0CTOBEPLTECH, YTO AB6OHEHTCKAsA CTaHLMsA NOAKMoYaeTCs K
HY>XHOVi 6ECMPOBO/IHON CETU: A0MKHbI FTOPETb MHANKATOPbI YPOBHS CUrHasa.

3.3.2 TopApok MOHTaxa

1. YcTaHoBuTe ycTpoiicTBo LAN-NOpTOM BHM3 Ha TPY6GOCTOKY Tak, Kak NoKasaHO Ha PUCYHKE HUXKE U
3aKpenuTe ero XxoMmyTamu, MaywmuMm B KOMM/IEKTE ¢ ycTpoiicTBOM. Cob/ofaiiTe MHCTPYKLUMN NO TEXHUKE
6e30MacHOCTV U pekOMeHaLmK, NPUBEAEHHbIE B pasaenax VIHCTPYKLMS Mo TexHuke 6e30MacHoCT 1
PekoMeHZaLmm no ycTaHOBKE.

2. CHAMUTE KPbILLKY, 3aKpbiBatoLLyto LAN-NOPT Ha HUXKHEN N aHenu YyCTPOMCTB a. BbiNonHuTe 3a3eMnenne
yCTpOiicTBa Yepes crneumasnbHyto knemmy (ans WB-2P-LR5 rev.C ),

£

—

..... ¢

i

N

3.Moakntounte Ethernet-kabenb k LAN-nopty.
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PyKoBOACTBO No aKcniyaTtauuy WB-2P-LR5

4. 3aKpoliTe KPbILWKY HUKHEN naHenu.

5. MNogkntounTe Ethernet-kabens, naywwii ot WB-2P-LRS5, k POE-nopTy nHxekropa.

6. MopgxntounTe Ethernet-kabens Bawei LAN-cetn nnm MK k LAN-nopTty POE-uHxekTopa.

7. Nopxniounte PoE-nHxekTop K po3eTke 220 B ¢ noMOLL b0 CETEBOTO LLHYpa.

Y 4

8. OTperynupyiite NonoXxeHue yCcTpoicTBa A1 NoMyYeHUst HaunyULlero curHana. YpoBeHb curHana
MOXHO OTC/1e[IUTb C MOMOLLbI0 UHAVKALMMN Ha 3aAHEl naHenu.

9. 3aTAHNTE XOMYThI.
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PykoBozacTBO no akcnyartauuu WB-2P-LR5

3.4 Bkw4eHue ycTporcTea

1. Bkmounte nHxektop B po3eTtky 220 B. K LAN-nopty nHxekropa nogxntoumte MK.
2. Yctpoiicteo WB-2P-LR5 nocne BknoUeHUs nuTaHusa 3arpy3vuTcsa B TeYeHne MUHYTbI. MogkioumTecs ¢
nomMoLLblo 6pay3sepa K web-koHdurypatopy WB-2P-LRS.

© IP-agpec no ymonuanuio: 192.168.1.1.
NoruH: admin, naponb: password.

3. Hactpolika cetn onucaHa B pasgene 5.1 MeHto "CeTb'.

3.5 KOctmpoBka aHTeHHbl Wi-Fi

[ns yno6CTBa FOCTUPOBKM aHTEeHHbI Ha YCTPOIicTBe peanin3oBaH TexHonoruveckuii Wi-Fi (qocTyneH Tonbko
anst WB-2P-LR5 rev.C). OH faeT BO3MOXHOCTb NOAK/IHOUNTLCH 6ECNPOBOAHLIM KNMEHTOM K OTKpbITOMY SSID
«EltexWiFi» (auanasoH yacToT 2.4 I'TW) 1 BbINO/IHATL IOCTUPOBKY, UCNOMb3YA AaHHbIE MOHUTOPUHra
napamMmeTpoB coegnHeHus aboHeHTcKon ctaHumm WB-2P-LRS ¢ 6a3oBoit ctaHumeli B WEB-uHTepdeiice.

1. MNogkntounte cmaptdoH Kk cetn Wi-Fi ¢ SSID «EltexWiFi».

2. 3apaiiTe cneayrolme HaCTPOMKU cCOeaAnHEHNsT Ha cMapTdoHe: cTaTudecknii IP-agpec — 192.0.2.X;
Macka cetn — 255.255.255.0 ; w3 — 192.0.2.1 .

3. OTtkpoliTe 6paysep n Beeante agpec 192.0.2.1:8080. OTKPOETCS OKHO HOCTUPOBKN, FAe B peasibHOM
BPEMEHU 0TOBPaXKaeTCs yPoOBEHb CUrHas1a OT CTaHLMK, K KOTOPOW nogkntoyveHa WB-2P-LR5:

KOcTtupoBka
RSS! Vertical -58 EM
RSSI Horizontal -56 IEM
SNR 16/18 OB
LAN 100 MGuT/C

4. BbINO/HUTE OCTUPOBKY, LOGUBLUMCH MakcMasibHOro RSSI.
5. Mocne CcTMPOoBKM HEOBXOAMMO OTK/IUNTL TexHonornyeckmin Wi-Fi.

BkrtoueHne/BobiktoveHne TexHonornyeckoro Wi-Fi BbinonHaeTca yepes web-koHdurypaTop yCTpoicTBa,
onvcaHue npueeseHo B pasgerne «[1oaMeH0 «[1onosIHUTe bHbIE HACTPONKY .
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PykoBozacTBO no akcnyartauuu WB-2P-LR5

4 YnpaBneHue ycTpoicTBOM vepes web-kKoHurypatop

4.1 Hauyano pa6oThl
[na Hayana paboTbl HY)XHO NOAKIOUUTLCS K YCTPOMCTBY No uHtepdoeincy LAN uepes web-6pay3sep:

1. OTKpoliTe web-6pay3ep (nporpaMmy-npoCMOTPLUMK FMNEePTEKCTOBLIX AOKYMEHTOB), Hanpuwvep Firefox,
Opera, Chrome.
2. BBepgute B agpecHoin cTpoke 6paysepa IP-agpec ycTpoicTsa.

© 3asopckoii IP-agpec ycTpoiictea: 192.168.1.1, macka noaceTu: 255.255.255.0. Mo
YMON4YaHUI0 YCTPOMCTBO MOXET nonyuutb agpec no DHCP.

Mpu ycnewHoOM 06HapyXXeHUW YCTPOoCTBa B OKHe bpay3epa 0Tob6pasnTcs cTpaHuua ¢ 3anpocom MMeHN
nonb3oBaTens 1 napons.

Norux:
Maponk:

© 3aBsopackue yctaHOBKW: 1OrvH: admin, napons: password.

3. BBeaguTte nMs Nonb30Batesist B CTPOKe «/10rvH» 1 Naposib B CTPoke «[Maposib».
HaxmuTte KHOmMKy «BoiTu». B okHe 6pay3epa OTKpOeTCst cTpaHuLa web-koHdurypatopa.

WB-2P-LR5 rev.B ru~  admin

Ethernet-noptel  ARP PPPoE Relay  YcTpoitcTeo Conntrack  MapwpyTtnaauma

Boixon B MHTEpHET

Mook nioYeHNE K CETH Wi-Fi Knuent
CocTosHKe NOOKNOYEHNA Authenticated
SsID WOP-2ac-LR5
MpoTokon goctyna DHCP
IP-anpec 192.168.11
Link Capacity 45

Link Quality 40

Link Quality Common 40

RSSI Vertical/Horizontal -48/-68 nbm
SNR 2915 nb
TxRate 175.5 Méut/c
RxRate 234 Méur/c

Z OBHOBUTB
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PykoBozacTBO no akcnyartauuu WB-2P-LR5

© Ha BepxHeii naHenn web-uHTepeiica MOXHO NEPEKTIOUNTL A3bIK OTOGPaXKEHUA UHoOPMaLUN.
Ana WB-2P-LR5 goctynHa pycckasa u aHrnuiickas Bepcusi web-untepdpeiica.

WB-2P-LR5 rev.B w~ | admin
Ethemet-noptTel ARP  PPPoE Relay  VcTpoiicteo  Conntrack  MaplupyTu3auma
Beixog B VIHTepHeT
MOAKMIOMEHUE K CETH Wi-Fi KnueHT
COCTORHME MOJKMINEHNA Authenticated
SsiD shipovalov_test
MpoTokon JocTyna DHCP
IP-agpec 10.24.80.87
Link Capacity 45 (not changed)
Link Quality 100 (not changed)
Link Quality Common 76
RSSI Vertical/Horizontal -58/-61 aBM
SNR 2421 06
TxRate 351 MButic
RxRate 526.5 MOuT/C

4.2 CwmeHa nosnb3osarenem
Ha ycTpoiicTBe cyllecTByeT ABa Tuna nonb3osaresneii: admin v viewer:

+ admin (naposb no ymonyaHuto: password) MeeT NoMHbI AOCTYN K YCTPOCTBY: UTEHNE 1 3annCb
NOBbIX HACTPOEK, MOJTHLIA MOHUTOPWHI COCTOSIHWSA YCTPOICTBA.

* viewer MMeeT NpaBo TO/IbKO NPOCMAaTPUBaTh BCHO KOHPUrypauuio ycTpolicTBa 6e3 BO3MOXHOCTMN YTO-
NMBO pefakTMpoBaThb, MOHUTOPUHI COCTOSIHUSI YCTPOIACTBA AOCTYMNEH B NO/IHOM OGLEME.

WB-2P-LR5
Cets IP-teneBupeHne Cuctema A

Ethernet-nopTel DHCP  ARP PPPoE Relay  PPPoE Client  YcTpoitcteo Conntrack  MapwpyTtusaumns

Mpu HAXATWUKN Ha KHOMKY «BbiX00» TEKYLLAS CeCcCusl Nosb3oBaTesis GyAeT 3aBeplUeHa, 0TO6PA3NTCS OKHO
aBTOpPU3ALMN:

JorH:

Mapons:

[Lnsi cMeHbl 4oCTyna HeobX0AMMO yKa3aTb COOTBETCTBYHIOLLME UMSA MOMb30BATENSA U Naposib, HAKATb KHOMKY
«Bolimu».
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PykoBozacTBO no akcnyartauuu WB-2P-LR5

4.3 TpuMeHeHne KoHdUrypaunum n oTMeHa N3MeHeHun

1. MNpumeHeHre KoHurypaLmm
© Mo HaxaTuo Ha KHOMKY «MpUMEHUTL» NPOUCXOAUT CoXpaHeHune KoHgurypauun Bo flash-
namMaTb YCTpPOiicTBa U NPUMMeHeHne HOBbIX HacTpoek. Bce HacTpoiiku BCTynatoTt B cuny
6e3 nepesarpysku ycTpoicrsa.

B web-nHTepdeiice peannsoBaHa BM3yasibHast UHAMKALMS TEKYLLIEro COCTOSIHMSA NpoLecca NpMMeHeHus

HacTpoex.
BuayanbHasi MHAMKALMS TEKYLLLEro COCTOSIHMSA npouecca NpUMeHeHNs HacTpoek:

BHelwHnii BUp, OnucaHue coCcToAHUA

HACTROMK CETH = Mocne HaxaTus Ha KHOMKY «MpUMEHNTL» NPOUCXOANT MPOLIECC NMPUMEHEHNS U
ACTHOMEK CETI &, . o

F 3anncy HacTpoek B NamMsiTb ycTpolicTBa. O6 3TOM MHPOPMUPYET 3HAUOK & s
Ha3BaHUM BK1AAKN U Ha KHOMKE «[pUMEHUTb».

06 ycneLlHOM COXpaHeHUN U NPUMEHEHUN HACTPOEK MH(DOPMUPYET 3HAYOK
B Ha3BaHWUW BKMAAKN.

HacTpoik ceT &

HACTROMH CETH @ Ecnu 3HaueHre napameTpa 6bI10 yKa3aHo C OLINGKONA, Noc/e HaxkaTus Ha
ARG EEVT KHOMKY «[PUMEHUTL» NOSIBUTCSA COOTBETCTBYIOLLEe COOBLLEHNe 06 OLIMGKE C

YKasaHneM MNMpuynHbl, a B HasBaHUW BK/1aKn 0T06pa3I/ITCF| 3Ha4oK E]

+ [pHMEHKTE
KHomKa «MpUMEHNTL» B MEHIO ,

2. OTMeHa N3MeHeHWi

© OtmeHa nsMeHeHWli NPOU3BOANTCA TOJTLKO A0 HAXATUA Ha KHOMNKY «MpuMeHnUTL>. Mpu
Ha)XaTuUM Ha KHOMKY «MPUMeHUTb» U3MEHEHHbIE Ha CTPaHULEe NapameTpbl 6yayT
OGHOB/NEHbI Ha TEKyLLMe 3HaYEeHUSA N COXpPaHeHbl B NaMATb ycTpoiicTBa. Mocne HaxaTus
Ha KHOMKY «MpUMeHUTbL» BO3BpaT K NpeablAyLuM HacTpolikaMm 6yAeT HEBO3MOXXEH.

- X0
KHOMKa OTMEHbI M3MEHEHMIT MMeeT BUA; I
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PykoBozacTBO no akcnyartauuu WB-2P-LR5

5 OcHOBHble aneMeHTbl web-uHTepdeinca

Ha pucyHke HUXe npeacTaBneHbl 31EMeHTbI HaBuraummn web-koHdurypatopa.

WB-2P-LR5 1

2

4

Ul

® 000 "Tlpeanpustue "Snrexc”, 2011 - 2019 Bepcus 10: 2.2.0.235
Bepcug pefi-untepchelica: 2.2 32

OKHO M0/1b30BaTE/NbLCKOMO UHTepdeiica pasaeneHo Ha ceMb obnacTeii:

1. Nma nonb3oBaresis, Nof, KOTOPbIM Obl/1 OCYLLLECTB/IEH BXO/ B CUCTEMY, & TAKXKE KHOMKAa 3aBepLUeHns
ceaHca pab6oTbl B web-nHTepdeiice (8b1x00) nog AaHHbIM NONb30BaTENEM.

2. Bknafkv MeH0 rpynnupyoT BKIAAKW NOAMEHIO Mo kaTeropusm: MoHuTopuHr, Cetb , IPTV(gocTynHo

TO/IbKO B peXxume mapuipyTtusatopa), Cuctema .

Bknafkv nogmMeHo cnyxar 411 ynpas/ieHUs nonemM HacTpOek.

Mone HacTpoekK yCTPOCTBa, KOTOpoe 6a3npyeTcs Ha BbIGope Nosib3oBaTesis, npeAHa3HavyeHo ans

NPOCMOTpa HACTPOEK YCTPOCTBA 1 BBOAA KOH(DUTYPALMOHHBIX AAHHbIX.

5. KHonku ynpaeneHunst KoHpurypaumei, nogpobHas nHopmaums npusegeHa B pasgene lNpuveHenne
KOHUrypaumm n oTMeHa N3MeHEHMWIA.

6. VHdopmaunoHHoe none, B KOTOPOM oTobpaxkaeTcsa Bepcus MO, Bepcusa web-nHtepdelica.

W
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PykoBoacTBO no akcnnyarauum WB-2P-LR5

5.1 MeH «MOHUTOPUHI»

B faHHOM MeH0 AOCTYNeH MOHUTOPUHT YCTPOICTBA.

© Ha HeKkoTOpPbIX CTPaHULAX HE peasIu30BaHO aBTOMAaTUYECKUEe OGHOB/IEHME AaHHbIX
MOHUTOpPUHra ycTpoiicTBa. 1A nonyyeHUs Tekyleil MHhopMmaLmuy ¢ yCTpoiicTBa HKMUTE

2 OFHOBMTE

KHOMKY

5.1.1 MoameHto «MHTepHeT»

B NoMEHI0 «/IHTEPHET» OCYLLIECTB/NSIETCS NPOCMOTP OCHOBHbIX CETEBbIX NMApaMeTPOB YCTPOCTBA.

LRGN Ceth  IP-TeneBMpeHne  CucTteMa

WHTepHeT Ethernet-nopTei DHCP  ARP PPPoE Relay PPPoE Client  YcTpoiicteo Conntrack  MapuwpyTwnsaums

Buixon B MIHTepHeT

MopknioYeHne kK ceTH Wi-Fi KnuenT
CocToAHWE NOOKNOYEHNA Authenticated
SSID WB_11112
lMpoTokon poctyna DHCP
IP-agpec 192.168.50.45
Link Capacity 7

Link Quality 100

Link Quality Common 77

RSSI Vertical/Horizontal -73/-77 nbm
SNR 1812 ob
TxRate 58.5 MBuT/c
RxRate 234 MéurTic

= OBHOBUTL
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PykoBozacTBO no akcnyartauuu WB-2P-LR5

Bbix00 8 UHmepHem

* [MoOK/IYeHUEe K cemu — NoKasbIiBaeT TUMN NOAK/IOUYEHUS K BHELLHEN ceTy;

+ CocmosiHue MooK/Il04EeHUS — NOKa3blBAET COCTOSIHNE NOAK/THYEHNS K BHELUHEN ceTu;

* MdeHmucgpukamop cemu (SSID) — nmsi 6ecnpoBOAHOl CETU, K KOTOPOIA NOAKNHOUYEHO YCTPOIACTBO;

+ [Mpomokos1 docmyna — NPOTOKO/, UCMOb3yeMbIii 418 AOCTYyNa K CeTy;

* IP-adpec — IP-agpec ycTpoiicTBa BO BHELLUHEN CETY;

* Link Capacity — napameTp, KOTOPbIil 0OTOOGpaxaeT ah(PeKTUBHOCTb NCMOIb30BaHMSA YCTPOCTBOM
MOAyNAauMn Ha nepegady. PaccumTbiBaeTcs UCX04S U3 KONMYeCTBa NakeToB, NepefaHHbIX Ha KaxXaoi
MOAYNALMK, N NOHWXKAOLLMX KO3hhMLUMEeHTOB. MakcumasibHoe 3HaueHne- 100% (o3HavaerT, 4To Bce
nakeTbl NepefatnTcs Ha MakCUMasibHOW MOAYNALMK /19 MakCUMasibHOTO TUna nss, Noa4epXXvBaeMoro
yCTPOICTBOM). MUHUMaIbHOE 3HAYeHUE- 2% (B C/lyyae, Koraa nakeTbl NepeatoTcs Ha MOAyIALMN
nssTmcs0 ans yctpoiictea ¢ nogaepxkoii MIMO 3x3). 3HaueHMe NnapamMeTpa paccUnTbIBaeTCS 3a
nocnegHue 10 c;

* Link Quality — napameTp, KOTOPbIi 0TO6PaxXaeT COCTOSAHUE JIHKA, pacCYMTaHHbI HA OCHOBaHWUM
KO/IMYecTBa OTNpaB/IEHHbIX PETPAHCMUTOB NakeToB. MakcumasnibHoe 3HaueHne — 100% (Bce
nepeAaHHble NakeTbl OTNPABUINCL C NEPBOVA NOMbITKM), MUHUMasbHOe 3HaveHne — 0% (H1 oauH nakeT
He 6bl/1 yCMeLHo oTnpaB/eH). 3HauYeHne napameTpa paccuntbiBaeTcs 3a nocnegHve 10 c;

* Link Quality Common — napameTp, KOTOPbIi 0TO6paxaeT COCTOSAHUE JINHKA, pacCUUTaHHbIA Ha
OCHOBaHWUM KOMMYeCTBa OTMNpaB/IEHHbIX PETPAHCMUTOB NakeToB. MakcumasibHoe 3HaueHne — 100% (Bce
nepefAaHHble NakeTbl OTNPABUINCL C NEPBOVA NOMbITKM), MUHUMasbHOe 3HaveHne — 0% (H1 oauH nakeT
He 6bl/1 yCMeLHo oTnpaB/eH). 3HauYeHMe napaMeTpa paccunTbIBaeTCS 3a BCE BPEMS NOAKMOUYEHNS;

* RSSI Vertical/Horizontal — ypoBeHb curHana ot 6a30B0ii CTaHuuW, BMm;

* SNR — oTHOLEeHWe curHasn/wym, ab;

+ TxRate - KaHaNbHasA CKOPOCTbL Nepegayn, MouTt/c;

* RxRate - kaHa/IbHasA CKOPOCTb Npuema, MouT/c.

[N 06HOBNEHMSA MH(DOPMALMK Ha CTPaHULLE HaXKMUTE KHOMKY «OBHOBUTLY.
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PykoBozacTBO no akcnyartauuu WB-2P-LR5

5.1.2 MoameHto «WDS»

NoameHio «WDS» AOCTYNHO TOMBLKO B peXxume «becnpoBogHo MOCT»

B nogmeHto «WDS» ocyLiecTBnsieTcs NPpOCMOTP HAaCTpoeK paanovHTepderica n coctosiHne becnpoBogHoOro
MocTa.

WHTepHeT @ Ethernet-nopTel ARP  YcrpoiicTBo Conntrack ~ MapwpyTusaums

Radio

Homep kanana 36
WnpuHa kaHana 80 My

Pexum pabotsi 80211ac

WDS

MAC-appec Wz knuexTa IP-appec Link Capacity Link Quality Link Quality Common YpoBeHb curkana SNR Bpemsa noAKNoYeHHR TxRate RxRate

E0:D9:E3:7A:9B:40 WB-2P-LRS 192.168.1.1 13 80 47 -84 4 2mmH 53¢ 58.5 Mbur/c 27.0 Méw/c

Radio:

Homep kaHasia — kaHas1, Ha KOTOPOM yCTaHOB/1eH 6ecnpoBOAHOIN MOCT;
UlupuHa kaHasa — ncnosnb3yemMas LWMpuHa kaHana A1a 6ecrnpoBogHOro MocTa;
Pexxum pabomabi — TEKYLLMIA PeXMM paboTbl pagnmonHTepdienca ycTponcTaa.

MAC-adpec — MAC-agpec BCTPEYHOro yCTPONCTBa,;

Vimsi knueHma — ceTeBoe UMS BCTPEYHOIO YCTPONCTBa;

IP-adpec — |P-agpec BCTPEYHOro yCTPONCTBa;

Link Capacity — napameTp, KOTOpbIil 0To6paxaeT ahpeKTUBHOCTb MCNO/Ib30BaAHUSA MOAYIALNN HA
nepegadvy. PaccuntbiBaeTcs UCXOAS U3 KONMYECTBA NaKeToB, NepeaHHbIX Ha KaXX40i MOAY ALY, 1
NOHMXaOLWMX KoadhmumeHToB. MakcmasnbHoe 3HaveHne- 100% (Bce nakeTbl nepeaatoTcs Ha
MakcUMasibHOW MoAyNsSLUM A1st MakCUMaslbHOTO TUna NSs, NOAAEPXKNBAEMOrO YCTPOCTBOM).
MuHMManbHoe 3HaveHune- 2% (B criyyae, Korga nakeTbl nepeaaroTcs Ha moaynsummn nss1mes0 ans
ycTpolictBa ¢ noaaepxkoint MIMO 3x3). 3HaueHune paccuntbiBaeTcs 3a nocnegxme 10 c;

Link Quality — napameTp, KOTOpbIil 0OTOOpaXKaeT COCTOSAHWNE JINHKA, PaCCYMTaHHbIN Ha OCHOBaHWM
KO/IMYecTBa OTNpPaB/IEHHbIX PETPAHCMWUTOB NakeToB. MakcumasibHoe 3HaveHne — 100% (Bce nakeTsbl
OTNpaBW/INCL C NEPBOIA NOMbITKM), MUHUMasIbHOE 3HaueHne — 0% (HW OAMH NakeT He Bbl yCnewHo
oTnpas/neH). 3HaueHne paccumTbiBaeTcs 3a nocnegHue 10 c;

Link Quality Common — napameTp, KOTOpbIil 0TOBpaXkaeT COCTOSAHNE JIMHKE, PACCYUTaHHbIN Ha
OCHOBaHWUM KOMIMYECTBa OTNpaB/IEHHbIX PETPAHCMUTOB MakeToB. MakcumasibHoe 3HaueHne — 100% (Bce
MakeTbl OTNPaBWU/IUCL C NEPBOIA NOMNbITKM), MUHUMasIbHOE 3HaueHne — 0% (HWU OAUH NakeT He 6bin
yCNeLHO oTnpas/ieH). 3Ha4YeHNe pacCcUMTLIBAETCA 3a BCE BPEMS MOAK/THOYUEHUS;

YposeHb cueHasia — ypoBeHb NPUHMMAEMOro CUrHasia OT BCTPEYHOro yCTPOICTBa, ABM;

SNR — oTHOLWeHWe curHan/wym, ab;

Bpewmsi nodk/ito4eHuUs1 — BPeMs, B TeYeHNE KOTOPOro akTuBeH 6ecnpoBOAHOM MOCT;

TxRate — kaHasIbHasA CKOPOCTbL nepepauun, Méut/c;

RxRate — kaHasnibHas cCKOpOCTb Npuema, MéuT/c.
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PykoBozacTBO no akcnyartauuu WB-2P-LR5

5.1.3 MoameHto «Ethernet-nopTbi»

B nogmeHto «Ethernet-nopTbi» BbINONHAETCA NPOCMOTP cocTosAAHMA Ethernet-noptos ycTpoicTea.

MuTeprer ESOGEGES LY DHCP ARP  Yerponcteo Conntrack  MapwpyTusauums

CoctoAHKe Ethernet-nopTos

MopT NogrnoyeHHe CropocTe PewuHm Nepegamo NpHUHATO

LAMN Ban 1000 MGMHT/C Full-duplex 150.9 KGaAT (154 496 GanT) 13.9 KG2lT (14 208 GanT)

1]

OOHOBHTE

CocmosHue Ethernet-nopmos

* [MTopm — Ha3BaHVe nopTa:

* LAN — nopT /I0KasIbHOW ceTw.
* [ToOK/I4eHUEe — COCTOSIHNE NOAK/HYEHNS K NOPTY:

* Bk/1. — K NOPTY NOAKMHOUYEHO CETEBOE YCTPOWCTBO (COEANHEHNE aKTUBHO);

* BbIK/1. — K NOPTY He NOAKMHOUYEHO CETEBOE YCTPOCTBO (COeAMHEHNE HE aKTUBHO).
+ CKopocmb — CKOPOCTb NOAK/TOYEHNSI BHELLHETO CETEBOrO ycTpolicTa k nopty (10/100/1000 M6éuT/c);
* Pexum — pexum nepegadv AaHHbIX:

* Full-duplex — nonHbIi gynnekc;

* Half-duplex — nonygynnekc;
+ [NepedaHo — KONNYECTBO NepefaHHbIX 6ainT ¢ NopTa;
* [MpuHAMO — KONIMYECTBO NPUHATBLIX 6alT NOPTOM.

[N nonyyeHust TekyLlein nHgopmauum o coctosiHum Ethernet-noptoB HaXkmMmTe KHOMKY «OGHOBUTb.

5.1.4 TMogmeHto «<DHCP»

B nogmeHto «kDHCP» MOXHO NOCMOTPETb CNUCOK NoaktoUYeHHbIX K LAN-uHTepdpeicy ceTeBbiX YCTPOWCTB,
KOTOpbIM Obl/IN Ha3HayeHb! IP-agpeca nokanbHbiM DHCP-cepBepoMm, a Takxe BpeMs A0 UctedeHus apeHabl IP-
appeca.

WHTepHer Ethernet-nopTil m ARP Yerpowcreo Conntrack MapwpyTrHsauns

Cnucok DHCP-knueHTOB

MAC-agpec Wma knwenTa IP-agpec BpeMA 00 UCTEYEHMA ApeHgb!

2 OBHOBHTE

Cnucok DHCP-knueHmos

* MAC-adpec — MAC-apec nok/IH04eHHOro yCTPONCTBa;

* VIMs1 K/lueHma — ceTeBoe UMS MOAK/TIFOYEHHOIo YCTPOCTBA;

* IP-adpec — IP-agpec, Ha3Ha4YeHHbI KNMEHTY U3 Nyna afgpecos;

* Bpewmsi 00 ucmedeHusi apeHobl — CPOK, Yepe3 KOTOPbIV UCTEKaEeT apeH/a BblAe/IEHHOro ajapeca.

[ns nonyyexus Tekywei nHgopmarmm o DHCP-knueHTax HaxxmuTe KHOMKY «OBGHOBUTLY.
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PykoBozacTBO no akcnyartauuu WB-2P-LR5

5.1.5 ToameHo «<ARP»

B nogmeHto «<ARP» BbinonHsetca npocMoTp ARP-Tabnmubl. B ARP-Tabnuue cogepxuTca nHdopmMaums o
cootBetcTBUM IP- 1 MAC-agpecoB cocejHUX CETEBbIX YCTPONCTB.

Wuteprer  Ethernet-noptei  DHCP m Yerpowcteoe Conntrack  MapwpyTusauma

ARP-tabnuua

IP-anpec MAC-anpec MMA KNKeHTa MHTeptpeic

192.166.15.1 AB:F3:48:80:E7:00 Wi-Fi

ARP-mab6nuua

+ IP-adpec — IP-agpec ycTponcTBa;

+ MAC-adpec — MAC-agpec yCTpOICTBa;

* Vmsi knueHma - hostname ycTpoiicTea (ecnm nmeertcs);

* MIHmepgbelic — nHTepdelic, Co CTOPOHbI KOTOPOro akTMBHO ycTpoicTBo: LAN, Wi-Fi, Bridge .

NS nonyyeHus TekyLlein MHdopMaLuy HaXXMUTE KHOMKY «OBHOBUTb».

5.1.6 MoameHto «PPPoE Relay»

© nNogmeHio «<PPPOE Relay» goctynHo Tonbko B pexume «Wi-Fi KnueHT»

WHTepHer  Ethernet-nopter  ARP R ACEFE Yorporctee  Conntrack MapwpyTH3auuma

Ceccun PPPoE Relay

HUCNO CECCHA 2

CNHUCOK ceccHin

CocToRHHE ID ceccuHmn BpeMA cecCHM MAC-agpec Kn1eHTa TaWMayT oT KNHeHTa MAC-agpec cepeepa TaAMayT oT cepeepa

[=]

ACTIVE 13 1mrH 32 ¢ 32C 4AB3 3399 Oc

ACTIVE 14 1 MHH 5 ¢ ABF48:09:10:52 L

& OOHOBHTL

* Yucno cecculi — uncno PPPoE-ceccuii, nogHATbIX Yepes YCTPOCTBO. MakcumMasibHOe 3HavyeHne — 64.
+ CocmosiHue — akTBHas b0 HeaKTVBHasA Ceccusi.

*+ ID ceccuu — Homep ceccuu.

* Bpewmsi ceccuu — anTaim ceccuw.

+ Talimaym om k/iueHma — BPeMS C MOMEHTa NPUHATUA NOCNeAHero naketa oT KneHTa.

+ Talimaym om cepsepa — BpeMsl C MOMeHTa NPUHATUSA NOC/eHEro naketa oT cepsepa.

Tak e MOXHO yBuaeTb nHpopmaumo 06 MAC-agpece kveHTa u cepeepa.
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PykoBozacTBO no akcnyartauuu WB-2P-LR5

5.1.7 NoameHio PPPoE Client

© nNopameHto «PPPOE Client» 4O0CTYNHO TONBLKO B peXuMe pa6oTbl «<MapLpyTusarop»

Ha cTpaHuue MoxHO yBuaeTb nHchopmaumio o MAC-aapece v IP-aapece knveHTa 1 cepeepa. MapameTp
"CTaTtyc" oTo6paxaeT COCTOSIHME CECCU - aKTUBHAsSi NGO HeaKTUBHAs ceccus.

m Cete IP-teneBupeHne Cuctema

WHTEpHET Ethernet-nopTe DHCP ~ ARP  PPPoE Relay QM ISR al YcTpodcteo — Conntrack  MapwpyTtusaums

MHudbopmauwns o PPPoE Client

Cratyc ACTIVE
MAC-anpec KNUeHTa E0:D9:E3:7A:9B:40
MAC-anpec cepeepa 00:1C:C0:94:43:ED
IP-agpec knueHTa 10.10.1.20
|P-anpec cepeepa 10.10.101

5.1.8 TNoameHo «YCTPOCTBO»

B nogMeHto «YCTpOCTBO» NpmBeAeHa obLas nHopmaums 06 ycTpoincTse.

WHrepHer  Ethernet-noptet  ARP  PPPoE Relay Conntrack MapwpyTtnsauma

NHdpopmauwna ob ycTpoiicTee

Wanenune WB-2P-LR5
Bepcua NO 2.1.0.160
3aeonckon MAC-anpec E0D9:E37I.EEG0

CepuitHelit HoMep WP29002398
CuctemHoe epema 10:28:30 24.09.2018

BpeMs paboTel 0 aH, 04:39:11

ViHbopmayus 06 ycmpolicmse

* MI30es1ue — HaMMeHoBaHVe MOAEN YCTPOICTBa;

* Bepcusi 1O — Bepcusi NporpamMmmHoro obecneyeHnst yCTponcTea;

+ 3asodckoli MAC-adpec — MAC-aapec WAN-nHTepdoeiica yCcTponCcTBa, yCTaHOB/EHHbI 3aBOA0OM-
N3roToBUTENEM,

+ CepuliHbili HOMep — cepuiiHbli HOMEpP YCTPOCTBA, YCTaHOB/IEHHbIV 3aBOAOM-U3rOTOBUTENEM,

+ CucmeMHoe BpeMs — TeKyLlme BPeMs 1 faTa, yCTaHOB/IEHHbIE B CUCTEME;

* Bpewmsi pabombl — BpeMsi pab0Tbl C MOMEHTa NoCNeAHEero BKIYEHNS KN nepesarpy3kn yCTponcTea.
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PykoBozacTBO no akcnyartauuu WB-2P-LR5

5.1.9 MoameHto «Conntrack»

B noameHto «Conntrack» oTo6paxaroTcs TEKyLLME aKTUBHbIE CETEBbIE COEAMHEHNS YCTPONCTBA.

WuTepuet  Ethernet-nopTel DHCP ARP YeTpoWcTEo m MapiupyTHIaLMWA

Boigog akTHEHBIX ceccuil NAT

Cruncok coeguHeHni

Mporokon Appec wCToMHMER Anpec HazHEHeHUR TammayT

TCP

& ObHoam:

Bbi800 akmusHbIx cecculi NAT

* YHucno akmusHbIX cOeOUHEHUU — 0bLLee YNCN0 aKTUBHbIX CETEBbLIX COEAVHEHNIA

* Yuc/o nokaszaHHbIX COEOUHEHUU — YACNO COeQUHEHNIA, BbIBEAEHHbIX B web-nHTepdeiic. UTobbl He
CHWXaTb NPOM3BOAUTENBHOCTL PaboTbl web-nHTepdelica, MakcMasibHOE YMC/I0 NOKa3aHHbIX
coeanHeHWl orpaHnyeHo 3HadeHem 1024. OcTasibHble CoeANHEHNS MOXHO NOCMOTPETb Yepes3 KOHCO/1b

ycTpoicTBa.
Cnucok coeduHeHul

+ [IpomokKo/1 — NPOTOKO/, MO KOTOPOMY YCTaHOB/IEHO COEAMHEHNE;

+ Adpec ucmoyHuka — IP-aipec 1 Homep nopTa uHMUMaTopa coeanHeHus;
* Adpec HaszHaueHus — IP-agpec 1 HoMep nopTa agpecarta CoeAMHEHNS;

« Talimaym — nepuop, BpEMEHU [10 pa3pbiBa COeANHEHMS.

[N nonyyeHust TekyLlein MHpopmauum HaXXM1UTe KHONKY «OGHOBUTb.
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PykoBozacTBO no akcnyartauuu WB-2P-LR5

5.1.10 MogmeHio «MapLipyTmzaums»

B nogmeHto «MapwpyTunsaums» otobpaxaeTca Tabnvua MapLipyTmM3alnmmn ycTponcTsa.

WuTepHer  Ethernet-noptel DHCF ARP  YerpoWcTeo  Conntrack m

TaGnuua MappyTUaalgmum

Appecar Winscz Macka Dnarn MeTpuxa DHpaweHWa ObHapyweHHA Wurepdenc

0.0.0 182.168.15.1 0.0.0.0 UG 0 0 0 wiani

A 64 0 162 168,151 AEE, FEE IEE [ LI [ [ wiani

=
=

+ Adpecam - IP-agpec xocTa unm noaceTn HazHauyeHus, 40 KOTOPbIX YCTAHOB/IEH MapLLpPYT;

+ LWmo3 — IP-agpec W3a, Yepes KOTOPbIA OCYLLECTBASETCA BbIXOA Ha aapecara;

* Macka — macka nogceTty;

+ s1a2u — onpeaeneHHble XapakTepUCTMKM AaHHOro mapupyTa. CyuwecTByoT cneayowme 3HaveHms
razos:

U — yKasbIBaeT, YTO MapLUpyT CO34aH U ABMSETCA NPOXOAMMbIM.

H - yka3blBaeT Ha MapLIpyT K OnpeAenieHHOM y31y.

G - yKa3blBa€eT, YTO MapLUpPyT NponeraeT Yepes BHELWHW Wwiito3. CeTeBol HTephenc cuctemsl
npefocTaBnseT MapLUpyTbl B CETU C NPAMbIM NOAKNIOYEHEM. Bce npoyre mapLupyTbl NPOXoasT
yepes BHeLHWe wno3bl. dnarom G oTMeyaroTCs BCe MapLUpyThbl, KOOME MapLUpyTOB B CETU C
NPAMbIM NOAK/THOYEHNEM;

R — ykasbIBaeT, UTO MapLUpyT, CKopee BCero, 6bi/1 Co34aH AMHAMUYECKM NPOTOKO/IOM
MapLupyTM3aumm, paboTalowmm Ha NoKaslbHO cucTeMe, NocpeAcTBOM napameTpa reinstate;

D - ykasbIBaeT, 4To MapLipyT 6b11 Ao6aBeH B pesynbrarte nosyvyeHns coobeHms
nepeHanpaeneHust ICMP (ICMP Redirect Message). Koraa cuctema y3Haet o MapLipyTe 13
coobuieHns ICMP Redirect, MapLupyT BKItOHAETCS B TabAMLy MapLupyTusaLlmm, YTo6bl UCKIHUNTL
nepeHanpasneHne a1 nocneayowmnx NakeTos, NpegHasHaYeHHbIX TOMY Xe agpecary.

M - yka3bIBaeT, UTO MapLUpyT NOABEPICA N3MEHEHWIO, BEPOATHO, B pe3y/ibtaTe paboTbl
AVHaMNYECKOro NPOTOKO/1a MapLUpyTM3aLmm Ha IOKasIbHON cucTeMe 1 NpUMEHeHUs napamerpa
mod.

A - yKka3blBaeT Ha 6ythepn3oBaHHbIn MapLIpyT, KOTOPOMY COOTBETCTBYET 3anuch B Tabnmue ARP.
C - yKasbIBaeT, YTO UICTOUYHMKOM MapLupyTa siBnsieTcs 6ycep mapipytmsaumm sapa.

L — yka3bIBaeT, YTO NyHKTOM Ha3Ha4yeHnss MapLupyTa ABSETCA OA4MH U3 afpecoB AAaHHOIO
KomMmnbloTepa. Takme «10Ka/ibHble MapLUpyThl» CYLLECTBYIOT TOMIbKO B Bydhepe mapLipyTm3aumm.

B — yka3bIBaeT, YTO KOHEYHbIM MYHKTOM MapLupyTa SiIBASETCA LWMPOKOBeLLaTebHbIn agpec. Takve
«LUMPOKOBELLATENbHbIE MAPLUPYTbI» CYLLECTBYHOT TO/IbKO B Oydiepe MapLupyTusauuu.

| — ykasbIBa€eT, YTo MapLLPYT CBsi3aH C konbLeBbIM (loopback) nHTepceiicom ¢ Lenbio NHOM,
HeXxenu obpalleHne K KobLeBOWN CeTU. Takne «BHYTPEHHME MapLUPYTbI» CYLLECTBYHOT TO/IbKO B
6ydhepe MapLipyTmsaLlmu.

I — yKkasbIBaeT, 4To genTarpaMmmsbl, Hanpaensemble No 3ToMy agpecy, byayT oTBepratbcs
CMCTEMOIA.

+ Mempuka - onpegensieT «CTOMMOCTb» MaplupyTa. MeTpvka 1crnosb3yeTcsl A5t COPTUPOBKY
AyGNUPYIOLLMX MApLLPYTOB, €C/V TaKoBble NMPUCYTCTBYIOT B TabNMLE.

+ O6pauweHus — 3atPUKCPOBaAHHOE YMC/I0 06paLLEHMIA K MapLLUPYTY C LieNIblo CO3AaHns CoeanHeHns (He
CMOSb3YeTCs B CUCTEME).
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+ O6Hapy)XeHusl — YACN0 0BHaPYXXEHWUIA MapLLpyTa, BbINOTHEHHBIX NPOTOKO/I0M IP.
* MiHmepdgpelic - MA ceTeBOro nHTepdeinca, Yepes KOTopbIi NponeraeT gaHHbIA MapLupyT.

[N nonyyeHust TekyLlein MHopmauum HaxXM1UTe KHOMKy «OGHOBUTb.

5.2 MeHio «CeTb»

B MeHt0 «CeTb» BbINOJIHAKTCS OCHOBHbIE CETEBbIE HACTPOIKN YCTPOCTBA.

5.2.1 MoameHto «MHTepHeT»

PykoBozacTBO no akcnyartauuu WB-2P-LR5

B noMeHI0 «/IHTEPHET» BbINOMHSAETCS HACTPOIKa NapameTpoB A5 NOAK/IHUEeHUs K 6a30B0oii cTaHuum no Wi-Fi

1 BbIGOP peXxuMa NoAKMUEHNS YCTPOIACTBA.

Pexum yctpoiictBa Wi-Fi KnueHt

MoHHTOPHHT m CucreMa

OBume HacTpoikn

Mur xocTa

BHewHas ceTb
Pexum y-:mon-:rsa

HacTpo#ku nogknoyeHns

S50

Pexuu B02.11

WinpwHa kaHana

Pexuw GeaonacHocTi

MowHocTe curdana (aBu)

KOpoTEMA 38WMTHEA WHTEpBan
DUKCHDOBSHHER USHTDAMEHER YACTOTE
CNMCOoK PESDEWSHHE X KEHEN0E

K BHENLHER CKOPOCTE NEpena
MakcmansHan CkopocTe Nepefaym
O=mnaanne ACK

Pexuwu pabota

Mpwnoputer
Mporokon
Pexim VLAN Trunk
AnsrepHatnessi Vendor [D (onuna 60)
Vendor D (onuma 60}

MepensaHuin DNS

Bropwasain DNS

Weiinep

‘OTpaHn4eHne WHPOKOBBIWATENLHOND Tpahnka (nakeTos/cek)

Hactpoira MAC-anpecos Ceresol sKpaH MapwpyTuzauma SNMP

Wi-Fi K nment

Q, CLEHMDOEATE S(MD

* VIMsi xocma — UMsi, Ha3HaYeHHOe CEeTEBOMY YCTPOIACTBY;

* Pexxum ycmpolicmsa — pexum NoakIvYeHnst yCTPONCTBa;

+ SSID (MdeHmugbukamop cemu) — UMs1 GECNPOBO/IHON CETW, UCMONb3YETCs ANs NOAKNOUYEHMs K 6a30B0i

CTaHuMn. MakcumanbHasi AnMHa uMeHn — 32 CMMBO/Aa, BBO/, C YUETOM perucTpa Knasmatypbl. [aHHbIi
napamMeTp MOXET COCTOSATb U3 UMdIp, NATUHCKNX OYKB, @ TAKXKE CUMBOSIOB «-», «_», «.», «I», «;», «#» 1

npo6ena, npu 3TOM CUMBOSIbI «!», «;», «#» N NPO6GEN HE MOTYT CTOATb NEePBbIMMU.
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+ CKaHuposamsb 3¢hup — NO HaXKaTN KHOMKM HAYHETCS CKAaHMPOBaHNe paanoachmpa B 3a4aHHOM
AvanasoHe. Nocne ckaHMpoBaHUS MNOSABUTCS CMMCOK HaWAEHHbIX Touek goctyna. CnmMcok 6yaeT CoCcToATb
n3 cemn cton6buoB.: SSID, pexunm 6e3onacHocTy, MAC-agpec ToUkM fOCTYNa, KaHa, LuprHa kaHana,
4yacToTa, YpoBeHb curHana. Mpu BblIbope 04HON N3 HANAEHHbIX TOYeK OyAeT aBTOMATUYECKN 3arnoNIHEHO
none SSID, BbiGpaH COOTBETCTBYHOLLNIA peXUM 6€30MacHOCTM.

BHelHss ceTh

Pexum ycrpoiicrea | Wi-Fi Knuent

ssp T Q Crarposark scpup

Pexuu 80211 | 802.11ac g 55D Pexum GesonacHocTn MAC-agpec Kawan  ILupunaxanana, MMy Yacrora, MM  YpoBeHs curnana, i6M

Hacrpoilkh NoAKNIoueHHS

Uipwaraar | B0 Eftex-Guest Open E0D9EIBFBDA2 48 2 5240 40

leeLoca WPAIXWPA2 X EODOE3BFEDA0 & 2 5240 5
Pesiu Geconacioom | OF BRAS Gues! Open EODIEIBFEDAI & 2% 5240 §
Mowwiocts rvana 1K) | 24 0 WOP-22¢33 open EDDSESS1 2352 100 & 8530 7

-2ac-LR52? Open E0D9E3I12353 100 80 5530 78
KopoTkh sauwnTHsii wHTepean

P-ZacLit Cpen E0DOEIN 2354 100 80 5530 -8
QUKCAPOEBHHES LEHTPATEHA HaCTOTE shipovalov.test? Open EODSE3 911202 80 80 5400 7
CIACOK paspeLIEHHEX KaHaA0R qwerlya3644 Open E0DIE3I1 2351 100 80 5530 -8
shipovalo_fest Open E0DIEIH 1201 80 80 5400 80

KaransHan ckopocts nepenawn | Auto
Wwop2_239_5_cvlan WPA_TXWPA2_1X  EODOE3S3A0E! 44 2 5220 40

MakciuansHas ckopocTs Nepedadn | Al
Oxupanme ACK | 64 =

Pexum pabors | Moct

+ Pexxum 802.11 — BbIGOp pexnma paboTbl 6ECNPOBOAHOIO MHTEpdeiica:

+ 802.17a — paHHbIl cTaHOAPT NpeaycMaTpuBaeT MakCUMaslbHY CKOPOCTb A0 54 MéuT/c;

+ 802.17n — paHHbIV cTaHAApPT NpeaycMaTpmMBaeT MakCMMasibHy0 ckopocTb Ao 300 MouT/c;

+ 802.11ac - gaHHbI cTaHAApPT NpeaycMaTpuBaeT MakCUMaslbHY CKOPOCTb A0 866.7 MéuT/c.

« UlupuHa kaHana — WwmpunHa NoaoCkbl YacToT KaHana, Ha KoTopom pa6oTaeT Wi-Fi KnneHT, npuHumMmaeT
3HauyeHus 5, 10, 20, 40 1 80 MI'u. CTOUT OTMETUTB, YTO LUMPUHA KaHana B 80 My, 6yaeT paboTatb
TonbKo B cTaHgapTte 802.11ac. Ecnun Ha 6a30BOi CTaHUMK YCTaHOB/EHA LWMpKHa KaHana 5 nnu 10 Mlu,
TO Ha abOHEHTCKOI CTaHUMN HEOBXOANMMO BblOpaTh aHasIOrMUHYHO MOsoCy.

+ Pexxum 6e3onacHocmu — BbI6op pexurma 6e30nacHOCTN 6ecnpoBOAHON CETU:

+ Off — oTKNOYeHO WndhpoBaHMe 6ecnpoBOAHON CETU, HU3KUIA yPOBEHb 6€30MacHOCTM.

* WEP — wundpposaHmne WEP. WEP-kntou gomkeH cocTosATb M3 LWecTHaauarepuydHbIX LMp n uMeTb
anvHy 10 nnv 26 cMBOIOB, TM60 A0/MKEH GbITb CTPOKOI (CMMBONLI a-z, A-Z, 0-9, ~!@#S% &*()_-
+=) U UMETb A/IMHY 5 Unn 13 CMMBOOB. [JaHHbI pexuM CKpbIT B web-uHTepdeiice.

+ WPA, WPA2 — wndgoposaHne WPA n WPA2. invHa kntova coctaBnsieT oT 8 Ao 63 cMmBo0B.
PaspeLlaeTcs UCMo/b30BaTh TO/IbKO CUMBOSIbI: a-Z, A-Z, 0-9, ~1@#8%"&*()_-+=;:|/?.,<>"" unmn
npo6en. PekomeHayeTcsl UCNoMb30BaTh pexummbl wWndposaHnss WPA n WPA2 kak Hanbonee
6e30nacHble Ha AaHHbIi MOMEHT.

« WPA-Enterprise, WPA2-Enterprise — wndpoaHne WPA n WPA2 ¢ ayteHTUuKaLUmnen KnmeHTa no
802.1x. B kauecTBe aBTOPM3ALMOHHBIX AAaHHbIX HEO6XOAMMO BBECTM MMS MOb30BaTENS 1 NAPO0/b.

* MowHocmsb cugHasla — perynmpoBka MowHoCcTK curHasna nepegatynka Wi-Fi B gbm.

* Kopomkul 3awjumHbil uHmepsasa — noanepxka yKopoueHHoro 3almTHoro nHtepsasa. Vcnonb3yerca
400 Hc 3aWWmTHbIN nHTepBan (BmecTto 800 He);

* PuKkcupoBaHHasi yeHmpasibHasi yacmoma — npwv akTMBaLmmn donara Becb Tpadovk (NakeTbl AaHHbIX 1
ynpaeneHus) 6yaeT nepefaBaTbCsl Ha yKkazaHHOW LeHTPasIbHOW YacToTe KaHana ¢ 3aaHHOoN LUMPUHOIA
nonocbl (40 nnm 80 MIu). ®yHKUMS SBASETCS NPONpUeTapHoii, nepeaada BefeTcs He No cTaHaapTam
IEEE 802.11, rae npegnonaraeTca NUCMosib30BaHMe pasHbIX LEHTPasibHbIX YacToT A1 Tpadiuka AaHHbIX U
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ynpasneHus npu wunpuHe kaHana 40/80 MIu. Mpwu pa6ote WB-2P-LR5 ¢ ycTtporicteamn WOP-2ac-LR5,
Ha KOTOpbIX BK/IOYEHa (PUKCUPOBaHHAsA LieHTpasibHas 4yacToTa, akTMBaumsa Ha abOHEHTCKON CTaHuun He
TpebyeTcs, T.K. NPOMCXOANT aBTOMATUYECKN B MOMEHT MOAKMIOYEHMS K 6a30BOIN CTaHUMN.

Cnucok paspelweHHbIx kaHasnos (Limit Channels) — cnncok 4acToT, Ha KOTOPbIX NPOU3BOAMTCSA
CKaHvupoBaHue adhupa 415 NOAKN0YEHMSA K 6a30BOI CTaHUMN.

Ecnu, Hanpumep, Ha BC BbicTaBneH kaHan 100L (5490-5530 MI'y) ¢ wmpwuHoii nonockl 40 MIu, To B
CNMCKe paspeLLeHHbIX KaHa10B Ha abOHEHTCKOW CTaHLUMW AO/DKHBI ObiTh BbIOPaHbI BCe KaHa/lbl,
Haxoosuuecs 8 3momM YyacmomHom oduarna3oHe: 98 - 106 kaHan BKNUUTENbHO. MNpn Takol
HacTpoiike WB-2P-LR5 6yaeT ckaH1poBaTb TO/IbKO YacTOTHbIM gnana3oH 5490 - 5530 MI'y, 1 ycnewHo
nogktountes K BC Ha kaHasie 100L/40.

KaHasibHas ckopocms nepedadyu — (hMKCMpoBaHHass CKOPOCTb 6eCcnpoBOAHON Nepefayn faHHbIX,
onpegensemas cneundukaumsamm ctaHgapTos IEEE 802.11a/n/ac;

MakcumasibHasi CKopocmsb rnepedayu — MakCMMasibHas AonycTumasi CKopocTb 6ecnpoBOAHON Nepesayn
[JaHHbIX, onpefensemas cneundumkaumamm ctaHgaptos IEEE 802.11a/n/ac;

OxudaHue ACK — TaiimayT oXuaaHusi NoATBEPXAEHUS nakeTa. Mpu 60blNX paccTosHusX (6onee 2,5
KM) napameTp cneayeT yBeNnunTh, Nogobpas oNTMMasibHOe 3HAYEHWE,;

Pexxum pabomsb! — pexuM paboTbl YCTPOICTBA:

« Mapwpymuzamop — mexgy LAN- 1 WAN-uHTepgpeiicamm (WAN nHTepcheiicom cTaHoBUTCS
6ecnpoBogHoii nHTepdeiic Wi-Fi) yctaHaBnuBaeTcs pexxuvm maplupyTtusatopa (LAN nsonmposaH
oT WAN);

* Mocm — ycTaHaB/IMBAETCA PEXMM MOCTa MeXAy 6eCnpoBOAHbIM U NPOBOAHLIM MHTEepdelicamm
yCTpOWCTBa.

BHewHAA ceTb

PeumM ycTpoiicTea Wi-Fi KnueHt

HacTpoiiku nofKnioueHun

SsSID shi_testl Q, CxaHWpoBaThb 3thup

Pexum 802.11 802.11ac
WwpuHa kaHana 40 Mly
Pesum Ge3onacHocTi oft
MolHocTs curHana (obm) | 24 5
KopoTkuii saluTHblii niTepsan @
DUKCUPOBAHHAR LEHTPANbHARA YacToTa

CNucoK paspeluertbix katanos &

* MpuopuTteT — BbIGOP cnocoba nprnoputmnsaumm. OnpegensieT nose, Ha OCHOBaHWM KOTOPOro Tpadgiuk,
nepeparowmiica B paguno nHtepderic byaet pacnpegenatscs no odepegam WMM:

+ DSCP - 6ypget aHanmsnpoBaTbca npuoputeT u3 nona DSCP 3aronoska IP-nakeTa;

+ 802.1p - 6ypeT aHanm3vpoBaTbcs npuopuTeT u3 nonst CoS (Class of Service) TermpoBaHHbIX
nakeToB.

+ [Mpomoko/1 — onpeaensieT pexum paboTbl MHTEpPJIECca, Yepes KOTOPbIA ByaeT OCyLEeCTBAATLCA
NOAKN0YEHME YCTPOICTBA K CeTU NpefocTaB/ieHns ycyr nposaligepa:

+ Static — pexxum paboTbl, Npu KoTopoMm IP-agpec n Bce Heobxoanmble napameTpbl Ha WAN-
NHTEepdenc Ha3HavarTcsa ctatuyecku. Mpu Boibope Tuna «Static» ANs pegakTMpoBaHusa CTaHyT
[AOCTYNHbI criegyroLLme napameTpsbil:

+ IP-adpec - yctaHoBka IP-agpeca WAN-nHTepdoeiica ycTpoicTea B ceTv npoBaiigepa;

* Macka — yctaHoBka Macku noacetn WAN-nHTepdelica ycTpolicTBa B CETU NpoBangepa;

* LUt03 Mo yMo/14aHuo — afpec, Ha KOTopbIil OTNPaBAseTcs NakeT, ecnv ANs Hero He HalieH
MapLUpyT B Tabnumue mapLupyTmsauum;

* DHCP - pexum paboThbl, npn KotopoMm IP-agpec, macka nogcetu, agpec DNS-cepsepa, W3 no
YMO/IYaHWUIO 1 Apyrie napameTpbl, HeobxoAnMble Ans paboThbl B ceTH, 6yayT nony4veHsl ot DHCP-
cepBepa aBToMaTu4yecku. [lo Tex nop, noka agpec no DHCP He nony4eH, 4OCTyn K yCTPOWCTBY
6yneT no agpecy ns nong IP-agpec.
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 AnnbmepHamusHbili Vendor ID (onyusi 60) — Npy yCTaHOB/IEHHOM doniare yCTPOCTBO

nepenaét B8 DHCP-coo6ueHusix B onumm 60 (Vendor class ID) 3HaueHne n3 nonst Vendor ID
(onyus 60). Mpwn nycToMm none onums 60 B coobuleHnax npotokona DHCP He nepegaéTtcs.
Ecnu conar AnstepHatuBHblii Vendor ID (onuus 60) He ycTaHoBNeH, B onummn 60 nepeaaetcs
3Ha4YeHne No yMo4aHuto, KOTOpoe MMeeT creayoLWwmii opmar:
[VENDOR:npoussogutens][DEVICE:Tun ycTpoiicTBal[HW:annapatHas Bepcus] [SN:cepuiiHbiii
Homep][WAN:MAC-aapec uHtepdeiica WAN][LAN:MAC-agpec nHtepdeiica LAN]
[VERSION:Bepcusa nporpaMmmHoro o6ecnevyeHus

Mpumep:

[VENDOR:Eltex][DEVICE:WB-2P-LR5][HW:1.2][SN:WP29000038] [WAN:E0:D9:E3:75:55:60]
[LAN:E0:D9:E3:75:55:60][VERSION:2.0.0.161]

* PPPoE (docmyrHo 8 pexxume mapwpymu3amopa) — pexum paboTbl, Npu kotopom Ha WAN-
nHTepdenice nogHumaetcs PPP-ceccus. Mpu Bbibope «PPPoE» ansa pegaktnpoBaHnsi CTaHyT
[AOCTYMHbI CeaytoLme napameTpsbl:

Vims nonb3osamesis — UMA NMoJsb3oBaTeNnsa Ana astopusaumm Ha PPP-cepsepe;

lMaposs — naposns ana astopusaumm Ha PPP-cepsepe;

Pasvep MTU — MmakcMMasibHbIl pa3mep nakeTta, KOTopbIi MOXET ObiTb NepeaaH yepes PPP-
ceccuto 6e3 oparmeHTaumy;

Vmsi cepsuca — nvs cepsuca nposaligepa. 3HaueHue Tera Service-Name B co06LLeHNN
PADI gnst uhuumanmsaumm PPPoE-coeanHeHus (Mcnosb3oBaHWe AaHHOR onuun He
ABNAETCA 06sA3arefibHbIM, 3TOT MapamMeTp HacTpamBaeTCsA TOSIbKO MO TPpeboBaHWUIo
nposaiigepa);

BmopuuHbIli docmyn — onpegensieT cnocob yctaHoBku IP-aapeca Ha nHTepdelice s
AOCTyna K yCTpOIcTBY, ecnn He ncnonb3yetcs VLAN ynpaBneHus.

+ DHCP - pexum paboTbl, Npu koTopom IP-agpec, macka nogcetn, agpec DNS-cepsepa,
LU/TKO3 MO YMOYaHUIO 1 ApYyrve napameTpsbl, Heobxoaumble AnsA paboToel B ceTy, yayT
nony4yeHsl or DHCP-cepBepa aBTOMaTNU4eCKY;

+ Static — pexum paboTbl, Npy KoTopom IP-agpec 1 Bce He0OXoAMMbIe NapaMeTpbl Ha
WAN-unHTepdeiic HazHavaroTcsa ctatuyecku. MNpu Boibope Tuna «Static» gns
pefakTMpoBaHUA CTaHyT AOCTYMHbI C/eAytoLme napaMmeTpsbl:

* BHewHudl IP-adpec - yctaHoBka IP-agpeca WAN-nHTepdelica ycTpolicTea B
ceTu npoBalrigepa;

* Macka noocemu — yctaHoBka mackun nogcetn WAN-uHTepdoeica ycTpoinctea B
ceTu nposaligepa;

* LU03 Mo ymMo/14aHuo — afpec, Ha KOTopblii OTNpaBnseTcs naker, ecniv ans
HEero He HaliieH MapLpyT B Tabnvue MapLipyTmsanmy;

* lNepsuyHblli DNS, BmopuuHbili DNS — IP-agpeca DNS-cepBepos;

« OMK/IlYUMb MPaHC/IsIyuUo adpecos omnpasumerisi (00CmynHo 8 pexumMe Mapuwpymusamopa) —
onuusa No3BONSET OTK/OUNTL TPAHCNALMIO aApecoB oTnpasuTeneit (masquerade);

+ OzpaHuyeHue WupoKoseuwjameibHo20 mpaghuka (nakemos/cek) — ycTaHaBNMBaET OrpaHUYeHNe
Ha nepegavy WMpokKoseLlareibHOro Tpaguka Bo BHeLWHOW ceTb Wi-Fi;

* Lllelinep — orpaHnMyeHne ckopocTn B HanpasneHunsx Downlink n Uplink. MakcumansHoe
orpaHuyeHne 200 Méut/c.
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VLAN Trunk B pexume mocTta

* Pexum VLAN trunk — npw ycTaHOBNEHHOM (p/iare akTMBMPYETCA TPaHKOBbIV NOPT. YCTPOICTBO 6yaeT
npo3payvHo nepefasatb Bce VLAN, KoTopble Nony4YeHbl 0T 6a30BON CTaHLMKU, HA NPOBOAHbLIX KNIMEHTOB U
B 06paTHOM Hanpas/sieHun. Mpu 3TOM NPOXOXAEHME HETETMPOBAHHOIO TpadurKa 3aBMCUT OT oMLK
"Mpo3payHbIin pexmm";
* Ucnonb3osamb Management VLAN — npu ycTaHOB/IEHHOM dofiare BK/IHOYAETCA [OCTYN K
ycTpoiicTty Yepe3 VLAN ynpasneHus:

Pesiun VLAN trunk o
Wcnone3oeats Management VLAN &
Management VLAN 1D

Management 802 1P 0 v

+ Management VLAN ID — naeHtudukarop VLAN, ncnonb3lyemblit ans goctyna K yCTpoCTBY;

+ Management 802.7P — npu3Hak 802.1P (apyroe Ha3BaHue CoS — Class of Service),
yCTaHaBNMBAEMbIN Ha NAKETbI, UCXOAALLME C AAaHHOTO UHTepdenca. MpuHUMaeT 3HaveHus
oT 0 (HM3Wwwit npropuTeT) A0 7 (HaMBbICLUWIA NPUOPUTET).

© nMpwu BrnroueHun pnara «Mcnonbsosatb Management VLAN» 1 HenpaBuUbHO HACTPOliKe
Management VLAN Bo3MO)XHa noTteps goctyna K ycTtpouctsy. Mpu nogkntoveHun yepes
Ethernet y cTpoiicTBo GyaeTt agocTynHo no agpecy 192.0.3.1.

* Ucnonb3osamsb General VLAN — npu yctaHoB/ieHHOM ¢pnare ¢ ogHoro VLAN, yka3aHHOro B nosne
General VLAN ID 6ynet cHumatbcs MeTka 1 Tpadmk atoro VLAN npoiget Ha kineHTa 6e3 Tera.
Mpu NpoxoxaeHny Tpaduka B 0 6paTHY0 CTOPOHY Ha HETErMpoBaHHbIN Tpadumk byaet
HaBelumBaTbcs meTka General VLAN ID;

Wcnonb3osate General VLAN [
General VLANM |1D
General 802.1F 0 ~

MNpo3paqHBIi peEsmM

*+ General VLAN ID — vgeHTndomkatop VLAN;
* General 802.1P — npusHak 802.1P (apyroe HasBaHue CoS — Class of Service), ycTaHaB1MBaeMblil Ha

nakeTbl, UICXOAsLLME C AaHHOTo NHTepdielica. MpuHuMaeT 3HadeHus ot 0 (H13Wwii npruopuTeT) fo 7
(HamBbICLIMIA NprOpUTET).

+ [po3payHbIil pexum - Npu ycTaHOBEHHOM ¢oiare yCTPOCTBO ByAeT NPOMnycKaTb HETETNMPOBAHHbIN
Tpadomk B pexxume VLAN trunk.
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VLAN Trunk B pexvnme mapLupyTtusaropa

+ Pexum VLAN Trunk — npy ycTaHOB/NIEHHOM (piare akTMBMPYETCA TPaHKOBbIM NOPT 47151 BO3MOXHOCTU
ncnonb3osaHma Management VLAN u Internet VLAN:

Pexum VLAN Trunk

WMenonbaosate Management VLAN
Management VLAN ID Z
Management 802.1P 0 :I
Management npoTokon Static :I

Management IP-agpec 192.168.15.200
Management Macka 255.255.255.0

Management wn0o3 No yMoONYaHWo 192.168.15.1

* Vcnonb3osams Management VLAN — npu yCcTaHOB/IEHHOM dhlare BKAKOHAETCS AOCTYN K YCTPONCTBY
yepe3 VLAN ynpaBneHus :
+ Management VLAN ID — naeHtndomkatop VLAN, ncnonb3yemblin As1s gocTyna K yCTPOICTBY;
« Management 802.7P — npusHak 802.1P (apyroe Ha3BaHue CoS - Class of
Service), ycTaHaBMBaeMblil HA NakKeTbl, UICXOASLIME C AaHHOTo uHTepdelica. MNMpuHUMaeT
3HaueHns ot 0 (HM3LWKiA NnpuopuTeT) A0 7 (HaMBbICLLNIA NPUOPUTET).
* Management-npomokos1 — onpenensieT pexvm paboTbl MHTepdelica ynpasneHus.
« DHCP — pexum paboThbl, npn KotopoMm IP-agpec, macka noacetu, agpec DNS-cepsepa, w3
Nno YMO/IHaHWo 1 Apyrve napameTpbl, Heobxoamble ANns paboTbl B CETUH, OyAyT NOSyYeHb!
ot DHCP-cepBepa aBTOMaTU4eCKM!.
+ Static — pexum paboTbl, Npu KoTopoMm IP-agpec 1 Bce Heo6XoAnMbIE NapamMeTpbl Ha
NMHTepenc HasHavaroTca cTaTuyeckn. INpu Bolbope Tuna «Static» Ana peaakTnpoBaHus
CTaHyT AOCTYMHbI CneyroLme napameTpbl:
+ Management IP-adpec — ycTaHoBKa |IP-agpeca nHtepdeiica ycTpoiicTea B ceTu
yrnpasneHus;
+ Management macka noocemu — ycTaHOBKa Macku NoACeTn nHTepdeica ycTpoinctea
B CETU ynpas/ieHus;
+ Management w103 110 yMo/14aHuro — afipec, Ha KOTOpbIiA OTMPaBIsSEeTCA NakeT, ecrin
[ANS1 Hero He HalgeH MapLupyT B Tabnuue mapLupyTnsaumy;

a

Pexum VLAN Trunk

Wcnoneaosate Management VLAN

<]

Wcnoneaosate MHTepreT VLAN
WMutepHet VLAN ID &
WHTepreT 802.1P 0 -
WHTepHeT-npoTokon Static -

WHTepHeT IP-agpec 182.168.12.200

WHTepHeT-Macka 255.255.255.0

MHTEpHET- W3 N0 YMONYaHWIO 182.168.12.1
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* Ucrnonb3osams Internet VLAN — npun yctaHOB/IEHHOM hriare BkovaeTca nogaepxka VLAN , ana
nepegayv Nosb30BaTe/IbCKOro Tpaduka.
* Internet VLAN ID - ngeHTtndpmkatop VLAN;
* Internet 802.7P — npusHak 802.1P (gpyroe Ha3BaHue CoS - Class of Service), ycTaHaBn1MBaemblii
Ha MakeTbl, UCXoAsALWME C AaHHOro MHTepdeiica. MpuHUMaeT 3HaueHust oT 0 (HU3LWKIA NpUopUTET)
A0 7 (HavBbICLUNI NPUOPUTET).
* Internet npomokos1 — BbIGOP pexuma paboTbl HTepeica yCTponcTaa, MCNosb3yemoro Ans
nepegayn nonb3oBaTesibCkoro Tpadinka B otgensHom VLAN.
* DHCP - pexum paboThbl, npn KotopoMm IP-agpec, macka nogcetu, agpec DNS-cepsepa, wnio3
No YMONYaHWIO 1 Apyrve napameTpbl, Heo6XxoanMble Ans paboTbl B CETU, ByayT NOMyYeHb!
oT DHCP-cepBepa aBTOMaTU4yeCKM.
+ Static — pexum paboTbl, Npu KoTopoMm IP-agpec 1 Bce Heobxoanmble napameTpbl Ha WAN-
nHTepdenc HaszHavarTcs ctatmyecku. Mpu Boibope Tuna «Static» Ana pefakTMpoBaHus
CTaHyT AOCTYNHbI CriegytoLme napameTpsbil:
* Internet IP-adpec — yctaHoBka IP-agpeca WAN-uHTepdieiica ycTpoincTea B CETU
nposangepa;
* Internet macka noocemu — yctaHoBka Mackn nogcetn WAN-nHTepcpeiica yctpoiicTea
B CETU NpoBangepa;
* Internet w103 110 yMos4aHUK — afpec, Ha KOTOPbI OTNPaBNSAETCs NakeT, ecnu Ans
Hero He HaliileH MapLwpyT B Tabnvue mapLipyTm3aumm.

Ecnu B kauecTBe Internet npotokona Bbi6paH PPPOE, TO NOSIBNISIETCA BO3MOXHOCTb 3a/aTb HACTPOKM
BTOPMYHOrO AocTyna:

Pexim VLAN Trunk

KMcnonbaosate Management VLAN

(<]

WMcnonbaosarte Internet VLAN
Internet VLAN 1D =
Internet 802.1P | 0 9
Internet npoTokon PPPOE :I
Wms nonssosatens | admin
Mapons | ssessses

MTU 1492 s

<

Service-Name
BropwuHbit poctyn Static :I
BrewHwuit IP-agpec 192.168.12.200
Macka | 255.255.255.0
Wnw3 no yMon4YaHuo 192.168.12.1

DNS-cepeep

* BmopuyHbIl docmyn — onpegensiet cnocob yctaHoBKu IP-afpeca Ha uHTepdpeiice ansa gocryna K
yCTpOMcTBY, ecnun He ucnosnb3yetcs VLAN ynpasnieHus.
+ DHCP - pexum pab6oTbl, npu KoTopom IP-agpec, macka nogcetu, agpec DNS-cepsepa,
LU/TKO3 NO YMOYaHUIO 1 ApYyrve napameTpsbl, Heobxoaumble AnsA paboTel B ceTw, ByayT
nonyyeHol oT DHCP-cepBepa aBTOMaTU4YECKN.
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+ Static — pexum paboTbl, Npn KoTopoMm IP-agpec n Bce Heobxoanmble napameTpbl Ha WAN-
NHTepdeic HazHavarTcs ctatuyecku. Mpu Boibope Tuna «Static» Ans pegakTMpoBaHus
CTaHyT AOCTYMHbI Cneayrowme napameTpbl:

* BHewHul IP-adpec - yctaHoBKa IP-agpeca WAN-nHTepdelica ycTpoiicTBa B CETK
nposangepa;

* Macka noocemu — yctaHoBka mackun nogcetn WAN-uHTepdoeiica ycTpoiictea B cetu
nposangepa;

* LUl /1103 N0 yMonYaHUuK — afpec, Ha KOTOPbIM OTNPAaBASAETCA NAKEeT, eCNN AN1S HETO He
HaaeH MapwpyT B Tabnvue mapLipyTmsaumy;

« DNS-cepsep — agpec cepBepa AOMEHHbIX MMEH (MCNoMb3yoTca Ana onpeaenexus IP-
ajpeca ycTpoiicTea no ero JOMeHHOMY UMEHN).

VLAN - BupTyasnibHas fiokasibHas cetb. [MpeactaBnsaeT cobol rpynny XoCToB, 06beAUHEHHbIX B OfHY CETb,
He3aBMCUMO OT UX (PM3NYECKOro MECTOHaXOXAEHUS. YCTPONCTBA, CrpyNnMpoBaHHbIE B O4HY BUPTYa/lbHYHO
ceTb VLAN, nmetroT oguHakoBbli ngeHtudpmkatop VLAN-ID.

Pexxum yctpoiictBa BecnpoBogHoii mocT

MoHMUTOpHHT m Cucrema
m HacTponka MAC-anpecos CeTesol 3KpaH Mapwpy TW3auns SNMP

OBwwne HacTponKK

WMz xocTa

BHewHnas ceTb

PexuM yCTPORCTER BecnpoBOaHOR MOCT -
HacTpoiKki NogKnoYeHns
MpropuTeT OSCP -
TNpoTokon DHCP -
Pexim VLAN Trunk
AnbTepHaTWBHbA Vendor 1D (onuwa 60)
TMepBrdHbIA DNS

BropuuHbil DNS

Hactpoitka WDS

Pexum GeaonackocTin Off -
Hactpoitka MAC-anpecos

Nure 0
Nurar: 1
Nuke 2
NMurre 3
Nurk 4
Nuke 5
Nurr: 6

Nurk 7

BHellHAA ceTb

* VMIMsi xocma — uM$, Ha3Ha4YeHHOe CeTEBOMY YCTPOWCTBY;
* Pexxum ycmpolicmsa — pexvm NoAKNIYeHUs YCTPOUCTBa;
* MpuopuTeT — BbIGOP cnocoba npuoputnsaumm. OnpegenseT nose, Ha OCHOBaHWM KOTOPOro Tpagiuk,
nepegaroLmiica B pagno nHtepderic byget pacnpegenartbca no oyepegam WMM:
« DSCP - 6ypet aHanusnpoBaTbca npuopuTteT u3 nona DSCP 3aronoska IP-nakeTa;

36



PykoBozacTBO no akcnyartauuu WB-2P-LR5

+ 802.1p - 6yget aHanm3npoBaTbest npuopuTeT u3 nonst CoS (Class of Service) TermpoBaHHbIX
NnakeToB.

+ [Mpomoko/1 — onpeaensieT pexum paboTbl MHTEpPJIECa, Yepes KOTOPbIA ByaeT OCyLEeCTBAATLCA
NOAK/N0YEHME YCTPOICTBA K CETU NpefoCcTaB/IeHns ycyr nposaligepa:

+ Static — pexum paboTbl, Npu KoTopom IP-agpec n Bce Heobxoaumble napameTpbl Ha WAN-
nHTepdeinc HazHavarTcs ctatmyecku. Mpu Beibope Tuna «Static» Ana pefakTMpoBaHus cTaHyT
[AOCTYNHbI criegyroLime napameTpsbl:

+ IP-adpec - yctaHoBKa IP-agpeca WAN-nHTepdelica ycTpolicTBa B CETU NpoBaiaepa;

+ Macka — yctaHoBKka macku nogcet WAN-uHTepdpeiica ycTpolictea B CeTU NpoBanaepa;

* LU03 Mo yMo/14aHUKo — afpec, Ha KOTOpbI OTNPaBASAETCA NakeT, eCNN A1 HEFO He HaeH
MapLUpyT B Tabnuue MapLupyTusaunu;

* DHCP - pexum paboThbl, npn KotopoMm IP-agpec, macka nogcetu, agpec DNS-cepsepa, W3 no
YMO/TYaHUIO U Apyrne napameTpsbl, Heobxoaumble o paboTbl B ceTu, 6yayT nonyyeHsl ot DHCP-
cepsepa aBToMaTtu4yecku. [lo Tex nop, noka agpec no DHCP He nony4eH, 4OCTyn K yCTPOWCTBY
6yneT no agpecy ns nong IP-agpec.

+ AnlbmepHamusHbil Vendor ID (onyusi 60) — npu ycTaHOB/IEHHOM (hfiare YCTPOICTBO
nepenaét B8 DHCP-coo6ueHusix B onuum 60 (Vendor class ID) 3HaueHne n3 nonst Vendor ID
(onyusi 60). Mpwn nycToMm none onums 60 B coobuleHnax npotokona DHCP He nepepaéTtcs.
Ecnu conar AnstepHatuBHblii Vendor ID (onuus 60) He ycTaHoBneH, B onummn 60 nepeaaetcs
3Ha4YeHne No yMo4aHuto, KOTOpoe MMeeT creayoLWwunii opmar:
[VENDOR:npoussogutens][DEVICE:Tun ycTpoiicTBal[HW:annapatHas Bepcus] [SN:cepuiiHbiii
Homep][WAN:MAC-aapec uHtepdeiica WAN][LAN:MAC-agpec nHtepdeiica LAN]
[VERSION:Bepcus nporpaMmmHoro o6ecnevyeHus
Mpumep:

[VENDOR:EIltex][DEVICE:WB-2P-LR5][HW:1.2][SN:WP29000038] [WAN:E0:D9:E3:75:55:60]
[LAN:E0:D9:E3:75:55:60][VERSION:2.0.0.161]

+ lNepsuyHblli DNS, BmopuuHbili DNS — IP-agpeca DNS-cepBepos;
* Pexum VLAN trunk — npn ycTaHOB/IEHHOM chiare akTMBUPYeTCS TPAHKOBbI NOPT C BO3MOXHOCTbIO
ncnosnb3osaHna Management VLAN:
* Ucnonb3osamb Management VLAN — npu ycTaHOB/IEHHOM dofiare BK/Il0YAETCA [OCTYN K
ycTpoiicTBy Yepe3 VLAN ynpaBneHus:
+ Management VLAN ID — vaeHTudomkatop VLAN, ncnonb3yemsiin ons AocTyna K yCTPOUCTBY;
+ Management 802.7P — npusHak 802.1P (apyroe HasBaHue CoS — Class of Service),
yCTaHaB/IMBaeMbIli Ha NakeTbl, UCXOAsALME C JaHHOTO MHTepdelica. MNprHuMaeT 3HavYeHus
oT 0 (HM3Wwwit npropuTeT) A0 7 (HaMBbICLUWIA NPUOPUTET).

Pexum VLAN Trunk
Wcnonsasosate Management VLAN
Management VLAN ID o

Management 802.1P 0 "

HacTtpovika WDS

* Pexxum 6e3ornacHocmu — Bbl6op pexrma 6e3onacHoCT 6ecnpoBogHOro Mocra:
+ Off — oTKIYeHo WwndpoBaHne 6eCnpoBOAHON CETU, HA3KMIA YPOBEHb 6E30MACHOCTY;
+ WPA2 — ayteHTudpnkauua WPA2. inuHa kntova coctaenset ot 8 Ao 11 cumeonos. Pa3peluaeTcs
CMNO/b30BaTh TOMLKO CUMBOSLL: a-Z, A-Z, 0-9, ~!@#S%*&*()_-+=;:|/?.,<>"" unu npoGen.
* JluHk X (20e X=0..7) — BK/HOYEHNE /IMHKOB GECNPOBOAHOIO MOCTa. B COOTBETCTBYHOLLEM MO/1e
Heobxogmmo Bnmcatb MAC-azpec BCTPEUYHOro yCTPOMCTBa, 40 KOTOPOro HacTpansaeTcs 6ecrnpoBOAHOM
MOCT.
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5.2.2 MNoameHto «PagnonHTepdeiic»

© nMoameHio «<PaguonHTeppeiic» 4OCTYNHO TONbLKO B pexume «BecnpoBogHoOli MOCT».

B nogmeHto «PagnonHTepdenc» ocyLecTBASAITCA HACTPONKM paamonHTepdieinca gia opraHusaunm
6ecnpoBogHOro MocTa.

basosble Hacmpolku:
MoHunTOpHHT Cwncrema

WHTepHeT [ERUGIEVEWETGE Hactpoitka MAC-anpecos  CeTesoid akpaH  Mapwpytuaauma — SNMP

Wi-Fi5TTy

Basosble HacTpoilkn  JlononHWTenbHbie HACTPORKN

Pexwum 802.11 802.11ac Ml Q CkanuposaTte acpup

Kanan 36 (5170 — 5250 MI'y)
LKMpKHa kaHana 80 My
DUKCMPOBAHHAA LIEHTPanbHas yacToTa
MowHocTs curiana (nbm) 24 s
KaHanbHas ckopocTb Nepenauu Auto
MakcumansHas ckopocTb Nepegaymn Auto

Mopnepxka DFS MpuHyanTEnsHo

 [puMeHNTE % OTMeHa

+ CkaHUposamb 3¢hup — MO HaKaTUIO KHOMKMN HAYHETCH CKaHMpOBaHWe paanoadvpa B 3ajaHHOM
AvanasoHe. [ocne ckaHMpoBaHUA NOSABUTCA CNUCOK HaAEeHHbIX Tovek gocTyna. Cnncok 6yaeT CoCToATb
13 cemu cton6buo.: SSID Toukn gocTtyna, pexum 6e3onacHoctu, MAC-agpec Toukn [ocTtyna, kaHarn,
LIMpUMHA KaHaa, 4acToTa, ypoBEHb CUrHasa.

* Pexxum — pexum paboTbl pagnonHTepderica cornacHo ctaHgapram:

+ 802.17a — paHHbIA cTaHAAPT NpedycMaTpuBaeT MakCUMasibHYH0 CKOpoCTb 54 M6uT/c;
+ 802.11n - paHHbIA cTaHOAPT NpegycMaTpuBaeT MakcumasibHyro ckopocTb 300 M6uT/c;
+ 802.11ac — gaHHbIli cTaHA4ApPT NpegycMmarpuBaeT MakCumasibHy CKopocTb 866,7 MouT/c.

* KaHas1 — BbIGOp KaHana nepefayn AaHHbIX;

* WupuHa kaHas1ia — LWMpUHa NosI0Chkl YacToT KaHaula, Ha KOTOpoM paboTaeT paguonHTepdeiic
YCTPOWCTBA, NpuHMMaeT 3HaveHus 5, 10, 20, 40 n 80 MI'y, B 3aBUCUMOCTU OT BbIBPaHHOTO pexuma
paboTbl pagnonHTepdelica;

+ @uKkcupoBaHHasi YeHmpasibHasi yacmoma — npwv akTMeaummn donara Becb Tpadouk (NakeTbl faHHbIX 1
ynpaeneHus) 6yaeT nepegaBaTbCsl Ha Yka3aHHOW LEeHTPasIbHOW YacToTe KaHana ¢ 3aaHHOo LUMPUHOIA
nonocsl (40 nnm 80 MIu). PyHKUMS SBNSIETCSA NPONPUETAPHOIA, Nepeaaya BefeTcsl He No cTaHgapTam
IEEE 802.11, rae npegnonaraeTcs UCMNosb30BaHMe pasHbIX LLEHTPasibHbIX YacToT A4 Tpadimka AaHHbIX U
ynpasneHvsa npv wunpuHe kaHana 40/80 MIy;

* MowHocmb cueHasna, 0bm — perynupoeka MOLLHOCTU curHasnia nepegatyvka Wi-Fi B gbwm;

+ KaHa/ibHasi CKopocmb repedaqu — (OUKCUpOBaHHasi CKOPOCTb 6eCnpoBOAHON Nepegayn AaHHbIX,
onpegensemas crneundukaumsamm ctaHgaptos IEEE 802.11a/n/ac;

* Makcuma/ibHasi ckopocms repedayu — MakCMasibHas onycTuMas CKOpoCTb 6ecrnpoBOAHON nepesayn
[aHHbIX, onpegensemas cneundukaunamm ctaHgaptos IEEE 802.11a/n/ac;

* [Moddeprxka DFS — mexaHnu3m guHaMnUyeckoro Bblbopa 4acToTbl. TpebyeT oT 6ecnpoBOAHbIX YCTPONCTB
CKaHvMpoBaTb paavoadmp 1 nsberarb UCNO/Ib30BAHUS KaHaU10B, COBMaZatoLLmMX C KaHasilaMu, Ha KOTOPbIX
paboTatoT pagnonoKaunoHHble cuctemsl B 5 'L, AnanasoHe:

* BbIkno4eHO — mexaHn3M BbikNtoueH. DFS-kaHasbl He AOCTYNHbI 415 BbIOOPa;
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* BK/IOYEHO — MEXaHN3M BK/IOYEH;
* TpUHYANTENbHO — MEXaHn3M BbIk/toUueH. DFS-kaHanbl 4OCTYNHbI ANs BbiGopa.

ZonosiHume/ibHble HaCITlQOHKU;

MoHuTOpHHr m Cucrema

WHtepHeT WELUGRIEIENGGERN HacTpoilka MAC-agpecos  CeTesoit skpaH  MapwpyTtusaums  SNMP

WIi-Fi5 Ty
Ba3oBbie HACTPOWKM | [lONOMHATENbHBIE HACTPOIKW

Mopor dparmerTaunmn 2346 < | (256-2346)
Mopor RTS | 2347 S (0-2347)
Mepwon oTnpasku cnyxebrbix coobuwennii, mc | 100 S | (20-1024)
Arperauma
KopoTknit sawnTHbIi nHTepsan

STBC

Coexistence 20/40 MI'u

lMopoe hpacmeHmayuu — nopor dparmeHTauumn dpeima, B 6antax. MpruHMMaeT 3HavyeHust 256-2346, no
yMosi4aHuo — 2346.

Mopoe RTS — uncno 6aiiT, uepes KoTopoe nocbinaeTcs 3anpoc Ha nepegady (Request to Send).
YMeHbLUEeHNe JAaHHOro 3HaYeHUs MOXET Y/Iy4lnTb paboTy TOUKM AOCTyna npu 60/1bLWOM KOMM4ecTBe
NOAKNHOYEHHbIX KIMEHTOB, OHAKO 3TO YMEHbLUAET 06LLYI0 NPOMYCKHYH CNOCOOHOCTL 6ECNPOBOAHOA
cetn. MpuHnmaet 3HadeHus 0-2347, no ymonyaHuio — 2347.

lepuod omnpasku cyxebHbix coobujeHul — nepnod, NoCblIKN MasiukoBbIX opeiimoB. ®peimbl
nepegaroTcs As1s 06HapyXeHns TOUKM AocTyna B achupe, npuHumMaeT 3HaveHmns 20-2000 mc, no
ymMmos4aHuio - 100 mc.

Aepezayusi — BkNoveHne nogaepxkn AMPDU/AMSDU.

Kopomkuli 3awyumHbIli uHmepsas — NOAAEPXKA YKOPOYEHHOr0 3alMTHOrO MHTepBana. Npu nepegaye
AaHHbIX ncnonbayetcs 400 He 3aWnTHbI HTepBan (BMecTo 800 Hc).

STBC — meToa NpoCTPaHCTBEHHO-BPEMEHHOIO 6/T04HOMO KOAMPOBAHUS, HAaNMpPaBNEHHbIN HA MOBbILLIEHNE
HaAeXHOCTU nepefayn gaHHbIX. Mpu ycTaHOB/IEHHOM (hiare yCTPOMCTBO nepefaeT oAuH NOTOK AaHHbIX
yepes HeCKOJIbKO aHTeHH. Ecnu dpnar He ycTaHOB/EH, YCTPOWUCTBO He nepejaeT OA4UH U TOT Xe MOTOK
[aHHbIX Yepes3 HEeCKOJIbKO aHTEHH.

Coexistence 20/40 MI'y — peXvMmMm aBTOMATUYECKOM CMEHbI LUMPUHbI KaHasia Npy 3arpy>XXeHHOM

paanoadupe.

Ans pa6oTbl 6ecnpPoBOAHOIr0 MOCTa HEOGX04UMO, UTOObLI HACTPOVIKU paguonHTepdieiica GbIu
MAEHTUYHbI Ha BCEX YCTPOMCTBAX.

39



PykoBozacTBO no akcnyartauuu WB-2P-LR5

5.2.3 MoameHto «JIokasnibHas CETb»

© nMoameHIo «JloKaNIbHasA CeTb» AOCTYMHO TONBLKO B pexumMe «MaplupyTusaTop».

B nogmeHto «JlokasibHasi CeTb» BbINOHAKTCA HACTPOKN nokanbHoi cetn, DHCP-cepBepa, ycTaHaBnusearoTcs
cTatmyeckue NpuBA3KN apecos.

YCTpOWCTBO MMeeT BO3MOXHOCTb aBToOMaTn4eckn HasHavatb IP-agpeca n Heobxogumble 418 BbiIXxoga B
WHTepHeT napameTpbl KOMMNblOTEepaMm, nogxntoyeHHbIM K LAN-nHTepdelicy, nocpecTBom NpoTokonia
AMHamMmuyeckoro koHdpurypmposanusi (DHCP — Dynamic Host Configuration Protocol). Ero ncnonb3oaHue
No3BO/SET n3bexarb pyyHOl HacTpoikn npotokona TCP/IP.

MoHnTOPHHF m IP-Tenesnpexme  Cuctema

Viireprer Hacrpoiixa MAC-ampecos  Flokanssii NS NAT wnpobpoc nopros  Ceresofi axpan  Mapupyrusauws  Jusammseckuii DNS  SNMP

JlokanbHas ceTb

IP-agpec | 192.168.1.1

Macka | 255.255.255.0

Hactpoiiku DHCP-cepeepa
BaniownTs
Hasanshsit IP-agpec | 192.168.1.2
Konusectso anpecos | 250

Cpok aperbi (B MuHyTax) | 720

Cratuyeckne NpuBA3KN aJpecos

Yns MAC-anpec 1P-anpec

+ [oGasutc  [ERTRAEHINE

JlokasibHas cems:

* IP-adpec — IP-agpec ycTpoiicTBa B /IOKa/IbHON CETY;
+ Macka — macka NnofceTu B NIOKa/IbHO CeTu.

Hacmpoliku DHCP-cepsepa:

* BK/1t04eH — npu ycTaHOB/IEHHOM (hnare BK/IUNUTb NoKasbHbIi DHCP-cepBep, MHaye — He BK/KOYaTh;

* HayasibHbll IP-adpec — HavasbHbI agpec nyna IP-agpecos;

* Kosiudyecmso adpecos — KONIMYeCcTBO aZjpecos B NyJie;

+ CpoK apeHObl (B MUHymax) — ycTaHOBKa MakCUMaslbHOro BPEMEHM MCMOb30BaHUS NOAKMOUYEHHbLIM
ycTpoiictBoM IP-agpeca, HasHaueHHoro DHCP-cepBepoM, B MUHYyTax.

,ﬂ.ﬂﬂ BCTYMJ/ieHNA B CUny HOBOW KOH(*)I/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B 3HEPIOHE3aBNCMYIO NMaMATb
HaXXMNTE KHOIMKY «I'IpumeHumb». ﬂ'ﬂﬂ OTMEHbI U3MEHEHUIA HAXMUTE KHOMKY «OmmMeHan».

© nNpu nonbITKe U3MEHUTL HayanbHbI agpec nyna DHCP Ha aapec U3 apyroii nogceTy no
OTHOLIEHUIO K noaceTu nHtepcpeiica LAN — npoucxogut aBTomaTuyeckasl ycTaHOBKa nyna B
COOTBETCTBUYU C 3afjaHHOI JIOKaJ/IbHOW NOACETbHIO.

Cmamuyeckue rpussi3ku adpecos
[nsa no6aBneHns HOBO CTaTUYECKON NPUBS3KN HAXXMUTE KHOMKY «Jo6asumb» 1 3anofHWTE cneaytoLye nons:

* VIMs — Ha3BaHWe NPUBA3KMY;
+ MAC-adpec - yctaHoBka ctatnyeckoro MAC-agpeca. 3agaetca B hopmare XX: XX XX XX XX:XX;
+ IP-adpec — ycTtaHoBKa ctatuyeckoro IP-agpeca ansa ykaszaHHoro MAC-agpeca.

KoHurypmpoBaHne ctaTnyeckmx npuBs3okK nonesHo, ecniv Bam Heo6xoanmo, YTobbl onpeaeneHHoMy
KoMMbloTEpPY, NogktoueHHoMy K LAN-MHTepdeiicy ycTpoiicTBa, Bcerga HasHavasics onpeaeneHHslii IP-agpec.
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HaxxmuTte KHONKy «[MpumeHumsb» onsa BHeceHns IP-agpeca B cnucok ctatnyeckux IP-agpecos ans DHCP-
cepsepa. N1 0OTMEHbI U3MEHEHWI HAXXMUTE KHOMKY «OmmeHa.

[ns ypaneHusa agpeca n3 cnucka Heo6xoaumo yCTaHOBUTL dosiar HanpoTUB COOTBETCTBYHOLLEN 3anucu 1
HaXXaTb Ha KHOMKY «Y0a/iumb».

5.2.4 MoameHto «HacTtpoiika MAC-agpecoB»

B nogmeHto «<HacTtpoiika MAC-agpecos» MOXHO nsmeHnts MAC-agpec WAN-uHTepdelica ycTpoiicTaa.

MoHuTOpUHT m Cuctema
WHtepHeT [EEEROLITERIINGETREEM CeTesol skpaH MapwpyTnsauns  SNMP

BecnpoBoaHo Npo3payHbliA MOCT

Brniounte

Hactpoiika MAC-agpeca WAN

MNepeonpenennte MAC

MAC

+ [pUMEHUTE *x OTMeHa

becriposodHol npo3payHbIt Mocm

© JAnsa pexuma pa6oTil Wi-Fi knueHTa «MocT» fOCTYNHA HACTpolika «BecnpoBoAHOl NPo3payHBbIii
MOCT».

Mpwn BKAOYEHUN PYHKUMN «BecnpoBoaHONM Npo3payHblii MocT» WB-2P-LR5 He 6yaeT NOAMEHATb KITMEHTCKME
MAC-agpeca n3s LAN-cetn Ha cBoin MAC-agpec. OrpaHunyeHune — 15 MAC-agpecoB 6e3 nogmeHsbl, Npu
npesblLeHnN orpaHnyeHuns knmeHTckne MAC-agpeca 6yayT nogMmeHsaTbCA. Ha 6a30B0i cTaHUMK B pasgene
NOAKNHYEHHbIX KIMEHTOB, Kpome MAC-agpeca aboHEHTCKOWN CTaHUuMK, 6yayT oTo6paxeHsl MAC-aapeca
KNWEHTCKUX ycTpoincte ns LAN-ceTu.

Hacmpoiika MAC-adpeca WAN
+ lNepeonpedesiumb MAC — npu ycTaHoBAeHHOM donare ncnonbsyetcss MAC-agpec us nons MAC.

[Nsi BCTYN/IeHUSI B CU/Ty HOBOM KOHQOUIypaLumn 1 3aHECEHMSI HACTPOEK B SHEPTOHE3aBICUMYIO NaMSTh
HaXKMUTE KHOMKY «MpUMEHNUTb». 151 OTMEHbI U3MEHEHMI HAXXMUTE KHOMKY «OTMEHA».
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5.2.5 MoameHto «JlokanbHbIii DNS»

© nMopameHIo «JloKanbHbIi DNS» OCTYNHO TONLKO B pexume «MaplupyTusarop».

B nogmeHto «JlokanbHbii DNS» nponssogutcs KoHdurypmpoBaHue nokasibHoro DNS-cepBepa ycTpolicTea
nytem fob6asneHuns B 6asy nap IP-agpec — foMeHHoe NMS.

NokanbHbili DNS no3sonseT nonyuuts IP-agpec ycTpoiicTBa No ero JOMEHHOMY MMEHU (XOCTY) B c/lyyae
otcyTcTBUs cepBepa DNS B cermeHTe ceTu. Npy 3TOM HEO6X0AMMO 3HaTb YCTaHOB/IEHHbIE COOTBETCTBUSA
mMexay MMeHamu y31oB (XocToB) 1 ux IP-agpecamu.

MoHuTOpUHI m IP-teneBupgeHne Cucrtema

WHTepHeT  JlokanbHas ceTe  Hactpoiika MAC-anpecos [INTEUPLIESNEE NAT u npobpoc noptoB  CeTeBoil 3kpaH MapwpyTusauns IuHamnyecknit DNS ~ SNMP

MmeHa yanos

IloMeHHOE UMA IP-anpec

Hacmpolika y3108

Onsi no6aBneHns agpeca B CNMCOK HEOBXOAMMO HaXaTb KHOMKY «Jo6asumsb» N B OkHe «Co3damsb
coomsemcmaue» 3anoHUTbL cneayoLwue nons:

MoHWTOpPHHF m IP-teneBnaeHne  Cuctema

WHtepHer  [okaneHas ceTe Hactpoitka MAC-anpecos [ELSTENEEEIERNER NAT u npofpoc noptoe  CeTeBoit skpaH MapwpyTusauns OuHammnyeckuit DNS  SNMP

COS,EI'ETI: COOTBETCTBKNE

IloMeHHoe uMa

|P-anpec

+ MpuMeHUTE x OTMeHa

* [lomeHHoe umsa — M1 y3na,
+ IP-adpec - IP-agpec y3na.

Haxmure KHOMKY «/7pUMeHUfTIb» Ana co3gaHnAa COOTBETCTBUA IP—a,qpec — AOMeHHoe um4. 1A OTMEHbI
N3MEHEHWIA HaXMUTE KHOMKY «OmmeHan. ana yaasieHnsa 3anncum n3 Crnncka H606X0,CI,I/IMO YCTaHOBUTb q:)nar
HarnpoTtme COOTBeTCTByIOU.LeVI 3arnncn n Haxkatb Ha KHOIMKY «Yoanumsp».
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5.2.6 MoameHto «NAT n npo6poc NopToB»

© nNoameHio «NAT 1 Npo6pOC NOPTOB» AOCTYNHO TOMLKO B peXxume «MapLipyTnsaTop».

B nogmeHto «<NAT 1 npo6poc NopToB» BbINOSIHSAETCA HACTpolika npo6poca noptos (ports forwarding) n3 WAN-
nHtepdpeica B LAN-nHTepdeiic.

NAT - (Network Address Translation) pexvm TpaHC/IsILMM CeTEBbLIX aApPeCcoB — NO3BO/ISIET NPe06pPa3oBbIBATbL
IP-agpeca u ceteBble nopThbl IP-nakeToB. Mpobpoc ceTeBbIx NOPTOB Heobxoaum, korga TCP/UDP-coeanHeHwve ¢
nokasibHbIM (noaxoueHHbIM K LAN-MHTepcheiicy) KOMMNbIOTEPOM YCTaHaBNMBAETCS U3 BHELLHel ceTu. [laHHoe
MEHIO HacCTpoek No3BO/ISET 3a4aTb NPaBuna, paspeLlaoLLme NpoxoxaeHne NakeToB 13 BHELLHEeR ceTn Ha
yKasaHHbIli agpec B /I0KasIbHOM CETH, TEM CaMbIM Aerias BO3MOXHbIM YCTaHOB/IEHWE coefuHeHus. [pobpoc
MOPTOB N1aBHbIM 06pa30M HeobxoAuM NMpK KCMob3oBaHum torrent- n p2p-cepBncoB. [Ns 3TOro B HACTPOMKax
torrent- nn p2p-kNMeHTa Hy>XHO NOCMOTPETL Mcnonb3yemble um TCP/UDP-nopTel 1 3apatb 4N aTnx nopTos
COOTBETCTBYHOLLME NpaBuna npobpoca Ha IP-agpec Ballero komnbioTepa.

MoHMTOPUHI m IP-TeneevoeHne  CucteMma

WHTepHetr  JlokanbHas cete  Hactpoiika MAC-appecos  JlokanbHblit DNS  [ENENEVIGGIGIHGGGGEN CeTesoit skpad  MapuwpyTusauums

DNuHamuyeckmin DNS SNMP

Hactporku NAT

Paspewnts NAT

+ [IpUMEHWTE % OTMeHa

Mpaewnna NAT

Nms LANIP Moptel LAN MpoTtokon WAN IP Moptel WAN
Rule-1 192.168.1.3 50002 TCP 76.44.23.56 50000
Rule-2 192.168.1.3 50005 UpDP 213.45.66.89 50005
Rule-2 192.168.1.125 65412 TCP/UDP 45.250.12.78 33244

W Yoanute
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Hacmpolika npasuna NAT

[na npobasneHns Hosoro npasuna NAT HaxmuTe KHOMKY «Job6asumb» U B OTKPbIBLLUEMCS OKHe «Co3aaTb
HOBOE NpPaBwnI0» 3anoNHUTe cneaytoLme nons:

CosgaTte HOBOE npasuno
ma
IP-afpec HasHa4yeHMA NakeTos LAN
MopTel HasHaueHua LAN
MpoTtokon TCP v
|P-agpet McTo4HKKa nakeTos WAN

[MopThl HA3Ha4YeHUA WAN

* Vms — Ha3BaHue npasuna (nosne 06s3aTenbHO 418 3anoHeHNs);

* IP-adpec Ha3zHayeHusi nakemos LAN — IP-agpec xocTa B /IOKa/IbHOW CETU, Ha KOTOPbI OCYLLLECTBNAETCA

TpaHCAUMA NakeToBs, NonagatoLwmx nog gaHHoe npasuio;
* lNopmebl HazHadyeHus LAN — 3HauyeHuns TCP/UDP-nopToB nonyvarens, Ha KoTopble dyayT

TPaHC/IMPOBATbLCS NAKEThI B NTIOKA/IbHYIO CETb (A0MyCKaeTCs yKasblBaTb IMG0 OfMH NOPT, MO0 AnanasoH

NopToB Yepes aeduc);

+ [pomoko/1 — BbIGOP NPOTOKO/1A NakeTa, nonagatowero nof gaHHoe npasuno: TCP, UDP, TCP/UDP;

* IP-adpec ucmoyHuka nakemos WAN - IP-agpec oTnpaBuTesns nakera Bo BHELLUHEN ceTu, nonagatowero

nog, AaHHoe NpaBuIo;

* Mopmbi HazHadeHuss WAN — 3HaueHus TCP/UDP-nopToB nosnyyaresns naketa BO BHELLHeN ceTu, npu

KOTOPbIX NaKeT nonajaeT noj AaHHoe npasuso ([AonycKaeTcs ykasblsaTb IM60 OAMH NOPT, 60
AManasoH NopToB yepes aeduc).

Mpasnno npobpoca NopToB paboTaeT crieayowmum obpasom. Y naketa, npuxogswiero Ha agpec WAN-

NHTEepdieica ycTpoincTea No NPoTOKOy «[1poOmMokKo/1» Ha NOPT U3 AnanasoHa «[1opmsl HazHayeHuss WAN» n

MMeEIOLLLEro afpec UCTouHuKa «IP-adpec ucmoyHuka nakemos WAN» (ecnv 3To napaMeTp OCTaBUTb NYCTbIM —

aflpec UCTOYHMKA HEe aHa/IM3npyeTCcs), OCYLLLEECTB/IAETCS NOAMEHA aApeca U NopTa Ha3HauYeHuii Ha 3HaYeHns

COOTBETCTBEHHO 13 noneii «IP-adpec HazHayeHusi nakemos LAN» v «[Topmbi HazHadyeHusi LAN».

Haxmunrte KHOMKY «I‘IpuzvleHumb» ansa ,qo6aBneH|/|5=| HOBOro npaswunia. [Ona oTmeHbl N3MEHEHWIT HaXMNUTE KHOMKY

«OmmeHa».

[na ynaneHus npasuia U3 cnmcka Heo6xoaMmo YCTaHOBMTL dhnar HanpPoOTUB COOTBETCTBYOLLEN 3anncy 1

HaXKaTb Ha KHOMKY «Y[anTb».
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PykoBozacTBO no akcnyartauuu WB-2P-LR5

B nogmeHto «Cemesol skpaH» yCTaHaBNMBAKOTCA Npasuia NPoxXoxaeHNss BXOAALLEro, UCXOAALLero u
TpaH3UTHOro Tpaduka. iMeetcsa BO3MOXHOCTb OrpaHnunBaTb NpoXoxaeHue Tpaduka pasHoro tuna
(BXOASALLMIA, UCXOASALLMIA, TPAH3UTHBII) B 3aBUCMMOCTM OT NPOTOKO/A, IP-aapecoB UCTOUHMKA U HAa3HAYEHUs,
TCP/UDP-nopToB UCTOYHMKA U Ha3HaueHus (ans npoTtokona TCP unm UDP), Tuna coo6uenns ICMP.

MoHuTOpUMHI m IP-TeneBngeHne Cuctema

Nunamnyecknian DNS SNMP

Mpaeunna ong sxonawero Tpacuka

Wms MpoTtokon Appec oTnpaBuTens

MNpaBuna gns ucxodswero Tpaduka

Wus Mpotokon Moptsl oTNpaBuTens

MpaBuna Ans TpaHauTHOrO Tpadmka

W Ynanute

WMHTepHeT  JlokansHas ceTs  HacTpoilka MAC-ampecoe  flokansHsiid DNS  NAT w npoBpoc nopToB MapuwpyTuaauma

MopTel oTNpaBuTens

Anpec nonyuarens

MopTel Nnonyyatens Denctene

MopTel nonyyarens Deictene

Wma MMpotokon Appec otnpaeutens [lopTel oTnp:

Appec nony MopTel nonyyarens  [eicteue

HachoClKa rnpasu/si cemesoeo 3KpaHa

[nsi no6aBNeHVs HOBOIO NpaBuia HAXXMUTE KHOMKY «/Jo6asumb» N B OTKPbIBLLEMCS OKHe «Co3[aTh HOBOE

npaswuio» 3arnosiHnTe cnegyrowme nond:

[NobaeuTte npasuno

Mma

Tun Tpaduka
MpoTokon

Agpec oTnpasuTens
MopTel OTAPaBUTENS
MopTel Nony4aTens

MencTene

BxoaALmi ¥
TCP |
MponycTUTe ¥

* VimMa — Ha3BaHWe npasuna;

+ Tun mpacgbuka — BbIGOP TUNa Tpadgmka, Ha KOTOPbIN pacnpocTpaHsaeTcs AeicTBMe AaHHOro npasuia:
* Bxodsuwjuii — BXoASALWMiIA Ha YCTPOICTBO Tpadhvk (nosyyatenem sABAsSETCS HENOCPEACTBEHHO OAVH
13 ceTeBbIX MHTEPheiicoB ycTpoiicTBa). Mpu BbIGOpe AaHHOro Tuna Tpadvka s
pefakTMpoBaHWs CTaHyT AOCTYMNHbI criedytoLme nons:
+ Adpec omnpasumesisi — 3aaeT HavaNbHbI IP-agpec otnpaBuTens. Yepes cMMBON «/»

MOXHO yKa3aTb MacKy MOACETN B (DOPMATAX XXX.XXX.XXX.XXX WU XX, HAanpumep,
192.168.16.0/24 nnn 192.168.16.0/255.255.255.0, 4T06bI BbIAENUTL Cpa3y Lenbil
AnanasoH agpecos (3anuck Mackv B BUAe /24 cooTBeTcTBYeT 3anuncu /255.255.255.0);
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* Mcxoosiwuli — vexoasawmia ¢ yctpoiictea Tpachvik (Tpadomk, reHepmpyemblii TokasibHO YCTPOCTBOM
C O[IHOro M3 CeTeBbIX MHTEPelicoB). Mpu BbIGOpe AaHHOro TUNa Tpaduka Ansi peaakTMpoBaHus
CTaHyT AOCTYNHbI criegytoLme nons:
+ Adpec nonyyamerisi — 3apaet IP-agpec nonyyarens. Yepes CUMBON «/» MOXHO yKa3aTb
Macky nogceTun B hopmarax XXX.XXX.XXX.XXX Unun xx, Hanpumep, 192.168.18.0/24 nnn
192.168.18.0/255.255.255.0, uT06bI BbIAENUTL Cpa3y Uesbiii gManasoH agpecos;
+ [Mpomoko/1 — NPOTOKON NakKeTa, Ha KOTOPbI pacnpocTpaHaeTcs AecTene gaHHoro npasuna: TCP, UDP,
TCP/UDP, ICMP, nto60iA.
« [elicmsue — feiicTBMe, coBepLUIaeMoe Haj naketamu (0T6poCuTb/MPOonycTUTb).

Mpw BbIGOpe npoTtokosioB TCP, UDP, TCP/UDP ans pepaktnpoBaHus 6yayT A4OCTYMHbI HACTPOKN:

* [Mopmbl omnpasumesisi — CNNCOK NOPTOB OTNPaBUTENS, MAKeTbl KOTOPOro 6yayT nonagaTb nog gaHHoe
npaswio (AonyckaeTcs ykasbiBaTb OAWH NOPT, G0 Yepes "-" AmanasoH NoOpPToB); A1 yKa3aHUs BCeX
nopToB BBeAMTe AnanasoH «0-65535y;

* [Mopmsl rnosly4amesisi — CNUCOK NOPTOB NOJlyyvaTesis, NakeTbl KOTOPOro 6yayT nonagaTb nog AaHHoe
npaswso (AonyckaeTcs ykasbiBaTb OAWH NOPT, G0 Yepes "-" AmanasoH NoOpPTOB); A1 yKa3aHUs BCeX
nopTos BBeAMTe Ananas3oH «0-65535x;.

Mpwu BbIGOpe npoTokona ICMP ans pegakTnpoBaHust 6yayT AOCTYNHbI HACTPOKM:

« Tun coobleHusi — MOXHO co3faTb NPaBU/Io TO/LKO A1 onpeaeneHHoro Tuna ICMP-coo6LeHnst 6o
AN1s1 BCEX.

Haxmute KHOMKy «MpUMEHUTb» ANa f06aBNEHNS HOBOro Npasuia. s OTMEHbI U3BMEHEHUIA HXKMUTE KHOMKY
«OTMeHa». N5 yaaneHns 3anucy U3 cnmcka Heobxoanumo yCTaHOBUTbL chsiar HanpoTUB COOTBETCTBYHOLLEN
3anncu 1 HaxaTb Ha KHOMKY «YAanTb».
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5.2.8 MoameHo «MapLpyTunsaums»

B noameHo «<MapLupyTunsaumsi» yCTaHaBIMBAKOTCA CTaTUYECKe MapLupyTbl.

m IP-teneengeHne CucTema

Huan Anpec HAIHAYEHHA Macka LN

Route- 192.168.50.0

e-2 192.168.240.64

Route-3 78.56.22.25

[nsi [o06GaBNeHNss HOBOrO MapLUPyTa HAXMUTE Ha KHOMKY «06aBUTb» 1 3an0oHUTE CReaytoLLme nons:

[JobaBnTe mapLupyT

Mma
Afpet HasHa4eHna
Macka noaceT

LLinto3

« [pUMEHHTB ® OTMEHa

* VIMs1 — Ha3BaHWe maplupyTa.

+ Adpec Ha3zHadeHusi — IP-agpec xocTa Win NOACETU Ha3HaYeHWs, 40 KOTOPbIX HEOBXOAMMO YCTaHOBUTb
MapLUupyT.

* Macka nodcemu — macka nogcetu. /119 xocta Macka NoACeTU yCcTaHaB/IMBAETCA B 3HAYEHMe
255.255.255.255, ong noAcety — B 3aBUCMMOCTM OT €€ pasmepa.

* LWmo3 — IP-agpec W3a, Yepes KOTOPbI OCYLLLECTBASETCA BbIXOA Ha «AOpec HasHadeHUs ».

[Nsi BCTYN/IeHUsI B CU/Ty HOBOW KOHQOUIypaLumn 1 3aHECEHNs] HACTPOEK B 3HEPTOHE3aBNCUMYIO NaMsTh
HaXKMUTE KHOMKY «[TpuMeHUMb». [1Ns OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OmMeHa».
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5.2.9 MoameHwo «AuHammueckunii DNS»

© nMoameHio «AuHamuueckuii DNS» LOCTYNHO TONbLKO B pexume «MaplupyTusaTop.

B nogmeHto «AuHamuyeckunii DNS» BbINOMHAETCA HACTPOlikKa COOTBETCTBYHOLLETO cepBuca.

HAuHamudeckuli DNS (D-DNS) no3sonsieT nHgopmaumum Ha DNS-cepBepe 06HOBNSITLCSA B peasibHOM BPEMEHMU 1,
M0 XenaHuto, B aBTOMaTUYeckoM pexume. NprmMeHsaeTca Ans HazHavyeHUs MOCTOSAHHOTO JOMEHHOIo MMeHM
ycTpolicTBy (KOMMbOTEPY, pOyTepy) C AMHaMuyeckum IP-agpecom.

OnHamnyecknin DNS yacto npuMeHseTcs B NOKas/IbHbIX CETSX, Iae KnneHTbl nonyyatot IP-agpec no DHCP, a
NOTOM PErncTpupytoT cBou MMeHa Ha nokanbsHom DNS-cepBepe.

MoHuTOpMHr m IP-teneBupeHne Cucrema

WHtepHer  [lokanbHas ceTs  HacTpoitka MAC-agpecos  JokansHeit DNS  NAT v npo6poc nopros  CeTeBoit skpan  MapupyTuaaums

JOwHamuuecknit DNS NI

JuHamuyaecknin DNS
Brniowts D-DNS
Mpoeaiinep D-DNS dyndns.org h
Wus nonbsosarens

Napone

TNomeHHoe uMa 0
DNomeHHoe uma 1
TNomerHoe uma 2
DomeHrHoe uMa 3
DomeHrHoe uMa 4
JTlomeHHoe uMa 5
JTlomMeHHoe 1uMA 6
TomeHHoe uMa 7
TomeHHoe uMa 8

TomeHHoe uMa 9

* Bkmouums D-DNS — npu yctaHoBneHHoM donare cepeuc D-DNS akTuBeH 1 15 pefakTupoBaHns
[AOCTYNHbI CriegyroLme HacTPOMNKN:

* lposatioep D-DNS - Ha3BaHue nposaiigepa D-DNS — BbibepuTe ogHOro nposagepa U3 cnucka
[OCTYMHbIX;

* WMs1 nosib308amesisi — UMs NOMb30BaTeNs 415 A0CTyna K yueTHon 3anucu cepeuca D-DNS;

* Maposb — naponb Ana [octyna K ydyetHon 3anucu cepsuca D-DNS;

* [JomeHHoe umsi (0..9) — MOXHO 3aperncTpupoBath A0 AeCATU AOMEHHbIX MMEH yCTpolicTBa
(06bluHO TpebyeTca NULWb ofHO). O6HOBNEHME MHGopMauuy 06 IP-agpece ycTpoiicTBa Ha
cepBepe npoaigepa NponucxoanT nepuognyeckn yepes 60 cekyHa.

[Nsi BCTYN/IeHUs1 B CU/Ty HOBOW KOHQOUIypaLumn 1 3aHeCEHNs1 HACTPOEK B 93HEPTOHE3aBNCUMYIO NaMsTh
HaXKMUTE KHOMKY «[TpuMeHUMb». [1Ns OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OmMeHa».
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5.2.10 MogmeHo «<SNMP»

MporpammHoe o6ecneveHne WB-2P-LR5 no3BonseT NpoBOANTL MOHUTOPUHT COCTOSHUA YCTPOICTBA U ero
AaTunKoB, ncnonb3ys npotokon SNMP. B nogmeHio «<SNMP» BbINO/THAKTCA HAcTpoikn napametTpoB SNMP-
areHTa. YCTpOICTBO nogaepxmsaeT npoTokosibl Bepcuii SNMPv1, SNMPv2c.

MoHuTOpUHI m IP-TteneBuOeHue Cucrema

WHTepHeT NokanbHas ceTe  HacTpoiika MAC-anpecos NokanbHulit DNS ~ NAT u npoBpoc noptoB  CeTeBoit skpaH MapuwpyTuaauns

OuHamuyeckuit DNS m

HacTpoiika SNMP
BkniounTe SNMP
MNaponk Ha yTeHue public
Maponk Ha 3anuce | private
Anpec ans npréma Tpanos vi
Anpec ana npuéma Tpanos v2
Anpec ana npuéma coobuenui Inform
CucTemHoe nMs ycTpoicTea
KonTakTHan nHpopmauns nponssommtens  Contact
MecTononoxenue yetpoilctea | Russia

Mapone B Tpanax | trap

+ [MpyMeHnTE x OTMeHa

* Brsmoyums SNMP — npn yctaHoBneHHOM dhnare paspeLleHo ncnosb3oBaHve npotokona SNMP;

+ [MNaposib Ha YmeHue — Naposb Ha YTeHne napameTpoB (06LWENPUHATBLIN: public);

« [MNaposib Ha 3anuck — Naposb Ha 3anucb napameTpoB (06LLENPUHSATIN: private);

« Adpec 0715 npuéma mpanos v1 — IP-agpec unm goMeHHoe nMs npuemMHuka cooblueHnin SNMPv1-trap B
copmate HOST [COMMUNITY [PORT]];

« Adpec 0715 npuéma mpanos v2 — IP-agpec unm AoMeHHoe UMs npuemMHuKa cooblueHnin SNMPv2-trap B
¢opmate HOST [COMMUNITY [PORT]];

+ Adpec 0515 npuéma coobweHul Inform — IP-agpec nnn goMeHHOe UMs NpMeMHukKa coobLueHuit Inform B
¢opmate HOST [COMMUNITY [PORT]];

+ CucmemMHoe umsi yempolicmsa — UMS YCTPONCTBA;

* KoHmakmHasi UHghopmayusi npou3sooumesisi — KOHTakTHasA MHGopMauusa NPon3BoaUTENS YCTPOINCTBE,

* MecmonosioxeHue ycmpolicmsa — UHhopMaLms 0 MECTOMNO/TIOXEHUN YCTPONCTBE,;

* [Maposib 8 mpanax — naposb, CoaepXalluiica B Tpanax (no ymonyasuto: trap).

Hwxe npuBeaeH CnMcoK 06bEKTOB, NOAAEPXKNBAEMbIX AN51 UTEHNA nocpeacTBoM npoTokona SNMP:

* eltexLtd.1.164.1 — moHuTOpUHT NnapameTpoB WB-2P-LR5
+ eltexLtd.1.166.1 — moHuTOpUHI NnapameTpoB WB-2P-LR5 rev.B
+ eltexLtd.1.167.1 — moHuTOpUHr NnapameTpoB WB-2P-LR5 rev.C

roe eltexLtd — 1.3.6.1.4.1.35265 - naeHtndomkarop npeanpusatma 1TEKC.

[na BCTynneHns B culy HOBOW KOHOUIypaLumn 1 3aHECEHNSI HACTPOEK B 3HEProHe3aBrCMMYHO NamsiTb
HaXXMUTE KHOMKY «MpUMeHNUTb». [119 OTMEHbI U3MEHEHUIA HAXXKMUTE KHOMKY «OTMeHa.
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5.3 MeHo «IP-TenesnaeHmne»

© MeHI0 AOCTYNHO TONBLKO B peXume pa6oTbl «MappyTusaTop»

5.3.1 MNMoameHto «IPTV»

B nogmeHto «IPTV» BbINONHAKOTCA HACTPOMKN 151 paboTel cepsuca IP-tenesnaeHms.

MoHnuTtopuHr Cetb QUSENE:UNELVEE Cuctema

IPTV

HacTtporku undopoeoro TenesmnaeHusa (IPTV)
Brnwounts IPTV
Bepcus IGMP 3 .
Mepuoauueckoe 06GHOBNEHUE NOANNCKMA
Brniounte
BLICTRLIA BEIXOM M3 rPYNNb
Brnwounts

Hacrpoika HTTP-npokcu

aQ

BrniounTe

Mopt HTTP 1234 2

* Brsmoyums IPTV — npu ycTaHOB/IEHHOM dhfiare paspeLleHa TpaHciauusa curHasnios IP-tenesugenns ¢
WAN-uHTepdpeiica (13 ceTv npoBaiifepa) Ha yCTpoicTBa, NoakNtoueHHble K LAN-uHTepdelicy;

* Bepcusi IGMP - Bepcus npotokona IGMP gnsa otnpaskn IGMP-coo6uieHunin ¢ WAN-nHTepdpelica
(COoO6LLEHWIT akTUBaLMM UKW AeaKTUBaLMK NOANUCKM Ha KaHabl IP-TeneBungeHmns). MoaaepXxmnsaroTcs
Bepcun 2 1 3.

[lepuoduyeckoe 06HOB/IEHUE NOONUCKU

* BK/1t04UMb — NPV BKKOYEHHOW onuumn npomcxoanT nepuoanyeckas otnpaska ¢ WAN-uHTepdeiica
COO0OLEHNI CO CMNCKOM akTUBHbIX IPTV-kaHanoB Ha BbILLECTOSLWMIA CepPBEp, OCYLLECTBAOLLNIA
TpaHcnAuuio curHanos IP-TeneBuaeHns. BiritoueHne pyHKUMM nepnoanyeckoro 06HOBNEHUA NOAMUCKN
Heo6x04MMO, eC/IM BbILLECTOSILMIA cepBep OTKAYaET TpaHcnsaumio IPTV-kaHanoB yepes onpeaeneHHblii
WHTEpBas1 BPEMEHN.

+ [Mepuod 06HOB/EHUS, C — Nepuoa, OTNPaBKN COOBLLLEHMI CO CMMCKOM akTUBHbIX IPTV-kaHanos, B
cekyHAax. YCTaHOBUTE BENNYMHY Nepuroga 0GHOB/IEHUS B 3HAYEHNE, MEHbLLIEE, YEM TaillmayT
OTK/TIOYEHUSA TPAHCNAUUM CUTHaUTA BbILLECTOALWMM CEPBEPOM.
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bbicmpbili BbIXO0 U3 2pyriibl

* Bk/1r04umb — Npy BKIKOYEHHOI ONLMN NPOUCXOANT BbICTPbIN BbIXOA, U3 MY/IbTUKACTOBO rpynnbl. [aHHyo
(hpyHKUMIO HE PEKOMEHYETCS BK/tOUATb, EC/IN UCMNOMb3YeTcs 60/1e€ 04HOT0 NPUEMHMKA
MY/ITUKACTOBOrO Tpachvika.

Hacmpolika HTTP-npokcu

* Brsmoyums — npv yctaHoBneHHoM donare BkntoveHa pyHkuma HTTP-npoken. HTTP-npokcu
ocyuwiecTBnsieT npeobpasoaHne UDP-notoka B notok HTTP, ncnonsaytowmii npotokon TCP (npoTtokon
HaAEXHOW [OCTaBKM NaKETOB), YTO MNO3BO/ISET Y/IyULIMTb KAYECTBO TPAHC/IMPYEMOTO N306pakeHUs Npu
N/I0XOM Ka4yeCcTBe KaHasia CBA3M B JIOKa/IbHOW ceTn. PyHKLMA nonesHa npy npocmotpe IPTV yepes
6ecnpoBoAHbIii kaHan Wi-Fi.

* MMopm HTTP — Homep nopta HTTP-npokcK, ¢ KoToporo 6yAeT oCyWeCcTBNATLCA TpaHC/IMpoBaHne BUAEO-
noToka. Micnonb3yiiTe aTOT NOPT 419 NOAK/IOYEHUS K TPAHCIMPYEMbIM YCTPOCTBOM notokam IPTV.

Hanpumep, ecnn yctpoiictBo umeet Ha LAN-uHTepdelice agpec 192.168.0.1, gna nopTta npokcu-cepeepa
BblGpaHo 3HaveHune 1234, n HeobxoanMmMo Bocnpom3BecTy kaHan 227.50.50.100, TpaHcanpytowmiics Ha UDP-
nopt 9000 — ans nporpammbl VLC agpec noToka HyXHO 3agatb B Buge: http://@192.168.0.1:1234/udp/
227.50.50.100:9000.

,ﬂ.ﬂﬂ BCTYMJ/ieHNA B CUNy HOBOWA KOH(*)I/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B AHEPIOHE3aBNCMYIO NMaMATb
HaXXMUTE KHOIMKY «I'IpumeHumb». ﬂ'ﬂﬂ OTMEHbI U3MEHEHUIA HAXMUTE KHOMKY «OmmMeHan».

51


http://192.168.0.1:2345/udp/227.50.50.100:1234.
http://192.168.0.1:2345/udp/227.50.50.100:1234.

PykoBozacTBO no akcnyartauuu WB-2P-LR5

5.4 MeHto «Cucremar

B MeHt0 «CuncTeMar» BbINOSTHSAKOTCS HACTPOWKM CUCTEMBI, BPEMEHW, AOCTYNa K YCTPONCTBY NO Pa3/IMYHbIM
NpOTOKOMaM, MPOM3BOANTCS CMEHA Napoist U 0GHOB/IEHNE NPOrPaMMHOr0 06ecneyeHunst yCcTpoiicTaa.

5.4.1

MNoameHto «Bpemsa»

B nogMeHto «Bpemsi» BbINO/THSIETCA HACTPOIiKa NPOTOKO/a CMHXPOHM3aumn BpeMeHn (NTP).

Hacmpoliku sBpemeHu

Mountopuur Cete  IP-TenesnpeHmne m

DocTyn XypHan MNaponwn Ynpasnerwe KoHUrypaumen O6HoeneHue NO Mepesarpyaka ABTOKOHUIypUpOBaHWE

JononHuTensHele HacTpoilkn

HaCTpOﬁKVI BPEMEHMW
Yacosoil nosc Mockea, Poccua N
ABTOMATWHECKWIA NEPEXOL HA NETHEE/3UMHEE BPEMA

ﬂepexou Ha NeTHee BpeM:A - | - M
MNMepexon Ha aMMHee BpeMs - T N

Crpur BpeMeHn (MUH.) 60 -
Brniounte NTP

CepBep cHXpoHn3aumn | pool.nip.org -

+ [NpyMeHnTE ® OTMeHa

Yacosol rosic — No3BoSIET yCTaHOBUTb YaCOBOM NOSIC B COOTBETCTBUM C G/IvdKaiLLMM ropogom B
Balwlem pernoHe u3 3agaHHoOro Crucka,;

Asmomamudeckuli nepexod Ha jiemHee/3UuMHee speMs — NPU yCTaHOB/IEHHOM chriare nepexop, Ha
NeTHee/3nMHee BpeMs 6yA€eT BbINOMHATLCA aBTOMATMYECKM B 3aaHHbI Neprog, BPEMEHM:

+ [Nepexod Ha lemHee 8peMs — AeHb U BPEMS, KOrAa BbINOMHATE Nepexos Ha /IeTHee BpeMms;

+ [Nepexod Ha 3uMHee BpeMs — [eHb N BPeMs, Koraa BbINOMHATL Nepexos Ha 3MMHee BpeMms;

+ CoOBue BpeMeHU (MUH.) — Nepuof, BpeMeHN B MUHYTaX, HA KOTOPbIV BbINOIHAETCS CABUI BPEMEHN.
Bkmodums NTP — ycTaHoBUTe pnar, ecnm Heo6Xo4MMO BK/THOUNTL CUHXPOHM3ALMI0 CUCTEMHOIO
BPEeMeHM yCTpoiicTBa ¢ onpegeneHHoro cepeepa NTP;

Cepsep cuHxpoHu3ayuu — IP-agpec/[oMeHHOe MA cepBepa CMHXPOHM3aLUUn BpeEMEHMN.

[N BCTYNNEeHWs1 B CUNy HOBOI KOHCOUIypaummn 1 3aHECEHUSI HACTPOEK B SHEPTOHE3ABNCUMYIO NaMsITh
HaXKMUTE KHOMKY «[TpuMeHUMb». O OTMEHbI UBMEHEHWIA HAXXMUTE KHOMKY «OmmMeHa».
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5.4.2 ToameHto «JocTyn»

B nogmeHto «[ocTyn» HacTpamBaeTcsa [OCTYN K yCTPOMCTBY nocpenctsom web-nHtepdelica, Telnet n SSH.

MoHuTopuHr  CeTb  IP-TenesnpeHve m

Bpems XypHan Maponu  YnpasneHwe KoHpUrypauuei OBHoBnexue MO Mepesarpyaka  ABTOKOHCPUrypUpoBaHue

DononHnTensHble HacTPoWKn

MopTbl gocTyna
MopT HTTP 80 z

MopT HTTPS 443 2

Mopt Telnet 23 =

MopT SSH 22 I

HocTyn k ycnyre MiHTepHeT

Web
BHewHnA ceTb HTTP HTTPS
NokaneHas cete @ HTTP @HTTPS
Telnet

BHewHsA ceTb

<]

NokaneHas ceTb

SSH

BHewHAA ceTb

(<]

lNokanbHas ceTb

+ [puMeHnTE % OTmeHa

[Topmekl docmyna

B gaHHOM pasgene BbINnonHsAeTca HacTpolika TCP-nopToB ana goctyna K yctponctey no HTTP, HTTPS, Telnet,
SSH.

* Mopm HTTP — HOoMep nopTa Ans Aoctyna K web-uHtepdoeicy yctpoiictea no npotokony HTTP, no
ymonyaHuo — 80;

* Mopm HTTPS — HomMep nopTa Anst aoctyna k web-uHtepdpelicy yctpoiictea no npotokony HTTPS (HTTP
Secure — 6e3onacHoe NoAKNoYeHNE), N0 ymonyaHuo — 443;

*+ Mopm Telnet — HOMep nopTa 419 AOCTyna K YCTPONCTBY No NnpoTokony Telnet, no ymonyaxuio — 23;

* MMopm SSH - Homep nopTa Ans AocTyna K YCTPOWCTBY No NpoTokony SSH, no ymonyaHuwo — 22.

Mo npotokonam Telnet n SSH ocyLecTBAseTcs AOCTYN K KOMaHAHOW cTpoke (KoHconb linux).

Locmyn k yciyee IHmepHem

B oaHHOM pasgene paspeLuaeTcsi UK 3anpeLiaeTcsa 4oCTyn K YCTPOMCTBY OTAeNbHLIMU NpaBuiaMmn s
NOKasIbHOM 1 BHeLLHel ceTn (pexuM maplipyTusatopa). [1s 3Toro Heo6XoAYMO YCTaHOBUTh
COOTBETCTBYHOLVME chnaru:

Web:

* HTTP - npwv ycTaHOBNEHHOM chnare paspeLLeHo NoAK/IYeHe K web-KoHdurypaTopy ycTpolicTea Yepes
WAN-nopt no npotokony HTTP (He6e3onacHoe nNoaktoueHme);

* HTTPS - npu ycTaHOBEHHOM ¢hnare paspeLleHo nogkntoyeHme K web-koHdpuryparopy ycrpoictea
uepe3 WAN-nopT no npotokony HTTPS (6e3onacHoe noakitoyeHve).
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Telnet:

Telnet — npoTokon, NnpegHa3HayYeHHbI ANA yaaneHHOro ynpasneHus yctpoiicteamu. Mo3sonset
NOAKMOYNTLCS K YCTPOCTBY MO CETU A/ HACTPOIKN 1 yNpaBieHus.
[nsa paspelueHunst 4ocTyna K yCTpolicTBy No npoTokosny Telnet ycTaHOBMTE COOTBETCTBYHOLLMIA donar.

SSH:

SSH - 6e3onacHbIil NPOTOKO/ YAa/IEHHOTO yrpaBeHus ycTpoincteamn. B otimune ot Telnet npotokon SSH
WwndppyeT Becb Tpaduk, BKOYas nepegaBaemble naposn.
[ns paspelueHns gocTyna K yCTponcTey No NpoTokosly SSH ycTaHOBUTE COOTBETCTBYHOLWLMI dhiar.

,ﬂ.flﬂ BCTYMJ/ieHNA B CUNy HOBOWA KOH(*)I/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B AHEPIOHE3aBNCMYIO NMaMATb
HaXXMUTE KHOIMKY «I'IpumeHumb». ﬂ'ﬂﬂ OTMEHbI U3MEHEHUIA HAXMUTE KHOMKY «OmmeHa». _

5.4.3 ToameHo «KypHau»

MoameHto «XKypHan» npefHa3Ha4YeHo AN1s HACTPOIKM BbIBOAA Pa3HOro poAa OT/1af0uHbIX COOBLLEHWI
CUCTEMbI B Le/IAX 06HapYy>XeHnst NpuynH npobniem B pabote ycTpoictea. OTNafouHy0 HopMaL Mo MOXHO
nony4nTb OT CAEeAYHLMX NPOrpaMMHbIX Moy el yCTpoicTBa:

+ CUCTEMHbIA MeHeKep — OTBEYaEeT 3a HACTPOIKY YCTPOCTBA COr/lacHO doainny KoHdurypauumn.
« MeHemxep KoHUrypauum — oTBeyaeT 3a paboTy ¢ haitiom KoHdurypauum (4TeHre 1 3anuck B dpaiin
KOH(pUrypaumm n3 pasninyHbiX UCTOYHMKOB) M c6OP MHCPOPMALIM MOHUTOPKHTA YCTPOIACTBA.

MoHUTOpPUHT Cere  IP-TeneBupeHue [eTISETTEY

Bpema Loctyn Kypnan [EEELGLIY YNpage neHue KoHpUrypaunei OfHoBneHne MO Mepesarpyaka  ABTOKOHCPUIYpUpOBaHue LononHUTenbHLIe HACTPOMKA

)KypHan CUCTEMHOro MeHenxepa
BuiBon xypHana OrknoueHo
Ownbrn
MpeaynpexneHus
OTnanoyHas MHCPOPMaLMA

WHpOpMaLMOHHEIE CoOBLIEHIR

)KypHaﬂ MeHeXxepa KoHurypauum
Buigon xypHana OTknioyeHo
Ownbku
MpeaynpexneHus
OTnanoyHas MHPOPMALNS

VH(popMaLmMoHHble cooblugHns

Hactpoiika Syslog
BrnounTs
Pexum
Anpec Syslog-cepsepa
MopT Syslog-cepeepa

Paamep paitna, kb

JKYpHa/1 cucmemMHo20 MeHedxepa

* BbIBOO XypHasia — HanpasneHne BbiBoAa CO0OLLEHWI XypHana:
* OMK/IIOHEHO — BbIBOA, OTK/HOYEH;
+ Syslog — coo6LLeHNsI BbIBOAATCS MO NPOTOKONY Syslog Ha yaasieHHbIn cepBep /MO0 B NTOKa/IbHbIN
thaiin (HacTpoiika NPOTOKO/A OCYLLECTBSIETCS HUXE);
* KoHco/ib — co06LLEeHs BbIBOAATCS B KOHCO/b YCTpoiicTBa (HE06X0AMMO NOAK/IOUEHNE Yyepes
nepexogHuk COM-nopra);
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+ TesiHem — coo6LeHns BbIBOAATCA B telnet-ceccuto; oA 3TOro cHavana Heo6xoAUMMO co34aThb
NoAK/IYeHMe No NpoTokony telnet.

Huxe HacTpamBaeTca T!Un C006Ll.l,eHI/II\/’I, BbIBOANMBbIX B XXYpPHa/1 CACTEMHOIO MeHeKepa:

* OwubkKu — ycTaHoBuTe chnar, ecnm HeoBXxoAUMO BbIBOAUTL COOBLLEHUS TUNA «OLINGKN»,

+ lNpedynpexdeHusi — ycTaHOBUTe (pnar, eCnm HeobXxoA4MMO BbIBOAUTL COOBLLEHNSA THMA
«[pedynpexxoeHus»;

+ OmsiadoyHas uHghopmayusi — yctaHoBuTe donar, eciv Heo6xXoANMO BbIBOAMTL OT/1a[04Hble COOOLLEHMS;

* VIHhopmayUuoHHbIEe cO0bWEHUS — yCTaHoBUTE donar, eCm He06X04MMO BbIBOANUTb MHPOPMaLNOHHbIE
COO006LLEHNS;

XKypHan MeHea)KeQa KOHd)UZMQagUU

* BbIB0O XypHasia — Hanpas/ieHne BbiBOAa COOOLLEHWI XypHana:

* OMK/IIOYEHO — BbIBOJ, OTK/IHOYEH;

+ Syslog — coo6LLeHNs BbIBOAATCSA MO NPOTOKONY Syslog Ha yAasieHHbIn cepBep /IM60 B NTOKa/IbHBIN
thaiin (HacTpoiika NPOTOKO/A OCYLLECTBSIETCS HUXKE);

* KoHco/ib — cO06LLEHNSA BbIBOAATCSA B KOHCO/b YCTpoiicTBa (HE06X0AMMO NOAK/IIOYEHNE Yepes
nepexogHuk COM-nopTa);

+ TesiHem — coo6LeHns BbIBOAATCA B telnet-ceccuto; oA 3Toro cHavana Heo6xo4UMMO Co34aThb
NoAK/IYeHMe No nNpoTokony telnet.

Huxe HacTpamBaeTca TUn C006Ll.l,eHI/II\/’I, BbIBOANMBbIX B XXYPHa/1 MeEHEKEpPa KOH(*)VIpraLIII/II/IZ

* OwubkKu — ycTaHoBuTe chnar, ecnm HeoBXoAUMO BbIBOAUTL COOBLLEHNS TUNA «OLINGKNY,

+ lNpedynpexdeHusi — ycTaHOBUTe (pnar, eCnm HeobXxoA4MMO BbIBOAUTL COOBLLEHNSA THMA
«[pedynpexxoeHus»;

+ OmsiadoyHast uHghopmayusi — yctaHoBuTe donar, ec/iv Heo6XoANMO BbIBOAMTL OT/1a[04Hble COOOLLEHMS;

* VIHhopmayUuoHHbIe cO0bWEeHUSs — yCTaHoBUTE donar, eCm He06X04MMO BbIBOANUTb MHPOPMaLNOHHbIE
COOOGLLEHNS.

Hacmpotika Syslog

Ecnu xoTs 6bl 04MH U3 XYPHaI0B (CUCTEMHOIO MEHeKepa Un MeHexepa KOHGUrypaummn) HacTpoeH Ans
BbiBoga B Syslog, Heobxoaumo Bk/IHOUNTL Syslog-areHTa, KOTopbIii 6yAeT nepexBaTbiBaTb OT/1af04HbIE
COOGLLEHMNSI OT COOTBETCTBYIOLLLETO MeHegKepa 1 0TNpaBnsaTh UX NMM60 Ha yAaseHHbI cepeep, 6o
COXpaHATb B IOKaU/TbHbIV (haiin B hopmarte Syslog.

* Bksiro4ums — npy ycTaHOBNEHHOM (hriare 3anyleH Syslog-areHT;
* Pexxum — pexum paboTbl Syslog-areHTa:
+ Cepsep — HhopMaums XypHanoB OTNpPaB/SeTCs Ha yaaneHHbln Syslog-cepsep;
* Jloka/ibHbIl ¢halisl — NHhopMaLms XXypHaI0B COXPaHSIETCA B /IoKaNibHOM dhaiine;
« Cepsep u ¢halin — Hhopmaums XXypHasi0B OTNPaBASETCS Ha yaasieHHblli Syslog-cepsep u
COXpaHseTcs B JIOKaIbHOM haiine.

[Janee B 3aBUCMMOCTM OT pexuma Syslog-areHTa AOCTYMHbI HACTPOIKM:

+ Adpec Syslog-cepsepa — IP-agpec nnun gomeHHoe ums Syslog-cepsepa (He06xoAMMO /18 PEXUMOB
«CepBep», «Cepaep 1 thaiiny»);

+ Mopm Syslog-cepsepa — NopT ANA BXOAALMX coo6LeHNIA Syslog-cepBepa (Mo ymonyaHuio 514,
HeobXxoauMo ANna pexmmoB «Cepsep», «CepBep 1 aiin);

* Wms palina — vims dpaiina ans xpaHeHus xypHana B coopmare Syslog (Heob6xoaMmo Ans pexvrmos
«JlokanbHbIli chaiin», «Cepep 1 chaliny»). Mpun HaxaTnM Ha ccbiky «MokasaTb XypHas» OTKPOEeTCs
cTpaHuua c cogepxumbiM daina Syslog;

+ Pasmep ¢palina, Kb — makcuMasibHbIi pasmep dhaiina xypHana (Heo6xoaAMMO ANst PEXMMOB «J10KasTbHbIiA
thaiin», «Cepsep 1 chaiin»).
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5.4.4 TloameHio «lMaponu»
B nogmeHto «Maponu» yctaHaBNMBatoTCA Naposv AocTyna agMuHucTpaTopa 1 Habngarens.

YcTaHOB/IEHHbIE Naposv UCNO/b3YTCA A1 AOCTyNna K YCTPOUCTBY Yepe3 web-uHtepdelic, a Takxe no
npotokonam Telnet n SSH.

Mpu Bxofe Yepes web-nHTepdeiic agMmmHucTpaTop (Naposib No yMosiyaHuto: password) MMeeT MosHbIA JoCTy
K YCTPOWCTBY: UTEHME U 3annChb JI06bIX HACTPOEK, NOJTHBIA MOHUTOPUHT COCTOSAAHMA YCTpoicTBa. Habnoaaresnb
(naposnb No ymonuaHuto: viewer) MeeT BO3MOXHOCTb TO/IbKO NPOCMaTpMBaTh KOHUIypaLmio U faHHbIe
MOHUTOPWHIa yCTpoicTBa 6€3 BO3MOXHOCTU BHOCUTb Kakue-nnbo n3MeHeHus.

© nNoruvx agmuHmncTpatopa: admin
NoruvH HaGnopartens: viewer

MonuTopuHr CeTe  IP-Tenesnpenne m

Bpema  Hoctyn XypHan Ynpaenexve koHurypaumeit  OBHoBnewne MO MMepesarpyska  AsTokoHdpurypuposaHue  JlONONMHWTENBHbLIE HACTPOMKM

Mapons agMuHucTpaTopa (admin)

MNapone ®
MNopTBepx neHve
Maponb Habnogatens (viewer)
MNapone @®
MNopTBepx neHve

+ [Maposb adMuHUCmpamopa — B COOTBETCTBYHLLME MOJIsi BBEAUTE Naposib agMyHUcTparopa u
noaTBepauTe €ero;

* lMaposb Habodamersi (viewer) — B COOTBETCTBYIOLLME NOMS BBEAWUTE Naposb Habnogatens n
noaTBepauTe ero.

[nsa BCTynneHms B CUy HOBOWM KOHGIUIypaumum 1 3aHeCEHUS HaCTPOEK B AHEProHe3aBMCUMYI0 NaMATb
HaXKMUTE KHOMKY «[IpuMeHUMb». [Nsi OTMEHbl U3BMEHEHMWIA HXXMUTE KHOMKY «OmmeHanr.
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5.4.5 ToameHIo «YnpasneHue KoHurypaumen»

B nogmeHto «YnpasieHve KoHdurypaumeii» BbINOMHAETCA cCOXpaHeHne 1 06HOBEHUE TeKyLLein
KOHUrypaumm.

[Nosny4yeHue koHguaypayuu

MoHutopunr Cetb  IP-TenesugeHue m
Bpems Hoctyn XypHan Maponwn YnpaBneHwe KoHMrypaumen OBHosnexue MO MNepesarpyaka ABTOKOHPUIrypUpOBaHME LJononHuTenbH

dannbl KOHUrypaumm

Mony4ynTe apxne KOHhUIrypaumnm ¢ yeTpolicTea ~ Download

33pr3HTb aApXWUB KOHDUTYpaLIWK Ha YyeTpoRCcTBO Browse... Mo file selected.

CBpoc Ha 3aBOACKUE HACTPORKMA W

UTO6bI COXpaHWTb TEKYLLYIO KOH(IUIypaLuuio YCTPONCTBA Ha /I0KasIbHbI KOMMNbIOTEP, HAXXMUTE KHOMKY
«Download».

O6HosneHue KOHQ)UZ!Q&(_,{UU

+ 3aepy3umsb apxus KOHgpuaypayuu Ha ycmpolicmso — 3arpy3ka COXpaHeHHOro Ha JI0Ka/IbHOM
KoMnbtoTepe paina KoHdurypauum. as 06HOBIEHUS KOHUTYpaLMI YCTPOMCTBA HAXMUTE KHOMKY
«BblGepuTe thaiin», ykaxuTe chaiin (B doopMarte .tar.gz) 1 HaXMUTE KHOMKY «3arpy3nTb». 3arpyXeHHast
KOHpUrypauvsi npyMeHsieTcsl aBToMaTuyeckn 6e3 nepesarpysku ycTpoiicTea.

© O6parute BHUMaHue, BCe Naposiv B KOH(Urypauum ycTpoicTea WngpyoTCs K/TIOUOM, KOTOPbIi
3aBucut ot MAC-agpeca yctpoiictBa. lMepeg 3arpy3koii KOH(pUrypaumum ¢ O4HOro YCTpoiicTBa Ha
Apyrvie npeaBapuTeNibHO HY)XHO NMOMEHATb Naponu B daiinie KOHUrypauum.

[Onsi nameHeHusi naporeii Heo6X0AMMO OTKPbITb (paii/l KOHIMIypaLymn B TEKCTOBOM PEAAKTOPE U M3MEHUTb
naposnu. [lanee coxpaHuTb N3MEHEHUS B apXMBE KOHAUrypauuu. Mpuvep nsmMeHeHusi naposneii npueeeH

HNXe:

Passwords:
AdminPassword: "encrypted:7C607178736B7465"

ViewerPassword: "encrypted:7A68677C6176"

N3MeHAETCA Ha

Passwords:
AdminPassword: "password"
ViewerPassword: "password"

C6poc ycmpoticmsa Ha 3aB0OCKUE HACMPOUKU
UTo6bl caenatb cOpOC BCEX HACTPOEK YCTPOICTBA HAa CTaHAAPTHbIE 3aBOACKNE YCTAHOBKM, HAXKMUTE KHOMKY
«C6poc».
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5.4.6 MoameHto «O6HOBNEHNE MO»
MogmeHto «O6HOBNEHNE MO» NpegHa3Ha4YeHo A1 06HOBAEHMA NPOrpaMMHOro obecnevyeHuns yCcTpoicTea.

O6HoBneHue MO gna yctpoiictes WB-2P-LR5:
MounutopuHr  CeTb IP-TeneBuaeHue m

Bpemsa octyn HypHan Maponu YnpaeneHue koHdurypaumei [ BTN Ol Mepesarpyaka ABTOKOHUrypMpoBaHHe  [JONONHUTENbHbIE HACTPOIKIA

OBHoBNeHWe nporpaMmmHoro obecnevyeHns

AxtvBHas Bepcus M0 2.3.0.213 = Rl T

Obroenerus MO marske docmyriHel no adpecy: hitp:/elfex-co.ru/support/downloads/

Paiin 06HoBneHUA MO Browse.
& Zarpyaus chaiin

+ AkmusHasi sepcusi 10 — Bepcusi NPOrpaMMHOro obecneyeHmns, ycTaHOBIEHHOIO Ha YCTPOWCTBE,
paboTatoLlias B aHHbI MOMEHT;

* PesepsHas sepcusi 1O — Bepcus NporpammMHOro o6ecneyeHns, yCTaHOB/IEHHOTO Ha YCTPONCTBE, Ha
KOTOPYIO MOXHO NnepekntiounTbes 6e3 3arpysku taina Mno;

* [Mposepumb 06HOB/IEHUS — KHOMKa A5 NPOBEPKM NocnefHen Bepcuy nporpammHoro obecneyexms. C
MOMOLLbIO 3TOW (PYHKLUMM Bbl MOXETE GbICTPO MPOBEPUTL Ha/IMYME HOBOW BEPCUU NPOrpaMMHOro
obecneyeHnst N B cnyyae HeO6XoANMOCTU BbINOHUTL €r0 06HOB/IEHUE;

+ Coeslamb akmusHoU — KHOMNKa, NO3BO/IAOLWANA cAenarb pe3epBHyo Bepcuio MO akTUBHOM, ANs 3TOro
noTpebyeTcsa nepesarpyska ycrporictea. AKTuBHasa Bepcus MO B 3TOM C/lyvyae CTaHEeT pe3epBHON.

© [Ansa pa6oTbl hyHKUMM NPOBEPKU OGHOBNEHUA HEOBXOANUMO Hannume Bbixoaa B IHTEepHeT.

O6HOBWTL NpOrpamMmmMHoe obecneyeHne yCTPOCTBA MOXHO Takke BPYyUHYH0, NpeaBapuTesbHO 3arpy3ns daiin
MO c cairta hitps://eltex-co.ru/support/downloads/ n coxpaHuB ero Ha kKomnbtoTepe. [N 3TOro HXMUTE
KHOMKY «BbibepuTe thaitn» B none dadlis1 o6HosneHus 1O v ykaxute nyTb K daliny B hopmare .tar.gz.

[nsi 3anycka npouecca 06GHOB/IEHNSI HEOGXOAMMO HaxkaTb KHOMKY «3arpy3uTb dhaiin». Mpouecc 06HOBNEHNS
3aiiMeT HecKosIbKo MUHYT (0 ero TekyLeM ctatyce OyAeT ykasaHo Ha CTpaHuLe), Moc/ie Yero yCTPoCTBO
aBTOMATNYECKN nepesarpysuTcs.

© He oTkniouaiite NMTaHMe yCTPOICTBA, He BbINOJIHANTE ero nepesarpysky B npouecce
o6HoBneHus MNO. B cnyuae o6HoBneHus ¢ Bepcuu MO 2.0.0 Ha Bepcutio MO 2.1.0 nocne
OGHOBEHMA HEOGXOAMMO OCYLLECTBUTL COPOC YCTPOMCTBA K 3aBOACKUM HacTpoiikam u
NOBTOPHO CKOH(PUIypupoBaTb B COOTBETCTBUU CO CXEMOI UCNOJIb30BaHUA, TN60
npeABapuTeNIbHO HACTPOUTbL 3HaYEeHMEe MOLLHOCTU CUrHana B MeHio CeTb - IHTepHeT He MeHee
16 pbwm.
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5.4.7 TMoameHto «Mepesarpyska»
B nogmeHto «lMepe3arpy3ka» BbINO/HAETCA nepesanyck yCTPoicTaa.

MoHutopuHr CeTe  IP-TeneeupeHue Cucrema

Bpems Hoctyn Kypnan Maponn  ¥YnpaBneHwe KOHWUIypaunen OBroeneHne MO JEIENEEEUSELCHM  ABTOKOH(DUIYPUPOBAHNE HononHUTENBHLIE HACTPORKK
I'IepesarpySKa ycTponcTea

Z Mepesarpyaka

[nsi nepesarpy3ku yCTpoincTBa HAXMUTE Ha KHOMKY «[lepesarpy3nTb». [Mpolecc nepesarpy3ski ycTpoinctea
3aHUMAET NPUMEPHO T MUHYTY.

5.4.8 TMoameHo «ABTOKOH(pUIypupoBaHue»

B nogMeHto «ABTOKOHDUIYpMpOBaHve» BbINOSTHAETCA HacTpoiika anroputma DHCP-based autoprovisioning

(aBTOKOHCOMIyprpoBaHMe Ha ocHoBe npoTokosnia DHCP) 1 npoTokosia aBToMaTUyYeckoro KoHUryprpoBaHus
aboHEeHTCKMX ycTpolicTB TR-069.

Mouuropuur  Cers  IP-TenesuneHue m

Bpema Doctyn KypHan Maponu YnpasneHue KoHpUrypauei OBHoenenre MO (G EICN AR TOKOHQUIYPUPOBaHIE: LononHUTENLHLIe HACTPOMKA

ABTOKOHMUrypnpoBaHve Ha ocHose npotokona DHCP
AsToMaTtaueckoe ofHoBneHe | BLIKNioueHo -
Daitn KoHUrypaLmm
WHTepean o6HOBNEHKA KOHUrypaumM, ¢ | 300 =
Dain Mo

WHrepean obHoenewns MO.c 3600 ==

ABTOKOHdWrypvpoBaHue no npotokony TR-069

Obwue
Brniounts knneHTa TR-069
Anpeccepsepa ACS | hitp/update local:9595/
BKMOUUTE NEPUOANYECKUA ONPOC
Mepuog onpoca, ¢ 60
3anpoc coeguHeHnA c ACS
VM5 nonbaosatens | acs
Mapons acsacs
3anpoc COeMHEHNA C KNMEHTOM
Wms nons3osatens admin
Mapons admin
Hactpomkn NAT

Pexiam NAT Off |

« MpUMEHUTE % OTMEHa

59



PykoBozacTBO no akcnyartauuu WB-2P-LR5

ABTOKOHhUrypuposaHue Ha ocHoBe npotokosnia DHCP:

+ ABmomamuyeckoe 06HoB/IeHUEe — BbIGOP pexrMa 06HOBIEHUS YCTPONCTBA; BO3MOXHO HECKO/TbKO
BapWaHTOB:

* BbIK/Il04EHO — aBTOMAaTUYeCKoe 0OHOBMEHME KOHpUIypauumn n nporpamMHoro obecneyvyeHuns
YCTPOICTBA OTK/HOUEHO;

* KoHchuaypayus u O — pa3peLLeHo nepruogmyeckoe 06HOB/IEHNE KOH(UIypauum 1 nporpaMmmHoro
obecneyeHnst yCTpOICTBa,;

*+ To/IbKO KOHGhu2ypayusi — paspeLleHo nepnoamyeckoe 06HOBMEHME TO/bKO KOHMrypaumm
YCTPOWCTBA;

* Tosbko O — pa3peLLeHo nepruoamyeckoe 06HOB/IEHME TOMTBKO MPOrpamMMHOro obecneyeHns
yCTpOWCTBA.

+ [Mpuopumem napamempos U3 — AaHHbI NapameTp onpeaenser, oTkyaa Heo6xo4MMO B3ATb Ha3BaHNs U
pacnonoxeHue gaisioB KOHUrypaumm n nporpaMMHOro obecnevyeHus:

« Static settings — nyTu K dpainam KoHUrypaumm 1 nporpaMmMHOro obecneyeHnst onpeaensatoTcs
COOTBETCTBEHHO M3 napameTpoB «Pali/1 KoHuaypayuu» n «Pads NO»; nogpobHee padboTy
asiropyTMa CMoTpuTe B pasgene Anroputv paboTel aBTOMATNYEeCKOro 06HOBNEHNS YCTPONCTBA Ha
ocHoBe npotokona DHCP;

+ DHCP options — nyTu K dharinam KoHgurypauum 1 nporpammHoro obecneyeHns onpeaenstorcs u3
DHCP onuuii 43 1 66 (ana aToro Heo6xoAMMO Anst ycnyrm HTepHeT BbiGpaTk npoTokon DHCP);
noapobHee paboTy asiroputma CMOTpUTE B pasgene Aroputv paboTsl aBTOMAaTUYecKoro
0OHOBNEHUSA YCTPOKCTBA Ha OCHOBE NpoTokona DHCP;

* @alin koHgbuaypayuu — NOMHbIA NyTb K haiiny KoHdurypauum — 3aaaétcsa B popmate URL (Ha gaHHbIi
MOMEHT BO3MOXHa 3arpy3ka daiina koHdurypaumm no npotokonam TFTP n HTTP):

tftp://<server address>/<full path to cfg file>

http://<server address>/<full path to cfg file>

rae < server address > — agpec HTTP- unun TFTP-cepBepa (4omeHHoe umst unu IPv4),
< full path to cfg file > — nonHbIA NyTb K thaiiny KoHUrypauum Ha cepBepe;

* MIHmepBas1 06HOB/IEHUSI KOHbU2ypayuu, ¢ — NPOMEXYTOK BPEMEHM B CEKYHAAX, Yepe3 KOTOpPbIN
ocyLLecTBAseTcs nepmognyeckoe o6HOBEHNE KOHGUrypauumn ycTpoinctea. Boibop 3HaueHns 0
03Ha4yaeT oAHOKpaTHOe 06HOB/IEHNE TOMbKO Cpasy Mocsie 3arpy3ku yCTPOCTBa;

* ®alin MO - nonHbIii NyTb K chaliny nporpammHoro obecnevexunsi — 3agaérca B oopmate URL (Ha
[laHHbIA MOMEHT BO3MOXHa 3arpy3ka cpaiina MO no npotokonam TFTP n HTTP):

tftp://<server address>/<full path to firmware file>

http://<server address>/<full path to firmware file>

roe < server address > — agpec HTTP- unun TFTP-cepBepa (4omMmeHHOe umst unu IPv4),
< full path to firmware file > — nonHbI NyTb K chaiiny MO Ha cepBepe;

* ViHmepsasn o6HoseHus 10, ¢ — NPOMEXYTOK BPEMEHU B CEKYHAX, YEPE3 KOTOPbIIA OCYLLECTBNSETCS
nepuoanyeckoe 06HOB/IEHME NMPOrpPaMMHOr0 o6ecnedeHunst ycTpoiicTea. Bbibop 3HaueHusi 0 o3Hauaet
0fiHOKpaTHOe 06HOB/IEHUE TO/ILKO Cpasy Moc/ie 3arpy3Ku yCTpoicTaa.

[JeTtanbHoe onvncaHve asroputma aBToMaTtnyeckoro 06HoBeHNsA Ha ocHoBe npoTtokona DHCP cmoTpuTe B
pazgene ANroputm paboTbl aBToMaTUyYeckoro 06HOB/IEHNS YCTPONCTBA Ha ocHoBe npoTokona DHCP.

ABTOKOHpUrypuposaHue no npotokosny TR-069:
oo6uwue:

* Bkrodums knueHma TR-069 — npu ycTaHOBMIEHHOM dhniare paspelleHa pabota BCTPOEHHOTO KMeHTa
npotokosna TR-069, nHave — 3anpelyeHa.

+ Adpec cepsepa ACS — agpec cepBepa aBTOKOH(purypmpoBaHus. Agpec Heobxoanmo BBOAUTL B
thopmarte http://<address>:<port> nnu https://<address>:<port> (<address> — IP-agpec nnm gomMmeHHoe
nvst ACS-cepBepa, <port> — nopt cepBepa ACS, no ymonyaxuio nopt 9595). Bo BTOpom criyyae KIneHT
6yaeT ncnonb3oBatb 6e3onacHbIin npotokosn HTTPS ansa o6meHa nHdopmaumeii ¢ cepsepom ACS.
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* Bkso4umsb nepuoduyeckuli onpoc — Npv yCTaHOBIEHHOM doniare BCTPOEHHbIN kAneHT TR-069
ocyLlecTBnseT nepuoguyecknii onpoc cepsepa ACS ¢ MHTepBasiOM, paBHbIM «[1epuody onpocar, B
cekyHgax. Llenb onpoca - 06HapyX1UTb BO3MOXHbIE U3MEHEHWSA B KOHOUIypaL MM YCTPOICTBa.

3anpoc coeguHeHusi ¢ ACS:

* VImsi nosib3osamerisi, [Maposib — UMS NMOMb30BaTe NS U Naposib ANst AocTyna kneHTa k ACS-cepeepy.

3anpoc coeguHeHUsi C K/IMEHTOM:

* VImsi nosib3osamerisi, [1aposib — UMs NoIb30BaTeNsA U Naposib Ansi goctyna ACS-cepBepa K KITMEHTY
TR-069.

HacTtpoiiku NAT:

Ecnu Ha nyTn mexay kKnmeHToM 1 cepepoM ACS nmeeT MecTo npeobpasoBaHue ceTeBbix agpeco (NAT -
network address translation) — cepeep ACS MOXET HE UMETb BO3MOXHOCTb YCTAHOBUTL COEANHEHUNE C
K/INEHTOM, EC/IN HE UCMNO/b30BaThb ONpeAesieHHble TEXHO/I0MMK, NO3BOIAIOLLME 3TOTO M3bexarb. ITu
TEXHOMOTNM CBOAATCA K ONpeaesneHnto KNMEeHTOM CBOETO Tak HasbiBaeMOro ny6/1MyHoro agpeca (agpeca NAT
WM NO-A4pPYroMy — BHELLHETO agpeca LU/3a, 3a KOTOPbIM YCTAaHOB/EH KMEHT). Onpeaenns cBoii Ny6anyHbIi
agpec, KNMeHT coobLLaeT ero cepeepy, 1 cepeep B fasibHeleM A5 YCTaHOBIEHUSA COeAMHEHUS C K/TMEHTOM
NCNO/b3YET YXXe HEe ero NoKasibHbI agpec, a NyoenNYHbINA.

* Pexxum NAT — onpegensiet, Kakum 06pa3oM KIMEHT A0/HKEH NOYUYUTb MHOpMaLUIo O CBOEM
ny6nnyHom agpece. Bo3MOXHbI CneyroLme pexumbl:

+ STUN - ucnonb3oBatb npotokon STUN g5 onpegeneHuns nyoenmyHoro agpeca;

* Manual — py4Hoii pexwum, korga ny6/nyHbIl agpec 3afaeTcst ABHO B KOHUIypaumu; B 3TOM
pexvme Ha YCTPOICTBE, BbiNosHAWweM yHkumm NAT, Heobxoanmo [o06aBUTb NpaBuIo
npo6poca TCP-nopTa, ncnosb3yemoro kaneHTom TR-069;

+ Off — NAT He ncnonb3yeTcsa — AaHHbIA peXrM pekoMeHAYEeTCA UCNONb30BaThb, TO/IbKO Korga
YCTPOMCTBO NOAKNOYEHO K cepBepy ACS Hanpsimyto, 6e3 npeobpa3oBaHns ceTeBblX afpecos. B
3TOM cnyyae ny6/mMyHbIA agpec coBnagaeT C JIOKaUlbHbIM aApecoM KneHTa.

Mpw BbiGOpE pexnma STUN Heo6xoaMMo 3a4aTh crieaytoume HacTPOMKK:

+ Adpec STUN-cepsepa — IP-agpec nnn gpomeHHoe ums STUN-cepsepa;

« Mopm STUN-cepsepa — UDP-nopt STUN-cepeepa (no ymonuaHuto 3HaveHune 3478);

* MuHumasibHbIl nepuoo onpoca, ¢ n MakcumasibHbIU nepuod ornpoca, ¢ — onpeaensoT UHTepsa
BpeMeHV B CeKyHAax AJ/1a OTNpaBku nepuogmyeckux coobueHuii Ha STUN-cepsep ¢ uesbio
06HapyXeHus n3MeHeHus Ny6/IM4YHOro agpeca.

Mpw BbIGOpE pexnma Manual ny6nnyHblii agpec kaveHTa 3agaeTcs BpyyHyto yepes napametp Adpec NAT
(appec HeobxoayMo BBOAUTL B chopmarte IPv4).

Mo npotokosny TR-069 BO3MOXHO NPOM3BECTN OCHOBHOE KOHOMUIypUpoBaHWe YCTPOoCTBa, 06HOBNEHME
nporpaMMHOro o6ecneyeHus], YTeHe nHopmauun o6 yctpolictee (Bepcus MO, Moaens, CepuiiHbli HOMep 1
T.4.), 3arpy3Ky U BbIrpy3Ky Lienioro chaiina koHdpurypauum, yaasieHHyo nepesarpysky ycTpoicTea (noagepxaHbl
cneundcpmkauyum TR-069, TR-098).

[N BCTYNNeHWs1 B CUNy HOBOI KOHCOUIypaummn 1 3aHeCEHUSI HACTPOEK B SHEPTOHE3ABUCUMYIO NaMsiTh
HaXKMUTE KHOMKY «[TpuMeHUMb». 0N OTMEHbI UBMEHEHWNIA HAKMUTE KHOMKY «OmmeHa».
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B nogmeHto «[JonoHMTENbHbIE HACTPOMKM» MOXHO BK/ItoUMTb UPNP, ykaszaTtb 3ape3epsupoBaHHble VLAN ID,
BK/THOUUTL/BbIKOUNTL TexHonornyeckuii Wi-Fi.

UPnP

UPnP

BrounTs UPNP

3ape3epBupoBaHHbie VLAN ID
HauanbHbiA VLAN ID

KoHeuHbIi VLAN 1D

JNokanebHoe ynpasneHne yepes Ethernet
BrnoueHo
IP-agpec ynpasnexsna

Macka

TexHonornyeckuii Wi-Fi
Wi-Fi BkntoyeH

Kontburypuposasve yepes HTTR/HTTPS

MpoTokon UPNP ncnonb3yeTcst HEKOTOPbIMY NpunoxeHuamu (Hanpumep, DC-knneHTaMu, Takumm Kak
FlylinkDC++) anst aBTomatmueckoro cosgaHusi npasun npo6poca TCP/UDP-nopToB, CNO/b3yeMbIMU 3TUMU
NPUIOXEHMAMMU, Ha BbllLecTosAeM MapLipyTusaTope. PekomeHgyetcs BkntounTte UPNP ansa obecneveHns
paboTbl CEPBNCOB 0OMEHA haiisiamn B CETW.

* Brksmoyums UPnP — npwn yctaHoBrieHHOM thnare npotokon UPnP Bk/itoveH, nHaye — BbIK/HOYEH.

3apesepBupoBaHHbie VLAN ID

3apesepsupoBaHHbie VLAN ID — cnncok cnyxe6Hbix VLAN, UCnonb3yeMbiX YCTPORCTBOM A1 BHYTPEHHNX

uenei.

* HauasibHbIl VLAN ID — HauyanbHbIii Homep VLAN,;

* KoHeuHbIl VLAN ID — KoHeuHbln Homep VLAN.

© nNpu sknoueHun pnara «Mcnonbsosats Management VLAN» 1 HenpaBuNbHOI HAcTpoiike

Management VLAN Bo3MO)xHa noteps goctyna K yctpoucty. Mpu nogkntovueHun yepes Ethernet
y CTPOMCTBO OyaeT AOCTYNHO no agpecy 192.0.3.1.
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TexHonornyeckuii Wi-Fi

+ TexHonorunyeckuit Wi-Fi (goctyneH Tonbko Ha WB-2P-LR5 rev.C ) ncnonb3yetcsa npu toctuposke Wi-Fi
(nyHkT 3.5 KOcTupoBka aHTeHHbl Wi-Fi). Mpwu BkAtoueHHOM TexHonornyeckoM Wi-Fi K yCcTpoiicTBY MOXHO
noakntountbest Wi-Fi KnmeHTom Yepes oTKpbITYto ceTb ¢ SSID «EltexWiFi» (amanasoH yactot 2.4 ).

*+ Wi-Fi s8k/1toueH — npu yctaHoBfieHHOM donare TexHonornveckuii Wi-Fi BK/ItOYeH, nHave —
BbIK/ItOYEH. 10 ymonuaHuto TexHonornveckuii Wi-Fi BKItOUeH.

* KoHopuaypuposaHue 4epes HTTP/HTTPS — npwu yctaHoBNeHHOM ¢hriare fOoCTynHa BO3MOXHOCTb
KOHpMrypupoBaHus yctpoicTaa vepes TexHonormnyeckuin Wi-Fi. Mo ymonuaHuto
KoH(purypuposaHue yepes HTTP/HTTPS BbikntoveHo.

[ns BCTynneHus B cuy HOBOW KOHUIypauum 1 3aHeCceHnss HaCTPOeK B 3HEProHe3aBUCUMYI0 NaMaTb
HaXXMUTe KHOMKY «[TpuMeHumsb». Ns OTMEHbl U3MEHEHWIN HAXXMUTE KHOMKY «OmmeHa».

© Bo usGexaHme HeCaHKLMOHMPOBAHHOIO AOCTYNAa K YCTPoiicTBY nocne toctuposkn Wi-Fi
Heo6Xxo4UMO BbIKMOUUTL TexHonornveckuia Wi-Fi
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6 [Mpumep HaACTPOIKK

1. Mogkntoumte MK K LAN-NopTty nHxxexkTopa,

2. B apgpecHoii cTpoke 6paysepa BeeauTte IP-aapec yctpoiictea (no ymonyanuio 192.168.1.1, ecnu
YCTPOICTBO He nonyunno agpec no DHCP). Mpu ycnewHoM NOAKIHYEHNN K YCTPOCTBY NOSABUTCA OKHO
C 3anpoCcoM /IorMHa 1 naposs. 3anosIHATE NOSt U HAXMUTE KHOMKY «BoiTux» (Mo ymMonYaHuio NorvH:
admin, naponb: password).

WB-2P-LR5 e

adman

Mapank:

Ecnu 370 OKHO He NosBUMOCK, y6eamTech, 4To MK HaxoauTcs B OAHON CETU C YCTPONCTBOM.

MoHWTOPHHI m Cuecreda
Hactpoika MAC-anpecos Ceresol skpaH Mapwpy Thzauns SHMP

Ofume HacTPORKA

Mur xocTa

BHewHas ceTb

Pexwuwu yoTpoficTea Wi-Fi K ment -
HacTpoAkW NomKnoYeHus

S50 7T Q, Cranvposats stmp

Pexnm 502,11 B02.11ac M
WMpyHa kaHana B0 MMy M
Pexuw BezonacHocTi Off M
MownocTs curdana (aBu) | 24
KOpoTEMA 38WMTHEA WHTEpBan
DUKCHDOEEHHER USHTDAMNEHER SBCTOTE
CNMCOoK PESDEWSHHE X KEHEMN0E
KaHan=Har ckopocTs Nepenaym Auto M
MakcimMansHan ckopocTs Nepeaasm Auto 7
O=mnaanne ACK 64
Pexuu pabotu Moct
Npwnopwter DSCP
Mporokon DHCP 7
Pexwm VLAN Trunk
AnsTepHaTMeHsR Vendor ID (onuw A 60)
Vendor |0 (onuns 60y
MepensaHuin DNS
Bropwasain DNS
OrpaHnseHne WHDOKOBSWATENEHOD TRahNKa (nakeToe/cex) 0 i

Weinep

Ha cTpaHuue «/IHTepHeT» B MeHI0 «CeTb» HacTpamBaeTCs BHellHee coeuHeHre. B none «Pexum paboTtbi»
BblOEpUTE HYXHbI pexmumM paboTbl: MocT nnn MapLupytusatop. Ecnv gnsa nogkaoveHns K ceTn nposaigepa
NCNONb3YKTCA CTaTU4YecKne HacTPOikn, TO B none «[poTOKoN» HYXXHO BblbpaTb 3HaveHue «Staticy, 3anoHuTb
nons «IP-agpec», «Macka nogceTtun», «LLI03 no ymonyaHuto», «MepBuuHbiii DNS» n «BTopryHbIii DNS» —
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3Ha4YeHMs nNapameTpoB NpPeaoCcTaBIATCA NPoBaigepoM.

Heob6xoaumo HacTpouTb NoAk/toveHne K 6a30Boi cTaHumun. B none «SSID» ykaxuTe naeHtndmnkaTop
6ecrnpoBOAHOl CeTu, K KOTOPOI HE06X0AMMO NPOM3BECTN NoAakaveHne. B none «Pexum 6e3onacHoCTU»
BblOepuTe pexrmM 6e30nacHOCTK, MO KOTOPOMY OCYLLECTBNAETCA ayTeHTU(MKaUNA B AaHHON ceTu 1 3ajainTe
K/1t0Y4, €CNIN UCNOJb3YETCA CETh C WngpoBaHneM. INocne HaxaTusa Ha KHOMKY «MprMeHnTbL», aBOHEHTCKas
CTaHUMSA BbINOSHUT NOUCK yka3aHHoro SSID B adoupe v npu 06HapyXeHuUM BbINOMHUT NOMbITKY NOAK/TOYEHUS K
6a30BOi1 CTaHUMM C YKa3aHHbIMW napameTpamu. Ecnim napameTpbl ykazaHbl KOPPEKTHO U YPOBEHb CUrHaa
[0CTaTOUHbIM, NPOM30AET YCNELHOE NOAKNIOYEHNE.
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/ CnekTpoaHanusatop

UYTo6bl BOCMONBb30BaTLCA BCTPOEHHbIM CnekTpoaHannsatopom Ha WB-2P-LR5 Heo6xoaumo 3ainTu Ha
yCcTpoicTBo no telnet nnm ssh.

3anyck npou3BoaMTCs KOMaHAol: spectrum-analyzer.

Bpemsi aHann3a Bcex pagvokaHasioB AvanasoHa cocTaBnseT NpUMepPHO 5 MUHYT.

© O6paTuTe BHMMaHMe, UTO Ha BPEMs PaGoTbl CNEKTpoaHa/IM3aTopa NPon3oigeT OTK/IoUEeHne OT
6a30BoOIA CTAaHLUW [0 TeX MOp, NOKa CNeKTpoaHaM3aTop He NpekpaTuT CBOto PaGoTy.

Pe3ynbTaT MOXHO MOJly4nTb C NMOMOLLbI0 KOMaHbl spectrum-analyzer-result. B koHconb 6yeT BbigaHa
MHhopMaums 0 3arpyske Kaxgoro paguokaHana (B npoueHTax):

root@wWB-2P-LR5:~$ spectrum-analyzer
Spectrum analyzer scanning 1in progress
root@wWB-2P-LR5:~$

root@wWB-2P-LR5:~$ spectrum-analyzer-result

node: Monitoring.Network.SpectrumAnalyzer
name: 36, value: 5
name: 37, value:
name: 38, value:
name: 39, value:
name: 40, value:
name: 41, value:
name: 42, value:
name: 43, value:
name: 44, value:
name: 45, value:
name: 46, value:
name: 47, value:
name: 48, value:

N DO WWWOWEWOOWM
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8 Anroputm paboTbl aBTOMaATUYECKOro 0OHOBEHMS YCTPOMCTBA HA OCHOBE NMPOTOKONa
DHCP

Cete  IP-Teneempenwe QRS
Bpems OocTyn Aypxan Napanu NPEENEHHE KOHDHryPaLred DGHOBNEHHE NPOrPEMMHOND OOt newaHkR MNepelarpyaea [ onOMsMTENEHEE HACTPORKM

ABTOKOH(PMIypupoBaHwe Ha ocHoee npotokona DHCP

AsTomaTwseckoe cbHoBneHne Kondmrypayprs u MO v
MpHEpHTET NBPEMETROB W3 DHCP aptions. ¥
DaAn EoHDRIYDaLUM

VIHTEPE&N GSHOBMEHIAR KOHDWIYDALMN, &

Huntepean oSnornerus MO, ¢ 3600

AeToKOHUIrypuposadue no npotokony TR-069

OGwme
BrninTe kNeenta TR-068 &
Agpec cepeepa ACS hitp:/192.168.16.160:9505
BRAKSWTE NEPUOIMYECKNA onpoc &
Mepwoa onpoca, C
3anpoc coennHeHna ¢ ACS
WA nons3oeaTens
Napone BCSECS
3anpoc cOSQRHEHNA C KNHEHTOM
Hima nons3cesTens
Napani
Hactpoixn NAT

Pemoma NAT O v

ANroputm pa6oThl NPoLIeypbl aBTOMATUYECKOT0 06HOB/IEHUS YCTPOCTBA ONpeaeiseTcsl 3HaueHnem
napametpa «/Tpuopumem napamempos u3».

1. Ecnun BblbpaHo 3Ha4veHue «Static settings», To U3 napameTpoB «Padls1 KoHgbuaypayuu» n «dadin MNo»
onpeaensieTcs NnonHblli NyTh (BKOYAs NPOTOKON AOCTyna U aapec cepBepa) K chaiinam KoHdurypauum n
nporpaMMHOro obecneyvenus. MonHbIA NyThb yKkasbiBaeTcs B popmate URL:
<protocol>://<server address>/<path to file>, rge

+ <protocol> — npoToKON, NCNONb3yeMbI 415 3arpy3Kn COOTBETCTBYIOLLETNO dhalisia c cepepa
(nopaepxmBatoTcs npoTokonsl HTTP u TFTP);

« <server address> — afjpec cepBepa, C KOTOPOro HEO6GX0AMMO 3arpy3uTb hain (4OMeHHOEe UMS 1N
IPv4);

+ <path to file> — nyTb K chaiiny Ha cepsepe.

B URL gonyckaeTcs Mcnonb30BaHue CrefyHoLivx MakpocoB (3ape3epBrpoBaHHbIe C10Ba, BMECTO KOTOPbIX
YCTPOIACTBO MO/ACTaBNSAET ONpeAeNieHHbIe 3HAUYeHUs):

+ SMA - MAC address — BmecTo AaHHoro Mmakpoca B URL chaiina ycTpoiicTBo noactasnser
cobcTBeHHbI MAC-aapec;

+ SSN - Serial number — BmecTo gaHHoro makpoca B URL ¢haiina ycTpoiicTBo noactaBnsiet
COGCTBEHHbI CEPUIHBIV HOMEP;

+ SPN - Product name — BMecTO JaHHoro Mmakpoca B URL cpaiina ycTpoiicTBo nofactasnser
HasBaHue mogenu (Hanpumep, WB-2P-LR5).
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MAC-agpec, cepuiiHblii HOMep U Ha3BaHue MOAENN MOXHO NOCMOTPETb B PEXMME MOHUTOPUHIA Ha
CTpaH1Le MEHI0 «YCTPOWCTBOY.
Mpumepsbl URL:

tftp://download.server.loc/firmware.file, http://192.168.25.34/configs/WB-2P-LR5//my.cfg,,
tftp://server.tftp/SPN/config/SSN.cfg, http://server.http/SPN/firmware/SMA. frm n 1.4,

Mpwn aTOM gonyckaeTcs onyckatb HekoTopble napameTpbl URL. Hanprmep, dhainn KoHdurypaumm MoxHoO
3ajarb B TakoM hopmare:

http://192.168.18.6
nnm
config_wb.cfg

Ecnu n3 URL-chaiina koHdurypaumm nim nporpaMMHOro obecneyeHms He yaaéTtcs u3B/eyb Bce
HeobxoauMble Af1s 3arpy3ku haiina napameTpbl (MPOTOKON, aapec cepeepa W NyTb K doaliny Ha
cepBepe) — 6yAeT NpousBeAeHa NonbITka N3BeYb HEU3BECTHBIN NapameTp u3 DHCP-onuwuii 43 (Vendor
specific info) unn 66 (TFTP server) n 67 (Boot file name), B cnyyae ecnu B ycnyre VIHTEPHET yCTaHOB/IEHO
nonyyeHvie agpeca no npotokosy DHCP (cpopmat n aHanus DHCP onuuii 6yaeT npuBeaéH Hxe). Ecnm ns
DHCP-onuuii He nonyyaeTcs U3Bevb HegoCTalLWNIA NapameTp, 6y4eT NCNoMb30BaTbCs 3a4aHHoe
3Ha4YeHne Mo yMoHaHuio:

* Ans npotokona: tftp;

« NS agpeca cepsepa: update.local;

* AN umeHn chaiina koHdurypaumm: wb-2p-Ir5.cfg;

* AN MeHun chaiina nporpammHoro obecneveHus: wb-2p-Ir5.fw.

Taknum o6pasom, ecniv nons «Padis1 KoHghuaypayuu» n «Padsn NO» oCcTaBUTb NYCTbIMU, U MO NPOTOKOY
DHCP He 6yaeT nony4yeHbl onummn 43 nnm 66, 67 ¢ ykazaHneM MecTononoXxeHuns atux gainos — URL
dharina koHdurypaumm 6yaet UMeTb BUA,

tftp://update.local/wb-2p-Ir5.cfg,
a URL dpanna No:
tftp://update.local/wb-2p-Ir5.fw.

2. Ecnu BblbpaHo 3HaveHne «DHCP options» — URL ¢paiinos KoHurypaumm n nporpaMMHOro obecnevyeHus
n3snekatotrca n3 DHCP onuuii 43 (Vendor specific info) nnn 66 (TFTP server) n 67 (Boot file name), ans vero B
ycnyre VIHTepHeT A0/MKHO BbITb YCTAHOBMIEHO NoflyyeHne agpeca no npotokony DHCP (chopmart n aHanus
DHCP onuuii 6yget npueegéH Huxke). Ecnun nz DHCP onuwii He yaaetcsa onpeaenuntb Kakoli-Hnbyas napameTp
URL — ans Hero ncnonb3yeTtcs 3afaHHOe 3HauYeHne no ymMmo14aHuio:

* Ans npotokona: tftp;

« Ans agpeca cepsepa: update.local;

* AN umeHn chaiina koHdurypaumm: wb-2p-Ir5.cfg;

* AN MeHun chaiina nporpammHoro obecneveHus: wb-2p-Ir5.fw.

dopmart onyuum 43 (Vendor specific info)

1|<acs_url>|2|<pcode>|3|<username>|4|<password>|5|<server_url>|6|<config.file>|7|<firmware.file>|8|
<vlan_tag>

1 — Kopg, agpeca cepBepa aBTOKOHUrypuposaHus rno npotokony TR-069;
2 — Kop, pnA ykasaHusa napametpa Provisioning Code.

3 — KoA MeHu nonb3osaTens 4715 asTopusaunm Ha cepsepe TR-069;

4 - Ko napons ansa asropusaumm Ha cepeepe TR-069;

5 - kop agpeca cepBepa; agpec cepBepa 3agaerca B popmate URL: tftp://address nnum hitp://
address . B nepBom BapuaHTe ykasaH agpec cepepa TFTP, Bo BTopom — HTTP;

6 — kog, MeHu haitna koHpurypaumm;
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7 — Kog umeHun dpaiina Mo;
8 — kog Ttera VLAN ansa ynpasneHus;
«|» - 06513aTeNbHbIN pa3fenTesbHbIA CUMBO MEXAY KoAaMy U 3HaYeHUSIMU NOLONLUIA.

Anroputm onpegeneHus napametpos URL chaiinoB koHcurypayum n nporpaMmmHOro oéecrneyeHus us
DHCP onuuii 43 u 66, 67.

1. NHnumnanunsauma DHCP-o6meHa
Mocne 3arpy3ku ycTpoicTBo nHuummpyet DHCP-06meH.
2. AHanus onumn 43
Mpwn nonyyeHun onuum 43 aHanusupyetcs nogonuus 8 (vlan_tag):

* MOAONUMSA NPUCYTCTBYET 1 oT/InyaeTca oT Tekyuwero Tera VLAN — nHmuymmpyetca DHCP-o6meH B
HoBOM VLAN;

* MOAONUMA OTCYTCTBYET /IMG0 NPUCYTCTBYET N HE OTnMyaeTcs oT Tekywero Tera VLAN:
BbINOJIHAETCA aHa/IM3 NoAoNuuin ¢ kogamn 1,2 1 3 ¢ Lenbio onpegeneHvs agpeca cepeepa u
NMEH haliyioB KOHpUrypaumm n nporpaMMHOro obecrneyeHus.

3. AHauM3 onuun 66

Ecnun onumnsa 43 ot DHCP-cepsepa He nosny4veHa nnmbo nosydeHa, Ho U3 Heé He yaasniocb U3B/edb agpec
cepBepa — OCYLLEeCTBNSAETCA Nouck onuun 66. Ecnu nms caiina MO Takke He yaanocb NONyYnTb —
OCYLLLECTBNSAETCA NOUCK onummn 67. N3 HUX N3BMeKalTCca COOTBETCTBEHHO aapec cepsepa TFTP n nyTb K
dhariny MO. Janee daiinbl KOHMrypauumn n nporpammMHoro obecneveHns 6yayT 3arpyxaTbcsi ¢ agpeca u3
onuun 66 no npotokony TFTP.

Oco6eHHOCTN 0GHOBIEHUSA KOHhUrypaumm.

®daiin KoHdurypauum gomkeH MMeTs chopmar .tar.gz (B faHHOM chopmMate NPoNCXoanT COXpaHeHve
KOHchurypaumm yepes web-nHtepdpeiic Bo Bknagke «Cuctemar - «Ynpas/ieHue KoHgurypaumeii»).
3arpyeHHasi c cepBepa KoHurypauusi npuMeHsieTcsl aBToMaTMyeckn 6e3 nepesarpysku ycTpoiicTaa.

OC06GEeHHOCTU 0GHOBIEHUsI NPOrPaMMHOTO 0GecneyeHust.

®daiin nporpaMMHOro o6ecneyeHunst Ao/HKeH UMETb chopmar .tar.gz . Mocne 3arpy3ku dpaiina Mo
OCYLLIECTB/ISIETCS €70 pacnakoBka 1 npoBepka Bepcum (Mo cogepXxrmoMy dhaiina version B tar.gz-apxmee).

Ecnu Tekywas Bepcua nporpaMMHOro obecneveHns coBnagaeT ¢ Bepcueli charina, noanyyeHHoro no
npotokosy DHCP, o6HoBneHne MO npon3BoguTbCsa He 6yaet. O6HOBIEHME NPOU3BOANTCA TOSIbKO B
cnyyae HecoBnageHus Bepcuid. O 3anyLLeHHOM npolecce 3anucu obpasa nporpammHoro obecneyeHns Bo
flash-namsTb ycTpoiicTBa cBUAETENLCTBYET NOOUEPEAHOE LMKINYECKOE MUTaHne nHamkaTopa «Power»
3€e/1eHbIM, OPaHXEeBbIM U KPaCHbIM LiBETOM.

© He oTkniouaiiTe NUTaHNe U He Neperpyxaiite yCTPoiiCTBO BO Bpems 3anucu obpasa Bo flash-
namaATb. [laHHble AeiAcTBMA NpuBeAyT K YacTUUHoii 3anucu MO, YTo paBHOLEHHO Nopye
3arpy3ouHoro pasgena yctpoictBa. JanbHelilan pa6ota ycTpoiicTBa 6yaeT HeBO3MOXHa. [ins
BOCCTAHOBJ/IEHUA PaGoOTOCNOCOGHOCTUN YCTPOUCTBA BOCNO/Ib3yUTECh MHCTPYKLUMEN, KOTOpas
npuBegeHa B pasgene poleaypa BOCCTaHOB/IEHNSI CUCTEMbI NOc/1e 605 Npu 0GHOBIEHNN
NporpamMmMHOro obecnevyeHus .

69



PykoBozacTBO no akcnyartauuu WB-2P-LR5

9 lpoueaypa BOCCTAHOB/IEHUSA CUCTEMBI NMOCe c60A Npy 0OHOBIEHUM NPOrPaMMHOIo
obecneyeHus

Ecnv npwv BbINOMHEHWM NpoLEeAypPbl 06HOBMEHMS NPOrPaMMHOro o6ecnedeHust (Yuepe3 web-uHtepdpeiic unm
yepes MexaH13mM aBTOMaTMYeCckoro 0GHOB/IeHUst Ha OcHOBe npoTokosia DHCP) npousolen c6oii (Hanpumep,
13-3a CNly4aiiHOro OTK/THOUEHUsI MUTaHKS), B pe3y/bTaTe Yero JasibHelias paboTa ycTpoiicTBa ctana
HEBO3MOXHOI (MHAMKaTop «Power» NOCTOSIHHO FOPUT KPaCHbLIM LIBETOM), BOCMO/b3YTECH CeAyoWmM
a/IrTopMTMOM BOCCTAHOB/IEHUSA Pa6oTOCNOCOGHOCTM YCTPOIACTBA:

PacnakyiiTe apxvB ¢ dpain/ioMm NporpaMMHOro obecneyeHus.

MoakntoumTe MK K NOPTY YCTPOWCTBA, YCTAHOBUTE Ha CETEBOM MHTepdielice agpec U3 NoaceTu
192.168.1.0/24.

3anyctuTe Ha MK TFTP-knueHTa (ana Windows pekomeHayeTcsi ucnonb3oBarb nporpammy Tftpd32), B
KauecTBe agpeca yaasiEHHOro xocta ykaxuTe 192.168.1.6, a ansa nepegaumn Boibepute gaiin linux.bin n3
pacnakoBaHHOIO apxvsa nporpaMmMHoOro obecrnevyeHus.

3anycTuTe KomaHgy oTnpasky thaiina Ha yaaneHHblin xocT (komaHga Put). [o/mkeH 3anycTuTbes
npouecc nepefayv aiina Ha yCTponcTBeo.

Ecnv npouecc nepegauu thainna Havasncs, LOXAMTECH €r0 OKOHYaHWS, MOC/1e Yero yCTPonCTBO
npov3BedeT 3an1cb NPorpaMMHOro o6ecrnevyeHuns B NnamAaTb U aBTOMAaTUYECKN BbIMOJTHUT 3aryck
cucTembl. Bpems 3anuncu coctaBnsieT okosio 8 MUHyT. O6 ycneLwwHOM BOCCTaHOB/IEHMM YCTPOICTBA
CBUAETENbCTBYET OPaHXEBbIV WX 3eNeHbI LUBET nHankatopa «Power». [Npy 3TOM Ha ycTpolicTee
coXpaHsieTcs KoHdurypauums, kotopas 6bi1a fo c6os. Ecnm nogknoumTbes K YCTPONCTBY He yaaétcs —
npousseanTe c6pOC Ha 3aBOACKNE HACTPOIKN.

Ecnu npouecc nepegauu thainna He Havyasics, y6eanTechb B KOPPEKTHOCTU CETEBbLIX HACTPOEK
KOMnbloTepa 1 nonpobyiTe elle pa3. B cnyyae Heyaayum — yCTPOMCTBO HEOOGXOAMMO OTNPaBnTL B
PEMOHT N160 BbINO/THUTL BOCCTAHOB/IEHUE, NOAK/THOUMBLUMCE K ycTpoicTBy no COM-nopTy yepes
cneupanbHblii agantep (Npy ero HasIMunm).
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10 MpunoxeHune A. 3anyck NPon3BO/ILHOIO CKpUNTa Npu ctapte CUCTEMBI

Mepuoanyeckn Bo3HMKAET HEOBXOAMMOCTb NPW CTapTe YCTPOCTBA BbIMOMHATL ONpeAeéHHbIe AeNCTBYS,
KOTOpble HENMb3sl OCYLLECTBUTL 3aiaHNEM ONpeAEeNEeHHbIX HACTPOekK Yepes haitn kKoHdurypauum. ns atoro
Cnyyasi B yCTpOACTBE NpeAyCMOTPeHa BO3MOXHOCTb Yepe3 KOH(IUIYpaLUMOHHbIA (haiin HacTPOUTb 3anyck
MPOW3BO/ILHOTO CKPUNTA, B KOTOPbIA MOXHO NOMECTUTb JIH06YH0 XEeNaeMyto Noc/nef0BaTe/IbHOCTb KOMaHA,

[nsi 3anycka Npou3BoO/IbHOMO CKpuUnTa B ghaiine koHdurypauum cfg.yaml cozgaHa cekumsi HaCTPOEK:

UserScript:
Enable: "0"
URL: ™

Onuus «Enable» paspeluaeT (ecnu 3HaueHne 1) unu 3anpewaet (ecnm 3HadeHve 0) 3anyck ckpunTa, nyTb K
KOoTOopoMy yKkasaH B napameTpe URL.

3anyckaeMblii CKPUNT MOXET pacnosiaratbCs Kak Ha yaanéHHOM cepBepe, Tak 1 Ha caMoMm ycTpolictse. C
yAanEéHHOro cepsepa CKpUNT MOXET ObITb 3arpy>eH nocpefactsom npotokonos HTTP wav TFTP. PaccmoTtpum
npumepsbl dalina KoHdurypaumm 415 3anycka nosib30Bare/lbCKoro CKpunta ¢ pasHbIX UCTOYHUKOB.

1. 3anyck c HTTP-cepsepa
[ns 3anycka ckpunta ¢ HTTP-cepepa Heobxoaumo B napameTpe URL ykasaTb NOMHbIN NyTb K dhaiiny B
oopmare HTTP-URL:
URL: " http://192.168.0.250/user-script/script.sh "
B atom cniyyae nocne crtaprta ycTporictea dhaiin script.sh, xpaHsawuiics B katasore user-script no
agpecy 192.168.0.250, aBTomarunyeckn 3arpysutcsa no npotokony HTTP ¢ ykazaHHOro cepeepa, nocre
yero 6yaeT Npou3BesEH ero 3anyck.

2. 3anyck ¢ TFTP-cepBepa
[ns 3anycka ckpunta ¢ TFTP-cepsepa Heobxogmmo B napameTtpe URL ykasaTb NOJHbIV NyTh K doaiiny B
oopmate TFTP-URL.:
URL: " tftp://192.168.0.250/user-script/script.sh "
B atom cniyyae nocne ctaprta ycTporictea haiin script.sh, xpaHsawuiics B katasnore user-script no
agpecy 192.168.0.250, aTomarunyecku 3arpy3utcsa no npotokosny TFTP ¢ ykaszaHHOro cepsepa, nocsne
yero 6yaeT Npou3BesEH ero 3anyck.

3. 3anyck nokanbHOro ckpunTa
BBugy ocobeHHoCTel (haiinoBoit cCUCTEMBI NTOKa/TbHBIA CKPUNT AO/DKEH pacnonaraTbCsa TONbKO B
katasiore /etc/config, T.K. TONbKO COAEPXUMOE 3TOT0 KaTasiora COXpaHsieTcsa nocse nepesarpysku
ycTpoiicTBa. CKpunT B KaTasiore /etc/config MoXHO co3gatb NMM60 ¢ NOMOLLIO peaakTopa Vi, 1o
3arpysuThb ero ¢ BHewHero TFTP-cepBepa (komaHaoii tftp —gl user.sh <TFTP-server address>). Mocne
CO34aHus cKkpunTa eMy Heob6Xxo4MMO HasHauYMTb Npasa Ha 3anyck KOMaH4ow
chmod 777 /etc/config/user.sh
B dhaiine kondurypauumn URL ans 3anycka N0Ka/IbHOro CKpunta uMeeT Bug;
URL: " File://etc/config/user.sh "

BaXkHO OTMETUTb, YTO MO/Ib30BATENLCKUIA CKPUNT AO/MHKEH HAUMHATLCSA C AUpPeKTUBbI #!/bin/sh.
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11 TMpunoxeHne b. Juarpamma Hanpas/ieHHOCTH

p,marpamma HanpaB/1€eHHOCTU aHTEHHbI BepTVIKaIIbHDVI nonsapunsauum B H-nnockocTtu:
0-

——b5,15 GHz
——5,5 GHz
5,8 GHz

1 1 1 1 1 1 1 1 1 1 1 1 1 1 ]

_42 !
-160-140-120-100 -80 -60 -40 -20 0 20 40 60 80 100 120 140 160
AlllarpaMM& HanpaB/1€eHHOCTU aHTEHHbI BepTMKaﬂbHOﬁ nonsapun3auun B E-nnockoctu:

0~
£ 4 ——5,15 GHz
——5,5 GHz
6L 5,8 GHz
9k
12k
-15
18}
|9
VA
L
\/ 's |
-42 1 L 1 L 1 1 1 1 L 1 L 1 1 \’ L h x J'
-160-140-120-100 -80 -60 -40 -20 0O 20 40 60 80 100 120 140 160

AuarpaMmma HanpaB/1eHHOCTN aHTEHHbI rOpI/I3OHTaJ1bHOI7I nonsipnsauymm B H-nnockoctu:
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dB
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Onarpamma HanpaB/I€eHHOCTY aHTEHHbI TOPU30HTAIbHOW Nonsipusauum B E-nnockocTu:
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12 Cnncok n3meHeHui

Bepcus fokymeHTa

Bepcusa 4.0

Bepcua 3.0

Bepcua 2.0

Bepcna 1.0

Bepcus nporpaMmMHoOro oéecrneueHus

[ara Bbinycka

06.11.2019

28.06.2019

31.10.2018

24.11.2017

PykoBozacTBO no akcnyartauuu WB-2P-LR5

CogepxxaHvue nsmMeHeHwuii

CuHxpoHusaums c Bepcuein MO 2.3.0
Vi3meHeHo:

+ TexHu4yeckne napameTpbl

* KOHCTpyKTMBHOE UCnosiHeHne
* lNopAagok MOHTaXa

+ KOcTtuposka aHTeHHbl Wi-Fi

* MeHto «CeTb/VIHTEpHET»

+ lNoamMeHo «JloKasibHas ceTb»
* MeHio «CeTb/SNMP»

* MeHo «MOHUTOPUHI»

* NMogmeHto «<PPPOE Relay»

CuHxpoHu3aums ¢ Bepcuein MO 2.2.0
[ob6aBneHo:

+ KOctmnposka aHTeHHbI Wi-Fi

[Jo6asrneHo:

4.5.3 BecnpoBoAHoO MOCT

4.6.4 NMopmeHto «WDS»

4.6.5 NogmeHto «PagnonHTepdeinc»
4.7.2 NMopmeHo «WDS »

Vi3meHeHo:

2.2 XapakTepucTuku yCcTponcTea
4.6.3 NogmeHto «HTEpHET »

4.6.7 NogmeHto «HacTtpolika MAC-agpecos »
MepBas nybnvkaums

23.0
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TEXHNYECKAA NMOAAEP>XKA

[nsa nonyyeHns TEXHNYECKON KOHCYNbTauMmn no Bonpocam akcnayaraumm obopygosaHus OO0
«Mpeanpusatue «/ITEKC» Bbl MOXxeTe 06patuTbcst B CEPBUCHBIN LEHTP KOMNAHUK:

Poccuiickas ®egepauuns, 630020, r. HoBocubupck, yn. OkpyxHas, om 29B.
E-mail: techsupp@eltex.nsk.ru

Ha ochuumanbHOM caliTe KoMmnaHum Bbl MOXeTe HaTU TEXHNUYECKYIO AOKYMEHTaLuo 1
nporpamMmmHoe obecneyeHne ans npoaykuum OO0 «[IMpeanpusatue «ANITEKC», 06patutbes k 6ase
3HaHW1, OCTaBUTb UHTEPAKTUBHYIO 3aABKY UM MPOKOHCY/LTUPOBATLCA Y HXeHepoB CepBUCHOIO
LeHTpa Ha TeXHN4eckom chopyme:

OdomuymansHbIn cant komnanum: hitp://eltex-co.ru
TexHuyeckuin chopym: hitp://eltex-co.ru/forum
Basa 3HaHuii: htip://eltex-co.ru/support/knowledge

LleHTp 3arpysok: hitp://eltex-co.ru/support/downloads
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